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ABSTRACT

Out-of-distribution (OOD) detection, which aims to identify OOD
samples from in-distribution (ID) ones in test time, has become an
essential problem in machine learning. However, existing works
are mostly conducted on Euclidean data, and the problem in graph-
structured data remains under-explored. Several recent works begin
to study graph OOD detection, but they all need to train a graph
neural network (GNN) from scratch with high computational cost.
In this work, we make the first attempt to endow a well-trained
GNN with the OOD detection ability without modifying its param-
eters. To this end, we design a post-hoc framework with Adaptive
Amplifier for Graph OOD Detection, named AAGOD, concentrating
on data-centric manipulation. The insight of AAGOD is to super-
impose a parameterized amplifier matrix on the adjacency matrix
of each original input graph. The amplifier can be seen as prompts
and is expected to emphasize the key patterns helpful for graph
OOD detection, thereby enlarging the gap between OOD and ID
graphs. Then well-trained GNNs can be reused to encode the am-
plified graphs into vector representations, and pre-defined scoring
functions can further convert the representations into detection
scores. Specifically, we design a Learnable Amplifier Generator
(LAG) to customize amplifiers for different graphs, and propose
a Regularized Learning Strategy (RLS) to train parameters with
no OOD data required. Experiment results show that AAGOD can
be applied on various GNNs to enable the OOD detection ability.
Compared with the state-of-the-art baseline in graph OOD detec-
tion, on average AAGOD has 6.21% relative enhancement in AUC
and a 34 times faster training speed. Code and data are available at
https://github.com/BUPT-GAMMA/AAGOD.
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1 INTRODUCTION
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(a) Typical retraining-based graph OOD detection methods [24, 39, 58].
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(b) Our proposed data-centric framework for graph OOD detection.

Figure 1: Comparison of (a) existing methods that train a GNN
specialized for the graph OOD detection task from scratch
(e.g., GOOD-D [24]) and (b) our proposed framework which
enables an arbitrary well-trained GNN (trained for other
tasks before) to excel at graph OOD detection without modi-
fying its parameters via data-centric manipulation.

Modern machine learning models deployed in the open world
often encounter out-of-distribution (OOD) input samples from a
different distribution that the model has not yet seen during training.
Ideally, a trustworthy model should not only perform well on ID
samples but also recognize what they don’t know [1, 21], especially
when it comes to safety-critical applications [7, 18]. This highlights
the significance of OOD detection [19, 32], which identifies ID and
OOD data by their gaps in specified metrics or scores.

In view of this, a surge of recent works has explored various
effective methods for OOD detection [6, 12, 19]. One line of work
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proposes to train a neural network specialized for the OOD de-
tection task [33, 35, 37], which we call the retraining-based OOD
detection method. In practice, there are quantities of well-trained
encoders (learned for other tasks) available to reuse. Hence, another
line of work proposes to utilize the representations extracted from
a well-trained encoder in a post-hoc manner instead of re-training
a network [12, 15, 23], and we call it the reusing-based OOD de-
tection method. In general, they first define a scoring function to
map sample representations to scores, and then take those inputs
with low scores as OOD samples. Without requiring any changes
to the well-trained encoder, the reusing-based methods enjoy good
efficiency and generalizability, and have attracted the attention of
many researchers recently.

Recently, several pioneer studies [24, 39, 58] begin to study the
OOD detection problem on graph data, but they all belong to the
retraining-based method. For example, GOOD-D [24] proposes to
train a new graph contrastive learning model for graph OOD detec-
tion from scratch, which utilizes hierarchical contrastive learning
and detects OOD graphs based on the semantic inconsistency in
different granularities. Nowadays, lots of cumbersome and deep
graph neural network (GNN) encoders [5, 52] have been proposed
for supervised or unsupervised scenarios. However, training such
an encoder may suffer from complexity in computation [19] and
difficulty in optimization [56]. Inspired by the success of reusing-
based methods, we make the first attempt to enable a well-trained
GNN to detect OOD graphs without altering its parameters.

As shown in Fig. 1, we propose a novel framework focusing on
data-centric manipulation [55]. After a proper modification of the
graph input, the well-trained GNN can be reused to encode the
manipulated graph into vector representations, and pre-defined
scoring functions (e.g., those from previous reusing-based methods)
can further convert the representations into detection scores. Intu-
itively, we expect the data-centric manipulation can help highlight
the latent pattern of ID graphs, and thus enlarge the score gap
between OOD and ID graphs. In this paper, we propose to imple-
ment the manipulation by superimposing a parameterized matrix
(vividly named “amplifier”) on the adjacency matrix of the origi-
nal input graph as learnable instance-specific prompts [22, 26, 40].
However, finding the proper amplifier for each input graph remains
non-trivial: (1) The number and order of nodes in graph data are
uncertain, which makes it infeasible to design a global static ampli-
fier suitable for all graphs; (2) OOD graphs are not available during
training, which makes it hard to design a learning objective for
distinguishing ID and OOD data.

To address the above difficulties, we propose a novel frame-
work with Adaptive Amplifier for Graph OOD Detection, named
AAGOD. (1) To handle graphs with different sizes and unordered
nodes, we innovatively design a Learnable Amplifier Generator
(LAG) to adaptively generate graph-specific amplifiers. LAG will
utilize the node representations encoded by the well-trained GNN
to generate weights for the edges in the original graph. In this way,
the knowledge in the well-trained graph encoder can be further
reused, and LAG can customize amplifiers to determine which part
of a graph should be highlighted for OOD detection. (2) To train the
parameters in LAG without OOD data, we propose a Regularized
Learning Strategy (RLS) that encourages high scores for amplified
ID graphs and expects low scores when only seeing the amplifiers.

Yuxin Guo, Cheng Yang, Yuluo Chen, Jixi Liu, Chuan Shi, and Junping Du

In this way, we can ensure that the key factors leading to high
scores (i.e., ID patterns) only exist in ID graphs instead of amplifiers.
In contrast, since LAG is not trained to perceive OOD graphs whose
patterns are substantially different from those of ID graphs, the
scores of amplified OOD graphs will keep low.

To validate the effectiveness of AAGOD, we conduct extensive
experiments on real-world datasets from diverse domains and con-
sider four models as well-trained GNNS, including two unsuper-
vised methods (GCL [54], JOAO [53]) and two supervised methods
(GIN [50], PPGN [29]). Experimental results show that AAGOD can
successfully endow a well-trained GNN with the OOD detection
ability, and has 25.21% average relative enhancement in AUC com-
pared with a naive combination of typical reusing-based methods
and well-trained GNN encoders. Moreover, AAGOD outperforms
the SOTA methods in graph OOD detection, and gains 6.21% aver-
age relative enhancement in AUC compared to the best baseline.
Besides, our AAGOD enjoys 34 times faster training speed than
existing graph OOD detection methods, since we require no train-
ing of GNN encoders. We also investigate the interpretability of
learned amplifiers by visualization.

Our contributions can be summarized threefold:

o To the best of our knowledge, we are the first work proposed
for reusing-based graph OOD detection problem, which aims to
endow a well-trained GNN with the OOD detection ability.

o We design an effective framework named AAGOD with the
Learnable Amplifier Generator (LAG) and Regularize Learning Strat-
egy (RLS), which can produce graph-specific amplifiers and enlarge
the gap between amplified ID and OOD graphs.

e Extensive experiments on real-world datasets show that our
proposed framework can be successfully applied on diverse GNNs
and outperforms SOTA baselines in graph OOD detection.

2 RELATED WORK

2.1 Graph Neural Networks

Since the success of GCN [17] in modeling graph-structured data,
lots of powerful GNNs have been proposed and shown promising
results in both supervised and unsupervised scenarios [17, 43, 44,
54]. Now we will introduce several representative GNNs and apply
our framework to them for graph OOD detection in the experiments.
In supervised and semi-supervised learning, GCN [17] is one of
the most classical methods, and it performed layer-wise propaga-
tion based on node features to generate expressive representations.
Further, GIN [50] leveraged an injective summation operation to
make GNN as powerful as the WL test [47]. To break the limits of
message passing mechanism [11], PPGN [29] proposed a simple and
scalable model with guaranteed 3-WL expressiveness. For unsuper-
vised settings, GCL [54] proposed several graph data augmentations
and developed a general framework to learn graph representations
based on different correlated views. Furthermore, JOAO[53] boosted
GCL by selecting data augmentations automatically, adaptively, and
dynamically instead of using ad hoc augmentation strategies.

2.2 Out-of-distribution Detection on Graphs

OOD detection [1, 2, 21] aims to identify OOD samples from ID ones,
and has gained increasing traction due to its wide application [7, 18].
Extensive research of OOD detection for vision [12, 46] or language
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data[38, 59] have been developed, while the analogous study on
graph-structured data is greatly less investigated.

Recently, a few works began to focus on graph OOD detection.
For instance, GKDE [58] designed a multi-source uncertainty frame-
work for detecting OOD nodes. GPN [39] estimated the uncertainty
of each node with the help of Bayesian posterior and density esti-
mation. GOOD-D [24] introduced a carefully-crafted hierarchical
graph contrastive learning model to detect OOD graphs based on
their semantic inconsistency. However, these approaches need to
train a GNN specialized for OOD detection from scratch, which may
have high computation cost [19]. Differently, our proposed AAGOD
has the advantages of previous reusing-based approaches [23, 46],
enabling us to detect OOD graphs based on a well-trained GNN
in a post-hoc manner. Without retraining a new graph encoder,
AAGOD can benefit from high computational efficiency.

Another related research topic with graph OOD detection is
graph anomaly detection [9, 10, 25]. Anomaly graphs are usually
malicious samples [27] from a real system and available during train-
ing; while OOD graphs are samples from the distribution that the
model has not seen during training. We also compare our AAGOD
with SOTA graph anomaly detection methods [28, 57].

Besides, there are some concurrent works [16, 20, 48] relevant
to our AAGOD. Specifically, GraphDE [20] and GNNSAFE [48] are
model-centric methods for graph OOD detection. GTRANS [16] pro-
vides a data-centric method to improve the classification accuracy
on OOD nodes, i.e., OOD generalization task.

3 METHODOLOGY

In this section, we first introduce the notations and formalize the
problem. Then we will present the proposed AAGOD framework
for reusing-based graph OOD detection. Finally, we will discuss the
benefits of our framework design.

3.1 Problem Statement

Notations. Let Py and Poyt denote two distinct distributions
defined in graph space. In the training phase, a graph dataset Dip =
{G!,...G"} sampled from the in-distribution Ppy is available for
model learning, where each graph GF = {Vk gk Xk} is with
vertex set V¥ , edge set Sk, and dy-dimensional node features Xk e
RIVFIxdx
RIV*

. We denote the adjacency matrix of graph G¥ as A¥ €
|><|(V’°|, where each element a;‘j = 1 for each edge (v;,vj) €

&k and a{.cj = 0 otherwise. Then the general purpose of graph
OOD detection is to distinguish whether a graph belongs to in-
distribution PN or not at the test phase.

Reusing-based Graph OOD Detection. In this paper, we make
the first attempt to the reusing-based graph OOD detection, which
performs detection by utilizing a well-trained GNN encoder in a
post-hoc manner. Formally, with 0 indicating the OOD case and 1
the ID case, the reusing-based graph OOD detection aims to build
a detection model detect(-) for distinguishing input graph G:

L g(GK =y

f (1
0, g(G*f) <y

detect(Gk) = {
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where y is a threshold, f is the well-trained GNN encoder with
parameters ©, and function g returns a score to estimate whether
Gk is an ID graph or not with the help of f.

A Naive Solution. Since the GNN encoder f is sufficiently trained
and can extract expressive graph representations, an intuitive idea
for constructing the function g is to keep parameters © in encoder f
untouched and directly apply a pre-defined non-parametric scoring
function s on encoded representations. Formally, we can write

g(Gk,f) as follows:
9(G*, f) = s(f (AR x*; @), @

where f(Ak,Xk; ©) is the vector representation K of GK encoded
by GNN, and the scoring function s(-) measures the centrality of a
sample in the representation space. Note that the function g includes
no learnable parameters.

In this paper, we adopt two representative scoring functions: the
local outlier factor detector (LOF) [4] and Mahalanobis distance-
based detector (SSD) [36]. Specifically, LOF is one of the most classic
methods and SSD is the state-of-the-art scoring function for OOD
detection. To be self-contained, we will briefly introduce the two
scoring functions.

LOF assumes the sample with low local density is more likely
to be an outlier. For simplicity, it introduces a distance function
dy(h*) to measure the distance between h* and its r-th nearest
neighbor, and calculates the local reachability density (Ird) of Kk
via d(h*). Then the final score of k¥ is defined as:

1 Ird(h9)

Wy = — , 3
SLOF( ) |Nr(hk)| thNZr(hk) lrd(hk) ( )

where N, (h¥) is the collection of neighbors whose distance from
¥ is less than d, (h¥).

SSD leverages K-means clustering to separate the representa-
tions into T clusters, and then use the Mahalanobis distance be-
tween h¥ and the corresponding cluster center to compute the score
of ¥, Formally, the scoring function of SSD is:

‘ 1
sssp(h") = — - ,
min(h* — p)TE7 (K = pry)

©

where h¥ belongs to the cluster ¢, p; and %; are the mean and
covariance of representations in cluster ¢. Since all ID graphs are
assumed to be drawn from the same distribution Py, we simply
set T = 1 in practice.

3.2 Adaptive Amplifier for OOD Detection

Instead of building a parameter-free function g as the above naive
solution, we innovatively motivate our AAGOD to introduce ad-
ditional learnable parameters in function g for better graph OOD
detection performance. We will first present how we parameterize
the function g, and then design a novel generator and an effective
learning strategy for parameter training.

3.2.1 Overall Framework. The core of our AAGOD is to design
a function g(-; Q) with learnable parameters Q, which is trained to
enlarge the score gap between ID graphs and OOD graphs:

max Egk-pp9(G*1Q) = Bge o1 9(G7: Q). (5)
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Figure 2: An illustration of the proposed AAGOD, which can enable a well-trained GNN to detect OOD graphs in a post-hoc
manner. AAGOD adopts LAG to adaptively generate graph-specific amplifiers and RLS to train LAG without seeing OOD graphs.

As mentioned above, the well-trained GNN encoder f(-;©) has
fixed parameters © and the pre-defined scoring function s(-) is
also non-parametric. Since it is hard to plug the parameters Q
into f(+;©) or s(-), we propose to let the parameters Q focus on
data-level manipulation. Specifically, we superimpose a matrix (am-
plifier) on the adjacency matrix of the original input graph, which
is expected to highlight the key sub-structures beneficial to OOD
detection, thus making the ID graphs and OOD graphs easier to dis-
tinguish. The amplifier shares a similar principle with the prompt
tuning technique, hoping to adapt to downstream tasks through
data-centric operations. We can then rewrite g(-; Q) as:

9(G*; Q) = s(f(AF + Mg, X*;0)), (6)

where Mg is the amplifier matrix. However, finding a proper ampli-
fier matrix is not trivial as graph-structured data have an arbitrary
number of unordered nodes, and we also lack the information of
unseen OOD graphs to optimize Eq. (5) directly. Therefore, we inno-
vatively design a Learnable Amplifier Generator (LAG) to adaptively
generate graph-specific amplifiers, and further propose a Regular-
ized Learning Strategy (RLS) to approximate the optimization in
Eq. (5) and learn the parameters Q. The overall framework of our
proposed AAGOD is shown in Fig. 2.

3.22 Learnable Amplifier Generator. To handle graphs with
different sizes and unordered nodes, in this work we let the am-
plifier focus on generating weights for the edges in the original
graph. Moreover, based on the assumption that graphs with simi-
lar topologies and node features should have similar ID patterns,
LAG adaptively generates graph-specific amplifiers according to the
encoded representations of original graphs from the well-trained
GNN. In this way, the knowledge in the well-trained graph encoder
can be reused, and LAG can customize amplifiers for graphs with
different topological structures.

Specifically, since our proposed framework is model-agnostic
and can be applied to any GNNs, we simply formalize the well-
trained GNN by a two-step form:

Pk = MP(v;|AF, XK, @),

7
B = Pool({p¥|v; € VFY}), @

where p{.‘ is the representation of node v; in G¥, h¥ is the final graph
representation of G¥, MP is the message passing operation, and
Pool(-) is the pooling operation that transfers node representations
to a holistic graph representation.

Note that the output node representations of the well-trained
GNN encode not only node features but also local topology in-
formation. Therefore, we reuse the node representations of the
well-trained GNN rather than raw features to discover the latent
pattern of ID graphs and generate amplifiers. Formally, we use
MK € RIV*XIV¥I g describe the graph-specific amplifier of graph
Gk, where the edge weight m{.‘j is designed to superimpose onto

the edge between node v; and v; in Gk . Since the element of the

graph-specific amplifier depends on the edges of the original graph,
k k
ij ij
elements mfj as follows:

the elements m~, = 0 when at, = 0. Otherwise, we calculate the

m;cj;Q = MLP (Concat(pi-‘, p?); Q), 8)

where MLP(-; Q) represents a multi-layer perception (MLP) with
parameters Q, and Concat(-) is the concatenation operator. For a
graph G¥ € D, we superimpose the the graph-specific amplifier
M’é on the adjacent matrix AX to obtain an amplified graph Ak +M]5.
The amplified graph can be then encoded to h’;2 by the well-trained
GNN. We can rewrite Eq. (7) to formalize the above process as
follows:

kK, = Pool ({MP(v;]A% + MK, X¥; ©)[0; € VF}). (9)

In this work, we use MLP to generate the elements of amplifiers
without loss of generality. Although there may be alternatives to
produce amplifiers, we reuse the well-trained GNN as much as
possible and introduce few learnable parameters to achieve efficient
graph OOD detection.

3.2.3 Regularized Learning Strategy. To train the parameters
in LAG without OOD data, we propose an effective regularized
learning strategy, which encourages amplified graphs with ID pat-
terns to get higher scores, while regularizes LAG to avoid all ampli-
fied graphs getting high scores. In this way, we can ensure that the
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Algorithm 1 Adaptive Amplifier for Graph OOD Detection

Require: Training set of ID graphs Dip, well-trained GNN model
f with parameters ©;
Ensure: LAG with learned parameters Q;
1: Randomly initialize Q;
2: 'while not converge do
3. for each graph Gk € Dpp do

4 Compute pf.‘ for each node v; € V¥ by Eq. (7);
5 Compute the amplifier matrix Mlé by Eq. (8);
6: Compute th-Q and hIE)OD-Q by Eq. (9) and Eq. (11) with

ME, respectively;
7. end for
8:  Update Q by minimizing Eq. (13);
9: end while
10: return Learned parameters Q for LAG.

ID patterns, which are the key factors leading to high scores, only
exist in ID graphs instead of amplifiers. Thus, the scores will keep
low for amplified OOD graphs.

Formally, the learning objective we designed is consistent with
Eq. (5). For the first term in Eq. (5), we directly utilize the ID training
data and denote the representation of the ID graph superimposing
the graph-specific amplifier generated by LAG as h{‘D;Q,
calculated by Eq. (9). Then we design the learning objective for ID

which is

data by requiring a higher score for hicD-Q as follows:
n
Lip = Y 1/s(hfq), (10)

k=1
where n is the number of graphs in Dip. Note that to guarantee
stability during training, we take the reciprocal of the score instead
of the negative here.
By contrast, we expect the OOD graphs to remain low scores and
propose to approximate the second term in Eq. (5) via regularizing

the LAG to return low scores when only seeing the amplifiers.

Formally, we encode the pure amplifier matrix MS generated for

graph Gk, and then minimize the score of the amplifier. The learning
strategy for OOD graphs can be given as follows:

h§on.q = Pool ({MP(0;|M§, XF; @) [0; € VF}), (1)
n

Loop = ) s(hop.a): (12)
k=1

Besides, we add another regularization term to prevent overfitting.

Finally, the overall learning objective can be written as follows:

n
Lris = L +ALoop +7 Y [IME] (13)
k=1
where A and 7 are the balance hyper-parameters, ||| is the L1-norm.

The pseudo code of AAGOD is shown in Alg. 1.

3.3 Discussion

In this part, we will discuss the advantages of our proposed AAGOD
framework in different aspects.
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Easy to be Deployed. Our proposed AAGOD can exploit the in-
herent capability of well-trained GNNs, and endow them with the
ability of OOD detection. The framework is compatible with diverse
GNNs and scoring functions as it makes no assumptions about them.
Furthermore, AAGOD conducts data-centric manipulation without
modifying the original feed-forward computation of GNNs, and
thus can be trained/used after the well-trained GNNs are deployed.
Hence, our proposed AAGOD framework can be easily deployed in
real-world systems.

Time and Space Complexity. The time complexity of the whole
training process and the space complexity of our algorithm are both
linear to the scale of datasets. Besides, the additional module we
have introduced is only a two-layer MLP in Eq. (8), with a hidden
dimension as 32 and output dimension as 1. Therefore, the extra
parameters in our framework are few, and the overhead in AAGOD
is more lightweight compared with the well-trained GNN encoders.
In practice, the training speed of our AAGOD can be 34 times faster
than retraining-based graph OOD detection methods [24].

Benefits of Amplifiers. The amplifier controls the edge weights in
a graph, and can help emphasize the key positions helpful for OOD
detection. For example, if the ID graphs in a molecule dataset share
the similar backbone structure, then the amplifier should assign
larger weights to the edges in the backbone. In fact, the edge weights
in our learned amplifiers can provide some interpretable intuitions
(detailed in Section 4.4), which is another advantage of our AAGOD
compared with the naive solution. Besides, the amplifiers share
some merit with the popular prompt tuning technique [22, 26, 40]
in the pre-trained language modeling area, where the prompts
will transform the original input texts into a form beneficial to
downstream tasks. Hence, our amplifiers can also be interpreted as
trainable instance-specific prompts for graph OOD detection.

4 EXPERIMENTS

In this section, we conduct experiments on five dataset pairs over
four GNNs to answer the following research questions (RQs):

® RQ1: Can the proposed AAGOD improve the OOD detection
performance of the well-trained GNN?

e RQ2: How effective is AAGOD compared with other graph
OOD detection methods?

e RQ3: How about the efficiency of AAGOD compared with
retraining a new GNN?

® RQ4: How about the hyper-parameter sensitivity of AAGOD?

© RQ5: What patterns can we observe from learned graph-specific
amplifiers of AAGOD?

4.1 Experimental Setup

4.1.1 Datasets. Following previous works [24], we adopt five
pairs of datasets as ID and OOD data, respectively. These datasets
are selected from two mainstream graph data benchmarks (i.e., TU
datasets [31] and OGB [14]), and each pair of datasets belongs to
the same field while having mild domain shift. Specifically, three
of these pairs are molecule datasets, one pair is a social network
dataset and the last is a bioinformatics dataset. We also use the
same dataset split strategy as [24], where 80% of ID graphs as the
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Table 1: Graph OOD detection performance with unsupervised GNNs as GCL [54] and JOAO [53]. Here the subscript S/L indicates
the SSD/LOF scoring function in Section 3.1. GNNg/y, is the non-parametric naive solution, while GNNg/; + is our AAGOD.

D 00D ‘ Metric ‘ GCLs GCLg+ Improv. | GCL;, GCLp+ Improv. ‘ JOAOs JOAOs+ Improv. ‘ JOAO;, JOAOL+ Improv.
AUCT 62.97 73.76  +17.14% | 62.56 67.15 +7.34% 61.20 74.19 +21.23% 59.68 65.11 +9.10%
ENZYMES | PROTEIN | AUPRT | 62.47 75.27  +20.49% | 65.45 65.18 -0.41% 61.30 77.10 +25.77% 64.16 64.49 +0.51%
FPR95 | | 9333 8833  -536% | 9330 85.00 -8.90% 90.00 81.67 -9.26% 96.67 85.00 -12.07%
AUCT | 80.52 83.84 +4.12% | 61.08 68.64 +12.38% | 80.40 82.80 +2.99% | 48.25 64.32  +33.31%
IMDBM IMDBB AUPRT | 74.43 80.16 +7.70% 59.52 68.03 +14.30% 74.70 77.77 +4.11% 47.88 61.62 +28.70%
FPR95 | | 38.67 38.33 -0.88% 96.67 91.33 -5.52% 44.70 42.00 -6.04% 98.00 94.00 -4.08%
AUCT | 75.00 97.31 +29.75% | 34.69 65.00 +87.37% | 80.00 95.25  +19.06% | 41.80 65.62  +56.99%
BZR COX2 AUPRT | 6241 97.17 +55.70% | 39.07 62.89 +60.97% 67.10 94.34 +40.60% 56.70 67.22 +18.55%
FPR95 | | 47.50 15.00 -68.42% | 92.50 80.00 -13.51% 37.50 12.50 -66.67% 97.50 97.50 0.00%
AUCT 68.04 71.27 +4.75% 53.44 58.25 +9.00% 53.46 69.39 +29.80% 53.64 55.67 +3.78%
TOX21 SIDER AUPRT | 69.28 73.52  +6.12% | 56.81 59.58  +4.88% 56.02 71.01  +26.76% | 56.02 56.02 0.00%
FPR95 | | 90.42 89.53 -0.98% 94.25 92.72 -1.62% 95.66 90.55 -5.34% 95.66 89.66 -6.27%
AUCT 77.07 80.64 +4.63% 46.74 50.53 +8.11% 75.48 78.54 +4.05% 43.96 51.28 +16.65%
BBBP BACE AUPRT | 6841 72.60 +6.12% | 4535 46.49  +2.51% 69.32 74.06 +6.84% | 44.77 48.32 +7.93%
FPR95 | | 71.92 60.59 -15.75% | 92.12 86.70 -5.88% 76.85 69.46 -9.62% 94.09 92.61 -1.57%

training set, 10%/10% of ID graphs as well as the same number of
OOD graphs are mixed together as the validation/test set.

4.1.2 Choices of Well-trained GNNs. Recall that our AAGOD
can be applied to any well-trained GNNs. To fully evaluate the
effectiveness of AAGOD, we select two categories of GNNs: un-
supervised GNNs (i.e., GCL [54] and JOAO [53]) and supervised
GNNss (i.e., GIN [50] and PPGN [29]). Specifically, GCL/GIN are
classic methods, while JOAO/PPGN are more recent state-of-the-
art unsupervised/supervised GNNs. The two supervised GNNs are
trained by graph classification task. The details are as follows:

® GCL [54]: Following the same experimental settings as [54], we
employ a 3-layer GIN encoder with hidden dimension as 32, weight
decay of Adam optimizer as 0.01, and design heuristic search by
exploring the learning rate from {0.001,0.01,0.1}. Moreover, we
train GCL with 30 epochs and set the batch size as 128.

e JOAO [53]: As [53], we train a GIN encoder in JOAO with 3
layers and 32 hidden dimensions. We adopt the Adam optimizer
with the same parameter settings as in GraphCL. Meanwhile, we
tune the hyper-parameter that controls the trade-off during the
optimization in the range of {0.01,0.1,1}.

o GIN [50]: We set GIN with 3 layers, the weight decay of Adam
optimizer as 0.5. We explore the hidden dimension and learning
rate from {128,256} and {0.001, 0.005}, respectively.

e PPGN [29]: We employ 3 concatenated PPGN blocks with
hidden dimension selected from {16, 64, 128,256}, learning rate
in {0.001,0.005}, learning rate decay in {0.5,1}. We make each
PPGN block generate a graph representation via the invariant max
pooling [30], and then concatenate them to obtain the final graph
representation.

4.1.3 Baseline Methods. As the first work for reusing-based
graph OOD detection, we compare our proposed AAGOD with
the naive solution introduced in Section 3.1 to demonstrate the
effectiveness of our framework design. To further validate the supe-
riority of our proposed AAGOD, we also compare with the SOTA

graph OOD detection method (GOOD-D [24]) and two SOTA graph
anomaly detection methods (OCGIN [57], GLocalKD [28]). It is
worth noting that all three baselines need to train GNN models
from scratch. A detailed introduction to these baselines is provided
in Supplement A.2.

4.1.4 Implementation Details. For AAGOD, we leverage a 2-
layer MLP in the learnable amplifier generator. Specifically, we
adopt an Adam optimizer in MLP with weight decay as 0.1 and tune
the learning rate in [0.001, 0.1]. The hidden dimension is 32 and the
dropout probability is 0.8. We also use the sigmoid activation func-
tion to restrict the output edge weights of LAG. Meanwhile, we tune
the parameter A from {0.1, 1, 10, 50, 100}, 7 from {0.01, 0.1, 1}. More-
over, we adopt the scoring functions mentioned in Section 3.1 for all
GNNs, and annotate them in the model subscript (e.g., GCLg/GCLy,
represent the naive solutions where GCL is combined with SSD/LOF
scoring functions; GCLg+/GCLy + are the corresponding versions
with AAGOD). We run all experiments on a single GPU device of
GeForce GTX 3090 with 22 GB memory.

4.2 Analysis of Main Results

4.2.1 Comparison with the naive solution (RQ1). We present
the results on five benchmark dataset pairs with two unsupervised
and two supervised GNN models in Table 1 and 2, respectively. We
bold the best results between the naive solution and AAGOD. The
relative improvements of AAGOD over the naive solution are also
reported. From the results, we have the following observations:
(1) The improvements via AAGOD are stable and substantial
over all four GNN models on the five pairs of datasets. Compared
with the naive solution based on the SSD scoring function, our
corresponding AAGOD enhances the average AUC and AUPR by
30.28% and 25.76%, reduces the average FPR95 by 12.10% relatively.
For the LOF scoring function, the relative improvements against
the naive solution are 20.13% and 13.89% on AUC and AUPR, the
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Table 2: Graph OOD detection performance with supervised GNNs as GIN [50] and PPGN [29]. Here the subscript S/L indicates
the SSD/LOF scoring function in Section 3.1. GNNg/y, is the non-parametric naive solution, while GNNg/; + is our AAGOD.

D 00D [ Metric | GINs GINs+ Improv. | GIN, GINp+ Improv. | PP.GNs PPGNs+ Improv. | PPGN PPGNL+ Improv.

AUCT | 5222 66.22 +26.81% | 58.44 65.89 +12.75% | 5389  66.67  +23.71% | 52.56  63.22  +20.28%

ENZYMES | PROTEIN | AUPRT | 5041 58.81 +16.66% | 53.82 59.03 +9.68% | 5406 6570  +2153% | 5121  57.56  +12.40%

FPR95 | | 93.33 73.33  -21.43% | 90.00 83.33 -7.41% | 80.00  80.00  0.00% | 10000 8333  -16.67%

AUCT | 4205 59.00 +4031% | 57.24 62.70  +9.54% | 40.62  59.25  +45.86% | 47.90  55.64  +16.16%

IMDBM | IMDBB | AUPR | 4443 57.82 +30.14% | 5441 62.21 +1434% | 4341  55.04  +26.79% | 50.06 5276  +5.39%

FPR95 | | 100.00 90.67  -9.33% | 87.17 9500 +8.98% | 96.43  85.17  -11.68% | 89.67  89.33  -0.38%

AUCT | 3525 7675 +117.73% | 60.75 76.00 +25.10% | 6275 7175  +14.34% | 65.00  72.25  +11.15%

BZR COX2 AUPR T 39.61 66.32 +67.43% 53.71 63.18 +17.63% 57.15 78.94 +38.13% 62.14 77.59 +24.86%

FPR95 | | 100.00 70.00  -30.00% | 95.00 45.00 -52.63% | 65.00  90.00  +38.46% | 80.00 9500  +18.75%

AUCT | 6373 64.26  +0.83% | 5147 57.59 +11.89% | 3698  61.24  +65.60% | 5461  55.00  +0.71%

TOX21 SIDER | AUPRT | 6379 67.35  +558% | 5233 56.55 +8.06% | 4355  58.16  +33.55% | 5391  57.91  +7.42%

FPR95 | | 83.78 93.87  +12.04% | 9693 9234  -474% | 9745  82.63  -1521% | 94.38 9757  +3.38%

AUCT | 6458 67.80  +4.99% | 4354 57.13 +31.21% | 3079  70.20  +128.00% | 47.55  56.96  +19.79%

BBBP BACE | AUPRT | 5839 6191  +6.03% | 43.80 54.12 +23.56% | 44.06  74.56  +69.22% | 4971  57.96  +16.60%

FPR95 | | 87.68 90.64  +3.38% | 91.63 9212  +0.53% | 9756  78.05  -20.00% | 10000  88.78  -11.22%
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Figure 3: AUC of different methods on graph OOD detection. Higher AUC indicates better performance.

Table 3: Training time comparison between AAGOD and the corresponding well-trained GNNs. “Ratio” means the percentage

of the running time of AAGOD to that of the original GNNs.

Dataset Unsupervised Supervised
ID OOD GCL GCLg+ Ratio | JOAO JOAOs+ Ratio | GIN GINg+ Ratio PPGN PPGNs+ Ratio
ENZYMES | PROTEIN | 30.65 1.99 6.48% 49.16 2.44 4.97% | 47.48 4.99 10.52% | 375.31 270.38  72.04%
IMDBM IMDBB 44.57 6.39 14.33% | 110.29 5.07 4.60% | 43.45 12.68  29.19% | 713.46 519.22 72.78%
BZR COX2 17.78 1.84 10.34% | 39.07 0.96 2.45% | 39.87 6.35 15.92% | 305.51 197.49 64.64%
TOX21 SIDER 460.76 16.66 3.62% | 482.79 15.84 3.28% | 509.40 12.76 2.50% | 3474.90 2702.61 77.78%
BBBP BACE 175.10 6.86 3.92% | 134.74 5.84 4.34% | 137.24 4.24 3.09% | 1015.99  668.81 65.83%

reduction on FPR95 is 6.04%. This observation verifies our motiva-
tion of enabling well-trained GNNss to better detect OOD graphs,
and demonstrates the effectiveness of our framework.

(2) Compared with the supervised GNNs, unsupervised GNNs
are more suitable for graph OOD detection. In some challenging
dataset pairs, supervised GNNs will unexpectedly encode OOD
graphs into cluster centers in the representation space, and thus
the naive solution is even worse than random guess. A possible
reason is that representations encoded by supervised GNNs are

more conducive to downstream tasks, whereas representations
encoded by unsupervised GNNs are more universal and expres-
sive. In spite of this, the relative improvements of AAGOD based
on the unsupervised/supervised GNNs are 13.75/46.82% on AUC
with the SSD scoring function, which means both unsupervised
and supervised GNNs can benefit from our AAGOD. Additionally,
the average relative improvements of GCL/JOAO/GIN/PPGN are
12.08/15.43/38.13/55.50% on AUC, which shows the potential gen-
eralizability on various GNN encoders of our proposed method.
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(3) AAGOD has significant improvements for both SSD and
LOF functions, which demonstrates that our AAGOD is compatible
with different scoring functions. Also, the performance of SSD is
generally better than that of LOF, aligning with the observations
in previous work [24]. Thus we focus on the results based on SSD
scoring function in the following experiments.

0.84 0.84
0.83 /\// 0.83 ./\'\'/.

1% O
20.82 20.82
0.81 0.81
JOAOs+  —@— GCLs+ JOAOs+  —®— GCLs+
0.1 1 10 50 100 0.001 0.01 0.1 1 10
(@4 (b)r

Figure 4: AUC sensitivity w.r.t. different hyper-parameters 1
and 7 on IMDBM-IMDBB over (a) GCLg+ and (b) JOAOg+.
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Figure 5: Scoring distributions before/after amplifying on
BZR-COX2. Graphs with high (low) scores are regarded as
ID (OOD) graphs, and AAGOD enlarges the distribution gap
between ID and OOD graphs.

4.2.2 Comparison with the State-of-the-art Methods (RQ2).
To validate our motivation that reusing a well-trained GNN to detect
OOD graphs is feasible, we also compare our AAGOD based on
GCL and JOAO with three competitive methods. Figure 3 shows the
AUC of the five methods over the five pairs of datasets. We can see
that GCLs+ and JOAOg+ significantly outperform other baselines
on 4 out of 5 dataset pairs. In other words, our AAGOD can achieve
better results without retraining any GNN encoders. Among the
baseline methods, GOOD-D is the most competitive one while the
other two graph anomaly detection methods perform poorly, which
validates that the methods designed for graph anomaly detection
task can not handle the OOD detection task well. This experiment
shows the superiority of our framework in detecting OOD graphs.

4.3 Analysis of Extensive Studies

4.3.1 Analysis of Efficiency (RQ3). To demonstrate the effi-
ciency of our proposed framework, we compare the training time
of AAGOD with that of the corresponding well-trained GNN. We

Yuxin Guo, Cheng Yang, Yuluo Chen, Jixi Liu, Chuan Shi, and Junping Du
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Figure 6: Visualization of graph representations on BZR-
COX2 and BBBP-BACE. The representations of ID and OOD
graphs (yellow v.s. purple) becomes more separable after am-
plification (green v.s. red).

adopt AAGOD with the SSD scoring function and report the run-
ning time (seconds) in Table 3. From this table, we can see that the
training time of AAGOD is only 23.68% of that of the correspond-
ing GNN encoder on average, which shows that AAGOD is much
more efficient than retraining a GNN encoder and validates our
motivation to reuse well-trained GNNs. Moreover, we compare the
training time with GOOD-D [24], the most competitive baseline.
We find that on average our AAGOD (6.75s) runs 34 times faster
than GOOD-D (229.31s), which indicates that AAGOD not only
achieves better performance but also has higher efficiency. More
details can be found in the Appendix.

4.3.2 Analysis of Hyper-parameters (RQ4). To analyze the
impact of hyper-parameters A and 7 in Eq. (13), we conduct experi-
ments on the IMDBM-IMDBB dataset pair for GCLg+ and JOAOg+.
We vary A in {0.1, 1, 10,50, 100} and 7 in {0.001, 0.01,0.1, 1, 10}, and
present the AUC results in Fig. 4. The performance of AAGOD is
stable when A and 7 change within a certain range. For example,
if we fix A = 100 and vary 7, the performance of GCLg+ is in the
range of 0.826 to 0.835. If we fix 7 = 0.001 and vary A, the perfor-
mance of GCLg+ is in the range of 0.825 to 0.832. With different
A or 7, AAGOD always performs better than the naive solution
around 0.805. In summary, our AAGOD is robust with respect to
hyper-parameters A and 7.

4.4 Analysis of Learned Amplifiers (RQ5)

To interpret how AAGOD enhances the OOD detection ability of a
well-trained GNN, we analyze the learned graph-specific amplifiers
by presenting the following case studies based on GCLg and GCLg+.

Visualization of Score Gap. To show that our data-centric
manipulation can help enlarge the score gap between ID and OOD
graphs, we present the scoring distributions before and after ampli-
fying on BZR-COX2 dataset in Fig. 5. A larger score gap between ID
and OOD graphs assures a better graph OOD detection performance.
As we can see, the scores of both amplified ID and OOD graphs have
been increased, while the growth of ID graphs is greater. There-
fore, the learned amplifiers can enlarge the scoring distribution
gap between ID and OOD graphs, thus improving the ability of the
well-trained GNN to detect OOD graphs.
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Figure 7: Visualization of different amplified graphs on BBBP-BACE. Here dark (light) edges/nodes have large (small) edge/self-
loop weights, and the size of a node depends on its degree. The amplifiers emphasize the functional group with a hexagonal
structure (e.g., benzene ring) at the end of the backbone in ID graphs, which is the key structure making ID graphs different
from OOD ones.
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Figure 8: Visualization of different amplified graphs on BZR-COX2. The amplifiers highlight the backbone and ignore the side
chains, since ID graphs usually have adjacent rings sharing common edges in the backbone, which is the critical characteristic
making BZR dataset different from others.

Visualization of Representation Gap. Fig. 6 visualizes the 5 CONCLUSION

graph representations via t-SNE [42] on BZR-COX2 and BBBP- In this paper, we innovatively propose to study the reusing-based
BACE, and we use different colors to denote (amplified) ID/OOD graph OOD detection problem, which aims to endow an arbitrary
graphs and amplifiers. We can see that the representations of origi- well-trained GNN with the capability of identifying OOD graphs.
nal ID/OOD graphs mix with each other (yellow and purple dots), To this end, we propose a data-centric framework named AAGOD,
while those of amplified ID/OOD graphs (green and red dots) are which can enlarge the score gap between ID and OOD graphs by
more separable. Besides, the representations of amplifiers (blue dots) superimposing amplifiers on the original input graphs. Specifically,
are far away from the ID graphs (green and yellow dots), which we propose learnable amplifier generator to produce graph-specific
shows that there is no ID pattern in the amplifiers and demonstrates amplifiers, and design an effective regularized learning strategy
the effectiveness of our regularized learning strategy. for parameter training. Extensive experiments on five pairs of real-
Visualization of Learned Amplifiers. To further understand world datasets show that AAGOD can successfully enable diverse
learned amplifiers, Fig. 7 and 8 depict the amplified graphs on well-trained GNNs to excel at graph OOD detection. AAGOD sig-
BBBP-BACE and BZR-COX2. Note that the edges in the amplified nificantly outperforms the SOTA baselines in graph OOD detection,
graphs are directed, and we average the weights of the same edge in and enjoys a 34 times faster training speed. Moreover, we also
different directions for convenience. As shown in Fig. 7, ID graphs present case studies to understand the learned graph-specific am-
all have a functional group with a hexagonal structure (e.g., benzene plifiers more intuitively.
ring) connected at the end of the backbone, which is a crucial pattern In future work, we will generalize our AAGOD for node-level
to distinguish ID graphs from others. Our learned amplifiers give OOD detection task as well, and explore the feasibility of applying
edges in the functional group higher weights, indicating the ability the amplifiers to other graph learning scenarios to further improve
to locate the key sub-structure of potential ID patterns. For Fig. 7, their performance.

we can find that ID graphs have rings with common edges in the
backbone, but rings in OOD graphs are independent. Therefore, the ACKNOWLEDGMENTS
learned amplifiers on BZR-COX2 focus on underlining the graph
backbone instead of side chains. Overall, the learned amplifiers can
highlight the key positions helpful for graph OOD detection, and
hence enlarge the difference between ID and OOD graphs.
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Natural Science Foundation of China (No. 62192784, U1936104,
U20B2045, 62172052, 62002029).
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A APPENDIX

A.1 Descriptions of Datasets

Following the settings in GOOD-D [24], we employ five pairs of real-
world benchmark datasets from diverse domains for experiments.
The detailed descriptions of these datasets are as follows:

o ENZYMES and PROTEIN [3] are datasets consisting of macro-
molecules, where nodes represent secondary structure elements
and the edge represents two nodes connected in an amino acid se-
quence or 3D space. The node feature denotes the type and chemical
information of the element.

o IMDBM and IMDBB [51] are social networks extracted from
actor collaborations, where nodes represent actors, and each edge
represents whether two actors appear in the same movie.

o BZR and COX2 [41] are molecules datasets, composed of a set of
ligands for the benzodiazepine receptor (BZR) and cyclooxygenase-
2 (COX-2) inhibitors respectively.

e Tox21 and SIDER [14] are molecules datasets from Molecu-
leNet [49]. The nodes in molecule graphs represent atoms, and the
edges connecting two nodes are chemical bonds.

o BBBP and BACE [14] are another molecules datasets, having
similar configurations to Tox21 and SIDER.

A.2 Descriptions of Baseline Methods

In our experiments, we leverage the following three methods as
our baselines:

e GOOD-D [24]: With the help of a carefully-crafted hierarchical
graph contrastive learning framework, GOOD-D proposes to detect
OOD graphs according to the semantic inconsistency in different
granularities.

e OCGIN [57]: OCGIN is a one-class graph anomaly detection
method, which proposes to optimize a GIN encoder by leveraging
an SVDD [34] objective.

e GLocalKD [28]: Based on knowledge distillation [13], GLo-
calKD designs a novel deep graph anomaly detection method to
detect both locally- and globally-anomalous graphs.

A.3 Descriptions of Evaluation Metrics

As used in previous works [45, 60], we measure the performance of
graph OOD detection by three threshold-independent metrics [8]:

AUC is the area under the receiver operating characteristic curve
and a higher AUC value represents a better detection performance.

Table 4: Training time comparison between AAGOD and
GOOD-D.

ID 00D GOOD-D GCLg+
ENZYMES | PROTEIN 46.08 1.99
IMDBM IMDBB 11.17 6.39
BZR COX2 89.01 1.84
TOX21 SIDER 771.74 16.66
BBBP BACE 228.54 6.86
Average 229.31 6.75

AUPR is the abbreviation of the area under the precision-recall
curve (PR) similar to AUC while delivering a better performance
evaluation for unbalanced data.
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FPRY5 is the false positive rate (FPR) while the true positive rate
(TPR) reaching 95%, which is proposed to measure the probability
that an OOD example is misclassified as ID when most ID samples
are recalled. Specifically, a lower FPR95 value indicates a better
detection performance.

A.4 Additional Experimental Results

A4.1  Analysis of Efficiency. To further demonstrate the efficiency
of our proposed AAGOD, we list the training time (seconds) of
AAGOD based on GCL and GOOD-D in Table. 4. As we can see,
our AAGOD consistently has less training time and enjoys 34 times
faster training speed on average compared with GOOD-D. The
experimental results validate our motivation of reusing a well-
trained GNN to detect OOD graphs instead of retraining a new
GNN from scratch.

A.4.2  Performance on More Datasets. To further validate the ef-
fectiveness of our proposed AGSKD, we test AAGOD on two ad-
ditional dataset pairs used in GOOD-D [24]: ClinTox-LIPO and
Esol- MUV. The AUCs of the naive solution and our AAGOD on
ClinTox-LIPO and Esol- MUV are 50.83->69.89 and 76.61->91.18
with encoders trained by GraphCL. Hence our proposed frame-
work can also achieve state-of-the-art level results with no encoder
retraining required on other dataset pairs.

A.4.3  Additional Analysis of Figure 6. As the ID (BBBP) and OOD
(BACE) graphs after amplifying still seem entangled in Figure 6, we
sent the ID (BBBP) and OOD (BACE) representations before/after
amplifying into an SVM classifier with ground truth labels as super-
vision, and their classification accuracies are 0.906/0.973. Therefore,
the representations of amplified ID and OOD are more separable in
fact. Due to the information loss caused by dimensionality reduc-
tion, they appear not well separated on the two-dimensional plane
in Figure 6.

A.4.4  Analysis of Simply Adding Random Noise. Simply adding
random noise to the original adjacency matrix to form OOD graphs
is not feasible, since this way can not ensure that the ID patterns,
which are the key factors leading to high scores, only exist in ID
graphs instead of the OOD graphs we formed. To further verify
the difference between our amplifier and random noise, we con-
duct experiments on dataset pair ENZYMES-PROTEINS to see the
performance of simply adding random noise. Specifically, we add
noise with different intensities to the original graph to form OOD
data by randomly adding and removing edges. Then the ID and
OOD graphs are fed into the well-trained GNN encoder to get their
representations, and a classifier is trained to distinguish the ID and
OOD representations. We present the results in Table and we can
find that the OOD detection performance of adding random noise
is very poor, even no different from random guessing.

Table 5: Graph OOD detection performance of simply adding
random noise.

Noise intensity | 0.1 0.5 0.8
AUC 41.50 58.72 47.50
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