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Agenda

1. DevSecOps and shift left overview

2. Our DevSecOps tools

3. Workshop architecture

4. Start building!
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Why AWS Cloud Operations?

241%  ROI 
over 3 years*

Return on 
Investment 

(ROI)

37% decrease 
in time 

to market

Business 
agility

57% decrease 
in downtime

Operational 
resilience

62% more 
efficient IT 

infrastructure 
staff

Staff 
productivity

88% reduction 
in carbon 

footprint of 
IT operations

Carbon 
savings

Based on independent research of 1,500 AWS enterprise customers

*Source: “The Total Economic Impact of AWS Cloud Operations: Cost Savings And Business Benefits Enabled By Operation 

on AWS. May 2022. A commissioned study conducted by Forrester Consulting on behalf of Amazon Web Services.”
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DevSecOps and shift left overview

Break down cultural barriers

Work as one team

Support business and IT agility

Collaborate and communicate

Treat infrastructure as code

Automate

Test, measure, and monitor

Culture

Process

Tools
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DevSecOps and shift left overview 

Design

Develop

Release

Manage

TESTING

Preventative controls Detective controls



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

DevSecOps formula for success

Code

Push

LintSAST

Build

Report
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AWS CloudFormation Guard – Policy as code

Open source policy-as-code tool

• https://github.com/aws-cloudformation/cloudformation-guard

A policy-as-code domain-specific language (DSL)

Current version 2.1.3

• Any JSON- or YAML-formatted configuration data, such as:

• Terraform state files

• Kubernetes configurations
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AWS CloudFormation Guard Rules Registry

Open source library of rule templates and rule sets

https://github.com/aws-cloudformation/aws-guard-rules-registry
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GitHub Actions

• CI/CD services

• Built into GitHub

• Similar to GitLab CI

• Supported in GitHub.com and Enterprise GitHub

• AWS GitHub Actions – https://github.com/aws-actions
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Workshop architecture
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Architecture overview

AWS cloud

Workshop 

developer

AWS CloudFormation

Continuous integration

GitHub Actions

Continuous delivery

AWS Identity and Access 

Management (IAM) 

federation (IdP)
Temporary security 

credential
OIDC federated trust

Validate build Run compliance checks Approve change and deploy

Retrieves temp credentials

Deploys/updates 

GitHub repository

Push

2

1

3 4
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Let’s start building
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Visit: dashboard.eventengine.run
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Visit: dashboard.eventengine.run
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Visit: dashboard.eventengine.run
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Let’s go!

Workshop Outline

• Introduction

• Environment Setup

• CI/CD Account Aware Pipeline

• Deploy Template

• Summary

Access https://www.cop206.com

Password: reinvent22-cop206
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Want to see more AWS Cloud Operations?

Please complete the 

session survey

in the mobile app

Find related sessions 

in our re:Invent blog

Ask us anything at our 

kiosks in the

AWS Village Expo
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Cloud foundations and multi-account strategy 
sessions
Architecture

ARC205 (breakout) Establishing your cloud foundation on AWS – beyond 
your landing zone

ARC321 (chalk talk) Using a multi-account strategy to enable hyperscale

ARC318 (chalk talk) Best practices for disaster recovery of workloads on AWS

COP305 (breakout) Best practices for organizing and operating on AWS

Implementation

COP325 (chalk talk) Best practices for automating AWS account migration

ARC319 (chalk talk) Designing a multi-account environment for disaster 
recovery

DOP322 (chalk talk) Optimizing runtime performance with AWS X-Ray and 
Amazon CodeGuru Profiler

DOP402-R (chalk talk) Implementing DevSecOps pipelines with compliance 
in mind

Discussion

COP324 (chalk talk) Extend your multi-account governance 
with automation

ARC317-R (chalk talk) Architecting security and governance 
across your multi-account environment

COP323-R (chalk talk) Delegating access in a multi-account 
environment with IAM Identity Center 

Hands-on

COP206-R (workshop) Build a complete DevSecOps 
pipeline on AWS

ARC301-R (workshop) Building a monitoring strategy
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Thank you!

Please complete the session 
survey in the mobile app

George Rolston

grolston@amazon.com

linkedin.com/in/george-rolston

Brian Terry

brianter@amazon.com

linkedin.com/in/brian-t-b3276250

twitter: ineedhelpbrian@

mailto:grolston@amazon.com
http://www.linkedin.com/in/george-rolston
mailto:brianter@amazon.com
https://www.linkedin.com/in/brian-t-b3276250
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Access info: https://www.cop206.com

Password: reinvent22-cop206


