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Amazon Kinesis Video Streams service overview
Key use cases and architectures
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What customers are building

Kinesis Video Streams enables millions of camera-enabled loT devices to securely stream media to the AWS
Cloud for storage, media playback, and ML-based analytics processing. Additionally, KVS offers managed
WebRTC capabilities that enable interactive, real-time audio and video communication between web
browsers, mobile applications, and connected devices.
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Connected home Industrial Public sector Automotive Robotics
Video doorbells Safety management Traffic management with Sentinel'mode for vehicle = Remote control
Baby monitors Predictive maintenance ~ 24/7 video momtorl.ng
Outdoor cameras models Public safety Telematics
Quality assurance Video dash cameras
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Customer challenges

O O
Scalability and security
Connected home Industrial Public sector Automotive Robotics

High reliability, low- Media Ingestions into Highly reliable video Integrate vyith edge and Live streaming video
latency live viewing CV and AI/ML models  with multiple viewers cloud hybrid models to and metadata and

: : collect data while driving 300 ms latency
RSBl el Reliable 24/7 Imaging extraction for and analyze locally stored  to remote control
storage UL CV analytics data when stopped products
models like Amazon CV analytics

Rekognition for people,
pet & package detection
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Amazon Kinesis Video
Streams service overview
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Two streaming methods

Secure data ingestion from millions of Low-latency and two-way media
camera devices streaming with WebRTC

« Ingest media, store, consume and playback - Managed signaling, STUN, and TURN
time-indexed media data servers

- Integration with Al/ML services

) ( Amazon I . 0
| Rekognition Video | Slgnallng
~ Amazon
- SageMaker TURN L

[ HLS and DASH ]
playback
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Amazon Kinesis
Video Streams

. ~ Bidirectional streaming of media data
Custom video

processing

\ 4

Third-party
partners

STUN
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Choosing the right streaming method

No

3-5 seconds

Up to about 100 sessions

Producer SDK

No

Yes

Less than 1 second

Up to 10 sessions

WebRTC SDK




WebRTC technology overview —

WebRTC is not “just” a media streaming protocol. It is an open standard for
real-time communication with technology specifications for:

Signaling Connectivity Media delivery Encryption
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Exchange connection Establish peer-to-peer Low—latengy End-to-end
metadata connectivity exchange media and encryption
arbitrary data
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Kinesis Video Streams with WebRTC L

Stream live media with ultra-low latency and enable two-way interactivity for
millions of camera devices

Low-latency live Real-time, two-way Standards Fully
media streaming interactivity compliant managed
8 : 4+
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Peer-to-peer audio and video Exchange audio, video, and data Compliant with web and Fully managed WebRTC
live streaming with sub-1 between devices, mobile, and mobile platforms for easy  signaling, TURN, and STUN
second latency for playback web apps for real-time, plugin free playback services with easy to use SDKs

two-way interactivity
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WebRTC connection flow
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4) Media relay in case of
P2P connection failure

3) Bidirectional peer-to-

peer media streaming
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How to authenticate camera devices

AWS loT authentication and
authorization module

2) AWS loT authentication
and authorization

E s 1) Request security token 3) Assume role
loT certificate ] N 4) Vend temporar
5) Return temp credentials LS Rl lelic
security credential AWS STS
AWS loT Core )
credentials provider %
Kinesis Video Streams
WebRTC SDK
7) IAM authorization
6) Access using temp credentials R >
) 8) Allow/deny
Amazon Kinesis AWNS| Identity andlﬁﬁlcess
Video Streams anagement (IAM)
https://docs.aws.amazon.com/iot/latest/developerquide/authorizing-direct-aws.html
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7


https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html

Key use cases and
architectures
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Automotive and robotics

CAIIS
S'\g\"\a\.\ng

\— =
aQ —

©

N

(7

lg . —
— Amazon Kinesis ’78[,,79 Operation app
@ Video Streams
Kinesis Video Streams - LOW-latency video and audi \
WebRTC SDK S 10 streaming
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perat’on/telemetry X1 Kinesis Video Streams
@ ' WebRTC SDK
Use WebRTC
CV model data channels Ll -
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\ Send telemetry 2
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§|$( / P Send command 2 { D 4
auud Device SDK AWS loT Core Operation Ul

21 Messaging is required only when WebRTC connection is established
%2 Required to store telemetry or logs or support offline (using Shadow)

dws
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Smart home

Baby monitor

.l l Doorbell
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Smart home
@®

Low-latency, peer-to-peer video and audio streaming
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Amazon DynamoDB

Alert

Store motion event
history




Connect to Echo Show

Web/mobile

N \ : Amazon Kinesis T~

Baby monitor Video Streams

Kinesis Video Streams
WebRTC SDK
'x Dooo
’
l l Security cam
-N-N-N-]
: | T 4=
Doorbell Connect peer-to-peer
l l with your own web
and mobile apps
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Workshop
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Getting started with this workshop

« As a participant, you will have access to an AWS account with any
optional pre-provisioned infrastructure and IAM policies needed to
complete this workshop

- The AWS account will only be available for the duration of this workshop -
you will lose access to the account thereafter

- The optional pre-provisioned infrastructure will be deployed to a specific
AWS Region; check your workshop content to determine whether other
Regions will be used

- Be sure to review the terms and conditions of the event — do not upload
any personal or confidential information in the account
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Step 1: Sign in via your preferred metho

https://catalog.workshops.aws/join

aws workshop studio ©

Workshop Studio Sign in

Sign in

Choose a preferred sign-in method

Enter your personal or corporate email to receive a o

‘ Login with Amazon

Login with your Amazon.com retail account

‘ Amazon employee

Login with your Amaz orporate account. Only for Amazon Emp

© 2008 - 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy policy  Terms of use
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Step 2: Enter event access code

7293-07ee19-9f

aws workshop studio & A& v

Workshop Studio Join event

Step 1

Enter event access code

Enter event access code

Siep 2 Event access code
Review and join

Event access code

A 12 digit to you for

© 2008 - 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy policy  Terms of use
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Step 3: Review terms and join event

aWs workshop studio @ & ~

Workshop Studio

Review and join

Enter event access ©

Event details
Review and join

Name Start time Duration
AWS General Immersion 9/23/2022 01:13 AM 12 hours
Day

iption

AWS General Immersion Day

Terms and Conditions

. By using AWS Workshop Studio for the relevant event, you agree to the AWS Event Terms and Conditions and the
AWS Acceptable Use Policy. You acknowledge and agree that are using an AWS-owned account that you can only
access for the duration of the relevant event. If you find residual resources or materials in the AWS-owned account,
you will make us aware and cease use of the account. AWS reserves the right to terminate the account and delete
the contents at any time.

. You will not: (a) process or run any operation on any data other than test data sets or lab-approved materials by
AWS, and (b) copy, import, export or otherwise create derivate works of materials provided by AWS, including but
not limited to, data sets.

. AWS is under no obligation to enable the transmission of your materials through Event Engine and may, in its
discretion, edit, block, refuse to post, or remove your materials at any time.

. Your use of AWS Workshop Studio will comply with these terms and all applicable laws, and your access to AWS
Workshop Studio will immediately and automatically terminate if you do not comply with any of these terms or
conditions.

l agree with the Terms and Conditions

Cancel Previous
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Step 4: Access AWS account

Access the AWS Management Console or generate AWS CLI credentials as neede

aWs workshop studio @ & v aws ervices ‘0, Search for services, features, blogs, docs, andmore  [Option+S] | B3 & @  N.viginia v v

@ Event in progress
Ends in 10 hours 59 minutes 26 seconds.

AWS General
Immersion Day

Console Home i Reset to default layout

shboard
@ Introducing the new widget Recent AWS blog posts.

AWS General Immersion Day

Event information Welcome to AWS AWS Health info

Start tir
9/23/2022 01:13 AM Getting started with AWS [2

Learn the fundament d find valuable
information to get the most out of

AWS account access
eral Immersion Day

inil ifi i A
Training and certification [4 No health data
Learn from rts and advan

Workshop
skills and knowledge.

Title

AWS General Immersion Day ing, Databases,
tworking & Content

y, Storage

learn AWS foundationa vell as key concepts far AWS

Cost and usage info

© 2008 - 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy policy  Terms of use Feedback Looking for language selection? Find it in the new Unified Settings [ ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms. Cookie preferences
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Step 5: Get started with the workshop

aWs workshop studio

AWS General
Immersion Day

| Immersion

Basic Module

Advanced Module

@ Event in progress

Ends in 10 hours 59 minutes 26 seconds.

Event dashboard

AWS General Immersion Day

Event information

Start time
9/23/2022 01:13 AM

Description
AWS General Immersion Day

Workshop

Title
AWS General Immersion Day

iption

Duration
12

W

Amazon EC2 Auto Scaling,
Amazon Relational Datab:
Service (Amazon RDS),

Amazon Simple Storage
Service (Amazon 53)

Topics

Get started

Compute, Databases,
Networking & Content
Delivery, Storage

5 to learn AWS foundational services as well as key concepts for AWS security measures and architecture best practices.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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aws workshop studio

AWS General
Immersion Day

Introduction
Basic Module

Advanced Module

AWS Documentation Homepage

@z

AWS account access
Open AWS console
Get AWS CLI credentials

Get EC2 SSH key

Exit event

® Event in progress
Ends in 10 hours 57 minutes 12 seconds.

IMMERSIONDAYS

In this General Immersion Day workshop, through a mix of service explanation and hands-on labs led by AWS, you will
learn about AWS foundational services as well as key concepts for AWS security measures and architecture best practices.

The hands-on labs are largely divided into basic and advanced modules.

In basic modules, you can learn various features of each AWS foundational service. In advanced modules, you can learn
how to connect each service organically to create architecture like 3-tier web applicati
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Thank you!

Aaron Wirshba David Malone
wiraaron@amazon.com dmmal@amazon.com
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survey in the mobile app




