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Welcome

Welcome to this workshop! Today we will cover practical guidance for designing 
and building secure Amazon VPCs. We’ll briefly cover the basics, such as subnets, 
security groups, routing, and flow logs, but the main focus will be on the range of 
additional services and features that AWS offers that help you operate securely. 

The workshop will use an interactive, scenario-based approach, walking through a 
series of challenges that are based on real-world situations. To solve them, you’ll 
have to use a number of AWS services, such as AWS Network Firewall, Amazon 
Route 53 Resolver DNS Firewall, AWS Systems Manager, Traffic Mirroring, AWS 
WAF, AWS PrivateLink, and more. All the examples given will follow best practices 
for Amazon VPC security, design, and management, and we provide plenty of links 
to additional reading and learning content throughout the workshop.
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Getting started

• Lab guide: https://tinyurl.com/securevpc

• Hash code:

• Attendees need to bring their own laptop or share with 
a partner

• This a 300-level workshop

• We assume you have previous knowledge about security groups, 
subnets, and basic routing

https://tinyurl.com/securevpc
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Intro

• Scenario-based workshop (4 tracks)

• Each scenario will have an overview of the 
challenge, desired outcomes, and some 
suggested starting points

• Two ways of solving: you’re free to explore
and get to the desired outcome alone or
use our step-by-step walkthrough to help
you on your way

• You can start with any track depending 
where you want to dive deep; tracks are not 
dependent on the previous one 

Lab A - Gaining visibility 
into VPC activity

Lab B -
Implementing a 

DNS firewall

Lab C - Analysing VPC 
network configuration

Lab D - Mirroring 
VPC network traffic

Lab E -Setting the routing 
for Network Firewall

Lab F – Configuring 
AWS Network 
Firewall rules

Lab G -Protecting web applications

DNS Firewall

Network 
Analysis 

Network 
Firewall

Web 
Application

Firewall

Lab pre-req-
Managing VPC 
access controls
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Lab architecture

Pre-deployed infrastructure

• Single VPC with public and private subnets

• PrivateLink endpoints, NAT gateway, 

internet gateway

• Internet-facing Application Load Balancer, 

EC2 instances (NGNIX)

• And other things that we will mention in 

the pre-deployed infrastructure of 

each lab

NAT gateway 1 NAT gateway 2

S3 gateway endpoint

CloudWatch 

log insights

CloudWatch 

log group

End user

(AWS CloudFormation, CloudWatch monitoring, 

Amazon CloudWatch Logs, AWS Systems Manager)
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CloudWatch dashboard
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Thank you!
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Please complete the session 
survey in the mobile app
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