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Shift left: Security

Move attention to security to the earliest possible point in the software

development lifecycle

S

Security efforts
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Attention to security

Traditional vs Shift-Left Security Model

Traditional [ Shift-Left
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Does this mean more
work for developers?

Investment in order to sleep better
Cheaper to fix security issues earlier’

Faster time to market, less
turnaround time

Most of it can be automated

[1] Error Cost Escalation through the Project Lifecycle -
https://ntrs.nasa.gov/citations/20100036670
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Automated security testing
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Are we writing code securely?

STATIC APPLICATION SECURITY TESTING (SAST)

SAST tools catch bugs and vulnerabilities in your application, with thousands of
automated static code analysis rules

Amazon CodeGuru

=24
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How about code written by others?

SOFTWARE COMPOSITION ANALYSIS (SCA)

Most modern applications are composed of code written by others?

SCA tools check your dependencies for any vulnerabilities using a known database

D oo snyk

BLACK

[2] Veracode State of Security Report - https://www.veracode.com/state-of-software-security-report
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Are we protecting our intellectual property?

LICENSE CHECKING

Copyleft licenses such as GNU General Public License require you to distribute
your application under the same license

snyk

python-license-check

Check python packages from requirement.txt and report issues

python tool check license

@Python % 31 Tr67 ()1 (3issuesnee dhelp) 110 Updated 22 days ago

aws
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Are our security controls working?

DYNAMIC APPLICATION SECURITY TESTING (DAST)

DAST tests the security posture of your application during runtime

This is used in tandem with other AppSec tools in order to validate your
security controls

OWASP ZAP

RAPID})
insight AppSec .
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Automated security testing

N1

Application Security
Infra

(SAST)

»
»

Amazon ECS
(SonarQube)

i

AWS CodeCommit AWS CodeBuild AWS CodeBuild
(Source Repository) (SCA) (Docker build) (DAST)

AWS CodeBuild
(License Analysis)

»
>

Amazon EC2
(OWASP ZAP)

____________________________________________________________

Amazon ECR AWS ECS
(Image Repository) (Staging Deployment)

dws
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Additional security
tools & processes

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Security before writing code

THREAT MODELING

Helps to identify security requirements prior to development3#

Threat ID Asset Entry point Attack summary Technique
TR-01 User account Login page Being able to hijack someone’s Brute-force attacks, password
account and conduct malicious dumps, session hijacking,
activities phishing
Threat ID Preventive/Corrective controls
TR-01 » Multi-factor authentication

« Password lifecycle and rules

» Secure generation of session IDs

« Session lifecycle

» Secure storage of session cookies

» Regular security reminders to customers

[3] How to approach threat modeling — https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
[4] Threat modeling the right way for builders — https://catalog.workshops.aws/threatmodel

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7


https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://catalog.workshops.aws/threatmodel

Security while writing code

IDE SECURITY EXTENSIONS

IDE extensions can provide quick
findings as you write your code

and actionable security

Jova-goof src | site  template  static . ja G bootstrap-datepicker js Add Corfiguration. ot A -1
= Project Qx S - 0 joa ’ a »
& v g java-goof [todolist-mve] : AN
)
; : i ’ boalean newPasswordDoesNotMatchConfirsationPassword() {
2 3 oo 250 r tchangePasswordForn, getNenPassword() . equals(changePasswordfora,getConfirsationPassword())
i :
3 ° pr Lean incorrectCurrentPassword(User user) {
L 1 lchangoePassw oo, getCurrentPassword().equals(user. getPassword());
v ajave ¥
~ e io.github todolist.con
> I domain fvate : validateChangePasswordfora() {
> e repository validateCurrentPassword();
~ = service
~ tmopl validateNewPassword()
) TodoService
O UserService velidateConfiraPassword()
3 Duimpl }
> Wyresources
> i test rivate void yalidateConfiraPassword() {
Snyk
Y scansforsue Types: ~ | Severity: 56 I I

> @ Open Source Security - 59 vuinorabilities: 37 high | 22 medium
1% 1N} Code Security - 2 vulnerabliities: 2 high
¥ @ AccountAction java
>~ B line 250: Use password encoder such as BCrypt for handling and storing passworc
¥ line 254; Use password encoder such as 8Crypt for handling and storing passworc
~ {} Code Quality - 4 issues: 2 medium | 2 low
~ #kbootstrap-datepicker.js
M line 331: Be aware that month indices used in Date are 0-based (0 = January, 1 = F
~ J&bootstrap-datepicker.js
8 line 331: Bo aware that month indices used in Date are 0-based (0 = January, 1 = F

5 ~ @ Todojava
3 8 line 103: Use java.io. FileOutputStream instead of java.io Filewriter
: 8 line 118: Printing the stack trace of java.lang Exception. Production code should nc
b3
:
*
© Problems @ TODO MGt M Terminel W Smk
o

dws
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| High Severity

Vulnerability
Use password encoder such as BCrypt for handling and storing passwords.

External example fixes
This issue was fixed by 140 projects. Here are 3 example fixes.

o ingBlog € i a o :
76 logger.info("" + passwordEncoder.matches(password, user.getPassword()));
77 = if (luser.getPassword().equals{passwordEncoder.encode(password)))
77 « boolean match = passwordEncoder.satches(password, user.getPassword());
78 + if (!match)
79 return false;

28036 (14 ch
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Security in source control

GIT HOOKS

Using Git hooks (pre-commit) allows you to trigger security scans automatically
on your codebase to prevent accidental leakage of sensitive info such as AWS

credentials and SSH keys

H trufflesecurity / truffleHog

H awslabs / git-secrets M

GitHound

Talisman
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Security in configuration

SECRETS MANAGEMENT

Sensitive configurations such as database credentials are better stored somewhere
else and accessed securely

\"‘/‘ ‘ HashiCorp .
U V7 Vit conicant

AWS Secrets Manager AWS Systems Manager

yam—\

E
Parameter

store

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)



Be a better code reviewer

https://owasp.org/www-project-top-ten/

2021
- A01:2021-Broken Access Control
) ~_—> A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure A03:2021-Injection
A04:2017-XML External Entities (XXE) (New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration

A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization {(New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

The OWASP Word Mark and OWASP & Design Logo are registered or unregistered service marks of OWASP Foundation, Inc. in the United
States and other countries. All rights reserved. Unauthorized use strictly prohibited.
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Cultural aspects

- Automation alone will not solve the problems

- Share security knowledge across different teams
= Build allies - identify security champions and setup a community of practice

= Conduct regular security-centric lunch-and-learn sessions

 Focus on building an inclusive culture and avoid the “blame game”
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Let’s start building!
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Exploit and remediate

Home About OWASP Top 10 Examples ~

\}/

OWASP Top Ten Web Application Risks

This is an "Intentionally Vulnerable" Web Application meant for Training Purposes
Only. DO NOT Use in Production!

This Web Application demonstrates the common web vulnerabilties as stated in
owasp.org
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Getting started with this workshop

« As a participant, you will have access to an AWS account with any
optional preprovisioned infrastructure and IAM policies needed to
complete this workshop

- The AWS account will only be available for the duration of this workshop -
you will lose access to the account thereafter

- The optional preprovisioned infrastructure will be deployed to a specific
AWS Region. Check your workshop content to determine whether other
Regions will be used.

- Be sure to review the terms and conditions of the event. Do not upload any
personal or confidential information in the account.

aWS © 2022, Amazon Web Services, Inc

or its affiliates. All rights reserved.
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Step 1: Sign in via your preferred method

One-click join link: https://s12d.com/sec4devs

aws
~—

aWs workshop studio &

Workshop Studio

Signin

Signin

Choose a preferred sign-in method

Enter your personal or corporate email to receive a ¢

‘ Login with Amazon

Login with your Amazon.com retail account

‘ Amazon employee

Login with your Ama e account. Only for Amazon Emp

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Step 2 (optional): Enter event access code

Enter 12-digit event access COde: aWs workshop studio &

Workshop Studio Join event
6586-0e0893-16 Enter event access code
nter event access code

Event access code

If you were given a one-click join
link, you can skip this step

Event access code
A ] vit code tha
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Step 3: Review terms and join event

aWs workshop studio @ & ~

Workshop Studio Joi

Review and join

Enter event access code

Event details
Review and join

Name Start time Duration
AWS General Immersion 9/23/2022 01:13 AM 12 hours
Day

iption

AWS General Immersion Day

rms and Conditions

e joining the e

. By using AWS Workshop Studio for the relevant event, you agree to the AWS Event Terms and Conditions and the
AWS Acceptable Use Policy. You acknowledge and agree that are using an AWS-owned account that you can only
access for the duration of the relevant event. If you find residual resources or materials in the AWS-owned account,
you will make us aware and cease use of the account. AWS reserves the right to terminate the account and delete
the contents at any time.

. You will not: (a) process or run any operation on any data other than test data sets or lab-approved materials by
AWS, and (b) copy, import, export or otherwise create derivate works of materials provided by AWS, including but
not limited to, data sets.

. AWS is under no obligation to enable the transmission of your materials through Event Engine and may, in its
discretion, edit, block, refuse to post, or remove your materials at any time.

. Your use of AWS Workshop Studio will comply with these terms and all applicable laws, and your access to AWS
Workshop Studio will immediately and automatically terminate if you do not comply with any of these terms or
conditions.

l agree with the Terms and Conditions

Cancel Previous

® 2008 - 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy policy  Terms of use
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Step 4: Access AWS account

Access the AWS Management Console or generate AWS CLI credentials as needed

aws services | Q Search [Option+s] | (3 L @ Orego ¥ WSParticipantRole/Participant @ 9500-8721-69 ¥

COI‘ISO le Home Info Reset to default layout

aWs workshop studio ® a v

Security for @ Event ends in 11 hours 35 minutes.

Developers

vard > Security for Developers

ity fo

curity for Developers

1. Getting Startec @ Introducing the new widget Applications.

Event information
Welcome to AWS : AWS Health info

Testing ) Start time Dura e regions

5. Soft 11/26/2022 09:22 AM 12 hours us-east-1

Getting started with AWS [4

) Learn the fundamentals and find valuable
Test event for content Security for Developers
information to get the most out of AWS.

Workshop Get started >

/ Title

Security for Developers AWS CodeBuild, AWS Builder Experience,
CodeCommit, AWS Management & Governance,

Training and certification [2 No health data

Learn from AWS experts and advance your
skills and knowledge. This could be because you don't have permissions
to access AWS Health. Please contact your

CodePipeline Security, Identity, and account administrator.

What's new with AWS? [2

Compliance

Discover new AWS services, features, and

Description Regions.

In this workshop you'll learn how to improve the security posture of the things the developers are responsible for - the applications that
you build. We'll go through the common security risks and the tools & technigues (SAST, SCA, License Check & DAST) that you can use to
help you raise the bar on the security of the applications you build. This will help you spend more time building software that delights
your customers & less time on rework after security reviews.

Go to AWS Health

Cost and usage info

Feedback Looking for language selection? Find it in the new Unified Settings [2 Privacy Terms Cookie preferences

© 2008 - 2022, Amazon Web Services, Inc. o its affiliates. All rights reserved.  Privacy policy  Terms of use ® 2022, Amazon Web Services, Inc. or its affiliates.
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Step 5: Get started with the workshop

aWs workshop studio

Security for
Developers

for Developers

1. Getting

9. Clean up

AWS account access

Open

@ Eventends in 11 hours 40 minutes.
Event d ard > Security for Developers
ecurity for Developers
Event information

t time Duration

11/26/2022 09:22 AM 12 hours

Description

Test event for content Security for Developers
Workshop

Title

Security for Developers

D ption

egl

us-west-2, us-east-1

Get started >

AWS services
AWS CodeBuild, AWS
CodeCommit, AWS Management & Governance,

Builder Experience,

CodePipeline Security, Identity, and
Compliance

In this workshop you'll learn how to improve the security pos of the things the developers are onsible for - the applications that
you build. We'll go through the common security risks and the tools & techniques (SAST, SCA, License Check & DAST) that you can use to
help you raise the bar on the secu of the applications you build. This will help you spend more time building software that delights

your customers & less time on rework after security reviews.

© 2008 - 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy policy
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aWs workshop studio

Security for
Developers

1. Getting Started

Get AWS C dentials

Content preferences
Lang

English

@ Event ends in 11 hours 37 minutes.

t dashboard » Security for Developers

Security for Developers

What is Security for Developers?

Security is everyone's responsibility. The earlier you can build the appropriate configuration into your applications the
easier it is to achieve the goal of shipping securely AND swiftly. The techniques you'll learn in this werkshop will help you
raise the bar for the security of the applications you build. This will help you spend more time building software that
delights your customers & less time on rework after security reviews

In this workshop you'll learn how to think about security for the things you are responsible for - the applications that you
build. We'll go through the commen security risks and the tools & techniques that you can use to secure your applications
without making major impact to your Software Delivery.

What is DevAx::academy?

The AWS DevAx:academy is a structured educational & enablement program for strategic AWS customers. The program
helps customers build the right developer skills for cloud adoption and build developer cloud native fluency across their
organization. We do this by running a structured developer enablement program, where the DevAx team works directly
with a customer’s development teams for an extended period of time to upskill their internal development community

with a curriculum of workshops and co-development sessions.

A Word of Caution

Some of the assets that will be provided in this workshop were designed with Intended Vulnerabilities. Please USE WITH CAUTION
for Training Purposes only. If you are going to run this workshop using your own AWS Account, just be aware

that it will incur costs until you clean up the AWS resources that was deployed. The guide for cleaning up the wor!

environment is documented F

Features

© 2008 - 2022, Amazon Web Services, Inc. or its affiliates. Al rights reserved.  Privacy policy

Terms of use



Key takeaways

Security is everyone's responsibility

Embrace security as an integral part of the process, use feedback to
refine the process

Security must be empowering, not blocking

DevSecOps is not one size fits all
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Thank you!

Alvin Delagon Anitha Deenadayalan
adelagon@amazon.com anithade@amazon.com
adelagon (GitHub) awsanitha (GitHub)

] adelagon [ anitha-deenadayalan

@w Please complete the session
T8

survey in the mobile app

dws
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