
SD Security

• Configuration from Director

◦ Configure Antivirus (NGFW)

◦ Configure a DNS Proxy (NGFW)

◦ Configure CA Certificates, Key File, and CA Chains (NGFW)

◦ Configure Certificate Servers (NGFW)

◦ Configure DNS Filtering (NGFW)

◦ Configure DoS Protection (NGFW)

◦ Configure File Filtering (NGFW)

◦ Configure Firewalls (NGFW)

◦ Configure HTTP/HTTPS Proxy (NGFW)

◦ Configure Intrusion Detection and Prevention (NGFW)

◦ Configure IP Filtering (NGFW)

◦ Configure Kerberos Authentication (NGFW)

◦ Configure Next-Gen Firewall (NGFW)

◦ Configure Security Profile Groups (NGFW)

◦ Configure Stateful Firewall (NGFW)

◦ Configure the Versa Secure Access Service (NGFW)

◦ Configure URL Filtering (NGFW)

◦ Configure User-Defined Actions (NGFW)

◦ Configure User and Group Policy (NGFW)

◦ Configure Zones and Zone Protection Profiles (NGFW)

◦ Upload PAC Files (NGFW)

◦ Use LDAP for End User Authentication (NGFW)

◦ Use the VSync Tool (NGFW)

◦ Use the VSync Tool with VOS Devices (NGFW)◦
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View Security Analytics Data (NGFW)

• Configuration from Concerto

◦ Configure DNS Proxy for Concerto (NGFW)

◦ Configure SD-WAN IPS-Filtering Policies (NGFW)

◦ Configure SD-WAN IP Filtering Policies (NGFW)

◦ Configure SD-WAN Malware Protection Policies (NGFW)

◦ Configure SD-WAN TLS Decryption in Concerto (NGFW)

◦ Configure SD-WAN URL Filtering Policies (NGFW)
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