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Abstract. Cryptographic protocols such as zk-SNARKSs use 2-cycles of elliptic curves for
efficiency, often relying on pairing computations. However, 2-cycles of pairing-friendly curves
are hard to find, and the only known cases consist of an MNT4 and an MNT6 curve. In
this work, we prove that a 2-cycle containing an MNT3, Freeman, or BN curve cannot be
pairing-friendly. Thus we cannot hope to find new pairing-friendly 2-cycles using the current
methods.

Furthermore, we show that there are no SNARK-friendly 2-chains of elliptic curves from
combinations of MNT, Freeman and BN curves of reasonable size, except for (MNT4, MNTS6).
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1  Introduction

Pairings of elliptic curves play an important role in the modern zero-knowledge protocols, such
as zk-SNARKSs. Ben-Sasson et al. [BSCTV14] showed how to use cycles of pairing-friendly elliptic
curves to provide a scalable implementation. However, this requires 2-cycles of prime-order
curves with small and similar embedding degrees, as we need the pairings on the curves to be
efficiently computable. The fundamental question is whether it is possible to construct such
2-cycles. We provide a negative answer under various assumptions. *

Currently, the only method to find a curve with a prescribed embedding degree is to use
families of curves [FST10] defined by triples of polynomials that describe the curve parameters.
The only known families of prime-order elliptic curves are the MNT [MNTo1], Freeman [Freo6],
and the Barreto-Naehrig [BNo6] families.

The concept of a 2-cycle can also be weakened to a 2-chain, which has applications in zk-
SNARKsS as well. Finding SNARK-friendly 2-chains is in general a hard problem as well.

After some preliminaries (Section 2), we offer three main contributions. We show that

« for an arbitrary family of prime-order curves, the embedding degree of the second curve in
the cycle is either constant or grows at least logarithmically with the field size (Theorem 3.3
in Section 3).

« there are no pairing-friendly 2-cycles of prime-order curves containing a curve from one
of the three families above, except for (MNT4, MNT6) cycles (Theorem 3.12 in Section 3).

« there are no cryptographically relevant SNARK-friendly 2-chains of prime-order curves
containing a curve from one of the three families above, except for (MNT4, MNT6) chains
(Theorem 4.11 in Section 4).
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2 On 2-cycles and 2-chains using prime-order families

2 Preliminaries

In this section, we set the stage with classical results from algebra and number theory [DFoq,
Cox13, Waso8, GG13], as well as more context about 2-cycles [FST10, CCW19]. Throughout the
paper, N will denote the set of positive integers.

2.1 Cyclotomic polynomials

27mi

For k € N, we denote (i = ek
Py(z) = chd(k,i):l (95 - C}v)'

Lemma 2.1. Letk € N. Then ®;(z) € Z[z] and 2 — 1 = [Tap. ®al).

€ C and define the k-th cyclotomic polynomial @y (z) as

2.2 Elliptic curves and 2-cycles

Let F, denote the finite field with ¢ elements. For any a, b € F,, satisfying 4a® — 27b* # 0, we
define an elliptic curve E/F, as the set E(F,) .= {(x,y) € F; | y* = 2* + ax 4+ b} U {o0}. In
this work, we will only consider the cases where both ¢ and |E(FF,)| are distinct odd primes?.
In that case, the embedding degree of E/F, is the smallest k € N such that |E(F,)| divides
- 1.Ifk < %, we call E/F, pairing-friendly [FST10]. This is important for pairing-based
cryptography. We also have a characterization using cyclotomic polynomials:

Lemma 2.2. [CCW19, Lemma 1,2] Let |E(F,)| be a prime. Then E/F, has embedding degree k if
and only if k is minimal such that r divides ®j(q), or equivalently, r divides ®(q — r).

A 2-cycle of elliptic curves is a pair of curves E1 /F,, , E5/F,, such that |E; (F,, )| = g2 and
|E2(Fy,)| = q1. We call a 2-cycle of type (k1, ko) if k1, ko are the embedding degrees of E4 /F,
and Ey/F,,, respectively, and pairing-friendly if both its curves are pairing-friendly.

Every elliptic curve E/IF, satisfies the classical Hasse bound [Cox13, Theorem 14.12]:

g+1-2g<r<q+1+2q, (1)

where r = |E(F,)|. In fact, given odd distinct primes ¢, r satisfying (1), there exists an elliptic
curve 3 E/IF, with |E(F,)| = r. Hence, instead of considering 2-cycles of elliptic curves, we can
equivalently focus just on pairs (g, 7). Moreover, it is not difficult to show that (g, ) satisfies (1)
if and only if (7, q) satisfies it [Nov1i7, BMUS23].

2.3 Families of prime-order curves

To find the parameters g, r of elliptic curves, we can use families of prime-order curves of embedding
degree k, which are defined as triplets 7 = (g(x),r(z),t(x)) of polynomials with rational
coefficients satisfying some formal conditions [FST10, Definition 2.7]. We will require only three
conditions which are relevant for our context:

(i) ¢(x),r(x) are integer-valued (i.e., we have g(m),r(m) € Z for all m € Z),
(i) r(z) =q(z)+1—t(z), and
(iii) r(z) | Dx(t(2) - 1).

Miyaji, Nakabayashi, and Takano [MNTo1] gave families of prime-order elliptic curves with
embedding degrees 3,4 and 6. In fact, if a prime-order curve over a field of size at least 64 has

*This already implies that the curve is not supersingular nor anomalous.
3Determined uniquely up to an isogeny.



Tomés Novotny, Vladimir Sedlacek 3

an embedding degree k € {3,4, 6}, then the curve is in the their families, represented by the
polynomials

Qunrs () = 1227 — 1, Tars (T) = 1222 — 62 + 1, trs (2) = 62 — 1,
Qunrg(T) = 22 + 2+ 1, Pawrg (T) = 22 + 22 4 2, tanrg () = —2,
Gy (1) = 2% H a1, 1, (2) = te (@) = 2 + 1,
Qunrs () = 427 + 1, Pt (T) = 42% + 22 + 1, taunre () = —22 + 1.

Freeman [Freo6] found another family of prime-order elliptic curves with embedding de-
gree 10, and Barreto and Naehrig used a different technique to obtain a family of prime-order
elliptic curves [BNo6]. Their families are represented by the polynomials

Ger(z) = 250 + 2523 + 2507 + 102 43,  qun(2) = 362 + 3623 + 2422 + 62 + 1,
re(2) = 252 + 2523 + 1522 + 5x + 1, ran (1) = 362 + 362> 4 1822 + 62 + 1,
ter(w) = 1022 + 52 + 3, ton(7) = 627 + 1.
We denote the MNT3 family as MNT3, the Freeman family as Fr and the BN family as BN. We say
a cycle is of type (F, k) if E; is from the family F and E has embedding degree k.

2.4 Auxiliary results

We will also need the following adaptation of long division of polynomials.

Lemma 2.3 (Pseudo division [GG13, Section 6.12]). Let p(x), q(x) € Z[z] be two polynomials
with integer coefficients, let q,, be the leading coefficient of q(z) and let n = deg q(x). Then there
are unique polynomials f(z),r(x) € Z[z] with degr(z) < degq(x) and

" p(a) = f(2)a(@) +r(z). ()

Lemma 2.4 (Generalized Pell equation, [Con17]). Let d be a positive non-square integer, and
let a,b € N such that a®> — db®> = 1. For everyn € 7\ {0}, every integral solution (r,s) of
2% — dy? = n is of the form

k
r+ sVid = (a:'+y'\/g) . (a+b\/&)
for some k € Z and some ',y € 7 such that '* — dy'?> = n, and

Vinl (Vu+1/Vu) Vinl (Vi +1/vu)
2 2v/d

|2’ < and |y'| < ®3)

3 Cycles containing a curve from a prime-order family

Definition 3.1. Let 7 = (¢(x),r(z),¢(x)) be a family representing prime-order elliptic curves
and let k € N. We call F cycle-friendly with k, if k is minimal such that ¢(z) divides (1 — t(x))
in Zx]. If there exist such k, we call F cycle-friendly. Otherwise, we call F cycle-unfriendly.

Example 3.2. The MNT4 and MNT6 families are cycle-friendly with 6 and 4, respectively. In
Theorem 3.6, we will show that MNT3, FR, and BN are cycle-unfriendly.

The main result of this section is the following theorem:

Theorem 3.3. Let F be a family of prime-order elliptic curves.
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(a) If F is cycle-friendly with k, then all but finitely many curves in the family F form an
(F, k)-cycle, or

(b) If F is cycle-unfriendly, then any k € N and any 2-cycle of type (F,k) has to satisfy
k € Q(logr), wherer is the field size of the second curve in the cycle, and the implied constant
depend only on the family F.

We will prove both cases? in Section 3.1 and Section 3.2, respectively.

Remark 3.4. In [Nov17], we proved that if a family F is cycle-unfriendly, then for any £, there
are only finitely many (F, k)-cycles. (Later, Bellés—Mufioz et al. showed a similar statement
[BMUS23, Theorem 4.5].) Case (b) of Theorem 3.3 is a much stronger result.

Furthermore, if F is cycle-unfriendly, both [Nov1i7] and [BMUS23] computationally find the
cycles of type (F, k) for MNT3, Freeman, and BN families and & < 22 and find that none of them
are of cryptographic interest. This answered the question of [CCW19] whether there are 2-cycles
of combinations of the known prime-order families.

3.1 Cycle-friendly families

Proof of case (a) of Theorem 3.3. Let F = (q(x), 7(x),t(x)) be a family representing prime-order
elliptic curves that is cycle-friendly with k. By definition, ¢(x) divides @5 (1 — ¢(z)) in Z[z]. Let
m € Z such that there is a curve E; with field size ¢(m) and size r(m), and a curve E5 with
field size r(m) and size g(m).

Since both ¢(x) and @ (1 — ¢(x)) are integer-valued, we have that for any m € Z,

q(m) | x(1 —t(m)),

and hence, by Theorem 2.2, the embedding degree of 5 is at most k. We will show that it can be
strictly less than k only in finitely many values of m.

By definition of cycle-friendliness, for any k' < k, the polynomial ¢(z) does not divide
O/ (1 — t(x)). By Theorem 2.3, we can write

L@y (1= t(2)) = g(z)g() + r(z)

for g(x),r(z) € Z[z], degr(z) < degq(z) and r(x) is not constant zero. We see that for any
m € 7,

q(m) | @p (1 = t(m)) = q(m) |1 P (1 = t(m)) = gq(m) [ r(m),

since both ¢(x) and g(z) are integer-valued. Since degr(x) < degq(z), for sufficiently large
M € Z it holds that |r(i)| < |q(4)| for any ¢ for which |i| > |M]. It follows that all m € Z
such that g(m) | @/ (1 — t(m)) satisfy |m| < |M| and hence there are only finitely many
(F, k')-cycles. Therefore, for any k' < k, there are at most finitely many (F, k')-cycles, implying
that all but finitely many curves from F form a (F, k)-cycle. O

We also showed in [Nov17] that the MNT3, FR, and BN families are cycle-unfriendly. This is
an easy corollary of the following lemma.

Lemma 3.5. [Freo6, Lemma 5.1] Let f(x) € Q[x], k be a positive integer and r(x) be an irreducible
factor (over Q) of . (f(x)). Then p(k) | degr(x), where @ is the Euler totient function.

Corollary 3.6. The families MNT3, FR, BN are cycle-unfriendly.

Proof. Suppose that the family 7 € {MNT3, FR, BN} is cycle-friendly with some k. By definition,
gr(z) is irreducible, and hence Lemma 3.5 implies that (k) | deg gz (x) < 4. However, ¢(k) | 4
only for k& < 12, and then it is easy to check, for all such k’s, that ¢=(x) does not divide
Dr(1 —tr(x)) in Zx]. O

4We remark that the conclusions in the two cases are not necessarily exclusive; it is only conjectural that a family of
elliptic curves, as defined, gives rise to infinitely many prime-order curves.
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3.2 Cycle-unfriendly families

We now proceed to study the cycle-unfriendly case more carefully. Namely, for any family F and
k € N, we can find the bound 2°() on the field size of the curves in any (F, k)-cycle (where
the implied constant depends only on the family F), proving the second part of Theorem 3.3. In
Section 3.3, we then compute the constant explicitly for the MNT3, FR, and BN families and prove
Theorem 3.12.

Definition 3.7. Let z1, ...z, € C. We define
Z(21, .. 2n) = max{|z]| | |z;| = 2y U{|z| + 1| 25| <2}
Lemma 3.8. Letk > 1andz,...,z, € C. Then
max 1Br(2:)| < Z(21,...,20)F +1
Proof. For afixedi € {1,...,n}, we have two options:

1. |z;] < 2. Then

@1zl = ] lz—=¢l< T Izl +1cll = (2l + 1P < (2] + 1)F + 1.

(3.k)=1 (4,k)=1
2. |z;| > 2. Then for any j € {1,...,n}, we have |z; — C,j€| > |zi| — |C,j€| > 1, so that
k k
zg —1 zi —1
dlk,d<k |Zdi~ [apk,a<r I =1 |70 — Gk
where the first equality comes from Theorem 2.1.

The statement now follows from Definition 3.7. O
Lemma 3.9. Let q(x) € Q[z] be a polynomial of degree n with distinct complex roots vy, . . ., Q.

There is a constant ¢; € R (depending only on q(z)) such that for any k € N and any polynomial
f(x), there are Ry, ; € Q for0 < i < n — 1 and a polynomial g(x) such that

Or(f(z)) = g(x)q(x) + Rg 12" ' + -+ + Ry 0, (4)
and |Ryi| < c1- Z(f(an),..., flan)) foralli € {0,...,n —1}.

Proof. The existence of g(x) and the Ry, ;’s holds by long division of polynomials. By plugging
inaq,...,a, in (4), we obtain a linear system of n equations in variables Ry g, ..., Rp n—1:

Oy (f(ew)) = Ryn—1a] ' + -+ + Rpia; + Ry

We rewrite this as matrix multiplication:

o/f_l cooar 1] [Ren—1 P (f(1))
agil ...ooag 1 Rk,n—Q B (I)k(f(QQ))
ar bt a, 1 R0 Pi(f(an))

Denote the matrix of coefficients as V. Since V' is a Vandermonde matrix and all complex roots
of q(x) are distinct, V is invertible [HJ12], so we can multiply both sides by V1

Rim—1 @5 (f(1))

Rin—2 | ®k(f(a2))

Ruo By (f ()
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Applying absolute value and triangle inequality yields

Rial € 30 10V 90 (@) < e max (V)] - max [ o).

1<j<n
Note that ¢ := max; ; |(V~1);;| is a constant depending only on ¢(z) and let ¢; := 2cn. Then

[Rical < e max [4(F(0)] < - Z(f(n),., fl@n)) +en < 1 Z(f ) fln)!

by Lemma 3.8, and by the observation that Z(f(ay),..., f(ay)) > 1. O

Lemma 3.10. Let q(x) € Q[z] be an integer valued polynomial of degree n with distinct non-zero
complex roots a, . .., an. Let f(x) be a polynomial and k € N such that q(x) does not divide
®(f(z)) as polynomials. Then for any m € Z such that g(m) divides @y (f(m)) in Z, we have

|m| SCQ'Z(f(al)w"’f(an))k € 2O(k)7 and (5)

~ n-logy Zl???!zgm” flan)) — ¢z € 2(loglg(m)]). (6)

where both ca, c3 > 0 depend only on q(x). The implied constants depend only on q(z) and f(x).

Proof. Let ¢, be the leading coefficient of ¢(z) and let I € Z be the smallest integers such that
we can write

L@ (f(2)) = g(x)q(x) + r(z) (7)

where g(x),r(x) € Z[r] and degr(z) < deg g(z). By Theorem 2.3, we know that [ < ¢"*1.
By the uniqueness of long division, we have

r(z) =1 Rgp12" '+ +1 Ryo

for numbers Ry, ;, i € [n — 1], given by Theorem 3.9. Note that r(x) is not a constant zero, since
q(x) does not divide P (f(x)) as polynomials.

Let m € Z be such that g(m) € Zy¢ divides ®4(f(m)) € Z. If m = 0, then the lemma holds
trivially. Hence suppose m # 0. Since both ¢(z) and g(x) are integer valued, we have

q(m) | ®x(f(m)) = q(m) |1 Rpam™ '+ +1- Rpp by 7.
In particular, we have

lg(m)| <1+ |Rgnam™ ' + -+ + Ry o
<l |Rk7n_1m"71| +---+1-|Rk,im| +1-|Rkol by triangle inequality

n—1
Y Rkl (8)
=1

After dividing this inequality by [m" ™!, we get

Zl |Riil <1-m-c- Z(f(a), ..., flan))®

’mn 1
by Lemma 3.9. Let Z := Z(f(c), ..., f(ap)). Now suppose that ¢(z) = Y., ,, ¢;z" for some
qis---,Gn € Qwith g, # 0. Then o

n—1

ool ol = 3 10 < [ o] = Z|qz Z“|<qnm+qu —n-

= mnr—1|’
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hence

n—1
Im| < [gn| ™" <l~n~cl'Z’“ +>° qu-|> :

=0

Define ¢y == % (l n-ci+ Y, |qi|). We have

|m|<| l(l n-c - 2" +Z|%>

=0
n—1
<Jgnl™! (l-n-cl+Z|qi|> A since Z > 1
i=0
:CQZk.

The asymptotic bound in (5) follows from the definition of Z.
It remains to prove (6). For this, note that by (8),

n—1
lg(m)] < [m" > | Riil
i=1
< cgle("_l)k ~ney ZF by Theorem 3.9
= nclc§71 ALY

Taking logarithms, we obtain

1 n—1
log, k > log, |g(m)|  log (neicy ™) _ log, |g(m)| cs
nlogy Z nlogy Z nlogy Z

log, (nc1 ey 1)

for c3 = nTog; 7

Proof of Theorem 3.3. The proof for the cycle-friendly case was discussed in Section 3.1.

Let F be a prime-order family of elliptic curves such that F is cycle-unfriendly. Then ¢z (z)
does not divide @ (1 — tz(x)) as polynomials for any k.

Let ¢(x) == gr(z) and f(z) := 1 — tx(x). Note that both ¢(z) and f(x) are integer-valued.
Let m € Z be such that the curve specified by g(m), r(m) is in a (F, k)-cycle. Then ¢(m) divides
O (f(m)) and hence by Theorem 3.10, k € Q(log|q(m)|). However, by the Hasse bound, we
also have k € Q(log|r(m)|) = Q(logr), where the implied constant depends only on ¢(z) and
f(z), and hence only on the family F. O

3.3 Exact lower bounds in the known families

Note that from the proofs of Theorem 3.9 and Theorem 3.10, we can compute the constants c3
and nlog, Z for the MNT3, Freeman, and BN families explicitly and state the following result.

Proposition 3.11. Let F € {MNT3, FR, BN}. Suppose that there is a (F, k)-cycle where the field
size of the first curve is q.

o IfF = mMNT3, then k > 1°g2 Q(m) —2.942.

_ log, a(m)
o If F = Fr, then k > 2827020 — 9.655.

_ logy a(m)
« If F = BN, then k > =820 — 16.435.
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Let F be a prime-order family. For any k € N, we define Q= (k) as the largest |¢(m)| such
that |g(m)| <1+ |Rkn_1m™ !+ ... Ry 0| as in Theorem 3.10. Given q € N, we define K 7(q)
to be the smallest & such that Qz(k) > ¢.

Note that we can compute the value Q) #(k) as follows: for any k, compute the coefficients
Rin—1,...Rpo. It turns out that in our computation, it suffices to take [ = 1. Note that
any m satisfies |gr(m)| < I - |Rgn,—1m™ ' + ... + Ry | if and only if it is a real root of
q(z)? — (R p—12" ' +...4 Ry 0)?. Therefore, we compute the real root M}, of this polynomial
that is largest in absolute value (take the positive one, if it is not unique). The value Q #(k) can
be set to g (Mj).

We computed the lower bounds Kz (g) for our families (MNT3, FR, BN) up to the highest
g such that Kr(q) < 550; so as the computation finishes in reasonable time. Our theoretical
bounds seem to match with the computation, as shown in Figure 1.

We can easily check that for all three bounds mentioned in Theorem 3.11, the bound on

log, q
8

the embedding degree exceeds when g(m) > 291, We computationally checked that

Kr(q) > logg"’ € for all g(m) < 2991, which concludes the proof of Theorem 3.12.

Lower bounds on k' in (3, k')-cycles Lower bounds on &’ in (¢, k')-cycles Lower bounds on ¥’ in (8N, k')-cycles
T 600 T T T 600 T T
—  Kr(q) —  Kr(q) —  Kr(q)

logy(q) logy(q) log,(g)

600

o —2.942 — e 9655 — i 545

400 -

200 |- A 200 - A 200 |-

L L L L L L . L
0 1,000 2,000 3,000 0 0 500 1,000 1,500 2,000 2,500

\ \ . ,
0 500 1000 1500 2,000
log, (q) logz(q) logy(q)

Figure 1: The functions K (q) for F € {MNT3, FR, BN }.

Corollary 3.12. There are no pairing-friendly z-cycles of elliptic curves which contain an MNT3,
Freeman, or BN curve.

4 Chains of curves from prime-order families

Recent research [EHG22] also considers weakening the notion of cycles to just chains. The idea
is that usually we do not need the proof composition to continue forever, but it can stop after
some number of recursive calls.

Definition 4.1. (Definition 1. in [EHG22]) A 2-chain of prime-order elliptic curves is a pair of
curves E /Fy,, Es/F,,, where ¢1 # ¢ are primes and ¢; = |E5(F,)|. The curve E is called
the inner curve, and Fs is called the outer curve.

Just like for 2-cycles, we say that a 2-chain is of type (k1, k2) if k1, ko are the embedding de-
grees of E1 and Es, respectively. Analogously, if 1 and Es belong to families F, F’, respectively,
we say the 2-chain is of type (F, F’).

The authors of [EHG22] mention that we typically need that all curves in the chain are pairing-
friendly and that they have a highly 2-adic subgroup, that is, 2 divides both |E1(F,, )| — 1 and
|E2(Fy,)| for alarge L € N. We will follow their definition and call such chains SNARK-friendly.
In fact, for our purposes, we can use a very mild definition with L > 2.

We can view a 2-chain as a triple of primes (g1, g2, ¢3), which represents a curve over Fy, of
order ¢; and another curve over F, of order go.

In this section, our main goal is to characterise SNARK-friendly 2-chains where both curves
are from (possibly different) families of prime-order elliptic curves. We will prove Theorem 4.11.
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We will divide the proof into various lemmas and propositions based on the arguments used, as
illustrated in Table 1.

Table 1: Arguments used to prove that there are no reasonably large 2-chains of elliptic curves
in the given families. The abbreviations “mod” means a modulo argument (Section 4.1), “sq” is
a squaring argument (Section 4.2), “ineq” is a strategy using inequalities (Section 4.3), “brute”
uses the Pell equation together with brute force computations (Section 4.4), and “2-ad” uses the
2-adicity condition (Section 4.5). Note that MNT4-MNT6 cells are left blank as there such chains
(even cycles) exist [KTo8].

Inner \ Outer | MNT3 | MNT4 | MNT6 | FR BN
MNT3 mod | mod | mod | 2-ad | mod
MNT4 brute sq sq sq
MNT6 brute sq sq sq

FR mod | mod sq mod | mod
BN ineq sq sq ineq | ineq

4.1 Modulo argument

A very simple strategy to rule out some 2-chains is to look at the equations modulo some well
chosen number.

Lemma 4.2. There are no z-chains of the following types:

(MNT3, MNT3), (MNT3, MNT4), (MNT3, MNT6), (MNT3, BN)
(FR, MNT3), (FR, MNT4), (FR, FR), (FR, BN)

Proof. For any type (F, F') stated in the assertion of the lemma, suppose that there is a 2-chain
of that type. Then there must exist some a,b € Z such that ¢z (a) = rz (b). For types (MNT3,
MNT3), (MNT3, MNT6), and (MNT3, BN), we reduce this equation modulo 3. In two of the cases
we get an immediate contradiction, and in the case of (MNT3, MNT6), we have to argue that
Tynrs(b) = 4b? 4 2b + 1 can only be o or 1 modulo 3, while gyyry(a) = 12a? — 1 can only be 2
modulo 3, which is a contradiction.

With a similar strategy, we can prove that there are no cycles of (MNT3, MNT4) or (FR, BN),
namely by reducing the equation modulo 4. The rest of the cases can be ruled out by reducing
the equation modulo 5. U

4.2 Squaring argument

Lemma 4.3. There are no z-chains of the following types:

(MNT4, MNT4), (MNT4, FR), (MNT4, BN),
(MNT6, MNT6), (MNT6, FR), (MNT6, BN),

(FR, MNT®6),

(BN, MNT4), (BN, MNTS6),

except for the chain specified by primes (17,13, 19) of type (MNT4, BN).

Proof. For any type (F, F') stated in the assertion of the lemma, suppose that there is a 2-chain
of that type. Then there must exist some a,b € Z such that ¢r(a) = rz/(b). We can always
assume that a, b # 0, since for any of the mentioned families, at least one of g=(0),7#(0) is not
a prime number. The general strategy here is to transform the equation such that one side is a
perfect square, and then proving that the other side cannot be a perfect square.
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(MNT4, MNT4). We must have a® + a + 1 = qyyry (@) = 7pr, (b)) =0* + Lora® +a+1=
Qunry (@) = Tywrg () = b2 + 2b + 2. In either way, a® + a must be a perfect square, which
implies a € {—1,0}, but then gy, (a) = 1 is not a prime number.

(MNT4, FR). Assume Gynry (@) = rpp(b). Multiplying both sides by 4 and subtracting 3 makes
the left-hand side a perfect square, and we obtain that

(2a + 1) = 100b* + 1006* + 606 + 200 + 1 =: K (b).
Hence, we need that K (b) is a perfect square. However, it is easy to show that for all b # 0,
(1062 + 5b + 1)? < K (b) < (100 + 5b + 2),
which implies that K (b) can never be a perfect square.

(MNT4, BN). Assume qyyr,(a) = 7py(b). Multiplying both sides by 4 and subtracting 3
makes the left-hand side a perfect square, and we obtain that

(2a + 1) = 144b* + 1446% + 720 + 24b + 1 =: K (b).
It is easy to show that for all b ¢ {—1,0},
(12b% 4+ 6b 4 1)? < K(b) < (120 + 6b + 2)?,

which implies that K (b) cannot be a perfect square, unless b € {0, —1}. The value b = —1
gives rise to the chain specified by the primes (17,13, 19).

(MNT6, MNT6). We must have 4a% + 1 = qunre(@) = Tynre () = 40% + 4b+ 1 = (2b + 1)?
and hence 4a? + 1 must be a perfect square, which is impossible for a # 0.

(MNT6, FR). Assume Gynrs(@) = 75z (b). Multiplying both sides by 4 and subtracting 4 makes
the left-hand side a perfect square, and we obtain that

16a% = 1006 + 100b® + 60b% + 20b =: K (b).
It is again easy to show that for all b # 0,

(10b* 4+ 5b 4+ 1)? < K(b) < (100 + 5b + 2)?,
which implies that K (b) cannot be a perfect square for b # 0.

(MNT6, BN). Assume Gynrs(a) = run (D). We just need that r4(b) — 1 is a perfect square. It
only suffices to see that for all b # 0,

(6b% 4 3b)% < rey(b) — 1 < (6b% + 3b 4 1),
which implies that 75 (b) — 1 can never be a perfect square.

(FR, MNT6). Assume ¢pr(a) = Tynre(b). We can multiply both sides by 4, subtract 3 and we
obtain that

K(a) = 100a* + 100a® + 100a® + 40a + 9 = (4b+ 1)2.
It is easy to show that for all a # 0,
(10a® 4+ 5a + 3)? < K(a) < (12a% + 6a + 3)2,

which implies that K (a) cannot be a perfect square.
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+ (BN, MNT4). Assume Ggy(a) = ryr, (b) = b* + 1 or goy(a) = Tywry(b) = b +2b+ 2. In
both cases, we need that gzy(a) — 1 is a perfect square. However, for all a # 0,

(6a® + 3a + 1)* < gan(a) — 1 < (6a* + 3a + 2)%,
which implies that gzy(a) — 1 can never be a perfect square.

« (BN, MNT6). Suppose ¢gy (@) = Tunrs(b). We can multiply both sides by 4, subtract 3 and
we obtain that

K(a) = 144a* + 144a® + 964> + 24a + 1 = (4b + 1)°.
It is easy to show that for all a # 0,
(12a® + 6a + 2)? < K(a) < (124 + 6a + 3)?,

which implies that K (a) cannot be a perfect square.

4.3 Inequality argument
Lemma 4.4. There are no 2-chains of type (BN, BN).
Proof. Suppose that ggy(a) = sy (). Clearly, a, b # 0.

« Assume a,b > 0. Since rgy(a) < g(a) = ra(b) and 75y (a) is increasing on a > 0, we can
write b = a + d for some d > 1. But since rgy(a + d) = 75x(b) = q(a) = ren(a) + 6a2, we
have

60> = ray(a + d) — rax(a) > rax(a+ 1) — rey(a) = 144a® + 324a* + 300a + 96,

where we again use the monotonicity of 73y (a). But 144a3 + 318a? + 300a + 96 < 0
cannot be satisfied for a > 0.

« Now, assume a > 0,b < 0. Because r5y(—a) < msy(a) for all @ > 0, we know that a < —b
and hence we can write —b = a + d for some positive d. Hence

60 = ron(—(a + d)) — ren(a) > ren(—(a + 1)) — rax(a) = 724> + 108a* + 60a + 12,
again contradicting a > 0.

«Ifa < 0,b > 0. We want to prove that b > —a. Suppose there are a,b such that
ren(a) < rpy(b) and —a > b+ 1. Then roy(a) < rpy(b) < roy(—a — 1), because rpy(a) is
increasing on the positives. Therefore,

72a® +108a® + 60a + 12 = rey(—a — 1) — rey(a) > 0,

which contradicts the condition a < 1.

Therefore, we have b > —a and hence a positive d such that b = —a + d. Then
6a% = ron(—a + d) — rey(a) > rox(—a + 1) — rey(a) = —216a> + 3244 — 300a + 96
and hence —216a® + 3184 — 300a + 96 < 0, contradicting a < 0.
« Ifa,b < 0, then we can use a similar argument and we obtain that
60 = (@ — d) — ran(a) > ren(a — 1) — ren(a) = —144a® + 1082 — 72a + 12

for some positive d and hence —144a3 + 102a? — 72a + 12 < 0, implying a > 0, which is
a contradiction.
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Lemma 4.5. There are no 2-chains of type (BN, FR).

Proof. We use a similar strategy as before. Suppose that ggy(a) = 1 () for some a, b € Z. Apart
the trivial solution a = b = 0 we must have a = b + d for some positive d. Then

QBN(b + d) = QBN(a) = TFR(b) = qFR(b) —10b% — 5b — 2,
and hence

—10b? = 5b — 2 = gun (b + d) — gen (D)
> (b + 1) — qu(b) = 116" + 1556° + 323b> + 296b + 100,

which implies 116* + 1556% + 33302 + 301b + 102 < 0. From this, we can conclude that
—12 < b < 0, we check all these possibilities by hand and see that none of those is possible. [J

Lemma 4.6. The only 2-chain of type (BN, MNT3) is (13,19, 11).

Proof. We use a similar strategy as before. We know that gzy(a) = rynr4(b) for some a,b € Z.
We must have a = b + d for some non-negative d (in fact, rynr;(a) < gun(a) eaactly on the
interval [—1, 0]). Then

qBN(b + d) = (@p~ (CL) = TMNT3(b) = qMNT3(b) - 6b7

and hence

—6b = qBN(b + d) - qMNT3(b)
> Gon(D+ 1) — qunrs () = 36b* + 1800 + 3362 + 306b + 104,

which implies 366%+18063+336b2+312b+104 < 0. From this, we can conclude that —3 < b < 0,
we check all these possibilities by hand and see that the only possibility is a = b = —1, which
corresponds to the chain (13,19, 11). O

4.4 Brute force

For chains of types (MNT4, MNT3) and (MNT6, MNT3), there are in fact a, b € Z for which g(a) =
7r(b) for the respective family polynomials. We will use the fact that the polynomials are quadratic
and it is possible to transform them to a generalised Pell equation and then bruteforce its solutions.

Lemma 4.7. The only 2-chain of type (MNT4, MNT3) with field sizes at most 25°° is the 2-chain
specified by (5,7,11).

Proof. Let a,b € Z be such that
a® 4+ a+ 1= qunry (@) = rynrs(b) = 120* — 60 + 1 (9)

By multiplying the equation by 4, we can transform it to a generalised Pell equation 2% —3y? =

—2 for z = 2a + 1 and y = 4b — 1. Note that (2, 1) is a solution to 2% — 3y? = 1, and (&1, £1)

are the only solutions to 22 — 3y? = —2 which satisfy Condition (3) in Theorem 2.4. Furthermore,

by Theorem 2.4, we know that r, s € Z is a solution to 2% — 3y?> = —2 if and only if there is
a k € N such that

(2 +V3)F(£1£V3) =7+ 5V3. (10)

For all four possibilities of (1 & 1/3), we will show that |r|, |s| will be increasing with increasing
k.
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« For 1+ +/3, it is clear that if (2 4+ v/3)*(1 +v/3) =7 +sv/3and (24 v3)* 1 (1 +/3) =
7'+ s'+/3, then |r'| > |r| and |s'| > |s].

« For —1—+/3, itis clear that if (2-+1/3)*(—1—/3) = r+sv/3and (24+v3)* T (-1-/3) =
' + s'\/3, then |r'| > |r| and |s'| > |s].

« For 1 — /3, we see that (2 + v/3)¥(1 — /3) = (2 +V3)*1(—1 — V/3).
« For —1 + /3, we see that (2 + v3)* (=1 ++/3) = (2 + V3)* 7 1(1 + V3).

Any k,r, s satisfying (10) correspond to a =
increasing in terms of |s|. Furthermore, both qyyrs(7) = 1222 — 1 and rywry () = 1222 — 62+ 1
are increasing on [1, c0) and decreasing on (—oo, —1].

Thus there are only finitely many k such that max (guyr;(b), Twnrs (b)) < 2°0°°. We enumer-
ated all such k, and checked that for each one, at least one of the corresponding ryyr, (@), Gunry (@),
Qunrs (b) is composite, except for the 2-chain specified by (5,7, 11).

and b = =+l satisfying (9), hence |b| is

—ols

|
—_

O

Lemma 4.8. The only 2-chains of type (MNT6, MNT3) with field sizes at most 2°°°0 are the 2-chains
specified by (31,37,47) and (43, 37,47).

Proof. This proof is analogous to the proof of Theorem 4.7. Let a, b € Z such that
40 + 1 = Quurs(a) = Ty (b) = 126> — 6b + 1 (11)

We use the same trick as before. Multiply the equation by 4 transform it to #? — 3y* = —3 for
x = 4a and y = 4b — 1. We know that r, s € Z is a solution to this equation if and only if there
is a k such that

(2+V3)F - (0+£V3) =r+sV3. (12)

For both possibilities of 0 4+ /3, |r|, |s| will be increasing with increasing k.

Any k,r, s satisfying (12) correspond to a = 7 and b = %1 satisfying (11), hence || is
increasing in terms of |s|. Again, both gy () = 1222 — 1 and rywr;(z) = 1222 — 6z + 1 are
increasing on [1, c0) and decreasing on (—oo, —1].

Thus there are only finitely many k such that max (gyyrs (0), Tanrs (b)) < 29990, We enumer-
ated all such k, and checked that for each one, at least one of the corresponding 7y (@), Ganrs (@),
qunts (D) is composite, except for the 2-chains specified by (31, 37,47) and (43, 37, 47). O

4.5 2-adicity

Lemma 4.9. There are no SNARK-friendly 2-chains of prime order curves where the inner curve is
in the MNT3 family.

Proof. We need that 2° | gyyry(a) — 1 = 12a? — 2 = 2(6a® — 1), hence L < 1 and hence the

outer curve has too small 2-adicity. O

4.6 Summary

We summarize the results of this whole sections as follows. Note that except for the (MNT3, FR)
type, we never needed the 2-adicity condition.

Theorem 4.10. The only 2-chains of prime-order elliptic curves from combination of MNT, FR, and
BN families are

 of type (MNT4, MNT6) or (MNT6, MNT4),

« of type (MNT3, FR), in which case the 2-adicity of the second curve is at most 1,
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Table 2: Small 2-chains from combinations of the mentioned families.

Type a b | | qr=r2| @
(4,3) 2 1 5 7 11
(12,3) | =1 | =1 | 13 19 11
(4,12) | 3 | =1 | 17 13 19
(6,3) 3 2 |43 37 47
(6,3) | =3 | 2 |31 37 47

« of type (MNT4, MNT3) or (MNT6, MNT3) and field sizes at least 2°°°0, or

« mentioned in Table 2.

Corollary 4.11. The only SNARK-friendly z-chains from combination of MNT, FR, and BN families
with field sizes at least 50 and at most 25°°C are of type (4, 6), or (6, 4).

5 Related work

Ben-Sasson et al. [BSCTV14] first introduced cycles of pairing-friendly elliptic curves in 2014
as a tool to solve problems in modern zero-knowledge protocols, such as zk-SNARKs. However,
finding such cycles seems difficult in general.

Karabina and Teske [KTo08] showed that 2-cycles of type (4, 6) are easy to find in the MNT
family of curves. To this day, this remains the only known way to efficiently construct 2-
cycles of pairing-friendly curves. However, in practice, these curves have too small embedding
degrees, so large parameters ¢, r are needed to obtain a reasonable security level, leading to very
long computations. Finding new constructions of cycles of pairing-friendly curves would help
implement zk-SNARKSs (and potential future protocols) more efficiently.

Chiesa et al. [CCW19] proved that the only 2-cycles consisting only of MNT curves are of type
(4,6), and ruled out any 2-cycles of type (5, 10), (8,8), and (12, 12). They also showed that there
are no 2-cycles consisting only of Freeman curves or only of BN curves and asked if there are any
m-cycles of combinations of MNT, Freeman and BN curves. This question has been answered for
m = 2 by us [Nov17] and independently by Bellés—Mufioz et al [BMUS23] (see Theorem 3.4).

6 Conclusions

In this work, we prove (Theorem 3.3) that every family F of prime-order elliptic curves satisfies
at least one of the following:

(a) there is a k such that all but finitely many curves in the family are in a (F, k)-cycle, or
(b) all cycles of type (F, k) contain curves with field size g € (log k).

For F being one of the MNT3, Freeman, and BN families, we computed the implied constants
explicitly and found that there are no pairing-friendly 2-cycles of type (F, k) for any k.

We should note that the definition of pairing-friendliness was established somewhat arbi-
trarily (as discussed in [FST10]), and some authors, including [BK98], also consider curves with
embedding degree O ((log q)z) to be pairing-friendly. It remains unclear whether there are 2-
cycles of curves where one curve is in a known prime-order family and the other has embedding
degree slightly larger than log’%. This could be particularly interesting in the case of the Freeman
family, as our result does not rule out the existence of 2-cycles where the second embedding

degree k is slightly larger than 107%11 —10.
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One of the ideas to overcome the problem of constructing pairing-friendly 2-cycles is to use
SNARK-friendly chains of elliptic curves [EHG22].

However, our Theorem 4.11 shows that there are no cryptographically relevant SNARK-
friendly 2-chains containing curves only from the MNT, Freeman, and Barreto-Naehrig families
(except for the (MNT4, MNT6)-chains).

There are ways to overcome the problem that we cannot create useful 2-cycles or 2-chains
For example, [BGH19] and [Hop] avoid pairings and drop the pairing-friendly requirement, and
[EHG22] uses non-prime-order curves. We refer the reader to [AHG23] for details.
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