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Abstract. A reduction showing that the hardness of the discrete logarithm (DL)
assumption implies the hardness of the computational Diffie-Hellman (CDH) assump-
tion in groups of order p, where p − 1 is smooth, was first presented by den Boer
[Crypto, 88]. We also consider groups of prime order p, where p − 1 is somewhat
smooth (say, every prime q that divides p− 1 is less than 2100). Several practically
relevant groups satisfy this condition.

1. We present a concretely efficient version of the reduction for such groups. In
particular, among practically relevant groups, we obtain the most efficient and
tightest reduction in the literature for BLS12-381, showing that DL = CDH.

2. By generalizing the reduction, we show that in these groups the n-Power DL
(n-PDL) assumption implies n-Diffie-Hellman Exponent (n-DHE) assumption,
where n is polynomial in the security parameter.

On the negative side, we show there is no generic reduction, which could demonstrate
that n-PDL implies the n-Generalized Diffie-Hellman Exponent (n-GDHE) assumption.
This is in stark contrast with the algebraic group model, where this implication holds.

Keywords: Discrete logarithm · Computational Diffie-Hellman · den Boer’s reduc-
tion · Diffie-Hellman exponent · Generic group model

1 Introduction
The discrete logarithm (DL) assumption postulates that in certain groups, it is hard to
compute x given a group generator g and a random group element gx. The computational
Diffie-Hellman (CDH) assumption states that given g and random group elements gx, gy,
it is hard to compute gxy.

It is well-known that if the CDH assumption is hard, then so is the DL assumption. If
the DL assumption was easy, a CDH adversary could compute the discrete logarithm of
gy and output (gx)y. The technique to analyze the opposite direction was first developed
by den Boer [den90] and later generalized by Maurer [Mau94] (see Appendix A for more
details). In particular, Maurer showed that in a group of prime1 order p, the hardness of
the DL assumption implies the hardness of the CDH assumption, assuming the reduction
receives as an additional auxiliary input some “algebraic” group F with a smooth order2

defined over the finite field Fp. We call this the den Boer-Maurer (dBM) reduction. More
concretely, Maurer suggests using an elliptic curve E(Fp) with a smooth order as an
auxiliary group, whereas den Boer’s original approach used F∗ = F \ {0}.

The practical implications of these results remained unclear since finding smooth elliptic
curves over Fp is a non-trivial problem. Some smooth auxiliary elliptic curve groups were
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constructed by Muzereau, Smart, and Vercauteren [MSV04] for standard elliptic curve
groups of that time. More recently, May and Schneider [MS23] constructed concrete smooth
elliptic curves for more modern standard elliptic curve groups (NIST P-256, Curve25519,
SM2, etc.). They implemented a simulation of dBM reduction for those groups, assuming
access to a perfect CDH oracle that solves the CDH problem with probability 1. In such a
setting, they managed to break the DL of many groups in around 30 seconds on modest
hardware while requiring a few terabytes of memory.

This is a good indication that DL and CDH might be computationally equivalent
assumptions in many groups. However, there is also a significant caveat regarding non-
idealized reductions. In a real reduction, we assume access to an imperfect ε-CDH oracle
that runs at most in time t and breaks the CDH with probability ε. In a non-idealized
case, the reduction would have to amplify the ε-CDH oracle to a near-perfect CDH oracle.
Shoup [Sho97] showed that one can simulate (1− β)-CDH oracle for an arbitrarily small
β ∈ (0, 1) by making O(log(1/β)/ε) calls to a ε-CDH oracle. Therefore, if the idealized
reduction requires c perfect oracle calls, the non-idealized one will have an additive overhead
of at least O(t · c · log(1/β)/ε) in the running time compared to the idealized reduction.
Thus, it is essential to minimize c. The reductions in [MS23] have c > 10, 000.

Furthermore, many modern cryptographic protocols do not rely on just the DL or CDH
assumption but on some generalization of those. In the literature, one can find hundreds of
variations and extensions of the DL and CDH assumptions. See [Boy08, MRV16, GG17] for
some well-known families of such assumptions. Typically, little is known beyond the fact
that they are hard to break in the idealized group models. Currently, the most popular of
these idealized group models are the generic group model (GGM) [Sho97, Mau05] and the
algebraic group model (AGM) [FKL18, LPS23, JM24]. The generic group model hides the
underlying structure of the group by either representing group elements with a random
injective encoding function [Sho97] or by abstract memory handles [Mau05]. The adversary
can operate with the group elements through oracles, which perform the group operation,
exponentiation, and equality test. This guarantees that the adversary’s algorithm could
be run on any abstract group.

On the other hand, the algebraic group model reveals the group structure to the
adversary but still requires that the adversary can produce new group elements only through
generic group operations. A significant consequence of this is that the security proofs
become security reductions. In the generic group model, the security proofs are typically
unconditional. They show that a generic adversary must perform a superpolynomial number
of operations to break the assumption. Many security proofs [FKL18, BFL20, Rot22, TZ23]
in the algebraic group model show that the hardness of the n-Power Discrete Logarithm
(n-PDL) assumption implies the hardness of the relevant assumption or cryptographic
protocol. Recall, n-PDL is a generalization of the DL assumption where the adversary
gets as an input g, gx, gx2

, . . . , gxn for a random exponent x and has to output x. Bauer,
Fuchsbauer, and Loss [BFL20] show that even the Uber assumption [Boy08], a family for a
wide variety of DL-based assumptions, is hard under the n-PDL assumption. As a relevant
example, we consider in this work the n-Diffie-Hellman Exponent (n-DHE) assumption
stating that it is hard to compute gxn+1 on input g, gx, gx2

, . . . , gxn . It is equivalent to the
Diffie-Hellman Inversion assumption [BBG05], where the adversary gets the same input
but has to output g1/x, which has been used in various works [ZSS04, BB04a, BBG05,
Che06, Cam13, CF13, DGNW20]. The inversion problem is also a special case of the
n-Strong Diffie-Hellman (SDH) assumption, which has had notable impact on pairing-based
cryptography [BB04b, BB04a, Gen04, KZG10, PHGR13, LPS24].3

However, the analysis in the idealized group models should only be considered a security
heuristic. Cryptanalysis algorithms, such as index calculus, are non-generic algorithms.

3In n-SDH assumption, the adversary obtains g, gx, gx2
, . . . , gxn and has to output g1/(x+c) and a

constant c. The case c = 0, is equivalent to n-DHE.
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Even the additive group Zp does not have an efficient generic discrete logarithm, although
computing discrete logarithms is trivial in that group. Although the same arguments do
not directly apply to the algebraic group model, we also know of primitives that are secure
in the AGM but insecure with any standard model instantiation of a group [Zha22]. Similar
counterexamples are also known for both Shoup’s [Den02] and [Zha22] formalizations of
the generic group model.

Clarifying the hardness of DL-based assumptions in the standard model remains an
open problem in cryptography. Moreover, the reduction technique proposed by den Boer
and Maurer is essentially the only (non-trivial) available tool. This motivates us to ask:

Can we apply dBM reduction technique to analyze other assumptions in the
discrete logarithm setting?

Our Contribution.

To answer this question, we revisit the dBM reduction, focusing on groups of prime order
p, where p− 1 is somewhat smooth, e.g., every prime q that divides p− 1 is less than 2100.
As a result, we present the following contributions:

1. We provide a generalized framework for the dBM reduction that solves n-PDL, instead
of DL, when given access to a challenge exponentiation oracle Exp. If one shows that
an oracle for solving X is sufficient to build Exp, the n-PDL assumption implies the
assumption X. This realization allows the dBM technique to be applied to other
assumptions. Importantly, we show that an oracle for n-DHE can implement such
exponentiation oracle efficiently when n = poly(λ), where λ is the security parameter.
Thus, n-PDL assumption implies the n-DHE in this case.

2. On the impossibility front, we show that the current framework (or any other generic
reduction) cannot reduce a family of Generalized DHE (GDHE) [GG17] assumptions
to any of the PDL assumptions. This contrasts with the algebraic group model, where
such reductions are possible, and highlights the limitations of the dBM technique.

3. Additionally, we show that our approach is relevant for important classes of elliptic
curves, for instance, BLS12-381. We see that DL and CDH are essentially equally
hard to break in BLS12-381. The running time of our reduction is significantly faster
than any prior work.

4. Lastly, for the sake of simplicity, reductions in this framework assume perfect oracles
for the hard tasks (i.e., CDH or DHE). We also show a practical and efficient way to
implement these oracles, given adversaries that succeed with probability less than 1.

1.1 Technical Overview
We recall the main idea behind the dBM reduction. Let G be an additive cyclic group of
prime order p. We denote the generator of G by J1K and JxK := x · J1K for any x ∈ Fp.

Den Boer, Maurer, and Wolf [den90, Mau94, MW96, MW99] showed how to compute
discrete logarithms in G, when given access to a CDH oracle and a suitable auxiliary group
with a smooth order. Recall that a number is called α-smooth if each of its prime divisors
pi is bounded by 2α and it is called α-powersmooth if each of its prime power divisor pei

i is
bounded by 2α. The most common choice for an auxiliary group is an elliptic curve E(Fp)
with either a smooth or a powersmooth order, depending on the exact algorithm.

Suppose P denotes a generator E(Fp). Since the reduction can perform both additions
and multiplications (the latter with the CDH oracle) inside the brackets, it can, in fact,
perform all generic Fp operations on x. The reduction maps the DL challenge element
JxK to Jx, yK such that (x, y) is an element of the elliptic curve E(Fp). We call Jx, yK an
implicit representation of (x, y) ∈ E(Fp). Using the CDH oracle, the reduction can perform
elliptic curve additions and scalar multiplications on the implicit representation. It can
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also perform equality tests on the implicit representations to test whether two elliptic
curve points are the same. This set of operations is sufficient to run some generic discrete
logarithm algorithm, such as the Silver-Pohlig-Hellman algorithm [PH78], on the implicit
representation Jx, yK. These algorithms are efficient when the order of E(Fp) is smooth.
Namely, they run in time O(2α) when E(Fp) has an α-smooth order.

Hence, the reduction can compute u such that u · JPK = Jx, yK for some known elliptic
curve generator point P. Once we know u, one can compute u · P = (x, y) and recover x.

Generalization for Smooth p− 1. Subsequent works have focused on instantiating
the dBM reduction with a smooth elliptic curve [MSV04, Ben05, MS23]. However, den
Boer [den90] observed that one can use the finite field’s multiplicative group F∗

p as an
auxiliary group. The main challenge with this approach is that |F∗

p| = p− 1 is not always
going to be sufficiently smooth.

We start by observing that several highly influential elliptic-curve groups have a p− 1
which is α-smooth. The values of α are represented in Table 1. In particular, many SNARK-
friendly pairing groups intentionally choose p−1 such that it is divisible by a large power of
2 due to efficiency reasons. This results in many groups from the BLS family [BLS03] and
BN family [BN06, PSNB11] having a smooth p− 1. The most interesting of those pairing
groups is BLS12-381 [BGM17], which has an exceptionally smooth p− 1 (it is 28-smooth).
BLS12-381 has become the default pairing choice in recent years. Various blockchain
protocols have adopted BLS12-381 for their BLS signature scheme [Net24, Eth24] and
ZK-SNARKs [Con24, Sui24]. BLS12-381 will also be part of Ethereum’s precompiled
contracts (native operations) in an upcoming update4. However, non-pairing groups NIST
P-256 and secp256k1 also have a relatively smooth p− 1. The latter two are some of the
most widely used elliptic curves on the internet due to OpenSSL and Bitcoin.

Table 1: The α-smoothness of p− 1 = |F∗
p| for several elliptic curve groups of order p

Curve

BLS12- BN- NIST P- secp256k1
381 455 377 466 638 317 477 158 190 254 256

α 28 48 64 73 97 40 42 68 46 100 92 109

We present a generalization of den Boer’s version of the dBM reduction, where F∗
p is the

auxiliary group. The reduction takes as an input J1, x, . . . , xnK and it is equipped with an
exponentiation oracle Exp that given any integer m returns JxmK. This is a generalization
in two different ways:

1. The reduction solves n-PDL assumption instead of the usual discrete logarithm
assumption. The discrete logarithm assumption is obtained for n = 1.

2. The oracle performs exponentiations, which we identify as crucial for the dBM
approach to work. One can trivially realize Exp oracle with a CDH oracle. However,
later, we also show that another established assumption (n-DHE) is sufficient to
realize Exp oracle. Conceptually, our framework hides the complexity of the dBM
reduction and highlights that if an oracle for an assumption X can implement Exp,
then n-PDL implies the assumption X. This allows us to apply the underlying
technique of the dBM reduction to other assumptions.

Our use of F∗
p as the auxiliary group significantly reduces the number of Exp queries

needed since we avoid expensive elliptic curve scalar multiplications.
4See https://eips.ethereum.org/EIPS/eip-2537.

https://eips.ethereum.org/EIPS/eip-2537
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Suppose p− 1 =
∏d

i=1 p
ei
i is the prime factorization. We show that it is only necessary

to use the oracle to compute Jx(p−1)/pk
i K for all i = 1, . . . , d and k = 1, . . . , ei. This requires

only
∑d

i=1 ei queries to the Exp oracle, where e1, . . . , ed and d are typically some small
constants. The memory requirement is O

(√
pi log p

)
for the largest prime pi and the

number of group/field operations is O
(∑d

i=1
√
pi

)
.

As a concrete example, let us consider BLS12-381, which has a particularly low 28bit
smoothness. We show that our reduction requires 1761 CDH queries, around 6MB of mem-
ory, and around 60,000 finite field multiplications and scalar multiplication in Section 3.2.
The same group was also considered in recent work by May and Schneider [MS23], where
they found an auxiliary elliptic curve with 36bit smoothness. May and Schneider report
20,397 CDH queries, 1.9TB of memory, and a running time of 28s. Thus, we have shown
that DL = CDH in BLS12-381 with a relatively good reduction tightness. In fact, our
reduction for BLS12-381 seems to be by far the most efficient instantiation of the dBM
reduction for any practically relevant group.

n-PDL ⇒ n-DHE. To establish the notation, we write X ⇒ Y , when the hardness of
solving the assumption X implies the hardness of solving the assumption Y . See Section 2.1.

The main goal of our framework, however, is not to outperform the recent work
of [MS23] (for many relevant groups, they are likely more efficient) but to apply the dBM
reduction to new assumptions. This is significantly easier when the auxiliary group is F∗

p

since the oracle only needs to compute JxmK for a small number of different values of m as
we explained above. However, m may be of exponential size in the security parameter.

We show in Section 3.3 that the n-Power Discrete Logarithm (n-PDL) assumption implies
n-Diffie-Hellman Exponent (n-DHE) assumption in groups with (somewhat) smooth p− 1
such as BLS12-381. Recall, in the n-PDL assumption, the adversary gets J1, x, x2, . . . , xnK
as an input and has to compute x, and in the n-DHE assumption, the adversary gets the
same input, but has to compute Jxn+1K. n-PDL and n-DHE can be seen as generalizations
of DL and CDH assumptions (DL = 1-PDL and CDH = 1-DHE).

To achieve the reduction, we need to realize our framework’s Exp oracle using a
polynomial number of n-DHE oracle queries. However, this is not straightforward since
the n-DHE oracle requires an input of the form (JgK, JygK, . . . , JyngK) for some generator
g ∈ (Fp,+) and y ∈ Fp. Hence, we present an iterative algorithm to efficiently compute
JxmK based on modular arithmetic. The idea is to construct finite lists with the initial terms
of arithmetic progressions that contain the exponent m and expand these lists on each
iteration until we recover m. More specifically, we start with a list L = J1, x, x2, . . . , xnK
and calculate the n + 1 consecutive terms of the list by n + 1 calls to Odhe(L).

Then, in the first iteration, we calculate a ≡ m mod 2 and set d = 2 in an arithmetic
progression, to recover the n + 1 terms Jxa, xa+2, . . . , xa+2nK from L. Afterwards, with
n + 1 calls to Odhe(·), we obtain L1 = Jxa, xa+2, . . . , xa+2n, xa+(n+1)2, . . . , xa+(2n+1)2K.
Proceeding iteratively, with a = m mod 2i and d = 2i, and updating the list at each
iteration i, we will recover JxmK after O((n + 1) log(m/n) calls to the n-DHE oracle. More
details can be found in Section 3.3.

Impossibility Results. We observe that the dBM reduction is a generic reduction. It
performs only generic operations with the group elements. We prove two impossibility
results for generic reduction algorithms, which show that there are significant limitations
to the dBM technique in Section 4.

1. In the n-PDL⇒ n-DHE, we assume that the reduction can call the n-DHE oracle on
an arbitrary input (JgK, JygK, . . . , JyngK). In particular, the reduction could pick a
new group generator JgK on every call. This is not perfectly aligned with practice,
where the cryptographic library often fixes the group generator once and for all. It
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raises the question if changing the generator could be avoided in the reduction. We
show that there is no generic reduction algorithm given oracle access to the m-DHE
solver with a fixed-base generator, which breaks the n-PDL assumption for n < 2m.
We enforce fixed-base by having the DHE oracle verify that the generator JgK is equal
to a global generator J1K and that the input is well-formed. That is, the input must
have the structure (J1K, JyK, . . . , JymK) for some integer y.

2. Our success with showing n-PDL⇒ n-DHE might cause optimism that some form of
Uber assumption [Boy08, GG17] is implied by n-PDL. This is known to be true in
the algebraic group model [BFL20]. Furthermore, Ghadafi and Groth [GG17] showed
that a certain form of target Uber assumption is implied by n-GDHE (Generalized
Diffie-Hellman) and n-SFrac (Simple Fractional) assumptions 5. The first of these
is a generalization of n-DHE and states that given J1, x, . . . , xn−1, xn+1, . . . , x2nK it
is hard to compute JxnK. In particular, n-GDHE⇒ (n− 1)-DHE. We show that for
m ≥ 2, n ≥ 1, there is no efficient generic reduction, which would allow us to conclude
n-PDL ⇒ m-GDHE. That is n-PDL

gen
≠⇒ m-GDHE. This provides an interesting

contrast with the algebraic group model, where 2n-PDL alg=⇒ n-GDHE.
The proofs of both results rely on the fact that given the GDHE oracle with a variable

base generator or DHE oracle with a fixed base generator, it is impossible to compute
Jf(x)K for a polynomial f of superpolynomial degree in the security parameter. Moreover,
we use the standard generic group model proof strategy [Sho97], which boils down to
showing that for any two distinct polynomials fi(X) and fj(X), fi(x) ̸= fj(x) with
an overwhelming probability, for the challenge exponent x. When the degree of the
polynomials has a polynomial size in the security parameter, it clearly holds since x is
sampled from a superpolynomial size set. These proofs provide an interesting insight
into the dBM reduction or any other similar generic reduction. The ability to compute
high-degree polynomials in the challenge value x is essential for the generic model reduction
to succeed.

The Use of Perfect Oracles. So far, we considered perfect oracles that solve com-
putational tasks with probability 1, similarly to what is done in [MW96, MS23]. For
instance, in Section 3.3 we consider an oracle for DHE that always returns the correct
answer. However, in principle, this is not enough to claim that PDL⇒ DHE. In fact, if
the DHE assumption does not hold, then there exists an efficient adversary A that solves
DHE with a non-negligible yet possibly relatively small probability. Furthermore, the
computational tasks we consider are not publicly verifiable. Consider the CDH assumption
for simplicity. Only a challenger who knows the secrets x, y used to generate the input
Jx, yK can check if the adversary returned the correct answer. Since the reduction does
not have a secret, it cannot directly check whether the result from the oracle is correct. A
similar issue occurs for the DHE oracle. Thus, one cannot rely on the naive strategy of
defining the perfect oracle by calling the adversary A until it gets the correct answer.

To circumvent this issue, we resort to a more sophisticated method of amplifying
the success probability of an adversary that solves a privately verifiable, computational
task. In Section 5.1, we show how to define an efficient adversary that solves CDH with
probability arbitrarily close to 1, given oracle access to an efficient adversary A that solves
CDH with non-negligible probability. The construction is inspired by similar results in
literature [Sho97, MW96]. Maurer [MW96] proposes an amplification technique, but it is
not asymptotically optimal. Shoup’s [Sho97] technique is asymptotically tight but assumes
prior knowledge of the success probability ε of the imperfect oracle, and its efficiency is
analyzed only asymptotically. Our solution is asymptotically as efficient as [Sho97] and
does not require knowledge of ε. See Section 5 for a detailed comparison between our

5n-SFrac states that given J1, x, . . . , xnK it is hard to compute Jr(x)/s(x)K and polynomials r(X), s(X)
such that 0 ≤ deg(r) < deg(s) ≤ n. We leave the analysis of SFrac as an open problem.
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amplification technique and the previous ones. Finally, in Section 5.2, we show how to
adapt the result for the case of DHE. We define an efficient adversary that solves DHE
with probability arbitrarily close to 1, given oracle access to an efficient adversary A that
solves DHE with non-negligible probability.

We present a more detailed related work in Appendix A.

2 Preliminaries
Let λ denote the security parameter, and PPT stands for probabilistic polynomial time
Turing machine. Sampling a uniformly from a set A is denoted by a←$ A. Let Fp denote
a finite field of prime order p and F∗

p := Fp \ {0} its multiplicative group. For a, b ∈ Z,
a ≤ b, we write [a : b] := {a, a+ 1, . . . , b}. We denote the natural logarithm of x by ln(x)
or ln x, and the logarithm of x to the base 2 by log(x) or simply log x.

Let Ggen be a group generator that takes as an input 1λ and outputs (G,P, p),
where G is an additive cyclic group of prime order p and P is its generator. In the
following we will denote J1K := P and JxK := xJ1K. This notation also extends to vectors
Jx1, . . . , xnK := (Jx1K, . . . , JxnK).

2.1 Reduction Notation
If there exists a PPT standard model reduction, which shows that the hardness of an
assumption X implies the hardness of an assumption Y , we write X ⇒ Y . For example,
CDH⇒ DL. If there exists no PPT reduction algorithm that would show X ⇒ Y , then we
write X ⇏ Y . If the reduction is a generic (respectively algebraic) algorithm, we write
X

gen=⇒ Y (respectively X alg=⇒ Y ).

2.2 Assumptions
The following assumption is often used jointly with the algebraic group model.

Definition 1 (n-PDL). We say that the n-Power Discrete Logarithm assumption is secure
respect to Ggen if for any PPT adversary A,

Advpdl
Ggen,A,n(λ) := Pr

[
x = A(p, J1, x, x2, . . . , xnK) | p← Ggen(1λ), x←$ Fp

]
≈λ 0 .

When taking n = 1, we obtain the standard DL assumption. Next, we recall the
Computational Diffie-Hellman assumption.

Definition 2 (CDH). We say that the Computational Diffie-Hellman (CDH) assumption
is secure respect to Ggen if for any PPT adversary A,

Advcdh
Ggen,A(λ) := Pr

[
JxyK = A(p, J1, x, yK) | p← Ggen(1λ), x, y ←$ Fp

]
≈λ 0 .

One possible generalization of this assumption is the n-Diffie-Hellman Exponent (n-DHE)
assumption [ZSS04].

Definition 3 (n-DHE). We say that the (variable base) n-Diffie-Hellman Exponent assump-
tion is secure respect to Ggen if for any PPT adversary A, and any generator g ∈ (Fp,+),

Advdhe
Ggen,A,n(λ) := Pr

[
Jxn+1gK = A(p, Jg, xg, x2g, . . . , xngK) p← Ggen(1λ),

x←$ Fp

]
≈λ 0 .

We say that the above assumption has a fixed base if g = 1 and thus one uses the
generator J1K determined by p ← Ggen(1λ). The 1-DHE assumption is often called the
Square Computational Diffie-Hellman (SCDH) assumption, and it is known to be equivalent
to the CDH assumption [MW96]. We sketch a proof in Appendix B.1.
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Enc(y)
t := |σ⃗|;
if ∃i ∈ [1 : t] : y = xi then

σt+1 := σi;
else

σt+1 ←$ {0, 1}log p \ {σj}t
j=1;

x⃗ := x⃗∥y; σ⃗ := σ⃗∥σt+1;
return σt;

Add(ξ, ξ′, b)
if ξ ̸∈ σ⃗ ∨ ξ′ ̸∈ σ⃗ then

return ⊥; endif
i := I(ξ); j := I(ξ);
y := xi + (−1)bxj ;
return Enc(y);

I(ξ)
i := min{k ∈ [1 : |σ⃗|] : ξ = σk};
return i;

Figure 1: The GGM functions Enc, Add, and I. Initially x⃗ = () and σ⃗ = ().

2.3 Generic Group Model
The generic group model (GGM) [Sho97] is an idealized model for analyzing assumptions
and protocols in the DL-related setting. Here, we use Shoup’s version of the GGM [Sho97].
Maurer proposed an alternative formulation of the GGM [Mau05], and also, the algebraic
group model [FKL18] is often used similarly. See [Zha22] for their comparison.

In Shoup’s GGM, group elements of a prime order p group are modeled by a random
injective function Enc : Fp → {0, 1}⌈log p⌉. We implement it with lazy sampling. The
security game initializes the input vector x⃗ and the encoding vector σ⃗. When some element
y ∈ Fp needs a group element encoding, the algorithm Enc(y) checks if y = xi ∈ x⃗ and if
so, it returns the i-th encoding σi from σ⃗. If y does not have an encoding yet, Enc samples
σ|σ⃗|+1 ←$ {0, 1}⌈log p⌉ \ {σi}|σ⃗|

i=1. Whether a new encoding had to be created or not, Enc
appends y to the vector x⃗ and its encoding to the vector σ⃗. See Enc(·) algorithm in Fig. 1.

A generic algorithm typically gets encodings of some group elements Enc(1), Enc(a1),
. . . , Enc(an) as an input. The only way it can operate with the group elements is through
an addition oracle Add. The Add oracle takes two encodings ξ and ξ′ as an input. It then
looks up xi and xj with the smallest index i and j (we model it with the function I in
Fig. 1) from the vector x⃗ corresponding to ξ and ξ′ and returns Enc(xi + xj). If either of
the encodings ξ or ξ′ is not in σ⃗, then Add will not perform the operation and returns ⊥.
See the second algorithm in Fig. 1. Occasionally a generic algorithm will have access to
more oracles. We discuss those cases later in the paper.

The algebraic group model (AGM) [FKL18] is a different ideal model for cryptographic
groups. See Appendix B.2 for a description of AGM.

3 Generalizing dBM Reduction
Let G be an additive group of prime order p and J1K its generator. We aim to generalize
dBM reduction and show that n-PDL ⇒ n-DHE. As mentioned in the introduction, we
assume for simplicity that the order of F∗

p is (somewhat) smooth as was considered in the
original work by den Boer [den90]. This is, for example, satisfied by the popular pairing
group BLS12-381, which has p− 1 with exceptionally low 28-bit smoothness (see Table 1).

In this section, we describe a reduction APDL for breaking the n-PDL assumption when
equipped with an exponentiation oracle Exp. The algorithm APDL gets as an input a PDL
challenge J1, x, . . . , xnK and it has to output x. To achieve this, APDL has access to an
oracle Exp that takes as an input any integer m and outputs JxmK. Our APDL generalizes
dBM reduction, which is originally equipped with a multiplication oracle (given any JaK
and JbK the oracle outputs JabK). We see that the more restrictive exponentiation oracle,
which can only exponentiate the challenge element x, is sufficient. In Section 3.3, we show
how to realize the Exp oracle by having access to a n-DHE oracle.
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3.1 Description
We proceed by explaining our algorithm AExp(·)

PDL , described in Fig. 2.

Finding a Generator of F∗
p. Suppose that the order p− 1 of the multiplicative group

F∗
p factorizes as p− 1 =

∏d
i=1 p

ei
i , where pi are distinct primes. It is well-known that F∗

p is
a cyclic group. Also, every subgroup of a cyclic group is cyclic, and for every s | (p− 1),
there is precisely one subgroup of F∗

p of order s. We denote this subgroup by Hs.
As a first step, APDL finds a generator of F∗

p. This is done by picking a random g ←$ F∗
p

and testing if g(p−1)/pi ̸≡ 1 (mod p) for i ∈ [1 : d]. If yes, then g is a generator of F∗
p;

otherwise, we resample g and repeat the procedure until the condition holds. For relevant
sizes of p, the next lemma shows that it takes only a small number of iterations. We give
the proof in Appendix C.

Lemma 1. Let X be the random variable indicating the number of iterations until a
randomly sampled g ←$ F∗

p is a generator of F∗
p. For any prime p ≥ 243, expected value

E[X] < 2 ln ln(p− 1).

Later on we will use the fact that hi := g(p−1)/p
ei
i is a generator of Hp

ei
i

.

Solving PDL in the Subgroup. Suppose J1, x, . . . , xnK is the n-PDL challenge and
p− 1 =

∏d
i=1 p

ei
i as defined earlier. Let y ∈ F∗

p be such that JxK = JgyK (assuming x ̸= 0).
Observe that if we find y, we have also recovered gy mod p = x.

We fix a q = pi and e = ei for some i ∈ [1 : d]. Recall, h := g(p−1)/qe is the generator of
the subgroup Hqe of F∗

p. The algorithm SubPDL in Fig. 2 follows the well-known strategy
of Silver-Pohlig-Hellman algorithm to recover y′ ∈ [0 : qe−1] that satisfies y ≡ y′ (mod qe).
We explain it below.

Let us express y′ in the q-adic form as

y′ = y′
0 + y′

1q + · · ·+ y′
e−1q

e−1 , (1)

where each y′
i ∈ [0 : q − 1] and 0 ≤ i ≤ e− 1. It is possible to project x to the subgroup

Hqe in the following sense,

x′ := x(p−1)/qe

≡ (gy)(p−1)/qe

≡ hy (a)
≡ hy′

≡
e−1∏
i=0

hy′
iqi

(mod p) , (2)

and (a) holds from the equivalence y ≡ y′ (mod qe).
First, SubPDL computes γ := hqe−1 (mod p). Since γq ≡ hqe ≡ 1 (mod p), γ belongs

to the subgroup Hq. Moreover, since γ ̸= 1 (otherwise h would not be a generator of Hqe)
and the order of γ has to divide the prime q, γ itself must have the order q. That makes γ
a generator Hq. Then,

x(p−1)/q ≡ (x(p−1)/qe

)qe−1
≡ (x′)qe−1 (b)

≡ γy′
0 ·

e−1∏
i=1

hy′
iqe−1+i (c)

≡ γy′
0 (mod p) ,

where (b) follows from Eq. (2) and (c) from hqe ≡ 1 (mod p).
SubPDL calls the Exp oracle to compute Exp((p− 1)/q) = Jγy′

0K, and then recovers y′
0

by using Baby-Step Giant-Step (BSGS) algorithm to compute DL in Hq. Next, observe
that x′h−y′

0 ≡ hy′
1q+···+y′

e−1qe−1 (mod p) and therefore

t := (x′h−y′
0)qe−2

≡ γy′
1 · hy′

2qe

· . . . · hy′
e−2q2e−3

≡ γy′
1 (mod p) .
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AExp(·)
PDL (J1, x, . . . , xnK)

if JxK = J0K do
return 0; fi

g ←$ F∗
p; // Find a generator of F∗

p

while ∃i ∈ [1 : d] : g(p−1)/pi mod p = 1
g ←$ F∗

p;
endwhile
for i ∈ [1 : d] do

yi := SubPDLExp(·)(J1, xK, g, p, pi, ei);
endfor
Solve the following system for y ∈ Fp:

y ≡ y1 (mod pe1
1 )

...
y ≡ yd (mod p

ed
d )

return gy mod p;

SubPDLExp(·)(J1, xK, g, p, q, e)
Initialize a hash table H;

h := g(p−1)/qe

; γ := hqe−1
; z := 1;

for v ∈ [0 : ⌈√q⌉ − 1] do
Compute JγvK = z · J1K;
Set H(JγvK) = v;
Compute z := γ · z mod p; // z = γ

v+1 mod p

endfor
y := 0;
for k ∈ [0 : e− 1] do

Jt′K := Exp((p− 1)/qk+1);

Compute JtK := h−yqe−1−k

· Jt′K;
for u ∈ [0 : ⌈√q⌉ − 1] do

Find v := H(γ−u⌈√
q⌉ · JtK);

if v ̸= ⊥ then break;
endfor
Set y′ = u⌈√q⌉+ v;
Set y := y + qk · y′;

endfor
return y;

Figure 2: Algorithm APDL for solving the PDL problem and its subalgorithm SubPDL.
Algorithms are equipped with an oracle Exp that outputs JxmK on an input m. Here the
group has an order p and p− 1 =

∏d
i=1 p

ei
i is smooth prime factorization.

Given that (x′)qe−2 ≡ x(p−1)/q2 (mod p), SubPDL computes Exp((p−1)/q2) = Jx(p−1)/q2K
and then JtK = (g−y′

0qe−2) · Jx(p−1)/q2K = Jγy′
1K. Again, the algorithm can use BSGS to

compute y1 in Hq. Next it computes JtK := J(x′ · h−(y′
0+y′

1q))qe−3
K = Jγy′

2K and continues
analogously until y′

0, . . . , y
′
e−1 are recovered. Finally, SubPDL uses Eq. (1) to compute y′.

As mentioned above, we use BSGS algorithm to compute DL in Hq. In SubPDL, we
precompute JγuK for all u ∈ [0 : ⌈√q⌉−1] and construct a hash map H which maps JγuK to
u. Recall that there are hash maps with insertion and look-up of O(1) complexity. Storing
the hash table requires O

(√
q · log p

)
memory, and constructing the table takes O

(√
q
)

scalar multiplications in G. BSGS is based on the idea that y′
i can be uniquely expressed

as y′
i = u⌈√q⌉+ v, where 0 ≤ u, v ≤ ⌈√q⌉ − 1. SubPDL looks for a u ∈ [0 : ⌈√q⌉ − 1] such

that γ−u⌈√
q⌉Jγy′

iK belongs to the hash map H. In such case, H(γ−u⌈√
q⌉Jγy′

iK) = v, which
allows us to recover y′

i in O
(√
q
)

complexity.

Description of APDL. Now let us see how APDL uses SubPDL to solve the PDL assump-
tion. First, APDL checks if JxK = J0K, and if true, it returns 0. In the following, we assume
that x ∈ F∗

p. The reduction finds a generator g of F∗
p as was described above. There exists

y ∈ [0 : p− 1] such that x = gy mod p.
For each i ∈ [1 : d], APDL runs SubPDL(J1, xK, g, p, pi, ei) to compute yi. We obtain a
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Table 2: Efficiencies of SubPDL on an input (J1, xK, g, p, q, e) and APDL for p−1 =
∏d

i=1 p
ei
i .

We only count the number of multiplication in Fp and scalar multiplications in G, which
dominate the computation, and the number of oracle calls to Exp.

Fp mult. G scalar mult. Exp calls
SubPDL ≈ 2√q ≈ 2√q e

APDL ≈ 2
∑d

i=1
√
pi ≈ 2

∑d
i=1
√
pi

∑d
i=1 ei

system of equations, 
y ≡ y1 (mod pe1

1 )
...
y ≡ yd (mod ped

d ) .

From the Chinese remainder theorem, APDL can efficiently find y ∈ [0 : p− 1] that satisfies
the system of congruences. The complexity of this step is O

(
log2 (p− 1)

)
[MvOV01, Alg.

2.121]. Finally, it returns x = gy mod p.

Remark 1. An alternative way to interpret the above algorithm is that if p− 1 =
∏d

i=1 p
ei
i

is smooth and the assumption reveals Jx(p−1)/pk
i K for all k ∈ [1 : ei] and i ∈ [1 : d], then

computing x is efficient. We are unaware of any real-world assumption that would provide
such elements.

Efficiency. We provide a detailed computational efficiency overview of APDL and SubPDL
in Table 2. The computation bottleneck is O

(∑d
i=1
√
pi

)
scalar multiplication in G, which

why we need to require that p − 1 is a somewhat smooth number. The bottleneck for
the memory complexity is the size of the hash table. Since we need to store only one
hash table at a time, the memory requirement is O

(√
q · log p

)
for q = maxd

i=1 pi. The∑d
i=1 ei oracle calls to Exp is also influential, which will later determine the tightness of

the n-PDL⇒ n-DHE reduction.

3.2 n-PDL⇒ CDH
As a warm-up, let us show that n-PDL ⇒ CDH for any n ≥ 1 using the framework
developed above in Fig. 2. We assume that the CDH oracle always answers correctly, that
is, CDH(JaK, JbK) = JabK for any JaK, JbK ∈ G. All that remains is implementing the Exp
oracle with a CDH oracle.

First, we pick m := maxi((p− 1)/pi) and compute Jx2K, Jx4K, . . . , Jx2⌊log m⌋
K. This will

take ⌊logm⌋ calls to the CDH oracle. Next, computing Jx(p−1)/pk
i K for some k ∈ [1 : ei] also

takes at most ⌊logm⌋ calls to CDH oracle since we can reuse the precomputed elements.
In total, the reduction requires at most

⌊logm⌋ ·
(

1 +
d∑

i=1
ei

)
(3)

calls to the CDH oracle. We summarize the result below.

Theorem 1. Let G be a group of prime order p and p−1 =
∏d

i=1 p
ei
i , where pi are distinct

prime factors. Let n ≥ 1. Suppose an algorithm B breaks the CDH assumption in G (with
no error) in time T and with M bits of memory. Then, there exists a reduction APDL that
breaks n-PDL, by using B as a black-box, and it runs in time T ′, with M ′ bits of memory,
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Table 3: The table lists the number of 1s in the bit representation of (p − 1)/pk
i and

the number of CDH queries needed to compute Jx(p−1)/pk
i K for BLS12-381 assuming that

Jx2, . . . , x2253
K has been precomputed.

Element p−1
p32

1

p−1
p2

p−1
p3

p−1
p4

p−1
p5

p−1
p6

p−1
p7

p−1
p2

8

p−1
p8

p−1
p9

#1s in bit rep. 133 111 108 109 104 103 106 92 105 114
#CDH calls 132 110 107 108 103 102 105 91 104 113

p−1
p10

p−1
p11

p−1
p2

12

p−1
p12

∑
97 110 80 119 1491
96 109 79 118 1477

such that

T ′ ≤ ⌊logm⌋ ·
(

1 +
d∑

i=1
ei

)
· T +O

(
sm ·

d∑
i=1

√
pi

)
, M ′ ≤ O(√q · log p) +M ,

where m = maxi((p − 1)/pi), sm is the running time of a scalar multiplication, and
q = maxd

i=1 pi.

Efficiency for BLS12-381. Let us now take a look at the efficiency of the n-PDL⇒ CDH
reduction in the case of BLS12-381 group. The group order of BLS12-381 is

p = 0x73eda753299d7d483339d80809a1d80553bda402fffe5bfeffffffff00000001 .

Importantly for us,

p− 1 = 232 · 3 · 11 · 19 · 10177 · 125527 · 859267 · 9063492·
2508409 · 2529403 · 52437899 · 2547602932 ,

is 28bit smooth. Let us denote p1 = 2, p2 = 3, . . . , p12 = 254760293. We show that many
fewer CDH calls are needed for BLS12-381 than the Eq. (3) suggests. Let m = (p−1)/2,
which has b = ⌊logm⌋+ 1 = 254 bit representation. First, we precompute Jx2, . . . , x2253

K,
which requires 253 CDH calls. Observe that if a b bit number s has a binary representation
(s0, . . . , sb−1) ∈ {0, 1}b, then to compute JxsK = J

∏b−1
i=0 (x2i)siK, we only have to perform

−1 +
∑b

i=0 si calls to the CDH oracle. That is one less than the number of 1s in the bit
representation of s. We list the number of additional CDH calls (besides precomputation)
needed to compute most elements of the form Jx(p−1)/pk

i K in Table 3. The table does not
contain Jx(p−1)/2i

K for i = 1, 2, . . . , 31. These can be obtained more efficiently. Observe
that if we know Jx(p−1)/2i

K, then CDH(Jx(p−1)/2i

K, Jx(p−1)/2i

K) = Jx(p−1)/2i−1
K. Therefore,

given Jx(p−1)/232
K, we can obtain the rest with only 31 CDH calls.

In total, we need only 253 + 1477 + 31 = 1761 calls to the CDH oracle6. The best
that [MS23] achieves is 12,308 CDH calls for the Anomalous curve. Thus, we obtain
the least number of queries for dBM reduction known in the literature for any currently
practical group, in addition to good memory complexity. The first target group, G1 in
BLS12-381, has 381bit group elements in the compressed form and a memory requirement
of roughly 381 · √p12 bits ≈ 6.1 megabytes. The number of field multiplications is
2
∑d

i=1
√
pi < 60, 000, and the number of scalar multiplications in G1 is roughly the same.

6The number of oracle calls can be reduced further by optimal addition chains [Knu97, pp. 465-466].
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3.3 n-PDL ⇒ n-DHE
We show next that the hardness of the n-PDL assumption implies the hardness of n-DHE
when n = poly(λ) and n ≥ 2. The reduction gets J1, x, . . . , xnK as an input and has to
output x. Recall that the reduction has access to an oracle Odhe that takes as an input
Jg, y · g, . . . , yn · gK and outputs Jyn+1 · gK, where g denotes the generator of the additive
group (Fp,+). We rely on the framework developed in the previous section, which means
that we only need to construct Exp(·) oracle using Odhe(·) oracle.

Linear Algorithm. The most straightforward approach for computing JxmK is as follows.
First, Exp runs Odhe(J1, x, . . . , xnK) to obtain Jxn+1K. Then it runs Odhe(Jx, x2, . . . , xn+1K)
to obtain Jxn+2K. Here, the input has the correct structure Jg, y · g, . . . , yn · gK when
taking g = y = x. Exp continues incrementing powers in a similar fashion by calling next
Odhe(Jx2, x3, . . . , xn+2K) to obtain Jxn+3K and so on. To obtain JxmK with this approach, it
takes m−n calls to the DHE oracle. Unfortunately, this algorithm requires an exponential
number of calls in the security parameter λ when m = (p− 1)/pi = O

(
2λ
)
. Recall that pi

are the factors of the factorization of p− 1 as in p− 1 =
∏d

i=1 p
ei
i .

However, we can slightly generalize this algorithm to compute sequences that form
an arithmetic progression. Suppose we have a vector L = Jxa, xa+d, xa+2d, . . . , xa+ndK,
where exponents form the beginning of an arithmetic series for some integers a ≥ 0, d > 0.
Running Odhe(L), we get the next element Jxa+(n+1)dK in the series. By shifting the input
of Odhe(·) as before, we can obtain the first j elements of the series with j− (n + 1) queries.
This algorithm Arith is described in Fig. 3, and it will be useful in the efficient version of
the exponentiation algorithm described next.

Fast Algorithm. In this section, we show how to compute JxmK efficiently, given access
to a n-DHE oracle and J1, x1, . . . , xnK. The main idea is to, at each iteration i, keep a list
of the first 2n + 2 elements where the exponents form an arithmetic progression with the
first term a = m mod 2i and the difference 2i. This guarantees that m is an element of all
these arithmetic progressions but not necessarily located in the first 2n + 2 terms.

The algorithm works as follows:
1. Take the list L = J1, x1, . . . , xnK and duplicate the list with n + 1 calls to the

DHE-oracle, to obtain L0 = J1, x1, . . . , xn, xn+1, . . . , x2n+1K.
2. For each iteration i = 1, . . . , imax, update the list with the arithmetic progression

with a = m mod 2i and difference 2i to obtain

Li = Jxa, xa+2i

, . . . , xa+n2i

, xa+(n+1)2i

, . . . , xa+(2n+1)2i

K.

We will prove that the first n + 1 terms Jxa, xa+2i

, . . . , xa+n2i

K are inherited from the
previous list Li−1 and thus can be used as input to the Arith algorithm (Fig. 3).

See Fig. 3 for a summarized explanation of the exponentiation algorithm.

Lemma 2. The algorithm ExpOdhe(·)(m), depicted in Fig. 3 is correct and requires
O((n + 1) log(m/n) calls to the n-DHE oracle 7.

Proof. Correctness) It is not immediately obvious that Step 5 in Fig. 3 is possible.
More precisely, let us denote ai := m mod 2i and ai−1 := m mod 2i−1. Suppose that the
algorithm has already computed Li−1 = Jxai−1 , xai−1+2i−1

, . . . , xai−1+(2n+1)2i−1
K. Does it

hold that Li−1 contains Jxai , xai+2i

, . . . , xai+n2i

K as claimed in the algorithm?
By modular division, we have m = 2iqi + ai = 2i−1qi−1 + ai−1, where qi, qi−1 are some

positive integers and 0 ≤ ai < 2i and 0 ≤ ai−1 < 2i−1.
We examine two cases: 0 ≤ ai < 2i−1 and 2i−1 ≤ ai < 2i.

7A similar result was found independently by Lipmaa and Krips [LK25].
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ExpOdhe(·)(m, J1, x, . . . , xnK)
1 : if m ≤ n then return JxmK;
2 : L−1 ← J1, x, . . . , xnK;
3 : i← 0; a← 0;
4 : while m > a + (2n + 1)2i do

5 : Pick L← Jxa, xa+2i

, . . . , xa+n2i

K from Li−1;
6 : Li ← ArithOdhe(·)(2n + 1, L);
7 : // Li = Jx

a
, x

a+2i
, . . . , x

a+(n+1)2i
, . . . , x

a+(2n+1)2i
K

8 : i← i + 1; a← m mod 2i;
9 : endwhile

10 : return JxmK from Li;

ArithOdhe(·)(j, Jg, yg, . . . , yngK)
i = 0;
while j ≤ i + n + 1 do

Jyi+n+1gK← Odhe(Jyig, yi+1g, . . . , yi+ngK);
i← i + 1;

return Jg, yg . . . , yjgK;

Figure 3: The algorithm Exp to efficiently compute arbitrary exponentiation and the
helper algorithm Arith.

First, suppose 0 ≤ ai < 2i−1. Since 2i−1(2qi) + ai = 2i−1qi−1 + ai−1 and reminders are
unique, we have ai = ai−1. Therefore, any element of the form xai+j2i , for j ∈ [0 : n], is
such that xai+j2i = xai−1+(2j)2i−1 , and consequently, belongs to Li−1.

Second, suppose 2i−1 ≤ ai < 2i. Then, we can write ai = 2i−1 + r for r < 2i−1 since
ai < 2i. We have

m = 2iqi + ai = 2iqi + (2i−1 + r) = 2i−1(2qi + 1) + r = 2i−1qi−1 + ai−1,

from the uniqueness of the Euclid’s division lemma. Similarly, it follows that r = ai−1.
Hence, any element of the form xai+j2i , with j ∈ [0 : n], is such that xai+j2i =
xai−1+2i−1+j2i = xai−1+2i−1(1+2j) ∈ Li−1.

Finally, let us also show that on Step 10, it is true that JxmK belongs to the last list Li.
The while loop exits when m ≤ a+ (2n + 1)2i, where a = m mod 2i. Since m = 2ik + a
for some integer k ≥ 0 and by the condition above k ≤ 2n + 1, it must be that JxmK is one
of the computed elements Jxa+j2i

K contained in L.
We conclude that the algorithm always terminates and outputs the correct value.
Efficiency) Each iteration requires n+1 calls to the DHE-oracle. By definition and the

fact that m ≡ a mod 2i, for every i ∈ [1 : imax], we know that m belongs to the arithmetic
progression given by each list Li. The remaining question is, how many iterations are
necessary to find m? Indeed, we want

m ≤ a+ (2n + 1)2imax ⇒ m−a
2n+1 ≤ 2imax ⇒ imax ≥ log

(
m−a
2n+1

)
≈ log

(
m
n
)
,

as we wanted to demonstrate.

It follows that ExpOdhe(·)(m) runs in polynomial time for any n = poly(λ) and m =
O
(
2λ
)
. Therefore, n-PDL⇒ n-DHE.

Discussion. It is natural to ask if DHE (resp. CDH), being computationally equivalent
to PDL (resp. DL), has a positive or a negative implication for groups like BLS12-381.
We find it impossible to judge at the current point, but understanding the relationship
between different assumptions is important. The fact that there are practical groups with
highly smooth p− 1 is curious, but we are unaware that PDL or DL would be any faster to
break in these groups. In the case of factorization, Pollard’s p− 1 algorithm [WJ13, pp.
138-140] takes advantage of the fact that a factor p has a smooth p− 1. This leads to the
notion of strong primes in cryptography. Maurer [Mau94] cautions against constructing
groups with a smooth p− 1 for the sole reason of having a fast reduction between DL and
CDH. He reasons that it might not be worth it and there could be some unknown negative
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consequences for the smooth p− 1. In the case of pairing groups, the smooth p− 1 leads
to faster SNARKs, which has a more significant benefit.

4 Impossibility Results

4.1 DHE With Fixed Base Generator
In Section 3.3, we allowed the reduction to change the generator J1K. The reduction could
call Odhe on any input Jg, ag, . . . , angK as long as JgK is the generator of the group G.
Imagine a more restrictive oracle that requires JgK = J1K, i.e., the generator is fixed base.
We call this assumption DHEfb. We show that there is no efficient generic reduction R,
which would show that the hardness of n-PDL implies hardness of m-DHEfb, for any m and
n < 2m. Observe that dBM reduction (either for CDH or DHE) is generic. It treats the
group as a black-box and performs only generic group operations with the group elements,
namely, additions, equality tests, and CDH (or DHE) queries. Therefore, our result implies
that fundamentally different reduction techniques are needed when one does not allow a
variable base generator.

We start formalizing a security game for such a generic reduction algorithm. Intuitively,
we would like to use the generic Add and Enc oracles from Fig. 1. In such case, the game
samples a random challenge x←$ Fp and the reduction R gets as an input encodings Enc(1),
Enc(x), . . . , Enc(xn). The reduction also gets an oracle access to Add and DHEfb. The
DHEfb oracle takes as an input encodings ξ0, . . . , ξm, checks that they match encodings of
Enc(1),Enc(w), . . . ,Enc(wm) for some w ∈ Fp, and returns Enc(wm+1). All the encodings
that the reduction receives are stored in a vector σ⃗ and the corresponding field elements
in a vector x⃗. The reduction wins by guessing the challenge x.

Since we require ξ0 = Enc(1), it is not possible for R to change the generator. The
oracle tests if the input is well-formed, but it does not have to be distributed equivalently
to an actual m-DHEfb instance, i.e., we do not require that w is uniformly random. This
relaxation strengthens our subsequent impossibility result. Note that our result does not
rule out reductions, which give ill-formed inputs to the oracle. This is because the oracle
is usually an efficient algorithm in reduction proofs. Thus, some reduction could exist that
provides the oracle inputs computationally indistinguishable from the honest ones.

The final game Gamedhe-ggm
n,m,R (1λ) slightly deviates from the above description. Since

each element in x⃗ is an addition or exponentiation of the prior elements, then for each xi,
there exists a natural polynomial fi(X) such that fi(x) = xi. For the proof of Theorem 2,
it is convenient to store these polynomials in a vector f⃗ . To accommodate that, we define
Enc, which takes the respective polynomial fi(X) as an input and stores it in the vector f⃗ ,
but otherwise behaves identically to Enc(fi(x)). We also use a modified Add oracle that
computes the addition polynomial fi(X) and returns Enc(fi(X)). We refer the reader to
Fig. 4 for the complete description of the game.

Theorem 2. Let m ≥ 2 and consider a group of prime order p. For any τ -time reduction
R and n < 2m,

Pr
[
Gamedhe-ggm

n,m,R (1λ) = 1
]

= O
(

(n3+n2τ+nτ2)·m2

p

)
.

Therefore, for any m, τ ∈ poly(λ), for any n < 2m, and p ∈ ω(poly(λ)), we have n-
PDL

gen
≠⇒ m-DHEfb.

Proof. Let R be a τ -time reduction. We present a hybrid game Gamedhe-hyb
n,m,R (1λ) in Fig. 4,

which differs in the following way from the Gamedhe-ggm
n,m,R (1λ):
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Gamedhe-ggm
n,m,R (1λ) Gamedhe-hyb

n,m,R (1λ)

x⃗ := (); f⃗ := (); σ⃗ := ();
x←$ Fp;
for i ∈ [0 : n] do

σi+1 ← Enc(Xi);

x′ ← RDHEfb,Add(σ1, . . . , σn+1);
return x = x′;

DHEfb(ξ0, . . . , ξm)
1 : if ∃i ∈ [0 : m] : ξi ̸∈ σ⃗ then return ⊥;

2 : if xI(ξ0) ̸= 1 fI(ξ0)(X) ̸= 1 then

3 : return ⊥;
4 : w := xI(ξ1); w(X) := fI(ξ1)(X);
5 : for j ∈ [2 : m] do
6 : i := I(ξj);

7 : if xi ̸= wj fi(X) ̸= wj(X) then

8 : return ⊥;
9 : return Enc(wm+1(X));

Enc(g(X))
t := |σ⃗|;
if ∃i ∈ [1 : t] : g(x) = xi then

if ∃i ∈ [1 : t] : g(X) = fi(X) then
σt+1 := σi;

else

σt+1 ←$ {0, 1}⌈log p⌉ \ {σj}t
j=1;

x⃗ := x⃗∥g(x); f⃗ := f⃗∥g(X);
σ⃗ := σ⃗∥σt+1;
return σt+1;

Add(ξ, ξ′, b)
if ξ ̸∈ σ⃗ ∨ ξ′ ̸∈ σ⃗ then return ⊥;
i := I(ξ); j := I(ξ′);
g(X) := fi(X) + (−1)bfj(X);
return Enc(g(X));

Figure 4: The GGM game Gamedhe-ggm
n,m,R (1λ) for the PDL/DHEfb reduction R where the

generator is fixed base and its hybrid game Gamedhe-hyb
n,m,R (1λ) from Theorem 2. The steps

present only in the first game are denoted by box , and the steps present only in the hybrid
game are denoted by box . The algorithm I is described in Fig. 1.

• The encoding function Enc encodes the polynomial fi(X) instead of the corresponding
field element xi. If Enc gets g ̸∈ f⃗ as an input, it assigns to g a new randomly
sampled encoding. Otherwise, Enc returns the preexisting encoding. Add is identical
in both games except for the slight difference in the Enc oracle, which Add also calls.

• DHEfb tests the well-formedness of the input on the polynomials corresponding to
the encodings instead of the field elements. See Lines 2 and 7 in Fig. 4.

The inputs R receives in the hybrid game are chosen independently of the challenge x.
Hence, the probability that R guesses x is bounded by 1/p, Pr[Gamedhe-hyb

n,m,R (1λ) = 1] ≤ 1/p.

We say that the event bad happens when the final state of f⃗ satisfies,

∃g, h ∈ f⃗ , k ∈ [1 : m] : g(X) ̸= hk(X) ∧ g(x) = hk(x) ,

where x is the challenge. We claim that

Pr[Gamedhe-ggm
n,m,R (1λ) = 1 ∧ ¬bad] ≤ Pr[Gamedhe-hyb

n,m,R (1λ) = 1 ∧ ¬bad] . (4)

Let us fix some random coins r = rEnc∥rR for Gamedhe-ggm
n,m,R (1λ), where rEnc are the coins

used for Enc and rR are the coins used by the reduction R. We show that if the event
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Gamedhe-ggm
n,m,R (1λ) = 1 ∧ ¬bad happens on random coins r, then on the same random coins

r also the event Gamedhe-hyb
n,m,R (1λ) = 1 ∧ ¬bad happens. More precisely, we will show that

given that ¬bad happens, the input to R will be the same in both games, and consequently,
the output of R. This happens since the output of R is uniquely determined by its inputs
and the random coins rR. Therefore, Eq. (4) must be satisfied.

• Initially R gets Enc(1),Enc(X), . . . ,Enc(Xn) as an input in the original game. Since
Xi, Xj ∈ f⃗ for any 0 ≤ i < j ≤ n, the event ¬bad implies that xi ̸= xj . Therefore,
1, x, . . . , xn get assigned random and independently chosen encodings in the initial
game. In the hybrid game, 1, X, . . . , Xn are distinct polynomials, and thus they get
assigned the same random and independently chosen encodings.

• Assume inductively that inputs to R have been identical in Gamedhe-ggm
n,m,R (1λ) and

Gamedhe-hyb
n,m,R (1λ) up until some Add query (ξ, ξ′, b). In such case, also the states of x⃗,

f⃗ , and σ⃗ are identical in both games. Therefore, ξ ̸∈ σ⃗ ∨ ξ′ ̸∈ σ⃗ in one of the games
implies it is also true in the other. Thus, in both games, the response will be ⊥.
If the input is well-formed, the response will be Enc(g(X)) in both games. By the
event ¬bad, for all h ∈ f⃗ , we have g(x) ̸= h(x) if g ̸= h. Therefore, g(x) ∈ x⃗ if an
only if g(X) ∈ f⃗ . That means Enc(g(X)) will give the same response in both games.

• Assume inductively that inputs to R have been identical in Gamedhe-ggm
n,m,R (1λ) and

Gamedhe-hyb
n,m,R (1λ) up until some DHEfb query (ξ0, . . . , ξm). If DHEfb terminates on

Step 1 or Step 9, the analysis is identical to Add from above. Below we consider
termination on Steps 2 and 7. Recall from Fig. 1, for a vector of encodings σ⃗, we
denote I(ξ) = min{k ∈ [1 : |σ⃗|] : ξ = σk}.

– Assume fI(ξ0)(X) ̸= 1 holds on the Step 2 of Gamedhe-hyb
n,m,R (1λ). Since 1 ∈ f⃗ , the

event ¬bad implies that fI(ξ0)(x) = xI(ξ0) ̸= 1. Vice-versa, if xI(ξ0) ̸= 1, then
fI(ξ0)(X) is not a constant polynomial 1. Therefore, the condition in Line 2 is
satisfied in Gamedhe-ggm

n,m,R (1λ) if and only if it is satisfied in Gamedhe-hyb
n,m,R (1λ). If

one of the games outputs ⊥ on Step 2, so does the other.
– Suppose the condition fi(X) ̸= wj(X) is satisfied on Step 7 of Gamedhe-hyb

n,m,R (1λ).
In the Gamedhe-ggm

n,m,R (1λ), we have fi(x) = xi and wj(x) = wj . According to the
event ¬bad, fi(X) ̸= wj(X) implies that fi(x) ̸= wj(x). Therefore, fi(X) ̸=
wj(X) holds if and only if fi(x) ̸= wj(x). It follows that if DHEfb outputs ⊥ at
Step 7 in Gamedhe-ggm

n,m,R (1λ), then the same happens in Gamedhe-hyb
n,m,R (1λ).

Now, let us analyze the probability of the event bad. Consider the polynomials in the
vector f⃗ after R has outputted x′ in the hybrid game. We define deg(f⃗) := maxg∈f⃗ deg(g)
and show that deg(f⃗) ≤ n + τ .

Before any queries, we have f⃗ = (1, X, . . . ,Xn). Suppose (ξ0, . . . , ξm) is the first DHEfb
query that R makes, which does not result in a ⊥ output. We can conclude that the encod-
ings (ξ0, . . . , ξm) correspond to some polynomials in f⃗ of the form 1, w(X), w2(X), . . . , wm(X).
Since Add queries do not change deg(f⃗), it must be that deg(f⃗) = n before the query.
Thus, deg(wm) = m deg(w) ≤ n and it follows that

deg(w) ≤ n/m . (5)

If n < m, then Eq. (5) implies that deg(w) ≤ 0. Now we obtain a bound on the output
polynomial deg(wm+1) = (m+ 1) · deg(w) ≤ 0 and after the first DHEfb query deg(f⃗) = n
just as before the query. If m ≤ n < 2m then n/m < 2, and Eq. (5) implies that deg(w) ≤ 1.
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Therefore, deg(wm+1) ≤ deg(wn+1) ≤ n + 1. In either case (n = m or n < m), we can
conclude that after the first query deg(f⃗) ≤ n + 1.

Consider now the second query to the DHEfb oracle. Let it correspond to some
polynomials 1, u(X), u2(X), . . . , um(X) ∈ f⃗ . Suppose deg(u) ≥ 2. Then we obtain a
contradiction since for deg(um) = m · deg(u) ≥ 2m, which is impossible since f⃗ contains
polynomials of degree at most n + 1 ≤ m + 1 < 2m. Thus, it must be that deg(u) ≤ 1.
However, the output polynomial will again be at most degree n + 1. We conclude that
after R has finished its execution, deg(f⃗) ≤ n + 1.

Since R makes at most τ operations, f⃗ will contain at most n+1+τ distinct polynomials,
each of degree at most n + 1. Let fi, fj ∈ f⃗ and k ∈ [1 : m] such that fi(X) ̸= fk

j (X). The
probability that fi(x) = fk

j (x) is bounded by (n+1)k/p since fk
j (X)− fi(X) is a non-zero

polynomial with at most k(n + 1) roots. The probability that for any i, j ∈ {1, n + 1 + τ},
k ∈ [1 : m], fi(x) = fk

j (x) is

Pr[bad] ≤
m∑

k=1

(n+1)k
p · (n + 1 + τ)2 = (n+1)(n+1+τ)2(m+1)m

2p .

It follows that

Pr[Gamedhe-ggm
n,m,R (1λ) = 1] ≤ Pr[bad] + Pr[Gamedhe-hyb

n,m,R (1λ) = 1 ∧ ¬bad]

≤ Pr[bad] + 1/p = O
(

(n3+n2τ+nτ2)m2

p

)
.

4.2 n-PDL gen⇏ m-GDHE
Bauer, Fuchsbauer, and Loss [BFL20] showed that even very general Uber assumptions
reduce to the PDL assumption in the Algebraic Group Model (see Appendix B.2 for the
definition). We show that dBM techniques are likely to be insufficient to show the same
results in the standard model. We recall the n-Generalized Diffie-Hellman Exponent
(n-GDHE) assumption, which is a generalization of the n-DHE assumption.
Definition 4 (n-GDHE). We say that the n-Generalized Diffie-Hellman Exponent assump-
tion is secure respect to Ggen if for any PPT adversary A,

Advgdhe
Ggen,A,n(λ) := Pr

[
JxnK = A

(
p, J1, x, . . . , xn−1K,
Jxn+1, . . . , x2nK

)
p← Ggen(1λ),

x←$ Fp

]
≈λ 0.

It is easy to see that n-GDHE⇒ (n− 1)-DHE. Suppose that there exists an efficient
algorithm A that breaks the (n−1)-DHE assumption. Then, a n-GDHE adversary that gets
J1, x, . . . , xn−1, xn−1, . . . , x2nK as an input can return the output of A(J1, x, . . . , xn−1K) to
break n-GDHE assumption. Therefore also n-GDHE⇒ (n−1)-PDL. The opposite direction
(with slightly different parameters) is known to be true in the algebraic group model. We
sketch the main idea below.

Theorem 3. (2n)-PDL alg=⇒ n-GDHE.

Sketch. Let A be an algebraic adversary that breaks the n-GDHE assumption with non-
negligible probability. We construct an efficient adversary B that breaks (2n)-PDL as-
sumption with non-negligible probability. B receives J1, x, . . . , x2nK as an input and it
runs A on an input J1, x, . . . , xn−1, xn−1, . . . , x2nK (i.e., without the element JxnK). A
successful A will output JxnK with some integers a0, . . . , an−1, an−1, . . . , a2n such that

JxnK =
n−1∑
i=0

aiJxiK +
2n∑

i=n+1
aiJxiK.

Observe that f(X) := Xn −
∑n−1

i=0 aiX
i −
∑2n

i=n+1 aiX
i is a non-zero polynomial with

f(x) = 0. Therefore, B can find the roots of f(X), find the one that matches the discrete
logarithm of JxK, and output x.
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Gamegdhe-ggm
Ggen,n,m,R(1λ) Gamegdhe-hyb

Ggen,n,m,R(1λ)

x⃗ := (); f⃗ := (); σ⃗ := ();
x←$ Fp;
for i ∈ [0 : n] do

σi+1 ← Enc(Xi);

x′ ← RGDHE,Add(σ1, . . . , σn+1);
return x = x′;

GDHE(ξ0, . . . , ξm−1, ξm+1, . . . , ξ2m)
1 : if ∃i ∈ [0 : 2m] \ {m} : ξi ̸∈ σ⃗ then return ⊥;

2 : if xI(ξ0) = 0 fI(ξ0)(X) = 0 then return ⊥;

3 : g := xI(ξ0); w := xI(ξ1)/g;

4 :
g(X) := fI(ξ0)(X); w(X) :=

fI(ξ1)(X)
g(X) ;

5 : for j ∈ [1 : m− 1] ∪ [m + 1 : 2m] do
6 : i := I(ξj);

7 : if xi ̸= wjg fi(X) ̸= wj(X)g(X) then return ⊥;
8 : return Enc(wm(X) · g(X));

Figure 5: The GGM game Gamegdhe-ggm
Ggen,n,m,R(1λ) for the PDL/GDHE reduction R and its

hybrid game Gamegdhe-hyb
Ggen,n,m,R(1λ) from Theorem 4. The steps present only in the first game

are denoted by box , and the steps present only in the hybrid game are denoted by box .
I is described in Fig. 1 and Add and Enc in Fig. 4.

We find it somewhat surprising that n-PDL
gen
≠⇒ m-GDHE as we show next. However,

this result follows the intuition from the previous section. An oracle that solves m-GDHE in-
stances cannot compute JxtK for t≫ m. We present the reduction game Gamegdhe-ggm

Ggen,n,m,R(1λ)
in Fig. 5, analogous to the one in Fig. 4. For the sake of completeness, we still provide a
formal proof the following result in Appendix D.

Theorem 4. Consider a group of prime order p. For any τ -time reduction R and n ≥ 1,
m ≥ 2,

Pr
[
Gamegdhe-ggm

Ggen,n,m,R(1λ) = 1
]

= O
(

m2n(n3+n2τ+nτ2+τ3)
p

)
.

Therefore, for any n,m, τ ∈ poly(λ) such that n ≥ 1, m ≥ 2 and p ∈ ω(poly(λ)), we have
n-PDL

gen
≠⇒ m-GDHE.

5 From Adversaries to Perfect Oracles
5.1 Revisiting Shoup’s Perfect CDH Oracle
Let β, ε be arbitrary parameters such that β > 0, ε < 1. [Sho97] defines an efficient
adversary that wins the CDH game with probability at least 1− β, given oracle access to
an adversary ε-CDH that wins the game with probability at least ε.

Theorem 5 ([Sho97]). Given an oracle ε-CDH that wins the CDH game with probability
ε, we can construct an algorithm that solves CDH with the following properties. For each
β ∈ (0, 1), it holds that

1. the algorithm solves CDH with probability at least 1− β,
2. it makes O(1/ε) log(1/β) queries to the imperfect ε-CDH oracle,
3. it runs in time O(1/ε) log(1/β).

For simplicity, we consider group exponentiations as operations that are constant in the
security parameter, despite they are performed in time O(log p). Note that if ε is greater
than the inverse of a polynomial, in the security parameter (i.e. the CDH assumption
would not hold), then the algorithm defined according to the previous theorem is a PPT.

Results in [Sho97] only argue on the asymptotic behavior of the defined adversary.
Moreover, it assumes that ε is known. This suffices for the purpose of using the amplification
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technique for a reduction from CDH to DL. In fact, since we only need to show that for
every CDH adversary, there exists a DL one, the latter can be defined as having the right
ε hard-coded. However, the reduction defined in this way is only of theoretical interest.

In this section, we revisit [Sho97] result. First, we show how to define the algorithm
that solves CDH with arbitrarily high probability, giving a concrete bound for any concrete
choice of the parameters. In particular, for each β ∈ (0, 1), we show how to define the
most efficient adversary that solves CDH at least with probability 1 − β, having black-
box access to an arbitrary CDH adversary ε-CDH. As a sub-task, the defined amplified
CDH adversary needs to estimate ε, having black-box access to ε-CDH. This sub-task
is performed independently from the input. Thus, the reduction from CDH to DL can
estimate the advantage of the given CDH adversary only once at the beginning.

Corollary 1. Let β ∈ (0, 1) be an arbitrary constant. Suppose the CDH assumption does
not hold. Thus, there exists a PPT B and a polynomial s(X), such that, there exists an
integer λ0, such that Advcdh

B (λ) ≥ 1/s(λ), for each λ ≥ λ0. Then, there exists an expected
PPT CDH adversary A with the following properties.

1. Pr
[
u ̸= x, y x, y ←$ Fp; JuK← A(J1, x, yK, β);

]
≥ 1− β − 2−λ .

2. A makes 1 + 50(λ− 1) +O(1/ε) log(1/β) calls, on average, to the adversary B. Only
the last O(1/ε) log(1/β) calls depend on the input Jx, yK.

The proof can be found in Appendix E.1. A concrete algorithm was defined in [MW96],
which is asymptotically less efficient than the one in [Sho97],. The algorithm in this section
is as practical as the one from [MW96] and asymptotically as efficient as the one in [Sho97].

5.2 A Perfect DHE Oracle
The results from Section 5.1 can be adapted to define a reliable n-DHE oracle. A crucial
feature is that, as in the case of CDH, it is possible to randomize a DHE challenge. Let
J{xi}n

i=0K, and let a, b ∈ Fp. We can compute a valid DHE challenge J{(ax+ b)i}n
i=0K, by

evaluating the polynomial (aX + b)i in x.
Moreover, we can recover the answer Jxn+1K given the correct answer JuK, where

u = (ax+ b)n+1, and field elements a, b. Since (aX+ b)n+1 = an+1Xn+1 + f(X, a, b), where
f(X,A,B) is a polynomial of degree in X up to n, we get Jxn+1K = (JuK−Jf(x, a, b)K)/an+1.

These properties are needed to get answers from the n-DHE oracle that are pairwise
independent for the challenge Jxn+1K.

Corollary 2. Let β ∈ (0, 1) be an arbitrary constant and n be an integer value that is
bounded by a polynomial in the security parameter. Suppose the n-DHE assumption does
not hold. Thus, there exists a PPT B and a polynomial s(X), such that, there exists an
integer λ0, such that Advn,dhe

B (λ) ≥ 1/s(λ), for each λ ≥ λ0. Then, there exists an expected
PPT DHE adversary A with the following properties.

1. Pr
[
u ̸= xn+1 x←$ Fp; JuK← A(J{xi}n

i=0K, β);
]
≥ 1− β − 2−λ .

2. A makes 1 + 50(λ− 1) +O(1/ε) log(1/β) calls, on average, to the adversary B. Only
the last O(1/ε) log(1/β) calls depend on the input Jx, yK.

The proof is similar to the one of Corollary 1 and outlined in Appendix E.2.
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A Related Works
The groundwork for the dBM reduction was laid out by den Boer [den90]. He studied DL
and CDH in the group F∗

p, where the Euler’s totient function8 ϕ(p−1) is smooth and shows
that DL⇒ CDH in this group. It is relatively easy to generalize this approach to arbitrary
groups G of order p, where p− 1 is smooth as was shown later by Maurer [Mau94]. This
is also the setting we use in this work.

8Let n =
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i=1 p
ei
i > 1 be an integer, where pi are distinct primes. The Euler’s totient function is

defined as ϕ(n) =
∏d

i=1 p
ei−1
i (pi − 1).
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Maurer [Mau94] takes the main idea of den Boer even further than that and shows
how to apply it to arbitrary cyclic groups G, where the order p = |G| is known. In fact, he
even considers groups with non-prime orders. He proposes mapping the discrete logarithm
challenge to a suitable auxiliary group with a smooth order, where the discrete logarithm
can be solved in polynomial time. In particular, he focuses on using elliptic curves over
Fp as an auxiliary group and conjectures that sufficiently smooth elliptic curve groups
exist for every prime p. There are no known efficient algorithms for finding such curves for
arbitrary p and many subsequent works focus on finding these elliptic curves for specific
groups. The original work by den Boer can be seen as the case where F∗

p is the auxiliary
group.

Maurer and Wolf [MW96] present various extension results. They consider different
types of oracles, such as the squaring oracle and a CDH oracle with imperfect correctness.
They also present a list of expressions, such as p − 1 or p + 1 being smooth (in fact,
several more), which are sufficient for obtaining a fast reduction. They also propose how to
construct groups, where DL and CDH are equivalent. The later publication by Maurer and
Wolf [MW99] seems mostly to be a merger of [Mau94] and [MW96] with small extensions
and more detailed proofs.

Muzereau, Smart, and Vercauteren [MSV04] present a concretely efficient version of
dBM reduction and search for smooth elliptic curves for many standard elliptic curves of
that time period. They have varying degrees of success, with curves for some groups having
less than 40 bits smoothens and some having above 80 bits. Bentahar [Ben05] proposes an
approach to optimize elliptic curve operations in dBM reduction and finds smooth elliptic
curves for even more standard groups. The recent work by May and Schneider [MS23]
continues this line of work. They focus on finding smooth auxiliary elliptic curve groups for
many currently popular groups. Remarkably, they implement dBM reduction and achieve
impressive concrete efficiency (assuming the oracle runs in constant time). For instance,
for the popular NIST P-256 group, it takes around 30 seconds to break DL on modest
hardware. In fact, the memory consumption seems to be the actual bottleneck in their
work, e.g., 3TB in the case of P-256.

B Additional Preliminaries
B.1 SCDH = CDH
Lemma 3 ([MW96]). The CDH assumption is hard if and only if the SCDH assumption
is hard.

Sketch. ⇒) Suppose JxK, JyK is the CDH challenge. If SCDH is easy to solve, the reduction
can compute J(x+ y)2K = Jx2 + 2xy + y2K, Jx2K and Jy2K. Therefore,

(1/2) ·
(
J(x+ y)2K− Jx2K− Jy2K

)
= JxyK ,

which breaks the CDH assumption.
⇐) Suppose JxK is the SCDH challenge and CDH is easy to solve. Then, we can

sample r1, r2 ←$ Fp and compute uniformly random and independent group elements
JaK := Jx + r1K and JbK := Jx + r2K. Now we can use the CDH oracle to compute
JabK = Jx2 + (r1 + r2)x + r1r2K. Therefore, JabK − (r1 + r2)JxK − Jr1r2K = Jx2K, which
breaks the SCDH assumption.

B.2 Algebraic Group Model
In the algebraic group model (AGM) [FKL18], we consider security against algebraic
algorithms A. An algebraic algorithm A takes some group elements Jx1, . . . , xnK and
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possibly other bitstrings as an input. For each group element JyK that A outputs, it
also has to output integers a1, . . . , an, which satisfy JyK =

∑n
i=1 aiJxiK. The proofs in

the algebraic group model are typically reductions to some security assumption, such as
the n-PDL assumption. We refer to [FKL18] for some examples. Recently, Jaeger and
Mohan [JM24] gave a more rigorous formalization of AGM. Since AGM is not the main
focus of this paper, we follow the intuitive formalism explained above [FKL18].

C Proof of Lemma 1
Proof. We know that F∗

p contains ϕ(p− 1) =
∏d

i=1 p
ei−1
i (pi − 1) generators, where ϕ is the

Euler’s totient function. According to Rosser and Schoenfeld [RS62, Eq.(3.42)], for any
n ≥ 3,

n/ϕ(n) < ec ln lnn+ 2.5063/(ln lnn) ,

where c is the Euler’s constant, e is the Euler’s number, and eγ < 1.7811. It is simple to
experimentally verify that for n ≥ 243 − 1, eγ ln lnn+ 2.5063/(ln lnn) < 2 ln lnn. Let η
denote the probability that g ←$ F∗

p is a generator of F∗
p. Then,

η = ϕ(p− 1)/(p− 1) > 1/(2 ln ln(p− 1)) .

Recall that
∑∞

i=0 r
i = 1

1−r for any |r| < 1. Therefore,

∞∑
i=1

iri−1 = d
dr

∞∑
i=0

ri = d
dr

(
1

1−r

)
= 1

(1−r)2 .

And, by taking r = 1− η < 1,

E[X] =
∞∑

i=1
i(1− η)i−1η = 1/η .

We obtain that E[X] < 2 ln ln(p− 1).

D Proof of Theorem 4
Proof. Let R be a τ -time reduction algorithm in Gamegdhe-ggm

Ggen,n,m,R(1λ) and

Sm := [1 : m− 1] ∪ [m+ 1 : 2m] .

We follow a similar proof strategy as in Theorem 2. In Fig. 5, the hybrid game
Gamegdhe-hyb

Ggen,n,m,R(1λ) is identical to Gamegdhe-ggm
Ggen,n,m,R(1λ) except for the behaviour of oracles

Add, Enc, and GDHE. Namely, the oracles operate on polynomials in variable X instead of
the challenge value x. Therefore, the inputs to R do not depend on x, which means that

Pr[Gamegdhe-hyb
Ggen,n,m,R(1λ)] ≤ 1/p .

Immediately after R receives the initial input, f⃗ = (1, X, . . . ,Xn) (observe that f⃗ is
updated inside the Enc oracle). As before, let us denote deg(f⃗) = maxg∈f⃗ deg(g). Addition
queries do not increase the degree of polynomials in f⃗ , that is deg(f⃗) remains the same
before and after any Add query. Suppose ξ0, . . . , ξm−1, ξm+1, . . . , ξ2m is the first GDHE
query and inputs correspond to polynomials

g(X), h1(X), . . . , hm−1(X), hm+1(X), . . . , h2m(X) .

The oracle defines w(X) = h1(X)/g(X) and tests that fi(X) = wj(X)g(X) for j ∈ Sm

and i := I(ξj). Recall, as in the previous impossibility proof, I(ξj) returns the smallest
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index i such that σi = ξj and fi(X) is the corresponding polynomial. If the tests pass,
GDHE oracle outputs Enc(fm(X)), where fm(X) := wm(X)g(X).

First, we confirm that fm(X) is a polynomial. Observe that

fm−1(X) · fm+1(X) = w2m(X)g2(X) = f2
m(X) ,

which is a polynomial since fm−1(X) and fm+1(X) are polynomials. Since f2
m(X) =

w2m(X)g2(X) is a polynomial, so is fm(X) = wm(X)g(X). Furthermore, since deg(f2
m(X)) =

deg(fm−1(X)) + deg(fm+1(X)) ≤ 2n, it follows that deg(fm(X)) ≤ n. Therefore, after the
first query to GDHE, f⃗ still contains polynomials of degree at most n. Note that if n < 2m,
w(X) must be a constant polynomial.

We conclude that deg(f⃗) = n when R finishes its execution since neither of the oracle
calls can increase the degree.

For the final state of f⃗ , we define the following event

bad :=


(
∃g ∈ f⃗ : g(X) ̸= 0 ∧ g(x) = 0

)
∨(

∃g, a, b ∈ f⃗∃j ∈ Sm : gj−1(X) · b(X) ̸= aj(X)∧
gj−1(x) · b(x) = aj(x)

)  ,

where x is the challenge chosen independently of f⃗ . The first condition guarantees that
when bad does not happen, then xI(ξ0) = 0 if an only if fI(ξ0)(X) = 0 on Step 12 in
Fig. 5. For the second condition observe that if we define w(X) = a(X)/g(X), then
gj−1(X) · b(X) = aj(X) is equivalent to b(X) = w(X)j · g(X). Therefore, if bad does not
happen xi ̸= wj · g if and only if fi(X) ̸= wj(X) · g(X) on Step 7 in Fig. 5. The formal
analysis that

Pr[Gamegdhe-ggm
Ggen,n,m,R(1λ) ∧ ¬bad] = Pr[Gamegdhe-hyb

Ggen,n,m,R(1λ) ∧ ¬bad] ≤ 1/p

is similar to the one in Theorem 2.
Let us bound the probability that the event bad happens. The vector f⃗ contains

at most n + 1 + τ polynomials. Probability that any non-zero g ∈ f⃗ has x as a root
is bounded by (n + 1 + τ) · n/p. Suppose that for some g, a, b ∈ f⃗ , j ∈ Sm, we have
t(X) := gj−1(X) · b(X)− aj(X) ̸= 0, but t(x) = 0. Since deg(t) ≤ nj, the probability of
this event is at most nj/p. There are (n + 1 + τ)3 ways to choose g, a, and b. Thus,

Pr[bad] ≤ (n+1+τ)n
p +

∑
j∈Sm

(n + 1 + τ)3 · nj
p

= (n+1+τ)n
p + (n+1+τ)3n

p ·
∑

j∈Sm
j

≤ (n+1+τ)n
p + (n+1+τ)3n(1+2m)m

p| .

We can now conclude that

Pr
[
Gamegdhe-ggm

Ggen,n,m,R(1λ) = 1
]
≤ Pr[bad] + Pr[Gamegdhe-hyb

Ggen,n,m,R(1λ) ∧ ¬bad]

= O
(

m2n(n3+n2τ+nτ2+τ3)
p

)
.

E Proofs of Section 5
E.1 Perfect CDH Oracle Proof
In this section, we demonstrate Corollary 1. We first show how to define an (1− β)-CDH
oracle, given an imperfect ε-CDH oracle and an upper bound of its success probability.
Then, we show how to compute an upper bound on the success probability of any imperfect
ε-CDH oracle. Finally, we use these results to prove Corollary 1.
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(1− β)-CDHε-CDH(·)(J1, x, yK, β, ε)
1 : Find the smallest, positive integer µ such that Eq. (6) holds;
2 : for i ∈ [1 : µ] do
3 : rai , rbi , ri ←$ Fp;
4 : JaiK← raiJ1K + riJxK; JbiK← rbiJ1K + riJyK;
5 : Ju′

iK← ε-CDH(J1, ai, biK);

6 : JuiK←
Ju′

iK− (rai rbi )J1K− rai riJyK− rbi riJxK
r2

i

;

7 : endfor
8 : for i ∈ [1 : µ− 1], j ∈ [i + 1 : µ] do
9 : if JuiK = JujK then

10 : return JujK; endif
11 : endfor
12 : return ⊥;

Figure 6: Construction of a (1− β)-CDH oracle, given a ε-CDH oracle.

Theorem 6. Let ε-CDH be any oracle such that Advcdh
ε-CDH(λ) ≥ ε. For each β ∈ (0, 1),

there exists an algorithm (1− β)-CDH such that

Pr
[
u ̸= xy

p← Ggen(1λ);x, y ←$ Fp;
JuK← (1− β)-CDHε-CDH(·)(p, J1, x, yK, β, ε);

]
≤ β .

Moreover, (1 − β)-CDH makes O(1/ε) log(1/β) queries to the ε-CDH oracle, and runs in
time O(1/ε) log(1/β).
Proof. We start describing the algorithm (1 − β)-CDH, which is depicted in Fig. 6. In
a nutshell, the idea in [Sho97] consists of calling µ times the imperfect ε-CDH oracle,
and storing the answers in a list u⃗ = {Ju1K, . . . , JuµK}. µ is chosen such that with high
probability, the list u⃗ will contain the correct CDH answer at least twice. However, the
ε-CDH oracle is called using inputs that are masked by fresh randomizers. Consequently,
two oracle answers will pass the test on Step 9 only if they are the correct answers to
the CDH problem, except with negligible probability. Thus, (1− β)-CDH checks whether
two answers satisfy the condition on Step 9. If this happens, then, except with negligible
probability, both of them are the correct CDH answers.

More formally, note that the event of getting a wrong CDH answer (u ̸= xy) can happen
only in two cases. The first case is the event that for some indexes i, j, the condition
in Step 9 is satisfied (JuiK = JujK), but JujK ̸= JxyK. We call this event inc because it
corresponds to the undesirable event that (1− β)-CDH returns an answer that is believed
to be the correct, but it is not. The second case happens if the list u⃗ contains less than two
corrects CDH evaluations, and inc did not occur. Let null be the event that there exists
at most one index i ∈ [1 : µ] such that ui = xy. In this case, given inc did not occur, the
algorithm reaches Step 12 and returns ⊥. By the union bound, the probability of returning
a wrong CDH answer is at most Pr[inc] + Pr[null].

Intuitively, by increasing µ, Pr[null] decreases, while Pr[inc] increases. However, since
the field dimension is exponential in the security parameter, the increase in the latter is
much slower than the decrease in the former. We give an expression for Pr[null] + Pr[inc]
as a function of µ and p, and we impose it to be at most β.

We show in Lemma 4 that each check can lead to inc with probability at most 2/p.
Since the algorithm performs at most µ(µ−1)/2 checks, by the union bound, we have
Pr [inc] ≤ µ(µ−1)/p.
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To bound Pr[null], we note that the number of elements JuiK such that ui ≠ xy has
Binomial distribution with parameters µ and ψ, where ψ ≤ 1 − ε. Let X denote the
number of incorrect answers returned by ε-CDH. We have that null happens if all the µ
answers are incorrect, except at most one,

Pr [null] = Pr [X ≥ µ− 1] = (ψ)µ−1 (ψ + µ(1− ψ))
≤(1− ε)µ−1(1 + µ) .

Considering the bound that we have found, we get

Pr[null] + Pr[inc] ≤ (1− ε)µ−1(1 + µ) + µ2−µ
p . (6)

Therefore, the statement is satisfied as long as the chosen µ in Eq. (6) is bounded by β.
We show now that we achieve the asymptotic bounds claimed in the statement. As

done in [Sho97], since p is exponential in the security parameter, we assume that the
second addendum on the right side of the inequality Eq. (6) is asymptotically negligible.
We want to find a range for µ such that

(1− ϵ)µ−1(µ+ 1) ≤ β − negl(λ) := β′ .

By multiplying both sides by (1− ϵ)2 ≥ 0 we get

(1− ϵ)µ+1(µ+ 1) ≤ β′(1− ϵ)2,

and next, we multiply by ln(1− ϵ) < 0, which gives

ln(1− ϵ)(µ+ 1)eln(1−ϵ)(µ+1) ≥ β′ ln(1− ϵ)(1− ϵ)2. (7)

The solutions for the equality in Eq. (7) are given by the Lambert W function. It is
known that the equation yey = x can be solved if and only if x ≥ −1/e and the solution is
y = W0(x), if x ≥ 0, or y = W0(x) and y = W−1(x) if −1/e ≤ x < 0. In the case of Eq. (7),
we identify y = ln(1 − ϵ)(µ + 1) and x = β′ ln(1 − ϵ)(1 − ϵ)2. Observe that we have a
solution if and only if

β′ ln(1− ϵ)(1− ϵ)2 ≥ − 1
e ⇒ β′ ≤ − 1

e ln(1−ϵ)(1−ϵ)2 .

Here the implication follows from ln(1−ϵ) < 0. This restriction is reasonable in the context
of the asymptotic behavior, where we care about small values of β′.

Hence, assuming −1/e ≤ β′ ln(1− ϵ)(1− ϵ)2 < 0, the solutions for the equality in Eq. (7)
for µ ∈ R are given by

ln(1− ϵ)(µ+ 1) = W0(β′ ln(1− ϵ)(1− ϵ)2), or
ln(1− ϵ)(µ+ 1) = W−1(β′ ln(1− ϵ)(1− ϵ)2),

given that W0(x) = g−1(x), where g : [−1,+∞)→ [−1/e,+∞), g(x) = xex and W−1(x) =
h−1(x), where h : (−∞,−1]→ [−1/e, 0), h(x) = xex.

Thus, since we are interested in the inequality, we must have

µ ≤ W0(β′ ln(1−ϵ)(1−ϵ)2)
ln(1−ϵ) − 1 or µ ≥ W−1(β′ ln(1−ϵ)(1−ϵ)2)

ln(1−ϵ) − 1.

Finally, given our focus on the positive values of µ, we consider the lower bound µ ≥
W−1(β′ ln(1− ϵ)(1− ϵ)2)/ln(1− ϵ)− 1, see Fig. 7.

Since W−1(x) ≥ ln(−x)e/(e− 1), [Laj22, Eq. (8)], we have

µ ≥ W−1(β′ ln(1−ϵ)(1−ϵ)2)
ln(1−ϵ) − 1

≥
(

e
e−1

) ln(−β′ ln(1−ε)(1−ε)2)
ln(1−ϵ) − 1.
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Figure 7: The Lambert W function W−1(β ln(1−ϵ)(1−ϵ)2)
ln(1−ϵ) − 1 for distinct values of β.

Note that f(X) := ln(1−X)(1−X)2 is a continuous function in (0, 1). By analyzing the
derivatives of f(X), i.e., f ′(X) = (X−1)−2(1−X) ln(1−X) and f ′′(X) = 3+2 ln(1−X), we
find that it has a minimum at x = 1−1/

√
e. Therefore, we define −c = f(1−1/

√
e) ≈ −0.184

and −c ≤ ln(1− ε)(1− ε)2 for all ε ∈ (0, 1). Consequently

µ ≥
(

e
e−1

)
ln(β′c)
ln(1−ϵ) − 1 .

From the standard inequality ln(x) ≤ x− 1 for x > 0 and the fact that 1− ϵ > 0, we have
that ln(1− ε) ≤ −ε. Thus,

µ ≥
(

e
e−1

)
− ln(β′)−ln(c)

ε − 1

=
(

e
e−1

)
ln(1/β′)+ln(1/c)

ε − 1 ∈ O(1/ε) log(1/β) ,

where here we used the fact that β ≈ β′.
The number of operations is clearly bounded by the number of times the check on Step

9 is performed. If we perform the checks in the naive way as depicted in Fig. 6, then we
have O(1/ε2) log(1/β) operations, in the worst case. However, we can optimize this step
using a hash table. Particularly, while we iterate on u⃗, we put the group elements JujK into
a hash table. Then, if a collision occurred (i.e., in case we are trying to put an element in
a cell of the hash table that is already occupied), we have found a pair that satisfies the
equality on Step 9, and we can return it. This procedure is linear, resulting in running
time for CDH of order O(1/ε) log(1/β), as claimed in the statement.

Even if we recover the same asymptotic behavior, differently from [Sho97], we showed
here how to choose the best µ, given the arbitrary parameter β, and the field size p, to
minimize the calls to the original ε-CDH oracle. One can find such optimal µ, by applying
numerical methods to solve Eq. (6).

Lemma 4. The probability that the condition on line 9 in Fig. 6 is satisfied but JuK ̸= JxyK,
is bounded by 2/p.

Proof. Using the notation Fig. 6, observe that aibi = (rai
+ rix)(rbi

+ riy), which implies
that −(rairbi)− rairiy− rbirix = u′

i − aibi + r2
i xy. Assume that the condition on line 9 in

Fig. 6 is satisfied. Thus, there exist two different indexes i, j such that JuiK = JujK, and
consequently

r2
i uj = r2

i ui = u′
i − (rai

rbi
)− rai

riy − rbi
rix

= u′
i − aibi + r2

i xy .

This can be rewritten as

r2
i (uj − xy) + (rairbi − u′

i) = 0 .
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Estε-CDH(β, c)
1 : L← 0; µ← 1 + ⌈ln(2/β)/2c2⌉;
2 : for i ∈ [1 : µ] do
3 : x, y ←$ Fp;
4 : JuK← ε-CDH(J1, x, yK);
5 : if JuK = xyJ1K then L← L + 1;
6 : endfor
7 : ε′ ← L/µ; return ε′;

Figure 8: Est estimates the probability of success of any faulty ε-CDH oracle.

Since the inputs to ε-CDH were randomized, all of uj , x, y, rai
, rbi

, and u′
i do not depend

on ri. Consider the polynomial w(X) := (uj − xy)X2 + rairbi − u′
i. If uj ̸= xy, then

w(X) ̸= 0. Thus, the probability that w(ri) = 0 for a random ri ←$ Fp is at most 2/p.

We show next how to bound Advcdh
A (λ), for each CDH adversaries.

Lemma 5. Let ε-CDH be an oracle such that Advcdh
ε-CDH(λ) ≥ ε. For any β, c such that

0 < β, c < 1, we have that

Pr
[
|ε− ε′| ≥ c ε′ ← Estε-CDH(β, c);

]
≤ β ,

where Estε-CDH(β, c) is the algorithm defined in Fig. 8.

Proof. Let us start by recalling Hoeffding’s inequality when applied to a sum of indepen-
dent Bernoulli’s random variables. Particularly, let {Xi} be a sequence of independent
Bernoulli’s trials and let L =

∑µ
i=1 Xi. For each t > 0, we have

Pr (|L− E(L)| ≥ t) ≤ 2 exp(−2t2
/µ) .

We will consider Xi = 1 if the check on the line 5, at the i-th iteration, is satisfied.
Note that E(Xi) ≤ ε, for each i ∈ [1 : µ]. Conditioned on the event that ε′ is returned

by Estε-CDH, on input any given β, c, we have that

Pr(|ε′ − ε| ≥ c) ≤ Pr(|L− εµ| ≥ cµ) ≤ 2 exp(−2c2µ) .

Here, the equality follows from the definition of ε′ and the linearity of the expected value,
while the inequality follows from Hoeffding’s inequality.

Now, we want that 2 exp(−2c2µ) ≤ β, which is satisfied if µ ≥ ln(2/β)/(2c2).

Finally, applying both Lemma 5 and Theorem 6 we can prove Corollary 1. For the
sake of the reader, we restate it here.

Corollary 3. Let β ∈ (0, 1) be an arbitrary constant. Suppose the CDH assumption does
not hold. Thus, there exists a PPT B and a polynomial s(X), such that, there exists
an integer λ0, such that Advcdh

B (λ) ≥ 1/s(λ), for each λ ≥ λ0. Then, there exists a CDH
adversary A with the following properties.

1. Pr
[
u ̸= x, y x, y ←$ Fp; JuK← A(J1, x, yK, β);

]
≥ 1− β − 2−λ .

2. A is expected PPT.

3. A makes 1 + 50(λ− 1) +O(1/ε) log(1/β) calls, on average, to the adversary B. Only
the last O(1/ε) log(1/β) calls depend on the input Jx, yK.



32 Revisiting Discrete Logarithm Reductions

AB(J1, x, yK, β, β′)
1 : c← 1/10; ε′ ← EstB(2λ, 1/10);
2 : JuK← (1− β)-CDHB(J1, x, yK, β, ε′ + c);
3 : return JuK;

Figure 9: An adversary A that solves CDH with arbitrary high probability.

Proof. We define A having black-box access to B in Fig. 9. A first calls the procedure
Est to estimate Advcdh

B (λ) ≥ ε. Then it runs the amplified oracle (1− β)-CDH, defined in
Fig. 6, and forwards its output. Clearly, if both Est and (1− β)-CDH are successful, then
A returns the correct answer. Thus, by the union bound, Lemma 5, and Theorem 6 we
have Advcdh

A (λ) ≥ 1− β − 1/2λ.
To check the statement about the running time, note that Est runs in time 1+

⌈
log(2/β)
2(1/10)2

⌉
.

The choice of c = 1/10 is arbitrary and the proof does not depend on this choice. Let null
be the event that ε′ > 1/s(λ) + 1/10. Clearly, null can happen only if Est fails. In case Est is
successful (i.e., null did not occur), then ε′ + c is polynomial in the security parameter,
and, by Theorem 6, (1− β)-CDH running time is O(1/(ε′+c)) log(1/β) = O(1/ε) log(1/β).

To ensure that A is the expected PPT, we will modify (1− β)-CDH such that it aborts
if it has to perform more than 2λ operation. Thus when null happens, A runs in time
O
(
2λ
)
. Therefore, the expected running time of A is bound by O(1/ε) log(1/β) +O(1).

The third claim follows trivially from Lemma 5, and Theorem 6, once we note that
only the former needs the inputs Jx, yK.

Note that if we want to use A several times, we do not need to estimate Advcdh
B (λ)

more than once. In fact, since this step is independent of the specific CDH challenge, we
can perform it once and then just call the second procedure.

E.2 Perfect DHE Oracle Proof
In this section, we sketch a proof of Corollary 2. The procedure to obtain an upper bound
for the advantage of ε-DHE is similar to the one defined in Lemma 5 for CDH. In particular,
the reduction challenges the adversary with fresh, random instances. Since the reduction
knows the trapdoors of these challenges, it can verify whether the adversary succeeded,
and it sets the success probability as the fraction of successes. Thus, we only care about
defining a (1− β)-CDH oracle, given an imperfect ε-DHE oracle and an upper bound of its
success probability. We start with a lemma for the DHE problem that plays a similar role
to Lemma 4 for the CDH.

Lemma 6. Let f(X,A,B) be the polynomial such that (AX + B)n+1 = An+1Xn+1

+f(X,A,B), and Let A be any n-DHE adversary. We have that

Pr

 u1 = u2;
u1 ̸= xn+1;

a1, a2, b1, b2, x←$ Fp;
Ju′

1K← A(J{(a1x+ b1)i}n
i=0K;

Ju′
2K← A(J{(a2x+ b2)i}n

i=0K;
Ju1K← (Ju′

1K− Jf(x, a1, b1)K)/an+1
1 ;

Ju2K← (Ju′
2K− Jf(x, a2, b2)K)/an+1

2 ;

 ≤ 2(n + 1)
p

.

Proof. Consider the polynomial g(A) = An+1u1 − u′
2 + f(x,A, b2). From u1 = u2, we get

u1 = u2 = u′
2 − f(x, a2, b2)

an+1
2

.
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(1− β)-DHEε-DHE(·)(J{xi}n
i=0K, β, ε)

1 : Find the smallest, positive integer µ such that Eq. (8) holds;
2 : for i ∈ [1 : µ] do
3 : rai , rbi ←$ Fp;
4 : for j ∈ [0 : n] do Jyj

i K← J(aix + bi)jK; endfor

5 : Ju′
iK← ε-DHE(J{yi}n

i=0K);

6 : JuiK←
Ju′

iK− Jf(x, ai, biK
an+1

i

;

7 : endfor
8 : for i ∈ [1 : µ− 1], j ∈ [i + 1 : µ] do
9 : if JuiK = JujK then

10 : return JujK; endif
11 : endfor
12 : return ⊥;

Figure 10: Construction of a (1− β)-DHE oracle, given a ε-DHE oracle.

Thus, u1 = u2 implies g(a2) = 0.
Suppose that u1 ̸= xn+1 and u2 = xn+1, which implies that u′

2 = (a2x + b2)n+1,
g(A) ̸= 0 as polynomial, and g(a2) = 0. We can apply the Schwartz–Zippel lemma and
argue that the previous event happens at most with probability (n + 1)/|Fp|, since a2 is
information-theoretically hidden to A. If u2 ̸= xn+1, then trivially g(A) ̸= 0 as polynomial,
and g(a2) = 0. So again, this can happen at most with probability (n + 1)/|Fp|. The claim
follows from the union bound.

Theorem 7. Let ε-DHE be any oracle such that Advn,dhe
ε-DHE(λ) ≥ ε. For each β ∈ (0, 1),

there exists an algorithm (1− β)-DHE such that

Pr
[
u ̸= xn+1 p← Ggen(1λ);x←$ Fp;

JuK← (1− β)-CDHε-CDH(·)(p, J{xi}n
i=1K, β, ε);

]
≤ β .

Moreover, (1 − β)-DHE makes O(1/ε) log(1/β) queries to the ε-CDH oracle, and runs in
time O(1/ε) log(1/β).

Sketch. The proof is essentially the same as the one in Theorem 6. Therefore, we only give
a sketch, outlining the different parts. Recall that the algorithm (1− β)-DHE can return
the wrong answer only in two cases.

The first one is that the check on line 9 is satisfied, but the returned element is not the
correct answer. We call this event inc (false positive). We invoke Lemma 6 to claim that
each check can lead to inc with probability at most 2n/p. Since there are at most (µ2−µ)/2
checks, we have that

Pr[inc] ≤ (n + 1)(µ2 − µ)
p

.

The (1−β)-DHE can return the wrong answer also in the case that it reaches line 9 and
it returns ⊥. This will happen if the list u⃗ contains the correct DHE answer at most once.
We call this event null. Thus, if null happens, there exists at most one index i ∈ [1 : µ]
such that ui = xn+1. Using the same argument we have used in Theorem 6, we get that

Pr[null] ≤ (1− ε)µ−1(1 + µ) .
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Thus, the statement is satisfied as long we have

Pr[null] + Pr[inc] ≤ (1− ε)µ−1(1 + µ) + (n+1)(µ2−µ)
p ≤ β . (8)

Once again, one can use numerical methods to solve the previous inequality and find the
smallest suitable integer value for µ.

Since n is polynomial in the security parameter, the asymptotic behavior is the same
as in Theorem 6. Therefore, we omit the details here.
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