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Abstract. Let p be a prime and consider a committed vector v = (v1,...,vm) € Fy'. We develop
new techniques for succinctly proving in zero-knowledge that all the elements of v are in the range
{0,1,...,n} for some n < p. We refer to this as a batched zero-knowledge range proof, or a batched
ZKRP. This problem comes up often in cryptography: it is needed in publicly verifiable secret sharing
(PVSS), confidential transactions, and election protocols. Our approach makes use of a multilinear
polynomial commitment scheme and the sum check protocol to efficiently provide a batch range proof
for the entire vector. Along the way we introduce a new type of a Polynomial Interactive Oracle
Proof (PIOP) we call a Homomorphic PIOP that can be compiled into a SNARK. We use an HPIOP
to construct a new efficient zero-knowledge version of the sum check protocol. We compare our new
techniques with existing range proofs and lookup arguments.
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1 Introduction

A zero-knowledge range proof (ZKRP) [14] is a protocol for proving in zero knowledge that a committed or
encrypted value in F, lies in a specific range [0,n) C F,. In this paper we are primarily interested in the
batch version of this problem, where the goal is to prove that all the elements in a vector are in [0,n). That
is, we are interested in a succinct zero-knowledge non-interactive argument for the following instance-witness
relation:

{(com;v €F)') : com e Commit(v), v € [O,n)m}

where Commit is the commitment algorithm of a hiding and binding commitment scheme. This problem
comes up often in cryptography:

— In several publicly verifiable secret sharing (PVSS) protocols for field elements (e.g., [33]), one uses
additive ElGamal encryption, where the plaintext is encoded in the exponent of a group element. During
decryption, the decryptor must compute a discrete log to recover the plaintext field element. To make
sure this is feasible, the encryptor must provide a zero-knowledge proof that all the plaintexts in a vector
of ElGamal ciphertexts are sufficiently small. Hence, a fast batch ZKRP enables a fast PVSS. Here we
are treating ElGamal encryption as a commitment scheme.

— In election systems that use additively homomorphic encryption (e.g., [16]), a voter casts a ballot con-
taining multiple encrypted votes and must prove that all the ciphertexts on the ballot are encryptions
of zero or one.

— In a confidential transactions system for Bitcoin (e.g., [27]) one must prove that all outputs of a transac-
tion are an encryption of a positive value, namely a value in an interval [0,n) for some upper bound n.
The same holds in other confidential transactions systems (e.g., [5]).

In all these examples, efficient batch ZKRP enables highly efficient constructions. A number of existing works
construct efficient batch ZKRP protocols [6,15,21,2]. A batch ZKRP can also be obtained from a general
lookup argument such as cq [17], Lasso [32], and others [20,37,28,19,38].



Our contributions. We construct a new highly efficient batch ZKRP protocol called DekartProof. The
prover work is O(mlogn) to prove that the elements of a vector v of length m are in [0,7n), the size of the
structured reference string is linear in m, and the verifier work and proof size depend only logarithmically on
m and n. In Section 1.2 we show that this new construction compares favorably in prover and verifier times
to existing techniques; see Table 1 for a summary. As in prior work [21], we can generalize DekartProof to
prove that a set of values is in arbitrary ranges, that is v; € [¢;, h;) for all ¢ € [m], by invoking the DekartProof
prover twice (see Section B.2 for details).

DekartProof relies on a zero-knowledge variant of the sum-check protocol [26]. While prior work [11,36,31,35]
has introduced constructions for ZK sum-checks, these constructions either require expensive group work in
each round or do not guarantee ZK for every round of the sum-check protocol. We introduce an efficient fully
ZK sum-check. To formally describe this construction, we also introduce a new type of information-theoretic
proof called a homomorphic polynomial interactive oracle proof or HPIOP. We present a compiler that shows
how to convert an HPIOP into an interactive argument. In particular, we prove that our compilation pre-
serves round-by-round soundness [8]. While round-by-round (knowledge) soundness is necessary for using
the Fiat—Shamir to transform a multiround protocol into a non-interactive protocol, prior works sometimes
overlook this step and only prove that compilation preserves overall soundness. We also prove that composing
round-by-round knowledge sound protocols preserves round-by-round knowledge soundness. This is needed
when using DekartProof in some of the applications outlined above. Our ZK sum-check, the HPIOP model,
and the composition theorem may be of independent interest.

1.1 Technical Overview

We begin by describing the main ideas that underlie the DekartProof batch ZKRP. We start with Borgeaud’s
range proof [4] for a single value z. Both the prover and verifier start with a commitment to a blinded
polynomial whose constant term is z. To prove to the verifier that z € [0,n), Borgeaud’s prover uses a
homomorphic commitment scheme to commit to logn blinded univariate polynomials fi, ..., fiogn such that
fi encodes the i*" bit of z in its constant term. The prover then uses algebraic techniques to prove that these
fi’s encode bits in their constant terms and uses the homomorphism of the commitment scheme to prove
that the encoded bits form the bit decomposition of z.

As is, Borgeaud’s method is not batched and requires the prover to compute expensive FFTs. To address
these issues and allow a prover to prove that m values z1, ...,z are in a range [0, n), DekartProof switches
to a multivariate setting. This avoids the need for FFTs and also presents a natural batching approach.
The DekartProof prover and verifier both start with a commitment to a multilinear polynomial f, where f
evaluates to z; at the i*® point on the boolean hypercube. The DekartProof prover still commits to just logn
blinded (multilinear) polynomials, but instead of f; encoding the i*” bit of a single value, each f; now encodes
the i*" bits of all values in the batch at different points in the hypercube. That is, the evaluation of f; at the
4 point on the hypercube is the i*" bit of z;. We reserve one point on the hypercube for random blinding
values for all f;’s. The requisite algebraic checks in the multivariate setting can be reduced to performing
a zero-knowledge zero-check, which checks that a polynomial is 0 at every point on the boolean hypercube.
From Spartan [30], we can perform a zero-check using a simple variation on the standard sum-check protocol.
This means that in order to describe our batch zero-knowledge range proof, we need a zero-knowledge sum-
check as a building block.

There are a number of constructions for a zero-knowledge sum-check in the literature [11,36,31,35], but
they either require expensive group work in each round of the protocol or leak an evaluation of the sum-check
polynomial. These options are unsuitable for our batch ZKRP: efficiency is a top priority, and we want our
construction to be fully zero knowledge. For this reason, we introduce a new efficient fully ZK sum-check
protocol.

To understand how our fully ZK sum-check protocol works, we first must understand why the standard
sum-check protocol is not ZK. The standard sum-check protocol allows a prover to convince a verifier with
oracle access to a u-variate polynomial f that the sum of evaluations of f over the boolean hypercube is
H. The protocol consists of p rounds where the prover sends a univariate polynomial to the verifier and the
verifier responds with a random challenge and a final round where the verifier issues a single query to the



oracle to f. The prover’s univariate polynomial in each round is derived from f as well as all prior random
challenges from the verifier. Each round thus leaks information about f. Furthermore, at the end of the
protocol, the verifier obtains a single evaluation of f from the oracle. We must address both of these sources
of leakage to construct a ZK sum-check.

To address the first source of leakage, we follow previous work from Chiesa et al. [11], which introduced
a random masking polynomial sent at the beginning of the protocol to mask all evaluations of f revealed
by the univariate polynomials sent during the protocol. While their choice of masking polynomial adds
potentially exponential overhead, Xie et al. [36] later proposed a far more efficient construction for this
masking polynomial. Unfortunately, the masking polynomial alone does not hide the result of the verifier’s
final oracle query to f, which makes this approach insufficient for our use case. To achieve full zero-knowledge,
the DekartProof prover generates the polynomial f by blinding f at a single point in the boolean hypercube.
Practically, this amounts to the DekartProof prover sending an oracle to a blinding polynomial 8 to the
verifier, and f [+ 5. Then the DekartProof prover and verifier perform essentially the standard sum-check
protocol over the blinded f with the masking polynomial from Xie et al. In the last step of the sumcheck
protocol, the verifier only needs a single evaluation of f to complete its checks. Because f is blinded at a
single point, this single evaluation reveals nothing about f.

For the above protocol to succeed, the verifier needs to be able to (1) query for the evaluation of f =f+p
and (2) check that the blinding polynomial g is of the correct form. Abstractly, the first condition means
that the verifier must be able to query for the evaluation of the sum of two polynomial oracles. For the
second condition, we always define our blinding polynomial as a public polynomial multiplied by a random
scalar, so the verifier must be able to construct a polynomial and then query a polynomial oracle to see if
its underlying polynomial is equal to the constructed polynomial multiplied by a scalar. These two types of
queries present a challenge for formally describing our ZK sum-check.

We can usually formally define any protocol that deals with polynomial oracles, like the standard sum-
check protocol, as a polynomial interactive oracle proof (PIOP) [12,7]. In PIOPs, prover messages are re-
stricted to p-variate polynomial oracles over some finite field F that the verifier can query at any point in
F*. Unfortunately, these evaluation queries do not encompass the queries necessary for our ZK sum-check,
which means that we cannot formally describe our ZK sum-check as a PIOP.

Thus, in order to describe our ZK sum-check formally, we introduce a new type of information theoretic
proof called homomorphic polynomial interactive oracle proofs (HPIOPs). While we introduce this model to
capture one specific protocol, we believe that it is general enough to apply to several application areas and is
therefore of independent theoretical interest. At a high level, HPIOPs mimic the functionality of PIOPs that
are compiled with additively homomorphic polynomial commitments. In other words, while prover messages
are still restricted to p-variate polynomial oracles, an HPIOP verifier can query a linear combination of
any of the polynomial oracles it has received at any point in F*. This is a generalization of the first type
of necessary query for our ZK sum-check and also encompasses the queries allowed in standard PIOPs.
Moreover, an HPIOP verifier can construct a polynomial and query any polynomial oracle it has received
to check if its underlying polynomial is a scalar multiple of the constructed polynomial. This is exactly the
second type of necessary query for our ZK sum-check.

Just like classic PIOPs, HPIOPs can be compiled by replacing prover messages with homomorphic poly-
nomial commitments. We state and prove a compilation theorem that shows how to use a homomorphic
polynomial commitment scheme and an additional simple argument of knowledge to compile an HPIOP
into an interactive argument. We prove that the resulting interactive argument of knowledge is round-by-
round knowledge sound. From Canetti et al. [8], this round-by-round knowledge soundness property allows
us to use Fiat-Shamir [18] to transform the compiled interactive multiround argument into a non-interactive
argument.

Recall that in our applications of interest, we wish to prove that several committed values are all in a
given range. We can use DekartProof to create such a proof by first defining and committing to a polynomial
whose evaluations over the boolean hypercube are equal to the committed values and then producing a
consistency proof between the polynomial and the commitment. That is, if the range proof shows that the
evaluations of some polynomial f over the boolean hypercube are in [0,n), then the prover just needs to



additionally show that the evaluations of f over the hypercube are equal to the values committed to in the
commitment. If we are dealing with ElGamal encryption or Pedersen commitments, then a prover can prove
consistency with a compressed X-protocol [1] (see Section D for details). To show round-by-round knowledge
soundness of such protocols, we prove that a sequential composition of two round-by-round knowledge sound
interactive arguments is also a round-by-round knowledge sound interactive argument.

1.2 Related Work

Range Proofs. For a comprehensive overview of ZKRPs, we refer the reader to this recent SoK [14]. Here
we focus specifically on batched ZKRPs and give cost estimates for prover time, verifier time, and proof size
in Table 1.

Bulletproofs [6] are inner product arguments that provide highly efficient ZKRPs with logarithmic size
proofs and support batch proof verification and proof aggregation. However, they have linear verifier time
whereas DekartProof has logarithmic verifier time. Sharp [15] is a family of short relaxed range proofs that
supports batching and achieves better performance than Bulletproofs [15, Table 2] for appropriate param-
eters. However, it only achieves a relaxed notion of soundness. The soundness can be strengthened but
requires using groups of hidden order, which results in much larger proof sizes. MissileProof [21], the current
state-of-the-art, achieves constant proof size and constant verifier time but larger prover time and SRS than
DekartProof. Notably, their prover is required to perform FFTs, whereas DekartProof’s prover does not. To
achieve their result, the authors first construct a polynomial IOP (PIOP) and apply the DARK compiler [7]
to obtain an interactive argument of knowledge. However, the underlying PIOP is not ZK because it reveals
polynomial evaluations, so the compiled argument is also not ZK. We believe it is possible to modify the
PIOP to achieve ZK using techniques similar to those described in this work without affecting the asymptotic
complexity, but this requires a more careful analysis.

Lookup arguments allow to prove that elements of a committed vector a are contained in a (possibly
much larger) committed table T'. If the table represents all values in a specified range, lookup arguments
can be used as a batched range proof. Starting with Caulk [37], there has been a line of work [28,19,38,17]
focused on shifting online prover work into a pre-processing phase. However, all these schemes require a
structured reference string linear in the size of the table, which limits their applicability in practice (e.g., if
we would like to solve discrete log for 40 bits). Lasso [32] is a new family of lookup arguments that avoids
committing to the entire table when the table is structured, making it a great candidate for batched range
proofs. However, in its current form, Lasso is not zero-knowledge and modifying it to achieve zero-knowledge
is non-trivial. We provide a more detailed discussion in Section 6.

Lastly, Boneh et al. [2] describe a ZKRP using homomorphic polynomial commitments. It can be batched
using our techniques, but this batched construction is asymptotically more expensive than DekartProof for
settings of interest.

Zero-Knowledge Sum-Check Variants. One relevant line of work is the zero-knowledge sum-check
introduced by Wahby et al. [35]. They replace the polynomials sent in each round with linearly homomorphic
commitments, which introduces expensive group work for both the prover and verifier. We also note that
their definition of a zero-knowledge sum-check is slightly different than ours as they commit to the value of
the sum with a hiding commitment so that the verifier never learns the actual sum value.

Another line of work [11,36] introduced the use of random masking polynomials to mask the messages
sent by the prover in each sum-check round. Unfortunately, this approach still leaks at most one evaluation
of the sum-check polynomial to the verifier whereas our zero-knowledge sum-check construction leaks no

3 These numbers come from instantiating Lasso with Sona [32]. The quantity c is some constant that parameterizes
the construction.

* The range proof PIOP from [21] is not zero-knowledge as described, but we believe it can be made zero-knowledge
without affecting asymptotic costs.

® These numbers come from instantiating DekartProof with Zeromorph + KZG[24].

6 This from a KZG CRS and can be improved by using a ZK homomorphic multilinear polynomial commitment
scheme with transparent setup.
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Table 1. Costs of proving that m values are in [0,n) for various batch range proofs in groups of known order.

evaluations. Setty and Lee [31] introduced a zero-knowledge sum-check that hides the sum in a commitment
as in [35] but uses the masking polynomial technique from Xie et al. [36] to avoid computing expensive
commitments. This scheme requires a specialized polynomial commitment scheme (PCS) whose verifier work
is O(v/2#), where 1 is the number of variables in the sum-check polynomial. Modifying their scheme to use
a more efficient traditional PCS would leak an evaluation of the sum-check polynomial.

2 Preliminaries

Let [n] denote the set {1,...,n}. Let [i,j] denote the set {i,7 + 1,...,5}. Let [i,7) denote the set {i,i +
1,...,7 — 1}. We denote vectors with bold font (e.g., ) and label the elements of a vector x of length n
as ri,...,o,. For any set S, let S[i] denote the i*" element lexicographically in S. Let (0,1) denote the
continuous interval between 0 and 1.

We use F to denote a finite field of prime order. For y € N> and d € N, let F[X7, ..., X,,]=% denote the
set of u-variate polynomials with coefficients in F and of individual degree at most d. When the number of
variables is clear, we sometimes write f(X) instead of f(Xy,...,X,) for brevity. If for all ¢ € N, f(}\) is
o(A79), then f(\) is negl(\) or negligible. The boolean hypercube for any dimension p € IN refers to the set
of all points b € {0,1}*

For any # € N, let (z) be the bit decomposition of x: (x) = x1,..., 2, such that =3, v -2t=1 and
x; € {0,1} for all ¢ € [n].

An instance-witness relation is a set of pairs (x;w). For any instance-witness relation R, £L(R) is the
set of all instances = for which there is a witness w that satisfies R. An indexed relation is a set of tuples
(1,x; w) where 1 is the index. For any indexed relation R, £L(R) is the set of all index-instance pairs (i, x)
for which there is a witness w such that (I, x;w) € R.

For three groups Gi, G2, Gy of the same prime order, we use e : G; X G — Gr, to denote an efficiently
computable non-degenerate bilinear pairing. We denote an oracle to a polynomial f as Of, and SV signifies
that the algorithm S has oracle access to an oracle for V.

We use the notation F(P(z),V(z")) — P(y),V(y') to denote an interactive protocol between P and V
where P starts the protocol with input z and ends additionally knowing y and V starts with input z’ and

ends additionally knowing v’. If one party, V for instance, has no input, we write the protocol signature as
F(P(z),V) = P(y), V(y') for brevity.



2.1 Multilinear Extensions

We define the eq polynomial for any & € F* such that for all points b € {0,1}*, eq,(X) evaluates to 1 at b
and to 0 at all other points in {0, 1}*:

eq,(X1,..., X)) = [ (@:Xs+ (1 —2:)(1 - X))
i€p]

We additionally define the vanish polynomial for any = € F* such that for all points b € {0,1}*,
vanishp(X) evaluates to 0 at b and to 1 at all other points in {0,1}* (i.e., it “vanishes” on b):

vanishg (X1,...,X,) =1 —eq,(X1,...,X,)

Lemma 1 ([10]). For any multilinear polynomial f € F[X1,..., X, |7, f(X) = > beqoyu J(b) - eqp(X).

2.2 Interactive and Non-Interactive Arguments
Here we restate the definitions of interactive arguments from Hyperplonk [10].

Definition 1 (Interactive Arguments [10]). An interactive protocol II for an indexed relation R =
(1,x,w) is defined by a tuple of algorithms (Setup,Z,P,V) and consists of an offline non-interactive prepro-
cessing phase run by an inderer T and an online interactive phase between a prover P and verifier V. For
an index 1, public instance x, prover witness w, and (pp,vp) output by the deterministic indexer T on 1, let
the verifier’s output be denoted by the random variable (P(pp,x,w),V(vp,x)). IT can be sound, knowledge-
sound, public-coin, honest-verifier zero-knowledge, non-interactive, and succinct. We formally define these
properties in Section A.2. We define computational completeness and round-by-round soundness below:
Computational Completeness: I is computationally complete if for every PPT A:

gp « Setup(1*)
Pr | (P(pp,x,w),V(vp,x)) = 1A (I,x,w) ¢ R : (I,x,w) <« A(gp) | < negl(N)
(PP, vp) < Z(gp,1)

If A is unbounded, then we say II is perfectly complete.

(01, - -, 0x)-Round-By-Round Soundness[15]: Il has round-by-round soundness errors (0;)ic(x) if there
exists a state function state (defined below) such that for every instance x ¢ L(R), round index i € [k], and
a malicious prover P the following holds:

tr < P
Pr | state(F,i,x,tr||p;) =1 : p; < {0,1}" < ds,
state(F, 1, x, tr) = 0)

where tr = (71, p1,. .., Ti—1, pi—1,T;) As observed in [7], if a k-round protocol IT has round-by-round sound-

ness error §, then by a union bound over the error in all the rounds, Il has standard soundness error k - §.
A state function is a deterministic (possibly inefficient) function state that receives as input an indez-

instance pair (1,x) and an interaction transcript tr and outputs a bit for which the following holds:

1. Empty transcript: if tr = (), then state(i,x, tr) = 0.

2. Prover moves: if tr = (71, p1,. .., T, p;) such that state(i,x, tr) = 0, then for any m;+1, state(i, x, tr||m;) =
0.
3. Full transcript: if tr = (m1,p1,.. ., Tk, pk) 1S a full transcript and state(i,x,tr) = 0, then the verifier

outputs reject.



The above definition is for a ternary relation R = (i,x,w). We get a definition for a binary relation
R = (x, w) by setting 1 to the empty string. For such relations, there is no need for an indexer, and the proving
key pp and verifying key vp are both gp produced by Setup. Computational completeness allows for the
compilation of homomorphic polynomial interactive oracle proofs where the statement contains polynomial
oracles (see Section 3 for details). From Theorem 5.8 in Canetti et al. [8], we can convert a public-coin
multiround round-by-round sound interactive argument into a sound non-interactive argument with the
Fiat-Shamir transform [18].

2.3 Polynomial Interactive Oracle Proofs.

Polynomial interactive oracle proofs (PIOPs) are statistically sound interactive proofs of knowledge where
the prover messages are oracles to polynomials. We repeat the formal definition of PIOPs from Marlin [12]
in Section A.3 with two minor generalizations. First we explicitly allow the instance to contain oracles to
capture sum-check as a PIOP. Second, we allow the prover to send vectors of field elements, which is a
syntactic change as the prover could just send these elements as evaluations of a polynomial. As observed
in Marlin [12], without loss of generality, in every public-coin PIOP, we can postpone all verifier queries
until after the interaction with the prover, thus dividing all public-coin PIOPs into an interactive phase and
querying phase. PIOPs can be compiled into non-interactive arguments using a polynomial commitment
scheme 2.4 and the Fiat-Shamir transform [7,12].

2.4 Polynomial Commitment Schemes

A polynomial commitment scheme allows a prover to commit to a polynomial and then later produce an
evaluation proof for the committed polynomial at any point. We repeat the following definition from Hyper-
plonk [10].

Definition 2 (Polynomial Commitment Scheme[10]). A polynomial commitment C for a set of poly-
nomials F[ X7, ... ,Xﬂ]fd is a tuple of PPT algorithms (Setup, Commit, Open, Eval) such that:

— Setup(1*,d) — pp, where pp are the public parameters to commit to a polynomial of max degree d in
each variable
— Commit(pp, f,7) — (com, Thint), where com is a public commitment to f using some r randomly sampled
from a randomness space Re and the (optional) Thine s a secret opening hint (which might or might not
be )
— Open(pp,com, z,mhint) — b € {0,1}, where 1 means that the opening of com to the message x with opening
hint rint 18 valid and 0 means it is not
— Eval(pp,com,x,y,d, u; f,r) — b € {0,1} is an interactive public-coin argument of knowledge for the
(binary) relation:
fEFA f(x)=yA reERc
Rc = {(pp,com,az,y); (Fr) ) o = Con(]m)it(pmﬁ " }

Polynomial commitment schemes are correct and binding and can be hiding, additively homomorphic,
zero-knowledge, and extractable. We defer exact definitions to Section A.5

KZG [23] and Zeromorph [24] are additively homomorphic polynomial commitment schemes for univariate
polynomials and multivariate polynomials respectively (see Section A.5 for details). We assume they are
extractable. Chiesa et al. [12] noted that we can reduce the cost of opening multiple additively homomorphic
commitments at the same point to the cost of opening a single commitment.



2.5 Sum-Check

The sum-check protocol [25] allows a prover to prove that the sum of the evaluations of a p-variate polynomial
f €F[X1,...,X,]=? over the boolean hypercube {0,1}* is H. See Figure 4 in Section A.7 for details. More
precisely, sum-check is a PIOP with perfect completeness and soundness error pd/F for the following relation:

Rsum = (H,OF; f): feFXy,... . X, 2 A ) fb)=H
be{0,1}+

If f is a product of multilinear polynomials, then the prover can perform all its work in O(2#) time [34] [36].
To prove to a verifier that a u-variate polynomial f is 0 everywhere on the hypercube [30], the prover can
solicit a random vector ¢ € F* from the verifier, and then the prover and verifier run a sum-check on
f(X) - eqs(X) to convince the verifier that 3 ,c g 13, f(b) - €qy(b) = 0. This argument is perfectly complete
and has knowledge error (2d + 1)u/|F|.

The classic sum-check PIOP is not zero-knowledge because both the evaluations sent in each round and
the verifier’s oracle query reveal information about f. To mask the evaluations sent in each sum-check round,
past work [11,36] introduced the use of a random masking polynomial g. At the beginning of the protocol,
the prover sends an oracle to g and G =}, {0,1}n g(b) to the verifier. The prover and verifier then run the
sum-check protocol for a new polynomial h = f + ag for a < F sent by the verifier. Let h; be the univariate
polynomial sent by the prover in round ¢, and let p = (p1,...,p,) be the vector of verifier challenges from
the first p rounds. In the last step, the verifier queries for the evaluations of g and f at p so that it can check
that hy,(p.) —ag(p) = f(p). The masking polynomial g described Chiesa et al. [11] is potentially exponential
in p, but Xie et al. [36] propose a masking polynomial of size O(ud). They set g(X) = g1(X1)+...+g.(X,)
such that g;(X;) is a random univariate polynomial of degree d. In practice, rather than directly commit
to g, a prover commits to each individual g; using a ZK univariate polynomial commitment scheme (e.g.,
hiding KZG).

Unfortunately, the masking polynomial approach does not mask the final oracle query made by the
verifier. Thus, the sum-check protocols described by Chiesa et al. [11] and Xie et al. [36] both leak one
evaluation of f to the verifier. In our zero-knowledge range proof construction, we cannot reveal even a
single evaluation of f, so these prior approaches are not sufficient for our use case.

3 Homomorphic Polynomial Interactive Oracle Proofs

In this section we describe a new information-theoretic proof protocol called homomorphic polynomial in-
teractive oracle proofs (HPIOPs). HPIOPs naturally extend PIOPs by enabling the verifier to make homo-
morphic queries over polynomial oracles. This extension explicitly mimics the functionality of instantiating
a PIOP with homomorphic commitments.

Just as in PIOPs (Definition 7), prover messages in an HPIOP are restricted to oracles to polynomials
and vectors of field elements. The main difference between PIOPs and HPIOPs is the types of queries that
the verifier can make. In PIOPs, the verifier can query any polynomial oracles it receives at any point in the
field. In HPIOPs, the verifier can make two types of queries. First, the verifier can query a linear combination
of oracle polynomials at any point. Note that this allows the verifier to query a single polynomial oracle at
any point just as in PIOPs. Second, the verifier can construct a polynomial and then query a polynomial
oracle to check if the underlying polynomial of this oracle is a scalar multiple of the constructed polynomial.
We use this property to blind sum-check polynomials. To enable the first type of query, our model allows
the verifier to query groups of oracles. The syntax used in our definition borrows heavily from algebraic
holographic proofs in Marlin [12].

Definition 3 (Public-Coin Homomorphic Polynomial Interactive Oracle Proof). A public-coin
homomorphic polynomial interactive oracle proof (HPIOP) over a field family F is an interactive proof for
an indezxed relation R = (1,x,w). An HPIOP is specified by a tuple of algorithms (Z,P,V); polynomial-time



computable functions k,s,d, ¢ : {0,1}* — N; and scalars p,n € N. Z, P,V are known as indezer, prover, and
verifier, respectively. k specifies the number of rounds, s specifies how many p-variate polynomial oracles are
sent by the prover in each round, d specifies the degree bounds of each polynomial oracle sent by the prover, ¢
specifies the length of the vector of field elements sent by the prover in each round, p specifies the maximum
number of variables for each polynomial oracle, and n specifies the number of oracles in the instance. Both 1
and x can contain polynomial oracles. s(0) is the sum of the number of polynomial oracles in both 1 and x.

In the offline phase, which we call round 0, the indexer I receives as input a field F € F and an index 1
for R and outputs s(0) — n p-variate polynomials fo 1, ..., fo,s(0)—n, where fo; € F[X1,..., Xﬂ]jd“""’o’i).

In the online phase, there is an instance x and witness w such that (1,x, w) € R. Let Os(O)=n+1 ©s(0)
be the n oracles that are part of the instance x, and let fo s(0)—n+15- -5 fo,s(0) be the corresponding polyno-
mials, where fo; € IF[Xl,...,XM]fd(‘Mvovi). The prover P receives (F,1,x,w, {f07i}fi01), and the verifier V
receives (F,x) and oracles Ofoi ... Ofos,

The prover P and verifier V interact in k = k(|i]) rounds. In round i € [k], V sends a message p; € F*
to P. P sends a vector v; € FUILD gnd s(i) p-variate polynomial oracles Ofit ... Ofis@) to V where
fij € F[Xq,... ,Xu]jd(lil’i’j).

We say that (i,j) is an oracle index pair if i € [k] and j € [s(i)]. The verifier can make two kinds of
queries any number of times at any point in the protocol. The two types of queries are as follows:

— Type 1: The query is a set of m oracle index pairs S, a vector of field elements x € F*, and a vector of
field elements ¢ € F™. The answer is Y .-, ¢; - fspi ().

— Type 2: The query is an oracle index pair (i,7) and a polynomial f € F[Xq,... ,Xu]fd(m’i’j) The answer
is yes if fi; 15 a scalar multiple f. Otherwise, the answer is abort, and the V outputs reject.

At the end of the interaction, V outputs accept or reject.

Let the verifier’s output be denoted by the random variable (P(F,1,x,w), V(F,1,x)). We say an HPIOP
is a public-coin HPIOP for a relation R with perfect completeness, and soundness error 0 if the following
holds:

— Perfect Completeness: For every field F € F and indez-instance-witness tuple (1,x,w) € R,

Pr[(P(F,i,x,w)),V({F,i,x))=1] =1

— d-Soundness: For every field F € F, index-instance pair (i,x) ¢ L(R) and unbounded malicious prover
P,
Pr[(P,V(F,i,x)) = 1] < 6(Ji] + [x])

— Public-coin: All verifier messages are a uniformly random string of a prescribed length, so the verifier’s
randomness is ils messages pi,...,pr € F* and possibly additional randomness pr4+1 € F*.

An HPIOP may satisfy the following additional properties:

— Non-adaptive queries: The field element vectors and oracle index pairs that specify each verifier query
are solely determined by the verifier’s randomness and inputs (i.e., F,x).

— (61, ...,0k)-Round-By-Round Soundness: An HPIOP (Z,P,V) for a relation R = (1,x,w) has round-
by-round soundness errors (0;);eqr if the HPIOP has a state function state such that for every instance

x ¢ L(R), round indezx i € [k], and malicious prover P the following holds:
tr P
Pr | state(F,i,x,tr || p;) =1 : p; < {0,1}" < d;,
state(F, 1, x,tr) = 0)

where tr = (Ofo1 .. Ofoso Ofta O vy py, . OFimia L OFicnsGon g ppg, OFin L OFise) ).



— Honest-Verifier Zero-Knowledge A HPIOP (Z,P,V) has perfect zero-knowledge if there is a PPT simu-
lator S such that for every field F € F, index-instance-witness tuple (i,x,w) € R, and the honest verifier
V, the following transcripts are identically distributed:

View(P(F, i,x,w), V(F,1,x)) ~ SY(F, i;x)
Here the view consists of V’s randomness and the list of answers to V'’s oracle queries.

In this paper we only consider public-coin HPIOPs with non-adaptive queries. Just as we can divide
public-coin PIOPs with non-adaptive queries into two phases [12], we can divide public-coin HPIOPs with
non-adaptive queries into two phases: an interactive phase where the prover and verifier exchange messages
and a query phase where the verifier makes oracle queries. In [12], they further observe that we can define
the verifier by a query algorithm Qy and a decision algorithm Dy,. Given as input the field F, the instance
x, and randomness p1, ..., pp+1, the query algorithm outputs a query set Q). We express @ as a tuple of two
sets (Q1,Q2) where @; contains all the queries of Type i. More precisely, Q1 consists of tuples of the form
(S,x,c) where S is a set of oracle index pairs, x € F*, and ¢ € FISI. These correspond to Type 1 verifier

queries where the response is Zgl ci - fspij(x). Q2 consists of tuples of the form ((7,7), f) where (4,7) is

an oracle index pair and f € F[Xq,... ,Xu]fd”ﬁ"i’j). These correspond to Type 2 verifier queries where the
response is yes if f; ; = - f where 3 € F and abort otherwise. Given as input the field F, the instance x,
the answers to the query set @), the randomness p1, ..., px+1, Dy outputs accept or reject.

Next, we present a compilation for any HPIOP into a public-coin interactive argument of knowledge
using an extractable polynomial commitment scheme C and a proof of knowledge IIs,o. We prove that if
the HPIOP is round-by-round sound, C is extractable, and Ilscaar is knowledge-sound, than the compiled
argument is round-by-round knowledge sound. Additionally, if C is hiding, C.Eval and [T,y are both HVZK,
then the compilation preserves honest verifier zero-knowledge. Furthermore, the compiled argument can be
turned into a non-interactive one via the Fiat-Shamir transformation. We emphasize the importance of
proving round-by-round knowledge soundness in order to securely apply the Fiat-Shamir transformation.
This is because if the cheating prover rewinds to a previous round and queries the hash function ¢ times,
this round’s soundness error can only increase by a factor of q.

Definition 4 (HPIOP Compiler). Consider the following components:

— A k-round public coin honest-verifier zero-knowledge HPIOP specified by (Zo, Po, Vo), k,s,d, ¢, u, and n
with perfect completeness, (01, ..., 0x)-round-by-round soundness, and non-adaptive queries

— An extractable additively homomorphic zero-knowledge multivariate polynomial commitment scheme C =
(Setup, Commit, Open, Eval) where Eval is a zero-knowledge non-interactive argument over F

— A public coin non-interactive argument of knowledge Ilscaiar = (S€tupgcatars Lscalars Pscalars Vscalar) for the
following relation:

7?'Ecalar = {(ppﬁ com, f; Ba T) 1 com = C.Commit(ppc,ﬂ ' fa ’I‘)}
Then we define IT = (Setup,Z, P = (P1,P2),V) as follows:

- Setup(lA) - (ppC7gpsca|ar)
1. D =max {d(N,i,j) |i € {0,1,... . k(N)},j € {1,...,s(i)}}

2. ppc + C.Setup(1*, D)
3. 8Pscalar Hscalar-setup(l)\)
4- OUtpUt (Ppc, gpscalar)

- Z-(gpscalam ]1)
1. Parse lsclar, 10 < 1

2. fO,lv sy fO,s(O)fn — IOGR ]1)
3. For all j € [s(0) —n], compute comq ; < C.Commit(ppc, fo,;,L)-
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4' (ppscalarﬂ Vpscalar) A HSCa|ar'I(gpscalar7 ﬁSC&ﬂaf)

. s(0)— s(0)—
5. pp < (11, PPscalar> {fovj}j(:l) n7 {Comoqj}j(zi n)

s 0 —
6. Vp (Vpscalar? {Comovj};(:l) ”)

7. Output (pp, vp)

- Pl(ppO 8Pscalars X, W) - (X, W)
1. Let fo s(0)—n+1,---» fo,s(0) be the underlying polynomials to the n oracle handles in the instance x.
For i € [n], compute comg s(0)—n+i = C.Commit(ppc, fo,5(0)—n-+is 70,5(0)—n+i) JOT T0,s(0)—n+i < F.

s(0
2. x = (x, {Comovj}j(:z(o)—n+1)

s(0
3. w=(w, {To»j}j(:s)(o)—nH)

4. Output (x,w)

— (Pa(ppc, PPy, W, {fo,i 1), V(PPC, VP, X))
o Interactive Phase: in every round i € [k],

1. 'V receives random challenge p; from Vo and forwards it to P

2. P forwards p; to Po, who responds with a vector v; € FXO and s(i) polynomials f;1,. .., f; s where
fig €B[Xu, .., XD for all j € [s(i)].

3. P sendswv; toV and then for each j € [s(i)], P sends a commitment com; ; = C.Commit(ppc, pi.j, i ),
where r; j <$ .

e Query Phase:
1. 'V samples piy1 <$ F* and forwards it to P. pr+1 is the verifier randomness for the query phase.

2. P computes the query set Q = Qv (F, X, p1,...,pr+1) and parses (Q1,Q2) < Q.

3. If there is any ((1,7), f) € Q2 such that f; ; is not a multiple of f, then P sends abort and V
outputs reject.

4. For all ((1,7), f) € Q2, P and V initiate an execution of s to prove that (ppc,com; ;, f) €
L(Rscalar)'

5. P initializes empty array Ay = []. For all (S,x,c) € Q1, P appends Zlill ci - pspiy(x) to Ay, P
sends Ay to V.

6. For all (S,xz,c) € Q1, let a be the corresponding answer in Ay. P and V initiate an execution of
the C.Eval non-interactive argument to prove that (ppc, Zﬁll ci - comgpy, &, a) € L(Rc)

7.V outputs accept if and only if the results of all the non-interactive protocols in the previous two
steps are accept and if Dy, (F,x, A1, p1,...,pr+1) also outputs accept.

Theorem 1 (HPIOP Compilation Theorem). Let F be a field and R be an indexed relation. If
(Zo,Po,Vo) is a k-round public coin honest-verifier zero-knowledge HPIOP (specified by k,s,d, ¥, u, and
n) has (01, ..., 0)-round-by-round soundness error, and non-adaptive queries; C is an extractable additively
homomorphic zero-knowledge multivariate polynomial commitment scheme, where Eval is a zero-knowledge
non-interactive argument over F; and Il is a public coin non-interactive argument of knowledge, then
IT = (Setup,Z,P = (P1,P2),V) is a zero-knowledge interactive argument of knowledge with computational
completeness and (01, . . ., dx)-round-by-round knowledge soundness for R. Let A € N be our security param-
eter, and let N € N be a size bound.

Proof. We defer the round-by-round knowledge soundness proof to Section C.1 and the zero-knowledge proof
to Section C.2.
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4 Zero-Knowledge Sum-Check

Figure 1 shows a zero-knowledge sum-check protocol for a polynomial f € F[Xy,..., X H]fd. Our protocol
is public-coin and has non-adaptive queries, so we describe it as an HPIOP with an interactive phase and
a query phase. We describe our protocol modularly and use sub-protocols from the non-zero-knowledge
sum-check described in Figure 4 for clarity.

We make three main modifications to the non-zero-knowledge sum-check in Figure 4 to achieve zero-
knowledge. First, as in prior work [11,36], we use a masking polynomial g to blind the evaluations revealed in
each round of the sum-check. We use the more efficient blinding polynomial introduced by Xie et al. [36]. Our
prover sends an oracle to g along with G =}, (0,1} g(b) to the verifier before executing the sum-check.

Second, as noted earlier, the masking technique from prior work does not blind the single oracle query
made to f in the final step of sum-check, so the next modification we make is to sum over a blinded f rather
than f itself. The prover defines f = f+ B-eqq,. . ) for arandom 8 <= F. Because of this single random

point, a single evaluation of f is indistinguishable from random, so if the verifier receives an evaluation of f
in the last step of the sum-check, the verifier learns nothing about f. We implement this blinding using the
two types of queries permitted in HPIOPs. At the beginning of the protocol, the prover sends an oracle to
the blinding polynomial 5 - ed(y,...,1) to the verifier. The verifier can use a Type 2 query to check that this
blinding polynomial is of the correct form. In the last step of the query phase, the verifier uses a Type 1
query to query the sum of the oracles to f and 5 -eq(; ;) to get an evaluation of f.

The third modification we make to the standard sum-check protocol is to accommodate this blinding. In
the sum-check from Xie et al. [36], if a prover wants to prove that the evaluations of f over the hypercube
sum to H, it solicits a random « from the verifier and then runs the sum-check protocol to prove that the
sum of the evaluations of f + ag over the hypercube is H + aG. If our prover and verifier ran a sum-check
over f + ag, the sum would be H + aG + , which leaks 8, and 8 must remain unknown to the verifier.
Instead, our sum-check prover claims that the sum of the evaluations of f over all points on the boolean
hypercube except for (1,...,1) is H. Then, the prover and verifier execute the sum-check protocol to prove
that the sum of the evaluations of f -vanish(; 1) + ag over all points on the hypercube is H + aG. We
adjust the classic sum-check relation below in Rzksym to reflect this change.

.

Theorem 2. For any degree d € N, Figure 1 is a public-coin honest-verifier zero-knowledge HPIOP with

perfect completeness and (%, cee %)-mund-by-mund soundness for the following relation:

Rzksum = { (H,OF; f): f € F[X1,..., X, 5% A > fb)y=H
be{0,1}#\(1,...,1)

Proof. Completeness and public-coin properties are obvious. Round-by-round soundness follows naturally
from the round-by-round soundness of sum-check. We prove honest-verifier zero-knowledge below.
Honest-Verifier Zero-Knowledge Below we describe a simulator Szksum with oracle access to the honest

verifier V for any field F € F and instance x = (H, Of). The simulator answers all verifier oracle queries.
S%}KSUM(IF’ H, Of):

— Interactive Phase
1. Send an oracle 7 -¢a(L1) o V.
2. Sample random polynomial g* such that ¢*(X) = ¢7(X1) + ... + g;(X,) where g7 (X;) = a;o +
a1 X;+... ai,ch“, and send oracle @9 and G* = Zbe{o,l}u g*(b) to V.
3. Receive a «+sF\ {0,1} from V

4. Sample a random polynomial f* € F[Xq,...,X H}jd uniformly at random conditioned on:
> 7 (b)-vanishy 1) (b) = H
be{0,1}+

Let h* = f* 4+ ag*.
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Prover’s Input: H, f
Verifier’s Input: H, 07
where H € F, f € F[X1,...,X,]=% and OF is a polynomial oracle to f

Interactive Phase

1. ZKSC.Blind(P, V) — P(B), V(0P t....0)
(a) P sends an oracle O%¢(11 6 ) where § +s F
2. ZKSC.SendMask(P(d +1),V) — P(g), V(O?,G)
(a) P samples a random polynomial g € F[X1, ..., X,]54"" such that g(X) = g1(X1) + ... + gu(X,) where
9i(Xi)=aio+tainXi+...+ a¢,d+1X{l+1. P sends the oracle O9 and G = Zbe{o,l}u g(b) to V.
3. ZKSC.SendPolys(P(f + 3 - eq,. ., 1),9)7 V)
- P(av {pi}éL;ll’ {hi}?:l)v V(av {pi}?;lla {hl}le)
(a) V uniformly picks a «sF\ {0,1} and sends « to P.
(b) Let h=(f+8- eq(lw’l)) -vanish(y,.. 1) + ag.
(¢) Run SC.SendPolys(P(h), V) = P({pi =)', {ha}isy), V{pi Yoy (R Fiy).

Query Phase

% (H, OfFCa..y 09 G, a, {pi}i‘;ll, {hi}le) runs the following algorithms sequentially and outputs accept if they
all output 1.

1. ZKSC.BlindingCheck(©?*1,...10) — 0/1
(a) Query to check if @?*9(1....1) is a scalar multiple of eqg
output 1.
2. ZKSC.PolyCheck(H + aG, {p:}*, {hi}g‘zlg —0/1
(a) Output SC.PolyCheck(H + aG, {p:}.—; , {hi}_)).
3. ZKSC.Query(Of, 0% ... 09 G {p:}=]} hy) — 0/1
(a) Sample p, «sF\{0,1}. Let p == (p1,...,pu)
(b) Query Of to obtain g(p); call this evaluation py.
(¢) Query the sum of OF + ©#*911,...1) to obtain f(p) + 5 - ed(;,... 1) (p); call this evaluation p;.
(d) Output 1if ps - vanishi,.. 1)(p) + apg = hu(pu) and 0 otherwise.

1) If the answer is abort, output 0. Otherwise

~~~~~

Fig. 1. Zero-Knowledge Sum-Check HPIOP
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5. Run SC.SendPolys(S(h*), V) = SUpr oy {hi Vo), VU o AR Yy
— Query Phase:
1. When V asks O if 07 **91...1) is an oracle to a scalar multiple of €d(1,...,1), BISWer yes.
2. Let p* be the vector comprised of the random challenges sent in each round of the sum-check protocol.
When V queries O for the evaluation of O9" at p*, respond honestly with g*(p*).

3. When V queries O for evaluation of the sum of Of +OF 0.1 at p*, respond with hy(pp) —eg™(07)

vanish(y .. 1)(p*) :

To prove honest verifier zero-knowledge, we now argue that the distribution of messages sent by an honest
prover when interacting with an honest verifier (“the real world”) is the same as the distribution of messages
sent by the simulator when interacting with an honest verifier (“the simulated world”). Because oracles are
indistinguishable from one another, we only consider the distribution of the vectors sent by the prover and
simulator during the interactive phase and the answers to the verifier’s three queries in the query phase.
Clearly, the answer to the verifier’s first query is exactly the same in the real and simulated worlds. From
Theorem 3 in Xie et al. [36], we have that if both the simulator and honest prover choose their masking
polynomials in the way described, then all the polynomials sent during the interactive phase and the answer
to the query to OY in the real world are identically distributed to the polynomials sent during the interactive
phase and the answer to the query to @9 in the simulated world. In the real world, the answer to the
honest verifier’s final oracle query is uniquely determined by the sum-check polynomials and the answer to
the query to 9. Similarly, in the simulated world, the answer to the honest verifier’s final oracle query is
uniquely determined by the sum-check polynomials and the answer to the query to @9 . Thus, because the
sum-check polynomials and the answers to the queries to @9 and O are identically distributed in the real
and simulated worlds, the answers to the final oracle queries are also identically distributed in the real and
simulated worlds.

4.1 Zero-Knowledge Zero-Check

Recall the zero-check from Hyperplonk [10] discussed in Section 2.5 that proves that a polynomial f is 0 at
every point on the boolean hypercube. Because our sum-check effectively sums over all points in the boolean
hypercube except for (1,...,1), we can define a similar zero-check that proves that a polynomial f is 0 at
every point on the boolean hypercube except for (1,...,1).

Figure 2 shows our zero-knowledge zero-check. The main difference between this protocol and the zero-
knowledge sum-check is that the verifier sends a random vector t to the prover, and then the prover and
verifier run the zero-knowledge sum-check protocol over (f+/3-eq (1’”.71)) -eq;. In the query phase, the verifier

performs the last check by querying Of + ©#®9....1) at p and evaluating eq,(p) itself. The zero-knowledge

simulator is almost exactly the same, but when responding to the verifier’s last query, the simulator responds
. h; (p;)—ag” (P")

with Vani;h(ll,,.,,l)(P)th(P)'

5 DekartProof: A Batch Zero-Knowledge Range Proof

We now use our zero-knowledge sum-check to describe DekartProof, a batch zero-knowledge range proof. At
a high level, we wish to prove that the evaluations of a multilinear polynomial f over the boolean hypercube
are in [0,n). If f has logm variables, then we can use this technique to perform a batch range proof for m —1
values.

DekartProof takes inspiration from Borgeaud’s range proof for a single value [4] (Figure 5). In Borgeaud’s
protocol, a prover with access to a ZK, additively-homomorphic, univariate polynomial commitment scheme
wants to prove that a single value z € [0,n) where n = 2°. The protocol begins with a blinding phase and
bit commitment phase:

— Blinding: Both the prover and verifier have a commitment comy to f(X) = sX + z where s < F; the
prover also knows s and the randomness r¢ used to compute the commitment. Note that f(0) = z, and
the coefficient s of the X term serves as a blinding factor to achieve zero-knowledge.
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Prover’s Input: f
Verifier’s Input: OF
where f € F[X4,... ,X,L]jd, and O is a polynomial oracle to f

Interactive Phase

1. ZKSC.Blind(P, V) — P(B), V(O *a....»)
2. ZKSC.SendMask(P(d + 2),V) — P(g), V(0O?,G)
3. ZKZC. SendPons( (f+B-eqq,. 1)79),1})

= P(t,a, {pi o) {hitiny) V(o {pi o) {hidisy)
(a) V uniformly samples vector ¢ <—$ F* and sends ¢ to P

(b) Run ZKSC.SendPolys(P((f + 8- eq(1,.. 1)) - €4y, 9), V)
= Pla, {pi o) {hiYi)), Vien {piHis 17{}1}2 1)

Query Phase

V (Oﬂ‘eq(l ----- D09 Gt a, {pi ) (R 1) runs the following algorithms sequentially and outputs accept if they
all output 1.

1. ZKSC.BlindingCheck(O#®1....1)) — 0/1
2. ZKSC.PolyCheck(aG, {p:}*=", {h}*_,) — 0/1
3. ZKZC.Query(OF, 0% =a...1) 09 @G, {pi}f;117hu) —0/1
(a) Sample p,, <3 F\ {0, 1}. Let p:= (p1,--.,pu)
(b) Query O7 to obtain g(p); call this evaluation pg.
(¢) Query the sum of OF + ©#*1,...1) to obtain f(p) + 5 - ed(;,... 1) (p); call this evaluation pj.
(d) Output 1if p;-eqy(p) - vanishi . 1)(p) + apg = hu(pu) and 0 otherwise.

Fig. 2. Zero-Knowledge Zero-Check HPIOP

— Bit Commitment: Borgeaud’s prover defines logn polynomials f1,..., fiogn such that each f; stores the
it" bit of z in its constant term and has a random blinding factor s; as the coefficient of its X term. The
prover computes commitments to each f; using randomness 7,

‘If the prover can show that f;(0) € {0,1} for all i € [logn] and that f(0) = 3=, c(0g, fi(0) - 2i=1 then
clearly z € [0,n). As such, the prover provides a bit proof and sum proof.

— Bit Proof: Observe that f;(0) € {0, 1} if and only if f;(X)(f;(X) —1) evaluates to 0 at 0. In other words,
X divides f;(X)(f;(X) —1). So to convince the verifier that f;(0) € {0,1} for all 7 € [logn], the prover
just needs to compute and commit to h;(X) = % and open all f;(X) and h;(X) at a random
point p. Then the verifier can check for all i € [logn| that p- h;(p) = fi(p)(fi(p) — 1).

— Sum Proof: The verifier can check that f(0) = > ;cogn fi(0) - 2i=1 using the additively homomorphic
properties of the commitment scheme. For this check to pass, the prover must generate both the blinding

factor s;’s and the commitment randomness r¢,’s in a correlated way. More specifically, we must have
that s = s; 21 and that rp = <20k

1€[logn] i€[logn] Tfi

We define a helper function CorrelatedRandomness(b,n, s), which outputs uniformly random s1,...,s,
such that s =3, si- b~1. The Borgeaud prover uses this function to ensure that f(X) = Yicftogn) fi(X)-
21 and to ensure that the randomness used in the commitments for the fj’s correctly combines to the
randomness in the commitment for f.

For a single value z, Borgeaud’s protocol requires logn commitments, which is not efficient. Our contri-
bution is realizing that this protocol is efficiently batchable such that the prover only needs to produce logn
commitments regardless of the number of values it wants to prove are in the range. In particular, if f is a
multilinear polynomial instead of a univariate polynomial, then a natural batching approach presents itself:
encode each value that we want to prove is in the range at a different point on the boolean hypercube and
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reserve one point on the hypercube for a random blinding value. The bit proof in our batched protocol will
then prove constraints over all points in the hypercube (except the one reserved for blinding values). Using
a multivariate f instead of univariate f allows our prover to avoid computing expensive FFTs.

Figure 3 describes DekartProof », our zero-knowledge batch range proof HPIOP. The DekartProof» prover
wants to convince a verifier with oracle access to a polynomial f over logm variables that f evaluates to
a value in [0,n) at every point on the boolean hypercube except for (1,...,1). Let z; = f((i — 1)) for all
1 € [m — 1]. We adapt Borgeaud as follows, beginning with blinding and bit commitment phases.

— Blinding: The prover sends an oracle to a blinding polynomial /3 - eq(y,...,1) that is used to blind f. The
blinded polynomial is f + 3 -eq( ).

— Bit Commitment: For all j € [log n], the prover defines fj so that it stores the j** bits of each z;. That

is, for all points on the hypercube not equal to (1,...,1), f; is equal to the 5% bit of z; at the i** point
on the hypercube, and at (1,...,1), fj is equal to a random blinding value. As in Borgeaud’s protocol,
our prover uses the CorrelatedRandomness function to generate these random blinding values to ensure
that they correctly combine to 8. The prover sends oracles to all fj’s to the verifier.

Just like the Borgeaud prover, our prover now also needs to create a sum proof and bit pAroof to show that
(1) for all j € [logn] and for all points b on the boolean hypercube except for (1,...,1), f;(b) € {0,1} and

(2) f+B-equ,.1)= (Zic’:gln fi - 22'*1). These are essentially the same constraints proved by the Borgeaud

prover. The main difference is that our prover needs to prove that multiple evaluations of the fj’s are in
{0, 1}, whereas the Borgeaud prover only needs to prove that a single evaluation of each f; is in {0,1}.

— Bit Proof: We define the same helper polynomial as before: fj(fj —1). Observe that fj evaluates to {0,1}
everywhere on the hypercube except for at (1,...,1) if and only if fj ( fj — 1) is 0 everywhere on the
hypercube except for at (1,...,1). We can prove this statement about fj ( fj 1) with a direct application
of a zero-check. Instead of running log n separate zero-checks for each f]( fJ 1), the prover and verifier
run a zero-check on a random linear combination of all the f]( f] — 1)’s. This zero-check differs from
the general one described in Section 4.1 in two ways. First, because the fJ s are already blinded, this
instantiation of the zero-knowledge zero-check does not include the step where the prover sends oracles
to the blinding polynomials. This is an optimization that prevents the prover from having to reblind the
f] s. Second, since the zero-check is being performed over a composition of the f] s (e.g., rather than a
single blinded f ), in the last step, the verifier queries the oracles to all fj s at the point p rather than
querying a single oracle.

— Sum Proof: Although our prover could use the homomorphism of the commitments for the sum proof
like the Borgeaud prover does, we instead use a more efficient equality check. By the Schwartz-Zippel
Lemma [29,40], if f + S - eq(y,...,1) and Ziogln ;- 2771 are equal at a random point, then these two
polynomials are equal with very high probability. Crucially, from the last round of the zero-check from
the bit proof, the verifier already has evaluations p fj’s of the fj’s at p, so it only needs to query for the

evaluation of f + f-eq(; .. 1) at p and check if it is equal to Zlogln Py, - 291, As noted in Section 2.4,
we can open multiple homomorphic polynomial commitments for the same cost as opening a single
commitment, so when we compile our HPIOP, this additional opening is almost free.

Theorem 3. DekartProof (Figure 3) is a public-coin honest-verifier zero-knowledge HPIOP with perfect
completeness and (6, . .., 0k)-round-by-round soundness for the following relation:

RZKRANGE = {(n, m,Of; f): Vb e {0, l}logm \ (1,...,1), f(b) € [0,n) }

where §; < ﬁ, 02 =0, and Vi € [3,k] §; < %'
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Prover’s Input: n,m, f

Verifier’s Input: n,m, 07

where n,m € N, f € F[X1, ..., Xiogm]~}, and Of is a polynomial oracle to f
Interactive Phase:

Run ZKSC.Blind(P, V) — P(B), V(0P a....1))

For all i € [m — 1], P sets zi,1,-..,Zilogn < f((i —1)).

P sets Bi, ..., Bogn « CorrelatedRandomness(2, logn, 8).
For all j € [logn|, P defines f; = f; equ,.1 Tt Zie[mfl] Zij  €qg_1)
P sends oracles O/, ... Oflesn to V and f1,...,f10gn to O.
V sends y1,...,Yogn <3 F to P.

ZKZC.SendMask(P(4),V) — P(g), V(0O?,G)

ZKZC SendPolys(P ( (2157 1 f5(®)(F5(8) = 1)) ,9) . V) =
Pt a, {pi b5 AR EE™), V(o (o 25" {25
Query Phase:

v (Oﬁ‘eq(l’m’l) ) {Ofl 5 r}/i}}iflnv Og7 G7 t, «, {pi}io:g17n717 {hi}l'ogm) :

® NSO WD

=1

2. If ZKSC.PolyCheck(aG, {p: }}%5™ ", {hi}}°8™) = 0, V outputs reject.
3. V samples piogm <3 F\ {0,1}. Let p :== (p1,...,plogm). V queries O at p to get p; = g(p). Then for all
j € [logn], V queries O%i at p to get pg,- V checks if

D e (pg, = 1) | -eae(p) - vanisha,...1)(p) + apy = hiogm (piog m)
j€[logn]

4. V queries O for the evaluation of Of + Of at p and checks that this evaluation is equal to Z;‘)jl” P, 291 If

not, V rejects. Else, V accepts.

Fig. 3. DekartProofp: A Zero-Knowledge HPIOP to Prove m — 1 Values in [0, n)
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Proof. Completeness is obvious. We prove round-by-round soundness and ZK below.

Round-by-Round Soundness: We denote the state function as state.

Step 0. Empty transcript. Given a polynomial f, we set state(O/, ) = 1 if and only if O/ evaluates
to a value in [0,n) at every point in {0,1}°8™\ (1,...,1).

Step 1. The interaction starts with the prover sending @#d(L-1) Of1 = Ofozn to the verifier. We
set state(O7, tr||v1, ..., Vogn) = 1 if and only if the following conditions hold:

LoVb € {0,115 ™ \ (1,00, 1)+ 3 cpiggny 7315 () (f5(B) = 1) = 0
2. There exists B such that @811 i an oracle for 3 - eq(1,...,1)

We can bound the following probability:
1

Pr  [state(O7 tr||v1, ..., Yiogn) = 1|state(O7 tr) = 0] < —.
Y15---3Vlogn ‘IF|

Suppose state(O7,tr) = 0, so there exists at least one fj that was not computed as prescribed. Then, the

sum is 0 only if vectors v = (71,...,Mog, ) and f(f— 1) = (fl(fl —1),..., flogn(flogn —1)) are orthogonal.
The probability of the verifier sending such ~ is at most |F1\'
Step 2. Next, in ZKZC.SendMask, the prover sends O9 and G, so the transcript has the following form:

tr= (Oﬁ.eq(lw')l)a (Oﬁ)1€[n]v ('Vi)ie[n]aoga G)
We set state(Of, tr||t, \) = 1 if and only if the following hold:

1 0G = Speqoiyorn (Zieqogn 1355 (B)(F5(0) = 1)) -eay(b) -vanishi__1(b) + ag(b)

2. G= Zbe{o,l}logm 9(b)
3. There exists 3 such that @11 is an oracle for 3 -eq(1,...,1)

Suppose state(Of, tr) = 0. Then, according to the state function definition, the following holds:
A= > > f®)(fib—1) #0.
be{0,1}ee™m\(1,...,1) j€[logn]

Using this notation, condition in Item 1 can be rewritten as:

oG =A+ Z ag(b).

be{0,1}logm
Subtracting condition in Item 2, we get:
oG —aG=A+ Z ag(b) — Z ag(b) = A=0
be{0,1}los™ be{0,1}loe™m

But A is not equal to 0, so we get a contradiction. Therefore,

¥’§[s'ca'ce((’)fc,tr||t7 \) = 1|state(O7, tr) = 0] = 0.

Step 3. First round of the sum-check. In the first round of the sum-check, in ZKZC.SendPolys, the
prover sends a univariate polynomial h; and the verifier sends randomness p;. We set state(O7 tr|[p;) = 1
if and only if

We can show that
Pr [state(O7, tr|[p1) = 1|state(O7,tr) = 0] < d/F.
P1
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Suppose state(Of, tr) = 0. Then,

aG# Y > % fi®)(fi(b) — 1) | - eq,(b) - vanish(y . 1)(b) + ag(b).

be{0,1}Heem \ je(logn|

Therefore, h; was not computed as prescribed. But two univariate polynomials of degree at most d can agree

on d points at most, therefore,
0; < d/F.

Step 4. Sum-check round i > 1. In each round of the sum-check, the prover sends a univariate polynomial
h; and the verifier sends randomness p;. We set state(O7, tr||p;) = 1 if and only if

hi(0) + hi(1) = hi—1(ps).
Again, we can show that

Pr [state(O7, tr||p;) = 1[state(O7,tr) = 0] = §; < d/F.
Pi

Suppose state(O/, tr) = 0. Therefore, similar to the previous step argument, h; was not computed correctly.
However, two univariate polynomials of degree at most d can agree on d points at most, therefore,

§; < d/F.

Step 5. Last round of sum-check round. In the end of sum-check, the prover sends a univariate
polynomial hyg, . The verifier samples piog, , queries O9 and Ofi’s at p. We set state(O7, tr|| Plog,, ) = 1 if
and only if

Z ’YJ'pfj (pfj - 1) : eqt(p) : VaniSh(l,...,l) (P) + apg = hlogm(plogm)
j€E[logn]

We show
Pr [state(Of,terlogm) = 1|state(O7,tr) = 0] =4; <d/F.
Pi

Suppose state(Of, tr) = 0. Therefore, similar to the previous step argument,
0; < dJF.

Step 5. Verifier’s decision. We need to show that if state(Of,tr) = 0, then the verifier rejects. Let us
analyze the verifier’s algorithm:

. ZKSC.BlindingCheck is checked in Steps 1-2.
. ZKSC is checked in Steps 3-4.
. Verifier’s check 3 is checked in Step 2.
. In verifier’s check 4, the following must hold for the verifier to accept:
(a) Evaluation of Of + ©Fei(l-s1) at p is f(p) since @F¢(11) is an oracle to (- eq(1,...,1), which
is checked in Item 1.

(b) If f(p) # Zzofln P, - 211 then f;’s were not computed correctly. This is checked in Step 2.

= W N

Honest-Verifier Zero-Knowledge: We define our simulator Szxrange with oracle access to the honest
verifier V as follows:
S%)KRANGE(nv m, Of)¢

— Interactive Phase
1. Send an oracle @F ea(L-1) 5 .
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2. Select polynomials f7, ..., fﬂ;g € F[Xq,..., Xiogm)=! uniformly at random conditioned on f;(b) €

{0,1} for all b € {0,1}*\ (1,...,1) for all j € [logn]. Send oracles Ofl*,...,(’)flig" to V.
3. Receive random 71, ...,Vogn <$ F from V
4. Now simulate the zero-check.
(a) Sample random polynomial g* such that g*(X) = g{(X1) + ... + gitg ;n (Xiogm) Where g (X;) =
Z?:o a;‘,inj, and send an oracle O9 and G* = 2 befo,1y10xm 9" (b) to V.
(b) Receive random « «$F\ {0,1} and ¢t s Fl°&™,

(c) Let h* = (ng[logn] ’yjf;(f; - 1)) - eqq - vanish(; 1) + ag*. Run SC.SendPolys(S(h*),V) —

* -1 * * -1 *
SHpr i AviHo), Ve B v Hey)
— Query Phase

1. When V asks O if @ ®da...1) is an oracle to a scalar multiple of ed(q,..,1), ANSWeT yes.

2. Let p* be the vector comprised of the random challenges sent in each round of the sum-check protocol.
When V queries O for the evaluation of @9 at p*, respond honestly with g*(p*).

3. When V queries O for the evaluations of O/7, ..., Ofoen at p* for j € [logn], sample random pje «sF
for j € [2,logn + 1). Then try to solve the following equation for P

1 hu(pp) —ag*(p*)
R P o ps; o35 =
FEUS B 71\ equ(p )~van|sh(1’.,‘,1)(p) je[Q,gn—&-l) R

If there is no solution, rerun the simulator from the beginning.
4. When V queries O for the evaluation of Of + @7 *®a....1) at p*, respond with Z;-Ozgln e 271
J

We now argue that there is a solution for p fr in Step 3 of the simulation query phase with probability 1/2,
so the simulator will run an expected number of 2 times. Observe that 7, is a random field element chosen
independently of everything else on the RHS of the equation, which means that the RHS of the equation is a
random element in F. Let’s call this RHS ¢. Then the simulator needs to solve an equation p?l* —PjmC= 0.

There is a solution for p fr if the determinant /1 + 4c¢ is a quadratic residue in F. Because F is a prime field,
1+ 4c is a one-to-one mapping from F — F, so since a random element from F is a quadratic residue with
probability 1/2, 1+ 4c is also a quadratic residue with probability 1/2, which means that there is a solution
for p;. with probability 1 /2.

To prove honest verifier zero-knowledge, we now argue that the distribution of messages sent by an honest
prover when interacting with an honest verifier (“the real world”) is the same as the distribution of messages
sent by the simulator (“the simulated world”). This proof is very similar to the zero-knowledge proof from the
previous section. Because oracles are indistinguishable from one another, we only consider the distribution
of the vectors sent by the prover or simulator during the interactive phase and the answers to the verifier’s
queries in the query phase. Clearly, the answer to the verifier’s first query is exactly the same in the real and
simulated worlds. From Theorem 3 in Xie et al. [36], we have that if both the simulator and honest prover
choose their masking polynomials in the way described, then all the vectors sent during the interactive phase
and the answer to the query to OY in the real world are identically distributed to the vectors sent during
the interactive phase and the answer to the query to @9 in the simulated world.

We now discuss why the joint distribution of query answers in Steps 3 and 4 of the real world is indistin-
guishable from the joint distribution of query answers in Steps 3 and 4 in the simulated world. We first argue
that the distribution of query answers in Step 3 of the real world is indistinguishable from the distribution of
query answers in Step 3 of the simulated world. Then we argue that, conditioned on these two distributions
being the same, the distribution of query answers of Step 4 in the real world is indistinguishable from the
distribution of query answers of Step 4 in the simulated world.

Observe that in the real world, the honest prover generates the correlated random 3;’s with respect to
B such that without 8, the set of §;’s is indistinguishable from a set of logn random field elements. For
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this reason, a set containing one evaluation from each fj (blinded by ;) is also indistinguishable from logn
random field elements. Thus, the evaluations of the fj’s revealed in Step 3 in the real world are uniformly
random conditioned on the equation in Step 3 being satisfied. The right hand side of the equation in Step 3
is exactly determined by the sum-check vectors sent by the prover in the interactive phase. In the simulated
world, the query answers given in Step 3 are sampled to be uniformly random conditioned on the equation
in Step 3 from the real world being satisfied. The right hand side of this equation is determined by the sum-
check vectors sent by the simulator in the interactive phase, which we already argued are indistinguishable
from the sum-check vectors sent by the honest prover. This means that the query answers sent by the honest
prover in Step 3 of the real world are indistinguishable from the query answers sent by the simulator in Step 3
of the simulated world. Finally, the final query answer in Step 4 of the real world is completely determined
by the query answers from Step 3 of the real world, and similarly, the final query answer in Step 4 of the
simulated world is completely determined by the query answers from Step 3 of the simulated world. Because
the distribution of query answers from Step 3 of the real world is indistinguishable from the distribution
of query answers from Step 3 of the simulated world, the query answer in Step 4 in the real world is thus
indistinguishable from the query answer in Step 4 of the simulated world.

We obtain DekartProof by compiling DekartProof» with a hiding, extractable, zero-knowledge commit-

ment scheme C and an argument of knowledge 1S, for RS, .. More formally:

Theorem 4. If the polynomial commitment scheme C is hiding, extractable, and C.Eval is honest-verifier
zero-knowledge and Hs(éalar is a argument of knowledge for R_Eca,ar, then DekartProof, the output of compiling
DekartProof o with C and ITS is an honest-verifier zero-knowledge argument of knowledge for the following

calar’
relation:
_, _comy = C.Commit(f,r)
{”’m’”mf’f”" AW € {0, 1)\ (1,...,1), f(b) € [0,n)

6 Performance Analysis

In Table 1, we compare the costs of our zero-knowledge range proof with the costs of other state-of-the-art
zero-knowledge batch range proofs. Our cost estimates come from compiling DekartProof» with Zeromorph
(ZM) for the multilinear polynomial commitments, hiding KZG for the univariate polynomial commitments

for the blinding polynomial, and an argument of knowledge ITZM_ for RZM_ as defined in Section B.1.
Our Costs Explained: The main prover work is committing to fl, ceey flogn with Zeromorph and doing the

prover work for a sum-check over a log m-variate polynomial of degree 4. Each fl is a log m-~variate polynomial,
so committing to logn of them with Zeromorph takes mlogn G; work for log n multiexponentiations of size
m. We note that only logn of the exponents involved in these multiexponentiations are random elements in
the field, and (m —1)logn of the exponents are either 0 or 1, which dramatically speeds up the computation
in practice. Using techniques from Libra [36], the sum-check work can be calculated with O(m logn)F work.
All together, that is O(mlogn)Gy,O(mlogn)F. Instead of opening the commitments to each fj and g;
individually, we use the trick from Section 2.4 to batch open additively homomorphic commitments, so
the prover only has to calculate random linear combinations of the commitments and then open a single
Zeromorph commitment and single KZG commitment, which does not affect the asymptotic cost.

The main verifier work is performing the sum-check verifier work for a log m-variate polynomial of degree
4, checking that the p fj’s sum up to the correct value, and verifying the Zeromorph and KZG commitment
openings. The sum-check verifier work can be done in O(logm) F operations, and checking the sum of the
Py, ’s takes O(logn) F operations. To check the commitment openings, the verifier calculates a random linear
combination of logn+1 Zeromorph commitments, a random linear combination of log m KZG commitments,
and then verifies both proofs. This takes O(log m-+logn) Gy work, O(1) Gy work, and 5 pairings. All together
that is O(logn + logm) F, O(logm + logn) Gy, O(1) Ga, and 5 pairings.
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The main contributors to proof size are the log n Zeromorph commitments, the log m KZG commitments,
the sum-check field elements for a sum-check over a logm-variate polynomial with degree 4, and the Ze-
romorph opening proof. Each commitment is a single G; element, so in total, the commitments contribute
logn + log'm G; elements. The sum-check consists of 5logm F elements, and the Zeromorph opening proof
is logm + 5 G elements. The total proof size is thus O(logm) F, O(logm + logn) G;.

From Table 1, we see that Lasso instantiated with Sona (a polynomial commitment scheme from [32])
outperforms our construction. However, this Lasso instantiation is not zero-knowledge, and we believe that
making Lasso zero-knowledge will increase its costs significantly. The two options for making Lasso zero-
knowledge are to take a recursive approach or to directly make the Lasso protocol zero-knowledge. The
former requires a prover to prove knowledge of a correct Lasso proof in zero-knowledge, which will be more
expensive than a custom proof like ours. The latter approach is non-trivial, and we briefly explain why we
believe it would result in a slower verifier or larger proof sizes. Lasso’s prover invokes an optimized version of
GKR [22] on part of a circuit with m inputs, so to make the Lasso protocol zero-knowledge, we would need to
use a zero-knowledge version of GKR. Libra [36] describes an efficient zero-knowledge GKR protocol, but its
verifier calculates log m pairings for an input layer with m gates. In contrast, our verifier uses only 5 pairings
regardless of the size of m. Virgo [39] replaces Libra’s pairing-based polynomial commitment scheme with a
transparent hash-based scheme, resulting in a faster prover and verifier but much larger proof sizes.

Bulletproofs have smaller proof sizes but a slower verifier than DekartProof. Also, while the DekartProof
and Bulletproofs provers have the same asymptotic costs, the Bulletproofs prover computes a multiexponen-
tiation of size 2mlogmn + 1 where the exponents are random field elements. In our multiexponentiations,
(m — 1)logn of mlogn exponents are 0 or 1, so our prover should be concretely faster in computing these
multiexponentiations. The construction described in MissileProof is not zero-knowledge as is, but we believe
it can be made zero-knowledge without affecting its asymptotic costs. MissileProof has a smaller proof size
and faster verifier, but our construction has a faster prover as we work with multilinear polynomials and
avoid calculating FFTs. In contrast, the MissileProof prover works over univariate polynomials and must
compute FFTs.

7 Conclusion and Open Problems

We introduced DekartProof, a new batched zero-knowledge range proof. Our construction builds on well-
established primitives, including polynomial commitment schemes and the sum-check protocol. In particular,
we develop a zero-knowledge variant of the sum-check protocol and propose a new information-theoretic
primitive, a homomorphic PIOP, for which we also provide a compiler to SNARKs. Our techniques offer
an efficient alternative to existing range proofs and lookup-based methods, with applications in publicly
verifiable secret sharing, confidential transactions, and secure election protocols.

An interesting direction for future work is to design a construction that preserves our prover’s efficiency
while reducing the verifier’s work, and achieving a short proof size.
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Deferred Preliminaries

A.1 Public Key Encryption

Definition 5 (Public Key Encryption [3](Ch. 11)). Public key encryption is a tuple of algorithms

(S

etup, Enc, Dec) such that:

— Setup(1*) — pk, sk, where pk and sk are a pair of public and secret keys respectively
— Enc(pk, m;r) — ct, where ct is a ciphertect, m is a message, and r is randomness.
— Dec(sk,ct) = m

A

public key encryption scheme is additively homomorphic if the following holds:

Enc(pk, m;r) - Enc(pk, m’;7") = Enc(pk,m +m/;r +17).

Let G be a cyclic group of prime order p with generator g. Let ¢ << p. Below we review the ElGamal

encryption scheme where the message space is Z,.

Definition 6 (ElGamal encryption [3, Ch. 11.5]). ElGamal encryption for a message space Zq is a
tuple of algorithms (Setup, Enc, Dec) such that:

— Setup(1*) — (pk € G,sk € Z,,)

1. sk < Z,
2. pk « g%
3. Output (pk,sk)

— Enc(pk € G,m € Z, 1 +$Z,) — ct € G

1. cty < g
2. cty < pk” - g™
3. Output (cty, cta)

— Dec(sk € Z,,ct = (cty,cty) € G*) = m € Z,
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1. y + cty/cti
2. Find x € Z4 such that g* =y

The last step of ElGamal decryption involves solving a discrete logarithm problem, so if g is too large,
then efficient decryption is not possible.

We additionally note that ElGamal encryption is additively homomorphic. To see why, let (cty, cty) «
Enc(pk,m,r), and let (ct},ct)) < Enc(pk, m/,r’). Then:

(cty -ty cty - cth) = (¢" T, pk"™" - g™ ™) = Enc(pk,m + m/, 7 + 1)
A.2 Interactive and Non-Interactive Arguments

An interactive argument [1 may have the following properties:

1. Computational Completeness: I is computationally complete if for every PPT A:

gp + Setup(1?)
Pr | (P(pp,x, W), V(vp,x)) = 1A (i, x,w) ¢ R : (i,x,w) < A(gp) | < negl())
(pp,vp) < Z(gp, 1)

If A is unbounded, then we say II is perfectly complete.
2. 4-Soundness (adaptive): IT is d-sound for § : IN — (0, 1) if for every pair of probabilistic polynomial time

adversarial prover algorithm (P;,Ps), the following holds:

. gp Setup~(1)‘)
Pr [ (Pa(i,x,st), V(vp,x)) = 1A (1,x) ¢ L(R): (i,x,st) « Pi(gp) | < d(|i] + |x|)
(pp,vp) = Z(gp,1)

We say a protocol is computationally sound if & is negligible. If Py, P, are unbounded and 4 is neg-
ligible, then the protocol is statistically sound. We call a statistically sound protocol a proof and a
computationally sound protocol an argument.

3. §-Knowledge Soundness: [T is d-knowledge sound for § : IN — (0, 1) if there exists a PPT oracle machine
€ called the extractor such that given oracle access to any pair of PPT adversarial prover algorithms
(P1,Py), the following holds:

gp + Setup(1*)
(Pa(i,x,st), V(vp,x)) =1  (i,x,st) « Pi(gp)
A (i, x,w) ¢ R " (pp,vp) < Z(gp,1)

w « EP1P2 (gp,1,x)

Pr < O(1E] + =)

An interactive argument is “knowledge-sound,” or simply an “argument of knowledge,” if the knowlege

error ¢ is negligible in A. If the adversary is unbounded, then the argument is called an interactive proof
of knowledge.

4. Public-coin: IT is public-coin if all verifier messages can be computed as a deterministic function given a
random public input

5. Honest-Verifier Zero-Knowledge: II is zero-knowledge if there exists a PPT simulator S such that for
every PPT adversary A:

gp « Setup(1?)

(ﬁ,X, W) A A(gp) -

(pp,vp) + Z(gp,1)
(gp,0) + S(1*)
(ﬁa X, ‘W) «— A(gp) < negl()\)
(PP, vp) <+ Z(gp,1)

(8(o,pp,x), V(vp,x)) =1

>
2 Pr A(d,x,w) €R
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6. Non-interactive: IT is non-interactive if it is non-interactive and a proof can be checked by any verifier.
Non-interactive proofs may additionally be succinct, which means the proof size and verifier runtime are
o(Jw]). The verifier can run in linear time in |z|. A succinct non-interactive argument of knowledge is
called a SNARK.

A.3 Polynomial Interactive Oracle Proofs

The following definition of PIOPs repeats the definition of algebraic holographic proofs from Marlin [12].
We make two minor generalizations. First, we explicitly allow the instance to contain oracles. This enables
us to describe sum-check as a PIOP where the instance contains an oracle to the polynomial over which
the sum is being computed. Second, we allow the prover to send vectors of field elements in addition to
polynomial oracles. We emphasize that this is just a syntactic change as the prover could easily encode these
field elements in a polynomial oracle which the verifier could then query. In our sum-check constructions, we
use these field elements to specify polynomials that the verifier can interpolate itself.

Definition 7 (Public-Coin Polynomial Interactive Oracle Proof [12]). A public-coin polynomial
interactive oracle proof (PIOP) over a field family F is a public-coin interactive proof for an indexed oracle
relation R = (1,x,w). A public-coin PIOP is specified by a tuple of algorithms (Z,P,V), polynomial-time
computable functions k,s,d, £ : {0,1}* — N, and a scalar u € N. Z, P,V are the indezer, prover, and verifier
respectively. k specifies the number of rounds, s specifies how many p-variate polynomials are sent in each
round, d specifies the degrees bounds of each polynomial, ¢ specifies the length of the vector of field elements
in each round, p specifies the mazimum number of variables for each polynomial oracle, and n specifies the
number of oracles in the instance. Both the index i and the instance x may contain oracles to p-variate
polynomials. s(0) is sum of the number of polynomial oracles in both i and x. The verifier has oracle access
to any such polynomials.

In the offline phase, which we call round 0, the indexer I receives as input a field F € F and an index i
for R, and outputs s(0) — n p-variate polynomials fo1, ..., f(),s([))fn where fo, € F[Xq,..., Xu]fd(“l"o’i).

In the online phase, we have an instance x and witness w such that (1,x,w) € R. Let Os(O)—n+1 - ©s(0)
be the n oracles that are part of the instance x, and let fo g(0)—n+1;- - -+ Jo,s(0) be the corresponding polynomials
where fo; € F[Xq,... 7Xu]fd(“l"()’i). The prover P receives (F,1,x,w), and the verifier V receives (F,x) and
oracles Ofor .. Ofo.s)

The prover P and verifier V interact in k = k(|1]) rounds. In round i € [k], V sends a message p; € F* to
P, and P responds with a vector v; € FXUiLD) gnd s(i) p-variate polynomial oracles Ofin . OFis6) where
fij € F[Xq,... ,Xu]fd(‘“’i’j). The verifier can query any polynomial it has received any number of times. A
query is a vector of field elements x € F* for an oracle Ofii, and the answer is fij(x). At the end of the
interaction, V outputs accept or reject.

As a proof system, a PIOP satisfies perfect completeness and unbounded knowledge soundness with
knowledge-error . To recover the witness polynomials, an extractor can query the oracle at arbitrary points.

A.4 Sigma Protocol for the Pre-Image of a Group Homomorphism
Below we state the definition of sigma protocols from Chapter 19.5.4 of [3]

Definition 8 (Sigma Protocol). A sigma protocol for a relation R = {x,w} is a pair of interactive
algorithms (P, V) where P takes (x,w) as input, V takes x as input, and an interaction between P and V is
structured as follows:

— P computes a message t called the commitment and sends t to V

— V chooses a challenge ¢ from a finite challenge space C and sends ¢ to P

— P computes a response z toV and sends z to V

— V outputs accept or reject as a deterministic function of x and the conversation (t,c, z)
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We require that for all (z,w) € R, the result of P(x,w) interacting with V(x) is accept. If V accepts on
(t,c,2), then (t,c, z) is an accepting conversation.
A sigma protocol must have the following properties:

— Special-soundness: A sigma protocol (P, V) is special-sound if there is an efficient deterministic algorithm
& called a witness extractor such that whenever £ is given x and two accepting conversations (t,c,z) and
(t,c,2") with ¢ # ¢, € always outputs w such that (x,w) € R.

— Special Honest-Verifier Zero-Knowledge: A sigma protocol (P, V) is special honest-verifier zero-knowledge
if there exists an efficient probabilistic algorithm S called the simulator that takes as input (x,c) and
satisfies the following properties:

e For all inputs (z,c), S always outputs a pair (t,z) such that (t,c,z) is an accepting conversation for
x.
e For all (x,w) € R, if we compute ¢ +$C, (t,2) +3$S(x,c), then (t,c,z) has the same distribution as
that of a transcript conversation between P(z,w) and V(x).

Let H; and Hs be two groups of the same order, and let ¢ : H; — Hs be a group homomorphism.
Let w € Hy and let 2 € Hy. From [3], we have that a prover can create a sigma protocol to prove the
following relation: Ry = {(z,¥;w) : ¥ (w) = x}. We refer to Section 19.5.4 of [3] for the construction. The
communication in this construction is linear in the size of x and w. For some use cases, this can be efficient.
For instance, in the Ils.,ar protocol described at the end of Section 4, elements from H; and Hy have constant
size, so communication is constant. However, in Section D.1, we use a sigma protocol to prove consistency
between m ciphertexts and a single polynomial commitment, and in this case, the sizes of H; and Hy depend
on the number of ciphertexts. If we were to use the standard group homomorphism sigma protocol from [3],
then communication would also be linear in the number of ciphertexts.

Attema et al. [1] show how a prover can open multiple group homomorphisms on a single multi-
exponentiation with logarithmic communication. This construction is not quite sufficient for our use case
because we need the group homomorphism to take as input values that are not exponents in the multiex-
ponentiation. Fortunately, with the generalization from Appendix A in [1] for compressing sigma protocols
for arbitrary group homomorphisms, it is straightforward to construct a compressed sigma protocol for our
use case with logarithmic communication. That is, let G be a group of prime order p, let v € Z}, r € Zf;,
Pogi,...,9n,%1,...,2m € G, and let 1, ..., be homomorphisms from Z, — G. Then we can prove the
following relation with O(logn) communication:

g1, -5 9n; P_H'fl Vi
Ry , = Px,.. ..,z (U, T ~ =19
AMORHOMEXT y &1y s bmyy s Uy T = 1/}1(1),7°), T = fm(v,r)
qpla"'aqum

So if we reduce our consistency check to a relation of this form, then we can use the constructions from
Attema et al. [1] to create a proof with logarithmic communication. A small technicality is that we need
n + £ to be a power of 2; if this is not the case, then we can pad the witness.

A.5 Polynomial Commitment Scheme Security Definitions

A polynomial commitment scheme C is correct if VA,d € N,z € F*, f € F[X4,..., X,]=%
pp < Setup(1*,d)
r<s$Rc
Pr|b=1 : (com,rphnt) < Commit(pp, f,r) | =1
y < f(z)
b < Eval(pp,com, x,y,d, u; f,7)

A polynomial commitment scheme C is binding if for all PPT adversaries A and for all d € N:
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pp < Setup(1*, d)

_ . (Comaf()vflerle) — A(pp)
Priby=0#0Afo# f1 : bo < Open(pp, com, fo, 7o) < negl(\)

b1 < Open(pp, com, f1,71)
A polynomial commitment scheme C is hiding if for any PPT adversary A and for all d € N:

pp < Setup(1*,d)

(an f17 St) — A(pp)
b+s{0,1}

r<s$Rc

(comy, 1) < Commit(pp, fo,7)
b+ A(pp, st,comy)

Pr|b#V < 5 +negl())

N | =

A polynomial commitment scheme can optionally satisfy the following properties:

— C is additively homomorphic if for all f,g € F[Xi,..., X,]=%,

Commit(pp, f,rs) - Commit(pp, g,74) = Commit(pp, f + g,75 +14).

— C is zero-knowledge if the Eval protocol is a zero-knowledge interactive argument of knowledge.
— Cis extractable if for any PPT adversary A and for all d € IN, there exists a PPT extractor £ such that:

pp + Setup(1*,d)

A R
Eval(pp,com,z,y,d,p; f,r) =1 = H <+ H
Pr Alcom # com’V f(x) #y) ~ (com,x,y) < A (pp,d;r.4) < negl())

(f,r) < EX(pp,d;r.a)
(com’,r...) < Commit(pp, f,r)

We assume that KZG commitments [23] are straight-line extractable, i.e. without rewinding the malicious
committer.

Additively Homomorphic Polynomial Commitment Schemes. Below we describe the univariate and
multivariate homomorphic commitment schemes used in our constructions.

KZG [23] is an additively homomorphic polynomial commitment scheme for univariate polynomials. The
variant of KZG described in [24] is perfectly hiding and has knowledge sound evaluation proofs. It is defined
for any groups Gi, G2, Gr with the same prime order and a bilinear pairing e : G; X Go — Gr. Let g1, g2, g1
be the generators for G, Ga, Gr respectively. The setup for hiding KZG outputs g1,97,- . ,g{d, gf € Gy and
92,95, gg € Gy for randomly sampled 7, ¢ <$ F. The commitment to a polynomial f(X) = ag+ai; X +...agX?
using randomness 7 +s F is (g5)7 g0 [Licq (g{)‘“

Zeromorph [24] is an additively homomorphic zero-knowledge multilinear polynomial commitment scheme

that uses the following multilinear-to-univariate transformation U, : F[X1, ..., X,,]3' — F[X,]3?":
0 n=1, .
Uf)= Y Fla)XP)m ()™
xze{0,1}+

To commit to a multilinear polynomial f, Zeromorph commits to the univariate polynomial U, (f) using a
hiding additively homomorphic univariate polynomial commitment scheme. If we use the perfectly hiding
variant of KZG with public parameters gi,97,... ,g{yl,fl,gf,gmgg,gg to instantiate Zeromorph, then a
commitment to a p-variate multilinear polynomial f with randomness 7 is (g%)" HiE[QM](gTi_l)fW’l)).

Note that U, (f) is a linear isomorphism (i.e., U,(f1) + U, (f2) = U.(fr + f2)), so since Zeromorph
uses an additively homomorphic univariate polynomial commitment scheme as a building block, Zeromorph
commitments themselves are also additively homomorphic.
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A.6 Vector Commitment Scheme

A vector commitment scheme allows a prover to commit to a vector v € F* and then later produce a proof
that the i*" element of v is equal to some z € F.

Definition 9 (Vector Commitment Scheme [9]). A vector commitment scheme for a vector v € F* is
a tuple of PPT algorithms (Setup, Commit, Open, Verify) such that:

— Setup(1*, 1) — pp where pp are the public parameters to commit to a vector of max length

— Commit(pp, v, r) — com where com is a public commitment to [ using some r randomly sampled from a
randomness space R¢

— Open(pp,com,v,i) — (m,v;) where w is an opening proof showing that the vector committed to by com
18 v; at position 1

— Verify(pp, com, 7,4, v;) — {0,1} where an output of 1 means that v; is the i*" element of the committed
vector in com
A wvector commitment scheme C is correct if VA, d € N,v € F*,i € [u]:

pp < Setup(1*,d)
r<$Rc
Pr|b=1 : com «+ Commit(pp,v,r) =1
(7T7 Ui) — Open(ppv com, v, Z)
b < Verify(pp, com, 7,4, v;)

A wvector commitment scheme C is position binding if for all PPT adversaries A and for all 4 € N:

pp + Setup(1*,d)
(com, v, v}, i, 7, 7") < A(pp)
b + Verify(pp, com, m,i,v;)
b+ Verify(pp, com, 7', i, v})

Prlb=1AV=1Av; #v] < negl(X)

A.7 Sum-Check

In Figure 4, we rewrite the classic sum-check to match our PIOP definition (Definition 3). Because sum-check
is a public-coin protocol with non-adaptive queries, we divide our description into an interactive phase and
a query phase. In each round in the interactive phase, the prover sends a degree d univariate polynomial. In
the query phase, the verifier performs some checks on these univariate polynomials and makes a single query
to the oracle to f.

A.8 Borgeaud Range Proof

Let C be an additively homomorphic zero-knowledge hiding univariate polynomial commitment scheme with
commitment space C. Recall that CorrelatedRandomness(b, n, s), is a function that outputs uniformly random
S1,...,8p such that s = Zie[n] s; - b*~1. Figure 5 shows an interactive argument between a prover P and V
for the following relation:

{(pp;n,comy;rys, 2,5) : comy = C.Commit(pp, sX + z,7¢) Az € [0,n)}
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Prover’s Input: H, f
Verifier’s Input: H, 07
where H € F, f € F[X1,...,X,]=% and O7 is a polynomial oracle to h

Interactive Phase

1. SC.SendPolys(P(h), V) — P({p:i}i=y, {fiio1), V({pi o A y):
(a) In round 1:
i. P sends the following univariate polynomial to V:

fi(Xy) = > F(X1, b2y, by)

ba,...bu€{0,1}1—1

ii. V samples a random challenge p; <3 F to send to P.
(b) In round i € [2, p):
i. P sends the following univariate polynomial to V:

fi(Xa) = Z flpr, .., pic1, Xi,bigr, ..., by)

bit1,-bu€{0,1}# 1

ii. V samples a random challenge p; s F to send to P.
(¢) In round u:
i. P sends the following univariate polynomial to V:

fu(Xn) = flp1,- -, pu—1,Xu)

Query Phase

% (H Api f:_f, {fs ?:1) runs the following algorithms sequentially and outputs accept if they all output 1:

1. SC.PolyCheck(H, {p:}*= ', {fi}*_,) — 0/1
(a) For all i € [u], check if f; is a univariate polynomial of degree at most d, and output 0 if not.
(b) Output 0 if H # £1(0) + f1(1).
(¢) For all i € [2,u + 1), check if f; is a univariate polynomial of degree at most d.output 0 if fi_1(pi—1) #
fi(0) + fi(1).
(d) If no output so far, output 1.
2. SC.Query(O7, {p;}4=}',v,) = 0/1
(a) Sample p, <sF. Let p == (p1,...,ppu)
(b) Query Of to obtain f(p). Output 1 if f.(p.) = f(p) and 0 otherwise.

Fig. 4. Sum-Check PIOP
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Prover’s Input: pp,comy,rys, 2, s

Verifier’s Input: pp, comy

- P:
1. Set z1,...,2n < (2)
2. Set s1,...,8n + CorrelatedRandomness(2,logn, s)
3. Set ry,,...,ry5, ¢ CorrelatedRandomness(2,logn,ry)
4. For all i € [logn], define f;(X) := s;X + z; and compute comy, - Commit(pp, fi, ;)
5. For all ¢ € [logn], define h;(X) = W and compute commitment comy,; < Commit(pp, ki, 7s;)
for ry, s F
6. Send comy,,...,comy ., comp,,...,comp, . toV
- W

1. Check that com; =[]
2. Send random p to P
— P and V perform Eval protocol to open commitments comy,,...,comy, ., COMp,,...,comy, at p to
Yfrr 3 Yfiogns Yh1s -+ s Yhiog  TeSPectively. If the output of any of the Eval protocols is 0, V rejects.
— For all i € [logn], V checks that p-yn, = yy, (ys, — 1). If any check fails, V outputs reject. Otherwise it outputs
accept.

i€llog n] COMY; - 2¢=1 If not, output reject

Fig. 5. Borgeaud Range Proof

B Deferred Constructions

B.1 Il for Zeromorph

To compile DekartProof using Zerormoph [24] as the zero-knowledge polynomial commitment scheme, we need
an interactive argument I7ZM  to show that (ppzy; com, f) € L(RZM.) where ppzy are the public parameters
for Zeromorph, com is a Zeromorph commitment to a multilinear polynomial, and f is a multilinear polyno-

mial. This is equivalent to the prover showing that it knows (8, r) such that com = ZM.Commit(pzm, 8- f, 7).
Let ¢%,9,..., gT2M be the public parameters of the Zeromorph scheme. A Zeromorph commitment to the
public f with randomness 0 can be computed as com; = Hie[Qu](ng)'-f(<i_1>). If the prover is telling the
truth, then com = (g%)" Hie[%](g“)ﬁ'f((ifn) = (g§)rcomff. We can prove com is of this form with a sigma
protocol for the pre-image of a group homomorphism where H; = Zg, H, := G, and ¢¥(8,r1) = (gﬁ)rcom?.
This is known as Okamoto’s protocol (see 19.5.1 in [3]).

B.2 Proving Values are in Arbitrary Ranges

Say we want to prove that for m — 1 values vy, ..., v;,—1, each v; € [¢;, h;). In [21], they explain how to do so
by invoking the standard MissileProof construction for proving m — 1 values are in a single range [0, n) twice.
We can achieve the same result with DekartProof, and we repeat the construction here for completeness. To
prove a value v; € [¢;, h;), a prover only needs to show that v; — ¢; > 0 and h; —v; > 0. Assume m + 1 = 2+,
In the DekartProof protocol, we have a polynomial f = Zie[m_l} v; - eq;_1). Consider the polynomials
fo = Zie[m_l] ;- eqq_qy and f, = Zie[m_l] h; - eq(;_yy. Proving that v; — ¢; > 0 and h; —v; > 0 for all
1 € [m—1] is equivalent to proving f — f, and f; — f are both positive everywhere on the hypercube except for

at (1,...,1). Proving that some polynomial is positive everywhere on the hypercube except for at (1,...,1)
is equivalent to proving that the evaluations of this polynomial everywhere on the hypercube except for at
(1,...,1) are in [0,2°) for some sufficiently large b, which is exactly the purpose of DekartProof. We can

therefore invoke the DekartProof prover twice to prove that a set of values are in arbitrary ranges. The only
change we make to the standard DekartProof protocol is that the verifier still receives a blinded evaluation
of f at the end of the protocol, and to obtain the blinded evaluation of f — fy, the verifier computes the
evaluation of f; (which is public) and subtracts this from the oracle query answer (the blinded evaluation of
frn — [ is computed analogously). We can save some field work for the verifier by combining the bit proofs
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from both DekartProof invocations, but the prover will still need to send 2logn commitments to multilinear
polynomials.

C Deferred Proofs

C.1 Round-by-Round Soundness Proof for Theorem 1

We assume that all the extractor are straight-line to avoid issues with rewinding. Let state, denote the
state function of the HPIOP. Without the loss of generality, we can split k& rounds of IT into three parts: k
rounds corresponding to the HPIOP interactive phase, k; rounds of the queries of type 1 and ks rounds of
the queries of type 2.

Step 0. Empty transcript. For the empty transcript, we set state(i,x, )) = state,(io,x0,?). Note
that, according to our construction, i contains ip, and x is the same as xp except that the oracles to
polynomials are replaced with commitments to these polynomials.

Step 1. In the phase corresponding to the interactive phase of the HPIOP, the partial transcript:

tr = (vr, {comy ;i }jefsoi<is
and the verifier sends p;. We set state(i,x, tr||p;) = 1 if and only if following conditions hold:

a) For j € s[i]: (fi;,rij) < Ec(com; ;)
b) statey(lo,x0,trollpi) = 1, where trp is the corresponding partial transcript of the HPIOP, and has the
form tro = (v, { fi,j }jefs(in)i<i-

We can show that
Pr[state(i, x, tr||p;) = 1|state(i, x,tr) = 0] < §;
Pi

Suppose state(i,x, tr) = 0, therefore, state,(1o,x0,trol|pi—1) = 0. Similarly, if state(i,x, tr||p;) = 1, then
statey (1o, x0,tro||p;) = 1. However, by RBR soundness property of HPIOP, probability that state, can
switch from 0 to 1 in round i is less than §;. Since this probability is always below §;, we don’t need the
extractor to be able to extract at this step.

Step 2. In the next phase, which corresponds to the querying phase of the HPIOP, tr is as follows:

tr = ((Uia {Comi,j }je[s(i)]a pi)i<k7 (%737 is ,lecalar)i<l, ga 37 fis ,/T?calar)

Note that in every round in this phase, the prover sends proofs mecaiar for every ((z,7), fi) € Q2 and the

verifier does not send any messages, therefore,

state(i, x, tr) = state((v;, {com; ; }je[s(z’)] s Pi)i<k)-

Step 3. The transcript has the form:

tr = ((Ui7 {Comi,j }je[s(z)]7 pi)i<k}a (;a 37 fi7 Trzscalar)i<k1 ) A17 (Sw Zi, Ci, ﬂ-iEvaI)i<l<k2)7
Note that in every round in this phase, the prover sends proofs g, for every (S;, z;, ¢;) € Q1. The verifier
does not send any messages, therefore,

state(i, X, tr) = state((v;, {com; ; }je[s()), Pi)i<ks (i, 4, fis T )ik, )
Step 4. Verifier’s decision We show that if state(i,x,tr = 0), then the verifier rejects. Suppose
state(1, x, tr = 0) but the verifier outputs accept, therefore, all of the following conditions hold:

1. Dy, (F,x, A1, p1, - - -, Pr+1) outputs accept
2. Vscalar OUtputs accept for all el

3. VEval outputs accept for all 7riE"a'
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If state(i, x,tr = 0), then state,(io,x@,tro = 0) but Dy, (F,x, A1, p1, ..., pk+1) outputs accept. This
implies that A;, or @3, or both were not computed correctly.
First, assume A; was not computed correctly, there exists a = A;[l] such that for the corresponding

(S,x,c) € Q1, the following holds:
B

> cifsy(@) #a,
j=1

Eval

Eval
i -

where (fg;1,7s(]) < Ec(comgyj)). Since V accepts, then Veya outputs accept for all 7;*, including 7
Then, we can build an adversary Ac that outputs (leill ci-comgy;), T, ar). For such tuple, the extractor out-
puts leszll ¢jfspj)(x) # a. However, by the extractability property of the PCS, this happens with probability
less than dc.

Second, assume Q5 was not computed correctly. This means Q> contains a tuple (i, j), f;) such that f; ;s

not a multiple of f;. However, Vscalar outputs accept for all 752", Then, we build an adversary Ascalar, which
simply outputs (com;j, fi). The corresponding extractor Escaar fails to output a valid witness for (com;ﬁj, fi)-
However, by the knowledge soundness property of Ilscajar, if Vscalar accepts, then Egaar outputs an invalid
witness with a probability less than dscajar-

Applying union bound to the previous arguments, we can bound the following probability:

Pr[V(ppc, vp, x) = 1|state(i, x, tr = 0)] < |A1]dc + |Q2]dscalar-

Thus, if state(i, x, tr = 0), then the verifier accepts with negligible probability. Extractor. The extractor
& works as follows:

1. For every com; ; in the transcript tr, run PCS extractor Ec(com; ;) to obtain f; ;.

2. For every tuple (Z‘Ji‘l cj - comgp,], ,a) in the transcript tr, check if the following holds

S|
C.Commit(fs[j],rs[j]) = comgyj] and ZCj . fS[j] (.’L‘) =a,

j=1

where fg(;)’s are polynomials extracted in the previous step.
3. For every execution of I75"?" run extractor Esajar to obtain (Bi,7i). Check if j3; is such that

com; = C.Commit(ppc, B; - fi,Ti)-
4. If at least one of the previous checks doesn’t hold, output L. Otherwise, output {f; ;};cs[-
The probability that the extractor outputs an invalid witness but the verifier accepts is exactly:

Pr[V(ppc, vp, x) = 1|state(i, x, tr = 0)] < |A1]dc + |Q2|dscalar-

C.2 Zero-Knowledge Proof for Theorem 1

Let So be the honest-verifier zero-knowledge simulator for (Zp,Po, Vo), and let Sc be the simulator for
C.Eval, let Secalar be the honest-verifier zero-knowledge simulator for Ils.,a,. We describe how to construct
an honest-verifier zero-knowledge simulator Sy = (Setup, Prove) for IT with size bound N.

S).Setup(1?):

1. D:=max{d(N,i,5) |i€{0,1,...,k(N)},j€{1,...,s(1)}}
2. (ppc,oc) < Sc(1?)
3. (gpscalan Uscalar) — Sscalar(l)\)
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oc and Oscalar are additional inputs used by Sc and Sseajar respectively when generating simulated tran-
SCripts. gPecalar 1S Used to generate proving and verifying simulation keys for Secaiar- Since the relation for
C.Eval is binary, there is no indexer, and the proving and verifying simulation keys are both equal to ppc.

When we prove honest-verifier knowledge, our adversary is A = (A;, V), where A; takes ppc and gpgcajar
as input and outputs an index-instance-witness tuple (1, x, w) and state st, and V is the honest verifier. Just
as in the compiler’s indexer, we can parse (iscalar,10) ¢ 1. Let (PPscajars VPscalar) < scalar-Z(€Pecalars Iscalar)-
Sir receives (PPc, 0C, PPscalars Tscalars 1, X) as input and behaves as follows:

% ; .
SH.PI’OVE(ppC, OC» PPscalar» Oscalar, 1, X)'

— For round ¢ € [k],
1. Receive message p; € F* from V and forward it to the HPIOP simulator S (F, 1, x).
2. Receive s(i) oracles and vector v; from the HPIOP simulator So (F, 1, x).
3. Let z be the zero polynomial. For all j € [s(¢)], compute commitment com; ; <— C.Commit(ppc, 2,7 ;)
for r; ; < F.

4. Send the verifier {com; ; }jg and v;.
— Simulate the query phase as follows:

1. Receive a message pr+1 € F from V.

2. Use the honest query algorithm of the HPIOP to compute the query set @ = Qy,, (F,x, p1, ..., p+1)

3. Forward the query set Q@ = (Q1,Q2) to the HPIOP simulator Sp(F,1,x) to obtain the simulated
view, which includes answers to all queries. If Sp aborts, then also abort.

4. For all ((i,7), f) € Q2, use Sscalar with additional input oscaiar to simulate a proof that (ppc, com; ;, f) €
‘C(Rsccalar)'

5. Parse the answers to the Type 1 queries from the simulated view as A;

6. For all (S,x,¢) € @1, let a be the corresponding answer in A;.Use Sc with input additional o¢ to

simulate an opening proof to show that (ppc, Zgl ci - comgpy, @, a) € L(Rc)

The query answers from Sy; are identically distributed to the query answers of Sp, which is by definition
zero-knowledge. Now we only need to discuss the rest of the information provided by Sp7: the commitments
and evaluations proofs. Because we assume C is hiding, the commitments reveal no further information, and
the zero-knowledge property of the C.Eval proofs additionally guarantee that these evaluation proofs are
simulatable.

C.3 Round-by-Round Knowledge Soundness of the Composition of Round-by-Round
Knowledge Sound Protocols

Here we show that round-by-round arguments can be sequentially composed with other arguments.

Theorem 5. If II) = (Z1,P1, V1) is a (01, . . ., 0, )-round-by-round knowledge sound argument for a relation
Ry and Iy = (Ta, Pa, V) is a (62,.. .,6,%2)—round—by—mund knowledge sound argument for a relation R,
then Il is a (61,..., (5]%1,51 +62,...,00 + 5,%2)—round—by—mund knowledge sound argument for the relation
Ra = Ri A Ra and the knowledge soundness error is (ko + 1) + 62, where §' and 6% are the knowledge
soundness errors of II; and I, respectively.

Proof. Completeness. Completeness is obvious.

Round-by-Round Knowledge soundness. Let x5 = (x1,x3) and wn = (wy,ws). We denote the state
functions of IT; and Il as state; and state,, respectively.

Step 0. Empty transcript. We set state, = (ix,xx,#) = 1 if and only if state; = (i1,x1,0) = 1 and
state, = (i2,x9,0) = 1.

Step 1. Execution of II;. The transcript has the form tr = ((n}, pi)i<i, 7)), where 7}’s denote P;’s
messages in round ¢ and p; is the randomness sent by V;. We set state, (ia, xa, tr||p;) = 1 if and only if both
following conditions hold:
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1. state; (i1, xq,tr||p;) =1
2. state, = (ia,x9,0) =1

The extractor £ works as follows:

1. Run & to obtain w;
2. Run &, to obtain wy
3. Output (wy, ws)

Suppose state, (ix,Xna,tr) = 0 and

Prstate, (ix, xa, tr||p;) = 1] > 6; .
Pi

We can show that (i, xa, E(x,tr)) € Ra.

By the definition of the state function, state,(ix,xa,tr) = 0 if state,(i;,x;,tr) = 0, or state, =
(12,x2,0) = 0, or both. Note that if state, = (iz,x2,0) = 0, then state, (ir,xa,tr||p;) = 0 too. The only
way state, can switch from 0 to 1 is when state; switches from 0 to 1 and state, = (i2,x2,0) = 1. By
round-by-round knowledge soundness of IT;, £ in that case outputs an invalid witness w; with a probability
less than ;. Since state, = (ia,x2,0) = 1, & outputs a valid witness wo.

Step 2. Execution of II5. The transcript has the form tr = (tr1, (72, pi)i<i, 77), where try = (7}, pi)i<k,)
is the transcript of II, 7ri2’s denote P’s messages in round ¢ and p; is the randomness sent by Vs. We set
state, (1n, XA, tr||p;) = 1 if and only if both following conditions hold:

1. statez(ﬁ27xQ7tr2|\pi) =1
2. state;(i1,x1q,tr;) =1

The extractor works the same as in Step 1. Suppose state, (in,Xa,tr) = 0 and

Prstate, (in, xa, tr]|p;) = 1] > 7.
Pi

We can show that (in,x,E(x,tr)) € Ra.

Again, let us analyze when state, can switch from 0 to 1. By the definition, state,(in,xa,tr) = 0 if
either state, (11,x1,tr;) = 0, or state, = (i2,xXo,tr) = 0, or both. Note that if state; = (11,x1,tr;) = 0, then
state, (ix,Xn, tr||p;) = 0 too. The only way state, can switch from 0 to 1 is when state, switches from 0
to 1 and state; = (11,x1,tr1) = 1. By round-by-round knowledge soundness of II5, & in that case outputs
an invalid witness wo with a probability less than 61.2. Since state; = (i1,x,tr) = 1, £&; outputs an invalid
witness w; with a probability less than 6' = Zf;l &}, which is the knowledge soundness error of IT.

Verifier’s decision. We need to show that if state,(ir,xa,tr) = 0, then V. rejects. Observe that
Va accepts only if both V; and Vs accept. If state,(in,xn,tr) = 0, then state; = (i1,x3,tr;) = 0, or
state, = (12, X2, tra) = 0, or both. Therefore, by round-by-round knowledge soundness of IT; and Ils, Vi, or
Vs, or both reject, respectively. Thus, V. rejects.

Knowledge Soundness Error. To get the knowledge soundness error, we apply the union bound and
get:

ko
§< 8N+ 8" 4067 = (ke + 1)0" + 6%

i=1
Note that the additional factor of ky for 8! comes from the fact that £ can be invoked during the execution
of IT; while &, is called during the execution of IT; only if (i2,x2, Wa) € Ra.

D Vector Range Proof for Vector Commitments

In this section, we generically describe how to prove the following relation from the introduction using
DekartProof, where VC is a vector commitment scheme:
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RVC = {(com;v € IFg,r €F) : com € VC.Commit(v,r), v € [O,n]d}

Then in Section D.1, we discuss how to produce this proof if the commitment algorithm is ElGamal
public key encryption.

For any vector commitment scheme VC, we can prove RYC using DekartProof and a zero-knowledge
multilinear polynomial commitment scheme C. First, the prover constructs a multilinear polynomial f whose
evaluations over the boolean hypercube are equal to the elements of the committed vector. The prover uses
C to commit to f. Second, the prover and verifier run the compiled DekartProof protocol from Section 5 on
the commitment to f. Third, the prover and verifier participate in an interactive argument to show that
the evaluations of the committed f over the hypercube are equal to elements of the committed vector. The
first two steps are straightforward, but the consistency proof requires an additional protocol. More formally,
proving that the evaluations over the boolean hypercube of the polynomial committed to by com; are equal
to the vector elements committed to in com is equivalent to describing a zero-knowledge interactive argument
for the following relation:

. - comy = C.Commit(ppc, f,7¢)
RYC = prc,?pﬁ,comf,comv, : A com,, = VC.Commit(ppyc, v, 7y)
AR AYi € K], f((i — 1)) = v;

The exact argument will depend on both the vector commitment scheme VC and the commitment scheme

C.

D.1 ElGamal Instantiation of Vector Range Proof for Committed Vector

In this section, we briefly discuss how to instantiate the scheme described above when using ElGamal
(EG) as the vector commitment scheme and Zeromorph (ZM) as the underlying zero-knowledge multilinear
polynomial commitment scheme. To use ElGamal as a vector commitment scheme, we simply encrypt every
element of the vector individually. As discussed earlier, we can describe an interactive argument for REC
using DekartProof and an interactive argument for RE$,. That is, we describe an argument for the following
relation:

Wk Cfe Ak . comy = ZM.Commit(ppzym, f,7¢)
RES = gl_(’g_i}:gppzf'v';ﬂ{al}iﬂ’Comf’ : A Vi € [k], ct; = EG.Enc(pk;,vi;7;)
iy Tifi=1J>Tf AV € [k-},f(@ —1)) =

Let k+ 1 =2# and let g, h be a generators of a group G of prime order p for our ElGamal encryptions.
Let G1, Gz, Gr be groups of prime order p with a bilinear pairing e : G; X Go — Gr. Let g1,92 be the
generators for Gy, Ga, Gr respectively. The public parameters ppzy of Zeromorph ¢1,97,. .. ,g{zu,gf €EG
and gs, gg,gg € Gy. We can write each ElGamal encryption ct; = (ct;[1], ct;[2]) = (¢, pk;*h?), and we can

think of the Zeromorph commitment as a multiexponentiation comy = ([[;cp (g{i71)1’7") (¢%)". Then the

interactive argument for RCE,?S’tZM is just an instantiation of the compressed sigma protocol construction from

Attema et al. [1] for Rayormomexr (Section A.4). Here we assume our witness length is a power of 2, but if
it is not, we can pad the witness.

Let DekartProof“™ be the compilation of DekartProof that uses Zeromorph as the zero-knowledge poly-
nomial commitment scheme. We describe the zero-knowledge interactive argument of knowledge for RE® in
Figure 6.

EG

Theorem 6. Figure 0 is a public-coin zero-knowledge interactive argument of knowledge for Rei ange

Proof. Completeness and public-coin properties are obvious.
Round-by-Round Knowledge Soundness follows from the Composition Theorem 5.
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o2H
Prover’s Input: g, h,ppsy = 91,97, -, 91 95,92, 95,95 {pk;, ctitioy, m; {vs, i Hiy
Verifier’s Input: g, h, ppyy; {pk;, cti}oi, n

1. P defines f = Zle Vi - €q((;_1y)- P computes comy = ZM.Commit(ppzy, f,7¢) for some 7 < F.

2. P and V run DekartProof”™ where P’s input is (n, k + 1,comy; f,r;) and V’s input is (n,k + 1,comy). If the
output of this interaction is reject, V outputs reject.

3. For all i € [k], let ; : Z’;H X Zlg — G be a group homomorphism such that for all v € Z’;Hm € Zf,;
pi(v,r) = pkihi.

mn

4. P and V engage in a compressed sigma protocol ([1]) to prove (g1, g7, - - - ,g'{2 ,gf, comy,ct1[2],. .., cte[2], Y1, .., ¥r) €

L(RamortonExr) Where P’s witness is ((vi,...,0%,7¢), (T1,...,7%)).

Fig. 6. Proving the Decryptions of k ElGamal Ciphertexts are in [0, n)

Zero-Knowledge: Let Sy be the simulator for the sigma protocol in Step 4 of Figure 6. Let S5M_ .o...¢ be

the HVZK simulator for DekartProofzzl\:. We describe a simulator SY with oracle access to the honest verifier
V and access to ppzy = 91,97, --, 9] ,gﬁ,gg,gg,gg as follows:
Sv(gv h, {pki}?:lppZMa {Cti}i'c:la n):

1. Compute com} = ZM.Commit(ppcom, 0,77) for r} < F.

2. Use SMtartproor t0 simulate Step 2 with (n, k + 1,com’) as the instance.

3. For all i € [k], let ¢ : ZET! x Z¥ — G be a group homomorphism such that for all v € ZF r € ZF,
fi(v,r) = pkihv:.
4. Run Sy on the instance (g1,97, ... ,gf“,gicom},ctl[ﬂ, et 0, 0.

Zero-knowledge follows directly from the hiding property of Zeromorph, the zero-knowledge property of
SEM  proofs and the special HVZK property of Ss.
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