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Abstract. Authenticated dictionaries (ADs) enable secure lookups to a dictionary hosted
by an untrusted server and are a key component of various real-world applications, includ-
ing transparency systems and cryptocurrencies. Despite significant overlap in techniques
for building ADs and related primitives, such as memory checkers and accumulators (i.e.,
authenticated sets), these relationships have yet to be formalized.

In this work, we give a rigorous treatment of ADs and prove their precise connection to
the latter two cornerstone primitives. We start by laying out the minimal algorithms and
security properties needed in practice and introduce a new security notion for ADs called
write-committing, which requires update proofs to guarantee an exact count of changes.
We prove that any AD built from a black-box authenticated set (AS) makes at least £2(logn)
AS calls per lookup and obeys a trade-off between lookups and updates. With optimal
lookups, such a scheme requires at least 2(logn/loglogn) AS calls per update. We also
resolve the open question of constructing a secure AD from only black-box access to an AS
and present two schemes adhering to the trade-off: one with optimal lookup overhead and
the other with higher lookup complexity, but which only requires two AS calls for an update.
Finally, we make strides towards unifying memory checkers and ADs. To this end, we present
two constructions for memory checkers with black-box access to an AD: one that incurs
constant overhead (but needs write-committing) and a second that only requires the AD to
be lookup-secure but incurs logarithmic overhead. We then give a simple AD construction
using a memory checker as a black-box, with O(1) overhead.

Our results demonstrate the inherent limitations of ADs built from accumulators but lay the
foundation for extending existing results on memory checkers and other primitives, such as
vector commitments, to ADs.
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1 Introduction

Authenticated dictionaries (ADs) enable one to verify the correctness of lookup queries to a
dictionary hosted by an untrusted server. Ensuring the integrity of lookup queries is an impor-
tant requisite for many real-world use cases including transparency logs (e.g., [25/52I5358]), cloud
storage (e.g., [28/42]), and cryptocurrencies (e.g., [55192]). Most recently, WhatsApp has deployed
an AD to enable clients to verify proofs of the key directory’s correctness [53], and steps are also
being taken toward standardizing key transperancy [60].

To appreciate both the impact of ADs today and their potential applications, consider these
flagship deployments—some already built on AD primitives and others poised to benefit from
upgrading to full ADs:

— Key Transparency (KT) Logs. WhatsApp’s AD lets users fetch and verify their own public
key bindings without leaking metadata [53].



— Account-Model Blockchains. Ethereum [92] and Algorand [3] store state in Merkle—Patricia
tries (a kind of AD), letting light clients fetch balances and nonces via O(logn) proofs.

— Package Repositories. Sigstore’s Rekor and other similar transparency logs issue inclusion
and consistency proofs per artifact, but cannot efficiently prove “all versions” or metadata for a
given package name (e.g., the history of updates made to the package). Without AD support,
auditors face O(n) scans or must trust centralized mirrors, leaving gaps in verifiable software
distribution. Existing academic work [37I62I69] already lays the groundwork for improving the
security guarantees and performance of these deployments, using AD constructions as building
blocks.

— Database Outsourcing in the Cloud. Amazon QLDB [4] and Azure Confidential Ledger [64]
provide append-only tamper-evident journals with Merkle proofs for cloud databases, but lack
key-value lookups with completeness guarantees. Clients must still re-scan the Merkle tree or
fully trust the service to ensure that no entries are missing, which undermines either scalability
or integrity. Existing work (e.g. [38/44183]) lays the groundwork for solutions that can overcome
the limitations of these deployments.

Is a simpler data structure enough? An authenticated set (AS)—which we use interchangeably
with the term accumulator—is arguably the simplest authenticated data structure and enables
one to commit to a set and prove whether an item is or is not a member of the set. Given the
aforementioned applications, it is natural to ask whether an authenticated set would suffice. The
following examples illustrate the drawbacks of using accumulators in certain applications.

Certificate Transparency (CT) logs offer append-only, publicly auditable membership proofs
for individual certificates, but they do not provide efficient key-value mappings from a domain
name to the current set of valid certificates. This essentially makes a CT log an accumulator. As a
result, domain owners or auditors must download or reconstruct the entire certificate log—an O(n)
operation—to verify all certificates for a given domain. In contrast, KT systems balance verifiability
with privacy and frequent key updates, allowing users to query their own key state in O(logn)
time without downloading the full log.

UTXO-based blockchains, such as Bitcoin, basically log a set of coins, effectively making them
an accumulator—similar to the CT example above. In this setting, light clients employ Simplified
Payment Verification (SPV) to verify that a transaction is included in a block by downloading only
block headers and Merkle proofs. SPV, however, cannot prove the completeness of an address’s
unspent transaction outputs (UTXOs), i.e., that no UTXOs have been omitted, so wallets must scan
the entire chain or trust a full node to enumerate all UTXOs for an address [93]. Early proposals
for embedding an authenticated UTXO commitment in the blockchain aim to address this gap but
are still in nascent stages and would require consensus-breaking changes [I5]. Meanwhile, account-
model blockchains emerged to address exactly these shortcomings of Bitcoin by providing efficient
AD functionality.

Exzisting black-box compilers? The gap in performance between CT and KT or UTXO and account
model blockchains illustrates the importance of using ADs over authenticated sets in certain set-
tings. Given the long line of work on authenticated sets (see e.g., [QUTOITITITATTIR02TI33/34/43]
[49/56J6872I77I8TI9596] ), it is natural to ask whether an authenticated set can be compiled into
an AD in a black-box manner. Prior work has toyed with turning a generic accumulator into an
AD; see, for example, the work of Tomescu et al.[85], which observes the limitations of the black-
box approach and resorts to a non-black-box solution. Recent work on oblivious accumulators [12]
used an accumulator as a black-box to build an AD, but only while also using a more powerful
primitive-vector commitments—as an additional building block. Since all known approaches either
break modularity or blow up performance, finding efficient black-box approaches (or proving the
lack thereof) remains an open problem.



In other works such as SEEMless [25] and OPTIKS [54], “zero-knowledge sets” and “append-
only sets” are used to build ADs in a black-box manner. This appears promising, but upon closer
inspection, their use of the term accumulators is a departure from standard terminology. In fact,
the primitives they refer to as a “set” are not really an accumulator but rather an authenticated
dictionary.

Relation with other primitives. Other cryptographic primitives including memory checkers, vec-
tor commitments, proofs of data posession (PDP) and proofs of retrievability (POR) have used
techniques similar to those used in the AD literature. Memory checkers enable a user to outsource
a RAM program to a third-party server and later verify integrity of the memory with small lo-
cal storage. POR and PDP are more restricted forms of memory checking, with similar security
requirements. Vector commitments allow a prover to commit to a vector of elements and prove
values for individual positions; the functionality of VCs is equivalent to treating each position in
the vector as a memory location and then checking correctness of read (or write, in case of updates)
operations.

As we discuss in Sec. |p| the security requirements of memory checking are strictly stronger
than those for ADs—and this also turns out to be the case for VCs. Thus, the relationship between
memory checking and ADs is thought-provoking but has seen little exploration in the literature
to date. Given the line of lower-bound results about memory checking, the relationship between
memory checking and ADs is especially interesting to study.

The limitations of prior work thus demand the following: (1) standardization of terminology
for authenticated sets and ADs, (2) investigation of whether the overhead of compiling primitives
such as accumulators into and ADs is inherent, and (3) exploration of the relationship between
memory checking and ADs.

1.1 Owur Contributions

This work formalizes the relationship of authenticated dictionaries to other important authenti-
cated data structures. We outline our contributions below.

(C1) Formalizing ADs and their security. We start by formalizing ADs using a minimal set
of definitions to capture the functionality and security notions required by real-world applications.
We also define a new notion of security for ADs, which we term write-committing; this property
proves critical for building one of our two memeory checking constructions (Sec. 2| and Sec.
(C2) Two AD schemes. We resolve an open question posed in [85], about whether an AD can be
built from black-box use of an authenticated set. The authors of [85] note the challenge of ensuring
that all values associated with a queried label are returned. We answer the question affirmatively
and describe two constructions for ADs built from an AS that are able to do just this and offer
different tradeoffs; our first scheme is more efficient for small value sets, and our second scheme is
more amenable to efficient updates. (Sec.

(C3) AD lower bounds. We demonstrate the optimality of our constructions by proving lower
bounds on the number of calls to the underlying AS scheme for both lookups and updates. We
show that any such AD must make, on average, £2(logn) invocations to the underlying AS for each
lookup, where n is the size of the universe of values. This bound is tight and met by our first scheme.
We further show that when this lookup bound is met, at least logn/loglogn AS operations are
needed to update a key-value pair in the AD. In contrast, our second scheme trades off increased
lookup overhead for constant update overhead and requires at most two AS operations for each
update. Our lower bound proofs recast the problem to a counting argument in multi-dimensional
space, and these techniques may be of independent interest. (Sec. |4))

(C4) Two memory checking schemes. We also demonstrate the relationship between ADs
and memory checkers. The typical security notion for memory checkers, read-over-write (RoW)



security, requires that any value read from an array location be the last value written to that
location. Given only black-box access to an updateable AD, we present two constructions for a
memory checker, each assuming different security notions for the underlying AD. (Sec.

(C5) An AD built from a memory checker. Finally, we provide a simple, constant-overhead
construction for an AD using a memory checker together with Cuckoo hashing. (Sec. @

1.2 TImplications of our Results

Our results on building ADs from authenticated sets and memory checkers extend to other lines
of work on cryptographic commitments of data structures.

Accumulators. The terms accumulator and zero knowledge set [26/57J63] have been used in the
literature to refer to what we call an authenticated set. While adhering to the lower bounds in Sec. [
existing and future accumulator constructions can be used to obtain additional properties for ADs,
such as short proofs [I4J57], obliviousness [12] or batched proofs [23]. We note however, the fol-
lowing: depending on the underlying assumptions, for each accumulator construction’s asymptotic
performance on updates and membership/non-membership proofs, there exists a corresponding
AD construction which matches its performance on updates and the analogous lookup proofs. Our
results on the logarithmic overhead of black-box AD compilers using an accumulator show that
building an AD from an accumulator is strictly worse than non-black-box constructions. Thus,
our lower bounds urge researchers to redirect the work for applications such as blockchains and
key-transparency away from accumulators.

Vector commitments (VCs). A vector commitment [24] allows a prover to commit to a vector
and prove to a verifier the values committed at different positions in the vector. This is, in fact,
equivalent to memory checking! As we discuss in Sec. [7] it is possible to build an AD from mem-
ory checking with O(1) overhead, and therefore the same applies to vector commitments. This
further streamlines the AD contruction of Baldimtsi, Karantaidou, and Raghuraman [12], which
uses a vector commitment but with an additional accumulator. Thus, our results give directions
for future work to compile ADs from vector commitments and to allow the ADs to inherit any ad-
ditional properties of the underlying VC such as efficient aggregation of proofs [80J46/84], efficient
incrementability [22] and easily updated pre-generated proofs [91].

1.3 Related Works

Authenticated dictionaries. Most prior work on authenticated dictionaries proposes construc-
tions for specific use cases such as cryptocurrency [66/55/92], key distribution [2558/61], out-
sourced storage [31U65I30/5543], and transparency [62ITIR5IREI4RIR7]. Many of these schemes require
O(logn) computation at both the server and client, where n is the number of key-value pairs, e.g.,
[BIBTI65I52]. Other constructions only require O(1) runtime for client lookups [3TIR6IGD], at the
expense of an O(n) factor on the server side.
Memory checking. Memory checkers were introduced by Blum et al. [I6] and can be viewed
as a special case of ADs in which the keys are memory locations and the data stored at a given
location is the corresponding value. They present schemes for various data structures and prove a
log N lower bound for the size of trusted storage required for a data structure of size N. Ajtai [2]
showed that a memory checker with small trusted memory must be invasive, i.e., the number of
physical locations at untrusted storage must have a blowup over the logical memory locations.
Correspondingly, the queries to logical storage must suffer a blowup in physical storage accesses
(or queries).

Naor and Rothblum [67] provided various results about the relationship between memory check-
ing and other primitives, and showed that for an information-theoretically secure online memory
checker, g x s € £2(n), where n is the number of locations in the physical memory. Dwork et al.



[35] refined this result for deterministic, non-adaptive memory checkers. Recent work by Boyle
et al. [I8] generalized the bounds of [35] to any setting of online memory checking (adaptive,
information-theoretic, computationally secure, etc.). Wang et al. [90] entended the lower bounds
to lower bounds about the locality of memory checking.

Papamanthou and Tamassia [(5] and more recent work [59], consider an expanded model for
parallel reads/writes. Other constructions, e.g., [28/4247I88/70], achieve various efficiency metrics
such as smaller server storage or amortized read/write time.

PDP and POR. Ateniese et al. [7] introduced provable data possession (PDP) as a restrictive form
of memory checking that allows a client to outsource data to an untrusted server and later verify
possession of the original data without retrieval. Follow-up schemes were proposed (e.g., [I6/89])
including ones supporting updates [2736], distributed storage [39], and multiple replicas [32]

Proofs of Retrievability (POR) was concurrently introduced by Juels and Kaliski [50] and
enables an untrusted server storing a file on behalf of a client to prove to the client that it holds the
data and that the client can successfully retrieve the file in its entirety. POR offers stronger security
guarantees than PDP. While PDP and POR are related to ADs, they offer less functionality.
Other data structures. ADs can be implemented using authenticated hash tables [T6/78]. Other
authenticated data structures have also been proposed, including for graph connectivity and ge-
ometric queries [45], shortest path queries on graphs [94], pattern matching queries [74] and au-
thenticated databases [79]. Such data structures are outside the scope of this work.

2 Background and Definitions

Notation. We denote by [z,n] : U x N - {0,1}" the representation of some element x in U as
an n-bit string. Note that all definitions in this section are algorithmic, which is the convention in
existing literature.

2.1 Authenticated Dictionary
We consider authenticated dictionaries (ADs), which we define below.

Definition 1. Let 1L be the set of possible labels, L € IL, and V be the set of possible values. A
dictionary is a mapping D : L - P(V) that maps each label £ € L to a set of values V € P(V)
(here, P denotes the power set).

The sets I and V are application specific and, for the sake of generality, we abstract away
specific descriptions of these sets. We use the term labels instead of keys to distinguish them from
cryptographic keys.

Definition 2. A static AD, denoted StAD, is a data structure that maps labels ¢ € I to sets of
values V €V and comprises of the following algorithms:

— pp < Setup(1*,sp): Takes a security parameter X and setup parameters sp, and outputs public
parameters pp.

— (d,st) < Commit(pp, D): Takes public parameters pp and a dictionary D, and outputs a digest
d and state st.

- (V, wé’f‘l/‘p) <« Lookup(pp,st, D, ¥) : Takes the public parameters pp, state st, dictionary D, and a
label £. It outputs a set of values V' and a proof ﬂéky’.
— b« VerLookup(pp,d, ¢, V, Wék‘qﬁp): Takes public parameters pp, a digest d of D, a label ¢, a set of

values V, and a proof 75" It returns a bit be {0,1}.



This basic definition captures important standard functionalities across various authenticated
dictionaries by allowing flexible interpretations of the different parameters. For example, the public
parameters pp might contain a verification key, which can then be used at verification time to
verify that a lookup query is answered correctly by a trusted data source. Alternatively, the public
parameters might be empty, the digest be the root hash of a Merkle tree, and the lookup proof be
an authentication path.

Definition 3. An updatable AD, denoted UpdAD, is a StAD with the following two additional

algorithms, as well as an associated predicate Pred:

- (sti+1,d7;+1,7r2fff)/L < Update(pp, d;, st;, U): Takes as input public parameters pp, a state st;
and a corresponding digest d;, a set of updates U consisting of tuples of the form (op,£,V),
where op € {add, update, delete}. It outputs the updated state st;,1, updated digest d;,1, and proof

updt

iyi+l)
— b < VerifyUpdate(pp, d;, d;+1, W??ff

and a proof W;ffff. It returns a bit be {0,1}

s or an error L.

): Takes as input public parameters pp, digests d; and d;+q

We require correctness, as well as a number of security properties for an AD. First, we define
these properties for a static authenticated dictionary, i.e., one without updates.

Definition 4. Let D : L ¢ L - P(V) be a dictionary and A € N. StAD is said to have lookup
correctness if for all labels { € L:

pp < Setup(1*,sp)
(d,st) <« Commit(pp, D)
Pr| (V, wé’f&p) < Lookup(pp,st,D,£) : [ > 1 - negl(\).
V = D[/]
A VerLookup(pp, d, ¢, V,7r€f“p) =1

Definition 5. Let A € N. StAD has lookup security if for all probabilistic poly(\)-time adver-
saries A and any £ €L

pp <+ Setup(l)‘)
(d, 0,V = W,m " mi ) < A(pp) :
VerLookup(pp, d, , Vﬂrifup) =1
A VerLookup(pp, d, ¥, VV,WlVIf/up) =1

< negl(A).

Definition 6. Let A € N. UpdAD is said to be value-binding if, for all probabilistic poly(\)-time
adversaries A and any £ €L

pp < Setup(1*) ]
(tanaja ga V * I/V7 ﬂ-i/]f’uP’ ﬂi/lliup’
d
d, (diy 75714 ) < Alpp)
Viel[t+1,t+n],
VerifyUpdate(pp,di—l,di’ﬁﬁfﬁ =1
ANt<j<t+n
A VerLookup(pp,dj,E,Wﬂifup) =1
| A VerLookup(pp,dj,f,WW%ffup) =1]

< negl(A).




2.2 Authenticated Set

An authenticated set (AS) is a data structure that commits to a set S ¢ V and supports membership
queries.

Definition 7. A static authenticated set (AS), StAS, is a data structure that stores a set of
values from V and comprises the following algorithms:

— pp < Setup(1*,sp): Takes a security parameter X and setup parameters sp, and outputs public
parameters pp.

— (d,st) <« Commit(pp, S): Takes public parameters pp and a set S €V and outputs a digest d and
corresponding state st.

— (b, 7)) « Member(pp,st, S,v) : Takes public parameters pp, server state st, the set S, and an
element v. It outputs a bit be {0,1}, and a proof 7.

— b’ « VerMember(pp,d,v,b, 7™°"): Takes public parameters pp, a digest d of S, a value v, a bit

b, and a proof ™. It returns a bit b' € {0,1}.

Definition 8. A updatable authenticated set (wAS), UpdAS, is a static authenticated set with
the following additional algorithms:

— (d',st’, 8", w"Pdte) « Update(pp, st, S, v,type) : Takes the public parameters, the server state st,
the set S, an element v and a type for the update type € {Insert, Delete}. It outputs an updated
digest, state, and set d',st',S" respectively and a proof wUPdate,

— b <« VerifyUpdate(pp, d, d’, m'P92t type): Takes public parameters pp, digests d,d’, a proof T
type of update type € {Insert, Delete} and returns bit b.

update
M

The setup parameters sp can specify additional information, e.g., an upper bound on the set
or the number of bits used to encode each set element. We require that if v € S (resp. v ¢ S), then
Member outputs b = 1 (resp. b= 0) and a proof of membership (resp. non-membership) 77",

Definition 9. Let S ¢ V be a set and A € N. StAS has membership correctness if for all
elements veV where b=1 if ve S and b=0 otherwise, then

pp < Setup(1*)
(d,st) < Commit(pp, S)
(b",my) < Member(pp,st, S,v) :
b=0" A VerMember(pp,d,v,b"7™") = 1

Pr >1-negl()).

Definition 10. Let A\ € N. StAS is said to have membership security if for all probabilistic
poly(A)-time adversaries A and any v eV

pp < Setup(1*)
(d, 0,7 770) < A(pp) :
VerMember(pp, d,v,0,7m"") = 1
A VerMember(pp,d,v,1,77") = 1

Pr < negl(N).

2.3 Memory Checker

Definition 11. A memory checker MemCheck consists of a client C, a memory M, and the fol-
lowing algorithms:

— pp < Setup(l)‘,sp): takes as input a security parameter 1* and a set of parameters sp. It outputs
parameters pp.



— (T,U) < Init(pp,st): takes as input a set of parameters pp, a security parameter represented in
binary, and the initial state of a database. It outputs the initial trusted memory state T and the
untrusted memory state U.

— (v,m) < Read(i,U): queries the untrusted memory for an index i and outputs value v and proof
.

0/1 < VerRead(i,v,T,7): takes as input a trusted memory state T, a location i, value v, and
proof w, and outputs a bit 0 or 1.

— (0,7, U") < Write(i,v,U): takes as input position i, a value v and untrusted memory U. It
outputs updated untrusted memory U’, a proof 7, and a set of trusted memory updates 0.

— (b,T") < VerWrite(i,v,T,§,m): takes as input a location-value pair (i,v), trusted memory state
T, trusted memory updates 0, and a proof w. It outputs an updated trusted memory state T' and
a bit b.

We now define soundness for memory-checkers, called read-over-write security.

Definition 12. Let A € N. MemCheck is said to have read-over-write (RoW) security if for all
probabilistic poly(\)-time adversaries A:

pp < Setup(1*,sp), ]
(l,v, 0", 7, 7",
(Tj,lOCj,l,’Ualj,l,5‘7‘,1,7'(']',1)]‘6[17”],
ke [0,n]) < A(pp) :
vEVT
Pr A VerRead (¢, v, Ty, 7) =1 < negl(}).
A VerRead (¢, v*, Ty, 7*) =1
ANVje [07 (TL - 1)]7
VerWrite(locj,valj,Tj,éj,ﬁj) = 17Tj+1
[ AV e[0,(n-1)], loc; #¢

Def. captures the notion that if v is the value of a location ¢, then after a sequence of
operations — excluding any write to ¢ — the subsequent read from ¢ must verify only if the value
for ¢ is v. See [71] for more details about read-over-write (RoW) security.

2.4 Authenticated Dictionary Threat Model

In this work, we consider two types of parties: (1) an untrusted client (or multiple untrusted clients)
and (2) an untrusted server. No trusted data source exists, both parties can arbitrarily deviate from
the protocol, and, in particular, an adversary may corrupt any subset of the parties. The server
holds the entire dictionary and the client holds a short digest.

Security is only defined with respect to the honest (non-corrupt) clients; we require that if
there are honest clients, then either verified answers to lookup requests are consistent across the
honest clients or that misbehavior is eventually detected. Concretely, we require that honest clients
see the same dictionary and require consistency between digests held by the honest clients, i.e.,
non-equivocation. This involves a dissemination mechanism such as a gossip protocol or a public
bulletin board (e.g., blockchain).

While many types of threat models exist in the AD literature, we focus on this model-which
we refer to as the transperancy model-because it requires the fewest assumptions and is, therefore,
the most general.

3 From Authenticated Sets to Authenticated Dictionaries

One natural approach to building ADs is to implement them using an AS. For example, [82]
proposed an AS based on a Merkle tree and used it as a black box to construct an AD by storing
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Fig.1: An example of (a) a dictionary and the set encodings for (b) Compiler 1 and (c¢) Compiler 2.
We allow the dictionary to map labels to multiple values e.g., label ¢;. In (b) and (c), the elements
in the set are contained in blue boxes and the elements that we test for non-membership are in
dashed boxes.

items of the form H(H(¢)|H(v)) in the set, where (¢,v) is a dictionary entry. Since they assume
a trusted data source, they do not have to contend with multiple values for a label.

Tomescu et al. [85], on the other hand, assume that no parties are trusted; their scheme must be
able to detect if a malicious server commits divergent value sets in the AD. They modify their AS
scheme in a non-black-box manner and note that, while one could attempt to build an append-only
AD from an append-only AS in a “black-box” manner by representing each key-value pair as a set
element, this approach is not sufficient for proving to verifiers that all values associated with the
queried label have been returned.

We ask and answer the following question affirmatively: Is it possible to construct a static AD
from a static AS in a black-box manner such that the AD can prove to the verifiers that all values
associated with a label have been returned? We are the first to present two general approaches
for compiling an AS into an AD that achieves this. The query complexity of these constructions
requires a multiplicative factor that is linear in the number of values returned and the bit length
of the values.

3.1 Construction 1

Both of our constructions proceed by encoding the given dictionary as a set which can then be
committed to using a static AS. At a high level, our first encoding is as follows. For each pair (¢,V")
in the dictionary and each value v; € V', we add the element £[j to the set, where j € [|V|] denotes
the index of the value in V. Then, for each bit of v;’s bit representation equal to 1, we add the
string ]| 7|k to the set, where k denotes the index of the bit in v;. In the detailed construction,
care is taken to encode all the indexes as bit strings of a length specified by the setup parameters.

We give an example dictionary and its set encoding in Fig. [Ta] and [IB] respectively. Proving
that {001,011} is the set of values associated with ¢; boils down to proving: (1) membership of
£1]|0 and ¢4 |1, (2) membership of the corresponding bits equal to 1, (3) non-membership of its bits
equal to 0, and (4) non-membership of ¢1]|2. The final proof ensures that the set of returned values
is exhaustive.

Compiler description. Let D be the dictionary we wish to commit to and let S « @. The
compiler starts by calling StAS.Setup to generate the public parameters pp,g for the underlying
AS. For each pair (¢,V) € D, we associate a unique counter ctr,, € [|V|] with each v € V. For each
value v € V, we then add the following entry to S: [/, leniap]|[ctry, lenct,]. This element denotes a
value with the index ctr,. Let lenj,q, lenjap, and lene, denote the maximum bit length of a value,
label, and counter, respectively. We encode the value as a set bitstring(s) as follows. For each index



i € lenjyg such that [v,leny,][7] = 1 add the string

[, lenap ]l [ctry, lence: ] || T2, lening] -

to set S. Finally, we commit to the set S as d, stas < StAS.Commit(ppag, S) and return (d, lenc, ), (stas, S).
To generate a lookup proof for pair (¢, V'), we initialize an empty dictionary IT, which will store
the proofs for each value. For each v € V', we generate membership proofs for [, leniap] | [ctry, lence:]
and a nonmembership proof for [¢,len]|[|[V]+ 1, lenct,] which proves there are no more values
present. In addition, for each v € V and each ¢ € leny,q such that [v,leny,][i] = 1, we add a
membership proof for [¢,lenp]|[ctry, lence ]| [¢, lenina] and a nonmembership proof otherwise.
To verify IT for (¢,V), we initialize W « @ and check that for each v € V', the membership
proof for [¢,len,p] | [ctry, lenct,] verifies while ensuring the validity of the nonmembership proof for
[4, lenan ]IV | + 1, lenct,]. In addition, for each counter ctr,, and for each index i € [leninq ] for which
proofs were supplied, we verify the (non-)membership proofs of the form [¢, len.p] || [ctrew, lence. ] | [7, lenina]
and use them to reconstruct a value w (membership proofs correspond to a 1 and nonmembership
proofs to a 0), which we then add to W. To verify that the supplied V' is correct, we finally check
that {[v,lenyy] :veV}=W.
The pseudocode can be found in Fig. 2] and [3|

Theorem 1. If StAS is a static AS satisfying membership correctness (Def. @, then the StAD
scheme in Fig. @ and@ satisfies lookup correctness (Def. .

Proof. Let D be a dictionary commited to using StAD in Fig. and i.e. d,st « StAD.Commit(pp, D)
where pp < StAD.Setup(1*,sp).

We proceed in two cases. First, suppose (¢,V) € D and let m = |V|. By construction, for label
¢ and all counter values ctr € [0,m — 1], StAD.Commit adds the element [¢, len,p]|[ctr, lenct,] to
set S (lines and ; note that no element is added to S for ctr > m. Additionally, for each
ctr € [0,m — 1] and for each bit position i € [leny, ], we add [¢, leniap ]| [ctr, lence, ] | [7, lenina] to S if
and only if the ith bit of [ctr,lenc,] is 1 (lines and [21)). Each of these elements is unique
due to fixed-length bit encodings.

By definition, StAD.Lookup(pp,st, D, ) returns two elements: a set V and a proof Hé,k;jp. A
correct lookup returns V' = D[] (line [26)), fulfilling the first part of the correctness requirement.

It remains to show that the returned proof verifies. StAD.Lookup first initializes an empty
dictionary II. For the given label ¢ and for all ctr € [0,m - 1], it adds a proof of membership
for element [¢, lenyap]||[ctr, lenct,] to II[ctr] and a proof of non-membership for ctr = m to II[m]
(line[35)). Additionally, for ctr € [0,m~1] and i € [lenya ], we add a proof of membership to II[(ctr, )]
for [[¢,leniap]||[ctr, lence, ] || [2, lenina] if the ith bit of [ctr, lenct, ] is 1 and a proof of non-membership
otherwise (line [40)).

Combining the above observations with the correctness of StAS, it follows that the while loop
on line |§| iterates m + 1 times (assuming the second part of the loop does not return 0):

— In the first m iterations, we have b* = 1 and b** = 1, since for all ctr € [0,m — 1], II[ctr] is a
correct proof of membership for [, leny,p]||[ctr, lenc,]. Moreover, IT[(ctr,i)] contains a proof of
membership for [, lenyap]|||[ctr, lence, ]| [¢, lenina] if the ith bit is 1 and a proof of non-membership
otherwise. All proofs are correct with all but negligible probability.

— In iteration m + 1, b* = 0 and b** = 1, since II[m] is a correct proof of non-membership for
[, leniap ] || [, lenct,] with all but negligible probability. The conditional statement on line [10]is
met and we thus exit the loop.

Now, consider the second part of the loop (lines . By the correctness of StAS, all (non-
Jmembership proofs in IT are valid. Additionally, since IT[(ctr,i)] contains a proof of membership
if the i-th bit of ctr-th value is one and a proof of non-membership otherwise, then for each
ctr € [0,m — 1], at the end of the for loop on line [23| we have w = [V[ctr], lenyy], which we add
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StAD.Setup(1*,sp) — pp
lenab, lenya) < sp bitlength for labels/values
PPas < StAS.Setup(1*,sp)
return (ppag, leniap, lenyar)

StAD.Commit(pp, D) — d, st
(PPas lenian, lenval) < pp
S+~ o
¢« max{|V|: (4, V) e D}
lence: < |logy c] +1) bit length for counter
lening < [log2 |enV31J +1 bit length for bit index
for (¢,V)e D do
ctr=0
for veV do
s« [¢,lenian] | [ctr, lence:]
S« Su{s}
for i € [lenya] do
if [v,lenva][i] =1 then
s < [, leniap ] || [ctr, lencec ] || [2, lenina]
S« Su{s}
ctr < ctr+1
das, stas < StAS.Commit(pppg, S)
return d = (das, lenci: ), st = (stas, S)

StAD.Lookup(pp,st, D, £) -V, Héf’fk“p
(ppA57 Ienlab, Ienval) <~ pp
(stas, S) < st
IT < {} // initialize dictionary
c<max{|V|: (4, V) e D}
lencer < |log, c] +1)
lening < [log, lenyar| +1
ctr< 0
while True do
s* <« ¢, lentab] | [ctr, lence:]
b*, 7" « StAS.Member(ppas, st, S, s™)
Hctr] < (b*,7")
if b* =1 then
for i € [lenya] do
s < [£,leniap ]| [ctr, lence: ] || [Z, lenina]
b, m < StAS.Member(pp,s, st, S, s)
I (ctr,i)] < (b,m)
else return V, IT
ctr < ctr+1

Fig. 2: First construction for compiling a static AS into a static AD (Part 1). We assume that the
setup parameters sp specify the label and value bit lengths.

to W. Thus, the last if-else statement must return 1, completing the final requirement for lookup

correctness.

Now, consider the second case: that £ is not in D (this is equivalent to showing that (¢,1) € D
and (¢,2) € D). There is no restriction on V' being non-empty. Thus, this case is also captured by

the first case, and lookup correctness follows.
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Theorem 2. If StAS is a static AS satisfying membership security (Def. @), then the scheme
StAD (Fig. @ and@ satisfies lookup security (Def. @

Proof. Suppose that StAS is secure and there exists adversary A that runs in time poly()\) and
can output tuple (d, ¢, V, W, Hé/k“p, Hll;“p) such that V # W and

StAD.VerLookup(pp, d, E,V,ngl’) =1
A StAD.VerLookup(pp,d, ¢, VV,H‘Z,];“”) =1

with probability more than negl()). Let ppag be the public parameters for StAS. We will show
that if such an adversary exists, then there exists an adversary that breaks the security of StAS.
We proceed by case distinction.

Case 1: |V| # |[W|. Without loss of generality, let |V| < |W|. Then there exist proofs 7 €
IFP[[V]] and 7 € T P[|V]] for s = [£, lenjan] [[|V], lence,] such that

StAS.VerMember(ppas, d, s,0,7) =1
A StAS.VerMember(ppas, d, s,1,7) =1

However, d, s, m, 7 were computed in polynomial time, but StAS is assumed to satisfy member-
ship security. We have thus reached a contradiction.

Case 2: |[V| = |[W|. Since V # W, there exists v € V such that v ¢ W. Since StAD.VerLookup
succeeds for the pair (¢,V), then there exists some ctr € [0,|V] - 1] which v corresponds to. We
first define the following set.

5= {[[e, e Tt e el - 1, 5 o) } .

For each s = [¢,len,p] | [ctr, lence. ] || [¢, lenina] € S we must have
1 « StAS.VerMember(ppas, das, s, 1, )

where (1,7) < H‘l/’-mp[(ctr,i)].

By a similar argument, since StAD.VerLookup succeeds for (¢, W), then each element in W
corresponds to a unique set of proofs in H‘l/ﬁup each of which is indexed by a unique counter in
[0,|V]-1]. In particular, there exists w € W, w # v, which corresponds to the same counter ctr for
which S is defined above. We analogously define another set:

T= {V, lengap ] || [ctr, lence: ] || [2, lening] : [[wflirﬂj?]]vfil]]; 1 }

Since v # w, then S # T. Without loss of generality, let s € S \7T. Since s corresponds to
some i € [lenyy ] such that [v,lenya][i] = 1 and [w, lenya][i] = 0, then there exist proofs (1,7) €
ITF“P[(ctr,i)] and (0,7) € ITLi"*P[(ctr,i)] such that

StAS.VerMember(ppas, d, s,0,m) = 1
A StAS.VerMember(pppg, d, s, 1,7) = 1.

Once again, d,s, 7,7 were computed in polynomial time, thus breaking the membership security
of StAS. The argument for s € T'\ S similarly holds.

To break the lookup security of the compiled StAD, the adversary needs to violate the mem-
bership security of the underlying StAS scheme at least once. The verification procedure for some

12



1: StAD.VerLookup(pp,d, £, V,IT) - 0/1
2 (PPas lenian, lenyal) < pp
3 lening < |log, lenyar| +1
4: W «— @, ctr< 0
5: (dAS, Ienctr) ~d
6: while True do
7 (b*,7") « H[ctr]
8: s* <[4, lenan ]| [ctr, lence: ]
9: b** « StAS.VerMember(ppps, das, s, b*,7")
10: if b* =0 and b** =1 then
11: break
12: else if b** =0 then
13: return 0 Invalid proof
14: w < €
15: for i € [lenyal] do
16: (b, ) < I [(ctr,4)]
17: s < [, leniap ] || [ctr, lence: ] || [2, lenina]
18: b < StAS.VerMember(ppys, das, s, b, )
19: if b’ =0 then
20: return 0 Invalid proof
21: else
22: w < w|b // Reconstruct bits
23: W <« Wu{w}
24: ctr < ctr+1
25: if {[v,lenya] :v eV} =W then
26: return 1 Valid proof
27: elsereturn 0 Invalid proof

Fig. 3: First construction for compiling a static AS into a static AD (Part 2).

V requires verifying [V|(lenya + 1) + 1 membership proofs using the underlying AS, which

pp < Setup(l)‘)
d, 0,V £ WL ILE" « A(pp) :
StAD.VerLookup(pp, d, £, V, ITLF"P) = 1
AStAD.VerLookup(pp, d, £, W, ITLE*P) = 1

Pr

< (max(|V],[W])(lenyar + 1) + 1) - negl(\) O

3.2 Construction 2

We now describe a second construction that offers different trade-offs. Similarly to before, the goal
is to encode the dictionary as a set which we can then commit to using a static AS. For this
construction, we assume that there is an ordering on the universe of values V. We define an index
function Pos(v,V) =i that takes as input a value v € V and a value set V and outputs the index 4
of v in V. For each dictionary entry (¢,V) and each value v; € V, we then add the element £|i to
the set, where Pos(v;,V) = in the ordering.

Consider the dictionary in Fig. [lajand let V = {0,1}? be the value set (here, we use the natural
ordering of bit strings i.e., 000 is 0, 001 is 1, etc). We depict the second set encoding in Fig.
Proving that 001 and 011 are the values associated with ¢; using our second compiler requires
proving: (1) membership of 411 and ¢;||3 and (2) non-membership of ¢; | for i € [8] \ {1,3}.

13



Compiler Description. The compiler calls StAS.Setup to generate the AS’s public parameters
PPas- To commit to a dictionary D, we initialize set S < @ and, for each pair (¢, V) € D and value
v eV, add [¢,lenp]|[Pos(v, V), lening] to S. As a reminder, leniyg,leniay, and lenc, denote the
maximum bit length of a value, label, and counter, respectively. We then commit to S by running
d, stas < StAS.Commit(ppas, S), and return d, (ppas, S)-

To generate a lookup proof for some pair (¢, V'), we initialize an empty dictionary II, which will
store the proofs for each value. For each i € [[V]], we compute the element s = [, lenjap]||[7, lening]
and generate the corresponding (non-)membership bit b and proof 7 for s using StAS.Member. The
proof II[i] = (b,m) is then updatded. In particular, if v € V, then b = 1 and 7 is a membership
proof. On the other hand, if v ¢ V', then b = 0 and 7 is a (non-)membership proof.

To verify proof IT for (¢,V), we must check that for each (¢, (b,7)) € II, b =1 if and only if
1 = Pos(v,V) and v € V. Else, IT is invalid, and we output 0. Otherwise, we check the validity of
each individual proof in IT. For each i € [|[V|] and (b, 7) < II[i], we require that 7 is a valid proof
of (non-)membership for s = [¢,leniap]||[7, lenina] in set S. If for each i € [|V|], the corresponding
(non-)membership proof is valid, then IT is a valid lookup proof and we return 1. Otherwise, we
output 0.

The pseudocode can be found in Fig. [4]

Theorem 3. If StAS is a static AS satisfying membership correctness (Def. @, then the StAD
scheme in Fig. |4 satisfies lookup correctness (Def. .

Proof. Let D be a dictionary commited to using the StAD in Figure i.e. d,st « StAD.Commit(pp, D)
where pp < StAD.Setup(1*,sp).

We proceed in two cases. First, suppose (¢,V) € D and let m = |V/|. By construction, for label £
and all values v € V, StAD.Commit adds the element [¢, lenj,y]||[Pos(v, V), leni,a] to set S (line
and following); where Pos(v, V) provides a unique position number for each v € V (and therefore
for each v e V).

By definition, StAD.Lookup(pp,st, D, ) returns two elements: a set V and a proof Héf“‘;‘p. A
correct lookup returns V' = D[] (line [19)), fulfilling the first part of the correctness requirement.

It remains to show that the returned proof verifies. StAD.Lookup first initializes an empty
dictionary I7 (line[L9). For the given label £ and for all i € [[V]], it adds a proof of (non-)membership
for element [¢,leniap]||[i,lenina] to IT[i] (line and following). Note that by the above, it is
a membership proof if and only if i = Pos(v,V) for some v € V, and a nonmembership proof
otherwise.

From the above observation, it follows that we the condition on line [3I] must never be true, as
we have membership proofs (b = 1) for each ¢ € P by definition of P, and nonmembership proofs
(b =0) for each i ¢ P. Combining the above observations with the correctness of StAS, it follows
that the verification of membership proofs on line [34] always returns 1, so the condition on line
must also always fail. Therefore, verification must return 1, as it cannot return O.

Now, consider the second case: that ¢ is not in D (this is equivalent to showing that (¢,1) € D
and (¢,@) € D). There is no restriction on V being non-empty. Thus, this case is also captured by
the first case, and lookup correctness follows. O

Theorem 4. If StAS is a static AS satisfying membership security (Def. @), then the scheme
StAD (Fig. |4)) satisfies lookup security (Def. @

Proof. Suppose that StAS is secure and there exists an adversary A that runs in time poly(A) and
outputs a tuple (d,?,V, W,Hé/]?“p, Hy;“p) where V # W and

StAD.VerLookup(pp, d, E,V,Hé/k“p) =1
A StAD.VerLookup(pp, d, £, W, IT}F"P) =1

14



StAD.Setup(1*,sp) — pp
lenab, lenya) < sp bit length of labels and values
PPas < StAS.Setup(1*,sp)
return (ppag, leniap, lenyar)

1:
2
3
4
5: StAD.Commit(pp, D) — d,st
6 (ppAS7 Ienlab7 Ienval) <~ pPp
7 S+

8: lening < [log, [V]]

9: for (¢,V)e D do

10: for v eV do

11: 1 < Pos(v,V)

12: S < [[Z, Ienlab]] H [[i, Ienind]]
13: S« Su{s}

14:  d,stas < StAS.Commit(ppas, S)
15: return d, (stas, S)

16: StAD.Lookup(pp,st, D, () — V, IT,""*

17: (PPas; lenian, lenvar) < pp, (stas, S) < st
18: lening < [log, [V]]

190 < {}

20: for i € [|V]] do

21: S <« [[Z, Ienlabﬂ H [[i, Ienindﬂ

22: b, m < StAS.Member(pp,s, st, S, s)
23: I[i] « (b,7)

24: return D[{], [T

25:  StAD.VerLookup(pp,d, £, V,II) - 0/1
26: (PPas; lenian, lenya) < pp

27: lenina < [log, [V]]

28: P < {Pos(v,V):veV}

29: for i e [|V|] do

30: (b,7) < I[i]

31: if (b=1Ai¢P)v(b=0AieP)then
32: return 0 Invalid proof

33: s < [¢,lenian] || [4, lenina]

34: b* < StAS.VerMember(pp,s, d, s,b, )
35: if b* =0 then

36: return 0 Invalid proof

37: return 1 Valid proof

Fig. 4: Our second construction for compiling a static AS to a static AD.

with probability more than negl(A). Let ppag be the public parameters for StAS. We will show that
if such an adversary exists, then there exists an adversary that breaks the security of StAS.

Since V' # W, without loss of generality, there must be a v’ € V, such that v' ¢ W. Let
i = Pos(v', V), and s" = [¢,lenpap]|[¢’, lenina]. Now, since v" € V, by definition of P (line we
must have i’ € P during the verification of V', and i’ ¢ P during the verification of W.

This insight then implies that (1,7 ) = II[¢'] for some 7y during the verification of V', while
(0,7mw) = II[3'] for some my during the verification of W, as otherwise one or both verifications
would trigger the condition on line[31] For both verifications to succeed as assumed, we then further
require that 1 = StAS.VerMember(ppag,d,s’,1,m,) and 1 = StAS.VerMember(ppas,d,s’,0,mw ),
otherwise the verification will fail on line However, note that this now directly contradicts mem-
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bership security (definition 7 as we assumed a polynomial-time adversary and a non-negligible
probability of success. O

3.3 A Hybrid Approach

Both constructions presented above have their advantages. For example, proving and verifying the
lookup of a pair (¢, V) is more efficient using construction 1 (Fig.[2and [3)) when lena-|V]+[V|[+2 <
[log, [V]]. This insight suggests a hybrid approach in which one chooses the more efficient encoding
of the pair (£,V) as set elements based on the size of |V|. On the other hand, construction 2
(Fig. [4) is more easily adapted to support efficient updates: adding a new label pair (¢,v) to D
would only entail computing the index ¢ « Pos(v,V) and then adding s <« [¢,lenp]||[7, lening]
to the set. Likewise, deleting a pair would involve deleting the respective set element. We leave
exploring these trade-offs and formalizing a hybrid construction for future work.

4 AD Lower Bounds

Here, we present lower bounds for lookups and updates for authenticated dictionaries built out
of black-box authenticated sets. In Sec. [I.I} we present definitions and abstractions. We use these
abstractions to prove our lower bounds for lookups in Sec. [I.2] and for updates in Sec. 1.3
Assumptions. We assume that each value for a given label ¢ in the set of labels L is equally
likely. We do not assume any specifics about the construction: the AD uses an AS in a black-box
fashion by relying on a sequence of AS.Member invocations to conduct AD.Lookup and similarly
for Update operations. Given a label £ € L in AD, let V be the set where any value associated with ¢
must lie. We also define the set Q as the set of items for which the underlying AS may be queried.
Note that in this section, we consider bounds for deterministic constructions, i.e., constructions in
which there exists a deterministic function f:V — Q¥ such that once a value v € V is purported
to be the value associated with a label £ in the AD, the verifier runs AS.VerMember for the items
in f(v).

Lookup lower bound. Recall from Sec. that the only authenticated operations for a given
state of an authenticated set are AS.Member, which outputs an authenticated bit to signify mem-
bership or non-membership of an item in this set. Recall, also, that for a given state of an authen-
ticated dictionary, for a given label £ € I, the AD.Lookup function outputs a value V' and a proof to
authenticate that V is indeed the value associated with £. If an AD is built in a black-box fashion
out of an AS, each AD.Lookup must call AS.Member as a subroutine. The first bound in this section
(formalized in Theorem [5)) provides the minimum number of invocations to AS.Member, made by
such an AD.Lookup as a function of the size of the space V of values V for each label ¢. We prove,
in fact, that, to provide a proof for the value of a given label ¢, the AD.Lookup operation must
make at least log(|V|) invocations to AS.Member in expectation.

Update lower bound. Similarly to the case for AD.Lookup, when constructing an AD in a black-
box fashion out of an AS, we consider the invocations made to AS.Update, made by AD.Update for
a single update, i.e., an update set of size 1. In this case, we find a relationship between the number
of AS.Member calls made by AD.Lookup and the number of AS.Update operations an AD.Update
operation must invoke. In particular, we confirm the folklore that the complexity of AD.Lookup
can be increased to achieve an AD.Update operation, making fewer calls to AS.Update.

4.1 Proof Machinery

We now provide the background needed to prove our lower bounds.

Encoding a dictionary using sets. Since constructions may consist of any “encoding” of a
dictionary value V € V as the membership or non-membership of a sequence of items in a set, we
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Symbol ‘ Meaning

L Set of labels for an AD.

A% The set of values for an AD.
l

v

Label in L being queried.

Purported value associated with £. Sometimes called an element.

q Input to AS.Member(-,,q,").

E¢(q,v) |Output of AS.Member(-,-,¢q,-) if v is the value associated with £.

E(q,v) |Output of AS.Member(-,-,q,-) if v is the val. associated with the given label.
Qi w Set of AS.Member queried items if v is the purported value for ¢.

Qs The set of potential AS.Member queries for ¢ for any value. Q¢ = Uyev Qe 0.
m Qe
n V]

Table 1: Notation for AD-AS lower bound proofs.

define a general set of AS values for a given label £ € L, as Q. At a high level, Qy is the entire set
of items for which AS.Member may be invoked when AD.Lookup is called for the label £. We also
denote the set of values for the dictionary as V. An encoding, which we define formally in Def.
is meant to capture, given a purported value v for a label ¢, whether a particular AS.Member query
is necessary and, if so, what it outputs.

Definition 13 (Encoding). Let AD be any deterministically constructed authenticated dictionary
built using black-box use of an authenticated set AS. Then for each label ¢ we define an encoding
Ey: QuxV - {0,1,1}. Qp is defined as Uyey Qe,v, where for each v € V, Q, is the set of
elements for which (non-)membership proof verifications are made to AS.VerMember when ezecuting
AD.VerLookup for ¢ when D[{] =v. Ei(q,v) =0 means that we expect a non-membership proof for
the given query q and value v, 1 a membership proof, and L that the query is not relevant for the
given value.

In the case of 1, this specifically means that the query provides no informartion about the
value in question. Note that we often abbreviate E; as simply F since many properties that can
be proven for a distinct label £ also hold overall, so the exact label is irrelevant.

Next, we formally define a valid encoding as one that allows the AD to inherit correctness and
security from the underlying AS, where, given a purported value v for a label ¢, is authenticated
using a sequence of AS.Member calls.

Definition 14 (Valid Encoding). Let AD be any AD constructed deterministically from black-
box use of an AS, AS. If AD satisfies lookup security (Def. E‘Sl) and correctness (Def. given AS
satisfies membership security (Def. @) and correctness (Def. @, then the encodings Ey for each
e L are valid.

4.2 Lookups Lower Bound

In this section, we present proof that the number of StAS.VerMember invokations made by our
construction is asymptotically optimal. Concretely, we show that for any deterministic construction
of an AD from an AS, the clients need to verify £2([logn]) queries to the AS to confirm a label-value
pair in the AS in the worst case, where n is the size of the value space.

For a deterministic construction, the server provides the responses and proofs for a prede-
termined set of queries (these queries could be cached or not), and the client then needs to verify
that for the given value, the server provides the expected queries and answers, and all the proofs
verify.
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Theorem 5. Let StAS be a membership-secure static AS scheme (Def. @) Let StAD be a deter-
ministic construction of a lookup-secure static AD (Def. @) built from StAS. For any such StAS and
StAD schemes, there exists a dictionary D : L — V such that for all labels £ € L, StAD.VerLookup
must make 2([logn]) invocations to StAS.VerMember where n = |V|.

Proof outline Each deterministic construction of an AD from an AS must mean that potential
AD values for a label £ correspond to some encoding Ey, as defined in Def. We interpret the
encoding function E, as a set of points in the boolean hyperspace, such that each query to the
AS rules out specific values v but does not eliminate the possibility of others. We then show how
lookup security Def. [§] is equivalent to the property that each orthant in the hyperspace has a
single element (lemma . Finally, we show that any encoding violating the claimed lower bound
fails this property of the hyperspace.

Proof. For £ € L and v € V, let Q4 , denote the set of elements for which (non-)membership proof
verifications are made to StAS.VerMember when executing StAD.VerLookup for ¢ when D[{] = v.
Let Q; = Uyey Qo0 Since StAD is a deterministic construction, for all £ € L, the value space V
must admit an encoding E: Q, xV - {0,1, 1}, as defined in Def.

Claim. For any £ € L, E: QyxV — {0,1, L} is valid, per Def. then E must satisfy the following:
forall v,v" € V where v # v, there exists some query ¢ € Qy such that E(q,v) =band E(q,v")=1-b
for be{0,1}.

Proof of Claim: Suppose for v # v' € V, there exist no q € Q; such that E(q,v) =band F(q,v") =1-b
for b€ {0,1}. Then, even if StAS has membership security, it is possible to provide proofs for both
D[¢] =v and D[{] =o', with respect to a single digest v, breaking membership security for StAD,
making F invalid. O
Fig. [5b] and [5 provide examples of valid encodings.

Encoding to hyperspace. To prove the lower bound, we map each encoding E to a hyperspace
of m =|Qy| dimensions as follows. Each query g € Q, corresponds to a hyperplane. The hyperplanes
are pair-wise orthogonal, and each value v € V corresponds to a set of points P, such that |P,| > 1.
Each hyperplane divides the hyperspace into two. For any query ¢ and value v € V:

— If E(gq,v) =0, then the corresponding points P, lie on one side of the hyperplane corresponding
to q.

— If E(q,v) =1, then the points in P, must all lie on the other side of the hyperplane corresponding
to q.

— If E(q,v) = L, then P, contains points on both sides of the hyperplane corresponding to g.

Figure [f gives a pictorial example. Taking the above claim into account and disregarding points of
the same element v in the same orthant, the number of points |P,| for each element v depends only
on how many queries ¢ are not relevant for v, so |[{¢|E(q,v) = 1}|. We formulate this as a lemma:

Lemma 1. Let v € V and q, = |{q|E(q,v) # L}|, i.e., the number of queries relevant to v. Then
|P,| = 279 where m is the number of queries.

Proof. There are m hyperplanes. For each v € V', there are m — ¢, queries irrelevant to verifying the
given value. The number of points |P,| starts at 1, doubling for each non-relevant query (F(q,v) =
1). It follows that |P,| =2""9. O

By Lemma [1} if we have m =|Q,| distinct queries, and only ¢, are necessary for some element
v ie., ¢ = {¢lE(q,v) # L}|, then |P,| = 2™ % . Each point in P, lies in a distinct orthant of
the m-dimensional space. Note that each orthant corresponds to a configuration of the AS for
the elements in Q; (whether these elements are present or absent), and each point in an orthant
corresponds to a value v that can be verified successfully. Now consider the distribution of points
to orthants:
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Lemma 2. For any valid encoding E, there is at most one point per orthant.

Proof. Assume we have in total m queries which are relevant to verifying an element for a given
label [. As described, we represent each query as a hyperplane and each element as one or multiple
points in hyperspace (where the points cannot be part of any hyperplane). We can now consider
each orthant a unique combination of elements in the underlying AS, so as a configuration of the
AS. E.g., in Figure 5| the bottom-left orthant would represent that the element ¢; is present in
the AS, while g5 is absent. Towards a contradiction, assume that some orthant contains two points
elements v; # vy (note that by construction, points of the same element cannot be in the same
orthant). By construction of the hyperspace, note that, therefore, the server can provide correct
proofs for the client to verify v; and vy by using an AS in the configuration represented by that
orthant, which would break lookup security (Def. . O

Lower bound. To prove the lower bound on the necessary number of verifications, we will show
that it is impossible to provide an encoding E for n = 2¥ +1 elements in which each element requires
the verification of at most k queries.

Towards a contradiction, assume a valid encoding E exists for some label ¢. Let m = |Qy| and
Umaz = Maxyey [{q|F(q,v) # 1L}|. By assumption, it holds that w4, < k. We have 2™ distinct
orthants (each corresponding to a configuration of the underlying AS regarding these queries).
If m > k, then by Lemma [l [P,| > 2™ “me= for each element v € V. There are thus at least
(2% + 1)2m~tmas > 9m 4 9M~Umas points in total, which is more than the number of orthants (2).
By the pigeon-hole principle, this contradicts Lemma [2] which requires that each orthant contains
at most one point. If m < k, then the number of elements (2% + 1) is greater than the number of
orthants (2™), again resulting in a contradiction.

Thus, if there are n = 2F + 1 elements for some k € N, then at least one element requires k + 1
verifications, and the theorem follows. O

Theorem 6. An optimal encoding has exactly k queries for each element.
We start by showing a supporting corollary.

Corollary 1. Let m be the number of queries and g, = |{q|E(q,v) # L}|. Then, for any valid
encoding we have that Y o 2™ % < 2™,

Proof. By Lemma 1] for each value v, we have 2™ % points the hyperspace. Therefore, we have
Yvev 2™ in total. By Lemma we know that for a valid encoding F, there can be at most one
point per orthant. There are 2™ orthants, which yields Y.,y 2779 < 2™. O

Now we can forumlate a lower ound on the expected number of queries:

Lemma 3. If the set of possible values for a given label £ is 2%, then, for any StAD built using a
StAS, the expected number of queries to StAS, to authenticate the value for £ is at least k, assuming
each value is equally likely.

Proof. For a given label [, let g, be the number of queries made to StAS if label £ maps to the
element (=value) v. From Lemma (I} we know the number of points |p,| = 2% . Thus, ¢, =
m—(m—q,) =m—log(|py|). Also, from Corollary [I} ¥, 2™ % < 2™. E[q,] = E[m —log(|py])] =
m — E[log(|py|)]- We also know that E[log(|p,|)] < log(E[|pv|]), by Jensen’s inequality. Also, by
definition, log(E[[ps|]) = log(r ¥, [pu), by Corollary [1| log(E[|p,|]) < log(552™) = m — k. Thus,
Elq,] =m - E[log(Ip,))] 2 m - (m-k) = k. O

Additionally, we can also show that using less than k queries is not optimal:
Lemma 4. If any element has strictly less than k queries, then the expected number of queries

will be strictly larger than k.
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Proof.
Byeue[00] = m — Byey [y (copics)]
1-— 2—k+i 2k -1
=m — 10g2 2m - 10g2 (Qk_l) = 10g2 (1_2]6“)

Therefore, we need to show that

L k—i 2’6—11 2k _1 . 2’6—11 2k _1
< oF +72k 0g5 T- o ki < 1< oF 08y i1

To prove that the above inequality holds, we will show that (1) the limit is ¢ and (2) the term on the
right is monotonically decreasing. To prove (1), we start by applying the rule that lim f(z)-g(x) =

lim f(z) -lim g(«).

i 2’“—11 2k _ 1 L L 1 2k _ 1
1m ——- — | =1 11In —_—
o ok 082\ gk roee B2\ 9ho=i _ 1

, k-1 2t . ,
= lim log, (2k2_1_1 . 21) = i+ ICILI{.lolOgQ(l) =i+0=14.
Since i is constant, as k tends to infinity, the quantity inside the log tends to 1, and the entire log
term tends to 0. Thus, the limit is 4, and (1) holds.

We now show that (2) the function is monotonically decreasing (i.e., the function approaches
y =i from above). This is equivalent to showing that the first derivative is always negative for all
¢>1 and valid k. We first simplify the expression by substituting u = 2¥ and taking the derivative
with respect to u:

Kl (u—l log ( u-1 )) _(@-2)In(z55) + (1-2u
ou 2\u2-i-1 u?(u—2")1n2

We now want to show that the derivative is always less than 0. Since the denominator is positive
for all v = 2% > 2¢ (and note that k > i is a valid inequality to consider since the expected number
of queries, k, must be greater than the number of queries we are removing, 7, from one of the
elements), then:

(u-29)In(25) + (1-2%)u

u?(u—2")1In2
u27t - 1) +(1-2u
= (u-2" (In(:;__;l) +lni) —u(2'-1)

Now observe the following. First, for all i > 1, (u —2%) < u. Second, for all i > 1 and all u > 2¢, it
holds that 0 <In (2% ) < 1. We thus have that for all i > 1,

u—2°

0>

— 0>(u—2i)ln(

1n(“_1,)+1nig1+1niszi—1.
u—2°

Putting these facts together, it holds that for ¢ > 1,

u—1

(u—2i)(1n(u 2i)+i)<u(2i—1)

and thus the derivative is < 0 for ¢ > 1. Using (1) and (2), we conclude that the expected number
of queries is > k (and approaches k as k - o0). O

Theorem [0] follows directly from Lemmas [3] and [4] O
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Fig.5: (Bottom) Three encodings of a value space V = {v1,vs,v3,v4} for some label £ and their
(Top) hyperspace representation. In (a), we give an unsuccessful encoding. Although query ¢; can
distinguish element v, from vy, v3,v4, and query go can distinguish vy from wvs, vy, neither query
can disambiguate vs from wvy4. This fact is pictorially represented as v3 and v4 being assigned to the
same quadrant in 2D space. In (b) we give a valid and optimal 2D encoding, with the expected
number of queries to the AS for any value for ¢ is 2. In (c¢), we give a valid but non-optimal 3D
encoding that can distinguish the four elements using 3 queries. Here, the expected number of
queries for a given value of £ is 2.25.

4.3 Update Lower Bound

In this section, we turn our attention to an updatable AD (Def. |3) constructed out of an updat-
able AS (Def. . We ask how many times AS.Update must be invoked by AD.Update for such a

construction.

Theorem 7. For any valid encoding E, for any label £, there exists v and v', such that to update

D[{]=v to D[{] =7, we need 101‘%)(;];[1) many updates, or ~ lloogg]@ for large n (where n is the size of

the valueset).

Note that if we only need to verify M set membership proofs for each AD lookup, then to
change the value of the lookup, one of these M set memberships must return a different result to
maintain lookup security Def. [} By iterating this argument, we see that with u updates to the
underlying AS, we can “reach” at most M™ different values.

We show some supporting lemmas in order to prove the theorem. First, we bound the number
of states possible for the AD after a single update of the AS:

Lemma 5. Let AD be any updatable, deterministically constructed AD built using black-box use
of an updateable AS scheme, AS. Let D be the dictionary committed to by AD. Assume that, for
some label £, the encoding E, is valid (Def.[I]). Let m =|Q,| and

M =max|{q|Ee(q,v) # L}]-

If D[] = v for some value v before the update, then there are at most M <m distinct values v' € V
such that D[{] =v" after a single update of AS.

Proof. Let G ={q1,...,qm} € {0,1}" denote the vector of query states relevant for some label ¢ in
D, where ¢; = 0 if the query is not present in the AS, and ¢; = 1 if the query is present. § be such
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that D[¢] = v for some value v; by assumption such a v must exist. Note that only M membership
proofs from AS are needed to prove D[{] = v.

Any update of AS to a query ¢ ¢ Q¢ (including queries not relevant for label ¢) will not change
D[] for a valid encoding, since the proof is still valid. Further note that for each ¢; € Qg ,, the only
update that can be made is to remove it from AS if present or vice versa. Therefore, at most M
updates invalidate the proof for D[] = v, potentially changing the value of D[] to some v' #v. O

We can now bound the number of AD states after u updates of the AS:

Lemma 6. Let AD be any updatable, deterministically constructed AD built using black-box use of
an updateable AS scheme, AS. Let D be the dictionary committed to by AD. Assume that for some
label £, the encoding Ey is valid (Def.[14), and let m =]Qq| and

M = max|{g|E(q,v) # 1}]

If either (1) each state of AS is a valid assignment for £ or (2) M = m, then the set of values
{v1,v4,...} such that D[{] = v} after u updates has size at most M™.

Note that the preconditions for this lemma hold for both constructions.

Proof. Let D[{] = v denote the value mapped to by ¢ before any updates happen. We proceed by
case distinction.

Case (1): By Lemma after a single update, there are at most M distinct values v’ such that
D[¢] =v'. Let D[I] = v’ denote the new value after a single update. Applying Lemma 5| again yields
that, from each value, we can reach at most M new values v”, i.e., at most M? values overall. Note
that one of the possible updates is to revert v’ to v. Repeating this argument yields M™ possible
values after, at most, u updates.

Case (2): Any updates that might change D[¢] must modify one of the m relevant queries. After
a single update, ¢ has size m (one bit of § is flipped from 0 to 1 or vice versa). For each such vector,
we can make m — 1 updates that do not reverse the previous change, yielding m(m — 1) + m = m?
different configurations after at most 2 updates. Repeated application of this argument yields at
most < m* = M* distinct configurations after v updates. Each configuration corresponds to at
most 1 assignment for D[¢] for a valid encoding. O

Now we can prove Theorem [7}

Proof. By Lemmal[f] we reach < M* distinct values, using at most u updates. Applying this yields

1 -1
n—lSM“@log(n—l)gulogMc»Mgu
log M
O

The preconditions hold for both _constructions. Using the theorem, we get a lower bound of
log)lgogn for Compiler 1 (Fig. [2[ and , in which the update cost is at most logn. The bound is
almost tight as loglogn is small for any reasonable n. For Compiler 2 (Fig. , we have an actual
update cost of 2 (assuming that each label maps only to a single value and not to sets of values),

while the bound from Theorem (7| yields logn _ 1 so again the bound is almost tight.

logn
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5 From Updatable AD to Memory Checker

It may seem trivial to build a memory checker given an updatable AD as defined in Def. [3] We
could treat the memory locations of the memory checker as AD keys and the data at that location
as the AD’s value for that key. Unfortunately, such a construction requires a subtler approach, as
discussed below.

(In-)security of a naive construction. We arrive at obstacles in proving the RoW security for
a memory checker built trivially from an AD, as described above. Recall the definition of security
(value-binding) for an updatable AD, given in Def. @ This definition states, informally, that if two
lookups of a label ¢ are conducted at the same time, i.e., UpdAD.VerifyUpdate is called concerning
digest d, the two values verified for £ must match. Also, note that the UpdAD.VerifyUpdate function
does not take as input the set of updates U. Thus, (1) from a purely syntactical point of view,
the UpdAD .VerifyUpdate function cannot be used by itself to implement a MemCheck.VerWrite, (2)
the value-binding guarantee is semantically weaker than RoW security — even if a read value, ry,
for a label £ differs from the most recent value written value wy for ¢ as long as the provided read
cannot be equivocated, value-binding can be satisfied in the AD, but RoW security of the memory
checker would not be satisfied.

5.1 From an AD with Write-Committing Security

We first introduce a new security notion for ADs, which we call write-committing. Write-committing
guarantees that the proof output by Update commits to the number of changes made by a set of
updates U. In particular, let d and d* be digests from consecutive time stamps, and let L € I be
the set of labels to which updates were made. If VerifyUpdate passes, then we require that |U| = |L]|
with high probability. However, note that VerifyUpdate, by itself, does not take the set of updates
U as input, so we introduce a function f that takes as input a digest d, its update d* and the
update proof 7%P% and outputs an integer, symbolizing the number of updates purportedly made
between d and d*.

In the remainder of this section, we prove that this property and lookups for all expected
changes are equivalent to RoW security.

Definition 15. Let A € N. UpdAD has write-committing security if there exists counting func-
tion f, computable in time polynomial in its input size, such that the following 2 statements hold:

pp < Setup(1*,sp)

(-, d*, w4 « Update(pp, d,st, U),
1 « VerifyUpdate(pp, d, d*, 7“Pt) :
f(dv d*’ﬂ-upd) = |U|

Pr =1.

and, for all probabilistic poly(\)-time adversaries A and any set of updates U :

[ pp < Setup(1*,sp)
(V£ V* gt w1 d,d*) < A(pp) :
f(d,d* 7??) # |L|
1 < VerifyUpdate(pp, d, d*, 7P?t)
1 < VerLookup(pp, d, ¢, V, )
1 < VerLookup(pp,d*, ¢, V*,7*) } |

Pr < negl(X).

L:{KE}L‘

Compiler Description The strong security notion of write-committing enables a relatively simple
memory checker construction. MemCheck first initializes an updateable AD with write-committing
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1: MemCheck.Setup(1*,sp) — pp
2: lenab, lenya) < sp bit length of memory locations and values
3: pp < UpdAD.Setup(1*,sp)
4: return pp
5: MemCheck.Init(pp,st) - T, U
6: d,st’ < UpdAD.Commit(pp, st)
7: return ((pp,d), (pp,st’,d))
8: MemCheck.Read(:,U) — (v, )
9: (pp,st,d) « U
10: (v,7) < UpdAD.Lookup(pp,st, )
11: return (v,7)
12: MemCheck.VerRead(r,i,v,T) = b
13: (pp,d) <« T
14: b < UpdAD.VerLookup(pp, d, i,v, )
15: return b
16: MemCheck.Write(i,v,U) — (6,7, U")
17: (pp,st,d) <« U
18: st’.d’, m1 < UpdAD.Update(pp, d,st, ((i,v)))
19: v*,ma < UpdAD.Lookup(pp,st’,i)
20: U' < (pp,st’,d")
21: m— (v, m,m2)
22: return (d',7,U")
23: MemCheck.VerWrite(i,v, T, 8, m) — (b,T")
24: (pp,d) « T
25: (v*,mi,m2) «
26: if v+ v* then
27: return (0,7)
28: b1 < UpdAD.VerifyUpdate(pp, d, §, 1)
29: b2 < UpdAD.VerLookup(pp, 9, i, v,72)
30: b« b1 A b2
31: if b+ 1 then
32: return (0,7")
33: T < (pp,d)
34: return (b, T")

Fig.6: Algorithms for constructing a memory checker using an AD. Note that all locations in a
memory checker are assumed to be initialized at Init, thus we omit op from UpdAD.Update’s inputs
and implicitly assume op = update.

security and counting function f. A one-to-one correspondence exists between the untrusted mem-
ory locations of MemCheck and the key-value pairs in UpdAD. In particular, writing a value v to
location i of MemCheck requires updating the pair (i,v) via UpdAD.Update and then generating a
lookup proof using UpdAD.Lookup for the same pair. The lookup proof ensures that the value writ-
ten to location 7 is the same value read from location i. Correspondingly, verifying a write requires
verifying that the proofs generated by UpdAD.Update and UpdAD.Lookup, respectively, as well as
checking that f outputs 1, i.e., only one label’s value changed in UpdAD; MemCheck.VerWrite only
succeeds if all checks verify.

Reading a value from a location i requires running UpdAD.Lookup on the key i to obtain the
value and lookup proof, (v, 7), which is returned. Verifying a read then runs UpdAD.VerLookup on
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the pair (4,v) with the pair 7. MemCheck.VerRead succeeds if 7 is correct. The pseudocode can be
found in Fig. [6]

Lemma 7. If UpdAD is an updateable AD satisfying write-committing (Def. with counting
function f, then the scheme MemCheck (Fig. @ satisfies RoW security (Def.|19).

Proof. Suppose that MemCheck is not RoW secure and that there exists an adversary A that runs
in time poly(\) that can output a tuple

(67 v, /U*a , ’/T*v (,‘T] ) Ej—l y Uj-1, 5j—1 ) Trj—l)jE[l,n]a ke [07 n])
such that v # v* and
1 = MemCheck.VerRead (¢, v, Ty, 7) = MemCheck.VerRead (¢, v*, Tk, 7*)

and for all j € [1,n], (1) £ # ¢;, and, (2) with probability more than negl(\), MemCheck.VerWrite(¢;,v;,Tj,d;,m;) =
(1,T}+1). By construction, MemCheck.VerWrite checks that f(7}-1,7},m;j-1) =1 for each j € [1,n].

Then, consider the following two cases:

Case 1: k = 0, and thus a value binding adversary A* can use A as a subroutine to find

d, 0, v,v* m,*, such that v # v* such that (pp,d) « To and UpdAD.VerLookup(pp,d,?,v,7) = 1

and UpdAD.VerLookup(pp,d, ¢,v*,7*) = 1, thus breaking value-binding security for UpdAD.

Case 2: If k£ > 0, then, with less than negligible probability, there exists some timestep i € [1, k],

such that (pp,d;_1) < T}, f(di-1,d;,7;) =1, and both ¢;_; and ¢ are in the set

1 < VerLookup(pp, d;, ', v;, m*P), }

i
lkp

L;={0¢clL
J { ‘ 1 « VerLookup(pp, di1, ¢, vi—1,m;

Thus, a write-committing adversary A* can use A to subvert write-committing security. 0

5.2 From an AD with Value Binding Security

We now construct a memory checker using an AD that only satisfies value binding (Def. @

Compiler Description Given an AD with value-binding, we can build a memory checker as
follows. The construction comprises a hierarchical sequence of ADs, where AD,. contains only two
labels: 0, 1. The respective values for these labels are dg and d;, the commitments to the next level
of ADs, ADy and ADq; in particular, dy and d; commit to all the values whose labels’ first bit is
0 and 1, respectively. Each AD, contains only two labels: the labels for its left child £|0 and right
child £[1 and whose corresponding values are commitments to ADyjo and ADy;, respectively. The
leaf nodes of this hierarchical data structure are ADs containing one label (corresponding to the
MemCheck memory location) and its value (the value contained at that memory location).

To verify an update, we must check that no values other than the requested leaf are modified.
This can be done by verifying that only one label-value pair has been modified in each AD along
the path from leaf to root. This construction makes O(log(n)) queries to updateable ADs for each
read /write operation. The pseudocode can be found in Fig. |7| and
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1: MemCheck.Setup(1*,sp) — pp
2: n, lenyal < sp Length of memory locs/vals
3: leniay < logn
4: pp < UpdAD.Setup(1*,sp)
5: return pp
6:
7: MemCheck.Init(pp,st) - T, U
8: [’Ul, ...,vn] <« st v; is the value at memory location %
9: st' < [][] // An arr of logn arrs
10: for o € [logn-1] do
11: {=logn -« [terate starting at deeper tree levels
12: st'[£] =[] Stores the fth level of the tree
13: st” <[] // Stores the digests of level ¢
14: for j e [2°-1] do
15: e« [(0,5t{241]), (1,5¢[2 + 1])]
16: dj,st; < UpdAD.Commit(pp,€)
17: st'[£][4] < (dj,st;)
18: st”.append(d;)
19: st « st” Treat as state for the next level
20: (droot, Stroot) < st'[O][O] Digest of the root node
21: return ((pp, droot ), (PP, st’))
22:
23: MemCheck.Read(i,U) - (V, )
24: Veg, Il «@
25: (pp,st) « U
26: { < logn
27: biba...be < [i,]
28: curr < st[0][0] // Start at the root AD
29: for j e [{] do
30: (vj,7;) < UpdAD.Lookup(pp, curr, b;)
31: m.append((v;,7;))
32: V < v;
33: if j </ then
34: k < from_ bits(b;...b;)
35: (djk,stjk) < st[j][k]
36: curr < st; i
37: return (V,7)
38:
39: MemCheck.VerRead(pp,i,T,V,7) = b
40: (pp,d) « T
41: { < logn
420 (05, 7))jerg < 7
43: biba...be < [i,0]
44: b1, V' <0
45: for je[¢] do
46: b« b A UpdAD.VerLookup(pp, d,b;,vj,m;)
47: V* <
48: if j </ then
49: d < v
50: return ba (V ==V")

Fig.7: Algorithms for constructing a memory checker using an authenticated dictionary that is
not write-committing but is value-binding (Part 1). We assume that all locations in the memory
checker are initialized and that op = update.
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51: MemCheck.Write(i,v,U) - (§,m,U")
52: (pp,st) « U

53: <[]

54.: st’ « st

55: { < logn

56: biba...be < [i,4]

57: deurr < v

58: for je[¢] do

59: a<logn-j

60: if a >0 then k < from_bits(b1b2...b.) else k < 0
61: (da,sta) < st[a][k]

62: (dj,n5) < UpdAD.Lookup(pp,sta, 1 — ba+1)

63: (d;,mj) < UpdAD.Lookup(pp,sta, ba+1)

64: (styP?, diP™ wiP?) « UpdAD.Update(pp, du;, Sta, (ba+1, deur))
65: st'[j][k] < (i7", sty )

66: (dj, ;) < UpdAD.Lookup(pp, sti"*, ba+1)

67: -, m§") < UpdAD.Lookup(pp, st}”’dt, 1-bas1)

68: Tl'.append((d;,ﬂ;,7T]6"7dj,Wj,d;,’ﬂ'j’,d;pdt,ﬂ';pdt))
69: deurr < dP

70: U’ « (pp,st’)
71: return (deye, ™, U")

72:
73: MemCheck.VerWrite(i,v, T, 8, m) — (b,T")
74: ((d;7 7rjc'7 71—]6'/7 dj7 Tjs d;: 7r§'7 d;'tpdtz ﬂ-;‘tpdt))jé[logn] <

75: { < logn
76: deurr < d
T duEdt s
78: biba...be < [i,4]

79: b1

80: for je[¢] do

81: b« b UpdAD.Update(pp, deurr, dii", 774

82: Check that off branch did not change

83: b1 < UpdAD.VerLookup(pp, deurr, 1 - bj,d5, 75)
84: b2 < UpdAD.VerLookup(pp, debd*, 1 - by, d5, m§")
85: Check previous and updated digests for changed branch
86: bs < UpdAD.VerLookup(pp, deurr, bj, dj, ;)

87: by < UpdAD.VerLookup(pp, debd b;, dj, 7))

88: deurr + dj7 dculﬁﬁﬁ A d;

89: b—bA ALy b

90: b« bA (dewrr ==v)
91: if b# 1 then return (b,7)
92: return (b,9)

Fig. 8: Algorithms for constructing a memory checker using an authenticated dictionary that is not
write-committing but is value-binding (Part 2).
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Lemma 8. If UpdAD is an updateable AD satisfying value binding (Def. @), then the scheme
MemCheck (Fig. @ and@ satisfies RoW security (Def. @)

Proof. Suppose that MemCheck is not RoW secure and that there exists an adversary A that runs
in time poly(\) that can output a tuple (£,v,v*, 7, 7*, (T}, £;-1,vj-1,0j-1,Tj-1) je[1,n]) Such that
v#0v* and

1 = MemCheck.VerRead (¢, v, Ty, ),
1 = MemCheck.VerRead (¢, v*, Ty, "),

and all j € [1,n], ¢ # £;_; and MemCheck.VerWrite(¢;, v;,Tj, d;,m;) = (1,Tj+1), with probability
> negl(\). Let by, ..., b1 be the bitwise representation of ¢. Note that our construction verifies,
for each AD along the path from AD. through ADy, s, by verifying lookups for 1 —b; yield the
same value before and after the update for all ¢ € [m + 1] and, since each ADy, . 5, has exactly
two keys, only one key must have been modified, with high probability. If an adversary subverts
this property, there must be some j € [k - 1] and some ADy, ,...p, such that the lookup for bj.q
does not change when doing AD.VerLookup before and after the update but AD.VerLookup verifies
a different value as part of the verification for £,v*, breaking value binding. O

6 From Memory Checkers to Authenticated Dictionaries

Memory checkers have a more limited functionality as compared to ADs, since they only provide
locations instead of more general keys. Below, we discuss a simple hash-table-based solution, fol-
lowed by a cuckoo hashing solution that shows a very efficient solution (amortized O(1) overhead
for each operation) for building an AD, given an RoW memory checker.
We present these constructions at a high level and without proof.

A simple construction. A technique similar to a standard hash table [5I] can be used to instan-
tiate an AD using a memory checker. The location to store the data related to a given key is chosen
using a hash function. Since the hash function may have collisions, a memory location m contains
the commitment to an authenticated linked list, i.e., a hash chain. The linked list at location m
commits to all the changes made to values for the labels that hash to m, in chronological order.
This construction satisfies the value-binding property.

O(1) solution. A well-known solution for storing a general key-value store, given one or more
arrays, is Cuckoo-hashing [73]. In the average case, cuckoo hashing provides O(1)-time insertions
and amortized O(1)-time resizing, if needed. In order to implement an AD’s update operation,
a server could show that the locations updated in the memory checker correspond to the correct
changes for a cuckoo-hashing-based insertion, and a lookup would correspond to providing proofs
of memory state at the expected memory locations for a given key using the hash functions for the
cuckoo hashing scheme.

More generally, constructing an AD out of a memory-checker is equivalent to several existing
lines of work, e.g., hash-based data structures [29/51] and memory-based key-value stores [40/4T].
Modifications similar to those provided above can be made to general solutions to build ADs from
memory checking.

7 Memory Checking Lower Bounds

We now discuss lower bounds for constructions of memory checkers built from ADs. Due to the
stronger security guarantees of memory checkers and a slew of existing work in data structures,
there exist O(1) solutions for building ADs from memory checkers, e.g., using Cuckoo hashing, as
detailed in Sec. [6l
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In Sec. [5] we presented two constructions for a memory checker based on an AD. In particular,
we detailed the fact that the generally accepted memory checking security definition of read-over-
write security (RoW, defined in Def. , is stronger than the definition most commonly satisfied by
authenticated dictionaries — value binding (Def. @ In Sec. we presented a definition for write-
committing security for an AD, which can then be used to construct a RoW-secure memory checker
with only O(1) overhead for each operation. However, our black-box construction in Sec. for
a memory checker using an AD with only value-binding security requires O(log(n))-overhead for
write operations. Based on our attempts to improve this construction, we arrive at the following
conjecture, whose proof we leave for future work.

Conjecture 1.  Let UpdAD be an updatable AD with value-binding security. If MemCheck is an
RoW-secure memory checker with n memory locations, built with a deterministic construction
that uses UpdAD as a black box, then either (1) UpdAD is write-committing or (2) if UpdAD is not
write-committing, but only value-binding (Def. @, then each MemCheck.Write must make 2(logn)
calls to UpdAD.Lookup for MemCheck to be RoW-secure.

If Conj. [I] is true, then the existing lower bounds for memory checking can be translated to
lower bounds for ADs (e.g., [I8/90]).
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