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Abstract. Online services increasingly require users to verify their identity or parts
of it, often by law. This verification is usually performed by processing data from
official identity documents, like national identity cards. However, these documents
often contain significantly more information than the verifying party needs to know,
including information that should stay private. Disclosing this information is a
significant privacy and security risk for the user. Traditional work has designed
selective disclosure and zero-knowledge proof protocols for such use cases. However,
because these require a complete reimplementation, recall and redistribution of
existing identity documents, they have never been adopted on a large scale. More
recent work has focused on creating zero-knowledge proofs from existing identity
documents like the US passport or specific US driver licenses. In this article, we
propose an R1CS protocol to efficiently parse and extract fields from existing European
National Identity Cards, with an implementation for the Belgian BeID. The protocol
is able to prove correct extraction of a date-of-birth field in 22 seconds on a consumer
device, with verification taking 230 milliseconds. With this, we aim to provide EU
citizens with a practical solution to the privacy and security risks that arise when
one has to prove their authenticity or authority to a third party.
Keywords: zero-knowledge proofs · zk-SNARK · privacy · eID · age verification ·
self-sovereign identity · anonymous credentials

1 Introduction
Online age or identity verification has become a frequently-discussed topic in recent years.
More and more governments [Eur24; Dep24; pax23] are enacting or discussing laws that
demand online service providers of e.g. social networks or pornographic websites to verify
the age or identity of their users. Various social networks also provide the ability for users
to verify themselves voluntarily, so that they can be flagged as an authentic user.

Currently, in order to verify their identity or age, users generally have to send a scan
or picture of an official identity document to the service provider. The service provider
then verifies this document and subsequently allows or denies access to the user. However,
with this kind of verification come severe privacy risks.

First, the user discloses significantly more information than is generally necessary. For
example, to prove that Alice is an actual person, she only has to show that she has a
legitimate identity card, not the information on the card. Bob might want to prove his
the authenticity of his credentials by disclosing just his name, nothing else. Carol might
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only want to disclose to a service provider that she is of age to use the service, not her
entire identity or even her date of birth. To add to this, certain information printed on the
card (e.g. the person’s national identity number) should only be known to the issuer and
the holder. Second, this makes these users vulnerable to potential identity theft. If these
online services were to be compromised, important identity information could easily be
accessed by a malicious party. Third, this approach dismantles online anonymity, because
the user will always have to link their real identity to their account at least once. Last, on
such a picture, a proof of authenticity is often not clearly visible, which means that the
picture can be tampered with.

One solution to this could be to use the digital information that is often found on these
identity documents. Indeed, this data is used by government services themselves. However,
the proof of authenticity on these files applies to the entire file, which means that these files
have to be disclosed in their entirety if one wants to verify their authenticity. Consequently,
this would lead to the user disclosing even more sensitive data. Furthermore, the digital
data on these documents contains significantly more information than the printed-on data:
e.g. the Belgian Identity Card (BeID) contains an identity file with identity information
about the holder, but also e.g. information about the holder’s citizenship status, and it
also contains an address file. Whereas this data can be very useful for certain use cases, it
can’t be used without a full disclosure of the rest of the file.

1.1 Digital wallets
An alternative to the aforementioned disclosure of data is federated identity management
with a digital wallet. Recently, the EU has announced that it is developing a “European
Wallet” [Eur25]. However, different civil rights associations have expressed their concerns
with the proposed wallet, citing potential risks to privacy and personal security [ESH+23],
as well as insufficient security on the wallet itself [Eur].

Proprietary solutions to digital wallets exist. For example, the most commonly used
digital wallet in Belgium is a proprietary for-profit application called “ItsMe” [itsnd].
Generally, these applications work with users sending their identity information to the
wallet provider. When a user wants to use an online service that requires authentication,
the service will contact the wallet provider and request authentication. The wallet provider
will then tell the user which data they will disclose to the service in order to authenticate
the user, which the user then has to confirm or deny.

There are many issues with these kinds of implementations. First, the user needs to
put a lot of trust in the wallet provider. They share important sensitive data with the
wallet provider and must trust in the correct handling of this data. However, most of these
applications are proprietary and for-profit, which means trust is hard to earn. Furthermore,
the user does not really have a choice in what wallet provider to use: often the service
only implements one type of wallet. This means that, when a user is not satisfied with the
service provided by the wallet provider, they cannot simply go to a competitor. Second,
the wallet provider simply discloses the requested data to the service provider. By doing
this, they disclose significantly more information than the required “this user is allowed to
do this”. Depending on the wallet provider, the user does get a prompt to confirm the
data disclosure. However, they cannot finely tune the data that is provided. Third, as
a result of these previous points, we can say that the user has no sovereignty over their
data. They do not own the data, they do not control the flow of the data and they don’t
necessarily know what is happening with the data.

In order to ensure user control and sovereignty over their data, the user needs to be in
control of the data flow. This is more or less the case with the physical identity cards: the
user holds the only copy of the data, with the original data on the government’s servers.
Evidently, a user does not have full control over their data, since they are not allowed to
edit their official identity information, but for the purpose of data flow, they are in control.
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As explained above, the issue with these identity cards is the disclosure of the data on
these cards. Therefore, research has been done for privacy-preserving identity documents.

Historically, some different approaches to privacy-preserving eID cards have been
proposed: e.g. Vullers and Alpár [VA13] and Mostowski and Vullers [MV12] discuss, respec-
tively Idemix and U-Prove on eID cards. However, these approaches require governments
to issue new identity documents, workflows and infrastructure to process these. Given the
fact that these technologies have been around for over a decade and no government has
announced plans to implement them yet, it seems unlikely that this will happen in the
near future. Because of this, recent work has focused on using existing documents, namely
the US passport [RWGM23] or US mobile driver licenses [FS24].

1.2 Zero-knowledge proofs from existing credentials
Rosenberg, White, Garman, and Miers [RWGM23] propose zk-creds, a protocol that allows
holders of US passports to perform zero-knowledge proofs of knowledge (ZKPs) using
their US passports. To use zk-creds, a passport holder first registers their passport on
a bulletin board, e.g. a blockchain or a centralized server, in a way that keeps the data
secret. They do this by transforming their passport into a merkle tree where each field in
the passport is hashed to a leaf node in the merkle tree. They then disclose the root of
this merkle tree, which will be stored on the bulletin board. To prove correctness of this
transformation without revealing any information, the user creates a ZKP that proves that
their passport is equivalent to the merkle tree (without disclosing either), that the merkle
tree is constructed correctly and that the root of the merkle tree matches the disclosed
root. To prove authenticity, they disclose the signature of the passport and create a ZKP
that verifies this signature using the known public key and hidden passport. In order to
extract and use a data field of the passport, a user creates a ZKP that proves that they
know a merkle tree whose root node matches a root node in the bulletin board, and that
this field hashes to a leaf node in this merkle tree.

One obvious issue with this approach is the following: the signature of a passport is
unique for each passport. This means that disclosing this signature to prove authenticity
directly links the root node on the bulletin board to the passport. In a world where only
zk-creds is ever used, this is not a severe issue. However, realistically, passports will be
used in a conventional manner, where data is disclosed and the signature is verified in
plaintext. Consequently, the holder of the passport can be permanently linked to the root
node after just a single conventional use of the passport, effectively deanonymizing the
entry on the bulletin board. The reason that zk-creds disclose the signature instead of
proving the authenticity of the document in zero-knowledge, is the fact that the signature
algorithm used on US passports, ECDSA on secp256r1 with SHA-256 for hashing, is
extremely inefficient when transformed to zero-knowledge constraint systems.

Recently, Frigo and Shelat [FS24] have proposed several optimizations to significantly
decrease the overhead of ECDSA with SHA-256 for ZKPs, with the specific goal of
increasing the usability of existing identity documents for ZKPs. In this article, they
achieve sub-second proving and verification times for ZKPs on certain US driver licenses.
This makes it realistic to implement privacy preserving applications using these US driver
licenses. It is possible to apply these optimizations to both the US passport in the context
of zk-creds, or to the European eID cards in the context of this article. This would greatly
increase the performance of verifying the authenticity of these documents for ZKPs.

However, another important reason for Frigo and Shelat’s very fast proving and
verification times is the fact that MDOC, the data format of the US driver licenses they
discuss, supports verifiable selective disclosure. In contrast, the US passport uses the
machine-readable passport (MRP) format and the European electronic identity cards (eIDs)
use the tag-length-value (TLV) format, both of which do not support verifiable selective
disclosure. It should be noted that, in principle, the BeID supports selective disclosure;
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however, there is no proof of authenticity attached to the disclosed values, so this feature
is unsuitable for any real-world applications. This has two detrimental consequences: first,
the entire identity document has to be allocated in the constraint system, which gives
a slight overhead. Secondly, and most importantly, the identity documents need to be
parsed in a constraint system. This is rather simple for the MRP-formatted US passport,
since each field in this document has a fixed size. To extract a field, one simply has to
pick the correct substring of bytes of which the location and length are known beforehand
by both the prover and the verifier. The eID however has fields of variable length, which
means the constraint system would need to parse the identity document.

1.3 Zero-knowledge parsing
Most sufficiently powerful parsers perform large numbers of nested branches and loops.
This makes it difficult to program an efficient parser in constraint systems like a rank-one
constraint system (R1CS) or an arithmetic circuit, which are the constraint systems
processed in most zero-knowledge succinct non-interactive arguments of knowledge (zk-
SNARKs). In brief, constraint systems do not support flow, because a branching operation
does not exist. Instead of branching based on a conditional, both branches are always
computed in the following way: (condition ∧ consequent) ∨ (¬condition ∧ alternative).
This leads to a second issue, namely that arbitrary stop conditions are not possible, since
this requires a branch operation. Instead, loop unwinding needs to be performed, which
means that only loops with a fixed number of iterations are possible. Because of these
previous two points, branching in loops leads to an exponential explosion of constraints.

Therefore, a naive approach to a TLV parser, where the constraint system parses the
witness data, is extremely inefficient. However, because ZKP are proofs of knowledge, it
is very often possible to write a constraint system that verifies the proof of knowledge,
instead of computing the result. We use this philosophy to create an efficient parser for
TLV-formatted data. The prover will generate metadata from the plaintext data, which
will then be used to reduce the size of the constraint system, leading to significantly faster
proving times. The protocol is described in section 3.

Frigo and Shelat discuss a parser for MDOC-formatted data, which is encoded as Concise
Binary Object Representation (CBOR), which can have variable length fields. Therefore,
they encounter similar issues and apply similar solutions for their parser. However, since
CBOR and TLV are inherently different data formats, we design a completely distinct
parser. Not only the field format itself is different, but there are more significant key
differences: for example, CBOR features recursion and arrays where TLV does not. On
the other hand, TLV can have padding, whereas CBOR cannot.

1.4 Zero-knowledge authentication
A traditional authentication protocol consists of the following parts, all of which need to
be verified successfully, after which the owner will be authenticated:
Disclosure of credentials: the holder of an identity document reveals (part of) their

data to the service provider.
Processing credentials: the service provider processes the credentials on the identity

document and verifies whether these would allow or grant permission to the holder.
Verifying authenticity: the service provider verifies the proof of authenticity, which is

generally a signature.
Verifying revocation: the service provider verifies that the document has not been

revoked, generally by comparing it to a revocation list.
For a privacy-preserving application we want to hide the document, the extracted

values and the signature, and only reveal whether or not a user is allowed to do something.
To recreate this workflow in a privacy-preserving way in a zk-SNARK, the R1CS will
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consist of four “gadgets”, following the same structure as the traditional protocol. A gadget
is similar to macros in classical programming languages: it will be expanded to a set of
R1CS constraints with a certain purpose. The four distinct gadgets are the following:
Extracting credentials to witness variables: the credentials need to be extracted

from the relevant data format without revealing them.
Processing credentials: the prover can then prove that they adhere to a set of rules,

based on the extracted credentials.
Verifying authenticity: the prover can generate a proof of correctness about the sig-

nature validation of the certificate. This way, she can prove authenticity without
disclosing the signature to the verifier.

Verifying revocation: similarly, the prover can prove that their document is not in the
revocation list.

This article focuses on the first gadget, discussing the parsing and extraction of values
from the BeID. The second gadget can evidently be of any complexity, depending on
what criteria are required for authentication. The most simple variant of this gadget
simply discloses the value and then proves that the disclosed value is the same as the
extracted value, which will allow for selective disclosure on the document. A more complex
example is age verification. For specifically the BeID, the prover embeds the current date
minus 18 years in YYYYMMDD format (e.g. 20070101). Then she converts the extracted date,
which is originally in YYYY.MM.DD format to the YYYYMMDD format and constraints that this
extracted value is lower than the embedded value. This also only adds a negligible number
of constraints and thus has a negligible effect on performance. For the third gadget, which
verifies authenticity of the certificate, we refer to Frigo and Shelat [FS24] for an efficient
implementation of ECDSA for use in zk-SNARKs, with sub-second proving time. The
last gadget, the revocation verification gadget, is non-trivial and is briefly discussed in
section 6.1.

2 Preliminaries

2.1 TLV Format
Our concrete implementation is based on the official documentation of the Belgian Identity
Card (BeID) [Fed25]. The Belgian Identity Card (BeID) contains several data files, some
of which are encrypted, some of which are plaintext. The most important files for our
use case are the identity and address files. These files contain information respectively
about the users’ identity, including their name, date of birth and picture, and their address.
There are two options of querying these files: either on a per-field basis, or by loading
the entire file. However, there is only a proof of authenticity for the entire file, meaning
that the per-field querying is more or less irrelevant. For this reason, we need to base our
protocol on the entire files. We can extract these files from the BeID using official free
and open source software [Fed25]. For our protocol, only these files are required, not the
identity card itself.

The BeID files contain data in a “simplified TLV” format. A TLV file consists of a
series of entries, which each consist of three fields: a tag field indicating the type of the
field, a length field referring to the length of the value field, and said value field. The
meaning of each tag can be found on the official documentation. The length field consists
of any number (including 0) of bytes with value 255, terminated with a byte of any other
value than 255. The total length of the value field is equal to the sum of these individual
length bytes. The value field is a series of bytes whose length is indicated by the length
field. Between tags and at the end of the file, there can be padding in the form of any
number of bytes with value 0. To illustrate this, Figure 1 shows the first bytes of an
example BeID address file.
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01 0c 30 30 30 30 30 31 31 31 32 31 36 33 02 10
53 4c 42 50 03 46 01 06 86 4c 44 14 12 92 12 00
03 0a 32 33 2e 30 39 2e 32 30 32 31 04 0a 32 33
2e 30 39 2e 32 30 33 31 05 07 42 72 75 73 73 65

Figure 1: The first 128 bytes of the BeID test card address file in hexadecimal representation.
The alternating background color indicates the individual TLV entries. The first byte 0x01
is the tag of the first TLV entry, which indicates that the entry contains Card Number
data. The second byte 0x0c declares that the following 0x0c = 12 bytes are the value
field. The value field of the Card Number data is formatted as ASCII, so the card number
for this card is 000001112163. After these bytes follows the next TLV entry with tag 0x02
(Chip Number).

It is important to note that, although the standard supports it, the actual BeID does
not seem to have any fields longer than 254 bytes, nor does it seem to use padding. This
will lead to certain optimizations discussed in section 3.

2.2 Sensitive Data and Metadata
One can argue about what is classified as sensitive data and metadata. In our protocol, we
classify sensitive (meta)data as everything that gives information about the non-disclosed
data. Our goal is to have all sensitive data and metadata as secret witnesses to the proof,
so that the verifier does not learn anything about them. We believe this is important
because disclosing several small pieces of metadata can lead to different uses of a document
being linkable, which is evidently undesirable.

Important sensitive data includes the data file, the extracted TLV triplet and the
other TLV triplets. Important sensitive metadata includes the length of the data file, the
metadata file M and the index and length of the disclosed triplet in the file.

The index of the disclosed tuple gives information about the length of previous triplets,
so we view it as sensitive data. In our protocol, we will therefore consider it secret witness
data. However, this also makes our protocol significantly more complex.

We can hide the true length of the extracted triplet by padding it with garbage data
and passing its actual unpadded length as witness data to the proof. The only piece of
sensitive information we cannot hide is the total length of the data file. The R1CS needs
to know how many variables to allocate for the data file. We cannot easily add extra
padding to the data file, because then a proof of authenticity would fail.

2.3 Definitions
We give some definitions to be used in the following formulae. We define TLV entries as
follows:
TLV Triplet Ti = tilivi, with ti, li and vi respectively the byte sequences of the tag field,

length field and value field. Both the length and value field can span multiple bytes;
the tag field is always one byte.

TLV metadata for Ti: Mi = (Ii, Λi, Li), with
Ii: the index of the triplet in the data file D
Λi: length of the length field
Li: value of the length field

Witness Data: the following is witness data, i.e. data that only the prover has knowledge
of:
Data File D = d0d1 . . . is the byte sequence of the full TLV file
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Ix: index of the first byte of Tx in D from which can be computed:
M = {M0, M1, . . . , Mm−1}: metadata file. The prover generates this file beforehand

(on a Turing machine, not a R1CS).
Tx = txlxvx: the extracted TLV entry

Public Data: the following data is public data, i.e. data of which both the prover and
the verifier have knowledge:
|D|: the total length of data file D
m: number of TLV entries in data file D
λx: The padded length of Tx

Proof settings :
• Λ: optional fixed size for length of the length field
• whether or not padding is used

3 Circuit Design
The constraint system is designed with the following high-level constraints:

1. The extracted TLV triplet is a substring on the file.
2. The metadata is correct. For this, the prover proves that:

(a) Metadata starts at 0
(b) Metadata length fields are parsed and calculated correctly
(c) TLVs don’t overlap
(d) Padding between TLVs is correct

3. The extracted triplet is consistent with the metadata.
The following sections describe these constraints in detail. Pseudocode for the protocol

can be found in algorithm 1. For consistency and clarity, we use i to iterate over bytes of
the data file D and j to iterate over TLV metadata triplets from M .

3.1 Substring (constraint 1)
We constrain that the extracted triplet Tx actually occurs in the file D. In other words,
Tx must be a substring of D.

String a is a substring of string D if there exist a prefix string p and suffix string s so
that D = pas. We create a new string ∆ = δ0, δ1, . . ., with |∆| = |D|, as follows:

δi =
{

28(i−Ix)di if (i ≥ Ix) ∧ (i < Ix + Λx + Lx + 1),
0 otherwise

This achieves two goals:
1. it makes every byte in prefix p and suffix s 0
2. each byte value of substring a is multiplied with a unique power of 28

This means that
∑

δ∈∆ δ is equal to the concatenation of all bytes at the selected
indices.

We perform a similar computation on the padded Tx to compute Θ = θ0, θ1, . . . with
|Θ| = λx:

θi =
{

28iτi if (i < Λx + Lx + 1),
0 otherwise∑

θ∈Θ θ is thus equal to the concatenation of all bytes of Tx.
From this follows that Tx is indeed a substring of D at location Ix if:∑

δ∈∆

δ =
∑
θ∈Θ

θ
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Algorithm 1 Pseudocode for the eID parser. Definitions of the input values can be found
in section 2.3.

▷ Constrain substring (constraint 1) ◁
for all i ∈ [0, . . . , |D|) do

δi ← 28(i−Ix)di ∧ (i ≥ Ix) ∧ (i < Ix + Λx + Lx + 1)
θi ← 28iτi ∧ (i < Λx + Lx + 1)
Constrain:

∑
δ∈∆ δ =

∑
θ∈Θ θ

▷ Metadata starts at 0 (constraint 2a) ◁
Constrain: I0 = 0
▷ Length fields (constraint 2b) ◁
if length fields have variable length then

▷ Length field formatting ◁
for all i ∈ [0, . . . , |D|) do

is_l_pref← ∃j ∈ [0, . . . , m) : i ∈ [Ij , ...Ij + Λi)
is_l_suf← ∃j ∈ [0, . . . , m) : i = Ij + Λi

Constrain: (is_l_pref ∧ (di ≠ 255)) ∨ (is_l_suf ∧ (di = 255)) ∨ ¬(is_l_pref ∨
is_l_suf)

▷ Length field values ◁
for all j ∈ [0, . . . , m) do

s← 0
for all i ∈ [0, . . . , |D|) do

s← s + (xi ∧ i ∈ [Ij , ...Ij + Λi))
Constrain: s = Lj

else
for all j ∈ [0, . . . , m) : do

▷ Length field lengths ◁
Constrain: Λj = Λ
▷ Length field values ◁
s← 0
for all i ∈ [0, . . . , |D|) do

s← s + (xi ∧ i ∈ [Ij , ...Ij + Λ))
Constrain: s = Lj

▷ TLV’s don’t overlap (constraint 2c) ◁
for all [0, . . . , m− 1) do

Ij + Λj + Lj < Ij+1
▷ Padding is correct (constraint 2d) ◁
if Padding is used then

for all i ∈ [0, ..., |D|) do
part_of_tlv← 0
for all j ∈ [0, . . . , m) do

part_of_tlv← part_of_tlv ∨ ((i ≥ Ij) ∧ (i < Ij + 1 + Λj + Lj))
Constrain: part_of_tlv ∨ (di = 0)

else
for all j in[0, . . . , m) do

Constrain: Ij + 1 + Λj + Lj = Ij+i

Constrain: Im−1 + Λm−1 + Lm−1 = |D|
▷ Tx is consistent with the metadata (constraint 3) ◁f ← 0
for all j in[0, . . . , m) do

f ← f ∨ (Ix = Ij)
Constrain: f
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A note about branching Note that, as mentioned before, we want to avoid as many
branches in loops as possible. The computation of ∆ might seem likely exactly that, but,
since our comparisons return either 0 or 1, we can calculate δi as follows:

δi = 28(i−Ix)di × (i ≥ Ix)× (i < Λx + Lx + 1)

which does not contain any branches. The same holds for the computation of Θ.

3.2 Metadata starts at 0 (constraint 2a)
We constrain that the first index of the metadata starts at index 0, so that no bytes at the
front of the file can be skipped:

I0 = 0

3.3 Length fields (constraint 2b)
As explained in section 2.1, TLV supports fields of arbitrary lengths, but it does not seem
like the identity and address files of the BeID have any fields that would realistically make
the length of the length field Λi greater than one byte. Therefore in paragraph 3.3.1, we
first discuss the general case where the length field can have variable lengths. Then, in
paragraph 3.3.2 we discuss the case where length fields only have a fixed length, which
will generate significantly fewer constraints for our constraint system. If the prover does
not want to disclose whether or not their BeID has length fields of different lengths, they
can choose the general case, even if all length fields have an equal length.

3.3.1 Λi is variable

For the length Li in each Mi ∈M we constrain that the length must be formatted correctly
and that the value of the length field must match the witness value in Mi.

Formatting: A length field is formatted correctly if every symbol is 255, except the
last one which mustn’t be 255.

We constrain:

∀j ∈ [0, . . . , m) :
{
∀k ∈ [Ij + 1, ..., Ij + Λj + 1) : dk = 255,

dIj+Λj+1 ̸= 255

Value: Since we have constrained that the length is formatted correctly, the value of
the length field is simply the sum of all bytes.

We constrain:

∀j ∈ [0, . . . , m) : Lj =
Ij+Λj+1∑
i=Ij+1

di

3.3.2 Λi is fixed:

For each TLV triplet we constrain that the length of the length field from the metadata
witness must match the publicly declared value Λ.

∀j ∈ [0, . . . , m) : Λj = Λ

We also constrain that for each TLV triplet, the value of the length field must match
the value in the corresponding metadata:

∀j ∈ [0, . . . , m) : Lj =
Ij+Λ+1∑
i=Ij+1

di
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3.4 TLV’s don’t overlap (constraint 2c)
To constrain that there must not be any overlapping triplets according to the supplied
metadata M , we constrain that the index of the end of the i-th TLV triplet must be strictly
smaller than the index of the start of the i + 1-th index:

∀j ∈ [0, . . . , m− 1) : Ij + Λj + Lj < Ij+1

3.5 Padding is correct (constraint 2d)
As explained in section 2.1, the BeID supports padding between TLVs, but it does not
seem like this is used. If no padding is used, we can optimize our constraint system to
require significantly less constraints. Therefore in paragraph 3.5.1, we first discuss the
general case where padding is possible. Then, in paragraph 3.5.2 we discuss the case where
no padding is used. If the prover does not want to disclose whether or not their BeID is
using padding, they can choose the general case, even if no padding is used.

3.5.1 Padding 0

Padding is each symbol which is not between the start and end of a TLV tag. All padding
must to be 0, so that no data can be “hidden” outside of any TLV triplet.

We constrain that each element d not in the bounds of any TLV triplet must be 0:

∀i ∈ [0, . . . , |D|) :
if ∄j in[0, . . . , m) : (i ≥ Ij) ∧ (i < Ij + 1 + Λj + Lj)

then di = 0

3.5.2 No padding

To enforce that no padding is used we constrain that the end index of every TLV triplet
must be one less than the start index of the next one:

∀j ∈ [0, . . . , m) : Ij + 1 + Λj + Lj = Ij+i

and that the last TLV triplet ends at the end of the file:

Im−1 + Λm−1 + Lm−1 = |D|

3.6 Tx is consistent with the metadata (constraint 3)
To ensure that the substring starts in a location that is consistent with the metadata, we
constrain that the start index of the extracted value must be one of the start indices of M :

∃j : Ix = Ij

4 Performance
4.1 Benchmarking environment
We have benchmarked the number of constraints in the eID parsing and extraction gadget,
proving time and verification time across three variables, namely:

• whether the file contains padding or not,
• whether tags have a fixed or variable length
• and whether we perform the cryptographic computations on a single core or multiple

cores simultaneously.
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Table 1: Number of constraints in the R1CSs. The differences caused by the optimization
are highlighted in bold.

L-field length Variable Variable Fixed (1) Fixed (1)
Padding? ✓ ✓
Allocate D 1,936 1,936 1,936 1,936
Metadata M 864 864 864 864
Allocate Tx 128 128 128 128
Allocate Ix 16 16 16 16
Allocate Lx 16 16 16 16
Substring (1) 22,585 22,585 22,585 22,585
I0 = 0 (2a) 16 16 16 16
L-field (2b) 305,352 305,352 119,979 119,979
No overlap (2c) 665 665 665 665
Padding (2d) 171,578 630 171,578 630
Start index (3) 576 576 576 576
Total 503,732 332,784 318,359 147,027

The number-of-constraints, proving and verification time measurements are related to
each other. A more complex proof has more constraints, which leads to longer proving
and verification times. The time measurements are very much dependent on the device
the benchmarks are executed on and the proof system used. The time measurements
are stochastic, whereas the number-of-constraints measurements are not. The number
of constraints is only dependent on the R1CS which models the specific proof. The
time measurements are intended to show viability and discuss potential applications in
section 5. The number-of-constraints measurement is a means to perform an objective,
proof-system independent comparison between our different tests. Furthermore, if one
knows the performance of a specific proof system, one is able to predict the expected time
the proving and verification would take for a specific number of constraints.

We have implemented our design in the Arkworks [ark22] Rust framework. We
used the Spartan proof system [Set20], implemented in the ark-spartan [arkb] Rust
crate. Our cryptographic operations were performed on the BLS12_377 curve [BCG+20],
implemented in the ark_bls12_377 [arka] Rust crate. The benchmarks were performed
using the criterion Rust benchmarking framework [Hei]. Criterion runs each benchmark
at least 20 times. We have benchmarked both single and multicore performance, using
Rust’s Rayon framework. All benchmarks were performed on a laptop with an Intel
i7-1165G7 64-bit processor and 16GB of DDR4 RAM. The code can be found at our
GitLab repository [Tom25].

As data for the benchmark, the official BeID test card [Zetnd] was used. In the
benchmark, we extract the date-of-birth field from the identity file on the test card, but
we could have chosen any field. The identity file has a length of 242 bytes, the extracted
date-of-birth TLV has a length of 10 bytes (1 tag + 1 length + 8 value), which is padded to
16 bytes to hide the actual length. The file contains a total of 18 TLV tuples. Although the
date-of-birth field has a fixed size of 10 bytes, the performance is independent of whether
the field has a fixed or variable size, since we treat each field the same way.

4.2 Benchmark Results
Table 1 shows a breakdown of the constraints generated in each part of the R1CS. As is
evident from the results in Table 1, we can significantly reduce the number of constraints
with our two optimizations.

Table 2 shows the average time needed to generate the proof and verify it with our
setup discussed in section 4.1. It is evident that our optimizations discussed in section 3
have a significant impact on the performance, especially when both are applied. Multicore
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Table 2: Proving and verification times. The optimized version is highlighted in bold.

M
ul

tic
or

e?

L-
fie

ld
le

ng
th

Pa
dd

in
g?

P
ro

vi
ng

T
im

e
(s

)

P
ro

vi
ng

St
d

(s
)

Ve
rifi

ca
tio

n
T

im
e

(s
)

Ve
rifi

ca
tio

n
St

d
(s

)

Variable ✓ 148.86 1.7445 0.51348 0.00038
Variable 89.607 0.08568 0.44334 0.00043
Fixed (1) ✓ 84.893 0.10695 0.41919 0.00065
Fixed (1) 42.843 0.53883 0.31675 0.00076

✓ Variable ✓ 73.499 0.01150 0.34438 0.00730
✓ Variable 45.503 0.08993 0.29539 0.01119
✓ Fixed (1) ✓ 42.287 0.11486 0.28212 0.00795
✓ Fixed (1) 21.769 0.06185 0.22959 0.00407

proving times are reduced by 38% with just the padding optimization, by 42% with just
the length-field optimizations and by 70% with both optimizations applied.

An important thing to note is that our verification times are very low compared to our
proving times. Efficient verification times is one of the main features of the Spartan proof
system [Set20].

Also noteworthy is the speedup gained by using multiple cores for proving. Multicore
benchmarks were between 40% and 100% faster. The gain is most significant for proving
benchmarks, since the overhead of parallelism is less impactful there.

4.3 Comparison with Frigo and Shelat [FS24]
As described in section 1.3, Frigo and Shelat also create a zero-knowledge parser. A strict
comparison between their protocol and ours is hard because:

• their protocol parses the CBOR format instead of TLV format,
• their constraint system is an arithmetic circuit, whereas ours is a R1CS
• and they do not present timing benchmarks for the parsed data, only for the selective

disclosed data.
However, we believe it is still valuable to compare the number of constraints, to show

that we have similar results when parsing variable-length data formats.
The official test eID has a length of 242 bytes, so we will compare it to the CBOR

message closest to that length that Frigo and Shelat test, which is 254 bytes. For these
cases, our optimized TLV parser has 147,027 constraints, whereas their CBOR parser has
115,602 “quads” (quadratic gates). If we assume that the number of constraints in an
R1CS is similar to the number of quadratic gates in an arithmetic circuit, because they
both represent multiplications, we can see that our TLV parser has a number of constraints
that is comparable to their CBOR parser.

5 Evaluation
The evaluation of our protocol is evidently dependent on the use case. For online user
verification, 22 seconds of proving time (disregarding sub-second proving times for other
gadgets discussed in section 1.4) is, in our opinion, acceptable for many use cases. This is
especially the case if this only has to be performed once, e.g. for a one-time user verification.

In another simple use case, Peggy the prover is going to a bar and ordering an alcoholic
beverage, for which she needs to prove she is of age to do so. In this case, Peggy is
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probably not carrying her laptop around but is likely performing the computations on her
less powerful phone. This will significantly increase the proving times, which is evidently
undesirable when e.g. there are people in line behind Peggy. Therefore, performance can
be an issue depending on the use case. We propose two ways to potentially improve
performance for real-world applications.

First, it is possible for Peggy to send her data to a powerful server, who then computes
and returns the proof. Evidently, privacy and security measures have to be taken so that the
cloud service provider does not get to know any of Peggy’s private data. Technologies with
which to accomplish this include secure multi-party computation and trusted execution
environments.

Second, if Peggy knows that she is going to need to prove her age, it is possible to
generate the proof beforehand. However, this removes all flexibility from the proof: there
are different age requirements for different beverages, so Peggy would need to know what
she wants to drink well beforehand. Furthermore, this approach can potentially lead to
replay attacks: someone could copy her proof and use it for themselves.

A solution to this might be recursive proofs [BDFG20]: Peggy can generate a proof
beforehand and then embed the proof of this proof in a new ZKP. She can then reuse the
same proof every time she needs to prove her age.

Another potential preprocessing solution is to transform the BeID data to a format
that is better suited for a zk-SNARK. This is the approach taken by zk-creds [RWGM23]:
they transform the US Passport to a merkle tree, and store the root of this merkle tree on
a bulletin board.

6 Future Work
6.1 Certificate Revocation
An important issue with certificates is revocation: when a citizen loses their identity
document, loses their citizenship or dies, the identity card should no longer be valid.
Revoked certificates IDs are published in a certificate revocation list. Therefore, in order
to prove that they have a valid certificate, a user should prove that the certificate on
their eID is not in the certificate revocation list. This is, in essence a set non-membership
problem, which is notoriously hard to solve efficiently in a R1CS.

Rosenberg, White, Garman, and Miers [RWGM23] work around this issue by publishing
the hash of a legitimate certificate on a bulletin board and removing the hash if the
certificate has been revoked. However, an authentication application does not necessarily
have a bulletin board. Furthermore, publishing this hash can lead to the linkability and
deanonymisation issues mentioned above in section 1.2.

Frigo and Shelat [FS24] on the other hand describe certificate revocation as future
work.

Lipmaa and Parisella [LP23] propose an efficient ZKP for set non-membership, which
could be used to efficiently solve this issue. However, their approach is at the level of the
proof system, instead of the constraint system. Therefore, research has to be done to see
how well this approach would work for our use case.

7 Conclusion
We have discussed a R1CS protocol that can efficiently parse European eID cards, with an
implementation that focuses on the Belgian Identity Card (BeID). This protocol enables
us to perform zero-knowledge proofs of knowledge (ZKPs) and selective disclosure on
existing identity cards. With our protocol, we can use the official Belgian Identity Card
(BeID) with enhanced privacy and without the involvement of the issuer or another third
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party actor. This is a significant improvement compared to proposed or in-use identity
documents or services, both for privacy and security. We have evaluated the performance
of our protocol and have discussed methods to improve or work around performance issues,
if necessary. With this protocol, we hope to increase base-level privacy for users of these
identity cards, especially since users have sometimes very little choice but to use these
cards.
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