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Abstract.

The Cheon—-Kim—Kim-Song (CKKS) scheme is a fully homomorphic encryption
scheme that traditionally supports only the evaluation of smooth functions. Recent
works have enabled the evaluation of arbitrary (discontinuous) integer functions
represented as lookup tables (LUT) on small inputs using the method of functional
bootstrapping (FBT). Although well-suited for small integers (up to around 10 bits),
the efficiency of FBT quickly declines for large LUTs, and a considerable increase in
both runtime and memory requirements is observed. Building on CKKS functional
bootstrapping, we propose in this paper two functional bootstrapping algorithms,
specifically designed to target larger LUTs (up to 20 bits). For a 16-bit LUT, our
implementation in OpenFHE achieves a speed-up of 47.5 in amortized time and 95.1
in latency for single-threaded execution, compared to the state-of-the-art CKKS-based
functional bootstrapping method of Alexandru et al. (CRYPTO’25).
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1 Introduction

Gentry’s seminal blueprint for fully homomorphic encryption (FHE) showed how to
bootstrap a somewhat homomorphic encryption scheme into one that can support arbitrary
Boolean or arithmetic circuits over encrypted data [Gen09]. For a long time, the natural
FHE-supported computations were considered to be circuits, i.e., computations that are
expressed as fixed acyclic directed graphs with addition and multiplication nodes. More
recent and efficient generations of FHE schemes such as Brakerski-Gentry-Vaikuntanathan
(BGV), Brakerski/Fan-Vercauteren (BFV), and Cheon-Kim-Kim-Song (CKKS) [BGV14,
Bral2,FV12,CKKS17] would either evaluate such circuits in the leveled mode, or perform
periodic bootstrapping to refresh the ciphertexts.

Ducas and Micciancio [DM15] observed that the bootstrapping procedure itself can be
generalized: instead of only refreshing the accumulated noise, one can embed a Boolean
function into the bootstrapping procedure and evaluate it “for free” during this step.
Chillotti et al. [CGGI16] and follow-up works [CGGI20, CJP21] described what is now
known as programmable bootstrapping (term coined in [CJP21]), where the test polynomial
encodes an arbitrary function—represented as a lookup table (LUT)-which is evaluated over
the encrypted (binary or small integer) scalar input during the refreshing procedure. In
other works, the term functional bootstrapping was used [BGGJ19, GBA21,KS22,LMP22,
CBSZ23].! Another wave of innovations in functional bootstrapping has brought about
various solutions to support the evaluation of LUTs over vectors of thousands of inputs
simultaneously [MS18,LW23, GPVL23, DMKMS24, BCKS24, BKSS24, AKP24]. In terms
of practicality, the vectorized functional bootstrapping solutions built using the CKKS
scheme are currently considered as most efficient in terms of amortized runtimes, supporting
single-threaded CPU runtimes on the order of one millisecond for 9-bit LUTs and on the
order of 10 milliseconds for 14-bit LUTs [AKP24] per slot, i.e., vector component.

These developments allowing the one-shot evaluation of arbitrary functions started
pointing towards the (practical) possibility of supporting more general computation models
under FHE. An instance of such a more general computation model is the elegant line of
work of Hamlin et al. [HHWW19] and Lin et al. [LMW23], which has brought forward
theoretical constructions for the random-access memory (RAM) computational model
under FHE. In this model, the reads based on encrypted state variables can be obliviously
performed (like in ORAM) along with the computation steps over the state under encryption.
With the arbitrary function evaluation developments, the boundaries of current practical
FHE abilities can be also pushed in the area of attestable encrypted computations, which
are of high value in private blockchain transactions [BCMR24]. Computing hash-based
signatures or commitments over homomorphically encrypted data for non-polynomial
hashes has been the subject of many works, e.g., [BSST22, WL24], and can benefit from
the ability to evaluate under FHE arbitrary functions represented as (large) LUTs.

However, these general computation models cannot be practically supported yet under
FHE due to the prohibitively high computational cost of evaluating LUTs over larger
input sizes. For instance, the runtime of LUT evaluation using the CKKS functional
bootstrapping in [AKP24] becomes substantial when input sizes larger than 14 bits are
required (as the 64-bit machine word size is no longer sufficient to support the required
CKKS parameters). Therefore, memory address space larger than 14 bits or compression
of inputs larger than 14 bits are still practically infeasible. The main goal of our work is
to push this limit for evaluating LUTs over vectors of integers further so that larger input
spaces could be supported.

1Both terms are interchangeable, and we will use the functional bootstrapping term in our work.
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1.1 Our contributions

First, we propose a functional bootstrapping procedure that is based on ciphertext
bit decomposition and the evaluation of a binary ciphertext multiplexer tree using
CKKS. The inspiration for our procedure comes from the most efficient homomor-
phic LUT evaluation method based on the Chilotti-Gama-Georgieva-Izabachéne (CGGI)
scheme [CGGI16,BBB™23]. Our procedure, which we refer to as binary multiplexer tree
functional bootstrapping (BMT-FBT), is more efficient than the best prior functional
bootstrapping method [AKP24], denoted here as Alexandru-Kim-Polyakov functional
bootstrapping (AKP-FBT), in terms of throughput starting with 13-bit LUTs, and in
terms of latency starting with 10-bit LUTs. Although BMT-FBT deals with a ciphertext
multiplexer tree, the building blocks and optimization constraints are very different from
the CGGI case. For instance, circuit bootstrapping (the expensive procedure that enables
leveled homomorphic multiplications in the CGGI setting), is no longer a bottleneck in our
case. The tree evaluation cost in the case of CKKS is determined by the multiplicative
depth of the tree rather than the total number of multiplications. We provide several new
insights as we develop and optimize the BMT-FBT method.

Observing that the multiplicative depth is the most significant factor determining the
efficiency of BMT-FBT, we propose a novel functional bootstrapping method, where the
multiplexer tree is collapsed to a smaller depth. The high-level ideas are to use larger digits
(instead of bits) and replace the bit decomposition with a specially crafted functional digit
decomposition procedure, which decomposes digits and evaluates additional LUTs over the
digits using the technique of multi-value bootstrapping. We denote this second procedure
as collapsed multiplexer tree functional bootstrapping (CMT-FBT). Our comparison of
CMT-FBT and BMT-FBT suggests that the former is more efficient for the practical ranges
of digit sizes. Moreover, CMT-FBT achieves better throughput than AKP-FBT for LUTs of
11 bits and higher, and better latency starting with 10-bit LUTSs. Note that the functional
digit decomposition algorithm developed as a building block for CMT-FBT could find other
applications and may be of independent interest.

As part of our work, we also introduce several optimizations and extensions for the pro-
posed two methods. We implement both BMT-FBT and CMT-FBT in OpenFHE [AAB*22]
and evaluate their performance for single-threaded and multi-threaded settings. Both
methods scale linearly with the LUT size, while the prior state-of-the-art method (AKP-
FBT) experiences a nonlinear increase in complexity, which makes it already impractical
around the LUT size of 14 bits. For 16-bit LUTs (the highest size we were able to run
AKP-FBT for), CMT-FBT achieves a two-order-of-magnitude speed-up both for throughput
and latency. On a machine with 128 GB of RAM, we were able to evaluate LUTs up to 20
bits in size. To the best of our knowledge, our work provides the first implementation of
arbitrary function evaluation using any FHE scheme for LUT sizes up to 20 bits. Although
LUTS up to 24 bits were discussed for CGGI in [BBB*23], only theoretical estimates of
complexity were provided (without any implementation results).

1.2 Technical overview

Our starting point is AKP-FBT [AKP24]. This method is essentially a hybrid FHE scheme
that takes Ring-LWE (RLWE) ciphertexts [LPR10], transforms them to CKKS (using
cheap scaling operations), evaluates an LUT using a trigonometric Hermite interpolation (a
generalization of CKKS bootstrapping), and then converts the result back to RLWE (again
using cheap scaling operations). This scheme can be viewed as a vectorized instantiation
of the Ducas-Micciancio (DM) [DM15] blueprint that was previously used for the DM and
CGGI hybrid FHE schemes [DM15, CGGI16]. The vectorized method enables functional
bootstrapping for many thousands of encrypted numbers at the same time, in contrast to
encrypted scalars in the case of DM/CGGI. Although the input scheme looks like BFV,
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no support for homomorphic multiplications is needed as all the “hard work” is done by
CKKS; this is why we refer to the input scheme as RLWE [LPR10], which was used as the
base scheme for BFV in [FV12].

The main bottleneck in AKP-FBT is the evaluation of the power series for the trigono-
metric Hermite interpolation. To compute an LUT for encrypted numbers in Zp, one
has to evaluate a polynomial of degree P, which becomes the main practical limitation in
supporting larger LUTs. The highest value of P practically achieved in [AKP24] and any
prior work on functional bootstrapping was 2'*. The main goal of our work is to push this
limit higher (the methods we propose can evaluate LUTs of up to 22° on a commodity
server machine with 128 GB of RAM).

The problem of supporting larger LUT sizes also arises in the more established functional
bootstrapping methods based on DM/CGGI (though there the practical limit of the
underlying bootstrapping is typically 8 bits [TBCT25]). The two best methods to support
larger LUTs for arbitrary functions are tree-based [GBA21] and CMux-based [BBB*23].
Hence, we first examined whether these methods could be adapted to the vectorized case.
The tree-based method was already discussed in Section 5.3 of [AKP24]: its main limitation
is that encrypted LUTs, which are needed for all but the first level of the tree, are much
costlier than plaintext LUTs. More concretely, the plaintext LUTs for a plaintext modulus
P can be evaluated in O(v/P) CKKS ciphertext multiplications while the encrypted LUTs
require O (P) CKKS ciphertext multiplications. The second method, based on a ciphertext
multiplexer tree, is more promising, but the design constraints in the CKKS setting are
very different from the DM/CGGI case.

In the DM/CGGI case, the ciphertext is first decomposed using functional bootstrapping
into (R)LWE ciphertexts encrypting its bits, then the (R)LWE ciphertexts are extended
to Ring GSW (RGSW) to enable RGSW multiplications using a very expensive circuit
bootstrapping procedure, and, finally, the multiplexer tree is evaluated using cheap, low-
noise RGSW multiplications. In the CKKS case, the “circuit bootstrapping” is relatively
cheap (we simply need to add multiplicative levels to CKKS). However, the multiplications
themselves are more expensive both in terms of computational complexity and noise growth,
and they should be evaluated using the binary tree multiplication method. Moreover, it is
important to evaluate O (P) scalar ciphertext multiplications and additions as close to the
end of the multiplexer tree computation as possible, to minimize the ciphertext modulus
size used during these operations.

With these guidelines in mind, we developed our BMT-FBT method, which is illustrated
in Figure la. First, we perform the bit decomposition using AKP-FBT. Next, the bits are
grouped into vectors: the least significant (LSB) and most significant (MSB) ones. We
formulate the products required to evaluate the multiplexer tree as Kronecker products.
The Kronecker products are computed for each LSB and MSB separately, using the binary
tree method to minimize the consumed ciphertext modulus in CKKS. Then, the ciphertexts
resulting from the MSB Kronecker product are multiplied by the LUT table of size P,
and aggregated. Finally, the resulting ciphertexts are cross-multiplied by the ciphertexts
computed via the LSB Kronecker product and summed up. This algorithm achieves
three different optimization objectives specific to CKKS: (1) the multiplicative depth of
the multiplexer tree evaluation is set to the minimum possible value of loglog P, (2) the
number of ciphertext multiplications is reduced to optimal O(v/P), and (3) the O (P)
scalar ciphertext multiplications and additions are performed at the smallest possible
ciphertext modulus.

The main factor determining the efficiency of BMT-FBT for a significant range of LUT
sizes is the multiplicative depth required for evaluating the multiplexer tree because (1)
a higher depth requirement increases the complexity of bit decomposition (more CKKS
levels are needed after the bootstrapping), and (2) the depth increases the complexity
of evaluating the multiplexer tree itself. We observe that the depth can be decreased if
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Figure 1: Workflow diagrams for our functional bootstrapping methods. We show the
number of ciphertexts returned by each block next to the arrows. A single ciphertext is
input and returned by each procedure.

instead of bits we work with larger digits and then replace the bit decomposition with a
more involved method, which we call functional digit decomposition. The functional digit
decomposition is a novel technique that extracts digits while also applying LUTs on them.

Based on these observations, we propose our second method, CMT-FBT, using vectors
of the least significant digits (LSD) and most significant digits (MSD). The CMT-FBT
method is illustrated at a high level in Figure 1b. Its main distinction from BMT-FBT is
that this method first decomposes the ciphertexts into digits of size p while also evaluating
additional LUTs that will be needed during the Kronecker products, which corresponds
to the functional digit decomposition procedure. As a result, the multiplicative depth
of the multiplexer tree is reduced from loglog P to loglog, P. Although this distinction
seems straightforward, accurately analyzing the cost requires looking at more than just the
number of operations (as in a typical computational complexity analysis), but also at the
number of remaining residue number system (RNS) limbs over which these operations occur.
We compare BMT-FBT and CMT-FBT and find that CMT-FBT always outperforms BMT-
FBT for digit sizes 2 < logp < 5 in a single-threaded setting. Another way to interpret this
conclusion is that BMT-FBT can be viewed as a special case of CMT-FBT at p = 2 (where
functional digit decomposition is replaced with a much simpler bit decomposition procedure
and LSD/MSD Kronecker products degenerate to LSB/MSB Kronecker products), and
the optimal value of p is larger than two for all practical scenarios.

We also apply a number of optimizations to both BMT-FBT and CMT-FBT, such as lazy
relinarization and lazy rescaling for CKKS ciphertext multiplications, implementing loop
parallelization, and finding optimal values for the number of digits in CMT-FBT. Moreover,
we discuss various extensions of both methods, such as the evaluation of complex-valued
LUTs, slot-independent LUT evaluation, and encrypted LUT evaluation.

1.3 Related work

A comparison of our experimental results with state-of-the-art methods (for LUT sizes of
10 bits and above) is summarized in Table 1. We next discuss the state-of-the-art results
in more detail.

The idea of evaluating LUTs based on functional bootstrapping first appeared in the
context of DM/CGGI schemes. There are three main methods: (1) direct LUT evaluation
using DM/CGGI functional bootstrapping [CJP21], (2) tree-based method over extracted
digits of the input ciphertext [GBA21], and (3) circuit-bootstrapping method using bit
decomposition and multiplexer tree evaluation [BBBT23]. The best state-of-the-art results
for larger arbitrary LUT were achieved using the circuit-bootstrapping method, and are
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Table 1: State-of-the-art experimental results for evaluating arbitrary-function LUTs of
10 bits and higher in a single-threaded CPU setting (note that [WHS"24] used AVX-512
acceleration). Results marked with an asterisk * were obtained in the same experimental
setting. We highlight in bold the best amortized time for a given LUT size. #Slots refers
to the vector size that the LUT is evaluated over.

] Work | Method | #Slots | LUT size (bits) [ Latency (s) | Amz. time (ms) |
[WHSF24] CGCGI 1 12 0.1706 170.6
[LW23] BFV 215 12 1,280 39.1
. 10 3,892.84 29.70
[CCP24] CKKS 2 12 6,721.37 51.28
[BKSS24] CKKS 212 10 50.3 12.3
10 243.95 1.86
. - 12 706.98 5.39
[AKP24] CKKS 2 14 2,479.2 18.92
16 45,722 348.83
10 151.71 2.31
12 167.27 2.55
Our work* CKKS 216 14 335.88 5.13
16 480.80 7.34
18 1,290.5 19.69
217 20 8,447.0 64.45

presented in [WHS'24]. As seen from Table 1, this approach attains the smallest latency,
but its main drawback is that it evaluates an LUT only for a single encrypted integer
(rather than a vector of integers). As a result, its amortized time for 12-bit LUTs is two
orders of magnitude higher than for our best method, i.e., CMT-FBT.

The first practically efficient vectorized functional bootstrapping approach was proposed
in [LW23] (there were multiple prior theoretical works, e.g., [DMKMS24], which did not
outperform the regular CGGI bootstrapping in practice). This method works with LWE
ciphertexts (just like DM/CGGI), but uses BFV for the core bootstrapping operation,
evaluating a polynomial over a finite field. Table 1 shows that the amortized time for
12-bit LUTs is one order of magnitude higher than CMT-FBT. Moreover, this method
scales poorly for higher LUT sizes, doubling the polynomial degree for each bit of plaintext
space (for 12-bit LUTSs, the polynomial degree is already 786433, i.e., close to 22°).

There are also several methods for LUT evaluation based on CKKS. We start with
leveled approaches, i.e., with CKKS without bootstrapping. Cheon et al. [CCP24] proposed
an approach for computing larger LUTs by using CKKS in the leveled mode while also
decomposing the messages on a smaller basis. The input message is first decomposed into
selector bits, which are then used to compute a homomorphic binary tree. However, since
the tree is evaluated in the leveled mode, efficiency largely depends on the depth of the
tree. As a result, the amortized time for their method scales much worse with LUT size
than CMT-FBT (see Table 1). Chung et al. [CKKL24] proposed a multi-variate approach
for larger LUT sizes which reduces the polynomial degree from P to p[logp P|. However,
their solution requires matrix multiplications (plaintext instead of scalar), assumes an
initial complex encoding (which does not support multiplications between ciphertexts) and
does not perform bootstrapping. [CKKL24] reported a GPU runtime of 0.58 milliseconds
for 12-bit LUTs, but it is hard to compare their result with the entries in Table 1 as GPU
runtimes are typically 1-2 orders of magnitude smaller than single-threaded CPU runtimes.

Since 2024, functional bootstrapping algorithms have also been proposed based on the
CKKS scheme [BCKS24, BKSS24, AKP24]. These methods use trigonometric (Hermite)
interpolations, which are expressed as polynomials of degree P. However, the performance



8 Evaluating Larger Lookup Tables using CKKS

of such functional bootstrapping techniques restricts their use to input plaintext spaces of
at most 14 bits in practice [AKP24] (as illustrated in Table 2). Alexandru et al. [AKP24]
also expanded the direct LUT evaluation to larger LUT evaluation using the tree-based
method over ciphertext digits, which was originally proposed by Guimaraes et al. [GBA21].
Nevertheless, the tree-based method translates to evaluating sequential LUTs with en-
crypted coefficients, which becomes very expensive in the CKKS setting (as compared to
DM/CGGI), making this option more costly than direct functional bootstrapping.

The homomorphic evaluation of functions over large plaintext spaces using a multipreci-
sion approach, where CKKS functional bootstrapping is used as a subroutine, has been
considered in [Kim25, BK25]. However, this approach cannot support arbitrary-function
LUTs and works only for implementing basic positional or residue number arithmetic.

1.4 Paper organization

In Section 2 we provide some background on RLWE secret-key encryption, the CKKS
scheme and functional bootstrapping. We (re-)introduce multi-value bootstrapping for
CKKS and present our functional digit decomposition algorithm in Section 3. In Sections 4
and 5, we describe our new functional bootstrapping algorithms that target large LUTs.
In Section 6, we compare both algorithms and present some optimizations in Section 7.
Section 8 provides timings and comparison of our new methods with the functional
bootstrapping algorithm proposed in [AKP24]. We conclude with future research directions
in Section 9.

2 Preliminaries

2.1 Notation

Vectors are presented in bold or as (z1,1,...,2,)". Matrices with a rows and b columns
are denoted as being elements of M, ;. We denote the inverse vectorization by Vec;i :
Map,1 = Mg p, which turns column vectors of ab elements in matrices with a rows and b
columns. All logarithms are in base 2 unless explicitly mentioned. For all z € R, [z], |z]
and fx] correspond to the rounding to the previous, closest, and next integer, respectively.
For a,b € N with a < b, [a, b] denotes the set of integers {a,a + 1,...,b}. For i,j € N, the
Kronecker delta §; ; is defined as follows:

5“_{1 if i =j,
“I 1 0 if 7 # j.

Given the ring dimension N, chosen as a power of two for efficiency, let R be the
ring of polynomials of integer coefficients defined by R = Z[X]/(X®" + 1). For an integer
q > 1, R, is the quotient ring defined by R, = R/qR = Z,[X]/(X™ 4+ 1). A polynomial
m(X) € R or R, is represented by the vector of its coefficients m. We will use the two
notations interchangeably, e.g., m = m(z) € R,. For integers p and ¢, [p], denotes the
modular reduction of p modulo g. We refer to the modulo ¢ function by mod,. For a
vector or a polynomial, modular reduction is applied component-wise.

We denote the sets of positive natural and real numbers as N* and R™, respectively.

For an abitrary function f : Z, — Z, with p € N, we associate a p-to-p look-up table
LUT(f).

2.2 RLWE encryption

The secret-key RLWE encryption [LPR10] is parameterized by a plaintext modulus p, a
ciphertext modulus ¢, a ring dimension N and two small distributions Xey, Xerr Over K.
Encryption and decryption of a message m(X) € R,, satisfy:



J. Dumezy, A. Alexandru, Y. Polyakov, P-E. Clet, O. Chakraborty, A. Boudguiga 9

e Encrypt: For a uniformly sampled a <— R, and sk <= Xiey, € < Xerr, the encryption
of m(X) is defined as: Encrypt(m,sk) = (—a-sk+ (¢/p) -m+e,a) = (b,a) € RZ.

+ Decrypt: Given a ciphertext ¢ = (b,a) € RZ with underlying plaintext m(X) € R,,
the decryption is given by: Decrypt((b,a),sk) = [(p/q) - (b+ a - sk)].

We also define the modulus switching operation:

+ ModSwitch: Given a ciphertext ¢ = (b,a) € R2 and a new modulus @, modulus
switching from ¢ to @ is defined as: ModSwitch(c,q, Q) = (|Q/q - b], |Q/q - a]) € Ré

2.3 CKKS

In this work, we consider the RNS variant [CHK18b, BGP20] of the CKKS scheme
[CKKS17]. To differentiate between the RLWE and CKKS parameters, we denote the
CKXKS ciphertext modulus with an apostrophe, for instance, ¢, for the CKKS base modulus
(as opposed to ¢ for the RLWE ciphertext modulus).

We select L + 1 distinct prime numbers gy, ..., ¢}, and define for all £ € [0, L], @, =
Hf:() q;, where L is the maximum multiplicative depth. We represent elements of ZQ/L ,l.e.,
RNS limbs, by their Chinese Remainder Theorem (CRT) decomposition in Zg, X - -+ X Zyg .

For a given ring dimension N, we set M = 2N and the scaling factor A = 2° for
p € NT, with A < ¢(. We use the distribution xye, over R during key generation to
sample N coefficients in {—1,0,1} with exactly h non-zero coefficients. We also define an
additional distribution xpkenc Over R for key randomization before encryption.

A message is a vector z in C" such that n | N/2. A plaintext pt is a polynomial
in R. We use the canonical embedding to switch between messages encoded as vectors
and their corresponding (slot-encoded) plaintexts with the Encode and Decode procedures.
We refer to the canonical embedding for a given n by 7/, : R[X]/(XY + 1) — C" where
7,(a) = (a(¢?))jez:,, with { = exp(27i/M) and Z}, = {x € Zy | ged(z, M) = 1}. We
denote a ciphertext at level £ € [0, L] by the tuple {ct, Q}} where ct € R2, .

In the following, we review CKKS key generation and encryption—relatéed algorithms.
The homomorphic operations on CKKS ciphertexts are described in Appendix A.

o Setup(A): For a given security parameter A and the maximum level L € N, output
the ring dimension N and set the small distributions Xiey’, Xerr and Xpkenc-

e KeyGen: Sample an a <« Rq, , a secret s < Xiey and an error e <— Yer. Set
sk =(1,s) and pk <= (b,a) with b =[—a-s+e]g, .

o Encode(z): For z € C", return pt + |7, (A - z)].
o Decode(pt): For pt € R, return z «+ 7,,(pt/A).

o Encrypt(pt, pk): For pt € R, sample © < Xpkenc and €g, €1 <= Xerr, s€t ct < [u - pk +
(Pt + o, €1)]q, and return {ct, Q7 }.

Decrypt({ct, Q},sk): For ct = (cg,c1) € RQQ,, return Mm = ¢y + ¢1 - S.
£

2.4 CKKS functional bootstrapping

The original CKKS bootstrapping [CHK*18a] aimed at regaining multiplicative depth,
enabling further computations on exhausted ciphertexts. These are ciphertexts that can
no longer support multiplication, that is, with a ciphertext modulus reduced to ¢gj. In this
sense, we can consider CKKS bootstrapping as an analogue of CGGI’s circuit bootstrapping,
as both are multiplication enablers. Recent works [AKP24, BKSS24] introduced the notion
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of functional bootstrapping for CKKS, which allows the evaluation of arbitrary functions
while bootstrapping the ciphertexts.

In this work, we focus on the procedure presented in [AKP24]. We start with an
RLWE ciphertext that encodes integers from Z; where p is a few bits long. We aim
to obtain a bootstrapped RLWE ciphertext encrypting the evaluation of an arbitrary
function f : Z, — Z,, (or LUT(f)) on these integers. We will rely on the first-order Hermite
interpolation? of the function f and we refer to it as Ty € C[X]. T} satisfies:

Re(T(exp(2ink/p))) = f(k), Re(T}(exp(Ziﬂ'k/p))) =0, Vkel[o,p—1].

The evaluation of this polynomial interpolation allows both the reduction of noise
(thanks to the first derivative set to 0) and the evaluation of the interpolated function.
A more detailed explanation is given in [AKP24]. We use similar notations for ease of
understanding.

We describe the functional bootstrapping procedure for an RLWE ciphertext:?

ModSwitch: We start by converting the RLWE ciphertext ct to a corresponding
(exhausted) CKKS ciphertext ct’. To do so, we switch the modulus from ¢, the
RLWE ciphertext modulus, to ¢, the CKKS base modulus. Then, we adjust the
scaling factor by A/q( to obtain a CKKS ciphertext encoding A - m(X)/p.

e ModRaise and CoeffsToSlots: Similarly to CKKS classical bootstrapping, we raise
the modulus to Q) and run the encoding homomorphically. We obtain ¢(X) =
Am(X)/p+ ¢, I(X) after modulus raise, which contains g,—overflows denoted by I.
After CoeffsToSlots, each coefficient t; of ¢(X) is stored in a different slot.

e EvalExp: We use a Chebyshev interpolation to approximate the complex exponential
m,; ~ exp(2mim,;/p) for each t;, which performs the modular reduction modulo p to
remove the overflows.

o EvalLUT: We then compute the trigonometric Hermite interpolation T’ for a given
LUT(f), and take the real part. This gives us m; =~ f(m;).

e SlotsToCoeffs: Then, we put the result back in the coefficient encoding by homomor-
phically evaluating the decoding and apply a scaling by Q’/(Ap), which gives us an
encryption of Q'm(X)/p with Q" being the modulus after bootstrapping.

o ModSwitch: We perform a final modulus switch from Q' to Q to get an RLWE
ciphertext encoding @m(X)/p, with ciphertext modulus Q.

We can perform additional leveled CKKS computations before switching back to an
RLWE ciphertext. We will eventually need to adjust Q" to match the modulus after the
bootstrapping and leveled computations.

We will later refer to this algorithm as AKP-FBT, which takes as input an RLWE
ciphertext ct, an LUT, and returns an RLWE ciphertext corresponding to the evaluation
of the LUT on all elements of the encrypted vector. This algorithm consumes more depth
than classical bootstrapping, as we need to evaluate a degree p — 1 polynomial (for the
trigonometric Hermite interpolation) after the approximate modular reduction, but can
support smaller scaling CKKS factors for smaller plaintext sizes.

2A higher-order Hermite interpolation could be used for further noise cleaning as suggested in [AKP24]
at the cost of evaluating a polynomial of a higher degree.

3A similar procedure exists for CKKS ciphertexts with a different order of operations, namely SlotsTo-
Coeffs— ModRaise— CoeffsToSlots— EvalExp— EvalLUT. It is described in more detail in [AKP24].
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Bootstrapping failure probability. There are two sources of error that can lead to a
functional bootstrapping failure. The first potential cause (same as in classical CKKS
bootstrapping) is due to underestimating the interpolation interval when removing the
overflow term after the modulus raising step. The probability of such a failure in our
setting is comparable to that in typical CGGI bootstrapping (see Table 5.6 of [BCC™25]
for common CGGI bootstrapping failure probabilities), but it can be made practically
negligible, e.g., below < 2728 without increasing the parameters and affecting the
efficiency using the sparse-secret encapsulation technique from [BTPH22| (this technique
was recently implemented in OpenFHE v1.4.0 [AABT22] and can be incorporated in our
implementation). The second source of error is due to noise accumulation via homomorphic
computations during functional bootstrapping. We focus on the latter in this paper and
take advantage of noise reduction via Hermite interpolation to make the decryption
rounding error practically negligible.

3 Building blocks: Multi-value bootstrapping and func-
tional digit decomposition

Multi-value bootstrapping (MVB) and digit decomposition were presented as extensions
to AKP-FBT in [AKP24]. We provide experimental results and a complexity estimation of
MVB, and modify digit decomposition to support arbitrary input and output sizes, as well
as function evaluations on the digits.

3.1 Multi-value bootstrapping

MVB was first introduced for DM/CGGI in [CIM19], and allows to evaluate multiple LUTs
during a single bootstrapping operation, with small overhead. AKP-FBT also supports this
functionality, through some changes in the EvalLUT step. Instead of directly computing the
trigonometric Hermite interpolation associated with a single LUT, we first precompute a
power tower {exp(2miz/p)’}jerpyps- We can then use these precomputed values to evaluate
the (degree p — 1) Hermite interpolation of each LUT using the Paterson-Stockmeyer
algorithm [PS73] PolyPS, resulting in k ciphertexts for & functions. Finally, we perform
SlotsToCoeffs on each of the k ciphertexts.

We describe MVB for an input ciphertext ct and a set of k LUTs {LUT(f;)}1<i<k
in Algorithm 1. Similarly to AKP-FBT, @ denotes the output modulus for the RLWE
ciphertext, and p represents both the input and output plaintext modulus.

Correctness of Algorithm 1. The correctness of MVB follows from the correctness of
AKP-FBT (detailed in [AKP24]).

Complexity of Algorithm 1. The complexity of MVB can be deduced from the complexity
of AKP-FBT. The same multiplicative depth is needed, and the complexity is identical
until CoeffsToSlots. Then, we compute the powers of E(x) = exp(2mix/p) (with EvalPower)
for an evaluation of the polynomial interpolation of a LUT using PolyPS, which requires
[v2d +log d] + O(1) non-scalar multiplications for a degree d polynomial, out of which the
reusable powers computation requires [/d/2 + logd 4+ O(1)] non-scalar multiplications
and the rest of the polynomial evaluation requires [/d/2 + O(1)]. We then use those
powers to evaluate k such interpolations, and perform & SlotsToCoeffs and ModSwitch to
convert back to RLWE ciphertexts. Compared to AKP-FBT, we perform (k — 1) additional
Paterson-Stockmeyer evaluations without the need to compute the powers of E(x), and
(k — 1) SlotsToCoeffs and ModSwitch.
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Algorithm 1 Multi-value bootstrapping for an RLWE ciphertext
procedure MVB(Ct S Rg, {I—UT(fi)}lgigk;p7 k‘)
1: ¢ty < ModSwitch(ct, ¢f)

2: cty <~ ModRaise(A - ct1/qp, Q%)

3: ctg + CoeffsToSlots(cts)

4: Ctexp <— EvalExp(cts) > Approximation of z — exp(2miz/p)

5: {CtDOW,j}jGIPmyPs — EV3|P0W€I’(CteXp,p)

6: for i € [1,k] do

7: cty; < PolyPS({ctpow,j }jelpmpes, LUT(fi))> Evaluates the Hermite interpolation of
fi using the precomputed powers and the Paterson-Stockmeyer algorithm

8: cts; < MulConst(Add(cts ;, Conj(cty ;),0.5) > Computes the real part

9: for i € [1,k] do > Switch all of the results back to RLWE ciphertexts

10: ctg,; < SlotsToCoeffs(cts ;)
11: cty; < MOdSWitCh(Ct&i, Q)

12: return {ctr;}1<i<k

For a single-threaded execution, the cost of MVB can be estimated as:
Cmve = Cakp-raT + (K — 1) - (Cpotyps + Cstc + CModswitch) < k - CAKP-FBT-

In this cost, only Cakp-reT and Cpolyps depend on the size of the LUT. More precisely, in
AKP-FBT, only the cost of EvalPower and PolyPS increase as p increases. Therefore, for large
LUTs, the cost is dominated by Cevalpower + & - Cpolyps. With multithreading, the & PolyPS,
SlotsToCoeffs and ModSwitch can be done in parallel, meaning that Cpyys = Cakp-FBT-
We provide in Table 2 a profiling of AKP-FBT, with the percentage of time taken by
each step of the functional bootstrapping for LUTs of different sizes. We omit the final
modulus switching as, in our case, we will perform further computations in CKKS after
MVB and because it generally accounts for less than 1% of the runtime of AKP-FBT.

Table 2: Profiling of the isolated functional bootstrapping for a random p-to-p LUTs on a
random encrypted input, single-threaded. RLWE/CKKS parameters are given in Table
Al in Appendix B. More details about the experimental setup are given in Section 8.

’ log p H ModRaise + CtS \ EvalExp \ EvalPower \ PolyPS \ StC H Latency (s) ‘

1 43.79% 44.15% 0.05% 0.01% | 10.69% 16.69
2 36.55% 51.20% 2.49% 1.41% | 7.03% 24.39
4 33.73% 49.20% 5.85% 2.62% | 7.48% 30.12
6 30.27% 45.26% 9.68% 8.32% | 5.62% 39.93
8 28.84% 32.61% 12.49% 21.20% | 4.29% 56.59
10 12.34% 18.90% 15.01% 50.59% | 2.83% 243.95
12 4.87% 7.66% 11.44% 74.79% | 1.12% 706.98
14 1.49% 2.39% 7.02% 88.74% | 0.33% 2479.2
16 0.47% 0.90% 4.80% 93.78% | 0.04% 45722

We can notice that, as p increases, so does the percentage of time taken by PolyPS.%.
Starting at 10 bits, it is already the predominant part of AKP-FBT. For 12 bits or more,
PolyPS accounts for 75% or more of the runtime for AKP-FBT.

4The non-linear growth of the cost of PolyPS compared to EvalPower highlights the impact of the
number of levels (increasing as p grows) on the cost of operations such as scalar-ciphertext multiplications,
which are usually considered cheap, and the cost of the deep Paterson-Stockmeyer recursion, despite the
similar complexity of the non-scalar multiplications.
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We will use a slightly modified version of the MVB algorithm called SlotsMVB, which
does not execute lines 10 to 12 to keep the values in the slot encoding. This will allow us
to perform additional CKKS computations before switching back to RLWE.

3.2 Functional digit decomposition

The digit decomposition procedure for an RLWE ciphertext presented in [AKP24] relies
on AKP-FBT and modulus switching. It is used to decompose an input in Zp into digits
in Z,, with p < P. The general idea is that for a value in Zp, we recursively extract the
least significant digit in Z,, subtract it from the original value, and divide it by p.

We make several changes compared to the original algorithm in [AKP24]. We minimize
the starting modulus and more efficiently handle the cases where logp > 1 does not
divide log P, by more precisely adjusting P and @. More significantly, we return CKKS
ciphertexts instead of RLWE ciphertexts, and allow for the evaluation of one or more
functions on each extracted digit using MVB.

To simplify the description of the functional digit decomposition algorithm, we consider
the values p, P, ¢, and @ to be powers of two. Furthermore, we require the equality
p-@Q = q- P to hold. We enforce the requirement by setting log Q) = log ¢ + log P — log p.
We denote by ng = [log P/log p| the number of digits in Z, needed to represent a number
in Zp. Finally, we denote by {LUT(f;)}1<i<x the LUTs for functions f; : Z, — Z,.

Algorithm 2 Functional digit decomposition for an RLWE ciphertext
procedure FDD(ct € R, {LUT(fi)}1<i<k,p, P)
1: ng < [log P/logp]
2: for ¢ € [1,n,4] do
3: {ctResult}o<j<i < SlotsMVB, ([ct]4, {LUT(mod,)} U{LUT(f;)}1<j<x) > The first
ciphertext encrypts the mod,, evaluation and the subsequent ciphertexts encrypt the
{fi}1<j<k evaluations.
ct; < {ctResuItj}OSjgk
if 1 < ng then
ctMod <+ ModSwitch(SlotsToCoeffs(ctResulty), Q) > Switch back to RLWE
ct + ct — ctMod
ct <~ ModSwitch(ct, Q/p)
P < P/min(p, P/p), Q < Q/min(p, P/p) > For all iterations except the last
one, the digit size is logp bits; for the last iteration, the digit size is log(P/p) bits.

10: return ({Cti}lgignd)

© % NS TR

Correctness of Algorithm 2. The correctness of FDD follows from the correctness of
MVB and from the equality p-@Q = ¢ - P.

Complexity of Algorithm 2. The algorithm requires [log, P] calls to SlotsMVB of width
k41 for k input LUTSs, as well as [log, P| — 1 SlotsToCoeffs and subtractions, and
2[log,, P| — 2 ModSwitch. In the case we do not want to evaluate any additional function,
FDD will only return the digit decomposition, and the [log, P| SlotsMVB are equivalent
to [log, P| AKP-FBT without the return to RLWE.

4 Binary multiplexer tree method

Our initial approach to build a procedure for efficient homomorphic evaluation of LUTs is
inspired by the multiplexer tree approach used in the CGGI setting [CGGI20, BBB+23].
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The high-level idea in the CGGI case is to decompose the input LWE ciphertext into
ciphertexts for each bit of the message, invoke (expensive) circuit bootstrapping to enable
RGSW multiplications, and then evaluate a multiplexer tree using many homomorphic
multiplications. In contrast, the AKP functional bootstrapping cheaply switches between
RLWE and CKKS, and relies on CKKS for homomorphic multiplications instead of RGSW,
which results in somewhat different constraints for building and optimizing our procedure.
For instance, the cost of “circuit bootstrapping” in CKKS is relatively small (as compared
to CGGI) but the relative cost of multiplications is higher (as we deal with evaluating
ciphertexts at different levels instead of using the asymmetric noise growth available in
RGSW). In this section, we will build the binary tree multiplexer procedure for AKP-FBT,
showing step by step why we make specific algorithmic choices.

Let P be a power of two, which corresponds to the size of LUT(f) that we want to
evaluate. We will denote by y = (yo,...,yp—1)T € Mp1(Zp) the vector corresponding to
y; = f(@), for i € [0, P —1].

The function f(z) can be evaluated with additions and multiplications using the
Kronecker delta function:

P-1
f@) =" buivi. (1)
=0

Equation (1) can be rewritten using the binary decomposition of = (z1,. .., oz P)
and index ¢ = (41,...,%0g P) 88

P—-1 logP

P-1
Z 5z,iyi = Z Yi H 5rj,i_7~- (2)
i=0 i=0  j=1

Noticing that for all ¢ € [1,log P], 64,0 = (1 — ;) and d,,1 = z;, we can compute
expression (2) from the binary decomposition of 2 using only additions and multiplications.
This method to compute an LUT is often referred to as the CMux tree method and is
widely used in the CGGI setting [BBBT23]. We next explain how to efficiently adapt this
paradigm of LUT computation to the CKKS setting.

4.1 Efficient evaluation of a binary multiplexer tree in CKKS

Out of the many different ways to evaluate Equation (2), we will focus on the one that
reduces the complexity of evaluation in CKKS by applying the following guidelines:

o Minimize the multiplicative depth to reduce the number of RNS limbs (and potentially
the ring dimension), resulting in improved computational complexity. The effect of
reducing the multiplicative depth becomes more pronounced for larger LUTSs.

e Minimize the number of ciphertext-ciphertext multiplications as these are more expen-
sive than scalar ciphertext multiplications; this optimization has a more significant
effect for smaller LUTs.

o Minimize the cost of ciphertext additions and scalar ciphertext multiplications (by
evaluating them at the lowest possible number of RNS limbs). These operations
become the bottleneck for larger LUTs.

To implement these guidelines, we rewrite Equation (2) in matrix form using Kronecker
products, which we denote as ®. The goal is to put the LUT values in a matrix, and to
select the row and column according to the corresponding digit. For a = 2[1°8 VP1 and
B = 2log P—[log \/ﬁ, we obtain

o-[® (125 e[ & (. e

i=1 i=[log \/ﬁWJrl
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In Equation (3), the Kronecker products are evaluated in the order of increasing indices,
and (1;5’” ) are column vectors with two components.

When log P is a power of two, both the Kronecker products on the left and on the
right output vectors of size VP = o = 3, and the matrix products enable selecting the
correct row and column in the square matrix Vecjﬁ \/ﬁ(y) to yield the result.

For example, for P = 16, the LSB part of the computation involves the product for the
first two bits, 1 and x5, as follows:

(1—=m1) - (1 —a) 01,0 * 05,0 0221 +35,0

Viss = (1 - 331> @ <1 - !E2> _ (1—x1) - @2 _ | %210 - 0aon | _ [ 022142001
x Z2 x1 - (1 —x2) 0211 " 02,0 0221 42,2

1 T2 Oz11 " Oy 0221 22,3

This resulting column vector of size /P = 4 contains encryptions of the four possible
products of selector bits, namely, three zeros and a single one.

For our CKKS implementation of the binary multiplexer tree (further described below
in Algorithm 4), we first perform the two Kronecker products using the binary tree method
to minimize the multiplicative depth. Then, we multiply the inverse vectorization of y
by the second Kronecker product. Finally, we multiply the result by the first Kronecker
product. This evaluation order allows one to minimize the number of RNS limbs when
multiplying by the inverse vectorization, i.e., to minimize the complexity of computing
ciphertext additions and scalar ciphertext multiplications. Note that the choice of v/ P
minimizes the number of ciphertext-ciphertext multiplications. In summary, this order of
evaluation and this choice of parameters allow one to implement all three optimization
guidelines in the same procedure.

To evaluate the Kronecker products, we use Algorithm 3, which takes a vector of vectors
of ciphertexts as input, and performs the products in a binary tree manner to reduce
multiplicative depth. For generality (as we will use this procedure later in the paper), the
algorithm can take as input n € NT vectors of ciphertexts, each of length p; € NT.

Algorithm 3 Kronecker products of CKKS ciphertext vectors
procedure KProduct({ctVec, }1<,<, € (R 2)1’1 X oo X (Réz)p")
1: for i € [1, [logn]] do
2 for j € [1,|n/2]] do
3: l; = length(ctVecy;_1), lo = length(ctVec,;)
4 ctVec; = {Mul(ctVecy;—1[((k — 1) mod l1) + 1], ctVecy;[[(k — 1)/11] + 1])
5: if n» mod 2 =1 then

l1l2
k=1

6: ctVecr, /21 = ctVec,
7: n < [n/2]
return ctVec; € (R, JP1XXPn
£—[log n]

Correctness and noise analysis of Algorithm 3. The correctness of KProduct follows from
the correctness of CKKS multiplication and the associativity of the Kronecker product. For
input ciphertexts with noise bounded by &;,, the KProduct algorithm results in moderate
noise growth, as it only performs ciphertext multiplications of bits. In the worst case,
we multiply only ones together. Because the message is bounded by one at each step,
the noise accumulation is additive rather than multiplicative. With Be,, € RT the upper
bound of the noise introduced by relinearization and rescaling, the worst-case output noise
of the multiplication of two ciphertexts encrypting binary messages with input noise &;, is

2|<":in| + |5in|2/A + Berr.
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This allows us to bound the output noise by
|€out‘ S n- (‘ein| + Berr)a for |€in|2/A S Berr-

The noise growth is, therefore, linear in the number of inputs n. Since the number of inputs
to KProduct is logarithmic in the size of the LUT, the overall noise growth is logarithmic
with respect to the LUT size.

Complexity of Algorithm 3. For n input vectors, the multiplicative depth is [logn].
For simplicity, we assume that p; = --- = p, = p (which is a common case) and that n
is a power of two. At each iteration of 7 in Algorithm 3, we perform np® /2! ciphertext
multiplications. That is, the total number of ciphertext multiplications is

logn

2! 2 4 n
r._ (P P P
;n%_”(2+4 +n)‘

This sum is heavily dominated by its largest term, p™. Therefore, the total number of
multiplications is ©(p™). More precisely, the total number of ciphertext multiplications for
n > 2 can be bounded within [p™, p” + 4p™/?]. It is worth noting that the final step of the
KProduct algorithm which performs exactly p™ multiplications (accounting for the vast
majority of the multiplications) is executed using the minimum possible number of RNS
limbs, and is therefore as inexpensive as possible.

Based on Equation (3) and our discussion above, we now formulate the binary mul-
tiplexer tree (BMT) algorithm to homomorphically evaluate an LUT, given the binary
decomposition of a ciphertext. In Algorithm 4, the ctDigit;’s correspond to z;’s and LUT(f)
to y in Equation (3).

Algorithm 4 Binary multiplexer tree evaluation for CKKS ciphertexts
procedure BMT ({ctDigit; }1<i<iog P € RQQ;, LUT(f))
1: for i € [1,log P] do
2: ctDigitVec; + {AddConst(—ctDigit;, 1), ctDigit, } > Instead of only storing the digit
x;, we create the vector (1 — x;, ;)

3: ctLSB « {ctDigitVec, }, ;< 104 v
4: ctMSB < {ctDigitVec;} 1., /B <i<iog P

5: ctKLSB < KProduct(ctLSB)
6: ctKMSB < KProduct(ctMSB)

7: lisg = length(CtKLSB)
8: for i ¢ [[lalLSBH do
9:  ctKMSBLut[i] « Y58 YSE Mylint (ctKMSBL;], LUT(f)[j + (i — 1) - lisg])
10: ctResult[i] = Mul(ctKLSBJ¢], ctKMSBLut[i])
return ZiL:SBl ctResult[4]

Complexity of Algorithm 4. We start by performing log P AddConst. Then, we perform
two calls to KProduct, requiring [log(log P)] — 1 multiplicative depth and ©(v/P) ciphertext
multiplications. We then perform P scalar multiplications, O(P) additions and VP
ciphertext multiplications. The total multiplicative depth is [log(log P)], and most of the
computations are done with the minimum number of RNS limbs.
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Correctness and noise analysis of Algorithm 4. The correctness of BMT follows from
the correctness of Equation (3), KProduct and CKKS operations. Let us assume that
log /P is a power of two for simplicity. For a ciphertext with input noise bounded by &in,
there are three stages that contribute to the noise growth in Algorithm 4.

1. The KProduct computations on LSB and MSB sets involve multiplications of cipher-
texts encrypting binary values, where noise accumulation is moderate and grows
linearly with the number of input bits, i.e., O(log P).

2. The scalar multiplications (Mullnt) in line 9 amplify the noise of the ctKMSB
ciphertexts by the LUT coefficients, which can have a magnitude up to P/2. By
then summing /P ciphertexts, we further increase the noise by v/P in the worst
case. This is the dominant source of noise amplification.

3. The final ciphertext multiplications by binary ciphertexts, and /P ciphertexts
summations in the last two lines introduce further noise. As ctKLSB encrypt binary
values, the noise contribution is mainly that of the sum of v/P ciphertexts, which is
v/P in the worst case.

The combination of these effects yields the overall worst-case noise bound of:

[Eout| = 0({1)3 : Ji- P -log P )|ein| = O(P”log P)|en|.
3 2 (1)

With the same reasoning and assuming that both summations over v/P ciphertexts deal
with uncorrelated noise inputs, the average-case output noise bound can be estimated as

|€out] = @(P3/2 log P) - |ein]-

For the result to be correct, we have to make sure that the inputs ctDigit, have a small
enough input error to guarantee correct decryption. This can be ensured for a large enough
scaling factor by using the noise-cleaning techniques presented below.

4.2 Binary multiplexer tree functional bootstrapping

Using the modified (“non-functional” in this case) digit decomposition algorithm introduced
in Section 3.2, we construct a new functional bootstrapping algorithm based on the BMT
procedure, which we call BMT-FBT. However, we need an extra step between the functional
digit decomposition and the binary multiplexer tree procedures to guarantee correctness
for arbitrary input and digit sizes.

Noise cleaning. The digit decomposition uses AKP-FBT, which provides a first-order
Hermite interpolation cleaning capability. Nevertheless, for large LUTs (especially in the
case where the large plaintext size is decomposed in small digit sizes), this noise reduction
is not sufficient. One solution is to use higher-order Hermite interpolation in AKP-FBT,
but this turns out to be costly for p = 2 (see the first two rows in Table 1 [AKP24]).
Therefore, we prefer the following less expensive alternative.

Concretely, we use the first-order polynomial Hermite interpolation proposed in
BLEACH [DMPS24] (where it was treated as an ad-hoc cleaning polynomial) of the binary
identity gate Giq = 3X2—2X3. This polynomial has a horizontal tangent at 0 and 1, so that
when writing its Taylor expansion for an input error &, we get Gig(z; + &in) = z; + O(e2,),
with €2 < |ein|. We only need two additional multiplicative levels to perform this cleaning
on the log P binary digits ctDigit;, prior to the BMT computation. In practice, Gi4 is
applied to the ciphertexts {ctDigit;}, which encrypt the binary components of the input
message, to quadratically reduce their noise before they are input to the multiplexer tree.
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To further reduce the magnitude of the error before the scalar multiplications, we
can replace the ciphertext multiplications used in KProduct with a bivariate Hermite
interpolation of the and gate, which corresponds to the product in the binary case. The
polynomial Gang = 5X2Y2 —2X3Y?2 — 2X2Y?3 is defined so that it satisfies the truth table
of the and gate: Gand(0,0) = Gand(0,1) = Gand(1,0) = 0 and Gand(1,1) = 1. The partial
derivatives of Gang at (0,0), (0,1), (1,0) and (1, 1) are set to 0 for error reduction. We need
three multiplicative levels to perform multiplications using this polynomial instead of one.

Our new BMT-FBT procedure is described in Algorithm 5. First, it performs digit
decomposition and performs cleaning for large input sizes. Then, the algorithm calls
the BMT procedure on the encrypted bits. Finally, the result is converted back to the
coefficient encoding and switched to the desired output modulus Q.

Algorithm 5 Binary multiplexer tree functional bootstrapping for an RLWE ciphertext
procedure BMT-FBT (ct € R2,LUT(f), P)

1: {ctDigit; }1<i<iog p < FDD(ct, 0,2, P) > We do not pass additional LUTS to evaluate,
and only get encrypted bits

2: clean({ctDigit; }1<i<log P) > For large P, clean the binary digits
3: ctResult’ «+— BMT ({ctDigit, }1<i<log P, LUT(f)) > Algorithm 4
4: ctResult < SlotsToCoeffs(ctResult’) > Switch back to the coefficient encoding
5: return ModSwitch(ctResult, Q))

Correctness and noise analysis of Algorithm 5. The correctness and complexity analysis
of BMT-FBT follow from the correctness and complexity analysis of its building blocks.
However, note that the output of BMT-FBT procedure should be an integer mod P in
the RLWE coefficient encoding, therefore the result is correct if |eou| < #, where o4t
is the output ciphertext error. Without noise cleaning, the total noise accumulated as
part of evaluating the complete BMT-FBT algorithm can exceed this bound, especially for
large P, as the worst-case output noise of BMT is proportional to P2 log P. By using noise
cleaning for log P > 12 and setting a large enough scaling factor, we are able to absorb

this noise growth and obtain correct results.

Complexity of Algorithm 5. The total multiplicative depth of the leveled computations
is [log(log P)] + £siotsToCoeffs, Plus two levels if cleaning is performed. This comes from the
two main parts in BMT-FBT:

e Precomputation with digit decomposition: the complexity is detailed in Section 3.2.
We need log P calls to SlotsMVB on plaintext space Zo with width 1, as well as
negligible RLWE scheme operations like subtraction and modulus switching. Then
for large P, we need to perform cleaning, i.e. evaluate the cleaning polynomial Giq
on all the log P binary digits to reduce noise.

o LUT evaluation with BMT: the algorithm requires [log(log P)] multiplicative depth,
and performs O(v/P) ciphertext multiplications and O(P) integer multiplications
and additions. We conclude by performing one SlotsToCoeffs and one ModSwitch to
get back an RLWE ciphertext.

5 Collapsed multiplexer tree method

To further reduce the computational complexity of arbitrary-function LUT evaluation, we
introduce a collapsed multiplexer tree method. Instead of working with a binary tree, we
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use a larger base p (assumed in this section to be a power of two for simplicity). This
reduces the depth of the tree, and hence the multiplicative depth from [log(log P)] to
[log[log, P]] (excluding the extra noise cleaning from this analysis), but brings about
other challenges.

5.1 Efficient evaluation of a general multiplexer tree in CKKS

We rewrite Equation (2) using the base p decomposition of = and index i:

p-1 [log, P]

P—1
Z 5m,iyi = Z Yi H 5xj,ij~ (4)
i=0 i=0 j=1

Similarly, we rewrite Equation (3) for an arbitrary p, o = pll°%» ‘/ﬁ, and 8 =
log,, P—[log, VP as

p
og, v [ 0ai0 \ \ llog, P] 82,0
f@) =1 & : vee,5(v) | @ : SN
=1 6zi,p71 = “ng \/ﬁ]+1 521',;771

This allows us to introduce the collapsed multiplexer tree (CMT) procedure (Algo-
rithm 6), which is similar in structure to BMT, but has a key difference. Instead of taking
as input only the binary digits of x, it takes the corresponding Kronecker delta functions.
Note that at p = 2, CMT degenerates to BMT.

Algorithm 6 Collapsed multiplexer tree evaluation for CKKS ciphertexts
procedure CMT ({ctKdelta; }1<;<fiog, P1 € (R2 2)1’7 LUT(f))

1: ctLSD «+ {Ctheltaihgigﬂogp Nia

2: ctMSD + {ctheItaZ—}rlogp VP <i<[log, P

3: ctKLSD < KProduct(ctLSD)
ctKMSD <« KProduct(ctMSD)

=

I sp = length(ctKLSD)

for i € [1,l5p] do
ctKMSDLut[i] < S5 MD Mulint (ctKMSD[5], LUT(f)[j + (i — 1) - lisp))
ctResult[i] = Mul(ctKLSD[:], ctKMSDLUT[i])

return Eif{ ctResult[4]

Correctness, complexity and noise analysis of Algorithm 6. The correctness, complexity
and noise growth of CMT can be deduced in the same way as for Algorithm 4. More precisely,
the correctness of the CMT procedure is a direct consequence of the algebraic identity in
Equation (5), and the correctness of KProduct and CKKS. CMT consumes [log[log, P1]
levels, as compared to [log(log P)] for BMT. Similarly to BMT, CMT performs P Mullnt,
O(V/P) additions and ©(v/P) ciphertext multiplications. The worst-case (respectively
average-case) output noise bound is therefore slightly smaller

leowl = O(P*M1og, P1) -[el  (leau = ©(P*/T10g, P1) - |z )

For p chosen to be small (a few bits), this bound is close to the one in the BMT algorithm.
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5.2 Collapsed multiplexer tree functional bootstrapping

We can no longer rely on the formula of the binary case to compute the Kronecker delta
functions. Instead, we represent the Kronecker delta as a p-to-2 LUT. The {0, ,, ?;3 can
be computed with p instances of functional bootstrapping. Importantly, we compute these
p instances of functional bootstrapping in a single functional digit decomposition.

The resulting procedure, called CMT-FBT is described in Algorithm 7.

Algorithm 7 CMT-FBT for an RLWE ciphertext
procedure CMT-FBT(ct € R%,LUT(f),p, P)

1: {ctFDDy}1<k<iog, P ¢ FDD(ct, {LUT(6}) Yo<k<p: P, P) > Algorithm 2
2: for i € [1, [log, P|] do

3: ctKdelta; < ctFDD;[1 : p] > Omit the first element, which is the digit
4: cIean({ctheltai}lgiSnogp P1) > For large P, clean the Kronecker delta functions
5: ctResult’ CMT ({ctKdelta; }1 <i<fiog, P1, LUT(f)) > Algorithm 6
6: ctResult < SlotsToCoeffs(ctResult’) > Switch back to the coefficient encoding
7: return ModSwitch(ctResult, Q)

Correctness and noise analysis of Algorithm 7. The correctness of CMT-FBT relies
on its building blocks. As in BMT-FBT, the noise growth is primarily due to scalar
multiplications and additions in CMT, leading to an output worst-case noise proportional
to P2 [logp P]. The same condition on the output error must hold for correct decryption,
that is |eout| < %. A formal and detailed noise analysis can be found in Appendix D.

The previously discussed noise reduction method, Gjiq, is used for the Kronecker
delta binary ciphertexts {ctKdelta;} for log P > 12. Note that this is the same cleaning
polynomial as used in the BMT-FBT case. Similarly, the G,nq polynomial could also replace
standard multiplications in the KProduct algorithm.

Complexity of Algorithm 7. The total multiplicative depth of the leveled computations
is [log[log, P + £siotsToCoefrs; Plus two levels if cleaning is performed. This comes from
the two main parts in CMT-FBT:

e Precomputation with functional digit decomposition: the complexity is detailed in
Section 3.2. We need [log, P] calls to SlotsMVB on plaintext space Z, with width
p+ 1, as well as negligible RLWE scheme operations like subtraction and modulus
switching. Then for large P, we need to perform cleaning, i.e., evaluate the cleaning
polynomial Giq on all the p - [logp P] binary Kronecker deltas.

o LUT evaluation with CMT: the algorithm requires the [log[log, P|] multiplicative

depth, and performs O(\/ﬁ) ciphertext multiplications and O(P) integer multi-
plications and additions. We conclude by performing one SlotsToCoeffs and one
ModSwitch to get back an RLWE ciphertext.

Finally, we mention that several natural extensions of CMT-FBT (that also apply to
BMT-FBT) are discussed in Appendix C, such as slot-independent LUT evaluation and
multi-value CMT-FBT.

6 Comparison of BMT-FBT and CMT-FBT

In this section, we compare the costs of our multiplexer tree algorithms, BMT-FBT and
CMT-FBT, and identify the range of LUT sizes for which each is more efficient. Note that
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reducing the multiplicative depth of the multiplexer tree from binary digits to larger digits
introduces a need for MVBs to enable efficient functional digit decomposition. A priori, it
is not clear whether this trade-off improves the total runtime, so we need to analyze each
component separately.

First, we compare the theoretical cost of the precomputations, that is, the cost of the
FDD in the binary and collapsed cases. We show that the complexity of the functional
decomposition step based on MVB in CMT-FBT is always smaller than for BMT-FBT for
2 < logp < 5 in the single-threaded case. We then compare the cost of the BMT and
CMT algorithms, and show that for a number of digits [log, P] that is a power of two, the
CMT algorithm will always outperform the BMT algorithm in the single-threaded case.
Moreover, in the case of multi-threaded execution, the complexity of FDD in CMT-FBT is
always smaller than for BMT-FBT for p > 2, and CMT always outperforms BMT.

In summary, the question of whether the trade-off offered by CMT-FBT can be advan-
tageous is answered affirmatively. For a small decomposition basis and a power of two
number of digits, we show that CMT-FBT always outperforms BMT-FBT.

6.1 Comparison of FDD for BMT-FBT and CMT-FBT

Let us first focus on the cost of FDD. As the full theoretical cost of AKP-FBT is rather
complex, we will use the experimental results presented in Table 2 and Table Al to model
the runtime of FDD.

Single-threaded case. For a small p (less than 9 bits), the runtime of AKP-FBT is linear
in the number of bits of the plaintext space log p, so we can model it by Cakp.reT : logp —
alogp + B for some o, 3 € RT. Additionally, we introduce v € RT, which models the
theoretically constant runtime of SlotsToCoeffs and ModSwitch, and Cpolyps(p — 1), which
models the runtime of the evaluation of a degree p — 1 polynomial with precomputed
powers. This allows us to define the runtime of SlotsMVB of width p 4+ 1 on plaintext
space Zjp as Csiotsmvs : logp — alogp+ 5 — v+ p - Cpoyps(p — 1). Those parameters can
be heuristically deduced from Table 2. For simplicity, we assume that [log, P| = log, P.

We first recall the differences of FDD in the binary and collapsed multiplexer tree
functional bootstrapping. In the binary case, we perform log P SlotsMVB on the plaintext
space Zs. As no other function than the mods function needs to be evaluated, those are
equivalent to AKP-FBT. Also, we can save one call to SlotsToCoeffs and ModSwitch for
the last digit, as we do not need to convert it back to RLWE. This leads to the following
expression of the approximate runtime of FDD in BMT-FBT

CpreamT = (a0 + ) log P — 7.

In the collapsed case, we perform [logp P SlotsMVB on Z,, with width p+1 to evaluate
the p Kronecker deltas and the mod,, function, for a small p. Here, we can also save the
last SlotsToCoeffs and ModSwitch. The approximate runtime can be expressed as

Cprecmt(p) = (alogp+ B+ p - Cpoyps(p — 1)) log, P — .

In the previous expression, Cpoyps(p — 1) corresponds to the cost of PolyPS for a
polynomial of degree p — 1. Then, to compare the binary and collapsed methods, we want
to know whether the inequality CpregmT > CprecmT(p) holds.

We can simplify the inequality of interest to:

CpreaMT — Cprecmt(p) > 0 <= (B(logp — 1) — p - Croiyps(p — 1)) log,, P > 0.
For P > 2, this is equivalent to:

(B(logp — 1) — p - Croyps(p — 1)) > 0.
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As one could expect, the inequality will not hold for large p, as the cost of the MVBs
in FDD will become too substantial (concretely, p - Cpoiyps(p — 1)), as compared to the
saved cost in p-independent bootstrapping operations S(logp — 1). Experimentally, we
confirm that the previous inequality holds for 2 < logp < 5.

Regarding the cleaning that needs to be done after FDD, BMT-FBT always fares better
than CMT-FBT. In the binary case, we need to perform cleaning on log P ciphertexts,
whereas in the collapsed case we need to perform it on p - log, P = P_ . ]og P ciphertexts.

log
Nevertheless, the cost of the cleaning is relatively small compared to the cost of FDD.

Multithreaded case. For parallel execution, we showed in Section 3.1 that MVB has the
same cost as AKP-FBT, meaning that we can simplify the runtime expressions to

Chlgmr = (@4 B)10g P =7, Chlucwr(p) = (alogp + ) log, P - 7.
We can then deduce that:

Cll st — Cllcpnr () > 0 <= B(logp — 1) log P > 0.

For a fixed p > 2, this inequality always holds for P > 1, meaning that FDD in
CMT-FBT always outperforms the one in BMT-FBT. Regarding the cost of cleaning, they
are exactly equal for both algorithms as they can be done in parallel on all the digits or
Kronecker delta functions.

6.2 Comparison of BMT and CMT

In both BMT and CMT, the most expensive computations for large LUTs—the scalar
multiplications, additions, and most of the ciphertext multiplications—are performed with
the same number of RNS limbs left. This means that the cost of both algorithms should
be similar, especially for very large P. However, for intermediate values of P, which are
the ones discussed in this paper, there can be a non-negligible advantage in using one
method versus the other, which is discussed below.

Let us assume that we are working with a power-of-two number of digits, that is, that
log, P = 2% and log P = 2 with a,b positive integers with b > a. As both algorithms
perform the same vector matrix multiplications at the end, we focus on the difference in
the KProduct algorithm, considering that the cost of the computation of ctDigitVec; in
BMT with log P additions is negligible. Additionally, we do not account for the fact that
the KProduct algorithm needs more multiplicative depth in the binary case, leading to an
increased number of RNS limbs and hence, more expensive homomorphic operations.

In the BMT algorithm, each call to KProduct requires a number of ciphertext multipli-
cations equal to

log(log v'P) 221‘ b—1 )
_ A b—(i+1)+2
NemT = Z log \/]3 5 = z; 2 .

i=1 i=

Similarly for CMT, we have

log[log, VP p2i a—1 )
_ _ a—(i+1 2°
Newt = ; ﬂogp\/ﬁ'?—;Q (D p*

Using the fact that logp = 2°7?, we get

a—1 a—1

a—(i b—a i a—(i b—a-+i

Newr = 207D (2777)20 = ) “ge- (i D+2700,
i=1 i=1
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By changing the index of the sum ¢ = j — (b — a), we simply the expression to

b—1
Newr = Z ob—(+1)+27

j=b—a+1

Subtracting both amounts, we get that each BMT’s KProduct performs additional
ciphertext multiplications

b—1 b—1 b—a
Newt — Nemr = ZQbf(iJrl)JrT _ Z gb—(i+1)+2" _ Z2b7(i+1)+2”
i=1 i=b—a+1 i=1
log(log p) 92!
= Z log \/]S?
i=1

In the general case, theoretical analysis is more complicated due to using the ceiling
function twice in determining the number of iterations of KProduct, [log[log, P]]. We
present in Figure 2 the exact number of ciphertext multiplications performed. Although
every curve follows the same general tendency, we observed that there can be some
significant differences for different digit sizes. We noticed that for almost all LUT sizes,
there always exists a decomposition basis such that CMT performs fewer ciphertext
multiplications than BMT.
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Figure 2: Total number of ciphertext multiplications performed in the two calls to KProduct
for both the BMT and CMT algorithms, for different digit sizes p.

With perfect parallelization (which is less plausible than for FDD as the number of
cores would depend on P), the ciphertext multiplications can be done in parallel at each
level, meaning that CMT will always be more efficient than BMT because there are fewer
levels as digits are larger.

7 Optimizations

We use AKP-FBT as a black-box and optimize the leveled computations, that is, the
LUT computation based on multiplexer trees. We apply these optimizations to both the
BMT-FBT and CMT-FBT algorithms.

Lazy relinearization and lazy rescaling. Rescaling and relinearization are costly opera-
tions, so we aim to minimize the number of these operations. To do so, we perform lazy
rescaling and lazy relinearization. More precisely, we do not rescale ctResult[i], but only
rescale the result of the sum, returned by either the BMT or CMT algorithm. This saves
roughly VP rescaling operations.
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Lazy relinearization requires more care, as without relinearization, the number of
polynomials in a ciphertext increases exponentially with the number of multiplications.
Moreover, as the cost of scalar multiplications is dominant for large LUTS, we want to
have as few RNS limbs and polynomials as possible. Therefore, we always fully relinearize
the ciphertexts that are going to be multiplied by the LUT (either ctKMSB or ctKMSD),
and do not relinearize the last O(v/P) multiplications of the other Kronecker product.
Heuristically, this can be shown to be strictly better than the naive approach.

Optimal number of digits. The computational cost of Equation (5) is minimized when
the number of digits, ng = ﬂogp P], is a power of two. This provides two advantages.
First, as an even number, it allows the digits to be split into two equal halves which
balances the computation by ensuring the two Kronecker products yield vectors of identical
size pa/2 = pllos, VPl = plogy P—llog, VP, Second, a power-of-two structure enables the
evaluation of each Kronecker product using a binary tree, minimizing both the total number
of multiplications and the multiplicative depth. For this reason, a 4-digit decomposition
provides a positive trade-off for CMT-FBT, enabling an efficient multiplexer tree while
keeping the functional digit decomposition costs low.

Parallelization. In the functional digit decomposition, we parallelize the different polyno-
mial evaluations of PolyPS in the MVB, achieving a latency similar to the original digit
decomposition algorithm. We also parallelize the KProduct algorithm, as well as the last
for loop in BMT and CMT to process each block independently.

8 Experimental performance evaluation

We first describe the experimental setup. All benchmarks were run on a server with two
AMD EPYC 7302 16-Core Processor clocked at 3.0GHz and 128GB of RAM. The server
has Ubuntu 22.04.5 LTS and uses OpenFHE v1.2.0 compiled with clang++ 14 (with
NATIVEOPT on). We use the FIXEDMANUAL scaling and hybrid key switching (HKS).

We use the ring dimension N = 216 for large LUT evaluation and increase it to N = 217
for very large LUT (above 18 bits). We pack N values in the RLWE ciphertext and make
use of both the real and imaginary parts of the CKKS ciphertext. We use sparse secret
keys with a Hamming weight h of 192. Given the ring dimension N, we use the maximum
CKKS modulus Q) P’ threshold that achieves 128 bits of security. As in [AKP24], for
N = 216 we set the Q, P’ threshold to 1553 bits and for N = 217, to 3104 bits.

For an accurate comparison with direct functional bootstrapping, we ran the same
benchmarks with the same implementation and parameters as in [AKP24], on our machine.
Runtimes are provided in Appendix B. Note that for LUTs of sizes over 14 bits, we had to
use 128-bit size words instead of 64-bit. The LUT values we used in our experiments are
randomly sampled in their output space.

The parameters are chosen to provide the best amortized time while still respecting
the modulus threshold for 128 bits of security. The reported times are for the optimized
algorithms and the best respective decomposition basis.

8.1 BMT-FBT and CMT-FBT implementation and performance

The performance of CMT-FBT depends on the choice of the decomposition basis for a
given target LUT size, as previously seen in Sections 5 and 7. To back our theoretical
findings, we test CMT-FBT for different LUT sizes and digit sizes. In Figure 3, we depict
the single-threaded amortized time and latency for evaluating an LUT under different digit
sizes to find the most efficient one. We can see that CMT-FBT outperforms AKP-FBT in
terms of amortized time starting with 11-bit LUTs, and consistently outperforms it until
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16 bits, which is the current limit for AKP-FBT (BMT-FBT outperforms it starting with
13-bit LUTs). In terms of latency, because we work on a twice smaller ring (for up to 18-bit
LUTs), we get an additional speed-up factor of two, and both CMT-FBT and BMT-FBT
start outperforming AKP-FBT from 10 bits. Regarding the optimal decomposition basis,
we see that logp = 3 is the optimal digit size for 10 < log P < 12, that is, for four 3-bit
digits, but is then outperformed by logp = 4 for 13 < log P < 16, that is, for four 4-bit
digits. For LUTs larger than 16 bits, the amortized time and latency of BMT-FBT and
CMT-FBT (for all digit sizes p) get closer to each other. This is explained by the fact that
the P scalar ciphertext multiplications become the dominant part of the computation,
which is the same for both algorithms and all practical digit sizes.
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Figure 3: Comparison of the single-threaded amortized time (a) and latency (b) of a
random LUT evaluation on a random input using AKP-FBT, BMT-FBT and CMT-FBT for
different digit sizes (less is better).

In Figures 3a and 3b, we also see an increase in amortized time from 12 to 13 bits on all
of the curves for the BMT-FBT and CMT-FBT methods. This is because we start to require
a higher precision for the binary digits/Kronecker delta functions to achieve correctness,
that is, we have to evaluate the cleaning polynomial 3X?2 —2X? on the ciphertexts resulting
from FDD. This additional evaluation consumes two multiplicative levels. Hence, to remain
below the threshold for the largest modulus, we have to reduce the levels available for
homomorphic encoding and decoding (SlotsToCoeffs and CoeffsToSlots), and the number
of HKS auxiliary limbs for large LUTS, resulting in performance degradation.

Table 3 shows the latency and amortized time of CMT-FBT for the best decomposition
basis. Although our method is 2.0 times slower for 8-bit LUTs compared to AKP-FBT, we
are 1.28 times faster for 11-bit LUTs and up to 47.5 times faster for 16-bit LUTs.

8.2 Multi-threaded performance

We now describe our multi-threaded experiments. As CMT-FBT is parallelizable, we expect
an even better speed-up than in the single-threaded case. We report experimental results
using parallelization on the same hardware, on which we ran the same benchmarks as
in Section 8.1. In Figure 4, we observe a similar trend as in the single-threaded setting:
AKP-FBT looks non-linear in the size of the LUT in bits, whereas CMT-FBT is almost
linear. We indeed see that parallelization benefits our method, as we start outperforming
AKP-FBT in both latency and amortized time from 10 bits and onward.

From Figure 4, we observe that larger digit sizes, especially log p = 6, are more advan-
tageous in a parallelized setting, as the MVBs in FDD parallelize well. We can also see
“step” increases in the curves of CMT-FBT, when the number of digits [logp P] increases.

We provide the runtime of CMT-FBT for the best decomposition basis, as well as the
speed-up compared to (parallelized) AKP-FBT in Table 4.
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Table 3: Single-threaded runtime measurements for a random LUT on Zp, on an encrypted
random input using CMT-FBT. @ is the initial ciphertext modulus before digit decomposi-
tion; ¢, the modulus used in CKKS leveled computations; and log(Q’ P’), the number of
bits in the largest CKKS modulus. A single limb is left after CMT-FBT. The speed-up
factor of CMT-FBT compared to AKP-FBT is computed as & = Takp-re1/TCMT-FBT-
[log P [ logp [log@ [ logq | N [log(Q)P") | Latency (s) [ Amtz. time (ms) [ S |

8 3 53 48 ] 216 1452 115.02 1.76 0.49
10 3 55 48 | 216 1404 151.71 2.31 0.80
11 3 56 48 | 216 1404 156.38 2.39 1.28
12 3 57 48 | 216 1404 167.27 2.55 2.11
13 4 57 48 | 216 1452 315.04 4.81 2.14
14 4 58 48 | 216 1452 335.88 5.13 3.69
16 4 60 48 | 216 1452 480.80 7.34 47.5
18 4 62 48 | 216 1500 1,290.5 19.69 —
20 4 75 59 | 217 2074 8,447.0 64.45 —
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Figure 4: Comparison of the multi-threaded amortized time (a) and latency (b) of a
random LUT evaluation on a random input using AKP-FBT, BMT-FBT and CMT-FBT for
different digit sizes (less is better).

For very large LUTs (19 bits and above), we need to increase the ring dimension to have
the necessary multiplicative depth to perform multiple rounds of cleaning® on the output
of FDD, as well as increase the scaling factor. We were able to evaluate 20-bit-to-20-bit
LUTs, which, to our knowledge, is far beyond what has currently been achieved for random,
unstructured LUT. Our method allows the evaluation of even larger LUTs, but 20-bit
LUTSs is the limit for our server with 128GB of RAM. To target larger LUTs (with 22 or
24 bits), one should either increase the RAM or change the CMT algorithm to store only
one ciphertext per level of the multiplexer tree, at the expense of additional multiplicative
depth and slower computations.

8.3 Memory usage

For LUTs of 10 bits in size and above, our method outperforms AKP-FBT also from the
perspective of RAM consumption. This is mainly due to the fact that we have a ring
dimension that is twice as small, which leads to smaller ciphertexts and smaller evaluation
keys (and we can fit all computations in 64-bit native words). In particular, for 12-bit
LUTSs, we notice that RAM consumption is reduced from 27.4 GB to 13.9 GB. We present

5This refers to the sequential evaluation of Giq. At least two successive evaluations of the cleaning
polynomial Gjq are necessary for LUTs strictly larger than 20 bits.
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Table 4: Multi-threaded runtime measurements for a random LUT on Zp, on an encrypted
random input using CMT-FBT. Notations are the same as in Table 3. The speed-up factor
of CMT-FBT compared to AKP-FBT is Computed as S = TAKP-FBT/TCMT—FBT-

[log P [logp [ logQ [logg | N [log(QLP") || Latency (s) [ Amtz. time (ms) [ S |

8 4 52 48 | 216 1524 34.48 0.53 0.85
10 5 53 48 | 216 1452 46.17 0.70 1.07
12 4 56 48 | 216 1452 52.46 0.80 2.59
14 4 58 48 | 216 1404 98.94 1.51 4.62
16 4 60 48 | 216 1452 112.17 1.71 56.5
18 5 61 48 | 216 1500 199.69 3.05 —

20 5 74 59 | 217 2074 1,014.8 7.74 —

a summary of the maximum RAM consumption in Table 5.

Table 5: Comparison of peak RAM consumption for the evaluation of LUTs on Zp in the
single-threaded setting. For CMT-FBT, we use the same optimal digit size p as in Table 3.
We highlight the smallest memory consumption in bold.

y log P [ 10 [ 12 [ 14 | 16 |
AKP-FBT Peak RAM (GB) || 22.9 | 274 | 32.3 | 110.2
BMT-FBT Peak RAM (GB) || 22.4 | 22.6 | 24.8 | 26.2
CMT-FBT Peak RAM (GB) || 13.8 | 13.9 | 27.3 | 285

9 Concluding remarks

Building on the functional bootstrapping method AKP-FBT [AKP24|, we propose two
novel functional bootstrapping procedures: BMT-FBT and CMT-FBT. Our performance
evaluation shows that CMT-FBT is always the most efficient option, which can practically
evaluate arbitrary functions represented as LUTs of up to 20 bits.

Since we used CKKS functional bootstrapping in our procedures as a black box, CMT-
FBT will benefit from further improvements in CKKS and CKKS (functional) bootstrapping,
both in terms of overall complexity and parallelism. Exploring the reduction of memory
consumption (affected both by the computation depth and the ring dimension) is also
critical for achieving larger LUT sizes.

More generally, our work was developed by exploring both the common ground and
differences between the FHE schemes DM/CGGI and CKKS, to optimally tailor the
use of efficient homomorphic computations to each scheme. Recently, concepts once
viewed as DM/CGGI-specific (functional bootstrapping [BCKS24, BKSS24, AKP24], blind
rotation [CHKS25], and in our current work, variants of ciphertext multiplexer trees) have
now permeated to CKKS, where their adapted forms deliver superior amortized efficiency.
We believe that continuing this direction of cross-migrating concepts towards the evaluation
of non-smooth fixed-point functions over large inputs is a promising avenue for research.

Finally, this work can serve as a practical starting point for RAM-FHE. The Kedlaya-
Umans preprocessing and ideas introduced in [LMW23] should be further studied to
develop practical solutions.
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A

RNS CKKS operations

We introduce the operations on RNS CKKS ciphertexts which we used in our implementa-

tion.

We assume that the ciphertexts or plaintexts have the same modulus. If the modulus

Q; differ, we first perform DropLevels to drop the ciphertext with the highest modulus to
the same level as the ciphertext with the smallest modulus.

KeySwitchGen(s, spew): For the gadget modulus P’ and a decomposition base w, both
power of two, let dewk = [log,,(Q7)]. Sample uniformly at random a; <~ R, pr and
errors € < Xerr and return
B ‘ Y swkjo = —a) - Snew + € + P'w’ - s
swk = {(swkj,0,swkj1)};25 " with { swj 1 = d

Set rlk = KeySwitchGen(s, s?) and cnk = KeySwitchGen(s, s™1).

dswkfl

KeySwitch(ct, swk):For ct = (cp, c1) € R%Z and swk = {(swkj,0,swkj,1)};> ", decom-

dswk—1
j=0

S en swhio || 5 ey - swkga
Co + P, ) P/ .
Q

DropLevels({ct, @y}, k < £): return {ct,Q,_,}.

pose ¢ into dewk polynomial digits {c1 ; }?25 so that ¢; = w’ - ¢; ;. Return

AddConst({ct,Q}}, z): For ct € Réz with scaling factor A and z = a + ib € C, set
Ctadd < [Ct + (LA . ((l +b- XN/2)~|,0)]Q2 and return {Ct/_\dd, Q%}

AddPlain({ct, Q}}, pt): For ct € Réé and pt € R, set ctagd < [ct + (pt,0)]q; and
return {ctaqd, @)}

Add({ct1, Q}}, {ct2, Qy}): For cty,cty € R2Q2’ set ctadqd < [ct1 + Ctg]Qz and return
{ctadd, @7}

MulConst({ct, @}, z, A’): For ct € RQQ;] with scaling factor A and z = a +ib € C,

set ctmy < [A’a] -ct + [AD] - ct - XN/2 and return {ctmyl, Q,} with a new scaling
factor AA/

Mullnt({ct, Q}}, A): For ct € R%% with scaling factor A and A € Z, set ctmy +— k- ct
and return {ctmur, Q7 }-

MulPlain({ct, Q}}, pt): For ct = (cgp,c1) € RQQ/ with scaling factor A and pt € R
£

with scaling factor A’, set ctmu < (co - pt, ¢1 - pt) and return {ctpmu, @)} with a new
scaling factor AA'

Mul({ct1, Q}}, {ct2, Qy}): For cty,cty € RQQ; with ct; = (b;,a;) and scaling fac-

tor A;, compute (do,d1,ds) = [(b1b2,a1bs + agbl,amg)]%, set ctmu < [(do,d1) +
KeySwitch(da, rlk)]Q;Z and return {ctmy, @)} with a new scaling factor AjA,.

Rescale({ct, Q}}):For ct € RQQ2 with scaling factor A, set ctrs < Lq’[l - ct] with
q’g_l € R and return {ctrse, @y_;} with a new scaling factor A/qp.

Conj({ct, Q3 }):For ct = (¢, 1) € RQQ;{, set:

Ctconj = [(c5 ', 0) + KeySwitch(cy, cnk)]q;
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For completeness, we also detail the CKKS bootstrapping procedure.

o ModRaise: We raise the modulus from ¢{ to the base modulus @, at which we have
multiplicative depth L. That is, for an exhausted encryption of a plaintext m(X)
with modulus ¢, we obtain an encryption of t(X) = m(X) +¢(, - I(X) with I € Z[X].

e CoeffsToSlots: Although we regained modulus, the plaintext is not what we started
with. To get rid of ¢, - I(X), we start by homomorphically applying the encoding
procedure 7'~ to the coefficients of ¢(X) to move them to the slots representation.

o EvalMod: Then we evaluate the modulo function = — 2 mod ¢j on each slot to
remove q) - I(X). To do so, we usually use a polynomial interpolation of z
q)/(2m) sin (2mx/qp), which is a good approximation of mod ¢, when g} > m,.
After homomorphically evaluating this polynomial, we obtain 7i; &~ m; in each slot.

o SlotsToCoeffs: We homomorphically run the decoding procedure, that is 7/, to put
the result back in the coefficients, thus obtaining an encryption of M (X).

The bootstrapping procedure consumes multiplicative levels for homomorphic encoding,
decoding and polynomial evaluation. Therefore, the resulting ciphertext has as depth
L — LcoeffsToSlots — LEvalMod — LsSiotsToCoefls- We usually look for a good tradeoff in the
precision of m(X) and the number of levels consumed during bootstrapping.

B Performance of AKP-FBT

For the AKP-FBT runtimes in Table A1 we use almost the same parameter set as
in [AKP24] for an objective comparison. We had to increase @ for logp = 14 by one bit to
guarantee correct decryption. This is because we evaluate random LUTs, which have more
discontinuities, compared to the mod, function that was targeted in [AKP24].

Table Al: Single-threaded runtime measurements for a random LUT on Z,, on an encrypted
random input using AKP-FBT. @ is the initial ciphertext modulus; and log(Q’, P’), the
number of bits in the largest CKKS modulus. We include our best amortized times of
BMT-FBT (for logp = 2 and logp = 3) and CMT-FBT (given in Table 3) for comparison.
[logp [log@Q [ N [log(Q,P") || Latency (s) | Amtz. time (ms) [ Our amtz. time (ms) |

1 35 [ 216 870 16.685 0.2546 —

2 35 | 216 1035 24.392 0.3722 0.6260
3 37 | 216 1114 25.768 0.3932 1.2518
4 38 | 216 1234 30.181 0.4605 0.9305
5 43 | 216 1392 32.871 0.5016 1.1025
6 44 | 216 1460 39.933 0.6093 1.2479
7 46 | 216 1404 45.681 0.6970 1.6095
8 47 | 216 1535 56.593 0.8635 1.7550
9 48 | 216 1548 75.036 1.1450 1.8241
10 53 | 217 2077 243.95 1.8612 2.3149
11 53 | 217 2243 401.51 3.0632 2.3862
12 55 | 217 2420 706.98 5.3938 2.5523
13 58 | 217 2574 1,347.9 10.284 4.8071
14 59 | 217 2726 2,479.2 18.915 5.1252
16 80 | 2%7 3594 45,722 348.83 7.3365

In this work, we used AKP-FBT as a black box, but note that some of the implemen-
tation optimizations we introduced for our method can also be applied to AKP-FBT.
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To show the multiple limitations of AKP-FBT for larger LUTSs, we include an evaluation
for a 16-bit LUT. In this case, we had to compile OpenFHE with NATIVE_ SIZE=128,
as the modulus exceeds 64 bits. This is one of the reasons why the runtime is so large
compared to the smaller LUTs that use NATIVE SIZE=64. Note that log(Q7P’) exceeds
the modulus threshold for 128-bit of security, resulting in a reduced security. Full security
would require increasing the ring dimension to 2'®, which in turn would increase the latency
even further. Moreover, for the 16-bit LUT, we choose the mod, function instead of a
random LUT, as a highly discontinuous LUT would need even larger parameters.

C Extensions of CMT-FBT and BMT-FBT

We propose several extensions of CMT-FBT (that also apply to BMT-FBT):

Zp to C LUT. We can support the evaluation of complex-valued LUTs by replacing the
integer multiplication with a constant multiplication, which consumes an additional level.

Slot-independent LUT. Similarly, we can support a slot-independent LUT evaluation,
that is, evaluate a different LUT on each slot of the RLWE ciphertext, by replacing integer
multiplications with plaintext multiplications. In this case, we need to prepare P plaintexts,
{pt; }o<i<p. For each potential input value ¢ € Zp, the plaintext pt; is constructed such
that its j-th slot contains the value f;(i)—the result of evaluating the specific LUT for
the j-th slot at input 7. Regarding overhead, the difference is that we replace P scalar
multiplications with P plaintext multiplications, which are costlier in terms of both runtime
and noise growth. This novel approach is especially useful for parallel computing.

MVB. Another extension of CMT-FBT is the support for multi-value bootstrapping. Just
as with AKP-FBT, most of the procedure can be done once to evaluate £ > 1 LUTs on the
same input (or slot-independent LUTs). FDD and Kronecker products can be done once
for all K LUTs. Then, we need to perform P scalar multiplications, O(P) additions, v P
ciphertext multiplications, SlotsToCoeffs and ModSwitch for each k output ciphertexts.

Decomposed large digits. Another variation of CMT-FBT is to work with already
decomposed digits. This becomes crucial when dealing with very large LUTs, as the
magnitude of the outputs of the LUT is the primary source of noise growth, as seen in
Section 4. For instance, direct evaluation of an arbitrary 32-bit LUT would not be possible
with CMT-FBT. A workaround is to decompose the 32-bit input into two 16-bit digits. We
then use (MVB) CMT-FBT to compute the 2'¢ Kronecker deltas for each digit. We can
then use those Kronecker delta functions to select the value of the result’s LSD and MSD.
In a sense, we can use CMT-FBT recursively.

Encrypted LUT. Similarly to the slot-independent LUTs evaluation, CMT-FBT can
be used to evaluate encrypted (slot-independent) LUTs. This can be used to obfuscate
computations, but it has a significant cost in memory as we need to store P ciphertexts.

D Noise analysis of CMT-FBT

In this section, we formalize the noise analysis of the CMT-FBT procedure. A similar
analysis can be derived for BMT-FBT.

The CMT-FBT procedure involves several distinct stages, each impacting ciphertext
noise differently:
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o Functional Digit Decomposition: An initial RLWE ciphertext is iteratively decom-
posed. At each step, AKP-FBT is used to produce a CKKS ciphertext.

e Noise Cleaning: An optional leveled CKKS computation is performed on CKKS
ciphertexts encrypting binary values to further reduce the noise.

o Collapsed Multiplexer Tree: A leveled CKKS computation to compute the LUT,
which is the main source of noise growth.

e CKKS-RLWE Conversion: A final CKKS to RLWE conversion. The resulting error
of the RLWE ciphertexts depends on the initial CKKS noise, as well as the error
introduced during the conversion process.

As a precise bit-by-bit analysis would be exceedingly complex, we make the following
simplifying assumptions based on [AKP24]:

o (1) Noise Reduction of AKP-FBT: The core of FDD is AKP-FBT. As established
in [AKP24], its use of Hermite interpolation provides noise reduction capabilities.
Concretely, for an RLWE ciphertext with an error below a given threshold, AKP-
FBT outputs a CKKS ciphertext with a small, bounded noise, which we denote as
eakp. This acts as a periodic noise resetting procedure for the digit ciphertexts.
Additionally, the separate evaluation of the noise cleaning polynomial Giy [DMPS24]
can be used to further reduce the magnitude of this noise and reduce noise magnitude
by several bits.

* (2) Negligible Inter-Step Noise: We assume the error introduced by RLWE opera-
tions (subtraction, modulus switching) within the FDD loop is small and does not
accumulate in a way that compromises the input condition for the next functional
bootstrapping step.

Theorem 1 (Correctness of CMT-FBT). Let ct;, be an RLWE ciphertext with an error
satisfying the input requirements of AKP-FBT for noise cleaning. Let the CMT-FBT
parameters (P,p) and the CKKS and RLWE parameters be chosen to ensure 128-bit
security and a sufficient multiplicative depth for the computation. The CMT-FBT procedure
correctly evaluates a P-to-P LUT for a scaling factor A satisfying

A = Q(P?[log, PY).

Proof. The FDD algorithm executes ng = ﬂogp P] iterations. For each iteration, SlotsMVB
is called. Based on hypotheses (1) and (2), each of the p - ny Kronecker delta ciphertexts
produced by FDD has a well-controlled noise in the CKKS domain bounded by eakp:

lerop| < eakp.

Then, the CMT procedure is the primary source of noise growth. As previously analyzed
in Section 5.1, those computations result in a worst-case noise growth given by

|5CMT| = O(P2 |—10gp PW ) .

For the final conversion from CKKS to RLWE to be correct, the integer part of the
message must be preserved. Given that the RLWE plaintext modulus is P, this translates
to

A
25 = Q(P?Mlog, P1).

This leads to the final condition on A:
A =Q(P?[log, P]).
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