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Abstract

Recent years have witnessed the surge of academic researches and industrial imple-
mentations of succinct non-interactive arguments of knowledge (SNARKs). However,
proving time remains a bottleneck for applying SNARKSs to large-scale circuits. To
accelerate the proof generation process, a promising way is to distribute the workload
to several machines running in parallel, the SNARKs with which feature are called
distributed SNARKs. Nevertheless, most existing works either require a trusted setup,
or rely on quantum-insecure assumptions, or suffer from linear communication costs.

In this paper, we introduce HyperFond, the first distributed SNARK that enjoys
a transparent setup, post-quantum security and polylogarithmic communication cost,
as well as field-agnosticity (no reliance on specific choices of fields). To this end,
we first propose a distributed proof system based on HyperPlonk (by Chen et al. in
EUROCRYPT 2023). To instantiate the system, we then put forward a novel approach
to distribute the multilinear polynomial commitment scheme in BaseFold (by Zeilberger
et al. in CRYPTO 2024), and present a trade-off between communication cost and
proof size. In HyperFond, after committing to polynomial coefficients with quasilinear
complexity, each sub-prover generates proofs with time linear in subcircuit size.

We implement HyperFond using up to 16 machines. Experimental results demon-
strate that the proving time of HyperFond is 15.6 x faster than HyperPlonk instantiated
with BaseFold. We also compare to deVirgo (by Xie et al. in CCS 2022), so far the
only post-quantum distributed SNARK, and achieve a 1.45 x speedup.
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1 Introduction

The Succinct Non-interactive ARgument of Knowledge (SNARK) allows a prover, who
secretly possesses a witness w for a public statement x satisfying some NP relation R,
to non-interactively convince a verifier that x is true, during which the proof size and
verification time are sublinear in the length of w. Since the seminal work [1] by Bitansky
et al., intensive studies have been carried out on SNARK constructions ([2, 3, 4, 5, 6, 7,

, 9, 10, 11, 12, 13, 11] and references therein), focusing on reducing reliance on trusted
setups [4, 6, 9, 10, 13], achieving post-quantum security [2, 3, 6, 9, 13, 11], and optimizing
performance [5, 7, 8, 11, 12].

Benifiting from their remarkable efficiency, SNARKs have met considerable real-world
demands, as privacy-preserving cryptocurrencies (e.g., Zcash [15]) and scalability solutions
for blockchains (e.g., zkRollups [10]), where (x;w) pairs are formulated as circuit satisfia-
bility relations. However, SNARKSs face a critical bottleneck in prover overhead, hindering
large-scale adoption in applications such as proving machine learning inference. Moreover,
the advent of quantum computing threatens traditional cryptographic primitives, including
SNARKs. While post-quantum primitives have been extensively studied, with standards
as the NIST Post-Quantum Cryptography project [17], little attention has been paid to
the practical application of quantum resistant SNARKS.

In recent years, multiple works have focused on accelerating proof generation by dis-
tributing overall workload to several machines (sub-provers), with each proving a partial
statement expressed as a subcircuit, but few demonstrate post-quantum security. Since
the initiation of DIZK [18], the first distributed proof system with notable efficiency gains,
several protocols have been proposed, including deVirgo [19], Pianist [20], Hekaton [21],
HyperPianist [22], Cirrus [23] and Soloist [24]. Most protocols, excluding deVirgo, are fully
distributed (supporting general arithmetic circuits) and achieve sublinear communication
costs. In contrast, deVirgo only supports data-parallel circuits (displaying some parallel
and repeated structures), and also faces linear communication costs among sub-provers,
which, as discussed in Pianist and HyperPianist, is incurred by frequent witness exchange
among sub-provers to compute Merkle roots. However, deVirgo is by far the only solution
with post-quantum security and transparent setup, thanks to the FRI [25]-based Poly-
nomial Commitment Scheme employed therein. Moreover, it enjoys, coming with FRI, a
lighter implementation (for hash functions) than those of pairing-based counterparts, by
operating on smaller fields for equivalent security (e.g., to provide at least 100 bits of secu-
rity, the size of base field in deVirgo is about 2'2®  while those of pairing-based SNARKs
are around 22°%).

Based on these observations, a research question arises:

Can we design a transparent and post-quantum distributed SNARK that outperforms the
state-of-the-art deVirgo?

In this paper, we make affirmative progress on this question. Following prior frameworks



Table 1: Comparisons of HyperFond to deVirgo. Here N denotes the whole circuit size, M the
number of sub-provers, and T := % “P;” stands for the running time of each sub-prover,
“Comm.” the total communication costs, “|7|” the proof size, and “V” the verification time.

“Fully?” denotes the support for general circuits, and “PQ?” means quantum resistance.

Protocols P; (PIOP)| P; (PCS) Comm. || and V Setup  |Fully?|PQ?
deVirgo [19] o(T) |O(TlogT) O(N) O(log® (N)) |Transparent| x v
HyperFond (ours)| O(T) |O(TlogT)|O(M log? (T))|O(M log® (T))|Transparent| v v

[8, 26, 10, 11, 27] we instantiate an information-theoretic object called Polynomial Inter-
active Oracle Proof (PIOP) [I1, 28] with a cryptographic object known as Polynomial
Commitment Scheme (PCS) [29], yielding a transparent, post-quantum secure distributed
SNARK with ploylogrithmic communication costs among sub-provers, even for general
arithmetic circuits.

1.1 Our Contributions

We present HyperFond, the first fully distributed SNARK featuring no trusted setup, quan-
tum resistance, polylogarithmic communication costs, and field-agnosticity; we then com-
pare to deVirgo [19], by far the only post-quantum secure distributed SNARK, in terms of
asymptotic complexity (as shown in Table 1) and concrete efficiency. In detail, our main
contributions are summarized as follows.

A distributed multivariate PIOP system. We propose a distributed PIOP system
with polylogarithmic communication and linear proving time. Our construction is based
on the framework of HyperPlonk [27], by refining its building blocks with more efficient
and distribution-friendly constructions. In addition, we propose a new Lookup argument
which generalizes the original approach proposed by Papini et al. [30] to the distributed
setting for polynomials with higher degrees, and features supporting multi-column lookup
without sending extra oracles.

A distributed multivariate PCS. We introduce, for the first time, a distributed version
of BaseFold [31], which is a code-based PCS that generalizes FRI [25]. Retaining setup
transparency and quantum resistance, the total communication costs are only polylogarith-
mic. Simultaneously, our distributed PCS can be built over agnostic fields with sufficient
size, enjoying the same nice property as in BaseFold, which leads to better flexibility com-
pared to SNARKSs over FFT (Fast Fourier Transform)-friendly fields.

Implementations. To demonstrate practicality, we implement HyperFond and compare
it to HyperPlonk instantiated with BaseFold, on vanilla circuits (with degree-two multipli-
cations) and circuits with custom gates (of degree-five). Experimental results demonstrate
that, with 16 machines, our proof generation is 15.6 x faster on a vanilla circuit, and 16.4
x on a custom one, both of sizes 226. We also compare HyperFond to deVirgo [19] un-
der the same experimental environment therein, and achieve a 1.45 x speedup. Detailed



evaluations and comparisons can be found in Section 5.

It should be noted in Table 1, however, that HyperFond’s polylogarithmic communi-
cation comes at the cost of an O(M) overhead on proof size, and could be intolerable
in applications requiring tiny proofs and fast verification. That said, we still reckon that
HyperFond provides a solution in proving-oriented scenarios, say, proving the correctness
of machine learning inference, where proofs are frequently requested by clients, while the
bandwidth (typically 100Mbps ~ 1Gbps [32, 33, 3] depending on plans) supports efficient
downloading, so proofs of moderate sizes (around 200MB generated by 16 sub-provers in
our case) would be acceptable.

1.2 Motivations and Challenges

To develop a distributed SNARK, the basic idea is to distribute a PIOP system and
instantiate it with a distributed PCS, as in most previous works. To achieve desirable
properties, for the PIOP part, we select HyperPlonk [27] as our cornerstone, because it
achieves linear proving time by avoiding frequent FFTs, and supports proof generation for
general circuits. As for PCS, we choose to distribute the code-based multilinear PCS from
BaseFold [31], as it not only enjoys a transparent setup and post-quantum security, but
also provides broader choices of fields benefiting from its field agnosticity. Before delving
into our main ideas, let us first briefly review several prior works that HyperFond relies on,
to better understand the technical challenges we are faced with during distribution.

The multivariate SumCheck protocol [35]. The multivariate SumCheck protocol is
frequently invoked throughout HyperFond. Fix a finite field F. The protocol aims to let a
prover P convince a verifier V' that, with high probability, the sum B, f(b) is equal

to a purported value v, where f € f,&sd) = FED Xy, .- ,X,] is a p-variate polynomial
and B, := {0,1}* is the p-dimension Boolean hypercube. In detail, P and V engage
in a p-round interaction, where in round k from p downto 1, P computes a univariate
polynomial ri(X) := ZbeBk_l f(b, X, 41, -+ ,0y), and sends it to V, who verifies that
T5(0) + ri(1) = rh41(agy1) (for k = p, this is 74(0) + 74(1) = v), and that deg(ry) < d.
If the verification passes, V samples and sends oy <—g F to P. In round k& = 1, after
verification V samples o <—¢ I, queries P for the value f(ai,---, ) and checks whether
it equals r1 (). If all verifications pass, V outputs accept.

Featuring linear proving time, SumCheck has gained surging prominence in SNARK
constructions. One of the most representative works exploiting this trait is the following.
HyperPlonk [27]. HyperPlonk is a multivariate proof system based on SumCheck. By
transferring each building block in Plonk [26] from multiplicative groups to Boolean hyper-
cubes, HyperPlonk achieves linear proving time for general arithmetic circuits and supports
custom operation G : F? — F beyond additions and multiplications.

Roughly speaking, HyperPlonk expresses gate values and wires in an arithmetic circuit
by a gate identity and a wiring identity, respectively. The proofs for both are reduced to
SumCheck. The authors further enhance HyperPlonk to HyperPlonk™, by incorporating



a Lookup protocol to prove that some gate values lie in a prescribed table. This protocol
is also reduced to SumCheck. Nevertheless, the PCS in HyperPlonk, Orion™ (adapted
from Orion [13]), builds on a pairing-friendly field, which exhibits vulnerability against
quantum threats and excludes broader choices of fields. In addition, the setup for Orion™
is not transparent. Therefore, our construction can make the best use of HyperPlonk’s
PIOP system, but should seek other strategies for PCS.

The following work provides a strategy to distribute the SumCheck protocol, and
achieves post-quantum security.
deVirgo [19]. Based on SumCheck, deVirgo is a distributed proof system for data-parallel
circuits. It is by far the only distributed scheme that enjoys a transparent setup and
post-quantum security. The feasibility of distribution results from the observation that

> ben, /(b) = X pep,, 2ben,_,, /(0. b), for any integer m < . Therefore, given iden-

tical and parallel subcircuits {C,-}?:O_l that constitute a circuit C, a SumCheck for f €

ffﬁd), representing computations on some layer of C, can be split into M := 2™ parallel

SumChecks, i.e., each P; and V run SumCheck for f)(X) := f(bin,, (i), X) € ]:/(E‘QL de-
noting computations on the same layer of C;, where bin,, (i) := (b1, ---, by) € By, is i's
p-bit binary decomposition, for © —m rounds with the same randomness o, - -+, 0y—m41-
The master Py then gathers data from other sub-provers, and runs with V' the rest m
rounds of SumCheck for f'(X) := f(X, ap_mi1,- - ) € For?.

Now that all sub-protocols in HyperPlonk(t) rely on SumCheck, an intuition for distri-
bution is to directly utilize the distributed SumCheck above. However, during the reduc-
tions of wiring identity and Lookup to SumCheck, there is an intermediate ProductCheck,
proving that HbeB# (B+F(b)) = HbeBM (B+G(b)) for F,G € ]—“}Fd) and a randomly
chosen (3, for which HyperPlonk constructs a (u + 1)-round interaction between P and V,
and introduces new witness polynomials with identical sizes. If ProductCheck were dis-
tributed in this trivial way, linear communication would arise for {P;}} 5! to update their
witness polynomials. Therefore, we need an alternative distribution strategy.

The PCS of deVirgo also poses a subtle constraint. To reduce proof size, sub-provers
are required to share elements to compute multiple Merkle roots, incurring linear com-
munication costs that might present challenges for deployment on large-scale circuits; it
additionally expects that the finite field F has a proper multiplicative subgroup to conduct
frequent FFTs, which is a limit compared to field-agnostic schemes.

Judging from the previous discussions, a transparent and quantum resistant PCS that
applies to any sufficiently large field with no specific structure is desired.

BaseFold [31]. BaseFold introduces an Interactive Oracle Proof of Proxzimity (IOPP),
validating that a given vector is close to a prescribed code space. It generalizes FRI [25] to
any foldable linear code, from which an efficient multilinear PCS can be constructed. Base-
Fold enjoys a transparent setup, post-quantum security, field-agnostic property, and lighter
implementations in engineering, compared to pairing-based PCSs. These nice properties



have fostered BaseFold’s implementations (e.g., the Ceno [36] project!).

In BaseFold, to commit to a multilinear polynomial f € .E(LSI), P first encodes its
coefficients f € F2" to obtain 7, and runs an IOPP with V to convince the latter that
7, is a valid codeword. To this end, P generates a list of string oracles (7, ---, 7o)
with sequentially halved lengths, using the randomness ¢, ---, a1 chosen by V. For the
evaluation protocol, to prove that f(z) = y for z € F¥ and y € F, P and V run the
previous IOPP interleaved with a SumCheck using the same randomness, to ensure that
(i) the committed polynomial is indeed f, and that (ii) the evaluation is correct.

The distribution for IOPP or SumCheck is straightforward, because those gradually
halved lengths naturally raise fewer communication costs (up to polylogarithmic). The
challenging part appears to be the encoding algorithm, which requires p levels of recursion.
A trivial distribution results in a doomed phase where the M sub-provers are stuck, holding
intermediate codewords with lengths O(%), and forced to exchange them with other sub-
provers. This naive approach causes linear communication. Therefore, a primary goal falls
on distributing the encoding phase with minimal communication.

1.3 Technical Overview of Our Construction

In this section, we address all the aforementioned issues and show how to efficiently dis-
tribute HyperPlonk [27] and BaseFold [31], respectively, to obtain HyperFond with poly-
logarithmic communication.
The HyperFond PIOP system. At a high level, our PIOP system is akin to that of
HyperPlonk, except that the ProductCheck is replaced with a more distribution-friendly
one, called Fractional SumCheck, as illustrated in Figure 1.

To facilitate distribution, we first utilize the technique exploited in deVirgo [19] to

distribute SumCheck, which all subsequent protocols heavily rely on. Given f € f,sgd),

each P; determines f()(X) := f(bin,,(i),X) € fﬁé%. In round o > k > m+1, P;
calculates and sends 'rliz) (X) =>ben, .., FO(b, X, a1, , ) to Po, who sums them
to derive ri(X). Then in round m > k > 1, Py alone runs with V to complete SumCheck.
By this strategy, major computation during the first u —m rounds is distributed to all sub-
provers, instead of burdening the master alone. For detailed construction and explanation,
please refer to Section 3.1.

With distributed SumCheck in hand, almost all parental protocols in HyperPlonk can
be trivially transformed to distributed settings, except the ProductCheck, i.e., checking
that [T,cp, (B8 + F(b)) = [Ipep, (6 + G(b)). To avoid the surge of communication costs,
we utilize the logarithmic derivative technique introduced in [37] and manage to avoid high
communication costs. In more detail, the equation above can be transformed into frac-
tional summations ), B, ﬁ(b) =D be B, ﬁ(b). Now, focusing on the denominators,
each P; completes main computations locally. To further avoid sending extra polynomial

"https://github.com/scroll-tech/ceno
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HyperFond™ PIOP system
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) l
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Figure 1: The PIOP system of HyperFond(+).

oracles, we resort to the layered circuit strategy introduced in [30] to support Fractional
SumCheck for multilinear polynomials, and generalize it for multivariate ones. We then
p(b) (<d)

batch two summations into one as » . Bui1 qb) = 0, where p,q € F to accelerate

+1>
proof generation. For details, please refer to Section 3.3.1. g

The Lookup PIOP in HyperPlonk™ is based on ProductCheck, bearing the similar

distribution-unfriendliness as just mentioned. Therefore, we reuse the techniques in [37, 30]
to derive a distributed Lookup PIOP. As a bonus, our protocol supports multi-column
lookups, i.e., batching k£ lookups into one with only extra log k round complexity, instead
of (k — 1)u. For details, please refer to Section 3.5.
The HyperFond PCS. In BaseFold [31], to encode f € F?, the encoding algorithm Enc,
partitions f evenly into fy and f1, invokes Enc,,_; for each, obtains F1 and F, respectively,
and outputs (Fy + t o Fo|[Fy +t o Fy) € F* 2" where p is code rate, t,t' € F*~ 2" " are
random and public vectors, and o denotes Hadamard product. For f € FQO, simply output
f - Gg where Gy is the public generator matrix.

At first glance, it seems overly restrictive to optimize communication efficiency for such
an intricate recursive algorithm. However, we observe that the algorithm essentially dives
to the deepest level of recursion, partitions f € F?" into 2# equidistant pieces, and encodes
each with Gg. After that, as the recursion floats back, in each level the piece number
halves and length doubles, until finally the desired codeword is obtained. Therefore, if
we allocate (FO)| ... ||f(M=1) to 2™ sub-provers, with P; holding £, and let them run



Enc,_,, separately, the encoding algorithm can indeed be made highly parallel with no
communication until at the m-th level, when all sub-provers are stuck. Hence, we terminate
(@)

the encoding phase at this moment to avoid communication, with P; holding w,”,, :=
Encu_m(f(i)) e Fr as a “partial” codeword.

Now, the IOPP phase seems infeasible to start, as it lacks the required codeword
n,=Enc,(f). We fix this by noting that the random field elements {aj}gzl are essen-
tially used for linear combinations during IOPP. Specifically, we describe the case of four

1,2u—m

sub-provers. For f=(f©)||--.[|f(®)cF? each P; locally computes WISZEQ. By the complete-
ness of IOPP, Wu_gz(W£(22+au_1-W/(Lljz)+au-(wlg222+au_1-TrSBZ). Yet instead of computing

m,—2 as above, which otherwise entails linear communication, each P; starts computing
(@)

PCTEEE ,W(()i)) alone with global randomness o2, - - -, a1, as if it were committing to a

polynomial of size 24=2  Tn the final round, V recovers my = (71'(()0) +oy1- 71'(()1)) +ay -
(7r(()2) +oay1-e -7r(()3) ), using the same linear relation as in 7,_2, which holds because scalar
multiplication is commutative with linear operation. V then checks the correctness of mg.
Note that the number of oracles that {P;}?_, provide accordingly multiplies 4. This strat-
egy generalizes to the case of M sub-provers by skipping the last m levels of recursion and
the first m rounds of IOPP, with SumCheck intact to acquire {aj};‘:ufm +1- The oracles
V receives multiply M, so there is an O(M) overhead for proof size or verification time.
In summary, with distributed computation, the communication is zero for encoding,
and O(M (u—m)?) during IOPP or SumCheck, dropping drastically from linear to polylog-
arithmic, without affecting intrinsic properties of BaseFold. The proof size and verification
time increase to M times, essentially as a compensation for the shrunken communication

costs. For details, please refer to Section 4.

(m

1.4 Related Works

Distributed SNARKs. DIZK [18], provided by Wu et al., pioneers the construction
of distributed SNARKs. In DIZK, a unique sub-prover called master allocates overall
workload to others, and cooperates with them to generate a proof. The master also interacts
with the verifier and synchronizes the latter’s challenges to all workers. Based on the
Rank-One Constraint System (R1CS), DIZK is fully distributed, while its running time is
quasilinear in subcircuit size, and communication costs are linear in total circuit size.

Following the footprint of DIZK, Xie et al. propose deVirgo [19] as reviewed in Section
1.2. Subsequently, Liu et al. introduce Pianist [20], a distributed proof system originat-
ing from Plonk [26]. Using bivariate polynomials, Pianist breaks each building block in
Plonk into multiple ones locally processed by sub-provers, and ultimately yields constant
proof size and communication costs. However, the proving time of each sub-prover is still
quasilinear in the subcircuit size.

Concurrent to Pianist, Rosenberg et al. propose Hekaton [21] based on R1CS, with
a “distribute-and-aggregate” framework that partitions the whole circuit into subcircuits,



proves each locally, and aggregates proofs into one. Each sub-prover checks memory con-
sistency through a “global memory bank”, enabling general aggregation where subcircuits
share many wires. Nonetheless, each sub-prover still requires quasilinear time to generate
a proof, and the setup is trusted.

Recently, Li et al. improve the Pianist proof system, and propose HyperPianist [22]
that distributes HyperPlonk [27], and further instantiate it by adapting two PCSs, MKZG
[38] and Dory [39], to distributed settings, respectively. Their strategy in the PIOP part
is similar to ours in HyperFond, that is, utilize distributed SumCheck from deVirgo [19]
and logarithmic derivative from [37], but in a slightly more expensive way that includes
computing extra polynomial oracles (please refer to Remark 2 for further discussion). The
proving complexity in HyperPianist is linear, and the communication costs are only loga-
rithmic in the total circuit size. However, both PCSs are based on bilinear pairings, hence
not quantum resistant.

Concurrent to HyperPianist, Cirrus [23], based on HyperPlonk [27] and MKZG [38],

also achieves linear proving time and logarithmic communication costs. It further satisfies
accountability, allowing the master (coordinator) to identify malicious workers. Another
recent work is Soloist [24], which is based on R1CS and KZG [29] and yields constant proof
size and communication as Pianist does. The drawbacks of both works, however, remain
to be quantum vulnerability.
Collaborative SNARKSs. Another line of works [10, 11, 12, 13  11] focus on preserving
witness privacy during distribution. The sub-provers collaborate by sharing witness in a
secret form, and utilizing multi-party computation techniques to generate proof. Note that
the goal of collaborative SNARKSs is orthogonal to that of distributed SNARKS, where one
is more concerned with privacy, while the other efficiency.

2 Preliminaries

Notations. We use A to denote the security parameter. A function f(\) is poly(\) if there
exists some ¢ € N such that f(A) = O(X°). If for all ¢ € N, f(A) = o(A7°), then f(A) is
in negl(\) and is called negligible. The probability of 1 — negl()) is overwhelming. Let F
be a finite field so that log |F| = Q(\). Let <—g S denote uniformly random sampling from
a finite set S. For a,b € N and a < b, [a : b] denotes the discrete set {a,a + 1, --- ,b}.
Boldface letters (e.g. r,G) denote vectors or matrices. For a polynomial f € f,SSd), 11
denotes its oracle.

A multiset extends the concept of a set, where every element has a positive multiplicity.
Two finite multisets are equal if they contain the same elements with identical multiplicities.
A relation is a set of pairs (x;w). An indezed relation is a set of triples (1,x;w), where
the index 1 is fixed at the setup phase. Denote by L£(R) the language corresponding to
the indexed relation R such that (1,x) € L£(R) if and only if there exists w such that

(I,x;w) € R.

10



Multivariate polynomials. For every map f : B, — F, there exists a unique multilinear
polynomial f € fﬁgl) such that f(b) = f(b) for all b € B,,. f is called the multilinear
extension (MLE) of f, and can be further expressed as f(X) = > ben, f(b) - €q,(X), where
eqp : B, — Fmaps b to 1, and others to 0, and éqy, (X) := [, (0:X; + (1 —b)(1 — X;)) =
€qx(b) is the MLE of eq,. The following result is a central property exploited in proof
systems based on multivariate polynomials.

Lemma 1 (Schwartz-Zippel Lemma). Let f € ]-"l(;d) be a mon-zero polynomial. Let S be
any finite subset of F and r1,--- ,r, <¢ S be u field elements chosen independently and
uniformly from S. Then Pr[f(ri,--- ,r,) =0] < %".

Logarithmic derivatives. Let p(X) € F[X] be a univariate polynomial. The logarithmic
derivative of p is the fractional function %, where p’ is the formal derivative of p. In partic-
ular, for p(X) with the form [, (X + z;)%, where z; € F, and ¢; denotes its multiplicity,
it follows that I;/ (())(()) =3, inzi. This observation is useful in proving set relations, as
captured by the following two lemmas.

Lemma 2 (Set Equivalence [37, Lemma 3]). Let F be a field of characteristic greater than
n. Let {a;}" 1, {bi}"_y be multisets. Then [[i— (X 4+ a;) = [[;=, (X +b;) if and only if
> i ﬁ =2lin1 ﬁ

Lemma 3 (Set Inclusion [37, Lemma 5]). Let F be a field of characteristic greater than n.
Let {a;}! 1, {bi}’_, be multisets. Then {a;} C {b;i} (ignoring multiplicity), if and only if
there exists a sequence of field elements (¢;)!_; such that > | ﬁaz =>r, inbl- in the
fractional field F(X). Moreover, {a;} = {b;} (ignoring multiplicity) if and only if ¢; # 0

for alli e [1:n].

Linear codes. A linear error correcting code, with message length k and codeword length
n, is an injective map from F* to a linear subspace C C F™. C is associated with a generator
matrix G € F**" such that the rows of G form a basis of C, and that the encoding of a
vector v € F¥ is v- G. The minimum Hamming distance of a code is the minimum number
of different entries between any c; # co € C. If C has a minimum Hamming distance
d € [0 : n], we say that C is an [n, k, d] code, and use A¢ to denote %, the relative minimum

distance. Specifically, if d = n — k + 1, then C is mazimum distance separable (MDS).

2.1 Proofs and Arguments

PoKs and ARKs. We adapt the definitions of Proofs and Arguments of Knowledge
(PoKs, ARKs) from [27].

Definition 1 (PoKs and ARKs [27]). An argument of knowledge (ARK) II = (Setup,Z, P,
V) between a prover P and a verifier V for an indexed relation R with knowledge error
0 : N — [0,1] runs as follows, where given an index i, common input x and prover witness
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w, the deterministic indexer outputs (vp,pp) < Z(i) and the output of the wverifier is
denoted by the random variable (P(pp,x, w), V(vp,x)).
IT is perfectly complete if for all (1,x;w) € R,

B gp < Setup(1?) _
Pr| (Plep,x,w), Vive.x)) =1 (0 o) e T(gp.) | =1

IT is 0-sound (adaptive) if for every pair of probabilistic polynomial time (PPT) adver-
sarial algorithm (A1, As),

(Aa(1, x, st), V(vp,x)) = 1 gp + Setup(1?)
Pr A (1,x,st) < Ai(gp) | <o(|i| + |x|).
(3,x) ¢ L(R) (vp,pp) < Z(gp, 1)

IT is computationally sound if IT is d-sound for negligible §. If I is 6-sound for negligible
0 and unbounded Ay and As, then II is statistically sound.

IT is -knowledge sound if there exists a polynomial poly(-) and a PPT oracle machine €
called the extractor such that given oracle access to any pair of PPT adversarial algorithm

A= (Ala AQ);

' B gp  Setup(1*)
o (Ag(n,x,st),)\)(VP,X)) =1 (1,x,st) < Ai(gp)

. (vp,pp) < Z(gp, 1)
x5 ¢ R w  £7(gp, 1, x)

< O([a] + |x])

for & negligible in A. If the adversary is unbounded, then the ARK is called a proof of
knowledge (PoK).

IT is public-coin if all messages from V can be computed as a deterministic function
gien a random public input.

SNARKs. An ARK is succinct if the proof size satisfies |r| = poly(A,log|w|) and the
verification time is poly(A, |x|,log |w]|). The interactiveness of a public-coin ARK can be
removed via the Fiat-Shamir transform [15]. It is called a SNARK if further satisfying
succinctness.

IOPs. HyperFond is constructed from an information-theoretic proof system called inter-
active oracle proof (IOP), where the verifier possesses oracle access to prover messages.
We recall its formal definition below, followed by two special IOPs, PIOP and IOPP.

Definition 2 (Interactive Oracle Proofs (IOPs) [16, 47, 48, 31]). A k-round public-coin
interactive oracle proof I0P = (P, V) for a relation R runs as follows. Initially P sends
an oracle string mo. In each round j € [1 : k|, the verifier V samples and sends a random
challenge o, and the prover replies with an oracle string m;. After k rounds of interaction
the verifier queries some entries of the oracle strings (mo,--- ,m) and outputs a bit b.
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IOP is complete if for every (x;w) € R,

7o  P(x; w)
m 4 P(x,a1;w)

Pr | Vmom)(x aq, -+ a) = 1 =1,
Tk < P(Xa Qag, - 7O{k;W)
taken over {a; <—g F}_| (similarly hereinafter).
IOP is sound if for any x ¢ L(R) and any unbounded adversary A,
7o + A(x)
Pr | Vo ) (x aq, -+, ap) =1 = fl?x,al) = negl(\).

T — Alx, a1, o)

Definition 3 (Polynomial Interactive Oracle Proofs (PIOPs) [27]). A polynomial inter-
active oracle proof is an IOP in which the prover messages are polynomial oracles. For a
p-variate polynomial f over the field F, its oracle [f] can be queried at an arbitrary point
r € F* to evaluate f(r).

Definition 4 (Interactive Oracle Proof of Proximity (IOPP) [19, 31]). A public-coin IOP
(P, V) for relation R is an IOP of Proximity if it satisfies IOP completeness and v(-)-I0PP
soundness: for every (x; w) where w is §-far (in relative Hamming distance) from any w’
so (x;w') € R, it holds that for any unbounded adversary A,

mo  A(x; w)

Pr V(ﬂ'()f"ﬂrk)(x,al,... o) =1 1 <_~A'('X%’O‘1§W) < v(5).
Tk — A(X7 a1, ,O[k,W)
2.2 Polynomial Commitment Schemes
Definition 5 (Polynomial Commitment Scheme [31]). A polynomial commitment scheme

PCS for multilinear polynomial is a tuple of polynomial time algorithms (Setup, Commit,
VrfyOpen, Eval) described as follows:

pp < Setup(1*, pu): takes security parameter X and p € N (number of variables), and
outputs public parameter pp.

(C,r) < Commit(pp, f): takes a multilinear polynomial f, and outputs a commitment
C with a hint r.

b < VrfyOpen(pp, C, f,r): takes a commitment C, a multilinear polynomial f, and a
hint r, and outputs a bit b.

b < Eval(pp,C,z,y; f,r): this is a protocol between the prover P and the verifier V
with public inputs, a commitment C, an evaluation point z € F* and a value y € F. P
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additionally possesses a multilinear polynomial f and a hint r, and wants to convince V
that C' is a commitment of f and that f(z) = y. V outputs a bit b at the end of the protocol.

PCS is complete if for any f € .F,Sgl) and z € F*,
pp < Setup(1*, 1)

Pr |Eval(pp,C, z, f(2); f,r) =1 (C,r) + Commit(pp, f) =1

PCS is binding if for any u € N and PPT adversary A,

pp + Setup(1*, p)

_ (C’ f,g,?"[),rl) %A(pp) _
Pribo=binf#g " VrfyOpen(pp, C, f,m0) | negl(V)

by < VrfyOpen(pp, C, g.r1)

PCS is knowledge sound if there exists an extractor € such that for all PPT adversary
A and any instance (C,z,y) where Pr[Eval(pp, C,z,y)(A,V) = 1] > €(\) for some non-
negligible function €(-), EA outputs witnesses f and r in expected polynomial time such that
f(z) =y and VrfyOpen(pp, C, f,r) = 1 overwhelmingly.

3 A Toolbox for Multivariate Polynomials in Distributed
Manner

In this section, we follow the framework presented in Figure 1 to sequentially introduce
several distributed PIOPs, and analyze their security and complexity. Our constraint
system, which is similar to that of HyperPlonk, is presented in the end of this section.

3.1 Distributed SumCheck PIOP

As reviewed in Section 1.2, the SumCheck protocol [35] shows that the sum of the eval-
uations of a witness multivariate polynomial over a Boolean hypercube is equal to some
claimed value, captured by the following relation.

Definition 6 (SumCheck Relation). The relation Rgum is the set of all tuples (x;w)
= ((s,[f]); f), where f € fl(LSd), such that 3 e f(b) = s.

To distribute SumCheck, in round k& > m, we allocate the first m bits of b € By, to store
bin,, (i), so P; locally computes 7",(;) (X) =2 pen,_,,_, f(bing (i), b, X, agy1, -, apu). Po
then gathers and sums them up to derive 7(X) and sends to V.

HyperPlonk [27] further exploits the inner structure of high degree multivariate poly-
nomials, that is f(X) = h(g1(X),- - ,9.(X)) € ]-‘Fd), where g1, -+, g € ]:,(Fl), c =
O(1), and h is a c-variate polynomial with total degree < d. In such a case, P pro-
cesses {gj}jzl separately, and evaluates f utilizing the dynamic programming technique
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Protocol 1: Distributed SumCheck PIOP. Given a tuple (x,w) = ((s, [f]); f) for
a multivariate polynomial f(X) = h(g1(X), -+, g.(X)) € ]ffd), where g1, , 9. €
.7-",531), ¢ = O(1), and h is a c-variate polynomial with total degree < d, {P;} *
convince V that } .5 f(b) = s as follows.

1. P; computes f(X) = f(bin,,(i), X) and derives {gji)(X) = g;(bing, (i), X)}5_;.
It also maintains {Ay) : bing, (i) x By—p — F}j_;, denoting the evaluations of
{gj(-l)}jz1 over B,_p,.

2.Inround k= p,p—1,--- ,m+1,

e P; computes r,:”;l)(X) = Agl)(binm(i),b,X7 Qpt1,  50y), Vb € By_pq and j €
[1:¢], and obtains r,(f) (X) = Xvenp h(r,:’l(i) (X), -, r,?”c(i) (X)). Po sums them
up to obtain ri(X) and forwards to V.

e V checks that 74(0) + ri(1) = 7441 (ag+1) (for k = p this is r,(0) + r,(1) = s) and
that deg(ry) < d. If it passes, V samples and sends oy, «—¢ F to Py. Py then transmits
«y, to other sub—provers. ‘

e P; updates Ag.z)(binm(i),b,X, A1y 0 5 Q) A;Z)(binm(i),b,ak,ak_i_l,"' Q)
for each b € By_,,,—1 and j € [1: ¢].

3. {Pi}MT! send {Agi)(binm(i),ak, “+,ay)t52; to the master P, who alone com-
pletes the following with V.
4. Inround k=m,m—1,---,1,

e Vb € B;_; and j € [1 : ¢], Py computes r,?’j(X), obtains rP(X), then rj(X), and
forwards to V.

e V checks that ri(0) 4+ ri(1) = rgr1(aky1) and that deg(ry) < d. If the check
passes, V samples and sends oy <—g F to Py. Py updates A;(b, X, a1, ,au) <
Aj(b, o, g1, ,0y,) for each b € By_; and j € [1: ¢].

5. Finally, V queries [f] on (v, -, ) and accepts if f(ai, -+ ,a,) = ri(or).

Figure 2: The distributed SumCheck PIOP.

in [50, 8]. Specifically, P maintains maps {4; : B, — F}_,, the evaluations of {g;}_,
over B,,. In each round %k of SumCheck, P computes r,E”j(X) = Aj(b, X, apq1, -, o)
=1-X)-A;(b,0,ap41, - ,0,) + X - Aj(b, 1,41, , ) for each j, and derives
rP(X) = h(r,'al(X )y ,r}; (X)) using symbolic multiplication. The univariate polyno-
mial r is then obtained by summing all r,'?’s up. On receiving V’s challenge oy, P updates
Aj(b, X, g1, ,a,) to be Aj(b, ag, apgr, -+ ).

The same distribution approach can be generalized for such case, i.e., let P; process

g](-i)(X) := g;(bin,, (i), X) for 1 < j < ¢, and later utilize symbolic multiplication algorithm
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Protocol 2: Distributed ZeroCheck PIOP. Given (x,w) = (([f]); f), where
f e f,ggd), {Pi}f\io_l convince V that f(b) = 0 for all b € B, by invoking Protocol
1 to prove that ((0,[f]); f) € Rsum, where f(X) := f(X) - éq.(X), for a r «g F*
sampled by V.

Figure 3: The distributed ZeroCheck PIOP.

to obtain evaluations of f. We present the distributed SumCheck PIOP for high degree
polynomials in Protocol 1.

3.2 Distributed ZeroCheck PIOP

Definition 7 (ZeroCheck Relation). The relation Rzero is the set of all tuples (x;w) =
(LfD; f) where f € Fs=Y and f(b) =0 for all b € B,,.

To prove the ZeroCheck relation for a polynomial f, by Lemma 1 it suffices to show
that f(r) = 0 for a random point r € F# | which can be further proved by multiplying a
multilinear polynomial €g, to f and running a SumCheck to show that the summation of
its evaluations over B, is 0. We present the distributed ZeroCheck PIOP in Protocol 2.

3.3 Distributed Multiset Check PIOP

Definition 8 (Multiset Check Relation). For any k > 1, the relation RIK/ISet consists
of tuples (x;w) = (LA -+ [fel [oads -+ Lol (frs -5 S 91, -+ gk)), where
f395 € Fi=, such that {[f1(b), -+, fi(D)]}nen, = {[g1(B), -+, ge(D)]}ne,

Asin [27, Section 3.4], combine { f; ?:1 and {g; ;‘?:1 with a universal hash family, that is
F:=f+ 2?22 v;f;and G := g1 + Z?:Z V95, where v, - -, v, <—¢ I, and now it suffices
to show that {F(b)}pen, = {G(b)}ben,. This is then reduced to proving the equality of

two grand products [[,,c 5, (8 + F(b)) = [Ipep, (8 + G(b)) for some 5 < F chosen by V.

By Lemma 2, Papini [37] shows that it suffices to prove > 5. ﬁ(b) = > beB, B-ﬁ-%(b)’
the equality of fractional summations. The equation can be further proved using layered
circuit technique introduced in [30]. The immediate advantage is that all polynomial oracles

are sent at the beginning. We elaborate on this as follows.

3.3.1 The Fractional SumCheck PIOP

Definition 9 (Fractional SumCheck Relation). The relation Rpsum s the set of all tuples

(s;w) = (5. [p]. [a]); p. q) where p(X),q(X) € F= s0 that Sy, B2} = 5.
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Protocol 3: Distributed Fractional SumCheck PIOP. Given (x;w) = ((s, [p],

lqa]); (p,q)) where p,q € .F;(Fd), {P; f\io_l convince V that ZbeBM % = s as follows.

1. In round k = 1, Py sends V claimed values p1(0), p1(1), ¢1(0), g1(1). V first checks
that p1(0) - g1(1) + p1(1) - G1(0) = s - q1(0) - g1(1). If the check passes, V samples a
random r <—g F and sends it to Py.

2. Inround k=2,--- ,m,

e V samples and sends A\;,_1 <—g F to Py. Then Py computes the (k — 1)-variate
polynomial hy_1(X) as in equation 1.

e Py and V run a classic SumCheck protocol to show that ((pg—1(rg—1) + Agp—1 -
Gk—1(rg—1), [h—-1]); hk—1) € Rsum, where in the final round Py sends V pi(ak—1,0),
pr(og—1,1), Gp(ag—1,0), Gr(og—1,1).

e V samples and sends 7 <—g F to Py. Let the randomness during the SumCheck be
a1 and set ry := (ag_1,7%).

3. Inround k=m+1,--- , pu,

e V samples and sends Ag_1 <3 F to Py, who transmits A\, to {Pz}lj\ifl P; computes
W (X) := hy_1 (biny, (i), X).

. {Pi}i‘ial and V run Protocol 1 to show ((pg—1(rk—1) + Ak - Gk—1(rr—1), [Pr—1]); hr—1)
€ Rgum, where in the final round Py sends V pg(ax—1,0), pr(ag—1,1), Gp(ar—1,0),
gr(ag-1,1).

e V samples and sends 7 <—¢ IF to Py. Py then transmits r; to other sub-provers. Let
the randomness during the distributed SumCheck be ay_1; set ry := (ag_1,7%)-

4. Finally, V samples and sends )\, <—g F to Py, who transmits \, to {P;} 1. P;
computes hg’), where h,(X) := égx (ry) - (p(X) + A.q(X)). Then {P;} 51 and V run
Protocol 1 to show ((pu(ru) + Ay - @u(ru), [2]); hy) € Rum.-

Figure 4: The distributed Fractional SumCheck PIOP.

To prove this relation, note that the summations are fully determined by the values

of p and q over B, so we can linearize them respectively and postpone consistency check

at the final round. To this end, we reduce fractions to a common denominator in each
round, and prove with a layered circuit. To be more specific, let layer 0 be the output

layer, and layer p the input layer. In layer p, for all b € B,, define p,(b) = p(b) and
gu(b) = ¢q(b). Then in layer &k € [0 : p — 1], for all b € Bj compute the numerator
Pr(®) = Prr1(b,0) - Grr1(b,1) + Pry1(b,1) - Grv1(b,0), and the denominator Gi(b)
@k+1(b,0) - Gr41(b, 1).

Now we sketch how to prove the relation Rpgum. Given a tuple (x, w) = ((s, [p], [¢]); p,

q), P wants to convince V that » B, % = s. Having prepared the aforementioned
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layered circuit, i.e., {Pk, Gr}h_q, P first sends p1(0),51(1),d1(0), Gi(1) to V. V checks that
P1(0)-q1(1)+p1(1)-G1(0) = s:G1(0)-G1(1). If the check passes, V samples and sends r1 <—g F to
P. Now, it suffices for P to convince V of the values p; (r1) and g1 (r1). Inlayer k € [1: u—1],
to confirm the values of pg(ry) and g (ry) from the previous layer, P and V should run Sum-
Check protocols for the numerator, égx (rx)(Pr+1(X, 0)dr+1(X, 1) + pr+1(X, 1)Gr+1(X, 0)),
and the denominator, €gx (rr)qr+1(X,0)dr+1(X, 1), respectively, where the desired sums
are exactly pr(rg) and gx(rg). These two SumChecks are then batched into one for

hi(X) := €qx (ri) - [Me - Gr1(X,0) - Grg1 (X, 1)

+ ﬁk—i—l (X7 O)Qk-l-l(xv 1) + ﬁk-ﬁ-l (X> 1)(jk+1(Xa 0)]7 (1)

where A\ <—g [ is chosen by V. The claimed value now becomes pg(rx)+Mk-Gr (rr). However,
Y queries P at a random point oy, € F¥ in the final round of the batched SumCheck, whose
values depend on pri1(ak,0), Prt1(ok, 1), Get1(ak,0), and Gri1(ag,1). To this end, V
first acquires their values from P to finish the preceding SumCheck. Right after that, V
samples ri11 <—g F and sends it to P. Let ryy; := (o, rx+1). Now, it suffices for P to
convince V of the values of pyi1(rr+1) and Grr1(rgs+1).

In layer pu, the claims for py and go are reduced to p,(r,) and §,(r,), which can be
further reduced to a batched SumCheck for h,(X) := égx (r,) - (p(X) + A.q(X)), where A,
is the batching randomness sampled by V.

The distributed PIOP for Rrsym is shown in Protocol 3.

3.3.2 Merging Fractional SumCheck into Multiset Check

Equipped with a distributed PIOP for Regum, to prove ZbeBu ﬁ(m = ZbeBH ﬁ(b),

we define . 3
p(X,y) == —€qy(y) - 1+ €qy(y) - 1 and

9(X,y) := €qo(y) (B + G(X)) + €q: (y)(8 + F(X))

and batch them into one as >y By % = 0, so invoking the Fractional SumCheck once

suffices. We formally present the distributed Multiset Check PIOP in Protocol 4.
Remark 1: The virtual oracle queries for [p] and [¢] at a point (o, -, au41) =
(o, ap41) can be represented as

(2)

pl(@) == ~cgo(ayn) - 1+ 6y (o) - 1, and
a(e) = ég(ayes1) (8 + G(@) + gy (o) - (B + Fl(e)).

So it suffices for V to query [F] and [G] and do some minor computation. Thus, no extra
oracles appear, as desired.

Remark 2: The distributed Multiset Check PIOP in HyperPianist [22] is similar to ours
in that it also applies logarithmic derivative and aims to show >, B, {1% = s (named

Rational SumCheck therein). However, the main goal of HyperPianist is to acheive strictly
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Protocol 4: Distributed Multiset Check PIOP. Given (x;w) = (([f1], -, [f&].

[gl]]v Ty [[gk‘:“)a (f1> Ty fk7 g1, - 79/6))7 where f]>gj € -F,L(Lgd)’ {Pz Z]\ial convince V
that {[fi(b), -+, fr(P)]}ben, = {lg1(b), -+ , gk (b)]}bep, as follows.

1. V samples 8,72, -+ ,7t ¢ F and sends them to Py. Py then transmits them to
other sub-provers.

2. P; computes F() := 1(i) + Z;?:Q ﬁyjf](i) and GO .= ggi) + Z?:z ’ng](-i), and gets p(®)

and ¢? as in equation 2.
3. {P;}M,! and V run Protocol 3 to show ((0, [p], [4]); (P, ) € Rrsum-

Figure 5: The distributed Multiset Check PIOP.

logarithmic communication costs, so the authors perform Rational SumCheck by interpolat-
ing an intermediate polynomial ¢~1(X) € f,sgl) such that ¢~1(b) = ﬁ over B,,, and then
invoke a ZeroCheck for ¢(X)-¢~*(X)—1 = 0 and a SumCheck for ZbeBH p(b)-¢ 1(b) = s.
Compared to our approach, the rational sumcheck in HyperPianist requires computing an
extra oracle during the protocol, but provides less communication cost. We also note that
Cirrus [23] yields a similar result as HyperPianist, i.e., trading the number of intermediate
oracles for less communication. Therefore, our Fractional SumCheck can be viewed as
orthogonal to those protocols in HyperPianist and Cirrus.

3.4 Distributed Permutation Check PIOP

The Permutation Check proves that for f,g € Fﬁgd) there is a predefined one-to-one
correspondence, a permutation o, that connects the evaluations of f and g over B,,.

Definition 10 (Permutation Relation). The indezed relation R pern is the set of all tuples
(i;x;w) = (o, ([f],[9]); f,9), where f,g € ]-",Sd), and o : B, — By, is a permutation, such
that g(b) = f(o(b)) for allb € B,.

In HyperPlonk [27], given (1; x; w) = (o, ([f], [9]); f, ¢), the indexer Zpen, generates

two oracles [siq] and [ss], where siq € ]:;(LSI) maps each b € By, to int(b), and s, € fﬁgl)

maps each b € B, to int(c(b)). Now it suffices for P and V to run a Multiset Check PIOP

to prove (X§W) = (([[Sid]]’ [[f]]a [[SU]]’ [[g]])Q (Sidv f, Smg)) € R%/ISet‘
The distribution is trivial, as presented in Protocol 5.

3.5 Distributed Lookup PIOP

To support circuits with lookup gates, HyperPlonk™ [27] presents a lookup PIOP that
requires computing an extra oracle during the protocol. To avoid this, we reuse the layered
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Protocol 5: Distributed Permutation Check PIOP. Given (i;x;w) = (o3 ([f],
laD); (f.g)), where f,g € fﬁgd) and o : B, — B, is a permutation, the indexer
generates ([si], [s5]) ¢ Zperm (o). Then {P;}M ! convince V that g(b) = f(o(b)) for
all b € B, by invoking Protocol 4 to prove that (([sia], [f], [sc], [9]); (sia, f:56,9)) €
RIQ\/ISet'

Figure 6: The distributed Permutation Check PIOP.

Protocol 6: Distributed Lookup PIOP. Given a tuple (i;x;w) = (t; ([f1], - -,
[[fk]]a [[t]]7 [[C]]);(flv"'7 fk,t,C)), Where fl)' T 7fk7tuc S 'Fl(igl)u {Pl}f\ial convince V
that Ule{fi(b) :b e B,} C{t(b) : b € B,} by invoking Protocol 3 to show that
((0, [, [aD); (p, @) € REsum, where p(X,Y) and ¢(X,Y) are defined in equation 3.

Figure 7: The distributed Lookup PIOP.

circuit technique in [30]. Furthermore, we extend it to support Lookup for multiple columns
at once. The lookup relation for multiple columns is defined as follows.

Definition 11 (Lookup Relation). The lookup relation Rfookup is the set of tuples (1;x;w)

= (ta ([[flﬂ7 ) kaﬂ’ [[t]]} [[C]])a (fl; 7fkat7c))7 where f17' o ,fkﬂf,C € F/Sgl) Here t is
the representation of the table t € F?", such that Ule{fi(b) :be B,} C{t(b):be B,},
and ¢ counts the multiplicities (explained below).

By Lemma 3, the inclusion relation can be transformed to Z§:1 Y be B, ﬁ'(b) =
J

b k . L .
zbeB“ #t()b)’ where c(b) := >0, [{b € B, : fj(b) = t(b)}|. This expression is akin to
the equation 2 from Multiset Check PIOP, so we similarly represent the numerator and
denominator by

P(X,Y) = —égo(Y) - e(X)+ > eg(Y)-1,
beB:\{0}

9(X,Y) = éqo(Y) - (B+tX)+ D €ap(Y) - (B+ fuu(w)(X)),
beB\{0}

(3)

two polynomials € J:IS? (w.l.o.g. assume k = 2° —1). We present the distributed Lookup

PIOP in Protocol 6.
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3.6 Security and Complexity Analysis
3.6.1 Security analysis

Since our PIOP system aims at accelerating proof generation, we assume sub-provers trust
each other. Therefore, we analyze security as in the single-prover setting. We have the
following theorem.

Theorem 1. The PIOPs for Rsum, Rzero, Resum: Risers RPerms and Riggen 07€

perfectly complete, with knowledge soundness error ﬁfﬂl’ O(%), O(“Q&'ld“), O(“2+|dﬁf|+2“),

O (b= 2+ﬁﬁ+2“)7 and O((“ +10gk)2‘$f(u+logk)), respectively.
To prove this theorem, we first quote several lemmas from HyperPlonk [27, Lemma 2.3,

Theorem 3.1, Theorem 3.2], whose proofs can be found accordingly.

Lemma 4 (Sound PIOPs are knowledge sound). Consider a §-sound PIOP for an oracle
relation R, where V(i,x;w) € R, w consists only of polynomials and (i,x) contain oracles
to these polynomials. The PIOP has § knowledge-soundness, and the extractor runs in
time O(|w|).

Lemma 5. The PIOP for Rsum s perfectly complete and has knowledge error - ‘d—.

Sum

dp
Zero

Lemma 6. The PIOP for Ryzewo is perfectly complete and has knowledge error &

d d+1,u _ ~/d
oy ogit = o).

Note that our distributed PIOP system differs from that of HyperPlonk only in that
we merge the Product Check and the MultisetCheck into one, and that the MultisetCheck
and Lookup PIOPs are recompiled based on the Fractional SumCheck PIOP respectively,
with other PIOPs intact. Thus, based on the lemmas above, it suffices for us to analyze

the perfect completeness and soundness errors starting from the distributed Fractional
SumCheck PIOP.

Proof. We prove perfect completeness and soundness of each PIOP subsequently.

(1) Distributed Fractional SumCheck PIOP.

Perfect completeness: this has been explained detailedly in the form of layered circuit in
Section 3.3.1

Soundness: for any ((s, [p], [¢]); (P, q)) ¢ Rrsum, the probability that V accepts in the k-th

invocation of SumCheck PIOP is 5éfm, and that of the final invocation is 55{1‘; . Considering

the & error resulting from the batching in each layer, the total soundness error is -

|TF] FSum —
O(Lt).
(2) Distributed MultiSet Check PIOP.
Perfect completeness: for any (([f1], -, [fx]s [o1ls -+ [gx]); (f1, -+ ,9x)) € Rﬁﬁset, the

product equivalence HbeBN (B+ F(b)) = HbeBu (8 4+ G(b)) holds, and by Lemma 2 it
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follows that ZbeB BJrF ZbeBH 5+G( ¥ By defining p(X, y) := —€qo(y) - 1+€q,(y)-1,

and ¢(X, ) = égo(y )(6+G( ))+€q,(y)- (B+F(X)), it then holds that Yy, 2P} = 0.
Thus the perfect completeness follows, conditioned on that of the distributed Fractional
SumCheck PIOP.

Soundness: for any (([fil,-- . [fel. L], -, [okl)s (f1s -+, 9k)) & Riger, F and G are
determined by ¢, : (21, - ,2) — @1 + rowe + -+ + rpxy [27, Theorem 3.5]. There-
fore (([F],[G]); (F, G)) ¢ Risse; With probability at least 1 — %. Conditioned on this,
[loep, (X + F(b)) # [Ipep, (X +G(b)). By Lemma 1, given some randomly chosen f3,
the probability that HbeBM (8+ F(b)) # HbeBu (B + G(b)) is at least 1— \F\ Further con-

ditioned on this, » B, ﬁ # be B, ﬁ(b) Therefore the probability that V' accepts

. 2 "
is at most 5%’8“:;1 Finally by a union bound, the soundness error is 5MS o« = O( WT"'H),

(3) Distributed Permutation PIOP.
Perfect completeness and soundness: this PIOP is a special case of the distributed Multiset

Check PIOP with k£ = 2, so perfect completeness immediately follows, and the soundness

_ sd.p _ p2+dp2r
error is 5Perm Oiser2 = O ] ).

(4) Distributed Lookup PIOP.
Perfect completeness and soundness: this PIOP is essentially a distributed Fractional Sum-

Check PIOP with u + log k variables, so perfect completeness follows, and the soundness
d,u~+log k +log k)“+-d(pu+log k

error is 5L00kup = Ot BT = O((“ ogk)® i (ptlog )) O

Remark 3: For ease of description, our PIOPs are presented without considering the

zero-knowledge property. But this can be standardly achieved by augmenting SumCheck-

based PIOPs with a compiler. For detailed constructions, please refer to HyperPlonk [27,

Appendix A].

3.6.2 Complexity analysis

The complexity of each PIOP is summarized in Table 2. Here, Py completes some additional
O(2™(du + dlog? d)) computations in each PIOP, which are minor compared to the total
complexity per sub-prover, hence omitted. Communication costs and round complexity rise
as the distributed Fractional SumCheck kicks in, originating from the layered circuit with
depth. But we stress that this is acceptable since our distributed polynomial commitment
scheme to be presented in Section 4 requires the same amount of communication. Moreover,
we benefit from the layered circuit technique by avoiding sending extra oracles during the
protocols.
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Table 2: The complexity analysis of PIOPs. Here m =

log M. d denotes degree, i the number of

variables, k in dMSetCheck the length of each tuple in multisets, and k£ = 2° — 1 in dLookup the
number of columns.

PIOPs Pi Communication % Num. of queries) Num. of rounds
dSumCheck | O(2#~™dlog? d) o2™d(p —m)) (du) 1 N
dZeroCheck | O(2*~"dlog? d) o@2™d(p —m)) O(dp) 1 w+1

dFSumCheck| O(2#~"dlogZd) | O(2™d(u — m)?) O(p? + dp) 2 (W2 —w/2

dMSetCheck| O(2¢~™dlog?d) | O(2™d(u — m)?) O(u? + du) 2k (W2 +p/2+1

dPermCheck| O(2¢~™dlog?d) | O(2™d(u —m)?) O(u? + dp) 4 (W2 +p)/2+1
dLookup [0(2FF™dlog? d)|O(2"d(u+e—m)?)O((u+e)® +dute))  2°+1  [((p+e)? —(u+e)/2

3.7 HyperFond(+) Constraint System

3.7.1 Basic Construction

HyperPlonk [27] considers a fan-in two arithmetic circuit over a finite field F, supporting
additions, multiplications, and custom operations G : F? — F. Let n denote the number
of input gates, and s that of operation gates. Without loss of generality, let 2¥ =n+s+1
be the circuit size. Determine an H € .7-"( Y. so H(0,0,bin, (7)), H(0, 1, bin,(i)), and
H(1,0,bin, (7)) denote the left input, rlght 1nput and output of gate i, respectively. We
thus obtain

f(X) - Qadd(X) ’ (H
+ QCustom(X) . G(H

where gaqd, (reSp-Gmult, Geustom, ¢in A0d Gout ) is the selector multilinear polynomial, mapping
bin, (i) to 1 if gate ¢ is an addition (resp. multiplication, custom, input, output) gate, else
0. Now, the correct execution of the circuit is reduced to f(X) = 0 over B,,. In addition,
each wire in the circuit induces an equality between two elements from the evaluations of
H over By 2, captured by a permutation o : B, — B,42 such that H(X) = H(c(X))
over B, 9.

Our constraint system for HyperFond is similar to that of HyperPlonk |
we obtain the following relation and construction.

(0,0,X) - H(0,1,X))
H(1,0,X) € F{=9,

(0,0,X) 4+ H(0,1,X)) + gmur(X) - (H
(0,0,X), H(0,1,X)) + ¢in(X) — gout(X) -

], from which

Definition 12 (HyperFond Indexed Relation). Fiz public parameters gp := (F, £, n, £y, {q,
f), where F is the field, ¢ = 2V is the public input length, n = 2" is the number of
constraints, £, = 2"* £, = 24 are the numbers of witnesses and selectors per constraint,

and f : Flatlw — F s q map. The indexed relation RuyperFond 5 the set of all tuples
(yx;w) = ((¢,0); (p, [w]); w), where o : Buyy, — Buyv, s a permutation, q € ]:/SJFVZ

pE .7:( 1), w e ]:(—H/) , so that (1) (o; (Jw], [w]); w) € Rperm; (2) ([f ﬂ

F(X) = f(g(biny, (0),X), -+, q(biny, (¢; — 1), X),
w(biny, (0),X), -, w(biny, (£, — 1), X));

) € Ryero, where
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Protocol 7: Distributed PIOP for RyyperFond- Let public parameters gp =
(F, ¢, n, by, ¥y, f). Given a tuple (i;x;w) = ((¢,0); (p, [w]); w), the indexer Z(g, o) calls
the Permutation Check PIOP indexer Zpey, (from Protocol 5), derives ([siq], [so]) <

Iperm (o), and outputs oracles ([¢], [sia]; [ss]) where ¢ € .Fl(ﬁlyi, and siq, S, € fﬁi,ljw.

{P;(gp, 1, p, w®) f\io_l and V(gp, p, [q], [sid], [ss]) then run as follows.

1. Py sends V the witness oracle [w].

2. {P;} M1 and V run Protocol 2 to show that ([f]; f) € Rzero;

3. {P;}2,! and V run Protocol 5 to show that (o; ([w], [w]); (w,w)) € Rperm;

4. V samples and sends r <—g F”, and queries [w] on input (0"T»~ r) to check its
consistency with p(r).

A ~

Figure 8: The distributed PIOP for RuyperFond-

and (3) p(X) = w(0rT eV X)),

Based on the original PIOP in [27, Section 4.1], we derive the distributed version by
letting each P; compute w(®, as presented in Protocol 7. Its security and complexity
analysis can be reduced to those of PIOPs for Ryzero and Rperm, respectively, so omitted
for simplicity.

3.7.2 Adding Lookup Gates

To enable the non-algebraic constraints that bind some function over witness values to a
predescribed table t, HyperPlonk™ [27] uses an algebraic function fy as

g(X) ::flk(qlk(binlflk (O)’ X)’ T 7QIk(binV1k (glk - 1)7 X)v
w(bin,,, (0),X),--- ,w(bin,, ({, — 1),X)),
to capture these constraints, where ¢ € fl(lfizk denotes the selector polynomial, £y, = 2"k
its number of lookup selectors, and £,, = 2" the number of witness wires. Thus i-th
constraint is satisfied if g(bin,(i)) € t.
In HyperFond™, to support k-column lookup within only one table, we generalize g

to g1,---,gr as described above with k algebraic maps fi 1, -, fikr : Flxtle 5 T,
Then we define k& multilinear polynomials hy,--- ,hy € ffﬁ” conditioned on h;(X) =

>_ben, 9i(P)€qy(X) for all j € [1: k], and run a distributed Lookup PIOP (Protocol 6) to
check that the evaluations of h; over B, lie in t.

Definition 13 (HyperFond® Indexed Relation). Let gp, := (F,¢,n,ly,l,, f) be public
parameters in Definition 12, and gpy := (L, fie1, - » fiek) where £y = 2V is the number
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Protocol 8: Distributed PIOP for Ryyperfond+- Let public parameters gp =
(gp1,8p2) where gpy = (F,{,n,lw, g, f) and gpy = (luc, fi1,- -5 fick).  Given
a tuple (i;5;w) = ((i1,12); (p, [w]);w) where iy := (t € F?", qu € ]-';S,l/?k), the
indexer Z(i1,12) calls the HyperFond PIOP indexer Zpyperfond (from Protocol 7)
to derive VppyperFond <~ ZHyperFond(i1), calls the Lookup PIOP indexer Zpookyp for
VPt A ILOOkup(t)7 and Outputs vp = ([[qlkﬂvvayperFondvvpt)' {P’L(gp’mp?w(l))}zj\ial
and V(gp, p, vp, [w]) then run as follows.

1. Py sends V the witness oracle [w], and oracles [hi],- -, [ht], [c] for values and
their multiplicities to lookup.

2. {Pi}i]\ial and V run Protocol 7 to show that (i1;%;w) € RHyperFond;

3. {P:}2;! and V run Protocol 6 to show that (t; ([ha],- -, [h&l, [t], [c]); (P1, -,

i £,6)) € R ookup-

Figure 9: The distributed PIOP for RyyperFond+ -

of selectors and fy.; : Féutlo 5 F are k algebraic maps. Indexed relation RuyperFond+ 18
the set of all tuples (1;x;w) = ((i1,12); (p, [w]);w), where 13 := (t € F¥ qy, € ]:/Si}’)lk)’
such that (1) (i1;%;w) € RuyperFond; and (2) (t; ([ha],-- -, [he], [t], [c]); (ha, - -+ 5 hi, ts €))
€ R]’fookup as in Section 3.5

We present the distributed PIOP for RyyperFond+ in Protocol 8. Its security and com-
plexity analysis can be reduced to those of PIOPs for RuyperFond, Rzero and Rlﬁookup, re-
spectively, so omitted for simplicity.

4 Distributed Multivariate PCS

To compile our distributed PIOP system into a distributed SNARK, we need to distribute
a multilinear PCS, which, by standard batch opening [27, Subsection 3.7], can be trans-
formed into a PCS for general multivariate polynomials. In this section, we present such a
distributed scheme based on BaseFold [31], and analyze its security and complexity.

4.1 Distributed BaseFold

Since the PCS in BaseFold consists of an encoding algorithm, an IOPP between the prover
P and verifier V, and the final evluation protocol that interleaves the IOPP and another
SumCheck protocol, we distribute them step by step.
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4.1.1 Distributed Encoding Algorithm

We start with the definition of foldable linear codes. Let Cy be an [ng, ko, dp]-linear MDS
code, with rate p := %7 and Gg € F*0*m0 its generator matrix. A foldable linear code Cu
is defined inductively as follows. For 1 < j < p, let k;j = 27ky and n; = p~'k;. Let T;_1,
T)_; < (F*)"-1 be diagonal matrices. The generator matrix G; for C; is defined as

G, = Gj-1 Gj1
TG T G- T

Given Gg and {Tj,T;- f;;& , the original encoding algorithm for C, is then recursively

defined in Algorithm 1.

Algorithm 1 Enc,: BaseFold Encoding Algorithm [31]

Input: f € Fk«

Output: f -G, € F™»

1: if =0 (i.e. f € F*) then

2:  return -Gy

3: else

4:  Parse f = (f},f,)

5. Set 1= Enc,_1(my), r = Enc,_1(m;), t = diag(T,-1) and t' = diag(T},_;)
6: return (I+tor,I1+t'or)

7: end if

To distribute computation and reduce communication, we terminate Algorithm 1 at
the m-th level of recursion, as in Algorithm 2, where each P; computes Enc,_, (f @), a
“partial” codeword, and communication is not required.

Algorithm 2 Distributed Encoding Algorithm

Input: f = (fO) ... ||fM-1) ¢ ke

Output: (fO) .G, )Mt € (Fr-—m)M

1: fori=0to M —1do

2:  Compute Enc,_,(f)) Using Algorithm 1
3: end for

4.1.2 Distributed IOPP

In the original IOPP, P wants to convince V that an oracle m, = Enc,(f) € F™ is close
to a codeword in C,. To this end, the protocol is split into two phases, IOPP.Commit and
IOPP.Query. In the commit phase, P inductively generates a list of oracles (m,—1,--- ,m)
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Protocol 9: Dlstrlbuted Commit Phase IOPP.dCommit. On input oracle II,,_,, €
(Fru-m)M PAML generate oracles (I, p—1, - -+, Ig) € (Fhu-m=1)M x ... x (Fmo)M
as follows. For j from g —m — 1 downto O:

1. V samples and sends a1 <—g [ to the master prover Py. Py then transmits it to
other sub-provers.

2. P; interpolates Q%(X) := interpolate((diag(T;)[p], ](Ql[p]),(diag(T;)[p],W](Ql[p
()[

+n,])) for each p € [1 : nj], and sets m;7[p] = Q()(Oé]_H) P; then sends oracle

FJ(»Z) € F" to Py, who outputs oracle II; = ( J(l))fwol c (Fm)M

Protocol 10: Distributed Query Phase IOPP.dQuery. Given a list of oracles
(I, - -+, ) € (Fre=m)M 5.5 (F0)M ') samples and sends each P; an index
P < [1:n,_m_1]. Then for j from g —m — 1 downto 0, V:

1. acquires ﬂj(ll[p(")] ]( le[p(z) +n;] and 77( )[ @] from each sub-prover P; via Po;

2. computes Q' (X) = interpolate((diag( J)[p<i>],7r§21[p<i>]),(diag(T;.)[ @], 78, [p®
+1;])); 4 ‘
3. checks that le)(aj+1) = w§z)[p(i)}. If j > 0 and p > n;_q, updates p(¥ <«

p(i) — Nj-1.
Finally, if Iy consists of valid codewords (77(()0), e ,ﬂéMﬁl)) w.r.t. Gg, V outputs
accept, else reject.

Figure 10: The distributed IOPP.

with V’s challenges «ay,--- ,a1. Specifically, for an oracle 7;, P evenly splits it into ;1
and 2, and folds them into 7;_; as follows. For each index p, P interpolates a linear
polynomial Q;,(X) with points diag(T;)[p], diag(T})[p] and values 7;1[p], 7j2[p]. P then
sets mj_1[p] = Qjp(a;). In the query phase, V checks (i) the consistency among these
oracles, by randomly selecting a p, acquiring 7; 1 [p], 7, 2[p] and m;_1 [p] from P, interpolating
a linear polynomial @Q;,(X), and verifying that Q;,(c;) = mj—1[p], and (ii) 7o is a valid
codeword.

In our distributed setting, encoding stops at the m-th level of recursion in Algorithm
2, and the encoding of f becomes (Enc,,_,(f®))X . In round j of commit and query,

‘P; interpolates Q;Z}),( ) for each p, and computes 7r](.l
oracle II; is a vector (7 (@ ))M ! The distributed commit and query phases are presented in
Protocols 9 and 10, where mterpolate((:::l7 Y1), (x2,y2)) denotes the unique linear polynomial
Q(X), such that Q(z1) = y1 and Q(z2) = y2. As in BaseFold, we require T;[p] # T;- [p]

for each j € [0: u — 1] and p, so interpolation is feasible.

, with global randomness a;;1. The
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4.1.3 Distributed PCS

In BaseFold, for a multilinear polynomial f € ]:P(LSI), the oracle 7, = Enc,(f) is the
encoding of f, the coefficients of f, and then replaced with a Merkle root with leaves being
7, forwarded to V. To prove the correctness of y = f(z), P and V run a SumCheck protocol
for f(X) := f(X) - €g,(X), combined with the preceding IOPP to generate Tu—1,""" , 0,
also in the form of Merkle roots. V checks the correctness of my, and that m,,--- ,my are
consistent. A

The distributed multilinear PCS follows by replacing each 7; with II; = (Wj(z))f\i 0_1, and
letting V perform consistency check for each 7. In the final round, V recovers my, and checks
its correctness. Formally, we have the following.
Field choices and Setup. By field-agnosticity, IF is only required to satisfy ﬁ = negl(\).
On input 1* and g, {Pi}i]\ial acquire parameters Go and {T}, TL_I};C& for C,,.

Distributed commitment phase. Given f E]:;(LSI) with £ € F2", P; computes O

pn—m
Enc,,_,,(f"). Denote the encoding of f by II,,_, := (wfﬁm)f‘ial, which in the IOP is the
commitment to f that V queries. The commitments in the random oracle model consist of
M Merkle roots, (MC(ﬂl(ﬁm))ij\io_l.

Distributed opening phase. Py opens a commitment to f by gathering and sending
I, with f to V. V checks that (i) the M Merkle roots of the words are valid, and (ii)

the relative distance between each pair of wfﬁm and Enc,_,, (f?) is less than Ac, . /2.
Distributed evaluation protocol. The protocol interleaves distributed SumCheck (Pro-
tocol 1) with distributed IOPP (highlighted in blue). We present it in Protocol 11.
Remark 4: The matrices {T}, T;L_l};:;_m are not explicitly used here. We retain them
merely for security analysis.

4.2 Security and Complexity Analysis
4.2.1 Security Analysis

Theorem 2. The distributed algorithm is correct; the distributed IOPP satisfies com-
pleteness and soundness; and the distributed evaluation protocol satisfies completeness,
bindingness, and knowledge soundness.

The core observation is that m levels of recursion and m rounds of IOPP are skipped.
Thus, we view the distributed encoding algorithm (resp. IOPP and PCS) of magnitude 2*
as 2" independent single-prover processes, each of magnitude 2+,

We first present some background knowledge that will be used during the security proof.

Definition 14 (Coset Relative Minimum Distance [31]). Let n be an even integer and let
C be a [n,k,d]error-correcting code. Let v € F™ be a vector and let ¢ € C be a codeword.
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Protocol 11: Distributed Evaluation Protocol PC.dEval.

Public input: a point z € F#, a claimed value y € F, and Merkle roots II,, ,, =
(MC(Enc,—m(£0) M5! € P,

Prover witness: {f®}M 1 of multilinear polynomial f € .7-",(;1), and {fO1M 1 of
its coefficients f € F2".

Parameters: The generator matrix Gg, diagonal matrices {Tj,T;}g:_(} , and the
parallel repetition parameter ¢ € N.

L AP} compute 7,(X) = > bep,_, (b, X) - €q,(b, X); Py sends it to V, who
checks that r,(0) +r,(1) = y.

2. For j from p — 1 downto m, V samples and sends o1 < F to {Pi}f\io_l via Pyg.
{Pi}iL5! compute 75(X) i= Ypep, | f(b, X, a1, au) - €g,(b, X, i, -+ ap);
Py sends it to V, who checks that r;(0) 4+ (1) = 7j41(j4+1)-

3. For j from m — 1 downto 0, Py runs the rest of the SumCheck protocol with V.

4. Parallelly using the randomness o, -+ ,o; from the SumCheck protocol,

for the same j from pu — m — 1 downto 0, each P; interpolates QY)(X) =
interpolate((diag(T;)[p], 7", [p]). (diag(T})[p], 7"}, [p + nj])) for p € [1: ny], and sets
(i) (i)))M—l

™ [p] = Qy)(ajﬂ). Py then aggregates and outputs (MC(m;”));Zq "

5. V checks that IOPP.dQuery(Me—m10) gutputs accept for all ¢ independent calls;
V also verifies the equation Enco(#‘)f})m) = 7['((]0), where 7['(()0) is recovered using
IIy = (Tr[(]i))f\ial as follows. For j from 1 to m:

e for each i € {0,27,--- ,M — 27}, V updates W(()i) — ﬂ'(()i) + Qjyp—m - Wéi+2j_l).

Figure 11: The distributed evaluation protocol.

The coset relative distance A*(v,c) between v and c is

N 2-4{j € [1:n/2] : v[j] # c[zl] Vvl +n/2 #clj +n/2}

The coset relative minimum distance of v to the code C, denoted by A*(v,C), is A*(v,C) =
ming.cc A*(v,¢).

The Johnson bound estimates a radius around every code as its minimum distance,
within which it is list-decodable.

Definition 15 (Johnson Bound [31]). For every v € (0,1], define J, : [0,1] — [0,1] as
Jy(A)i=1—=/1=X1—-7).

To complete our proof for the distributed versions of encoding algorithm, IOPP and
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PCS, we respectively quote several useful lemmas from BaseFold [31], whose proofs can be
found accordingly.
(1) Correctness of the distributed encoding algorithm (Algorithm 2)

Lemma 7 (Correctness of BaseFold Encoding Algorithm [31, Lemma 1]). Let p~!,u € N
and let Go be the generator matriz of Cy, with associated diagonal matrices {T;, T;}?;&

Then Vf € F?", Enc,(f) = f - G,.

As mentioned before, each sub-prover pauses at the moment when it possesses the
codeword of Enc,,_,(f (i)), instead of continuing collaborating with other sub-provers to
ultimately derive the Enc,(f). The correctness of the distributed version is thus straight
forward.

Proof. Correctness: By Lemma 7, Enc,(f) = f- G, so Encu,m(m(i)) =m . G—m,
Vie[0: M —1]. O

(2) Completeness and soundness of the distributed IOPP (Protocols 9 and 10)

Lemma 8 (Completeness of BaseFold IOPP [31, Lemma 5]). Ifm, is a valid codeword in C,,,
then the verifier always outputs accept in the IOPP.Query phase given oracles (m,, - ,m)
output by the honest prover in the IOPP.Commit phase.

Lemma 9 (IOPP Soundness for Foldable Linear Codes [31, Theorem 3]). Let (C,) be
a (p~1, ko, u)-foldable linear code with generator matrices (Go,--- ,G,) and correspond-
ing codes Co,---,Cy—1. Also assume that the relative minimum distance Ac, > Ac,,,
for all i € [0 : p—1]. Let v > 0 and set § := min(A*(m,,Cp), Jy(Jy(Ac,))) where
A*(my,C,) is the relative coset minimum distance between v and C, (Definition 1) and
Jy is the Johnson bound (Definition 15). Then with probability at least 1 — 73—1%' (over the

challenges a1, - -,y in IOPP.Commit), for any (adaptively chosen) prover oracle tuple
(=1, ,m0), the verifier outputs accept in all of the £ repetitions of IOPP.Query with
probability at most (1 — & + yu)’.

Essentially, IOPP.Commit and IOPP.Query are decomposed into M sub-phases, when
sub-provers can compute locally with public parameters. Thus, we can view the distributed
IOPP of magnitude 2# as M independent BaseFold IOPPs. The following proof is based
on Lemmas 8 and 9.

(ilm is a valid codeword in C,_p, for each i €

fflm, ‘e ,W(()i)) computed by an honest P;, V always

Proof. Completeness: by Lemma 8, if 7
[0: M — 1], then given oracle tuple (7
outputs accept. Since we assume that the sub-provers {Pz}f‘i 61 are internally honest to

each other, V outputs accept given the aggregated oracles (II,—p, - - ,1lp).
Soundness: by Lemma 9, in the single-prover IOPP, with probability at least 1 — ﬁﬁm
(over the challenges ayg,- - ,a,—1 in IOPP.Commit), for any (adaptively chosen) prover
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oracle tuple (m,_1,--- ,m), V outputs accept in all of the ¢ repetitions of IOPP.Query with
probability at most (1 — & + yu)’.

In the distributed setting, the number of rounds of IOPP decreases to u — m, and
that of verification multiplies M, so the rejection probability is at least &' — vy(u — m),
where ¢’ := min(mini(A*(ﬂfjlm,Cu_m)),JW(JW(Ackm))). Therefore, in one repetition of
IOPP.dQuery, the rejecting probability is 1 — (1 — 6’ +~(x —m))™. By a union bound, with
probability at least 1 — w, for any prover oracle tuple (I,_y,—1,--- ,1), V outputs
accept in ¢ repetitions of IOPP.dQuery with probability at most (1 — &' +~(u—m))Mf. O

(3) Completeness, bindingness, and knowledge soundness of the distributed

PCS (Protocol 11)

Lemma 10 (Completeness and Bindingness of the BaseFold PCS [31, Section 5.1]). The
BaseFold multilinear polynomial commitment scheme is complete and binding.

Lemma 11 (Knowledge Soundness of the BaseFold PCS [31, Section 5.1]). Let~,d € (0, 1)
satisfy & < Jy(Jy(Ac,)), and D¢, > Ac,,,. Fir finite field F and set £ € N such that
VE—'&F' + (1 =04 )" < negl(\). Assume that 36 — py < A¢,. For any PCS evaluation
instance (¢, 2,y) and any malicious prover P* that succeeds in the BaseFold PCS evalua-
tion protocol with non-negligible probability, there is a polynomial-time extractor E¥ such

that with overwhelming probability outputs a polynomial f € fﬁgl)

A*(Enc,(f),my) < 6.

where f(z) = y and

Similar to the observation in the previous proofs, we present the following proof based
on Lemmas 10 and 11.

Proof. Completeness: the evaluation protocol consists of two parts —SumCheck and
IOPP. The completeness of the former one is idential to that in PIOP, so we only consider
the IOPP part. Recall that in the single-prover case,
Tp,single :(Encu—l(f(o)) + diag(Ty—1) © Encu—l(f(l))H
Enc,_1(f")) + diag(T),_;) o Enc,,_1 (f)).
Then ﬂu,l,smgle[p] for each index p is computed by interpolating a linear polynomial
Quflyp(X), With
points: z1 = diag(T,—1)[p], z2 = diag(TL,l)[p],
values: y; = Encu_l(f(o))[p],yg = Encu_l(f(l))[p],

and evaluating Q,—1,(X) at o,.
We prove the correctness by induction on m. Consider the case where m = 1. By

Lemma 10, honest Py and P; always derive the correct codewords 71'521 = Enc,_(f ©))
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1
p 1+ozu-7rfh)1.

This linear relation w.r.t. a, preserves till the final round, where 7 single = 71'(()0) +oy- Wél),
because scalar multiplication is commutative with linear operation. Thus, once the verifier

obtains 7r(() ) and 71( ), and updates 77(() ) W[()O)%—auwél), it holds that Enco(%) =

(0)
Ty -
Assume that the case M = 2™ holds, that is, the equation Ency(=F+-"— ri(o1) )) = 77(()0)

eqz(a17"' e

and 7T( )1 =Enc,_(f (1), respectively. Consequently, we have Tj—1 single = 71'((2

(0) . (4) () , (i+2771) ;
holds when 7’ is computed as 7y’ < 75" + Qjypu—m - T for j from 1 to m for
each i € {0,27,--- M — 27}, using randomness {@jtp-m}je;. Then in the case M’ =

2m+1simply replace 1 < j < m with 1 < j < m + 1, with other procedures unchanged.
The only difference is that an additional randomness oy, joins the update, to merge

71[()1), e ,W(()M U into 77(()0), e ,F((JM 72), respectively, and the rest m rounds of updates

r1(oa) (0)

follows that during the case M = 2™. Therefore, the equation Enco(éq o a#)) =,

still holds.
Bindingness: by Lemma 10, Enc,,_,(f (D) binds to 77( 9 . for each i. Therefore the tuple

(Enc,—(£0) 5" binds to I,y = (m,2,) 15"

Knowledge soundness: by Lemma 11, there exists an extractor Epc gyval that, given any
PC.Eval instance (7,z,y), can extract a valid witness polynomial. On the other hand, by
the IOP-to-NARK transformation [16, 31], given any PCS evaluation prover that convinces
the verifier with non-negligible probability, there is an efficient extractor op that outputs
the IOP oracle string, which opens the Merkle commitment sent by the prover.

Now, let v,6" € (0,1) satisfy &' < J,(J,(Ac,_,.)), and Ac, > Ag,,,. Set £ € N such
that %mf'm) + (1= +7(u—m))M <negl()). Assume that 36’ — v(u —m) < Ac,_,,. We
construct the extractor &qjs in the distributed setting. Given an evaluation instance (II,,—,,
z, y) that passes the verifier’s Verlﬁcatlon Edis mvokes Eop (), @ m) foreachie[0: M —1],

and derives (Encu_m(f( ))) ! Using {T;, T }j —i—m Edis complements the computation
of m, = Enc,(f) . Then Eqjs computes = MC(ﬂ'u) and invokes Epc gval(, z,y) to derive
the witness polynomial f with overwhelming probability. O

4.2.2 Complexity Analysis

Prover cost. For each P;, encoding costs O(2#~(u — m)) field operations, and running
IOPP.dCommit and distributed SumCheck costs O(2#~") field operations and hashes.
Verifier cost. Verification is dominated by ¢ parallel calls to the protocol IOPP.dQuery,
with total cost O(2™¢(u —m)) field operations and O(2"¢(;x — m)?) hash verifications.
Proof size. The proof size is dominated by O(2™¢(u —m)) Merkle paths for ¢ groups of

{m )}366%];4 nll]], each with length O(u —m). Hence, the proof size is O(2™4(u — m)?).
Communlcatlon costs. The communication costs mainly consist of Merkle paths, so

O(2™4(u —m)?) in total.
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5 Implementation and Evaluation

Implementation. To implement HyperFond?, the codes for its distributed PIOP system
are modified and revised from the publicly available HyperPlonk®, while that for the dis-
tributed PCS is based on a BaseFold implementation®*. We then substitute and merge
their arithmetic backends into one where the base field F is a degree-two extension of the
Goldilocks field I, with p = 264 _ 932 4 1,

Choice of field F and parallel repetition parameter ¢. Since our underlying PCS
is field-agnostic, it suffices to ensure that ﬁ = negl()\), without considering the inner
structure of F. However, a smaller |F| results in a larger ¢ to ensure lower soundness error
(please refer to Section 4.2.1 for details). To enhance efficiency without compromising
security, we set F = )2 as aforementioned; we set £ = 565, the same as in BaseFold when
conducting experiments over a 128-bit field for polynomials with around 25 variables, and
achieve at least 100 bits of security.

Setup. To evaluate HyperFond, we conduct experiments on vanilla and custom gates,
respectively, using up to 16 Ubuntu 24.04 c7n.16xlarge.4 cloud servers, each with 64 vCPUs
and 256 GB RAM, in a local area network.

5.1 Linear Scalability

We evaluate HyperFond in various aspects, including proving time, communication cost,
proof size, etc., to demonstrate its linear scalability. In each following figure or table, a
single machine denotes HyperPlonk [27] instantiated with BaseFold [31].

As in Figure 12, the proving time on both types of circuits reduces as the number of
machines increases, as expected in a distributed system. In particular, the proving time of
a single machine is 319s and 509s, respectively, on two types of circuits both of sizes 22%;
with 16 machines we achieve a 15.6 x speedup on vanilla circuits, and 16.4 X on circuits
with custom gates.

Other indicators for HyperFond are presented in Table 3. For a fixed circuit size, as the
number of machines M doubles, the total communication increases, while that per machine
decreases, because the number of rounds -1 as M doubles; the proof size and verification
time increase because they depend on M. In particular, for 16 machines generating a
proof for 226 circuit, the communication costs are 222MB, while 14.8MB per machine; the
proof size is 237TMB, and verification time 2.81s. From another perspective, for fixed M,
all indicators increase roughly in a polylogarithmic magnitude, as the circuit scales up,
which fits our theoretical analysis. In conclusion, the overall efficiency of HyperFond is
considerable for large-scale general arithmetic circuits.

2https://github.com/n96409816/HyperFond
3https://github.com/EspressoSystems/hyperplonk
‘https://github.com/hadasz/plonkish_basefold
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Figure 12: The proving time of HyperFond on vanilla circuits (left) and those with custom gates
(right) with various sizes.

Table 3: Other indicators for linear scalability of HyperFond on vanilla circuits.

Circuit size 225 224
Number of machines 1 2 4 8 16 1 2 4 8 16
P; / Total Comm. (MB)| - 14.8/14.813.2/39.511.7/81.8 10.4/156| - 16.7/16.7 14.8/44.4 13.2/92.2 11.7/175
Proof size (MB) 16.7 29.6 52.7 93.5 166 18.8 33.4 59.2 105 187
Verification time (s) |0.190 0.268 0.392 0.594 0.896 |0.262 0.375 0.582 0.913 1.33
Circuit size 22° 226
Number of machines 1 2 4 8 16 1 2 4 8 16
P; / Total Comm. (MB)| - 18.9/18.9 16.7/50.1 14.8/104 13.2/198| - 21.3/21.3 18.9/56.6 16.7/117 14.8/222
Proof size (MB) 21.2 37.7 66.8 118 211 24.0 42.6 75.4 134 237
Verification time (s) [0.361 0.577 0.873 1.29 1.91 |0.562 0.869 1.28 1.87 2.81

5.2 Comparing to deVirgo

We conduct a comprehensive complexity comparison of HyperFond to other distributed
SNARK generation protocols, as in Table 4. Since deVirgo [19] is by far the only one fea-
turing quantum resistance, we further compare HyperFond to it experimentally. Although
deVirgo does not provide source code, it is revised from the non-distributed analogue,
Virgo [51], whose underlying field is Fg2, where q=2%1—1 is a Mersenne prime. Its repeti-
tion parameter is 33, also providing 100+ bits of security. Therefore, our previous setting
of the base field F yields a fair comparison to deVirgo in terms of security, with 17 x
more parallel repetitions. Besides, Virgo is implemented® in C++4, while the base codes
of HyperFond are based on Rust. Since the two languages exhibit comparable engineering
performance (typically < 5%), we ignore the tiny difference.

To compare HyperFond to deVirgo under its experimental conditions, hardware is al-
tered to 32 Ubuntu 24.04 ac8.24xlarge.2 cloud servers, each with 96 vCPUs and 192 GB
RAM, and we carry out experiments on EADSA signature verification circuits. By [19,
Section 6.1], the size of one circuit is approximately 22!, so we set p = 21 + m and use
M = 2™ machines in HyperFond to generate proof for M parallel subcircuits. A remaining
issue is that deVirgo presents verification costs in gas consumption [19, Table 2] instead of

Shttps://github.com/sunblaze-ucb/Virgo
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Table 4: Comparisons of HyperFond to other distributed SNARK generation protocols. Notations
are the same as those in Table 1, except that Setup is classified into three categories as circuit-
specific (each circuit requires a unique trusted setup), universal (a single trusted setup generates
some parameters that can be reused for all circuits) and transparent (requires no trusted setup).

Protocols P; (PIOP) P; (PCS) Comm. || and V Setup Fully? | PQ?

DIZK [18] O(TogZ (T)) | O(T1ogZ (T)) O(N) o(1) Circuit-specific| v x
Pianist [20] O(TlogT) o(T) O(M) 0(1) Universal v X
Hekaton [21] O(TlogT) o(T) O(M) O(log M) Circuit-specific | v X
HyperPianistK o(T) o(T) O(MlogT) O(log N) Universal v X
HyperPianist? o(T) o(T) O(MlogT) O(log N) Transparent v X
Cirrus [23] o(T) o(T) O(MlogT) O(log N) Universal v X
Soloist [24] O(TlogT) O(TlogT) O(M) 0(1) Universal v X
deVirgo [19] o(T) O(TlogT) O(N) O(log? (N)) Transparent X v
HyperFond (ours) o(T) O(TlogT) |O(Mlog? (T))| O(Mlog? (T))| Transparent v v

Table 5: Comparisons of HyperFond to deVirgo. As in deVirgo, to generate a proof for M signature
verifications, we use M machines.

Proving time (s) P; / Total Comm. (MB) Proof size (MB)
Num. of sigs|Circuit size |deVirgo [HyperFond (ours)| deVirgo |HyperFond (ours)|deVirgo|HyperFond (ours)
8 221 12.52 8.44 942/7516 13.2/92.2 1.86 105
32 276 12.80 8.82 1034/33013 13.2/408 1.86 421

time. To keep fairness, our comparison focuses on proving time, communication cost, and
proof size, which still align with the theme of distribution.

As in Table 5, for each M, HyperFond achieves a significant improvement in proving

time and communication costs, at the cost of larger proof size. In particular, for 32 parallel
circuits, HyperFond takes 8.82s to generate a proof using 408MB communication costs, and
the derived proof size is 421MB. Compared to deVirgo, we achieve a 1.45 x speedup, with
98.8% reduction in communication costs, while 226 x proof size. In conclusion, the proving
efficiency of HyperFond, including time and communication, is remarkable in data-parallel
circuits (in particular, EdDSA signature verification parallel circuits), even when we set
¢ = 565; while from the perspective of verification, the rather large proof size reveals its
limited capability for large number of parallel subcircuits.
Remark 5: The large proof size essentially results from (i) the trade-off between field-
agnosticity and repetition parameter ¢, and (ii) the way we distribute BaseFold with poly-
logarithmic communication. For the former part, if we apply the BaseFold PCS to Reed-
Solomon codes [52] (i.e., trading field-agnosticity for a lower soundness error), ¢ can be
adjusted to be around 250 to maintain 100+ bits of security, shrinking more than 50% of
the proof size; for the latter part, this is actually an interesting trade-off between commu-
nication cost and proof size, within the context of post-quantum security.
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6

Conclusions and Future Directions

We introduced HyperFond, the first distributed SNARK enjoying a transparent setup, post-
quantum security, and polylogarithmic communication costs, as well as field-agnostic prop-
erty. Experimental results demonstrate its linear scalability and high efficiency.

For future directions, a possible optimization is to reduce the prover complexity to be

strictly linear. Besides, we successfully bound the communication costs to be polylogarith-
mic, but the proof size and verification time in HyperFond PCS grow linearly with M, the
number of sub-provers. It remains open whether we can remove the O(M) overhead while
keeping sublinear communication costs.
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