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Abstract

Witness Encryption (WE) is a powerful cryptographic primitive, enabling applications that would
otherwise appear infeasible. While general-purpose WE requires strong cryptographic assumptions,
and is highly inefficient, recent works have demonstrated that it is possible to design special-purpose WE
schemes for targeted applications that can be built from weaker assumptions and can also be concretely
efficient. Despite the plethora of constructions in the literature that (implicitly) use witness encryption
schemes, there has been no systematic study of special purpose witness encryption schemes.

In this work we make progress towards this goal by designing a modular and extensible frame-
work, which allows us to better understand existing schemes and further enables us to construct new
witness encryption schemes. The framework is designed around simple but powerful building blocks
that we refer to as “gadgets”. Gadgets can be thought of as witness encryption schemes for small tar-
geted relations (induced by linearly verifiable arguments) but they can be composed with each other
to build larger, more expressive relations that are useful in applications. To highlight the power of our
framework we methodically recover past results, improve upon them and even provide new feasibility
results.

The first application of our framework is a Registered Attribute-Based Encryption Scheme [Hohen-
berger et al. (Eurocrypt 23)] with linear sized common reference string (CRS). Numerous Registered
Attribute-Based Encryption (R-ABE) constructions have introduced though a black-box R-ABE con-
struction with a linear—in the number of users—CRS has been a persistent open problem, with the
state-of-the-art concretely being ~ N8 (Garg et al. [GLWW, CRYPTO 24]). Empowered by our
Witness Encryption framework we provide the first construction of black-box R-ABE with linear-sized
CRS. Our construction is based on a novel realization of encryption for DNF formulas that leverages
encryption for set membership.

Our second application is a feasibility result for Registered Threshold Encryption (RTE) with suc-
cinct ciphertexts. RTE (Branco et al. [ASIACRYPT 2024] is an analogue of the recently introduced
Silent Threshold Encryption (Garg et al. [GKPW, CRYPTO 24]) in the Registered Setting. We revisit
Registered Threshold Encryption and provide an efficient construction, with constant-sized encryption
key and ciphertexts, that makes use of our WE framework.
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1 Introduction

A public-key encryption scheme allows us to encrypt a message to a public key such that a receiver in
possession of the corresponding secret key can learn the message. Witness Encryption [GGSW13] gen-
eralizes this notion by allowing us to encrypt a message to a statement u in some NP relation R. Any
receiver in possession of a valid witness w of the statement u can learn the message. Extractable Witness
Encryption [GKPT13] further guarantees that for any receiver that breaks semantic security of ciphertexts
encrypted to a statement u, there exists an efficient extractor that can extract a valid witness w of u.

Witness Encryption (and its variations) for all NP relations is a very powerful primitive that can be
used to build a wide range of cryptographic primitives including public-key encryption, identity-based
encryption, attribute-based encryption (ABE) for circuits [GGSW13] and Turing Machines [GKPT13],
multi-party non-interactive key exchange [Zhal6], distributed broadcast encryption [FWW23], regis-
tered attribute-based encryption (R-ABE) [FWW23], oblivious transfer (OT) [BGI"17], and laconic ar-
guments [FNV17, BISW18].

Initial works building general purpose Witness Encryption relied either on multilinear maps [GGSW13,
GLW14] or on general purpose Indistinguishability Obfuscation [BGI*01, GGH"13]. More recently, there
has been a line of work [CVW18, Tsa22, VWW22] that leverages lattice based assumptions [Wee22, Tsa22]
to give a direct construction of Witness Encryption that is arguably simpler than prior approaches. While
promising, these assumptions remain non-standard and in some cases have shown to be insecure (see
for example [BfJWZ4, DJM 25, AMYY25, HJL25]) and the constructions still quite inefficient. Therefore,
general purpose Witness Encryption is to-date widely regarded as a heavy cryptographic primitive, both
in terms of assumptions and efficiency.

Alongside the above efforts, we have also seen the emergence of special purpose Witness Encryption-
like schemes that target specific relations. The main advantage of these schemes is that they are typically
simpler, black-box constructions and often orders of magnitude more efficient - to the point where they can
be implemented and deployed in real world systems. Moreover, they can be built from weaker assumptions
in the sense that they are not known to imply general purpose Witness Encryption.

One of the earliest examples is universal hash proofs or (as widely known) hash proof systems [CS02].
At a high level, hash proof systems allows us to sample a pair of keys (hk, hp) such that hk can be used
to “hash” any statement u to a digest (bit string). We are also guaranteed that given hp, anyone with a
valid witness w for u can recover the digest. But if the statement is false, then the digest is statistically
indistinguishable from random.! While the initial motivation for hash proof systems was to provide a
modular framework for building chosen-ciphertext secure encryption schemes [CS98], it has since been
extended to pairing-based relations [BC16], and found various applications the most prominent of which
in building password authenticated key exchange [GL03, ACP09, KV11, BBC™13, BC16], and oblivious
transfer [Kal05, ABB™ 13, BC16].

Another canonical example is the Boneh-Franklin identity-based encryption (IBE) scheme [BF01] which
can be viewed as being built from an (extractable) witness encryption scheme amounting to: “You can de-
crypt my ciphertext if and only if you know a signature [BLS01, BLS04] under a public key pk, on a message
m”? where the public key and message are part of the statement and chosen by the encryptor. To build
IBE from such a witness encryption scheme, one can simply set pk to be the master public key of the IBE
system and m to be the identity of the user. This in turn implies that signatures on identities are the keys
to decrypt messages that a user receives.

In the area of secure multi-party computation, Garg and Srinivasan [GS17] built a witness encryption

'Of course, the digest can in turn be used to encrypt messages by extracting a hardcore predicate bit via the Goldreich-Levin
technique [GL89].

*While not originally formalized as such, the extractability can be proved in the generic group model (GGM) [Sho97, Mau05],
in which we can extract a signature from any PPT algorithm that breaks semantic security by simply observing its GGM queries.



scheme where one can encrypt with respect to a commitment b, and a bit b such that an opening proof
of b to the bit b is the witness required for decryption. This was a core primitive used to build the first
two-round multi-party computation protocol from pairings [GS17]. This also inspired constructions of
two-round multi-party computation protocols from oblivious transfer [GS18, BL18]. A few years later,
Benhamouda and Lin [BL20], took this one step further such that we can now encrypt to a commitment w
and any predicate f (in P) such that the witness required for decryption is a proof that the commitment w
opens to a value w such that f(w) = 1. Again, this was a core primitive used in building the first reusable
two round multi-party computation protocol from pairing based assumptions [BL20].

We refer to the witness encryption schemes discussed above as first-generation witness encryption
schemes. In the second generation of witness encryption-like schemes, we begin to observe a notion of
succinctness in the statement. In more detail, they construct a mechanism to compress a very large statement
into a succinct digest such that the encryption algorithm only needs access to this digest, and not the
entire statement. The encryption time, ciphertext size, and decryption time are still allowed to grow with
the size of the statement. A particularly instructive example is the chameleon hash encryption [CDG"17,
DG17b], where a message is encrypted to the succinct digest h = Hash(u) of a statement u, a position
i € {1,...,|ul}, and a bit b. This comes with the guarantee that (1) the message can be recovered using
the pre-image w if the i-th bit of the statement w; = b and (2) the ciphertext reveals no information
about the message (to a computationally bounded adversary) if u; # b. This seemingly simple primitive
kicked off an entire area of laconic cryptography [CDG™ 17, GOS18, QWW18, DGGM19, DGI+19, PCFT20,
ABD™21, ALOS22, Ros22, HLL23, DKL 23, FHAS24, DGM23, GHMM24, DHMW24, DHM " 24, BDHL24]
which has many interesting applications in the field of secure computation. It also led to breakthrough
results including the first constructions of identity-based encryption from CDH [DG17b, DG17a, BLSV18],
and trapdoor functions from CDH [GH18].

Finally, we come to the third generation of witness encryption-like schemes that achieve succinctness
in both the statement, and the witness. Let R be the specific NP relation we are interested in building
a witness encryption scheme for. As in the previous generation, a large statement w is first hashed to a
succinct digest h = Hash(u), but now the witness w can also be compressed to a short proof 7 such that
checking whether (u,w) € R can be reduced to checking whether (h,7) € R’ for some smaller, related
relation R’. This allows the witness encryption schemes to be constructed with respect to R’ which in
turn leads to succinct ciphertexts and encryption/decryption time. Indeed, this is reminiscent of the pre-
processing techniques used in the succinct proof systems literature, and as we will see later, many of these
witness encryption schemes borrow techniques from this area.**

One of the first examples of such a construction dates back to the celebrated work of Boneh et al. [BGW05]
who build broadcast encryption using bilinear pairings.” Although it was not formalized as such, one can
extrapolate a witness encryption scheme in their construction amounting to: “You can decrypt my ciphertext
if and only if you know a secret key sk, corresponding to some public key pk in the set S = {pky,...,pk,}.”
Note that the statement size grows with the size of the set S, and naively using “first generation” tech-
niques would result in a ciphertext size that grows with the statement. But the key insight in [BGW05]
is that by exploiting the structure of the public keys, one can accumulate S into a constant sized digest
h = Hash(S). Furthermore, one can compute a proof 7 to prove that some public key pk was accumulated
into h, and this proof can be verified in constant time. This allows the witness encryption scheme to be

*We note that similar characteristics were achieved by bootstrapping hash encryption with garbled circuits in [CDG"17,
DG17b], but this was a non-blackbox technique that incurred a large overhead due to cryptographic primitives being evaluated
the garbled circuits. The schemes we refer to as the “third generation” are fully black box and aim to be concretely efficient.

‘Due to the compression of the relation, it is typically the case that all statements are true and hence witness encryption
(without extractability) does not offer any meaningful guarantees.

’In broadcast encryption, we can encrypt a message to any subset S of users in the system with ciphertext size sub-linear in

|S].



constructed with respect to a new relation that amounts to: “You can decrypt my ciphertext if and only if
you know a secret key sk, corresponding to some public key pk, and a proof  that pk was accumulated into
h.” Since the new relation can be checked in constant time, it is now possible to build a witness encryption
scheme with O(1) encryption/decryption time and ciphertext size. Building broadcast encryption given
such a witness encryption scheme is now straightforward.

Several recent works, implicitly, use third generation witness encryption schemes to build primi-
tives that were previously only thought to be possible from general purpose witness encryption or Q.
These include registration based encryption (RBE) [GKMR23, FKdP23], distributed broadcast encryption
(DBE) [WQZD10, KMW?23], laconic private set intersection [CDG" 17, ALOS22, DKL 23], set membership
encryption [GJV23], registered functional-encryption [FFM 23], registered attribute-based encryption (R-
ABE) [HLWW23, ZZGQ23, GLWW24, AT24], batched-threshold encryption [CGPP24, CGPW24, BFOQ24,
AFP24], and silent-threshold encryption [GKPW24]. One step further, the recent works of Campanelli
et al. [CFK24] and Fleischhacker et al. [FHAS24] explicitly construct special purpose witness encryption
schemes for their applications.

Despite these techniques being very widespread in the literature, there has been no systematic study
of the techniques used to build these schemes. Even though there is an underlying common theme of first
reducing the relation of interest to a smaller relation, and then building a witness encryption scheme with
respect to the smaller relation, most of the above works do not present their constructions in this light and
there is no formal framework to guide the construction of new schemes.

We note that some of the works [BC16, BL20, CFK24, GKPW24] do make the observation that when
relations can be checked using pairing product equations with a linear verifier (see for instance [GKPW24,
Section 2.1]), then one can build a witness encryption scheme for the same relation. But this characteriza-
tion falls short on two key points:

« First, it is not useful by itself to build new witness encryption schemes. It specifies a sufficient
condition to compile the verifier of a relation into a witness encryption, but it offers little help in
constructing the verifier in the first place.

« Second, building third generation witness encryption schemes requires an intricate understanding
of the specialized area of succinct proof systems. This is key in order to guarantee soundness after
compressing the relation.

1.1 Our Contributions

Given the plethora of relations for which the community has built special purpose witness encryption
schemes, it is highly desirable to have a framework that allows us to not only easily understand existing
constructions, but also to provide a systematic way of designing new witness encryption schemes.

A Witness Encryption Framework. To overcome the above shortcomings, we build an extensible and
modular framework for witness encryption. The core building blocks of the framework are what we refer
to as “gadgets” which are simple but powerful relations. These gadgets can be composed with each other to
build a larger, more expressive relation of interest, and our framework automatically constructs a witness
encryption scheme, where the succinctness is fully captured within the gadgets. Importantly, using this
framework to build third generation witness encryption schemes does not need expertise in succinct proof
systems. This is similar to the architecture in modern zkSNARK implementations, where ZK experts im-
plement gadgets for proving commonly used primitives like hash functions or signature verification, and
non-expert developers can then use these gadgets in a black-box fashion to build their applications. We
demonstrate the power of our framework by methodically recovering previously known results, improving
upon them, and providing new feasibility results for advanced encryption schemes.



Registered Attribute-Based Encryption with a linear CRS. Attribute-based encryption (ABE) gen-
eralizes public-key encryption and enables fine-grained control to encrypted data but there is a central
trusted authority that issues decryption keys to users corresponding to their attributes. [HLWW23] intro-
duced registered ABE (R-ABE) which removes the need for a trusted authority, and instead users generate
their own keys and register them with a key curator, who is only trusted for integrity and can be audited.
The initial pairing-based R-ABE schemes [HLWW23, ZZGQ23] required a common reference string (CRS)
of size O(|U|M?), for M users in the system with U attribute space. The work of Garg et al. [GLWW24]
uses a combinatorial technique to reduce the size of the CRS, and was able to bring it down asymptoti-
cally to almost linear O(M'+°(1)). However, the concrete constants in the exponent turn out to be high;
as a matter of fact for M = 100,000 users the CRS has a size of ~ M8 To date [GLWW24] is the
state-of-the-art in CRS size of black-box constructions of Ciphertext-Policy R-ABE.°

On the other hand, other pairing-based advanced encryption schemes in the registered setting [GKMR23,
FKdP23, KMW23, GKPW24] only needing a linear-sized CRS. It has been an intriguing open problem in
the area to bring down the CRS of R-ABE to O(M ), with both a theoretical and practical interest.

In this work, we close this gap by showing a construction of a registered ABE scheme for DNF ciphertext-
policies, that for M users only requires an O (M) sized CRS. Equipped with our framework, we were able
to use the power of the KZG polynomial commitment [KZG10], that admits only a linear CRS. We compare
our scheme with the existing (Ciphertext-Policy) R-ABE schemes in the literature, in Table 1.

Most of the works in the literature on pairing-based R-ABE constructions are focusing on translating
“traditional” ABE schemes in the trusted setting to the registered setting. On the contrary, we started from
scratch with a new approach using our witness encryption framework as a core tool. We carefully designed
the R-ABE relation of the witness encryption and then composed KZG-based witness encryption gadgets
to implement it. Our framework provided us both the gadgets and the power of composition in order to
build a (special-purpose) witness encryption scheme for the delicate statement of R-ABE. Our technique is
purely algebraic and our resulting scheme black-box. Following our framework, our construction is proved
secure in the Generic Group Model (GGM) [Sho97, Mau05]. We postpone a more insightful description of
our techniques to Section 2.2.

We note that our scheme is for DNF formula policies; Although, less expressive than the policies of
prior works (e.g. Monotone Span Programs), it pushes the expressivity of prior decryption policies (e.g.
identity policy for RBE, set membership policy for DBE) that could be realized with linear-sized CRS.
Using our WE framework to incorporate more general policies while maintaining a linear-sized CRS is an
interesting future direction.

Registered Threshold Encryption. Silent threshold encryption [GKPW24] allows us to encrypt a mes-
sage to an arbitrary set of users given their public keys with a constant-sized ciphertext, such that any
threshold ¢ (chosen at the time of encryption) number of parties can non-interactively decrypt the cipher-
text any PPT adversary corrupting up to ¢ — 1 parties learns no information about the underlying message.
Silent threshold encryption assumes that, similarly to public-key encryption, the encryptor knows the
public keys of all users.

Branco et al. [BLM*24] introduced the notion of Registered Threshold Encryption, in which a key
curator aggregates the users’ public keys into a short master public key. The encryptors by having only
the concise master public key can generate a threshold ciphertext for any arbitrary set of users. However,
unlike Silent Threshold Encryption, the definition of [BLM ' 24] fixes the threshold ¢ before setup (cannot
be chosen during encryption) and the ciphertext is not succinct (has O(t) size). Furthermore, in [BLM*24]

The concurrent work of Zhu et al. [ZZC™25] gives a construction of constant-size CRS for the orthogonal notion of Key-
Policy R-ABE from Evasive LWE. However, this assumption already implies general purpose witness encryption and therefore
constant-size CRS.



|ers| |mpk| |pk| |hsk| |U] Policy Setting Security
[HLWW?23, §5] 1 1 1 1 0 Circuit io Adaptive
[FWW23] 1 [P |P| [P 00 Circuit WE Static
[HLWW23, §7] |U|M? [U] M [U| poly(\) MSP  Composite, static Adaptive
[2ZGQ23] |U|M? U] M [U| poly(\)  ABP Prime, static ~ Adaptive
[AT24] M? (max|U;])? M (max|U;|)? 00 Sp Prime, static Adaptive
[GLWW24, §4] Mo [UJ M |UJ| poly(A)  MSP Prime, ¢-type Static
[GLWW24, §5] | [U|M 1 He) |U] M |U] poly(\) MSP  Composite, static Adaptive
Our Scheme M [Uesr| M [Ues| 00 DNF Prime, GGM Adaptive

Table 1: Comparison of existing Ciphertext-Policy R-ABE schemes. crs stand for common reference string,
mpk for the master public key, pk for the individual users keys, hsk for the helper decryption information
and U for the attribute space. M is an upper bound on the number of users in the system. By U/; we
denote the ith user’s attribute set and by Uesr the set of ‘effective attributes’ currently registered in the
system. ‘MSP’ stands for monotone span programs, ‘ABP’ arithmetic branching programs, ‘SP’ general
span programs and ‘DNF’ DNF formulas. By ‘composite’/‘prime’ we refer the order of the bilinear group,
by ‘static’/‘g-type’ the type of the assumption and by ‘GGM’ the generic group model. For all the schemes
|ct| = O(|P|) and |sk| = O(1), thus we omit these metrics from the table.

each user should be attached to a index i € {1,..., M} (where M is the number of registered users).

We revisit the definition of Registered Threshold Encryption. Users in the system will first register
their public keys and corresponding identities with a key curator who is only trusted for integrity. The key
curator will then aggregate public keys of users into a succinct master public key which can then be used to
encrypt messages to any arbitrary set of identities, such that any subset of ¢ parties can non-interactively
decrypt the ciphertext. The decrypting identities and the threshold ¢ are chosen during encryption time.
Importantly, we will demand constant sized ciphertexts, and that the runtime of the encryptor only grows
with the size of the set they encrypt to. Our construction is proved secure in the GGM, and assumes a
structured common reference string, as is typical for pairing-based advanced encryption schemes (includ-
ing [GKPW?24]), and grows linearly with the number of users registered in the system.

2 Technical Overview

2.1 Overview of Our Framework

Our framework is centered around the observation that we can construct a witness encryption scheme
for a relation R so long as we can reduce R to a set of linearly verifiable relations R1, ..., R,, which we
refer to as gadget relations. In particular, a relation R is linearly verifiable if there exists a non-interactive
argument of knowledge II for R such that the verifier for II can be expressed as checking a linear system of
equations on the proof terms (Definition 5). Moreover, if the arguments Iy, .. ., IL,, have succinct proofs
(i.e., the proof size is sublinear in the size of the witness and statement) then we get a witness encryption
scheme with succinct ciphertexts.

Given the above, if we had a succinct linearly-verifiable argument for all of NP we would immediately
get witness encryption for any relation R. However, Groth [Gro16] demonstrates that such arguments are
infeasible in the pairing-based setting. Instead, we show that a number of simple but powerful relations
such as checking inner-products, BLS signatures, degree-checks and so on have succinct, linearly verifi-
able proofs. By stitching together this simpler gadgets we design witness encryption schemes for complex
relations. If needed, our framework can be extended by additional user-defined gadgets. Theorem 1 sum-
marizes the interface of our framework.



Witness Encryption from Linearly Verifiable SNARKs. The high-level flow of the construction is
that a witness for relation R is reduced to a set of witnesses in linearly verifiable relations Ry, ..., R,.
Using the corresponding proof systems Iy, ..., I, a corresponding set of proofs of knowledge w =
(m1,...,my,) are produced. We observe that so long as proofs 7y, ..., m, are linearly verifiable then =
is linearly verifiable. That is, there exists a matrix A and vector b (dependent on the instances) such that ©
is satisfying if and only if Ao7r = b. Then, following prior work, an encryptor encrypts message msg (even
without knowledge of 7) by first sampling a random vector s and computing the ciphertext ¢ = (c1, ¢2)
where ¢; < s+ A, and ca < s - b+ msg. Given a witness w for a prescribed instance in R, a decryptor
can first compute a proof 7 of w using Iy, . .., II,, and then compute msg < c1 - ™ — co.

Challenges. There are two key challenges that the above sketch glosses over: As we will see almost
always we will want to check the same witness across different relations in Ry, ..., R,. A common ap-
proach to enforce this is to have different proofs reference the same witness commitment in the instance.
In our context, however, we must ensure that we only compose gadgets that work over compatible com-
mitment schemes. A contribution of our framework is designing the appropriate language for specifying
when gadgets are intercompatible. Second, some gadgets require additional preprocessed material that are
correlated with (but not dependent on) the witness to be efficient. We show how to properly bubble up
this requirement for auxiliary material to the interface of the final witness encryption scheme. That is, we
provide a variant of witness encryption that is only efficient when additional auxiliary material is provided
in a preprocessing step.

Constructing DBE with Our Framework. To demonstrate exactly why these challenges arise, and
how we resolve them, we construct a simple witness encryption scheme that implies distributed broadcast
encryption (DBE) through our framework. Recall that, for a fixed set of parties with independent public
keys, DBE allows an encryptor to compute a ciphertext that can be decrypted by any party while having
a size that is independent of the total number of parties.

Formally, consider symmetric pairing friendly groups (G, Gr) over scalar field F with pairing opera-
tiono : G x G — Grp. Consider group generator g € G, public key pk = [sk] € G, and atagtg € G
where [sk| denotes sk - g. Recall that a BLS signature o = sk - tg on tg can be checked by checking

goo=tgopk,
We define the BLS distributed broadcast encryption relation DBE over public parameter, index, instance,

witness tuples signatures as follows.

parameters g,

index (pky, ..., pk,),
instance tg,

witness (o, 1)

DBE = goo =tgopk;

Crucially we split the statement into public parameter, index, and instance pairs to demarcate to our even-
tual witness encryption scheme and corresponding security definitions that we expect soundness to hold
so long as g is sampled honestly, and that the ciphertext should be designed to be short specifically with
respect to the index (pk, ..., pk,,).

Our goal now is to reduce DBE into a set of gadget relations. Indeed, our framework comes equipped
with gadgets for the indexed inner-product relation (with empty public parameters and instance)

parameters |,

index u, (u,w,v) € (G",F",G),
instance L, U-wW =0

witness (w, v)

[P =



and the non-zero relation

parameters |,
index L,
instance |,
witness B

NonZero = |Bl| > 1

where || B|| denotes the number of non-zero entries in B. More formally, this means that we provide
linearly-verifiable succinct non-interactive arguments of knowledge for relations closely related to |IP and
NonZero, which we explain further below. As a minor technicality, we formally realize the NonZero check
by utilizing yet another |IP gadget and a degree check gadget.

Next, our framework provides a gadget for the BLS signature relation

parameters g,
index |,
instance tg,
witness (pk, o)

Sig = goo =tgopk .

Essentially, a verifier for Sig can perform a linear check on the proof 7 < (pk, o). While this gadget is
technically not succinct, ultimately this will not be an issue as the proof is constant-sized.

At this point, we observe that given a BLS distributed broadcast encryption witness (highlighted) and
statement

(g? (pk17"'7pkn)7tg7 (O-’ 1’) ) 6 DBE

we can first compute the point vector B; € {0, 1}" that is 0 at all points except index ¢ and reduce to
checking the statement and witness pairs

(J—7 (pk]_,..-,pkn), J—7 (Blapkz) ) € 1P

(gv J—v tga (ka,O') ) € Slg
(L, 1, 1, B;) € NonZero.

Arguing the soundness of this reduction falls outside of the realm of our framework, but still requires
care. A subtle point that is leveraged is that a cheating decryptor could compute an arbitrary B; that is
not a point vector in {0, 1}", however by the aggregability and unforgeability property of BLS, providing
a valid signature for some linear combination of the public keys necessarily means that the adversary
knows secret keys for all the public keys scaled by non-zero terms. This brings out an even subtler point:
Technically, the cheating decryptor can produce a trivially satisfying witness by setting B; to the zero
vector and pk; = 0. To circumvent this, the final check enforces that B; has at least one non-zero value.

Ensuring Correlated Witnesses with Verifiable Routing. Seemingly, we have reduced DBE to the
product relation IIP x Sig X NonZero however a key caveat is that the encryptor must also enforce
that the same B; is checked in the inner-product relation and the non-zero relation and that the same
pk; is checked in the inner-product relation and the signature relation.” We use the special notation

portions of the aggregate public parameters, indexes, instances, and witness are routed to the constituent
relations according to the routing description C.

"Formally ((crsi, crs2), (idx1,idx2), (w1, u2), (wi,w2)) € Ri x Rz if and only if (crsi,idxi,u1,w1) € Ri1 and
(crsa, idxa, uz, w2) € Ro.



To enforce that the same witnesses are checked across multiple relations, we actually provide lin-
early verifiable arguments for committed variants of the original relation where the witness is additionally
checked against an additional commitment in the instance. This commitment is replicated across gadgets
in the instance to ensure consistency. Given a relation R, we denote the corresponding committed relation
with respect to a commitment scheme Com as [R]com. For simpler gadgets such as the linearly-verifiable
argument for Sig we utilize the identity commitment where the witness is copied into the instance. Con-
cretely, we provide linearly-verifiable arguments for relations [IIP](scs ip), [Sig](ip,ip), and [NonZero]scs
where SCS is a structured commitment scheme for vectors (Definition 1) and ID is the identity commitment
scheme.

An important consideration now is that gadgets to which the same witnesses are routed must also work
with respect to the same commitment schemes. This holds in our particular context because || IP](SCSJD)
and [NonZero|scs both expect SCS commitments to B; and [IIP](scs ipy and [Sig](p,ipy both expect the
identity commitment to pk;. In general the intercompatibility of gadgets depends on the user specified
routing description C. We define this property as C-intercompatibility (Definition 10) and require that tkle

user route terms to C-intercompatible gadgets to produce a linearly verifiable proof for [Rl X X Ryt o

the aggregate prover first pro-

,,,,,,,,,,,,,,, ~
|

C e e R T L L2 BTN <
duces commitments (B;, pk;, o) to the aggregate witnesses (B;, pk;, o). These commitments are routed

to the provers of each of the linearly verifiable arguments alongside the routed public parameters, indices,
instances, and witnesses. These provers produce the corresponding linearly verifiable proofs mjp, 7sig, and
TNonZero- 1he final aggregated proofto be used for decryptionis settobe w = (Ei, pk;, 0, TP, TSig, TNonZero)-
Critically, the witnesses are not committed at encryption time but rather are generated during the decryp-
tion stage.

We must still show that the aggregated proof 7 is still linearly verifiable. This follows from the obser-
vation that we can first construct a linear routing matrix (dependent on C) that appropriately duplicates
proof terms in 7r. Then by the linear verifiability of each of the segments we have that the overall proof is
linearly verifiable.

Achieving Efficiency with Correlated Auxiliary Inputs. As discussed, some gadgets require addi-
tional preprocessed material that are correlated with the witness to be efficient. This generalizes the notion

of “hints” as described by Garg et al. [GJM " 24]. Concretely given index pk = ([sk], ..., [sk,]) the IIP ar-
gument is only succinct if the prover, given a structured crs ([7],[72], ..., [7"]), is additionally provided
preprocessed auxiliary material ([sk; - 7], [sk; - 72],..., [sk; - 7"]) for alli € {1,...,n} (we use implicit

notation: given a group generator g, [sk;] denotes sk; - g). In practice, we can imagine each party posting
the auxiliary material associated with their secret key ahead of time on a bulletin board. The framework
ensures that the auxiliary material required for each of the gadgets gets bubbled up in an intercompatible
manner as a requirement for the final witness encryption scheme.

2.2 Our Registered Attribute-Based Encryption

In (Ciphertext-Policy) Registered Attribute Based Encryption [HLWW?23], users register in the system with
some attributes (e.g. “Student”, “Biology”). Then an encryptor encrypts a message with respect to a policy
over the attributes (e.g. “Professor” AND “Physics” OR “Dean”) so that only the users that satisfy the policy

can decrypt.

Basic Syntax. As is usual in the literature, we are working on the Slotted Registered Attribute Encryp-
tion model [HLWW23].® that goes as follows: On input a number of slots-users, a one-time setup is run

S[HLWW?23] showed a generic transformation that boosts any Slotted R-ABE to a fully-fledged R-ABE.
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to produce a common reference string crs < Setup(1*,m). Then each user samples locally a pair of
secret and public keys (pk;,sk;) < KGen(crs,i). Users submit their public keys together with a set of
attributes. Afterwards, a deterministic aggregator compresses the m public keys of the users, together
with a set of attributes U; from each user, into a succinct master public key (mpk, hsky, ..., hsky,) <
Aggregate(crs, (pky,U1), ..., (pk,,,Un)). Anyone with the master public key can choose a policy (a
boolean function) over the attribute space and a encrypt a message w.r.t. it ct <— Enc(mpk, P, msg).’
Finally, any user i € [m] (Jm] = {1,...,m} in our notation) can decrypt ct if their attributes satisfy the
policy of the ciphertext, i.e. msg < Dec(sk, hsk, ct) if P(U4;) = 1.

Our Starting Observation. Our main observation is that policy satisfaction is closely related to set
membership. Assume for example a trivial ciphertext policy of just one attribute P = u. Each slot ¢ can
just either possess the attribute or not. Therefore this policy is equivalent to a set membership in the
following manner: Let Z,, be the set of indices-users (in [m]) possessing the attribute u, then

PU)=1sicl,

However, we have evidence from the literature that set membership is a simpler problem to deal
with than arbitrary formulas. In fact, unlike R-ABE, we already have pairing-based advanced encryption
schemes for set membership policies with linear-sized CRS, which is essentially Distributed Broadcast
Encryption (DBE) Schemes [KMW23, GKPW24].1° Therefore we put forth the following question:

Can we leverage Witness Encryption for Set Membership to build R-ABE for formulas with linear CRS?

AND Clauses as Set Membership tests. Now we model AND policies as a system of membership tests.
To ease the presentation, we guide the reader through an example. Assume that we have m = 8 users-
indices with corresponding attribute sets Ui, . ..,Us from an unbounded attribute space u € {0,1}* as
follows:

U; = {Crypto, PL, CS}, Us = {Crypto, PhD}, Us = {CS}, Uy = {CS}

Us = {ML, PL, Prof, CS,PhD}, Us = {ML,PhD}, U; = {CS}, Us = {ML, PL, CS}.

The attributes of the users form a set that we call the set of effective attributes Uer = U1 U ... UlUs =

{Crypto, ML, PL, Prof, CS, PhD}. We further define a set for each effective attribute as:

ICrypto = {17 27 5}

Tui = {5,6,8)

ToL = {1,5,8)
Tprof = {5}

Tes = {1,3,4,5,7,8)
Tono = {2, 5,6}

Now let the AND clause policy P = ML A CS A PhD. We have that:
PU)=1< (i €Im) A (i € Ics) A (i € Iphp)

Therefore, in order to encrypt for the policy P we need an encryption scheme that composes three mem-
bership tests.

For our R-ABE the aggregator creates a succinct commitment to each set Z,,, for every effective attribute
u. These commitments are stored in the master public key.

*Typically the policy is part of the ciphertext ct.
"It is well known that Broadcast Encryption is virtually ciphertext succinct CP-ABE for the set membership policy [AY20,
BV22, Wee22]
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Witness Encryption for Set Membership over Multiple Sets. Earlier we saw that, building on our
framework, we can get a Distributed Broadcast Encryption, which is essentially a set-membership. We
recall that this consisted of

(Lv (pkla sy pkm>7 —L7 (BZ7 pkz) ) € ”P

(gv J—’ tgv (pkzv U) ) € Slg
(L, 1, 1, B;) € NonZero.
This shows that anyone in the set 1, ..., m can decrypt the ciphertext. For a set Z we add the constraint

that B; should be zero in [m] \ Z. For this we build an additional Witness Encryption gadget Zero.
Then a ciphertext for P = ML A CS A PhD is witness encryption for

(L, (pky,...,pk,,), L, (B;pk;)) €IP

(9, L, tg, (pki,0)) € Sig

(L, 4, 1, By;) € NonZero.
(L, [m]\ Zm, 1, B;) € Zero.
(L, [m]\ Zcs, 1, Bi) € Zero.
(L, [m]\ Zpnp, 1, By;) € Zero.

Since the gadgets for all these relations are based on the KZG polynomial commitment they are work over
the same CRS, of size O(m). Therefore, the overall size of the CRS is linear and, notably, also independent
from the size of effective attribute set.

General DNF Formulas. Until now we have shown how to encrypt for AND clauses. We add negation
in a straightforward way, adding a commitment of the complementary sets in the master public key, for
each effective attribute. That is, now we have both Z,, and [m] \ Z,, and —u translates to membership in
[m] \ Z,. Therefore, with this we can encrypt for general AND clauses (that also include negations).

To support general DNF formulas (OR of AND clauses) we are left with resolving the OR gates. For
this we simply give a different ciphertext for each term of OR. In more detail, let the DNF policy

P := (ML A CS APhD) V (=Prof) vV (=Crypto A PhD A Prof) Vv (PL).

For this we compute one ciphertext per AND clause ML A CS A PhD, —=Prof, etc. and the final ciphertext
is just a concatenation of 4 ciphertexts. This captures the nature of OR gate; Even being able to decrypt
one of the four ciphertexts will allow one to retrieve the message.

2.3 Registered Threshold Encryption

In Registered Threshold Encryption [BLM T 24] users that wish to decrypt-namely decryptors—locally sam-
ple their secret and public key, (sk;, pk;) <— KGen(crs). Then, similarly to Registered Attribute-Based En-
cryption, ‘register’ their public key with a deterministic aggregator that comperesses all the public keys
into a master public key mpk. The latter should be succinct in the number of decryptors (i.e. much smaller
than (pky, ..., pk,,)). Anyone can encrypt a message msg for a committee of decryptors S and a thresh-
old ¢, ct < Enc(mpk, S, t, msg), so that any subset of D C S can decrypt the ciphertext as long as it is
above the threshold ¢, |D| > t. That is, each decryptor using their secret key produces a partial decryption
o < PartDec(sk,ct) and then anyone having at least ¢ valid partial decryptions can retrieve the mes-
sage msg <— DecAggr(crs, aux, S, {0id }ideD, ct). We crucially require that the ciphertext and the partial
decryptions are succinct in S and ¢.
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For our construction, our starting point is the Silent Threshold Encryption (STE) construction of Garg et
al. [GKPW24]. STE is a closely relevant primitive that works similarly to RTE with the distinctive point that
the encryption key may not be concise. In fact, in the STE construction of [GKPW24] the encryptor holds
all the public keys pky, ..., pk,,. In order to achieve RTE we should be able to ’‘compress’ the encryptor’s
information.

We achieve this as follows. In [GKPW24] the encryptor needs to know all the individual public keys
(pky,- .., pk,,) and then form a concise commitment of the vector consisting only of the public keys in the
desired set S, (pk;)ics. The ciphertext of [GKPW24] (implicitly) contains an |IP gadget for an inner product
between the vector (pk;,,..., sz“s ) and a ’selector’ vector B representing the parties that provided a
partial decryption; B is computed (iuring decryption accroding to D. To overcome this, we observe that
one can hold from the beginning a concise commitment to the vector of all keys and then ensure that only
valid keys (i.e. keys in §) are allowed to participate in the decryption, in other words, that only parties in
the set S can be part of the selector vector B. We enforce this condition with the Zero gadget making sure
that all positions j ¢ S of B are zero. Then the concise vector is computed by the aggregator and plays
the role of the master public key.

3 Preliminaries

Notation. With \ we will denote the security parameter, with negl a negligible function, (i.e. negl(x) <
1/ f(zx) for any polynomial f), and with poly a polynomial function in its variables (they can be more than
1). For events A and B, we let Pr[A] ~ Pr[B] denote that | Pr[A] — Pr[B]| = negl(\). For brevity, we

use [n] for the set {1,...,n}, where n > 0 is a positive integer. We denote sets with calligraphic capital
letters, e.g. S,U. Given a tuple U and a set S we let Us denote {U, };cs. Vectors will be written in small
bold font, e.g. * = (x1,...,x,) and matrices in capital bold, e.g. A = (a;;); ;. For functions f and g,

we define function (f,g) as (f,g)(x1,22) = (f(x1), g(x2)). We let hom(U, V') denote the set of linear
transformations from vector space U to vector space V.

Bilinear Groups. A Bilinear Group B3, generated as (F, G1, Go, Gr, g1, g, ¢) < BG(1%), is specified
by a field F of prime order p = 290V, three groups G1, Go, Gr (the first two we call “source groups”
and the third “target group”), a bilinear map e : G; x Gy — Gy that we call “pairing” and one random
generator gi, go for each group. We use the implicit notation, i.e., [x]s := x - g5 and more generally [A]s
represents a matrix of the corresponding group elements, for s € {1,2,7}. Also, we denote the group
operation additively, [z]s + [y]s = [x + yls, for s € {1,2,t}. By [z]1 0 [y]2 = [y]2 0 [z]1 = [z - ]|,
we denote the pairing e([x]1, [y]2). We note that the way it is defined o is commutative, for instance
([al1, [b]2)T © ([c]2, [d]1) is well-defined and gives the outcome [ac + bd]r. In our constructions, we will
sometimes omit writing explicitly the Bilinear Group in the algorithms’ inputs, even though it is implicitly
taken as input.

3.1 Polynomials

Throughout the paper, we make use of univariate polynomials over the I,,, defined by the bilinear group.
In more detail, we rely on the Lagrange interpolation form: Let S = {z1,...,zax} C I be a set of field
points, we denote by L (X), L5 (X), ..., L3,(X) the Lagrange basis polynomials over S, where:

m m

X — S[j] X —x;

L3(X) = || — = || -7

P(X) AL S-Sl A m -y
JELj#i JELj#i
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Each L? has the property that LY (x;) = 1 and L$(z;) = 0 for each j € S\ {i}. The polynomial
F(X) =y LY (X) + ...+ ynm Ly (X) interpolates the points {(z1,1), ..., (s, yar) }. In this work will
mostly focus on two types of sets S, either the set of M-th roots of unity: Q = {w', ..., w"} or arbitrary
subsets U C {0, 1},

The vanishing polynomial over a set V = {v1, ..., v} C F is defined as:
k k
Zy(X) = [[(X = VIi]) = [](X = w).
i=1 i=1

We recall a useful property, if f(X) is divisible by Zy(X), i.e. there is a quotient polynomial Q(X) such
that f(X)/Zy(X) = Q(X), then f(v1) = ... = f(vx) = 0.

Generalized Univariate Sumcheck. [RZ21] constructed a generalized variant of the univariate sum-
check [BCR™19] that works over arbitrary domains. We recall their construction but generalize to support
inner product arguments instead of just a sumcheck.

Lemma 1. Let D = {dy,...,d,} C F be an arbitrary domain of size n and Zp(X) be the vanishing
polynomial over D. Let A(X) € F[X], be a polynomial of arbitrary degree, andb = (b1, ...,b,) € F". For
any z* € F \ D, we define the polynomial B(X) := Y 1 | b; - LP(2*)~1 - LP(X). We then have that for all
z* € F\D,> " | bi-A(d;) = s iff there exist polynomials Q z(X ), Q x (X)) such that deg(Qx (X)) < n—2,
and

A(X)-B(X) = s+ Qx(X) - (X —2") + Qz(X) - Z(X)

When D is a smooth multiplicative domain such as the roots of unity, we can set * = 0 to recover
the univariate sumcheck.

3.2 Generic Group Model

Our security proof is based on the Generic (Bilinear) Group Model [Sho97, Mau05]. A ‘generic’ adver-
sary does not have concrete representations of the elements of the group and can only use generic group
operations. This model captures the possible ‘algebraic’ attacks that an adversary can perform.

In particular, we follow the Maurer’s GGM [Mau05], which is extended to Bilinear Groups by [BBG05].
The adversary in GGM makes oracle queries for each generic group operation she wishes to perform and
receives a handle for the resulting group element, instead of the actual element itself. We call the party
that answers the queries the ‘challenger’. The challenger keeps three lists L1, Lo, Lt of all group elements
resulted from the queries of the adversary together with their corresponding handles.

3.3 Commitment Schemes

Below we define commitment schemes and committed relations.

Definition 1 (Commitment Scheme). A commitment scheme is defined by polynomial-time algorithm CGen :
N? x td — CK that produces a commitment key given the security parameter and size parameter, a deter-
ministic polynomial-time algorithm Commit : CK x M x R — C that produces a commitment in C given a
commitment key, message, and randomness tuple such that binding holds. That is, for any PPT adversary A,
given ck < CGen(\, n,td) for randomly sampled trapdoor td, and given ((mq,r1), (ma,r2)) < A(ck) we
have that

Pr[(my,r1) # (ma,re) A Commit(ck,my,r1) = Commit(ck,ma,rs)] = negl(A).

The commitment scheme is deterministic if Commit does not use its randomness.
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Construction 1 (Structured Commitment Scheme). Consider group G over scalar field F. We construct a
structured commitment scheme SCS(G) characterized by group G over message space F™ and commitment
space G as follows.

+ Censcs(\,n, 7 € F): Output ck = ([1],['],..... [~ 1))

. Commitscs(ck,w): Output w < [wy - LP(7) + ... + wy, - LP(7)], where LP(X) are the Lagrange
polynomials corresponding to any domain D C T of size n.

Definition 2 (Committed Relation). For an indexed relation R for witnesses in space W and a commitment
scheme over messages in Ml = W we define the committed relation [R] characterized by commitment scheme
Com = (CGen, Commit) as follows

parameters (pp, ck),

R ) index idx, (pp, idx, u, w) € R,
Com =\ instance (w,u), w = Commit(ck,w)
witness w

3.4 Arguments of Knowledge

Below we define arguments of knowledge (and related notions such as linear verifiability) over indexed
relations represented as predicates over parameter, index, instance, and witness tuples. We augment the
standard notion of arguments of knowledge with an AuxGen function to capture the ability to preprocess
auxiliary material and the index in a correlated fashion from some secret material. The common reference
string generator Gen produces both the parameters of the relation pp and additional auxiliary material crs
that is dependent on the trapdoor but is purely a proof artifact (used to generate prover and verifier keys)
as opposed to material that is checked in the final relation.

To enable composition, we consider a black-box straight-line notion of extractability. Although black-
box extraction is in principle incompatible with succinctness in the standard model it is still meaningful in
idealized models (e.g., Generic Group Model, or Random Oracle Model), where the extractor is additionally
provided the prover’s oracle queries. We leave our definitions generic to the particular oracle model, which
we later specify in our constructions.

Definition 3 (Non-Interactive Argument of Knowledge). Consider an indexed relation relations R. An
argument of knowledge in oracle model p for R is defined by PPT algorithms (Gen, Prove, Verify) called
the generator, the prover, the verifier respectively and deterministic algorithms AuxGen and Digest, all with
access to p with the following interface.

« Gen(A, N,td) — (pp,crs): Takes as input security parameter A, trapdoor td, and size parameters N.
Deterministically outputs parameters pp and the argument’s common reference string crs.

« AuxGen((pp,crs),s;) — (idx;, aux;): Takes as input parameters pp, common reference string crs, and
(private) value s;. Deterministically produces a portion of the index idx; and (public) auxiliary value
aux;.

« Digest((pp,crs),idx,aux) — (pk,vk): Takes as input parameters pp and common reference string
crs, index idx, and auxiliary values aux. Deterministically outputs prover key pk and verifier key vk.

« Prove(pk, u,w) — m: Takes as input a prover key pk and an instance-witness pair (u, w). Produces a

proof .
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« Verify(vk,u,m) — {0, 1}: Takes as input the verifier key vk an instance u, and a proof w. Outputs 1
if and only if w is valid.

An argument of knowledge (Gen, AuxGen, Digest, Prove, Verify) with trapdoor space T satisfies the
following conditions.

1. Completeness: Forall (u,w, (s1,...,Sn)), given randomly sampledtd € T, (pp, crs) < Gen(\, N, td),
{(idx;, aux;) < AuxGen((pp, crs), Si) }ic[m]> such that (pp, idx, u, w) € R foridx < (idxy, ..., idxy),
(pk, vk) <— Digest((pp,crs), idx, aux) for aux < (auxi,...,aux,,), and m < Prove(pk, u,w) we
have that

Verify(vk,u,m) = 1.

2. Knowledge Soundness: There exists a probabilistic polynomial-time extractor £ such that for any
probabilistic polynomial-time adversaryProve®*, given arandomly sampled trapdoortd € T, (pp, crs) <
Gen(A, N, td), ((s1,---,Sm), u, T, tr) <= Prove*(pp, crs), { (idx;, aux;) «— AuxGen((pp, crs), i) }ic[m)
and (pk, vk) < Digest((pp, crs), idx, aux) we have that

Pr[(pp, idx, u, E((pp, crs), idx, aux, u, m,tr)) € R | Verify(vk,u,m) = 1] ~ 1

where idx < (idxq,...,idx,,), aux < (auxi,...,aux,,), and tr is the list of oracle queries and
responses made by Prove®.

Definition 4 (Succinctness). An argument of knowledge is succinct if the proof is sublinear in the size of the
index and witness.

Definition 5 (Linear Verifiability). A non-interactive argument of knowledge 11 for a committed relation
R is linearly verifiable over hom(W, V') if there exists some linear transformation Ay ,, € hom(W, V') and
byk,u € V such that

II.Verify(vk, (w,u),7) =1 & Ao (W, 7)=byk 4.

Likewise, a committed relation R is linearly verifiable over hom(W, V') if there exists an argument of knowl-
edge 11 that is linearly verifiable over hom (W, V') for R.

Definition 6 (Reduction). For relations R and Ry in NP, a reduction Il from R to Ra (denoted1l : Ry —
R consists of two polynomial-time, deterministic, invertible functions, the instance map pinst and the witness
map wit, such that for (ua, wa) < pwit(pp, idx, w1, w1) and uhy < @inst(u1) we have that ug = u!, and
(pp, idx, ug, wa) € Rao if and only if (pp, idx, ui, w1) € Ri.

4 A Framework for Witness Encryption

In this section, we formally construct our framework for witness encryption, which given a reduction from
arelation R to intercompatible gadget relations R1, . . . , R, with succinct linear verification (Definition 5)
produces a succinct witness encryption scheme for R.

We begin by formally defining witness encryption augmented with auxiliary material correlated with
satisfying witnesses. As with the definition of arguments of knowledge, we consider a black-box straight-
line notion of extractability with respect to a generic oracle.

Definition 7 (Witness Encryption). A witness encryption scheme in oracle model p for an indexed relation
R consists of the following algorithms with access to p.
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« Gen(\, N,td) — (pp,crs): Takes as input a security parameter \, length parameter N, and trapdoor
td. Deterministically outputs the (structured) public parameters pp and common reference string crs.

« AuxGen((pp,crs),s;) — (idx;, aux;): Takes as input public parameters pp and common reference string
crs and (private) value s;. Deterministically produces a portion of the index idx; and (public) auxiliary
value aux;.

« Digest((pp,crs), idx,aux) — (ed,dd): Takes as input public parameters pp, and common reference
string crs, index idx, and auxiliary values aux. Deterministically produces a public encryption digest ed
and decryption digest dd.

« Enc(ed, u, msg) — ct: Takes as input an encryption digest ed, instance u, and message msg. Outputs
a ciphertext ct.

« Prove(dd, u,w) — m: Takes as input a decryption digest dd, instance u, and a witness w. Produces a

proof .
« Dec(ct, ™) — msg: Takes as input a ciphertext ct, and a proof w. Outputs msg if 7 is valid.

A witness encryption scheme (Gen, AuxGen,Digest, Enc, Prove, Dec) over trapdoor space T for relation R
satisfies the following conditions.

1. Perfect Correctness: For all (u,w,s), given randomly sampled td € T, (pp, crs) < Gen(\, N, td),

{(idx;, aux;) <— AuxGen((pp, crs), s;) }ic[m] such that (pp, idx, u,w) € R foridx « (idxq, ..., idxy),
(ed,dd) < Digest((pp, crs), idx, aux) for aux < (auxy,...,aux,,), and w < Prove(dd, u, w) we
have that

Dec(dd, Enc(ed, u, msg), m) = msg.

2. Extractable Security: There exists a probabilistic polynomial-time extractor € such that for any prob-
abilistic polynomial-time adversary A, given a randomly sampled trapdoor td € T, (pp,crs) <«
Gen(A, N, td), ((s1,---,Sm),u, (mo,m1),tr1) <« A(pp,crs), {(idx;,aux;) < AuxGen((pp, crs),

Si) tic[m)> (ed,dd) < Digest((pp,crs),idx,aux), b & {0,1}, ¢y < Enc(ed,u,my), (b trg) «
A(cp), we have that given

we have that
Pr[(pp, idX, u, 5((pp> CI’S), idX, aux, u, (’I?’L(), ml)’ (trh tl’2))) S R] Z€— negl()\>

where idx < (idxq, ..., idx,,), aux < (auxi,...,aux,,), and (tri,try) are the list of oracle queries
and responses made by A.

Definition 8 (Succinctness). A witness encryption scheme is succinct if the ciphertext size is sublinear in the
size of the index and witness.

Below we formally define the routed product relation, which routes aggregate public parameters, in-
dices, instances and witnesses into a set of sub-relations according to a routing description C.
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Definition 9 (Routed Product Relation). Consider relations R, ..., R, and consider routing description
C = (Ccrs,Cipx; Cins, CwiT) where Ccrs, Cipx, Cins, and Cwit are each tuples of sets. We define routed
product relation over Ry X --- X Ry, characterized by C as follows.

parameters pp, (ppCCRSJ ) idXCIDX,l » UCiNs 1 5 wCWIT,l) € Ru,

B - index idx
1Ry X X Rpytr, = . ’
S e instance u, )
witness w (PPCcrs + 10X Cipx 1 UChs  Werr,n) € R

We will omit C when clear from context.

To ensure that the set of gadgets used are intercompatible with respect to a routing description C (e.g.
support the same witness commitments) we define the notion of C-compatibility. Because each gadget
separately specifies Gen and AuxGen algorithms, we must additionally ensure that gadgets have compatible
generator algorithms (with respect to C) so that we can sample the crs and auxiliary information once with
respect to the same trapdoor and secret information and route accordingly.

Definition 10 (Intercompatibility). For i € [n] we say arguments of knowledge I1; = (Gen;, AuxGen;,
Digest;, Prove;, Verify,) for [Ri](ccen;commit,) OVer trapdoor space T; are C-intercompatible for C =
(Ccrs, Cipx, Cins, Cwi) if there exists tuples of functions Gen’ where Gen), is over trapdoor space T, AuxGen’,

! s x/ R / T ! J— / S /
CGen’ and Commit’ such that Gen; = GenCCRS’i, Ti = Cers.i? AuxGen; = AuXGenme,i’ CGen; = CGenCW”’i

and Commit; = Commit, .
WIT, i
We now proceed to the actual construction of our framework.

Construction 2 (Witness Encryption from Linearly Verifiable Proofs). Consider a reduction II from R

77777777777 A

to [721 X oo X R”Jc for C = (Ccrs, Cipx, Cins, CwiT) such that for i € [n] there exist a (succinct) non-

interactive, argument of knowledge I1; = (Gen;, AuxGen;, Digest, Prove;, Verify;) for [Ri](ceen; comnit,)
over trapdoor space T; that is linearly verifiable over hom (U fi, szé). Consider the n’-tuple of functions Gen’
where Gen] is over trapdoor space T, such that T; = 7ZCRS,i guaranteed by the intercompatibility property.

We construct a succinct witness encryption scheme for R over trapdoor space T' = Ty X - -+ X T, as follows.

« Gen(\, N, td € T"): Consider a tuple of generators Gen such that Gen; = Gen’cCRS . guaranteed by the
intercompatibility property. Compute the public parameters and common reference string

(pp},crs}) — Gen}(/\, N, td;)
and output public parameters pp’ and common reference string crs’.

« AuxGen((pp’,crs’),si): Consider the tuple of auxiliary generators AuxGen' such that AuxGen; =
AuxGeng . Compute

(idxy, ;, aux, ;) < AuxGen((pp’, crs’), si)
and output index idx}, and auxiliary index auxj,.

. Digest((pp’,crs’), (idx), ..., idx},), (aux}, ..., aux),)): Compute the prover and verifier keys
(pk;, vk;) < DigeSti((PP/c.Dx,,» crs,me,i)’ (idx'lCIDM7 . ’idX;nme,i)’ (aux'lCInyi, o aux;nCIvai))

fori € [n] and output the encryption digest vk and the decryption digest (pk, crs’, pp’, (idx], . .. ,idx},,)).
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« Enc(vk, u, msg): Let @inst be the instance map guaranteed by I1. Compute the reduced instance u’
@inst(u) and the corresponding routed instance u; = u(, . fori € [n]. Sample random s and let

s = (s',...,s2ien i), Parse (vky,...,vk,) < ed. Consider the linear transformation Ay wk; and
the target b; ., \k, guaranteed by the linear verifiability property. Additionally, let M; be the routing
matrix such that M; o (W', m) = (wg,, ., ;). Given random oracle H, output ct < (ct1, ctz) where

Aty vk, Mi b1,uy vk,
ct; < s- : Cto+ H | s- : + msg.
An,un,vkn M, bn,un,vk,,L
. Prove((pk,crs’,pp’, (idx}, ..., idx},)),u,w): Let oy be the witness map guaranteed by I1. Com-

pute the reduced instance-witness pair
(u,w') « puic(ers’, (idx], ..., idx],), u, w).

Consider the tuple of functions Commit’ be such that Commit; = Commitp, . guaranteed by the
intercompatibility property. Compute the witness commitments

—/ s/ / /
w; < Commit;(crs’, wy).

Compute the routed instances u; <— uaNs , witnesses w; <— w/Cqu _, and witness commitments w; <

k3 k3

E’CWW Jorie [n]. Compute the proofs for each reduced relation
m; « II;.Prove(pk;, (W;, u;), w;)
Compute and output the aggregate proof (w’, 7).

« Dec(ct, (w’,)): Parse (cty,cty) < ct. For random oracle H, output the decrypted message msg +—
H (cty o (w’, 7)) — cto.

Theorem 1(Witness Encryption from Linearly Verifiable Proofs). Consider pairing-friendly groups (G1, Go, Gr).

,,,,,,,,,,, c
non-interactive arguments of knowledge Il; for [R;|com, that are linearly verifiable over hom(Ufi, Gfi) for
U; € {G1,G2,F} and ¢;, ¢; € N, Construction 2 produces a (succinct) witness encryption scheme for R in the
GGM and ROM.

, such that there exists C-intercompatible (succinct)

Proof. Correctness follows by inspection. We prove extractable security in the generic group model. Con-
sider arbitrary probabilistic polynomial-time adversary A. Suppose that for randomly sampled trapdoor
tde 7' =T/x---xT/,(pp’,crs’) < Gen(\, N, td), (s, u, (mg, m1),tr1) < A(pp’, crs’), (idx’, aux’) +

AuxGen((pp’,crs’),s), (ed,dd) «+ Digest((pp’,crs’),idx’,aux’), b & {0,1}, ¢, < Enc(ed,u,my),
(b, trg) < A(cp), we have that

1
Prt) =b] == +¢
2
We must construct a corresponding extractor £ such that

Pr[(pp’,idx’,u, E((pp’, crs’), idx’, aux’, u, (mg, m1), (tri, tra))) € R] = € — negl(\).

Indeed, given extractor &; for each of the gadget arguments II;, we construct extractor £ as follows
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« E((pp’,crs’),idx’, aux’, u, (mg, my), (try, tra)):

1. Observe the oracle queries in (trq,tre) to compute 7. For simplicity, we write the ciphertext
from Construction 2 as ct; = s - A, cty = H(s - b) + msg, where A € G]"*",'! s € F™ and
b € GJ'. Then we construct an extractor £ which outputs 7 such that A - 7 = b. Let E be
the event that the list of random oracle queries made by A contains s - b. Then, we have that
Pr[€" — 7] > Pr[E] — negl(\). This can be seen by viewing s as formal variables in the GGM.
Since s - b was in the list of random oracle queries, it also means that by observing the GGM
queries we can obtain a representation in terms of cty:

s-b= thlyiowi

1€[n]

Note that there can be no other types of terms can appear in the representation because the
degree of the formal variables s must be exactly one on both sides of the equation. All remain-
ing combinations of terms either do not depend on the formal variables s or have degree 2 in
s. The small loss comes because of we switch from the ‘real’ world to the GGM. Thus, if the
event E occurs, the extract succeeds with overwhelming probability. We now show that the
event F occurs with non-negligible probability. We are given an adversary such that

Pr{A(cty) — b] > % + ¢,

for some non-negligible €. This can be written as

PriA(cty) — b == - (Pr|A(cto) — 0] + PrlA(ct:) — 1])

2
:% - (Pr[A(cto) = 0 | E] - Pr[E] + PrjA(cto) — 0 | ~E] - Pr[~E))
+ 5+ (PrA(cti) = 1| E]- Pr{E] + Pr{A(cts) — 1| =E] - Pr{-E])

We now have that Pr[A(ct,) — b | =E] = 1/2 because the output of the random oracle is
uniformly random, and hence the adversary learns no information about the message unless it
queries s - b. The expression then simplifies to

Pr[A(ct,) — b :% -Pr[E] - (Pr[A(ctg) — 0| E] +Pr[A(ct1) — 1| E]) + % - (1 —Pr[E])
< 1+ P;[E]

where the inequality arises from Pr[A(ct,) — b | E] < 1. Thus, Pr[E] > 2 - ¢, and hence &’
succeeds with non-negligible probability.

2. Parse (W', (m1,...,m)) < 7
3. Compute u’ < @inst(u)
4. Fori € [n] compute

Wi gi((ppéCRS,i’ crsé’cres,i)’ idxélDX,i’auxélDX,i’ (Eéfww,i’uaNs,i)? mi, (tri, tra))

5. Compute w’ such that w}, = w;.
CwiT,i

""Note that this argument can easily be extended to the more general case where A has entries from both G1 and Go.
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6. Compute and output w < @ (pp’, idx’, u/, w’).

We now argue that the extractor produces a satisfying witness with probability e — negl(\). Indeed, by
the above reasoning, we have with probability € — negl()\) that £ produces (w’, (71, ...,m,)) + 7 such
that

Veriin (Vkiv (Eéwn—,i) uéws?i)v 7ri) =1
for vk; < dd; in the first step.

Then, by the independence of trapdoors for each of the Gen’ algorithms, and by the knowledge sound-
ness of I1;, if £ successfully produces an accepting proof , for

Wi <= 8i((pp,CCRS,i’ crs,CCRS,i)’ idxélDX,i’ auxélDX,i’ (Elcww,i7 uéle,J’ i, <tr1’ tr2)) (1)

we have that

Pr[(pp,CcRSJﬂ idxlC|nyi7 (E/CVWT,Z" u,clNS,i)7 wl) e [RZ] (CGeni,Commiti)] ~ 1 (2)

foralli € [n].
Next, we must ensure that there exists w’ such that w(, = w; forall i € [n]. By the construction
of the routing matrices M, . .., M, and intercompatibility property we have that

We,,r., = Commit;(crs’, w;)

= COMit/CW.T,i (crs’, w;)
By definition, we must have that for j € CwiT;

E’. =

" = Commit/;(crs’, w; ;)

By the binding property of @’ we must have that w; ; = w; j for all ¢,7" € [n]. We refer to this value as
’w;. Then, by definition, we have that 'wéWIT = w; forall i € [n].
Next, by Equation (2) and the definition of a committed relation, we have that for all i € [n]

’ . ’ ’
(ppCCRS,i’ 'dXCIDX,i’ uCINS,i’wCWIT,i) €R;

with probability 1 — negl()). Then, by definition of a routed relation this means that

(pp’,idx’, v/, w’) 6[731 X Ryt

Then by the invertibility of IT we have that for (u, w) < @it (pp’, idx’, u’, w’) that (pp’, idx’, u, w) € R.
As such & succeeds with probability € — negl()\). O

5 Linearly Verifiable Relations

To aid in the design of witness encryption schemes from linearly verifiable arguments (Definition 5), we
construct gadgets, which are succinct linearly-verifiable arguments secure in the GGM, for various useful
relations. The succinctness is obtained by first committing to the witness using a succinct commitment
scheme and then constructing a linearly verifiable argument on top of the commitments, which can in turn
be reduced to the original relation. These gadgets can be composed with each other to build a succinct,
linearly verifiable argument for a larger relation that would enable interesting applications such as the
advanced encryption schemes that we consider in Section 6 and 7.
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Common Setup. All gadgets that we construct use an identical setup - the powers-of-tau CRS:
Gen(A\, N, 7) = ([, [7']1,. o, [TV 1), (L, (7], - (7))

where 7 < F and N is chosen to be an upper-bound on the size of the largest relation. We will show
that all gadgets can use the same CRS that is setup once. Importantly, this means the size of the CRS only
grows with the size of the largest relation and not the number of gadgets that are used.

Extensions. In all gadgets, any subset of the witness can be trivially made a part of the statement as the
resulting relation will still have linear verification. Furthermore, the groups 1, G can always be swapped
as needed for efficiency/intercompatibility with other gadgets.

5.1 Signature Relation

We start with a simple example of the signature relation. Note here that we make use of a versino where
the public key pk is defined to be a part of the witness; It could also be made a part of the statement.

Definition 11 (Signature Relation). We define the signature relation Sig as:

parameters L,
index L,
instance tg,
witness (pk, o)

Sig = [1]1 00 =tgopk .

Observe that the Sig relation corresponds to a proof of knowledge of a BLS signature [BLS01]. The
signature gadget will then, in fact, be the Boneh-Franklin IBE scheme [BF01]. Note that succinctness is
not interesting here as the relation itself is constant-sized.

Construction 3 (Signature Gadget). Let (G1, G2, Gr) be pairing friendly groups. We construct a linearly
verifiable non-interactive argument of knowledge for [Sig|ipxID-

« AuxGen(:) — L

« Digest(crs, L, L) : Output vk < crs, and pk < crs.

« Prove(pk, (tg, (pk,0))): Given o such that [1]; o o = tg - pk, output m = (pk, o).

« Verify(vk,tg, m): Parse m = (pk, o). Check that [1]; 0 0 =tgo pk.
Lemma 2 (Signature Gadget). Construction 3 is a linearly verifiable non-interactive argument for [Sig]ip in
the generic group model.

Proof. Completeness, and linear verification follows by inspection. For knowledge soundness, we can
simply output 7 to be the signature o. O

5.2 Max Degree Relation

We now move on to the first relation with an interesting notion of succinctness that we refer to as Max
Degree. The witness value is a vector of evaluations of some polynomial (say f(X)) on some domain D
specific as part of the statement. The relation is satisfied if deg(f) < d, where d is again specified in
the statement. The gadget uses a KZG-like [KZG10] commitment scheme using a powers-of-tau common
reference string with powers up to, say, N and then demanding that the prover creates a commitment to the
polynomial f/(X) = XV=4. f(X). If deg(f(X)) > d, then the prover cannot create such a commitment
because deg(f’(X)) > N, but the CRS only has powers up to N.
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Definition 12 (Max Degree Relation). We define the max degree relation MaxDeg over instance, witness
tuples as follows

parameters L,

index | D C F7 |D| =n,
MaxDeg = ;Zste;nce,(D d) (d,w) € F x F", )
b ) ) . D <
witness w deg(zz Wy Lz (X)) <d

where {LiD(X)}ie[[n]] denote Lagrange polynomials corresponding to domain D.

Construction 4 (Max Degree Gadget). Let (G, Ga, Gr) be pairing friendly groups. We construct a linearly
verifiable succinct non-interactive argument of knowledge for [MaxDeg|scs(,), with the domain of SCS(Gy )
set to the D in Definition 12.

« AuxGen(-) — L

« Digest(crs, L, L) : Output vk < crs, and pk < crs.

« Prove(pk, ((d,w),w)): Given w such that w = SCS(Ggz).Commit(w) = |} ;e wi- Li(T) 1,

compute w(X) = XN (Zie[[n]] wj - Li(X)>. Using crs, homomorphically compute, and output
7 [W(T)]1.

. Verify(vk, (d, ), n): Parse = [w(7)]1. Check that W o [Ny = [w(7)]1 o [1]a.

Lemma 3 (Max Degree Gadget). Construction 4 is a linearly verifiable succinct non-interactive argument
for [MaxDeg|scs(g,) in the generic group model.

Proof. Completeness, linear verification and succinctness follows by inspection. For knowledge soundness,
we can extract w by observing the GGM queries made by the prover to compute w. Let (w, [w(7)]1) be
expressed as:

N N
w= Zfi [+ Zfz [Ril, = Zfz ' +Z?:'i - [Ril1,
i=0 i i=0 i

where {[R;]1}; denotes all other terms that are not in the pk that Prove™ receives. By treating 7 as a formal
variable X, it must be the case that:

N N
(Zfz XZ—FZEl RZ> XN = Zfz XZ—FZZ - R;.
i=0 i i=0 i
This implies that:
. {fz = 0}¢g[07N_d_1], and {Z; = 0} as the left hand side has no terms of degree < N — d.
< A{fi= O}ie[d—i-l, ] as the right hand side has no terms of degree > N.

Simplifying the above equation, we have:

d d
Zfi X'+ Zfi ‘R = ZfiJr(Nfd) X"
=0 i i=0

Thus, w = Z?:o f‘i_,_( N—d) - [T']1, and we can extract w as the evaluations of the polynomial f(X) =
S, JEiJr(N—d) - X% on the domain D.
O
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5.3 Zero Check Relation

Next, we consider the zero check relation which enforces that a witness is zero at some set of positions
specified in the statement. The gadget works by enforcing that the polynomial interpolating the witness on
some domain, has roots on a corresponding subset of points. Concretely, let f(X) be the polynomial that
interpolates the witness vector on the domain D. It is then sufficient to check that f(X) can be written as
f(X)=2Z(X) Q(X), where Z(X) is the vanishing polynomial on the subset S C D, where we want to
enforce zero values.

Definition 13 (Zero Check Relation). We define the zero check relation Zero over instance, witness tuples
as follows
parameters L,

index L, S C [n],w e F",
Zero = .

instance S, {w; = 0}ies

witness w

Construction 5 (Zero Check Gadget). Let (G1, G2, Gr) be pairing friendly groups. We construct a linearly
verifiable succinct non-interactive argument of knowledge for [Zero|scs (g, ),

« AuxGen(:) — L
« Digest(crs, L, L) : Output vk < crs, and pk < crs.
« Prove(pk, ((S,w), w)): Given w such that w = SCS(Gz).Commit(w) = 3 ;cp, wi - Li(T), compute

QX) = (Zie[n] w; - Li(X)> /Zs(X) where Zg(X) < [[;cg(X — Dli]), and D is the domain in
SCS(Gy). Using pk, homomorphically compute and output w < [Q(T)]1.

« Verify(vk, (S,w), w): Parsem = [Q(T)]1. Using vk, homomorphically compute [Zs(T)] where Zg(X) =
[Lics(X — DI[i]), and D is the domain in SCS(Gy). Check that W o [1] = [Q(7)]1 o [Zs(T)]e.

Remark 1. [Zg(7)]2 can be preprocessed and given as part of vk when computing Digest, if the set S is
fixed/known beforehand.

Lemma 4 (Zero Check Gadget). Construction 5 is a linearly verifiable succinct non-interactive argument for
[Zero]scs(g,) in the generic group model.

Proof. Completeness, linear verification and succinctness follows by inspection. By observing the GGM
queries, we can express W, and Q[7]; as:

N N
w=> fi-[Fh+Y 2z R, Qrh=> a-[Fh+> - [Ri,
i=0 i i=0 i

where {[R;]1}; denotes all other terms that are not in the pk that Prove™ receives. By treating 7 as a formal
variable X and denoting z =), z; - R;, and 2’ = >, 2/; - R;, we have that:

N N
> fiXi4z= <Zqi-Xi —I—z') - Zg(X).
i=0 1=0

It must now be the case that:
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Since |S| > 1, we can now solve for z as:

for some s € S. We can now extract w as the evaluations of f(X) = Zf\i 1 [iX"+ fo+ 2 on the domain D
in SCS(G ). We are guaranteed that {w; = 0},c5 because the right hand side of the verification equation
evaluates to zero on the same points by definition of Zg(X). O

5.4 Indexed Inner Product Relation

The last relation we consider is the inner product relation which checks that a group element v = ), w;-u;
where v € G" and w € F". In this gadget, we make use of an additional method AuxGen which will
generate auxiliary information that will aid the Prove algorithm. At a high level, we will be using the
univariate sumcheck [BCR™ 19, RZ21] which states that for a given polynomial f(X), the inner product
of it’s evaluations over some smooth multiplicative domain D with a vector w is equal to some claimed
value s,i.e. ) ;. p f(i) - w; = s, if and only if the following equation is satisfied

A(X) - B(X) = s+ Qx(X) - X + Qz(X) - Z(X),

where deg(Qx (X)) < |D| —2, B(X) interpolates w on D, and Z(X) is the vanishing polynomial on the
domain D. Again, we can test this identity at a point 7 given the powers-of-tau crs. More accurately, we
will work with the generalized version which works over arbitrary domains as stated in Lemma 1.

In it’s original formulation, the prover needed knowledge of A(X) and B(X) in order to compute
Qx(X) and Qz(X) But recently, [GIM ™24, DCX 23] showed that this can be extended to prove a multi-
scalar multiplication over a committed set of group elements (u, .. ., u,). But we can no longer compute
the quotient polynomials as we do not know the discrete logarithms of these elements. However, one can
compute these quotient polynomials “in the exponent” if the prover is given auxiliary information which
is computed as function of the crs and the discrete logarithm of {u; };’s. AuxGen computes this information
which is then given to the prover. We refer the reader to [GJM 24, DCX 23] for a more detailed exposition.

Definition 14 (Indexed Inner-Product Relation). Consider a group G with a scalar field F. We define the
indexed inner-product relation ||P over index, witness tuples as follows

parameters L,

index u, (u,w,v) € (G",F",G),
instance 1, U-w =0

witness (w,v)

1P =

Construction 6 (Indexed Inner-Product Gadget). Let (G, Go, Gr) be pairing friendly groups. We construct
a linearly verifiable succinct non-interactive argument of knowledge for [lIP]scs(c,)xip as follows.

« AuxGen(crs, s;): Using crs, homomorphically compute
idXi < [Sz’]b
. Ne—nti
aux; < {[s;- 7], [si- 7" ]}l}jé[[n]] ;

where n is the size of the domain D used in SCS(Gy3). Output (idx;, aux;).
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« Digest(crs,idx,aux): Let D be the domain of the SCS(G2) commitment scheme. Let x* be the point
such that all Lagrange polynomials { L;(X)};c[n) over the domain D, evaluate to the same value y*
at the point v* i.e. {Li(x*) = y* }ic[n]. Note that such a point always exists and can be computed in
polynomial time using Gaussian elimination. Usingidx = ([s1]1, . .., [sn]1) and aux, homomorphically

compute C' = y* - [Zz‘e[n} s - Li(T)} 1, and Z = [Z(7)]2 and output

vk (CC*, y*a Ca Za [T]la [TN_n]lv [TN_n+2}2) [TN]Q) 3

pk < (crs, idx, aux) ,
where Z(X) = [[;cp, (X — DIi]) is the vanishing polynomial over the domain D.

» Prove(pk, (w,v), (w,v)): Given w such that w = SCS(G2).Commit(w) = 3 ;g wi - Li(7), and
V=3 i Wi [sil1 let B(X) i= 3, wi Li(X). Next, compute the unique polynomials Q x (X),
and Qz(X) satisfying

D icn] Wi - Si

" +Qx(X) - (X —2") + Qz(X) - Z(X),

> s Li(X) | -B(X) =

i€[n]
such that Q x (X) has degree at most n — 2. Further compute the polynomials
- Qx(X) = XN Qx(X)
- 5(X) = XN (Ziew w; - s,-)

Using homomorphic operations over pk compute:
7 (1Q2(M]+ [Qx (7)1 [Qx (M, o)1, ()2

« Verify(vk, (w,v),m): Check that

1. Cow =wvoly Yo+ [@x(T)h o[r =22+ [Qz(T)h o Z

N

2. [@x(Mh o[ = [Qx(T)]1 o[l

3 v o[rN]a= [B(r)h o[1]2

Lemma 5 (Indexed Inner-Product Gadget). Construction 6 is a linearly verifiable succinct non-interactive
argument for [lIP](scs(g,),1D)-

Proof. Completeness, linear verification and succinctness follows by inspection. For knowledge soundness,
we begin by first simplifying pk to be crs, {[s; - 7/]1 }ic[n] je[o,n]> s all other terms can be computed using
homomorphic operations on these terms. By monitoring the GGM queries made by the adversary, w can

be expressed as:

N
W= foi[T'l2+ > buwi-[Raila

1=0

where {[Rj;]2}; denotes all other terms that are not in the pk that Prove* receives. Using a similar
argument as in Lemma 3:

« Check 2 implies that we can compute a representation of Q x = 2?1_02 v [T,
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« Check 3 implies that we can compute a representation of v = f, o - [1]1.

By treating 7 as a formal variable X in the symbolic GGM, Check 1 then implies that:

N n—2
Z s Li(X) |- (Z fwi- X'+ wa,i . Rm‘) = fo+ (Z Jai- Xi) (X —2")+Qz(X)-Z(X)
i=0 i i=0

i€n] y

w(X)

3)
where Qz(X) is a polynomial of degree at most N — 1 because the left hand side has degree at most
N +n —1and Z(X) has degree n.

Note that we do not know Ry ;, and hence cannot yet extract a witness w € F" such that w =
Zie[[n]] w; - Li(7). However, we can extract w’ = fy, 0+ >, bw i - R24;, which will be sufficient to compute
the witness w. From the univariate sumcheck lemma 1 it must be the case that:

foo = Z s; - w(x).

zeD

By expressing w(X) = w’ + Zf\;l fuw.i - X', we have that:

N
foo = Z S; - <w/ +wa,i 'Xi> :
i=1

zeD

We now have two cases:

« If > cpsi # 0, then we can solve for w’, and hence extract the corresponding witness w as the
evaluations of w(X) on the domain D in SCS(Gy).

« If Y cpsi = 0, we start by writing Qz(X) = Zf\;l 2is X'+ a2 Ry . Again, we will solve

for 2’ = f.0+ >, a.i - Ri,i. Now we evaluate Equation 3 at X = z* and arrive at:

f N-1 '
ot (Z f+> Z(@") =0
=1

because at the point #* the Lagrange polynomials evaluate to the same value y*, and hence the left
hand size evaluates to zero. Note that * ¢ D because this would lead to a contradiction that all
Lagrange polynomials evaluate to the same value, hence Z(z*) # 0. Thus, we can solve for z’. This
in turn allows us to solve for w’ from Equation 3. Finally, we can extract the corresponding witness
w as the evaluations of w(X') on the domain D in SCS(Gz).

O]

Hard-to-Invert AuxGen. We further formalize the property of Hard-to-Invert AuxGen algorithm and
prove that it holds for the |IP gadget. The essence of the property is that: Given idx and aux outputted
by AuxGen(crs, s), it is hard to find s. This is a natural property that should hold in applications where
AuxGen is used as a public-key generation algorithm (with pk = (idx, aux) and sk = s). In particular, we
use the AuxGen algorithm of |IP for our R-ABE construction (section 6.2), therefore here we prove that it
is hard to invert.

Definition 15 (Hardness of AuxGen). Let WE = (Gen, AuxGen, Digest, Enc, Prove,Dec) be a witness
encryption scheme. Consider the following game between a PPT adversary A and a challenger C:
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1. Setup Phase. C samples crs <— Gen(\, N, td) and sends crs to A. C also initializes a set of inverted
indices Cor < () and a counter K < 0.

2. Query Phase. A chooses one of the following queries.

(a) AuxGen query. C samples a uniformly random s;, runs (idx;, aux;) <— AuxGen(crs, s;) and
sends (idx;, aux;) to A. C also updates K < K + 1

(b) Inversion query. A chooses an indexi and sends it toC. Ifi € [ K], C updates Cor <— CorU{i}
and sends s; to A.

3. Output. The adversary A outputs (i, s} ).

We say that WE has a Hard-to-Invert AuxGen if for any PPT adversary Pr[i € [ K]\ Cor AAuxGen(crs, s}) =
(idx;, aux;)] = negl(\).

Lemma 6 (Hardness of ||IP AuxGen). Construction 6 has a Hard-to-Invert AuxGen algorithm against generic
adversaries.

Proof. The proof is straightforward in the Generic Group Model. At the end of step 2 the adversary’s view
in the symbolic GGM is:

{20, o ¥

1 } for each 7 € Cor
J€ln]

{50152, s x¥)

L }je[[n]] for each i € [K] \ Cor

where S; and X are formal variables. Since all S;’s i € [K] \ Cor are formal variables then (after sampling
a random point for each formal variable) the probability of the adversary to output an s; for i € [K]\ Cor
is negl(A). O

6 Registered Attribute-Based Encryption with Linear CRS

In this section, we present our Registered Attribute-Based Encryption (R-ABE) construction, that enjoys
linear — in the number of users — common reference string. We begin by recalling the definition of R-ABE
and then proceed to our construction. We describe our construction via our witness encryption framework.
For completeness, we provide the unrolled description of our protocol in Appendix B.1.

6.1 Slotted Registered Attribute-Based Encryption

Hohenberger et al. [HLWW23] introduced the notion of Registered Attribute-Based Encryption. They,
further, introduced the simpler model of Slotted Registered Attribute-Based Encryption (Slotted R-ABE).
In Slotted R-ABE, there is a fixed number m of slots and every user is registering to one of the slots.
Then, registration is not dynamic, all m users register at once. This greatly simplifies the construction,
security and exposition of R-ABE. Furthermore, Hohenberger et al. [HLWW23], inspired by the technique
of [GHMR18], provided a generic way to bootstrap any Slotted R-ABE to a full-fledged R-ABE. It has yet
become standard to work in the simpler model of Slotted R-ABE, therefore we, also, focus on it.

Below is the formal definition of Slotted R-ABE [HLWW23]. For completeness we, also, provide the
definition of full-fledged R-ABE in Appendix A.

Definition 16 (Slotted R-ABE). A (Ciphertext-Policy) Slotted Registered Attribute-Based Encryption scheme
with attribute space U and policy space P consists of the following six PPT algorithms (Setup, KGen, isValid,
Aggregate, Enc, Dec).
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« Setup(1*,m) — crs : On input the security parameter \ and the number of slots m, the randomized
setup algorithm samples a common reference string crs. The message space M is also specified here and
is (implicitly) contained in the crs.

« KGen(crs,i) — (pk;,sk;) : On input the common reference string crs and a slot index i € [m], the
randomized key generation algorithm outputs a public and secret key (pk;, sk; ).

« isValid(crs, i, pk;) — {0,1} : On input the common reference string, a slot index i € [m] and the
corresponding public key pk;, the deterministic public key verification algorithm outputs a bit, which is
1 if pk; is well-formed.

« Aggregate(crs, (pky,U1), ..., (pk,,,Um)) — (mpk, hsky, ..., hsky,) : On input the common refer-
ence string crs and a set of m public keys with their corresponding attribute sets (pky,Ui1), . . ., (PKyys U ),
the deterministic aggregation algorithm outputs the master public key mpk and a set of m helper de-
cryption keys (hsky, ..., hsky,) corresponding to the input public keys respectively.

« Enc(mpk, P, msg) — ct : On input the current public parameters mpk, a policy function P € P and
a message msg € M, the randomized encryption algorithm outputs a ciphertext ct.

« Dec(sk, hsk, ct) — msg : On input the secret sk, the (current) helper decryption key hsk and a ciphertext
ct, the deterministic decryption algorithm outputs a message msg € MU { L }. The symbol L indicates
a syntax error.

Definition 17 (Slotted R-ABE correctness and efficiency). A slotted R-ABE scheme should satisfy the fol-
lowing correctness and efficiency properties.

« Correctness of keys. For all \, m = poly(\) and for everyi € [m]:

crs « Setup(1*, m);

o [ rovatidlers,ipk) =1+ (o sk;) « Keen(ers, )

] = negl(\)

. Correctness. Forall \,m = poly(\) and for everyi € [m], letcrs <— Setup(1*,m) and (pk;, sk;) <
KGen(crs, t). Then for all {pk;}7, ; ,; with isValid(crs,j, pk;) = 1, all messages msg € M, all
attribute setsUy, . . . , U, C U and policies P € P with P(U) = 1 we have:

Dec(sk;, hsk;, ct) = msg :
Pr (mpk7 hSkla EERE hSkm) — Aggregate(crsa (pklaul)a R (pkm,vum)); = negl()‘)

ct < Enc(mpk, P, msg)

« Compactness. |mpk| = poly(\, n,logm) and |hsk;| = poly(X\, n,logm) for eachi € [m], where
n=|UU...UlUp|

Remark 2 (Unbounded Attribute Space). In the original definition [HLWW23] the compactness property
allows |mpk| and |hsk;| to polynomially depend on the attribute space (poly(|U|)). This implies that U has
polynomial-size. To allow for unbounded attribute spaces, we modify the definition so that |mpk| and |hsk;|
only polynomially depend on the number of effective attributes (poly(n) instead), i.e. the attributes that have
been included so far in an attribute set of a registered user.

Definition 18 (Security of Slotted R-ABE). Consider the following game between a PPT adversary A and a
challenger C.

29



1. Setup Phase. C samples crs + Setup(1*, M). It also initializes a public key-secret key map Dy,
and a public key-slot index map Dy, both initialized implicitly to Dy[pk] = L and Ds[pk] = L for
every pk. It also initializes a set of corrupted keys Cor <— (). C sends crs to A.

2. Query Phase. A chooses one of the following queries.

(a) Honest key generation query. A sends a slot indexi toC. C samples a public-secret key pair
(pk;, sk;) < KGen(crs, i) for the sloti. Then, C sets Dy[pk;] <— sk; and Ds[pk;] <— i. C sends
pk; to A.

(b) Key corruption query. A chooses a public key pk and sends it to C. C finds sk < Dy|[pk] in
the dictionary. If sk = L (meaning that pk has never been generated in previous queries) then
skip this step. Otherwise, C add pk to the corrupted keys, Cor <— Cor U {pk}, and sends sk to A.

3. Challenge phase. A chooses a set of public-key attribute pairs {(pki, Us), ..., (pk},, U%)}, a
policy P* € P and two messages (msg,, msg;) and sends them to C. C for each i € [m] proceeds as
follows:

« IfDi|pk;] = L (public key chosen by the adversary, not queried) and isValid(crs, i, pk;) =0
(not valid key) then aborts the game.

« If Di[pk;] # L (public key queried) and D;[pk;] # i (queried with a different slot) then aborts
the game.

« IfDy|pk;] = L (public key chosen by the adversary, not queried) and isValid(crs, i, pk}) = 1
(valid key) then add pk] to corrupted keys Cor <— Cor U {pk; }.

Then, if for any i € [m], pk; € Cor and P*(U;) = 1 (any corrupted set of attributes satisfies
the challenge policy) then C aborts the game. Then, C runs the deterministic aggregation algorithm
(mpk, hsky, ..., hsk,,) < Aggregate(crs, (pky,Ui1), ..., (P, Unm)) and computes the challenge
ciphertext ct* <— Enc(mpk, P*, msg*).

4. Output. The adversary A outputs a bitb'.

We call an R-ABE scheme secure if for all m = poly(\) and for all PPT adversaries A it holds that Pr[b =
V'] < 3 + negl(\).

6.2 Our Slotted R-ABE Construction

We construct a Slotted Registered Attribute-Based Encryption for DNF formulas, denoted as:

where u; are attributes and b denotes negation, i.e. 1w =y and uV) = -,
Let Uy, ..., U,, be the attribute sets of the users. We define the effective set of attributes as Uessr =
U U...UUy = {us,...,u,} and, further, the sets of indices (i.e. users) that possess each attribute as
Ty, ={i€[m] :w €eUs},..., Iy, ={i € [m]:u, €U}
Then for each AND clause of a DNF policy we are working over the relation:
index (pki)ie[[m]]v (Iui)ie[[n]],ueff <(pk1a ct pkm)? w> = pka
AND = ¢ instance /\E:1 ugzﬁ) pk = [skls,

witness w, pk, sk w; =0inj e j“igﬁ)’ for 5 € [k]
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where in the above J is defined as:

[m] \Iui57 if bg = 0 and u;; € Uefr
if bﬁ =1and uiﬁ S ueff

T o =14 o2 .
Uig [m], if bg = 0 and u;, & Uess
0 ifbg = 1 and u;, & Uesr
J (o) Can be roughly seen as the complementary of the 7 b9 An instance of the relation AND
16 1/8
k 09)
((Pk)iepmls (Zu)iepnpsUert)s (J\ w;,”), (w) € F™ | € AND
B=1

decomposes as follows:

((Pki)icpmp» L, (w,pk) ) € 1IP
(L, L, w) € NonZero
(L, L, pk sk) ) € DLOG
w)

(((Iui)ie[[nﬂ,ueff , Zﬁ , € Zero, for each 3 € [x]

where
- 1ndex( ul)ze[[n}b eff
Zero = ¢ instance ugb) (J—7 ju(ﬂ)aw) € Zero

witness w

witness encryptlon scheme for AND that is built from WE schemes for the correspondlng individual rela-
tions in

according to Theorem 1.

Our R-ABE construction, for the most part, relies in a black-box way on (any) Witness Encryption
scheme WEAND for AND. In fact, WEAND suffices to construct a secure and correct R-ABE scheme for
DNF policies. However, there is a caveat in the computation of hsk; in the aggregation phase. Observe
that the formula (which is going to be the policy in our scheme) is part of the statement in AND, but the
policy is chosen in the encryption phase. For this, the Prove algorithm can only be run after the encryption
phase, which means that decryptor needs the large aux information from the aggregator in order to run;
This violates the efficiency property of succinct hsk information.

In order to overcome this we have to “open the box” of WEANP . Our solution is the following: We
let the aggregator precompute the IIP proof of the user ¢ and all possible Zero proofs, i.e. Zero proofs for

all the 2n literals ug ), ugl), R u%o), uS). Notice that WEANP works individually over each literal of the

(bg)

formula, u, ”’. Therefore, the user i at decryption time can choose-and-combine the 2n precomputed Zero
proofs according to the ciphertext-policy and the IIP proof, and is only left to compute the proof for DLOG
(which requires constant size information). Intuitively, the Aggregator computes the linear SNARK proofs
for each user, which would otherwise take O(m) time for the user to compute.

Construction 7. Let WEAND be the witness encryption scheme for the AND relation, as described above.
Below is the Registered Attribute-Based Encryption scheme.
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« Setup(1*, M) : Sample td «s F, and compute (pp,crs) < WEANP Gen(\,m, td). Output crs =
(pp,crs).

« KGen(crs) Sample a secret key sk <= F and run (&, aux'") <« WE'"P AuxGen(crs, sk) Output sk,

pk = ([/)\IZ, aux'"_ 1), where 7 is a NIZK proof of correct execution of WE'P . AuxGen(crs, sk).

« isValid(crs, pk, hint) : Parsepk = (;)I, aux'"P, 1), and check that the NIZK proof passes verification.'?

« Aggregate(crs, (pky,U1), - .., (pK,,,Um)) : Define the set of effective attributes asUess = Uy U ... U
U, == {u1,...,un} C U. Then further define a set of slots for each attribute, representing the corre-
sponding users that possess the attribute:

={ie[m]:u €l},... ={ie[m]:u, €U}

1P

For each i € [m], parse pk; := (pk aux; ' ,m;) and run

(ed, dd) + WEANP Digest(crs, ((pky)icfm]s (Zus)icfn] Uer) s (AuxIP)icqm])-
For eachi € [m] and j € [n] compute:
dd'® « WE'P Digest/(crs, (Pk;)icm]» aux!?)
hsk; o < WE"P Prove(dd!'®, L, (e;, pk;))
ddNenzero . ywEgNenZere pj gest(crs, L, 1)

hsk) o+ WENZere prove(ddNenZere | e,)
dd.ZeT° « WEZer. Digest(crs, (Zu,)ie[n]); 1)
hsk(o) . WEZero. Prove(ddZero (0)7 €;)

ij o Uy
hsk(l) « WEZero, Prove(ddlzjm, §1) €;)
wheree; = (0,...,1,...,0) is the i-th unit vector. Output

mpk = (ed, Uesr)

{hski _ (uz, hski.o, hskl o, {hsk'®), ..., hskgfg}be{o,l}) }

i€[m]
« Enc(mpk, P, msg) Parse mpk := (ed,Ues). Let the policy be the DNF formula P := \/loéof‘1 lo
and l,, : /\ ba ﬁ), where the superscript bit denotes negation or not, i.e. ugo)ﬁ = Ui, , and
ugi)ﬂ = Wi, 4 For each o € [|OR|], compute ct; < WEANP Enc(ed, lo, msg). Output ct =

(7)7&17 .. '7&|OR|)'

(P,cty,...,cty), P = \/‘OR| /\6 ) 08 gng

« Dec(sk, hsk, ct) : Parse ct := U,
hsk := (Z/l, hsko, hsk{, { hsk g ,...,hskn }be{O,l})- Compute

(L, auxPO%) « WEPLOC auxGen(crs, sk)
ddPtO¢  WEPLOC pigest(crs, L, auxPtO¢)

moLog < WEPNOC Prove(ddP-C¢, L, (pk, sk))

In our concrete instantiation, the NIZK proof can be avoided as aux'* is publicly checkable using pairings.
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and for each o € [|OR|] set mo, = (TpLOG, hsko, hskj, {hSkEZi;B)}ﬁe[[ka]ﬂ

If there is no clause « € [k, ] that is satisfied by U then output msg = L. Otherwise, assume the clause
lo+ is satisfied by theU attributes then compute: msg < WEAND Dec(ct, m,+)

Security. For the security of our construction we merely have to show that AND is a suitable relation
for R-ABE.

We assume that our underlying witness encryption schemes are secure. We will need the additional
property that WE'"” AuxGen is ‘hard-to-invert’. This is, essentially, the most natural property for any
public-key generation algorithm. Roughly speaking, it means that no PPT adversary, given a list of pk; =
WE"P AuxGen(crs, sk;), ..., pk, = WE'"P AuxGen(crs,sk,,) and an (adaptive) inversion oracle for pk’s
(returning the corresponding sk), can compute an sk’ such that pk; = WE“P.AuxGen(crs, sk’) for any
i € [n] (so long as pk; inversion was not queried). For a formal treatment and proof of the property for
WE'"P we refer to Section 5.4.

Theorem 2. Assume that WE'P, WENenZero \WEDPLOG 440 WEZ®™ gre secure Witness Encryption schemes
and WE"Y AuxGen is hard to invert, then construction 7 is a secure Slotted Registered Attribute-Based Encryp-
tion scheme.

Proof. Let A be an admissible adversary that wins the security of R-ABE game with non-negligible prob-
ability e. We construct an adversary B that inverts WE"'” AuxGen with non-negligible probability.

Adversary B interacts as a challenger with A in the R-ABE security game and with a WE"” . AuxGen-
inversion challenger C.

1. Setup Phase. B runs the setup phase of R-ABE and sends crs to .A.
2. Query Phase. BB proceeds as follows:
(a) For each honestkey generation query, for slot i, 3 asks C for a pk; = (EEZ, aux!'®) := WE"P AuxGen(crs, -)
and sends pk; to A.
(b) For each key corruption query, of pk;, B makes an inversion query to C to obtain the corre-

sponding sk; such that pk; = WE"" . AuxGen(crs, sk;) and sends it to A.

Let ct* := (P*,ct],... ,ct‘*OR|) be the challenge ciphertext. Since ctj,... ’Ct\*OR| are computed inde-
pendently there is at least one position & where A can distinguish. Choose one « € [|OR|] at random.
With probability 1/|OR| it is the one that A can distinguish with probability e.

Then there is an extractor that with probability €/|OR| outputs w, pk, sk such that:

L <(pk1) ceey pkm)aw> = pk

2. w#0
3. pk = [Skh
4. w; =0inj € J @, 4, for each § € [kq]
w,
7/&,5
Recall that
[m] \I“ia,g’ if bo,s = 0 and u;, , € Uefr
7 o = Uiy 50 if ba,,B = 1and Uiy g S Z/feff
“isf [[m]], if bag =0 and (T & Uesr
0 if bo,p = 1 and u;, , ¢ Uesr
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By definition of J (,, 4), w; = 0 exactly in all the positions that the corresponding attribute set {; does
5l

o,
ko (ba,ﬂ)

not satisfy the clause Az, u (or, in other words, j ¢ Z (, 4 for some 3 € [k4]). Also, by definition
e

ZCK,B
of an admissible adversary in the R-ABE game, none of the corrupted keys pk; € Cor of the adversary A

satisfy the target policy P*. Furthermore, w # 0 excludes the degenerate case of pk = [0]1,sk = 0, that
could be computed by B without an inversion query. This means that the extracted pk is a result of an
honest key generation query and therefore, sk has not been asked to C for inversion by B.

Finally, B outputs sk inverting WE'"? . AuxGen with probability €/|OR|. O

Lo, B

7 Registered Threshold Encryption

In this section, we formally introduce and provide a construction of Registered Threshold Encryption (RTE)
with succinct ciphertexts. First we give the formal definitions of RTE, revisiting the definition of Branco
et al. [BLM*24], and then we present our construction, using our WE framework. For completeness we
present the unwrapped construction in the Section B.2.

7.1 Definition

Here we provide the formal definitions of Registered Threshold Encryption (RTE). We revisit the definition
of RTE of Branco et al. [BLMT24] as follows:

+ We allow for dynamic choice of the threshold ¢, i.e. ¢ is chosen during encryption time,

« we formally require ciphertext compactness, i.e. the ciphertext should grow at most polylogarith-
mically in ¢,

+ we allow for identity-based decryption committees, i.e. each user is registered with an identity id.

For security of RTE, we provide semantic security definitions. Our definitions can be seen as an adaptation
of Silent Threshold Encryption [GKPW24] to the registered setting [GHMR18]. First, we begin with the
syntax of RTE.

Definition 19 (Registered Threshold Encryption). A Registered Threshold Encryption scheme with identity
space D consists of the following PPT algorithms (Setup, KGen, isValid, Reg, Enc, PartDec, PartVerify,
DecAggr).

« Setup(1*, M) — crs On input the security parameter \ and a maximum number of users M > 0,
the randomized setup algorithm samples a common reference string crs. The message space M is also
specified here and is (implicitly) contained in the crs.

« KGen(crs) — (hint, pk, sk) : On input the common reference string crs, the randomized key generation
algorithm outputs a public and secret key together the corresponding hint, (hint, pk, sk).

. isValid(crs, pk, hint) — {0,1} : On input the common reference string crs, a public key pk with a
corresponding hint hint, the deterministic hint verification algorithm outputs a bit, which is 1 if hint is
well-formed.

. Reg(crs, aux, id, pk, hint) — (mpk’,aux’) : On input the common reference string crs, the current
master public key mpk, auxiliary information aux, an identity id, a public key pk with a corresponding
hint hint the deterministic registration algorithm outputs the new master public key mpk’ and auxiliary
information aux’. (The system is initialized with a master public key mpk and auxiliary information
aux < L)
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« Enc(mpk, S,t, msg) — ct : On input the current public parameters mpk, a committee of decryptors
S C ID, a threshold t and a message msg € M, the randomized encryption algorithm outputs a
ciphertext ct.

« PartDec(sk,ct) — o : On input a secret sk and a ciphertext ct, the deterministic partial decryption
algorithm outputs a partial decryption o.

« PartVerify(ct, o, pk) — {0,1} : On input a ciphertext ct, a partial decryption o and a public key
pk, the deterministic partial decryption verification algorithm outputs a bit, which is 1 if the partial
decryption is valid.

« DecAggr(crs,aux, S, {0id }idep, ct) — msg : On input the common reference string crs, the auxiliary
information aux, the committee of decryptors S of the ciphertext, a set {oiq }idep of partial decryptions
together and a ciphertext ct, the deterministic decryption algorithm outputs a message msg € MIU{ L }.
The symbol L indicates a syntax error.

We proceed to the definition of correctness and the efficiency properties. For efficiency, we, first, re-
quire the threshold encryption ciphertexts and the partial decryption values to be succinct in the number
of decryptors. This makes the threshold encryption non-trivial. Furthermore, for the registration proce-
dure to be meaningful we require that the master public key, used for encryption, should be succinct in
the number of registered users in the system.

Definition 20 (Correctness/Efficiency of Registered Threshold Encryption). For any unbounded adversary
A, consider the following game between an adversary A and a challenger C, parameterized by A and a bound
M = poly(A).

1. Setup phase. C samples crs < Setup(1*, M) and initializes mpk < mpk,, aux < L. It
also initializes counters N <— 0, E < 0 for the number of registration and encryption queries
respectively, U < () for the set of registered identities, Cor <— () for the set of corrupted identities
and §* = L, t* = _L for the target committee and threshold respectively. It also keeps a map D
of the effective identities during encryption (implicitly initialized to D[i] = () for everyi). C sends
crs to A.

2. Query phase. A chooses one of the following queries.

(a) Registering new corrupted identity query. If N = M skip this step. Otherwise, A
chooses an identity id € 1D \ U together with a public key pk and a hint hint and sends
(id, pk, hint) to C for registration. If isValid(crs, pk, hint) = 0 skip this step. Otherwise, C
updates the counter N <— N + 1 and the setsUd <— U U{id} and Cor <— CorU{id} and then
registers (id, pk, hint) computing (mpk’, aux’) < Reg(crs, aux, id, pk, hint) and updating
mpk < mpk’, aux < aux’. C sends (N, mpk, aux) to A.

(b) Registering new honest identity query. If N = M skip this step. A chooses an identity
id € ID\ U and sends it to C for registration. C samples (hint, pk, sk) <— KGen(crs), updates
the counter N <— N +1 and the setU < UU{id} and then registers (id, pk, hint) computing
(mpk’, aux’) < Reg(crs, aux, id, pk, hint) and updating mpk <— mpk’, aux < aux’. C sends
(N, mpk, aux, pk, hint) to A.

(c) Encryption query. A sends toC a target committee set S, a target thresholdt and a message
msg € ML If§* # L NS # S* ort* # L At # t* then skip (A can only choose one target
committee and threshold throughout the game), otherwise C sets S* < S and t* < t. If
|UNS| <t (ie notat least t identities of S are registered) then skip. Otherwise, C updates
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the counter E < E + 1, sets D[E]| <— U N S* (the registered identities of the committee
during encryption) and computes ctg < Enc(mpk, S*,t*, msg) and sends back (E, ctg) to
A.

(d) Partial decryption query. A send to C an index of a ciphertext j € [E] and an identity
id. Ifid ¢ D[j] (id was not registered during encryption) or id € Cor then C sends L to
A. Otherwise, C computes the partial decryption o < PartDec(sk,ct;), where sk is the
corresponding secret key of id (C has it since id was an honest identity registration). C send o

to A.

(e) Decryption query. A sends to C an index j € [E] of a ciphertext together with a set 3
with partial decryptions {oiq idex. If |X| < t* orid ¢ D[j] (id was not registered during
encryption) for any of the id € X skip this step. If there exists (id,0yq) € X such that
PartVerify(ct;, oid, pkig) = O skip this step. C computes msg; < DecAggr(crs, aux, S*,
{oid}ides, ct).

3. After the query phase, the adversary A wins the game if there exists j € [ET such that msg; #
n']sg‘7

Let Q € poly(\) be an upper bound on the number of queries issued by A. We require the following
properties to hold for any adversary A.

« Correctness. Pr[A wins| = negl(\).

+ Master Public Key Compactness. For all queries ¢ € [Q], let mpk, be the public parameters
and Ny the registration counter respectively after the q-th query. Then for all ¢ € [Q], |mpk,| =

poly(A, log(NNy)).

« Ciphertext Compactness. For every j € [E],

ct| = poly(A, log(t*)).

« Partial Decryption Compactness. Foreveryj € [E] and everyid € D[j],

aid| = poly(A, log(|5™])).
We define security for Registered Threshold Encryption with adaptive corruptions.

Definition 21 (Adaptive Security of Registered Threshold Encryption). Consider the following game be-
tween a PPT adversary A and a challenger C.

1. Setup Phase. C initializes mpk < mpk,, aux < L and samples crs <+ Setup(1*, M). It also
initializes a counter N for the number overall of registration queries, a set Cor <— () for the corrupted
identities and a set H < () for set of honest identities. C sends crs to A.

2. Query Phase. A chooses one of the following queries.

(a) Registering corrupted key query. If N = M skip this step. Otherwise, A chooses a pk
together with a hint hint and id € ID and sends (id, pk, hint) to C. C registers (id, pkiq, hintig)
computing (mpk’, aux’) < Reg(crs, aux, id, pky, hintiq). Then updates mpk < mpk’, aux <
aux’, Cor « Cor U {id} and N +— N + 1. C sends (mpk, aux) to A.

(b) Registering honest key query. If N = M skip this step. Otherwise, A chooses an identity
id C ID and sends it to C. C samples (hintig, pkiy, skiq) < KGen(crs,aux) and registers the
identity computing (mpk’, aux’) < Reg(crs, aux, id, pkig, hintiq). Then updates mpk < mpk/,
aux < aux’, H + H U {id} and N + N + 1. C sends (mpk, aux) to A.

(c) Corrupt honest key query. A sends an identityid toC. Ifid ¢ H then skip this step. C adds
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id to the corrupted identities, Cor <— Cor U {id} and sends back to A the corresponding secret
key Skid'

3. Challenge phase. A chooses a set S* C I, a threshold t* and two messages (msg, msg;) and
sends them toC. C generates ct* «<— Enc(mpk, S*, t*, msg; ), whereb < {0, 1} is a randomly chosen
bit, and sends ct* to A.

4. Output. The adversary A outputs a bitb'.

An adversary is admissible if |S* N Cor| < t*. We call an RTE scheme secure if for all PPT admissible
adversaries A it holds that Pr[b = V'] < 5 + negl()\).

7.2 Our Registered Threshold Encryption Construction

In this section we present our Registered Threshold Encryption construction. In the following we will
denote by:

« M: The maximum number of identities that can register in the system (excluding the dummy id = 1).

« U: The set of identities are registered in the system, / = {1,idy,...,idy}. For notational conve-
nience, we include the dummy party in U/ and, further, denote || := N + 1.

« S: The committee of identities that can participate in the decryption of a certain ciphertext (excluding
the dummy id = 1.

+ D: The actual members of the committee S that provided a partial decryption (excluding the dummy
id = 1).

« Dy The identities that provided a valid partial decryption (excluding the dummy id = 1).

Clearly, Dy CDC S CU\ {1}.
We first provide a construction of Registered Threshold Encryption assuming a Witness Encryption
over the following relation. Later, we will show how to actually build such a witness encryption scheme.

Definition 22 (Aggregate BLS Threshold Signature Relation). We define the aggregate BLS threshold sig-
nature relation tBLS over public parameter, index, instance, witness tuples as follows.

{pk; € Ga}ticu,w € F",t € [|S]]
BLS = | (1), (ph b, (5.1 t8) (0" w)) | L8 (Zeetuay - 0 <t =¢ |
wyns =0, wp =1

goo* = (Xiey wi - pk;) o H(tg)
where H : {0,1}* — Go is a random oracle, and { L; };cy are the Lagrange polynomials over the domain U.

Before presenting the construction for registered threshold encryption (rTE), we examine the tBLS
relation more closely. In plain english, the relation demand that You know an aggregate signature oc* on
tg under some public key pk*, where pk™ is an aggregation of at least t different public keys from the set
{pk; Ficu-

We are now ready to describe the construction. All users sample their secret key and run AuxGen before
registering their public key, auxiliary information and corresponding identity. After this the public keys
of all users are hashed down to a short digest by running the Digest method which generates encryption
and decryption digests ed /dd. In our construction ed will be constant sized and this is the only information
required to encrypt a message to any set of users in the system such that any ¢ parties can non-interactively
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decrypt the ciphertext. The encryption algorithm of RTE will choose a random tg and run the witness
encryption’s Enc algorithm.

Now coming to partial decryptions, observe that the witness to decrypt is a signature under an aggre-
gated public key of at least ¢ parties. But to produce such a signature, we require signatures from at least ¢
different parties on tg. Thus it is natural to make the signatures themselves the partial decryptions. Given
enough of them, they can be publicly aggregated to recover the message by using the Dec algorithm.

Construction 8 (Registered Threshold Encryption). Let WE'BLS be g witness encryption scheme for the
relation tBLS of Definition 22. We construct a Registered Threshold Encryption scheme with identity space
ID =F as follows:

« Setup(1*, M) : Sample td < F, and compute crs < WE®LS Gen(\, M, td). Output crs = crs.

- KGen(crs) Sample sk < F and run (idx, atix) < WE™'S AuxGen(crs, sk). Output sk = sk, pk = idx,
hint = (aux, ), where 7 is NIZK proof of correct execution of WEB-S AuxGen(crs, sk).

. isValid(crs, pk, hint) : Check that the NIZK proof m verifies.'®

« Reg(crs, aux, id, pk, hint) : Parse aux := (U, {pk;, hint;};cr¢). Run (&1,8&) +— WE™S Digest(crs,
{pk; ticus U {pk}, {hint; }icis U {hint}). Output mpk’ = ed, aux’ = (U’, {pk;, hint; };czs U {pk, hint})

« Enc(mpk, S, t, msg) : Sample tg + {0,1}*, compute ct + WEBLS Enc(mpk, (S, t, tg), msg) and
output ct = (ct, tg).

« PartDec(sk,ct) : Parse ct := (ct, tg) and output o < sk - H (tg)
. PartVerify(ct,o, pk) : Parsect := (ct,tg). If[1]1 o ¢ = pk o H(tg) output 1, else output 0.

« DecAggr(crs,aux, S, {0id }idep, ct, tg) : Compute the polynomial B(X) that interpolates B(1) = 1
and{B(i) = 0};qp\p, and set {w; = B(i)}icyy and o™ = Y, cpw;-0;. Runw +— WE'BLS prove(aux,
(S,t,tg), (c*w)). Finally, recover the message msg < WE®S Dec(ct, 7) and output msg = msg.

Theorem 3. Let WE'BYS be a secure witness encryption scheme for the relation tBLS, then Construction 8 is
a secure Registered Threshold Encryption scheme.

Proof Sketch. Let A be an admissible PPT adversary of the RTE security game. We construct an adversary
B that, interacting with A in the RTE security game, breaks the security of BLS multi-signatures.

B initializes the crs according to the protocol and sends it to A and simulates honestly (according to
the protocol) all the queries of A. Let S*,¢* be the target set and threshold respectively and Cor and H
the final sets of honest and corrupted identities. Let ct* := (ct’, tg*) be the challenge ciphertext, where
ct = WE'BLS Enc(mpk, (S*, t*, tg), msg,). Since A is an admissible adversary |S* N Cor| < t*.

Let A have probability € of winning the RTE security game. This means that A is able to distinguish
a ciphertext for msg, and msg; of WEBLS for idx := (pk;)iccor U (Pk;)icn, u := (S*,t*, tg*). Therefore,
from the knowledge soundness of WE'BLS there is an extractor that with probability e outputs ¢*, w such
that:

1. deg (Y ;e wi- Li(X)) < [U|—t

2. wM\S* = 0,w1 =1

5. 900" = (Siqqwi - pk) o Hi(te)

BIn our concrete instantiation we do not need a separate NIZK proof as the aux is publicly verifiable for well-formedness.
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Let the polynomial B(X) = >, ,, w;L;(X), from (2) we get that B(X) = L1(X) + Y. 5. wi Li(X).
Now from (1) we get that at most |{/| — ¢ points of U were fixed when constructing B(X ), therefore unless
with negligible probability at most |U/| —¢ points of the polynomial are 0 (to apply this we take into account
that B(X) is not the zero polynomial since B(1) = 1). Thus there are at least ¢ non-zero w;’s for i € S¥,
from which recall that A has at most ¢ — 1 corrupted. Thus B3 using ¢* can break the BLS multi-signature

for public key (3,5 wi - pk;). O

7.2.1 Construction of WE®BLS

Finally, we now discuss how to actually construct WE'BLS Tt can be decomposed into four different gadgets
— IIP, Sig, MaxDeg, and Zero. The IIP allows us to provably aggregate public keys but there are three
additional checks that need to be carried out. First, we need to prove that sufficiently many public keys were
aggregated, and this can be done by using a MaxDeg check. Because if the witness w used in aggregation
interpolates to a degree I/ — ¢ polynomial on I/, it must mean that this polynomial has at least ¢ non-zero
values on the domain /. An astute reader may have already noticed that the zero polynomial also satisfies
the degree check and we wish to prevent this. To do so we simply inset a dummy party with identity 1,
and demand that w; is always 1. Coming to the final check, we only want to aggregate public keys from
the set the user has specified. So we will also demand that the polynomial is zero at all points outside of
this set.

Construction 9 (Linearly-Verifiable Aggregate BLS Threshold Signature). We construct a reduction from

Indeed, consider input instance, witness pair

(1), ({pkiticu), (S, t,tg), (0™, w)) € tBLS (4)

Let apk <= ),y w; - pk;. The tBLS relation reduces to checking:

({pk;}ics (apk , w)) € 1IP

([, J01F Y, (11, w)) € P

(g, h, (apk,a*) ) € Sig
(]~ 1), w)
(WU\S), w)

w ) € MaxDeg
w ) € Zero.

7.3 Registered Broadcast Encryption

As noted in [GKPW24], Distributed Broadcast Encryption [WQZD10, BZ14] is a special case of Silent
Threshold Encryption (with succinct ciphertexts), when simply setting the threshold to ¢t = 1.

We highlight that, similarly, one can define Registered Broadcast Encryption, where each decryptor is
registering her key with a Key Curator. The latter “aggregates” the key in the registration to a succinct
master public key mpk. Then any encryptor can encrypt to a set of users, using the succinct master public
key, and, unlike Distributed Broadcast Encryption the encryptors do not have store the keys of all the users.
One can trivially construct Registered Broadcast Encryption from any Registered Threshold Encryption, by
setting t = 1. Therefore, we omit the formally defining and constructing Registered Broadcast Encryption.
However, we note that Registered Broadcast Encryption is a direct implication of Threshold Broadcast
Encryption.
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A Registered Attribute-Based Encryption Definition

We recall the definition of Registered Attribute-Based Encryption (R-ABE). We closely follow the definition
in [HLWW23], slightly rephrased, with the main difference being that, unlike [HLWW23] (and similarly
to [AT24]), we define R-ABE for an unbounded attribute space. Additionally, our definition below is for R-
ABE with an a-priori upper bound on the number of users that it can support, namely Bounded Registered
Attribute-Based Encryption.

Definition 23 (Bounded Registered Attributed-Based Encryption (R-ABE)). A (Ciphertext-Policy) Bounded
Registered Attribute-Based Encryption scheme with attribute space U and policy space IP consists of the fol-
lowing six PPT algorithms (Setup, KGen, Reg, Upd, Enc, Dec). Setup

Setup(1*, M) — crs : On input the security parameter \ and a maximum number of users M > 0,
the randomized setup algorithm samples a common reference string crs. The message space M is also
specified here and is (implicitly) contained in the crs.

KGen(crs, aux) — (pk,sk) : On input the common reference string crs and auxiliary information aux,
the randomized key generation algorithm outputs a public and secret key (pk, sk).

Reg(crs, mpk, aux, U, pk) — (mpk’, aux’) : On input the common reference string crs, auxiliary infor-
mation aux, the current master public key mpk, a set of user’s attributestd C U, and a public key pk, the
deterministic registration algorithm outputs the new master public key mpk’ and auxiliary information
aux'. (The system is initialized with master public key mpk = L and auxiliary information aux = 1..)

Upd(crs, aux, pk) — hsk : On input the common reference string crs, the auxiliary public information
aux and a public key pk, the deterministic update algorithm outputs a helping decryption key hsk.

Enc(mpk, P, msg) — ct : On input the current public parameters mpk, a policy function P € P and
a message msg € M, the randomized encryption algorithm outputs a ciphertext ct.

Dec(sk, hsk, ct) — msg : On input the secret sk, the (current) helper decryption key hsk and a ciphertext
ct, the deterministic decryption algorithm outputs a message msg € M U { L, GetUpd}. The symbol
L indicates a syntax error, while GetUpd indicates that the current helper decryption key hsk is not
updated and a new Upd needs to be run to obtain an updated one.

Definition 24 (Correctness and efficiency of R-ABE). For any interactive PPT adversary A, consider the
following game between an adversary A and a challenger C, parametrized by \ and a bound M = poly(\).
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1. Setup phase. C initializes mpk < L, aux < L and samples crs < Setup(1*, M). It also ini-
tializes counters N <— 0, E < 0 for the number of registration and encryption queries respectively
and initializes i* = L for the target key index. It further initialized a set Uess < () for the set of
effective (registered) attributes. C sends crs to A.

2. Query phase. A chooses one of the following queries.

(a) Registering new (non-target) key query. If N = M skip this step. Otherwise, A chooses
a public pk and set of attributesUd C U and send them to C for registration. C updates the
counter N <— N + 1 and the set of effective attributes Uesr <— Uesr U U and then registers
(pk,U) computing (mpk, aux’) < Reg(crs, mpky_q,aux,U, pk) and setting aux < aux’.
C sends (N, mpky, aux) to A.

(b) Registering the target key query. Ifi* # 1 or N = M , skip this step. Otherwise, A
chooses a set of attributes U™ and sends it to C. C then updates the counter N <— N + 1 and
the set Uefr <— Ueir UU™, samples a new key-pair (pk™, sk™) <— KGen(crs, aux), registers the
key (mpky, aux’) < Reg(crs, mpky_q, aux,UU*, pk™), computes the helper decryption key
hsk* < Upd(crs, aux, pk), updates aux < aux’ and sets the target key index to i* < N.C
sends back (N, mpky, aux, pk*, hsk*, sk*) to A.

(c) Encryption query. A sends to C sends an indexi € {i*,..., N} of a master public key
(computed after the target key’s registration), a message msg € M and a policy P € P. If
the target key has not been registered i* = L or the target key’s attributes do not satisfy the
policy P(U*) # 1 then C sends back L to A. Otherwise, C updates the counter E < E + 1
and computes ctp < Enc(mpk;«, P, msg) and sends back (E,ctg) to A.

(d) Decryption query. A sends to C an index j € [E] of a ciphertext. C computes msg,; <
Dec(sk", hsk®, ct;). If msg; = GetUpd then updates the helper decryption key hsk* <
Upd(crs, aux, pk*) and recomputes msg,; < Dec(sk™, hsk*, ct;).

3. After the query phase, the adversary A wins the game if there exists j € [E] such that msg; #
msgj

Let Q € poly(\) be an upper bound on the number of queries issued by A. We require the following
properties to hold for any adversary A.

« Correctness. Pr[A wins] = negl()\).

« Compactness For all queries ¢ € [Q], let mpk(@ be the public parameters, N9 the registration
counter and n\? = \Z/{e(gf)\ the overall number of registered attributes after the q-th query. Then for
allq € [Q], |mpk,| = poly(A, n(D log(N(D))). Moreover, the size of the helper decryption key hsk* is
bounded by |hsk*| = poly(\, n(?, log(N(@)).

« Efficiency of the number of updates. The total number of invocations of Upd in Step 2(d) of the
game is at most log(N).

Remark 3 (Unbounded Attribute Space). In the original definition [HLWW23] the compactness property
allows |mpk(?| and |hsk*| to polynomially depend on the attribute space (poly(|U|)). This implies that U has
polynomial-size. To allow for unbounded attribute spaces, we modify the definition so that |mpk'?| and |hsk*|
only polynomially depend on the number of effective attributes (poly(n(q)) instead), i.e. the attributes that
have been included so far in an attribute set of a registered user.
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Definition 25 (Security of R-ABE). Consider the following game Sec 4(\) between a PPT adversary A and
a challenger C.

1. Setup Phase. C initializes mpk < L, aux < L and samples crs < Setup(1*, M). It also
initializes a counter N}, <— 0 for the number of honest key registration queries, a set Cor < () for the
set of corrupted keys and a key-attribute set dictionary Dict < () for a mapping between keys and
attribute sets. C sends crs to A.

2. Query Phase. A chooses one of the following queries.

(a) Registering corrupted key query. If |Dict| = M skip this step. Otherwise, A chooses a pk
and a set of attributestd C U and sends themtoC. C registers (pk,U ) computing (mpk’, aux’) «
Reg(crs, mpk, aux, U, pk). Then updates mpk < mpk’, aux < aux’ and Dict[pk] + U,
Cor < Cor U {pk}. C sends (mpk, aux) to A.

(b) Registering honest key query. If |Dict| = M skip this step. Otherwise, A chooses a
set of attributes Y C U and sends it to C. C updates Ny, < Ny + 1, samples a key-pair
(pky, s sky, ) < KGen(crs, aux) and registers the key with the attribute set A chose (pky, ,U)
computing (mpk’, aux’) < Reg(crs, mpk, aux, U, pky, ). Then updates mpk < mpk’, aux
aux’ and Dict[pky, | <= U. C sends (mpk, aux) to A.

(c) Corrupt honest key query. A sends an indexi € {1,..., Ny} of a public key to C. C adds
pk; to the corrupted keys, Cor <— Cor U {pk; } and sends back to A the correspinding secret key
sk;

i

3. Challenge phase. A chooses a policy P* € P and two messages (msg,, msg;) and sends them to
C. C generates ct* < Enc(mpk, P*, msgy), where b <= {0, 1} is a randomly chosen bit, and sends
ct* to A.

4. Output. The adversary A outputs a bitb'.

An adversary is admissible if none of the corrupted keys’ (pk € Cor) attribute sets satisfy the policy P*. We
call an R-ABE scheme secure if for all M = poly(\) and for all PPT admissible adversaries A it holds that
Pr(b = b'] < 1 + negl(\).

B Full Descriptions of our protocols

B.1 Our R-ABE Construction Unwrapped

For completeness, below we provide the full description of our slotted R-ABE protocol of 6. When un-
wrapped, we observe that our protocol can enjoy some concrete efficiency optimizations. We observe
that the [IP and DLOG relations, when unwrapped, can be unified to a single, slightly different, IIP rela-

tion. Instead of getting the inner product of ([sky]1, ..., [sk,,]1) with the unit vector w = e; that gives
[sk;]1 = pk; as a result and then applying the DLOG gadget to the result, we can equivalently get an inner
product between ([sky]1, ..., [sk,,]1) and w = sk; 'e; = (0...,sk;*,...,0) with the requirement that

it gives the result [1]7. Intuitively this combines both IIP and DLOG into a single IIP. Moreover, this is
implicitly a non-zero check since no zero vector w can give outcome [1]7, which eliminates the need for
the NonZero relation. We incorporate these optimizations to the description of the unwrapped protocol.
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The WE equations for encryption of an AND gate, u; A ug A ... A uy, are:

Here B(X) = sk; ' L(X) is full degree, interpolating 0 everywhere and sk; ' in w’.

L [Zz,, (Mo [Bi(7)ls = [Za()l20 [Qu.(T)lx

k. [Zz,,(Dhe [Bi(T)l2 = [Za(T)]20 [Qu,(T)l1

k+1. [ZSkjL?(T)]l o Bi(m)l2 = [11 012 + [Za(T)]2 0 [Rz(T)]1 +[T]20 [Qu(T)]

k+2. [0 [Qu(T)1 = [1]20 [Qx(T)]l

%

Our unwrapped R-ABE construction is below.

Setup(1*,m) : Sample T < Z, and output:
crs = ([7'1]1, N L PO o PO [Tm]g) )
KGen(crs, i) : Sample x < Zj, and output
sk; =z, pk; = ([m]l, [z 7]1,...,[z" Tm]l).
isValid(crs,, pk;) : Parse pk; := (pk; o, Pk; 1, - -, Pk; ,) and output 1 if for each j € [m]:
[pkiol1 o [r7]2 = [Pk; ;11 0 [1]2.
Aggregate(crs, (pky,U1), . .., (pk,,, Un)) : Define the set of effective attributes as Uer = U1 U. ..U
Uy, :={u1,...,u,} C U. Then further define a set of slots for each attribute, representing the cor-

responding users that possess the attribute and its complementary, representing the corresponding
users that do not possess the attribute:

IL(L?) ={i € [m] : w1 € U;}, Il(bll) ={ie[m]:u ¢ U}
IO ={i € [m] : un € Us}, IV = {i € [m] : u, & Ui}

Also, let Q = {w!,...,w™} be a group of roots of unity of order m.

For each user i € [m] parse pk; := (pk; o,Pk; 1,-- -, Pki ) = ([ski]1, [sk;T]1, .., [sk;7™]). Using
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this information compute

C =) skLi(r)h
i=1
U =[Za()]2 = [H(T - wi)]
i=1

0" = Zo@h = | [T =) . 0 =1z;0@h = | I] (r-w)

Uy

Uy = [Z70(T)]1 = [[e-h] . UV=1ZowEh=|]] ¢-u)

ez |, - ez |,
and for all i € [m]:
) [ L2(T) 200 (7) e L (7) 20 (7)
SK. = _—_— N S i = _—
" Za(T) 5 Za(7)
hek© = | T T ekl = tn
Tl Zeln) | ’ Za(T)
hskip1 = [L3'(7)]:
i = (L EC)Y]
o Zo(T) 1
= L (r) L (1)
nekinrs = {( P e
J=1,37#i 1
Q(r) _ 12
hSkz"n+4 — |:L’L (T) Lz (O):|
T 1

hsk; nt5 = [L?(T) - L?(O)]l

Finally, output
mpk = (Cv U, {Ul(b)v SER) Uéb)}be{o 1}7ueff)

{hSkz’ = (ueffaui7 {hSkz(,bl)v hSkZ n}be{o 1}’ hSki,n+17 SRR hSkz’,n+5> }

m

i=1

« Enc(mpk, P, msg) : Parse mpk := (C,U, {Ulb), e U»r(,lb)}be{o’l},ueff). Let the policy be the DNF
formula P := V'Of‘ll and [, := /\5 LY, )

, where the superscript bit denotes negation or not,
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ie.u (0) = andugl) = —wu;_,. Further, for each a € [|OR € ko] set:
Ty B a,p ta,B a,B ’

UY | ifba s = 0and u;, , € Uspr

Za,ﬁ
0., = U, ifbag=1andui, , € Usgs
' [1]2,  ifbas =0and u;, , & Uesr

U, if bo,s = 1 and u;, ; & Uefr

Then, for each clause a € [|OR|] compute the (ko + 2) X (kq + 4) matrix and k,, + 2 vector:

~Zo ... 0 U,, 0 0 0 (1]
: : : : (0]
Aa=| o Zo Ui, 0 o o |. b=|lrf

0 0 C —ZQ [T]Q 0

0 0 0 0 [y —[1)2 0]
sample a vector s, <% F*>2 and compute ct, = (s} Aq, s, b+ msg).
Finally, output the ciphertext:

ct = (P,cty,...,Ctjog|)

+ Dec(sk, hsk, ct) : Parse hsk == (Uefr,U, {hsk(), ..., hskl(b)l}be{o 1y PSKing1, - hskipgs), ct o=
(P,ct1,...,ctog)) and P := \/‘ORI 5‘* 1 Z(ba ) If there is no clause o € [ko] that is satisfied
by U then output msg = L. Otherwise, assume the clause /,+ is satisfied by the U/ attributes then
compute:

_ o . ba
(@ e () = 5K hsk" i) € U
Tor,f = [Bi(T)]Q = sk~ ! - hsky, 11, if wi,. 5 & Uerr and (box g) = 1
0, otherwise BE[IOR]]
W&*,ka*—‘rl == [Bz(T)]2 k 1 . hskn+1
Wa*,ka*JrZ = [Qz(T)]l = hSkn+2 -+ Sk hSkn+3
Ta* kox+3 — [Qm(T)]l = hSkn+4
To* ko +4 = [Q(T)]l = hskp5
-
and set w = (71'&*71, sy Tk ks TTar kg 415 Tak ko« +25 Tax ko« +3) War ke« +4) .

Finally, parse cto+ = (Cto* 1, Cta* 2, Cto+ 3) and compute:
msg = Ctgx 3 — Ctyx 2 0 .

B.2 Our RTE Construction Unwrapped

For completeness, in this section we give the full description of our Registered Threshold Encryption
scheme.
The WE equations are the following:

L [YCigey skiaLig (Mo [B(1)l2 = [1]20 aPK + [Zy(7)]20 [Qz(7)]1 + [Tl 0 [Qu(T)
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2. P20 [Qu(m)h =[1]20 [Qu(T)lx

3. [y]2o aPK =[1]10 &

4. [PV o [B(7))z = [z 0 [B()h

5. [1ie [B(M)]2 =[r—1]20 [Qo(T)l + [1]1 0 [1]2

6. [Zs(T)h o [B(T)l2 = [Zu(7)l20 [@s(T)h

In matrix form:

[B(7)]2
aPK
0 2 0 0 T PR 7 000 e 4
[FM=-N+i+1), g 0 0 0 0 —[]2 0 0 P ! [0]7
1], O 0 0 0 0 0 —Zy 0 B ne
Zs 0 0 0 0 0 0 0 —Zy [Qo (:)]11 [0]7
[Qs(m)1
Construction 10. Below is our ID-STE construction.
« Setup(1*, M): Sample T <+ F,, and output:
cs = ([t',..., [TMH) ., .., [TM+1]2) .
« KGen(crs): Sample x < IF,, and output
sk=w, pk=[z]1, hint= ([sk-7]1,...,[sk- 7).

« isValid(crs, pk, hint): Parse hint := (hinty, ..., hintar41) and output 1 if for each j € [M + 1]:
[pk]l o [Tj]g = [hintj]l o [1]2
« Reg(crs,aux, id, pk, hint) : Parseaux := (U, {pk;, hint; };cys) and settd’ < UU{id} and |U'| := N+1.

Compute the new Lagrange polynomials L¥' (X) = [l % for eachi € U', the new vanishing
polynomial Zyy(X) = [ [,y (X — i) and then using the hints compute:

Z SkiLZi/[/ (1)

iU’

mpk’ = (N+ 1, a[Zu’(T)]Q) »awd = (U’ {pk;, hinti i) -
1

(The system is initialized with mpk, = (1, [L{l}(r)]l, [Z413(7)]2) and aux = 1)
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- Enc(mpk, S, ¢, msg) : Sample ]2 <=5 Ga. Parsempk := (N, C, Zy), compute Zs(X) = [[jes(X —
id), set Zy = [ — 1]2, Zs = [Zs(7)]2 and

C —[1]2 —Zu _[7}2 0 0 0 0 0 [O]T

0 0 0 7'2}2 —[1]2 0 0 0 0 [O]T

a_ 0 M 0 0 0 - 0 0 0 |, [
[FM—N+i+1] 0 0 0 0 0 -[], o0 0 |’ [0]7

(1], 0 0 0 0 0 0 —Zy 0 [1]r

Zs 0 0 0 0 0 0 0 —Zy 0]

Sample a vector s <+ (F,)® and output
ct = ([7]2, sTA s'b+ msg) .

« PartDec(sk, ct) : Parse ct := ([]2, Cta, ct3) and output
o =sk- [y]a.

« PartVerify(ct, o, pk) : Parse ct := ([y]2, cta, ct3) and output 1 if and only iff

pko[y]a =[1]1 00

« DecAggr(crs, aux, S, {0id }idep, ct) : Compute the set Dy C D of identities with valid partial decryp-
tions:
Dy :={id € D :id € S A PartVerify(ct, oig, pkig) = 1}.

Parse aux := (U, {pk;, hint; }iczs) and then, using this information, proceed as follows:

1. Compute a polynomial B(X) by interpolating 0 on allid ¢ Dy and 1 on 1, i.e., interpolate B(X)
as B(1) = 1,{B(id) = 0}igein\p, - Then evaluate B(X) on {id}igep, and set

> B(id)Lig(7)

ideld 2
2. Set ]

wy = aPK = —( > Bid)pkig + [1]1)

U] ideDy

3. Compute
ws = [Qz(T)]1 = I%{B (id) (sk ()E)L(T)>
; Lid(T)Lj(T)>
+ B(w") skj———=—
(i%{ jeuzu‘:#id Z(r) } 1

4. Compute

w4—Qx 1—

" B(id) <sk ()—(0))]

ideld 1
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5. Compute

ws = [Qu(m)1 = | Y B(id) - skig (Lia(7) — Lia(0))

ideu 1
6. Set 1
we =6 = W(. > B(id)oig +1-cty)
ideDy
7. Compute

wr = [B(r)]y = [FMNVHHB()]y

8. Compute a KZG evaluation at 1, i.e., compute Qo(X) such that B(X)—1 = Qo(X)(X —1) and

set Br) - 1
) —
wg = [Qo(7)]1 = I:T—l] )
9. Compute a batch KZG evaluation at S*:
_ _[B(r) =0
o = @stoh = |0
Setw = (wy,...,wg) , parsect = (cty, cty, cts) and output:

msg* = ct3 — cty ow
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