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Abstract. Zero-knowledge rollups represent a critical scaling solution for Ethereum, yet their practical
deployment faces significant challenges in on-chain verification costs. This paper presents a comprehen-
sive implementation of the Tokamak zkEVM verifier, specifically optimized for the BLS12-381 elliptic
curve operations introduced by EIP-2537. We detail the complete verification architecture, from EVM-
compatible data formatting for pairing checks, multi-scalar multiplication (MSM), and elliptic curve
addition, to the non-interactive protocol design between prover and verifier.

Our key contribution lies in novel optimization techniques that substantially reduce on-chain verification
costs. Through strategic polynomial aggregation and scalar factorization, we minimize G; exponentia-
tions from 40 to 31, achieving gas savings of 108,000 units per verification. Additionally, we introduce
a dynamic barycentric interpolation method that replaces computationally intensive FFT operations,
resulting in 92-95% gas reduction for sparse polynomial evaluations. We further present proof aggre-
gation strategies that minimize precompile calls while maintaining the 128-bit security guarantees of
BLS12-381.

Our implementation demonstrates that careful protocol design and mathematical optimizations can
make zk-rollup verification economically viable on Ethereum. The techniques presented are compatible
with the upcoming Pectra upgrade and provide a blueprint for efficient on-chain verification of complex
zero-knowledge proofs. Experimental results show total gas costs reduced from 857,200 to 748,450 units
for complete proof verification, making our approach practical for high-throughput rollup deployments.

1 Introduction

Ethereum is a decentralized blockchain platform that enables the execution of smart contracts (self-executing
programs that run on a global network of nodes). At the heart of Ethereum’s execution environment is the
Ethereum Virtual Machine (EVM), a stack-based virtual machine that processes smart contract bytecode.
When we refer to ”on-chain” operations, we mean computations that are executed directly within smart
contracts on the Ethereum blockchain, where every operation consumes ”gas” (a unit of computational
effort that users must pay for in Ethereum’s native currency).

zk-SNARKSs (Zero-Knowledge Succinct Non-interactive Arguments of Knowledge) have attracted growing
attention for their role in enhancing blockchain scalability and enabling secure transactions. A zk-SNARK
is a cryptographic protocol that enables a prover to convince a verifier of the truth of a statement involving
private data without disclosing the underlying information.

Early constructions such as Pinocchio [I] and Grothl6 [2] laid the groundwork by introducing efficient
proof systems with succinct, verifiable outputs. Over time, advancements have focused on reducing trusted
setup requirements, improving prover efficiency, and enabling recursive composition. These developments
have made zk-SNARKs practical for real-world applications, particularly in privacy-preserving protocols
and scalable rollups.

To optimize certain computationally intensive operations, the EVM includes precompiled contracts (or
”precompiles”) that are native implementations of specific functions that would be prohibitively expensive
to execute in EVM bytecode. These precompiles are hardcoded into Ethereum client implementations and
can be called like regular smart contracts but execute much more efficiently. Common precompiles include
cryptographic operations such as SHA-256 hashing and elliptic curve arithmetic.



A zkEVM rollup relies on an on-chain verifier to validate node states by checking proofs generated by
the prover. The verifier processes these proofs along with setup parameters and performs a bilinear pairing
to ensure their correctness. For these operations, we use the BLS12-381 elliptic curve [3], chosen for its
strong security guarantees. Given the computational complexity of these operations, EIP-2537 [4] precompiles
are required for efficient on-chain execution, with the deployment expected in an ethereum recent update,
Pectra [B].

Applying zk-SNARKSs to Ethereum, referred to as zkEVM, requires on-chain verification of cryptographic
proofs to ensure state validity. Each verification operation on Ethereum consumes gas, with costs determined
by the computational complexity of the underlying operations.

Jang and Judd have proposed a zk-SNARK protocol [6], which has been applied to Ethereum to develop
Tokamak zk-EVM [7], an EVM-native zero-knowledge system. A distinguishing feature of this design is its
two-step compilation process, which avoids the circuit size explosion typically caused by the EVM’s indeter-
ministic and adaptive behavior. The first compiler decomposes deterministic logic into reusable subcircuits,
while the second compiler assembles and wires them to represent a given EVM function. This modular ap-
proach allows the same function to be reused across inputs, significantly reducing circuit size compared to
other zk-EVM systems [8l[9].

In this paper, we address the challenge of implementing gas-efficient on-chain verification for Tokamak
zkKEVM proofs. Specifically, given a Tokamak zkEVM proof 7 consisting of group elements in G; and field
elements in IF,, we seek to minimize the total verification cost for the Pectra update while maintaining the
security guarantees of the BLS12-381 curve.

1.1 Related Work

ZkSync Era [8] modified the original PlonK protocol to enable polynomial aggregation at the protocol
level. Their approach introduces custom gate constraints and recursive proof composition, allowing the
verifier to aggregate multiple polynomial commitments into a single aggregated polynomial before the pairing
check. This protocol-level modification achieves approximately 700,000 gas savings per batch. However, this
approach requires altering the underlying SNARK construction and maintaining a modified proof system,
which increases implementation complexity and potential security surface.

Polygon zkKEVM [9] takes an algorithmic optimization approach by moving computationally intensive
operations off-chain. Specifically, they compute Montgomery batch inverses off-chain and only verify the
correctness on-chain using simple modulo multiplications. This eliminates the need for on-chain IFFT com-
putations, saving approximately 200,000 gas units. While effective, this approach is limited to specific math-
ematical operations and requires additional off-chain infrastructure.

Our Approach: The Tokamak zkEVM faces a distinct challenge due to our use of the BLS12-381 curve
and the Tokamak zkSNARK’s unique structure with 19 G; elements. Unlike zkSync’s protocol modifications
or Polygon’s off-chain computations, we pursue mathematical optimizations within the verification algorithm
itself.

1.2 Our contributions:

In this paper, we provide a detailed explanation of how we improved the efficiency of the Tokamak zk-SNARK
between the prover and the on-chain verifier. Our contributions include:

1. First Implementation of Tokamak zk-SINARK: This work presents the first complete implemen-
tation of the Tokamak zk-SNARK protocol for on-chain verification. We provide a comprehensive imple-
mentation that demonstrates the practical feasibility of the Tokamak construction in real-world blockchain
environments, bridging the gap between theoretical protocol design and production deployment.

2. Polynomial Aggregation and Scalar Factorization: By strategically aggregating certain polyno-
mials and factorizing scalars, we reduced the number of G; exponentiations from 40 to 31, resulting in gas
savings of 108,000 units. This optimization restructures the computation of some polynomials to minimize
elliptic curve operations while maintaining protocol soundness.
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3. Barycentric Interpolation for Sparse Polynomial Evaluation: We replace computationally in-
tensive FF'T operations with a dynamic barycentric interpolation method for evaluating a specific polynomial
at a random challenge point. This optimization achieves:

— 92-95% gas reduction for sparse polynomial evaluations (from 180,000 to 8,000-15,000 gas)

— 60-75% gas reduction even for dense cases

— Adaptive performance that automatically adjusts to input sparsity without circuit-specific hardcoding
— Elimination of 2,300 modular exponentiations required by traditional IFFT approaches

4. Complete Gas-Optimized Implementation: Our combined optimizations reduce total verification
costs from 857,200 to 748,450 gas units, making zkEVM verification economically viable for high-throughput
rollup deployments. The implementation is fully compatible with the upcoming Pectra upgrade and EIP-2537
precompiles.

For comparison, Polygon uses an off-chain batch inverse computation using Montgomery modular batch
inversion [I0]. ZkSync altered the original PlonK zk-SNARK with custom gate constraints and recursive
proof composition, achieving 70,100 gas savings per batch. Our approach achieves greater savings through
mathematical optimizations without modification of the protocol.

1.3 Organization:

The rest of this paper is organized as follows: In Section we detail some background information about
Elliptic curve on-chain operations as required by the EIP-2537 released during the Pectra upgrade. Section[d.2]
introduces the Elliptic curve functions designed for the Rollup’s on-chain verifier. It includes G; scalar
multiplication, G; addition and G; subtraction. Section [4] presents the verifier’s backend integrated protocol
and highlighting efforts put into optimizing the overall efficiency. Finally, Section [5| provides quotations
related to the efficiency of the protocol.

2 Preliminaries

2.1 Notations

Our operations will be conducted within bilinear groups G1, Go or G each of prime order p, together with
respective generators G1, G2 and Gp. These groups are equipped with a non-degenerate bilinear pairing
e : G1 x G2 — Gr with e(G1,G2) = Gr. We write G; and Gy additively, and Gy multiplicatively. For
k € T,, we denote [K]; := k- Gy, [K]2 := k- G2. We use the notation G := G; x Gy. Given an element
h € G, we denote by hy(or ha) the Gi(or G2) element of h. We denote Gi, G5 the non-zero elements of
G1, G2 and denote G* := G} x G5.

Symbols & Notation|Description
G1, G2 or G bilinear groups

ZQ56 {0, aey 2256 - 1} (EVM WOI‘d)

F. finite field of order 7.

SD The number of subcircuits in a subcircuit library.

mp The total number of wires of all subcircuits in a subcircuit library (I < mp).

lp The total number of input and output wires of all subcircuits in a subcircuit library (Ip < mp).
Smaz The maximum number of subcircuit placements that a circuit can be composed of.

mr Ip — I: The number of interface wires of all subcircuits in a subcircuit library.

Table 1. Symbols & Notation Table



2.2 Precompiled operations in EIP-2537

The precompiles at addresses 0x0b, 0x0c, and 0x0f are designed to perform elliptic curve additions (G1ADD),
elliptic curve scalar multiplications (GIMSM), and bilinear pairings, respectively, on the BLS12-381 curve.
Unlike the BN254 curve, the BLS12-381 curve has larger field elements and group elements, which require
more storage.

— BN254: Base field F, where p ~ 225 (32 bytes), scalar field F,. where r ~ 224 (32 bytes)
— BLS12-381: Base field F, where g ~ 2381 (48 bytes), scalar field F,. where r ~ 2255 (32 bytes)

This section describes how the data is appropriately formatted to be suitable for the usage of these
precompiles. Indeed, the standard follows a specific format for inputs and outputs that must be carefully
considered.

Data Format Definitions: For BLS12-381 operations, we define the encoding function: bytes64(v) : F, —
{0,1}5 which converts a 48-byte (384-bit) field element v € F, into a 64-byte representation by padding
with 16 leading zero bytes to fit the EVM’s 256-bit word alignment. For elliptic curve points, we use the
notation:

— (@0, y0): coordinates of a first input point P; € Gy
— (x1,41): coordinates of a second input point Py € G4
— (x3,ys3): coordinates of a resulting point P3 = P; + P € G4

EC Addition: The input consists of a concatenation of each coordinate (total of 256 bytes) arranged in a
specific order. Each coordinate is represented as a 64-byte value and added as follows:

input = (bytes64(xo) + bytes64(yo) + bytes64(x1) + bytes64(y1))

output = (bytes64(z3) + bytes64(ys))
The gas price for performing a G1 addition is established at 375 gas units.

Scalar Multiplication: Similarly to GIADD, precompile at 0x0c expects inputs and outputs to be con-
verted /concatenated in a specific format to handle the larger field elements. Indeed, the precompile expects
160*k bytes as an input that is interpreted as byte concatenation of k slices each of them being a byte
concatenation of encoding of G1 point (128 bytes) and encoding of a scalar value (32 bytes). The gas price
defined for using this precompile is 12,000 gas units

input = (bytes64(xzo) + bytes64(yo) + bytes32(s))

output = (bytes64(x;1) + bytes64(y;))

Bilinear Pairing: BLS12-381 EC pairing is done through precompile at address 0x0f and takes 384*k bytes
as an input that is interpreted as byte concatenation of k slices each of them being a byte concatenation of
an encoded G1 point (128 bytes) and an encoded G2 point (256 bytes). The output is a scalar value (€ F,),
either 0 or 1. The cost for using the pairing precompile is 32,600 x k + 37,700 with k being the number of
pairings within the equation.

Therefore, the input account for a total of 1,152 bytes. The pairing can accept a relatively high number
of inputs for a single statistical and the gas price depends on the number of slices. In this example, there are
3 slices of 384 bytes each and the number of gas units has been evaluated at 135,500 (32,600 x 3 4+ 37,700).
An additional slice would have cost 32,600 gas units more.

3 Tokamak zk-SNARK

The Tokamak zkSNARK is a succinct non-interactive argument of knowledge that combines the efficiency
of Grothl6 with field-programmable circuit derivation to achieve both universality and reduced verifier
preprocessing. This section formally defines the cryptographic primitive underlying our zkEVM verifier im-
plementation.



3.1 Design Philosophy

Traditional zkSNARKSs like Grothl6 require a new trusted setup for each circuit, limiting their practical
deployment. The Tokamak zkSNARK addresses this limitation by introducing a field-programmable circuit
architecture. Instead of creating entirely new circuits, programs are constructed by placing and wiring to-
gether predefined subcircuits from a library, similar to how programmers compose functions from standard
libraries.

3.2 Mathematical Structure and Components

Here, we formally define the mathematical structures that constitute the Tokamak zkSNARK system:

Common Reference String (CRS): The setup algorithm generates a structured reference string oy
where:

ov = (lad2, [0®]2, [0°]2, [0*]2, ]2, [0]2, ]2, [2]2, [y]2) (1)

Preprocessed Commitments: For universal applicability, the verifier maintains preprocessed commit-
ments to the subcircuit library:

Preprocessed inputs = (s (2, y)]1, [s" (, y)]1, [s? (2, y)]1, [Li (W) Ki(y)h (2)

where s (z,y) are setup polynomials defined by the trusted setup, with s()(z,y) = z as specified in the
protocol.

Public Inputs: The public inputs consist of:
Public inputs = (ag, a1,...,a;—1) € IF; (3)

where [ represents the number of public input/output wires, and these values are encoded into polynomials
Apup = Zi_:% a; M;(x) during verification.

Proof Structure: A complete Tokamak proof 7 consists of:

7= ([UIL, [V]1, [W]1,[QA, X]1,[QA,Y]1, Va,y,
[B]1, [R]1, [QC, X]1, [QC, Y1, [IIx]1, [II¢]1,
Ry,z, Ry, 2, R"y, z, [M(]1, [Mx]1, [N¢]1, [Nx]1,
[Omid]1, [Oprv]l, [Opuby, [A]l) (4)

These elements are organized into three interconnected components that work together to prove the state-
ment’s validity:

— Arithmetic component (first 6 elements): Proves that the computation was executed correctly ac-
cording to the circuit logic.

— Copy component (next 13 elements): Ensures that values are consistently propagated between con-
nected subcircuits.

— Binding component (final 4 elements): Guarantees that both components reference the same under-
lying data.



3.3 Subcircuit Library Architecture

The Tokamak zkSNARK operates on a subcircuit library £ that contains reusable components for circuit
construction. The system is parameterized by several key values that define the structure and constraints of
this architecture:

— sp: The number of subcircuits in the subcircuit library £. This represents the total variety of computa-
tional building blocks available for circuit construction.

— mp: The total number of wires across all subcircuits in the library. This includes all internal wires within
each subcircuit as well as input/output interfaces.

— Ip: The total number of input and output wires across all subcircuits in the library (Ip < mp). These
are the "interface wires” that allow subcircuits to connect to each other.

— Smaz: The maximum number of subcircuit placements that can compose a derived circuit. This parameter
bounds the complexity of programs that can be verified using the system.

— my: The number of interface wires, calculated as m; = {p — I, where [ represents the public input/output
wires. These are the connecting wires used for data transfer between subcircuit instances.

3.4 Verification process

The verifier checks the proof validity through a single pairing equation that aggregates all proof components.
This verification requires:

— 8 random challenges generated via Fiat-Shamir transformation
— 10 pairing operations (compared to 3 in standard Grothl6)
— Linear combinations of proof elements weighted by the challenges

The additional complexity compared to Grothl6 is the price paid for universality (the ability to verify
different programs without changing the underlying cryptographic setup).

Verification algorithm: The complete verification algorithm is formally defined as follows:

Algorithm 1 Tokamak zkSNARK Verification

1: function VERIFY (o, 7, a) > o: CRS, 7: proof, a: public inputs
2: Load proof elements from 7 (19 G; + 4 F,, elements)

3: Generate challenges: (6o, 01,02, ko, X, (, K1, k2) < FiatShamir(r)

4 Compute derived polynomials: [F|1, [G]1, tn(X)s tsmax (¢)s Ko(X)

5 Barycentric interpolation: A, < BarycentricEval(a, x)

6: Polynomial aggregation: Compute [LHSa]1,[LHSgB]1,[LHSc]1 using optimization factors

7 Aggregate commitments: [LHS|, < [LHSB]1 + k2([LHSa]1 + [LHSc]1)
8.

9
10:

Auxiliary terms: [AUX]; < linear combination of [IT,]1, [II¢]1, [My]1, [Mc]1, [Ny, [Ne)1
: Final pairing: return PairingCheck([LH S]1 + [AU X|1, other proof elements)
end function

The algorithm implements the optimized verification process where polynomial aggregation reduces G1
operations from 40 to 31, and barycentric interpolation efficiently computes Apub for sparse inputs.

4 Verifier’s Backend Integrated Protocol

The Tokamak zkSNARK on-chain verifier implements the verification logic for the backend protocol, which
governs the prover-verifier interaction. This component includes the following stages (i) loading the proof
into storage variables, (ii) computing random challenges, and (iii) executing final bilinear pairing. For full
protocol specifications, refer to the accompanying paper [6].
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Tokamak zkEVM Verifier Protocol Flow

Stage 1: Load Proof

i Proof Elements
1 19 G; elements
i 4 F, elements

______ [T
Arithmetic \

Copy -
Constraint Constraint P(])?iyn;mlal
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Stage 4: Final Pairing Check (k=10)
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Fig. 1. Complete verification protocol flow showing the four main stages: (1) proof loading and parsing, (2) challenge
generation via Fiat-Shamir transformation, (3) polynomial aggregation and optimization, and (4) final pairing veri-
fication. The optimizations in Stage 3 reduce G1 exponentiations from 40 to 31, saving 108,000 gas units.



4.1 Problem Formulation

Given a zkEVM proof consisting of 19 G; elements and 4 FF,, elements, along with fixed protocol parameters
(spsmp,lp,Smaz,mr) determined by the trusted setup, we aim to minimize the total gas cost Ciptar =
nysy - 12,000 + napp - 375 + Cpairing, Where nyrsy and napp represent the number of multi-scalar
multiplications and elliptic curve additions respectively, and Cpgiring = 32,600k + 37,700 for k pairing
operations. Throughout this paper, we assume the availability of EIP-2537 precompiles (addresses 0x0b,
0x0c, 0x0f) and work within the constraints of the EVM’s 256-bit word size for storing 384-bit BLS12-381
field elements. The challenge is to achieve this optimization without compromising the soundness of the
verification protocol or requiring modifications to the underlying SNARK construction, thereby enabling
economically viable zkEVM verification that can process high-throughput rollup batches within Ethereum’s
block gas limits.

4.2 Tokamak zk-SNARK EC operations implementation

Let Zass be an integer subset such that Zase := {0, ..,22°¢ — 1} (EVM word).
Let F, be a finite field of order ¢ (BLS12-381 field).
Let Gy C (Za2s6)* be a group over F,.

The verifier is implemented using Solidity’s inline assembly. As a result, each function has been adapted
accordingly.

— G1 point multiplication: Takes one G; point and one Zsgsg element as input. The function stores in
memory the G; point (each Zasg variable is stored into a single slot). the scalar is stored in memory at
slot 0x80. The total accumulation of the memory is 160 bytes serves as an input for the precompile at
address 0x0c which returns the result (€ Gq).

— G addition: takes two G; points as input. The function stores in memory both points into 8 different
slots. The total accumulation of the memory is 256 bytes serves as an input for the precompile at address
0x0b which returns the result (€ Gq).

— G; subtraction: Our zkSNARK requires performing a G point subtractions. This operation is more
complex because it involves coordinate negation under the base field modulus (€ F,), which is truncated
into two slots. To perform subtraction on two I, elements stored in Solidity, we perform subtraction on
each slot separately and handle any potential borrow between the slots. This computation is performed on
the y coordinates of each point before performing the same operation as for the G; addition (accumulation
of 256 bytes).

We assume that each G; is properly encoded according to our storage layout before invoking these func-
tions. Specifically, each coordinate of a G; point is decomposed into two 256-bit storage slots to accommodate
the 384-bit field elements of BN254. The encoding follows a consistent pattern: coordinates are split such
that the lower-order bits are stored in PART2, while the higher-order bits, padded with 32 leading zeros,
are stored in PART1. This decomposition ensures compatibility with the EVM’s 256-bit word size while
maintaining the full precision required for elliptic curve operations. For a comprehensive discussion of this
storage optimization and its implementation details, see Section

4.3 Loading the proof
This function loads the zk-SNARK proof, ensures that it is properly formatted, and stores it in memory.

— The first step is to load the public inputs:

Public input is composed of preprocessed commitments s(*), s() s(2) [L;(y)K;(y)]1 € G} and a € Z3s4
where n is the number of wires (it can differ from one proof to another). Note that s2) and [L;(y)K;(y)]1
are defined by the trusted setup and are supposed to be constant. These components are hardcoded within



the contract.
Indeed, according to the protocol:

§P (Wht, s Wamaa) = Whr, & sP(XY) =X ()

where X is defined by the trusted setup.

— The second step loads the proof:

The proof is composed of 19 and 4 elements in G; and I, respectively :

1. Arithmetic constraint argument: [Ul1, [V]1, Wi, [Qa.x]1, [Qay]1, Vay

2. Copy constraint argument: [B]1, [R]1, [Qc,x]1, [Qc,v]1, [IIx]1, [Hcli, Ryz R
[Ncl1s [Ny

3. Polynomial binding argument: [Opidl1, [Oprol1s [Opusl1s [Al1s

R”y,z: [Mdlv [Mx]h

/
Y,2?

Optimization: A key gas optimization in our zkEVM verifier restructures how proof data is passed to
the contract. The standard approach passes the proof as a single uint256[] array, where each BLS12-381
coordinate (48 bytes) is split across two 32-byte words with 16 bytes of zero-padding in the first word.
Our optimized version uses two arrays: uint128]] for the first 16 bytes and uint256]] for the remaining 32
bytes of each coordinate. In practice, this optimization saves approximately 40,000 gas - far more than just
the calldata savings alone. This significant reduction comes from multiple factors: eliminating zero-padding
in calldata, reducing memory operations during proof loading, and more efficient data access patterns in
the assembly code. The optimization requires no algorithmic changes since the verifier already processes
coordinates in two parts internally, making it a pure efficiency gain.

4.4 Challenge computation

To achieve non-interactive verification, the Fiat-Shamir (FS) transformation is used. This process is imple-
mented through three interconnected algorithms that work together to generate the necessary challenges
for proof verification. Algorithm [2] defines the core transcript update mechanism, which maintains the state
of the Fiat-Shamir heuristic by progressively hashing proof elements. Algorithm [3] extracts deterministic
challenges from the updated transcript state using domain separation tags. Finally, Algorithm [4| orches-
trates the complete challenge generation process by systematically updating the transcript with all the proof
components and extracting the eight required challenges (g, 1, 02, ko, X, C, K1, £2) in the correct sequence.

— Update Transcript:

Let Zose be an integer subset such that Zasg := {0, ..,22°6 — 1} (EVM word).

Let Zg be an integer subset such that Zg := {0,--- ,256 — 1} (bytes).

Let Zgoo be an integer subset such that Zggo := {0, --- , 2800 — 1}

Let Gy C (Z256)* be a group over F,.

Let ¢ = al|b for a,c € Z and b € Zys6 denote a concatenation of a,b such that ¢ := a225 + b.
Let BE : a € Zggo — b € (Zg)'%°, where a = Z?io ;2% such that b = (agg, ags, - ,ap).
Let keccak256 : (Zg)'%0 — Zase denote a Keccak-256 hash function.

Updater : (Zy)® — (Zase)? (6)

Inputs: (z,7y,Ty) € (Z,)?

Output: Updated states — (Uy, Uy) € (Z,)?

Procedure:

Note that the on-chain verifier uses this function to store the output in memory layouts used as inputs
for the same function.



Algorithm 2 Updating Transcripts

1: function UPDATEr(x, To, T1) > Where z is the input, Tp and 71 are transcripts to be updated
2 a« BE(((0][To)[I71)]|2))
b BE (((11T0)[171)]2)))
Uo < keccak256(a)
U, <+ keccak256(b)
return (Uo, Ur)
end function

— Get Challenge:

Let Zase be an integer subset such that Zasg := {0, ..,2256 — 1} (EVM word).
Let Z32 be an integer subset such that Zgs := {0,---,232 — 1} (32 bit words).
Let F, be a finite field of order r (where r is a 254-bit prime).

Let n € Zgg.
Let ¢ = al|b for a,c € Z and b € Zass denote a concatenation of a,b such that ¢ := a225 + b.
Let BE : a € Zggo — b € (Zg)'%°, where a = Z?io ;2% such that b = (agg, ags, - ,ap).

Let keccak256 : (Zg)'%0 +— Zgse denote a Keccak-256 hash function.

GetChallenge : Zso X (Zasg)? — T, (7)

Inputs: (n, Ty, T1) € Zsz X (Zase)?
Output: v € F,
Procedure:

Algorithm 3 Get challenge

1: function GETCHALLENGE(n, Ty, T1) > Where n is the challenge number, Tp and 77 are the final transcripts
2: N —n << 224

3 a+ BE(((IIT)IT)]IN)))

4: 4 + keccak256(a)

5: u < a4 AN FRMASK
6.
7

: return u
end function

Our zk-SNARK involves the computation of 8 challenges generated successively by hashing specific poly-
nomial commitments. Therefore, we have implemented the following InitializeTranscript function which
updates the state of both transcripts defined above successively and generates challenges consecutively in
accordance with the requirements.

— Transcript Initialization

InitializeTranscript : G} x Z3-5 — F% (8)

IHPUtS: ([U]lv [V}la [W}la [QA,X]D [QA,Yha [B]lv [R]lv [QC,X}la [QC,Y]lv Vr,ya Ry,zv R;,zv Rg,z) € G? X Z%Sﬁ

OUtPUtS: (00; 017 92» Kos X C, K1, ’432) € IF78"

Procedure: The procedure involves calling the UpdateTranscript function multiple times, as well as the
GetChallenge function once the necessary data has been hashed to obtain the target challenge. The full logic
is described in Appendix B.
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4.5 Final pairing

The final pairing operation requires aggregating all polynomial commitments that constitute the proof, along
with additional parameters whose computation is detailed in the following section. This chapter presents our
optimization approach for reducing the number of G; exponentiations through strategic polynomial and field
element factorization.

Polynomial aggregation: Based on zkSNARK protocol, the verifier accepts the transcript only if the
following equation holds:

(LS + AU [l o sk el maahs, Ma)elCmal o)
(UL, [2)e(V, [o?) (W, [07]2
where

[LHS]l = [LHSB]l —|— ,‘ig([LHSA]]_ + [LHSC]]_)
[AUX]y = rax[I )1 + ko]t + 3wt X[MyJ1 + K3¢IMc]1 + miwnt X [Ny J1 + k3wt ([N

with
[LHSAl := Vo [Ul = W] + 51([V]I = Vay[11) = ta(0)[Qa,x]1 — srm(C)[QA vh
[LHSc) = w7 ((Rey — DIK-1(2)La(y)h + ro(x — 1)(Ra,y[Gl1 — Ry, [F11)
+ K5 Ko (X) (R [Gl1 — Ry [Fly ) b (OIQe ) — SW( )[Qcv])
+ R1([R) = Rey[1h) + ka([R)1 — R; ,[11) + #5([R) — Ry ,[1h)
[LHSg]1 := (1 + kak?)[A]l1 — karTApu[1]1

Optimization: Optimizing the number of G; exponentiations relies on recomputing [LHSal1, [LHSB)h
and [LHS¢]; as follows:

[LHS Al == Voy[Ul = W + 51 [V]1 = ta(0)[Qa,x]1 — Ls,.0. (O[Qav )1

[LHSc)1 = K} (Rey — DK 1(x)L1(y)]1 + a[Glr = b[F1 — kTtm, () [Qc.x )1
— Kits,.. (Q)Qc,y]1) + c[Rl1 + d[1];

[LHSB]: = (1 + kar?)[A]L

where

a = KikoRay((x — 1) + ko Ko(X))

b=riro((x — V)R, , + koKo(x)Ry,)

c= mi’ + Ko + mg

d= —/@%Rxw — IigR;,y — H%R;"y — k1 Vg — K%Apub
On-chain computations:

To construct the aggregated polynomial, the following 2 G; and 4 IF,, elements are computed on-chain:
Pubv ] [ ] H(X)a Uspman (C)v b, (X)

[F
— [Fy == [B)1 + 60[s9) (2, )]s + 61[sW (2, y)]1 + b2[1]1
=[Gl := [Bli + 60l (@, )l + O1lyh + (1]

— tn(x) :== x™ — 1 where n is hardcoded
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ts,... (C) == (®me= — 1 where Syq, is hardcoded
— tm, (x) == x™ — 1 where m; is hardcoded
m,171
- Ko(x) == W
- Apub = ijo aij(X)
{M;}'=] € F[X] is defined as a Lagrange basis polynomial such that M;(w?’) = 1 and Mj,(w}) = 0 for
every i # k The general form of the Lagrange basis polynomial M;(X) is:

m
X —wy

M;(X) = o (10)
0<m<l ¥n — Wn
m#j
For roots of unity, this simplifies to the following;:
X" -1
M;(X) = ~ (11)
n(X —wi)

Therefore:

-1
X" -1
Apup =) aj | ——— 12
: g J<n(X_w%>> (12)
wy, is defined by the trusted-setup. Please refer the the MPC Ceremony protocol [II] for a detailed
explanation of the process.

Using this optimization (barycentric interpolation instead of FFT), we avoid looping over modular expo-
nentiations m times.

5 Analysis

The optimization strategies implemented in the Tokamak zkEVM verifier yield substantial improvements in
gas consumption across multiple computational dimensions. Our analysis quantifies these gains by examining
two primary optimization vectors: the reduction of elliptic curve operations through polynomial aggregation
and scalar factorization, and the replacement of computationally intensive FFT operations with barycentric
interpolation for sparse polynomial evaluation.

5.1 G; exponentiations

This optimization reduced the required G; exponentiations by 9, resulting in significant gas savings of 108,000
units.

H initial version ‘ optimized version H
number of G1 operations 76 65
number of GIMSMs 40 31
GIMSMs gas cost 480,000 (40 x 12,000) 372,000 (31 x 12,000)
number of GIADDs 36 34
G1ADDs gas cost 13,500 (36 x 375) 12,750 (34 x 375)
number of pairings 1 (k =10) 1 (k =10)
pairings gas cost 363,700(10 x 32,600 + 37,700)|363, 700(10 x 32,600 + 37,700)
Total EC op gas costs 857,200 748,450
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5.2 Barycentric interpolation

In order to compute the binding polynomial evaluated at x, we used the barycentric interpolation instead
of FFT. This optimization is particularly effective for sparse polynomials, where only a small fraction of the
evaluation points are non-zero.

Mathematical Foundation Given a polynomial P(X) represented by its evaluations at the n-th roots of
unity where P(w*) = a; for i = 0,1,...,n — 1 and w is a primitive n-th root of unity, the polynomial can be
evaluated at any point x using the barycentric interpolation formula:

(13)

ak if x = w” for some k
P(x) = {

x"=1 a; w a
Dier yoo otherwise

Where 7 represents the set of indices with non-zero values. Unlike traditional implementations that
hardcode specific indices, our modular approach dynamically detects Z at runtime, adapting to different
circuit configurations.

Efficiency Analysis The traditional approach using Inverse Fast Fourier Transform (IFFT) followed by
polynomial evaluation has a complexity of O(nlogn) operations, where each operation involves modular
exponentiation. For n = 128, this results in approximately 2,300 modular exponentiations.

In contrast, barycentric interpolation for sparse data requires only O(|Z|) operations, where |Z| is the
number of non-zero values. The gas cost breakdown is as follows:

HOperation ‘ IFFT Method ‘Barycentric (Sparse)‘Barycentric (Dense)H
Modular exponentiations ~2.300 ~35 ~200
CALLDATALOAD operations 128 IZ| 128
Total gas cost 180,000-200,000 8,000-15,000 50,000-80,000
Gas reduction (sparse case) - 92-95% 60-75%

Modular Implementation Our implementation employs a dynamic approach that adapts to different
sparsity patterns:

1. Dynamic Non-Zero Detection: The function iterates through all n evaluation points, identifying
non-zero values at runtime rather than relying on hardcoded indices.
2. Efficient Power Computation: For computing w?, we use:
— Precomputed powers for common values (w!, w?,w*, ..., w%)
— Repeated multiplication for small exponents (i < 16)
— Binary exponentiation for larger exponents
3. Two-Pass Optimization: For maximum efficiency with unknown sparsity:
— First pass: Identify and store non-zero indices
— Second pass: Process only the stored non-zero values
4. Special Case Handling: When y = w” for some k, the function directly returns ay, avoiding unneces-

sary computation.

Adaptive Performance The modular implementation automatically adapts to the sparsity of the input:

— Sparse inputs (e.g., 16 non-zero out of 128): 10,000-15,000 gas
— Medium density (e.g., 64 non-zero values): 30,000-50,000 gas
— Dense inputs (most values non-zero): 50,000-80,000 gas

This approach ensures optimal performance regardless of the circuit configuration, eliminating the need
for circuit-specific optimizations while maintaining a 60-95% gas reduction compared to the IFFT-based
method.
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6

Conclusion

This paper details the Tokamak zkEVM verifier’s innovative on-chain mechanism for validating zkProofs
without witness knowledge. The verification contract achieves this through specialized interactions with
newly deployed precompiles handling BLS12-381 curve operations. We further analyze the system’s gas opti-
mization strategy, which strategically aggregates polynomials to bypass computationally expensive multiple
G exponentiations, demonstrating significant efficiency gains. By highlighting these components, we provide
a comprehensive overview of the design of the verifier and the efficiency improvements for scalable zk-proof
verification on Ethereum. For more details on the implementation described below, please refer to the official

repository [7].
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EC addition, multiplication and pairing examples

Example of a GIADD operation:

}J

"Input": "0000000000000000000000000000000017£1d3a73197d7942695638c4falac0fc3688c4£9774b905alde
< 3a3f171bacb86c55e83ff97alaeffb3af00adb22c6bb0000000000000000000000000000000008b3£481e3aaal |
< f1a09e30ed741d8ae4fcf5e095d5d00af600db18cb2c04b3edd03cc744a2888ae40caa232946c5e7e100000000 |
< 000000000000000000000000112b98340eee2777cc3c14163dealdec97977ac3dc5c70dal32e6e87578£44912e90 |
< 2ccef9efe28d4a78b8999dfbca942600000000000000000000000000000000186b28d92356c4dfecdb5201ad09 |
< 9dbdede3781£8998ddf929b4cd7756192185ca7b8f4ef7088£813270ac3d48868a21",

"Name": "bls_gladd_gl+pl",

"Expected": "000000000000000000000000000000000240300ce2dec9888b60690e9a41d3004£dad886854573974 |
< fab73b046d3147babb7abbde85279ffede1b45b3918d82d0000000000000000000000000000000006d3d887e9f |
> 53b9ecdebbcedf5607226754b07c01ace7834£57f3e7315faefb739e¢5901822c492006190£fba4a870025",
"Gas": 375,
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— Example of a GIMSM operation input/output which is performing a scalar multiplication of a gl point
by 2 (gl + gl =2 * gl):

"Input": "0000000000000000000000000000000017£1d3a73197d7942695638c4fa9ac0fc3688c4£9774b905al4e |
< 3a3f171bacb86c55e83ff97alaeffb3af00adb22c6bb0000000000000000000000000000000008b3f481e3aaal |
— f1a09e30ed741d8aedfcf5e095d5d00af600db18cb2c04b3edd03cc744a2888ae40caa232946c5e7e100000000 |
<~ 00000000000000000000000000000000000000000000000000000002" ,
"Name": "bls_glmsm_(gl+gl=2*gl)",
"Expected": "000000000000000000000000000000000572cbea904d67468808c8eb50a9450¢9721db30912801254
< 3902d0ac358a62ae28f75bb8f1c7c42c39a8c5529b£0£4€00000000000000000000000000000000166a9d8cabc |
— 673a322fda673779d8e3822ba3ecb8670e461£73bb9021d5£d76a4c56d9d4cd16bd1bba86881979749d28" ,
"Gas": 12000

},

— Example a pairing equation execution:

e(gl,92) x e(pl, g2) * e(pl + g1,—g2) =1 (14)

"Input": "0000000000000000000000000000000017£1d3a73197d7942695638c4fa9ac0fc3688c4£9774b905al4e |
3a3f171bacb86cb5e83ff97alaeffb3af00adb22c6bb0000000000000000000000000000000008b3£481e3aaal |
£1a09e30ed741d8aedfcf5e095d5d00af600db18cb2c04b3edd03cc744a2888ae40caa232946c5e7e100000000 |
000000000000000000000000024222b2f08£0291260805272dc51051c6e47ad4£a403b02b4510b647ae3d1770D |
ac0326a805bbefd48056c8c121bdb80000000000000000000000000000000013e02b6052719£607dacd3a08827 |
4£65596bd0d09920b61ab5dat1bbdc7£5049334c£11213945d57e5ac7d055d042b7€0000000000000000000000 |
00000000000ce5d527727d6e118cc9cdcb6da2e35laadfd9baa8cbdd3a76d429a695160d12c923ac9cc3baca289 |
€193548608b82801000000000000000000000000000000000606c4a02ea734cc32acd2b02bc28b99cb3e287e85 |
a763af267492ab572e99ab3£370d275cec1dalaaad075££05£79be00000000000000000000000000000000112b |
98340eee2777cc3c14163deadec97977ac3dcbc70da32e6e87578£44912e902ccef9efe28d4a78b8999dfbcads |
2600000000000000000000000000000000186b28d92356c4dfec4b5201ad099dbdede3781£8998ddf929b4cd77 |
56192185ca7b8f4ef7088£813270ac3d488682210000000000000000000000000000000002422a2b2f08£0a9126 |
0805272dc51051c6e47ad4£a403b02b4510b6472e3d1770bac0326a805bbefd48056c8c121bdb8000000000000 |
0000000000000000000013e02b6052719£607dacd3a088274£65596bd0d09920b61abbda61bbdc7£5049334cf1 |
1213945d57e5ac7d055d042b7e000000000000000000000000000000000¢ce5d527727d6e118cc9cdcbda2e3bla |
adfd9baa8cbdd3a76d429a695160d12c923ac9cc3baca289e193548608b8280100000000000000000000000000 |
0000000606c4a02ea734cc32acd2b02bc28b99cb3e287e85a763af267492abb72e99ab3£370d275cec1dalaaal |
075££05£79be000000000000000000000000000000000240300ce2dec9888b60690e9241d3004£dad886854573 |
974£ab73b046d3147ba5b7abbde85279ffede1b4d5b3918d82d0000000000000000000000000000000006d3d887 |
€91£53b%ec4ebb6cedf5607226754b07c01ace7834£57£3e7315faefb739e59018e22c492006190£bada87002500 |
0000000000000000000000000000000242a2b2f08£0291260805272dc51051c6e47ad4fad03b02b4510b647ae3 |
d1770bac0326a805bbefd48056c8c121bdb80000000000000000000000000000000013e02b6052719£607dacd3 |
a088274£65596bd0d09920b61ab5da61bbdc7£5049334c£11213945d57e5ac7d055d042b7e0000000000000000 |
00000000000000000d1b3cc2c7027888be51d9ef£691d77bcb679afdab6c73£17£9ee3837a55024£78c71363275 |
a75d75d86bab79£747822a0000000000000000000000000000000013fa4d4a0ad8blce186ed5061789213d9939 |
23066dddaf1040bc3f£59£825c78df74£2d75467e25e0£55£8a00fa030ed",

"Name": "bls_pairing_bilinearity_e(G1,G2)*e(P1,G2)*e(P1+G1,-G2)=1",

"Expected": "0000000000000000000000000000000000000000000000000000000000000001 ",

"Gas": 135500,

R A )

B Challenge Computation
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Algorithm 4 Transcript Initialization

1: function TRANSCRIPTINIT([U]1, [V]1, [
2: (UO,ul,UQ,Ug) <— Parse([U]l)

Vo, V1, V2, v3)  Parse([V]1)

wo, w1, w2, ws) < Parse([W]1)

bo, b1, b2, b3) < Parse([B]1)
r0,71,72,73) < Parse([R]1)

9:

11: Ty +— UpdateT (’(Lo7 To
12: T> < Updater(u1,Th
13: T3 + Update (uz,
14: Ty + Updater(us,
15: T5 < Update(vo,
16: T6 + Updates(v1, T
17: T7 +— UpdateT (Uz, Ts
18: Ts < Updater(vs, T7)
19: Ty + Updates(wo, T3)
20: Tho < UpdateT(wl, Tg)
21: T UpdateT(wg, Tl())
22: T12 + Update,(ws, T11)
23: T13 < UpdateT(qazo, T12)
24: Th4 < Updater(gaz1,T13)
25: T15 < Update;(gaza, Tha)

(

(

(

(

)
)
T2)
Ts)
Ty)
)
)

26: Tie < UpdateT qazg,T15)
27: T17 < Updater(gayo, Ti6)
28: T\s + Updates(gayi, T17)
29: Tho + Updater(qayz, Tis)
30: T5 + Updater(gays, T19)
31: 0o < GetChallenge(0, T5).
32: 01 < GetChallenge(1, Too).
33: 02 < GetChallenge(2, T20).
34: Th1 <+ UpdateT(ro, TQ())

35: T22 < UpdateT(rl, T21)

36: Toy < UpdateT(rg, TQQ)

37: Tos UpdateT(rg, T23)

38: ko := GetChallenge(3, T24).
39: T>5 < Updater(qczo, To4)
40: Ta6 <+ Updates(gezy, Tos)
41: To7 + Updater(gcza, Toe)
42: T>s < Updater(qczs, To7)
43: Ta9 + Updates(gcyo, Tos)
44: T30 < Updates(geyi, Tao)
45: T31 < Updater(gcyz, T30)
46: T39 + Updates(gcys, T51)
47: X := GetChallenge(4, T32).
48: ¢ := GetChallenge(5, T32).
49: T33 < UpdateT(Vx Y T32)
50: T3y UpdateT(R%z, T33)
51: T35 UpdateT(Ry 2, T34)
52: T36 UpdateT(Ry 2 T35)
53: k1 := GetChallenge(4, T3¢).
54: k2 := GetChallenge(5, T56).
55: return (6o, 01,02, Ko, X, (, k1, K2)
56: end function

(

(

(gazo, qazx1, qaxs, qazxs) < Parse([Qax]1)
(qayo, qay1, qayz, gays) < Parse([Qay]1)
(
(
(

qcxo, ez, qexa, qacxs) < Parse([Qex]1)
10: (geyo, qeyn, qeyz, geys) « Parse([Qev]i)

W}h [QA7X]17 [QA,Y]h [B}h [R}h [QC,X]l, [QC’,Y]l,Vz y7Ry Z7R;/ z7R” )

> where (’U,()7 U, u2, U3) (Z256)4

> where (vo, v1,v2,v3) € (Zase

> where (wo, w1, w2, w3

> where (gaxo, qazx1, qaxs, gazs 256
> where (gayo, gay1, qayz2, gays Zas6

) € (Zass)
) € (Zass)
) € (Zass)
) € (Zass)
> where (bo, b1, ba, b3) € (Z2se)*
) € (Zass)
) € (Zass)
) € (Z2se)

'S

256

> where (ro,r1,72,73
> where (gczo, gcx1, geza, qacxs
> where (gcyo, geyi, geye, qeys

256
Z2s6
Z2s6

4
4
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