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ABSTRACT. The paper defines a novel type of consensus for a distributed smart contract system, named RGB, which
is based on the concept of client-side validation, separating the contract state and operations from the blockchain.
With this approach, contracts are sharded (each contract is a standalone shard), kept, and validated only by contract
participants, providing native scalability and privacy mechanisms, exceeding all existing blockchain-based smart contract
systems while not compromising on security or decentralization. The system is designed to operate on top of compatible
layers 1, such as an UTXO-based blockchain (e.g., Bitcoin) without relying on it for transaction ordering or state
replication. Instead, RGB keeps the state client-side, operating as partially replicated state machines (PRiSM). It
employs a novel SONIC (State machine with Ownership Notation Involving Capabilities) architecture, which provides
capability-based access control to the contract state, individually owned and operated by a well-defined contract
parties via novel single-use seal mechanism. RGB does state validation using zk-AluVM virtual machine, designed to
support zk-STARK provers. It has a single security assumption of the collision-resistance hash function and, thus, is
quantum-secure. The proposed RGB consensus is distinct from traditional blockchain-based smart contract systems; it

is scalable, provably-secure, and formally verifiable.

1. INTRODUCTION

1.1. Background. The idea of smart contracts, originat-
ing from Nick Szabo [1], has been an inspiration for almost
a generation of researchers and innovators. Nevertheless
all existing attempts for building permissionless smart con-
tracts were based on fully-replicable blockchain consensus,
and thus were failing to solve the trilemma of being

e scalable as O(1), or at least as O(logn);

e universal (“Turing-complete”);

e decentralized, permissionless, and trustless.

The main reason was the fact that all the mentioned
approaches require all participants to verify the state and
state transition function of all world smart contracts, which,
for obvious reasons, cannot scale.

Multiple attempts has being made to solve blockchain
non-scalability issue via adding layers on top: sidechains
[2, 3], statechains [4], state channels [5, 6], plasma [7], op-
timistic rollups [8], validiums [9], zk-rollups [10, 11, 12].
However, all of the approaches result in either centraliza-
tion, higher trust assumptions, possibility of a censorship,
or suffer from economical non-scalability [13, 14, 15], like
in the case of the infamous Lightning network inbound
liquidity [16, '17], routing [18] and centralization issues
[19, 20}". Also, all layer 2 solutions has the state which
must be eventually published to the blockchain, so, the
state transition business logic also has to be global. This
becomes especially an issue for blockchains designed for a
“Turing-complete” contracts, serving a complete VM, like in
Ethereum [21] or Cardano [22]. Thus, all of them may save
only a constant factor and cannot solve the fundamental
limitation created by a blockchain-based consensus.

1.2. Client-side Validation. This problem can be ad-
dressed with client-side validation — the paradigm proposed
by Peter Todd in 2016 [29]. Its core idea is that state
validation in a distributed system does not need to be per-
formed globally by all parties of a decentralized protocol;
instead, only parties involved in (or affected by) a specific
state transition need to perform the validation. With this
approach it is sufficient to publish only a cryptographic
commitment, with no state data, and the parties of the
specific transaction be able to verify that it is correct, final
and singular — without the rest of the world even knowing
of it. This is achievable with a new class of cryptographic
protocols, also proposed by Peter Todd, named single-use
seals [30,:31, 32, 33], which allow proving both finality and
singularitfpf a state transition in a noninteractive way.

Based on the ideas of Peter Todd, Giacomo Zucco had
proposed an early idea of RGB as a client-side validated as-
set system, leveraging Bitcoin transactions (both on-chain
and off-chain, like in Lightning network) for the single-use
seals protocol [35]. However, this early idea was based
on practically inconvenient public key tweaking [36], was
limited only to a single-asset scenario, was lacking pro-
grammability, support for non-trivial state, and was not
zk-friendly.

1.3. Our Contribution. In our work, we have developed
the original idea of RGB into the first universal client-side
validated distributed smart contracting system, solving
all the above-mentioned issues. RGB employs a novel
SONIC (State machine with Ownership Notation Involv-
ing Capabilities) architecture, leveraging zk-AluVM virtual
machine [37] and zk-STARKs [38] for scalability, security,

1The issues are rather specific to the modern Lightning network based on dual-peer channels [23], and should be absent in other designs
[24, 25, 26, 27, 28]. Yet, any state channels end up with storing the state update in blockchain, and thus scale as O(n).

2By singularity here we mean a property that any atom of a contract state can be updated once and only once, in a non-concurrent way.
In case of an UTXO model used in Bitcoin-type blockchains [34] this is also named an anti-doublespending property, but in more generic
context of UTXO-based smart contracts we use the term singularity of state updates.
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and formal verification. The protocol operates as partially
replicated state machines (PRiSM); it uses polynomial com-
putation and capability-based access control, which makes
it distinct from traditional smart contract systems. The
protocol operates on top of a UTXO-based blockchain [34]
(so-called layer 1) using it as a finality gadget; however,
the blockchain consensus is not used for ordering of trans-
actions or storing a state, unlike in all other smart contract
systems. Thus, layer 1, in strict computer science terms,
does not serve as an RGB consensus by itself, since it
does not fulfill any of the properties defining a distributing
consensus protocol [39]:

e ordering of transactions (RGB transactions are
not published or broadcast via blockchain);

e state machine replication (no state is replicated
via layer 1);

e atomic broadcasts (since the ordering of layer 1
transactions does not matter for RGB).

Instead, RGB runs its own client-side validated con-
sensus, where blockchain consensus acts as one of the
components: the single-use seal medium, or layer 1 [40].
The consensus is quantum-secure (as long as the under-
lying layer 1 network is quantum-secure), being based on
cryptographic hash functions and not using any elliptic-
curve cryptography. The consensus does not rely on any
security assumptions other than the collision resistance of
the selected cryptographic hash function.

This paper provides a complete formal description of
the first version of the RGB consensus released to the
production, named RGB 1.0.

2. USED NOTATIONS

We use standard mathematical notation, including op-
erators of set theory.

2.1. Data types. Data types are defined using standard
sets, such as natural numbers N, integers Z, nonzero natu-
ral numbers N* £ N\ {0} and finite field F, (where q is
the order of the finite field). The bit dimensions (except
for the finite field elements) are given as a subscript, like
Nas6, with Ng used for both 8-bit unsigned integers and
bytes.

Binary strings (scalar arrays) of fixed size are given us-
ing power notation, for instance, N3 is a 32-byte stringir‘"’r‘.

Named data types are represented with capital Latin
letters using I TEX MATHBB font style. For example, the
Boolean type is defined as a set B £ {0,1}.

Scalar variables are given with Latin and Greek low-
ercase letters. The basis for nondecimal scalar literals is
given in subscript, for example, 102 equals 2 in decimal
notation. Decimal literals omit the basis subscript.

2.1.1. Product types. Tuples (ordered fixed-size set of ob-
jects of different types) are shown with angular brackets
(...), which contains a list of the tuple fields.

Immutable tuple fields are specified with small Latin
serif letters (such as a, x) or capital Greek letters (©).

Mutable tuples that may change over time (tuple vari-
ables) are denoted with capital Latin serif letters (like C).
To represent a sequence or individual tuple values which
evolve over time (like state objects), with individual values

being a lowercase indexed version of the same letter (co, ¢;,
ete.)

Tuple fields may be named or unnamed. To represent a

named field of a tuple we use subscription made with serif
font, such as in ¢; 2 (Cyg, -...).
2.1.2. Sum types. Enums (sum types) are represented as
sets, and enum variables as values picked from a set of
allowed values. Optional values thus belong to the set
{2, z}.

Enums with no associated data are tagged with names,
and a Ng value used in data serialization, is given as a
subscript; for example {false|—o, true|=1}.

Enum values with associated data display variants
or literals as variables of the corresponding type; they
can include tagged names as a part of the subscript:

{mlvariantA:m y\:1 }

2.1.3. Collections. Collections (variable-size sets of objects
of the same type, ordered or unordered) are denoted with
Latin uppercase calligraphic letters (like S). For represent-
ing set elements, we use braces {...} and the set builder
notation [41]. Ordered collections are indexed with sub-
scripts: s; € S.

The type of variable-sized sets is given as an element
type with a power component specifying the range of car-

dinality allowed for the set. For example, N[80’232) indicates
a sequence of bytes with cardinality (length) in the range
of 0 to 232 — 1.

Set definitions use a subscript to specify the ordering:
{--- }< for partially ordered sets; {- - - } < for totally ordered
sets; no index for unordered sets.

UTF-8 Unicode strings are represented as a sequence
made up of U set elements; ASCII strings as a sequence
made up of S set elements. If there are constraints on the
type of ASCII characters that can be used in a string, the
constraint is either given verbally as an index (for example,
Serintable ), or as a wildcard S, with detailed explanation of
the constraints given in the text.

Maps are written as a surjective function, mapping each
element of a set of keys to a value: M : {Vk € K — v}.
The size of the key set may be specified as a power:
M : {Vk € K — v}[010),

2.2. Function types. Functions with a well-defined algo-
rithm are denoted by small-case Latin serif names, followed
by a colon, function domain, arrow, and function codomain,
such as evaluate : 4 — B. The application of the func-
tion to the arguments is written as evaluate(a;). Variables
having function type are written as small Greek letters
in italics, ¢, and their application as ¢(z). Functions
depending on their previous values are defined using .

2.3. Operators. The order of the elements in a set is
indicated by > and <. New terms are defined by £.

Bitwise binary operations are specified with & (AND),
| (OR), «» (XOR) and ~ (NOT)

Logical conditions are specified with A (AND), vV (OR)
and = (NOT). Operator < performs equivalence test and
results in a Boolean value.

Operator <= is used for if and only if condition, = for
than, # for else, L for program termination.

3The difference between Ng2 and Nagg lies in the fact that the former is a byte string with a fixed encoding, while the latter is a natural
number, which may be serialized either little-endian or a big-endian. For little-endian serialization Nasg|jittieEndian = Ngz. RGB consensus uses
only little-endian serialization, and thus the two representations are equivalent
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3. PRoTOCOL OVERVIEW

In technical terms, RGB operates as partially replicated
state machines (PRiSM), which uses polynomial computer
architecture SONIC (State machine with Ownership Nota-
tion Involving Capabilities).

Partially replicated means that the state is not repli-
cated as a whole in all instances of the state machine;
instead, only a part of the state required by each of the
instances is propagated.

Polynomial computer means that the trace of the op-
erations can be arithmetized to polynomials, making it
possible to use any zk-STARK prover for zero-knowledge
compression.

Ownership notation involving capabilities means that
some types of state in RGB are assigned to specific par-
ties (actors), and this assignment is made using capabili-
ties, which are implemented using a single-use seal crypto-
graphic scheme.

The principal components of the RGB consensus design
are the following:

e SONIC polynomial computer (its consensus-
related layer named “UltraSONIC”) with
capability-based memory and zk-AluVM vir-
tual machine used for contract state evalua-
tion/validation;

e RGB contracts with their state, operations and
state transitions;

e single-use seals, for providing capabilities, control
of state transition singularity and the finality;

e commitment schemes, using cryptographic hash
functions.

The version of RGB consensus described in this docu-
ment is named RGB-I.0. You can find more about RGB
version numbering in the RGB-6 standard [42].

4. SONIC ARCHITECTURE

Most of the modern computers use von Neumann [43],
Harvard, and modified Harvard architecture [44]. While
offering a convenient user experience, these architectures
were not designed neither for arithmetization, required
in creation of zk-STARK proofs, nor for distributed sys-
tems, nor for security and formal verification. For example,
random-memory access has been the source of most hacks
and security breaches for more than 50 years [45, 46, 47].

Although it is possible to adopt von Neumann-style or
Harvard architecture with RAM for zk-STARK provers
(one may refer to Cairo [11]), this results in large proof
size, high computational resource demand for producing
zk-proofs, and no guaranteed ability to perform termina-
tion and other forms of formal analysis of an arbitrary
program. Instead of following such an approach, RGB is
using a different architecture, named SONIC (see Figure

1), which is specifically designed for formal verification,
UTXO-based models, and security.

FIGURE 1. Comparison of different computer architectures
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The architecture uses zk-AluVM virtual machine, im-
mutable memory cells of two types (read-once memory,
R1M; and write-once memory, W1M), and capability-based
R1M access.

4.1. zk-AluVM virtual CPU. zk-AluVM is a pure func-
tional RISC virtual machine designed for deterministic
portable computing tasks [48]. It is built using AluVM
(“algorithmic logic unit VM”) [37,49], a modular frame-
work for creating RISC instruction set architectures (ISA)
and registry-based virtual machines, based on category
theory.

4.1.1. Instruction Set Architecture. zk-AluVM extends the
AluVM execution control flow ISA (see Table :5) with
GFA256 ISA for arithmetic operations with finite field el-
ements (see Table 6). It is further extended by USONIC
ISA for accessing operation data and memory (see Ta-
ble 7). The complete specification on the instruction set
architecture is given in Appendix A.

4.1.2. Control Registers. The control registers are part of
the base AluVM ISA. They are used for the program execu-
tion workflow and do not participate as explicit arguments
for the instructions; however, their value may be accessed
or changed by some of the instructions, as specified in
Appendix:A.

CK: Check register with values taken from
{ok|=o, failire|=1}. On a failure (like accessing
register in None state, zero division, etc.) the
register is set to the failed state. Can be reset if
CH is false.

CH: Halting register holding a Boolean value. Indicates
whether a program must halt the moment CK is
set to the failed state for the first time.

CO: Test register, which acts as a Boolean test result. Its
value is checked by branching and some halting
instructions.

CA: Complexity accumulator / counter, a Ngs number.
Each instruction has a computational complexity
measure. This register sums up the complexity of
the instructions executed.

CL: Complexity limit, as an optional value {@, Ngs}. If
the register has a value, once CA reaches or ex-
ceeds it, the VM will set CK to the failed state.

CS: Call stack, {E}[®2%9 listing call entry points (see
the definition of the entry point in Section:4.3 and
equation :8).

4.1.3. GFA256 Registers. The GFA256 ISA defines FQ
constant (read-only) register, which contains the order g
of the used finite field Fy; and 16 general registers to store
finite field element values, from E1 to E8, and from EA
to EH. All registers are equivalent in their functionality
and can be used as arguments in the instructions shown
in Table 6.

4.1.4. USONIC Registers. The USONIC ISA extension
defines four Nig registers, UI1-UI4, which acts as op-
eration input and output iterators. They are initialized
with zero, and increment on each data load instruction,
such that destructible and immutable operation inputs and
outputs may be iterated one after another.

For the details on how individual operations work with
these registers please refer to the table:7,

4.2. Memory. The SONIC architecture supports two
types of addressed memory:

Read-once memory: (R1M), or destructible memory D,
having capability-based access and used for stor-
ing owned state accessible only by a valid actor
providing a 256-bit authentication token;

Write-once memory: (W1IM), or immutable memory I,
which can be accessed by any party and is used to
define a global contract state.

Both types of memory are made of addressable memory
cells. An address consists of a 256-bit id of an operation
and 16-bit output number which creates the memory cell:

(1) A £ Ng2 X N16
(2) r2(ld(c:),j) € A

Memory data are based on composed value data type,
which is an ordered sequence from zero to four finite field
elements:

4
(3) va|Fy
n=0

4.2.1. R1IM Memory. Read-once memory cell consists of a
single composed value o, an authentication token «, and
an optional locking condition L:

(4) D2V xF, x{2,(V,{2,E}}
(5) vd; € D(a) : di 2 (0,0, L) €D

A locking condition, when present as (0©,¢) € £\ {o},
consists of an auxiliary data © and an optional entry point
£ € E to a verification program (for the definition of E
please refer to (8)).

The locking script, when present as ¢ € £\ {@}, is an
entry point into the AluVM program (see next section),
which should succeed on execution in order for the cell to
be read and destroyed.

The auxiliary data © may be used by a codex verifier
script or the custom locking script € to check the satisfac-
tion of the lock conditions with an input-specific witness
Q, which will come from the spending operation input (see

key, and the input-specific witness £ will have a signature,
while the script € will validate the signature for that key.

Destructible memory cells are destroyed on the first
read and cannot be accessed or referenced anymore.

4.2.2. WIM Memory. Immutable memory cells consist of
a single composed value ¢, and an optional binary raw data
R, up to 216 bytes:

(6) 12V x {2, NP
(7) Ve, €Z(a):e; 2 (s, R) €1

The raw data do not participate in the validation pro-
cess and thus are never arithmetized. Their purpose is to
provide more contextual information for the user interface;
they are parsed and processed using ABI rules and the
standard library code (see the RGB-1010 standard [50]).
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4.3. Program. AluVM operates as a Turing machine, run-
ning on a “tape” of a SONIC program, with the following
modifications:

e the machine can’t change the cells on the tape
(the program is read-only);

e it has access to external data outside of the tape:

— current contract operation (see Section 53),
— addressable memory (see Section :4.2);

e its execution is bounded by complezity measure;
each execution of an instruction increase complex-
ity counting register CA in AluVM virtual CPU,
and when the value exceeds the limit, provided
as a part of a contract Codex (see Section :5.1), it
halts, ending in a failed state. o

The machine is a single-threaded and executes a single
instruction at each step. The complete list of all instruc-
tions and their encodings, as well as information about
registers (i.e., instruction set architecture), is given in
Appendix:A.

AluVM comes with a set of special-purpose control

registers influence the halting conditions of the machine:
CK, CH and CL.
The program halts on the following conditions:

(1) On an unconditional halting instruction execution
(see table of all instructions);

(2) On a conditional halting instruction execution if
the value of instruction-specific register (CO or
CK) is set;

(3) On any invalid operation (division by zero, access-
ing non-existing value or memory cell, etc.) if the
CH is set;

(4) On a jump to an unknown location (unknown li-
brary id or an offset outside the bounds of the
library code segment);

(5) If number of nested calls using CS exceeds 2'°
(call stack overflow);

(6) Once the complexity limit, given in CL, is ex-
ceeded, if the CL register contains a value, inde-
pendently from whether CH is set or not.

The complexity limit CL and halting flag CH are ini-
tialized using contract parameters from the contract codex
(see Section:5.1). When a complexity limit and halting
flag are set, an AluVM program is guaranteed to halt; this
enables the termination analysis and simplifies program
formal verification.

Execution of a program results in an execution trace
consisting of instructions, input values (values in regis-
ters before instruction was executed), output values (new
values in registers once the instruction is executed) and
hidden parameters, coming from the external data, if they
were accessed. The execution trace may be encoded us-
ing elements of the finite field F; and fed to a zk-STARK
prover [38]. The specific details of the encoding and selec-
tion of the zk-STARK prover are beyond the scope of this
document and are a subject of future work.

To run a program, AluVM must be provided with an
unordered set of known libraries, used by the program, and
an entry point

(8) E 2 NSQ X ng
9) h £ (Idi,p) € E

consisting of a library id ld;, and an offset p in the library
code segment. The library id represents a tagged hash of
the library code and data. More details on library ids can
be found in the AluVM documentation [49].

The number of known libraries is unbounded; therefore,
the complexity limit and the call stack size are the only
bounding conditions for a program. For the complete infor-
mation about the AluVM library, its structure, constraints,
etc., one may refer to the documentation [37].

5. CONTRACTS

The contract is an instance of the RGB protocol. RGB
consensus operates on the contract level, and does not in-
clude (as of version 1.0) any cross-contract functionality?.

Since RGB operates as a partially-replicated state ma-
chine (PRiSM), each party has a partial view over contracts,
named local contract. A local contract is defined as

(10) C£(0,0\{co})

where © is a contract issue and O is a locally known part
of the contract operations (excluding the genesis operation
co already present in ©, see below).

The issue defines the unique and global properties of
the contract; it must be known to all parties (i.e., present
in each local contract instance) and is represented by a
tuple

(11) @é <’U,m7k7C0>

which components are defined in Table 1.

TABLE 1. Specification of symbols used in the RGB contract

Symbol Type Value range Meaning

v Ng constant 0 RGB issue data structure version
(B, Ng, Nga, Bé?\, SLMOO)?, SS{ﬂi@} n/a Contract metadatar N

k See Section 5.1: n/a Codex (see Section ‘5.1)

o See Section 5.3 n/a Genesis operation

4Hovvever7 one may still achieve cross-contract interaction outside of the consensus layer, for instance by using atomic swaps.
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The commitment to the issue data represents a unique
and global contract id 1d(C), or Ci (see Section'5:and:C.2).
The contract metadata m define contract-specific pa-
rameters, which include (in the order of their position in
the tuple):
(1) boolean, indicating whether the contract is a test
contract,
(2) a byte representing specific layer 1 used by the
contract (see Table:2 for the list of possible values),

TABLE 2. List of supported Layer 1’s

mo value Layer 1

016 No layer 1 is used
1016 Bitcoin blockchain [51]
1116 Liquid sidechain [52]
2016 Prime [53]

(3) ISO 8601 timestamp (a Zga integer) of the moment
the contract is issued,

(4) a 32-bit set of feature flags, B>, encoded as Nia,
which must be set to zero for RGB-1.0,

(5) optional name of the contract, which must start
with a capital letter or a _symbol, and may contain
up to 99 ASCII letters, numbers, or _ symbol,

(6) an identity string of the contract issuer, made of
ASCII printable characters.

5.1. Codex. The codex is a set of parameters and rules
that define the contract business logic but do not define
any form of a state. The contract business logic does not
imply the way the state transitions are created; instead, it

defines how an arbitrary contract operations, created with
any possible rules, gets validated. If the operations pass
the validation, their business logic is valid; otherwise, oper-
ations are considered invalid, and contract state transition
does not happen. This paves the way to huge scalability as
well as much more compact zk-STARK proofs; since any
zk-proof just proves a result of a computation, not speci-
fying the exact way of performing the computation itself.
The mistake of blockchain developers was to put the actual
contract business logic into the blockchain: an approach
which does not scale. Client-side validation, implemented
in RGB, fixes that.

Thus, the RGB codex defines an operation validation
functions which are differentiated by the operation type:
a single contract may have multiple forms of operations,
which can be seen as mutating methods of the contract.
These operations, when successfully validated, result in
the contract state transitions.

Next, the codex defines the following contract parame-
ters:

e Specific finite field Fy defined by its order ¢, and
a bit dimension for the finite field type variables,
denoted hereinafter as ||q||pits;

e cryptographic hash function used in commitment
schemes;

e specific blockchain, used as layer 1,

e specific single-use seal protocol, (which also de-
fines the subset of specific blockchain networks
and commitment schemes, see Table 2),

More formally, the codex is a tuple N

(12) ké <v’ n7d’ t’ f7 q7 |_7/\7 V>

which components are defined in Table:3.

TABLE 3. Specification of symbols used in the RGB codex

Symbol Type Required value Meaning

v Ng =0 RGB codex data structure version

n {s}10,255] Codex name, parsed as a Unicode UTF-8 string

t Zga ISO 8601 timestamp of the codex creation

f B3? =0 Feature flags, encoded as N3 (must be set to zero in RGB-1.0)
q Zq =q Finite field order

r (B, B, Nga) zk-AluVM configuration for state transition verification

A (B, B, Nea) zk-AluVM configuration for memory access lock verification

1% Nig — (N2?, Nyg) Entry points for verification functions using known zk-AluVM

libs

Configurations for a zk-AluVM are 3-tuples, which val-
ues correspond to:
(1) Boolean flag, encoded as a byte, indicating whether
a VM must halt on the first occurrence of a failure;
(2) Boolean, indicating whether a complexity limit is
set;
(3) 64-bit natural number representing the complexity
limit (if the pt. 2 above is set).
For details on complexity limits, please refer to AluVM
documentation [37].
A codex may be used by multiple contracts — in the
same way as a class, defined with an OOP programming

language, may instantiate multiple objects. It is impor-
tant to note that multiple contracts may reuse the same
codex. In this way, there appears a natural differentiation
between contract issuers and codex developers, with the
former being specializing in financial services, assets, etc;
and the second being specialists in computer science.

5.2. Contract State. A local contract state is fully de-
fined by a set of its operations, O.

Since RGB consensus needs to operate as a polynomial
computer with a computation trace that can be arithme-
tized into a set of polynomial constraints, the state of a
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contract at the level of consensus must always be repre-

sented by a mathematical construct made of elements of the

finite field Zg, provided in the contract codex. This state is
not human-readable and must be processed using specific

ABIs and interfaces to be understood by humans; however,

this part is outside the consensus definition, belonging

to the RGB standard library, defined in the RGB-1010

standard [50].

Local contract state is a tuple (D,Z), consisting of de-
structible D and immutable Z memory cells, as described
in Section 4.2.

Destructible state: is represented by the read-once
memory (R1M), which is defined by contract op-
eration destructible outputs. The atoms of the
state (memory cells) can be accessed by a contract
operation referencing them as inputs only once,
getting destroyed by the fact of the reference.

Immutable state: is represented by the write-once mem-
ory (W1M, also write-once multiple-access mem-
ory), which is defined by contract operation im-
mutable outputs and is accessed by contract oper-
ations immutable inputs.

The state of the memory is defined as a result of exe-
cuting the evaluate : O — (D, Z) procedure, as described
in Section:5.6:and equation (19)

5.3. Contract Operation. Contract operation is a tuple

(13) 0i & (ci, Si, {2, wi})

consisting of:

e client-side information of contract state change,
represented by a tuple c;;

e an unordered map of single-use seal definitions
performed by an operation,

S(@) :{y= €Y — sz}

where s, is a seal definition;
e a seal close witness, which values must belong to
a set of either unit value, or a specific witness w;.

(14)

5.3.1. Client-side Operation. A client-side part of the op-
eration is represented by a tuple

(15) Ci = <’U,C|d7¢7)\,T,A7B,y,Z>
which meaning is given in the table /4.

5.3.2. Genesis Operation. The contract genesis is a special
type of operation, which contains no inputs, and where Cq
is replaced with kiq:

(16) CO é <7T’ kld’¢7 A7T’ g? ®7y’ Z)

5.3.3. Operation Id. Each operation is identified by an op-
eration id, ld(c;), which is computed by hashing serialized
data for the client-side part of the operation, as described
in Section :6: and Appendix :C.4. For genesis, the value
of kiq is replaced by the value of Ciy before the id of the
operation is calculated (see C3)

5.3.4. Operation Destructible Inputs. Operations, which
are not genesis and not state extensions, have a non-empty
destructible memory cell refs, which are composed of tuples

) ar € A; & (dz, ©2)

where d, represents a reference to a previously-defined
destructible memory cell, and 2 is an input-specific wit-
ness (not to mix with single-use seal close witness w;, and
operation-level witness ). The input-specific witness Q
participates in the capability-based memory access, as it

TABLE 4. Specification of symbols used in the RGB operation

Symbol Type Meaning
v Ng RGB consensus version (must be set to 0)
Cid N3? Contract id
10} Nig Call id: an index of a verification entry point V' from the codex k, used to verify the transition
A Ny Nonce (used for creating vanity contract ids)
T A\ Operation-level witness data (unrelated to single-use seal witness!)
16
A {A x V}[_S’2 ) Destructible memory refs (input)
165

B {A}[E’Q ) Immutable memory refs (input)

n ol6
y {]D)}[E’2 ) Destructible memory declaration (output)

N ol6
= {]1}[2’2 ) Immutable memory declaration (output)

5.4. Single-use Seal Protocol. The concept of single-use
seals was developed in Peter Todd works on cryptographic
commitments and consensus protocols in distributed sys-
tems and client-side validation [30; 31,32, 33]. The proto-
col for single-use seals is defined in the LNPBP-8 standard
[40].

In short, a single-use seal is an abstract mechanism
to guarantee a singularity of an event in the future: a
mechanism which can be used, for instance, to prevent
double-spends. The single-use seal is a commitment to

commit to some message that is not known at the time the
single-use seal was originally defined. Analogous to the
real-world, physical single-use-seals used to secure shipping
containers, a single-use-seal primitive is a unique object
that can be closed over a message exactly once.
A single-use seal supports two fundamental operations:
(1) close(u, m) — w: a close of a seal u over a message
m, producing a witness w. This fulfills the original
commitment, specified in the seal definition.
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(2) verify(u, w,m) — B: given witness w verify that
the seal u was closed over a message m.

A single-use seal protocol is secure if it is impossible for
an attacker to cause the verify function to return true for
two distinct messages m1, mo, when applied to the same
seal (although it is acceptable to have multiple witnesses
for the same seal / message pair).

RGB contracts use a specific form of the single-use
seal protocol, defined by the layer 1 value (see Table 2)
in the contract metadata within the issue structure (11)
For instance, Bitcoin- and Liquid-based contracts will use
TxO-based seals, described in Section:7.1; and Prime-based
contracts — seals described in Section ‘8.

FEach RGB operation o;, including genesis, contains a set
of single-use seal definitions S;, created by that operation
(13). These seal definitions must match 1-to-1 with the
destructible state ), defined in the client-side part of the
operation c;, as specified in (14). A pair of the destructible
state, defined by an operation, and related single-use seal
is called an assignment: the state is assigned to the seal.
These pairs constitute what is called owned state of the
local contract.

When an operation o;4+1 references a previous opera-
tion o; output, which defines destructible state, it must
provide a seal close witness w;4+1 over the commitment id
of the spending operation Id(c;), valid for all single-use
seals defined and assigned in o; with the now-destroyed
state. This provides the mechanism by which RGB pre-
vents double-spending and guarantees that the destructible
state is accessed only by the parties having the rights to
access it (capability-based access).

5.5. Set of Operations. Each contract is defined by a
partially ordered set of contract operations O £ {0;}. An
element of this set is a tuple, 0; £ (c;, Si, u;), consisting
of:

e client-side information of contract state change,
Ci;

e an unordered map of seal definitions performed by
an operation, S; : d; € V; — s;, where s; is a seal
definition;

e a seal close witness information, which values must
belong to a set of either unit value, or a specific
witness w;: u; € {F, w;}.

The set O has an initial element, called genesis oo, for
which u; = @. There might be other operations for which
u; = J; these operations are named state extensions and
must not destroy any owned state (i.e., must not jave any
outputs of a destructible type).

All operations in O are partially ordered using the rule

¢ <¢; <> (3YE Vit Yaaer €A)

18
(18) V(I z € X : Zadar € Bj)

which means that if there exists at least one output of ¢;
which is used by ¢;, or a global state defined in ¢; that is
read by c;, then ¢; precedes c;.

If O is not a directed acyclic graph and the above rule
cannot be fulfilled without collisions, the set of operations
must be recognized as invalid. This logic is a part of the
evaluate procedure (19) and is described in the next section.

5.6. Evaluate Procedure. The contract state is evalu-
ated using the following evaluate procedure applied to the

set of contract operations:

evaluate 2 0 - B :
Yo, € O :
(VaeA; Ad € D;:addr(d) = a)
A (YbeB; 3'e e : addr(e) = b)
W Jui=2l4) 2o,
w; # & : verify(S;, ws, 1d(0;))
A exec(k, @, (Z;, D;), ¢i)
D7;+1 — ('Dl \ Az) ) yh

(19)

=
Ii+1 — 7, UZ;

#1

where the procedures are defined as follows:

addr: returns a memory address for a given memory cell;

verify: performs the verification of a set of single-use seals
and a witness according to the LNPBP-8 standard
[40] as described in Section :5.4;

exec: executes a verification prografﬁrénd programs veri-
fying fulfillment of individual lock conditions for
the spent inputs. The function arguments include
codex data k, a set of known AluVM libraries g,
read-only access to the memory (Z, D) and client-
side operation data c;. It succeeds if and only if
at the halting of the AluVM machine CK register
is not set.

The first part of the algorithm (19) checks whether an
operation is correct and, in the case of success, the contract
state is evolved (middle expression), or the operation must
not be applied to the contract state, and further validation
must terminate with a failure ().

6. COMMITMENTS

Commitments are created using strict encoding: a
formally-defined binary data serialization algorithm [54].
Specifically:

(1) Numbers are serialized in little-endian format, us-
ing a number of bytes required to cover maximal
bit dimension of the used numeric type.

(2) Sum types (enums, including primitive types and
those with associated data) are prefixed with an
8-bit tag.

(3) Fixed-size arrays are encoded as is, with no pre-
fixing.

(4) Variable-size collections (objects representable as
mathematical sets, including sequences, ordered
sets, maps) are prefixed with the size of the col-
lection (cardinal number) in little-endian format,
using the number of bytes which fully covers the
maximal allowed collection dimension; followed by
elements of the collection, serialized one after the
other.

(5) Totally ordered sets must be serialized in the order
of the elements

(6) Partially ordered and unordered sets do not par-
ticipate in the RGB consensus.

(7) Maps are serialized with elements corresponding
to the key and value, composed as a tuple. The
keys of the ordered maps must represent a totally
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ordered set, and define the order of serialization
of key-value tuples.

(8) Product types (tuples) are serialized according to
the order of their elements, with no additional
prefix of field names.

Data are serialized into hashers, which usually use a
prefix (i.e. tagged) to uniquely codify the type of the pro-
duced commitment. Collections may also be merklized, in
order to allow compact profs of inclusion. The tag is an
valid URN [55], which is first hashed with the same hash
function, and the result is fed into the new hasher instance
twice as its first input, with no length prefix, according to
the BIP-340 standard [56].

Version 1.0 of the RGB consensus uses the SHA-256
hash function. Future versions may introduce more hashing
functions, including zk-friendly, by using feature flags in
contract metadata (m4 field in the contract issue metadata,
see Section '5).

The complete specification on the commitment struc-
ture is given in the Appendix:C.

7. RGB oN BiTcoiN

When RGB is used on top of Bitcoin [51], or bitcoin-
compatible sidechains (such as Liquid, [52]), the following
parameters apply:

(1) A contract issue must reference the specific bitcoin
blockchain & network as a value for its field ms
(layer 1 in the contract metadata) using values
given in the Table 2,

(2) TxO-based single-use seals must be used (Section
'7.1), with Bitcoin transaction outputs serving as
‘seal definitions, and Bitcoin transaction, spending
such an output, being a published part of a single-
use seal close witness (see [40] and Section 7.1 for
the definitions of these terms); -

(3) Multi-message bundles (Section:7.3) and multipro-
tocol commitment schemes (Section 7.4) must be
used for packing multiple operations under same
contract and multiple contracts into a single seal
close witness.

The TxO single-use seals, multiprotocol commitments
and multimessage bundles are vast standards; their com-
plete description would not fit this paper, and, since all
these standards are not RGB-specific, their formal specifi-
cation will be a subject of separate work. Here, we will not
be analyzing their properties and will be providing just an
overview of their functionality and structure, focusing on
how it applies to RGB.

7.1. TxO-based seals. TxO-based Bitcoin single-use
seals are defined in the LNPBP-10 standard [57]. It repre-
sents a significant development from the original ideas of
Peter Todd [30, -31], bringing support for seal composition
into graph structures with their interdependencies, as well
as an ability to close a set of seals over a single message,
producing a single witness. This was required due to the
fact that a single bitcoin transaction output may be used
for multiple seal definitions under multiple RGB contracts;
and, when it is spent, the spending transaction, becoming
a part of the seal close witness, needs to contain multiple
commitments to multiple operations under many contracts.

7.1.1. Seal Definitions. Single-use seals are defined as tu-
ples

(20) U £ {N3?, @} x N3g x {N3°,N3? x N3}

(21) us <{§|W°Ut:0’ <C7§>|:1}7
{V]noise=0, (¢, §/>|fallback:1}> eU
The definition consists of two components:

Primary definition: a Bitcoin transaction outpoint,
specified either as an output index £ € Njo re-
siding in the same seal close witness transaction
which closes seals related to the spent inputs (wout
variant), or as a complete outpoint, consisting of
transaction id and output number (¢, &).

Secondary definition: is either noise data, provided as
a means to conceal the seal; or a fallback seal, both
of which are described below.

The wout case, briefly described above, is required due
to the fact that a seal close witness transaction id is not
known unless the new operation data are fully defined
(since it commits to the id of this new operation); hence,
if the user wants to reuse the outputs of the seal close
witness transaction for new seal definitions, the only avail-
able information is the transaction output index. Later
on, during the verification (19), the transaction id can be
automatically resolved as a seal close witness transaction
id, which was already known at that moment of time.

The noise is provided for privacy reasons: since the
authentication token « is a hash of the seal definition, and
the total number of all UTXOs existing at the moment the
operation was created is bound and can be easily enumer-
ated, the noise hides the information about the specific
UTXO owned by a user.

When an RGB operation (spending operation, 0,+1) de-
stroys state created by another operation output, the seals,
to which that state was assigned, must be closed over the
commitment identifier Id(c;+1) of the spending operation
(see Section 5.4 for details). This is achieved by putting
a deterministic bitcoin commitment to the message de-
rived from the operation id Id(0;+1), into the transaction
which spends the transaction outputs participating as seal
definitions (named seal close witness transaction). The
specific way the commitment is produced is described in
the following subsections.

The fallback seals provide a way how the state assigned
to a seal definition may be preserved in case the user spends
the seal-defined UTXO without creating a valid seal close
witness. However, at the version 1.0 the fallback seals are
reserved for the future use; they may be defined, but any
spending with a fallback path will be invalid until the
consensus version I.1.

7.1.2. Seal Close Witness. Seal close witness w;, defined
in13; for TxO seals consists of two separate components:

Published seal close witness: represented by a seal
close witness transaction;

Client-side seal close witness: also named anchor, in-
cludes:

MMB proof: the proof that each witness trans-
action input is used only in a single RGB
operation (see Section:7.3 below);

Contract id and MPC proof: the inclusion
proof of an MMB commitment under the
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given contract id into the deterministic bit-
coin commitment (see Section 7.4 below);

DBC proof: the proof that the witness trans-
action includes a valid deterministic bitcoin
commitment (see Section 7.2 below). This
proof is provided only for tapret commit-
ments.

Fallback proof: a constant 1-byte zero value, re-
served for future proofs for fallback seals use.

7.2. Deterministic Bitcoin Commitments. The de-
terministic bitcoin commitment protocol, defined in the
LNPBP-6 standard [58], provides the way to put a prov-
ably singular commitment to some external message into
a Bitcoin transaction.

(1) The first output of the bitcoin transaction, which
is either OP_RETURN or P2TR, must commit to
MPC, as defined in Section 7.4 below.

(2) If such an output is an OP_RETURN output, it
must contain opret type of commitment.

(3) If such an output is a P2TR output, it must con-
tain tapret type of commitment.

7.2.1. Opret commitments. Opret commitments are cre-
ated using the following scriptPubkey construction:

(22) OP_RETURN OP_PUSH32 < MPC_COMMITMENT >

where OP_RETURN is a byte with value 6a;¢, OP_PUSH32 is a
byte with value 2016, <MPC_COMMITMENT> is a 32-byte little
endian binary data of the MPC commitment (see Section
7.4).

7.2.2. Tapret commitments. The procedure of tapret com-
mitment is more complex than the one for opret commit-
ment; however, it has several advantages: first, it does not
increase the transaction size; second, it does not expose the
fact that the Bitcoin transaction contains any associated
additional data used outside the Bitcoin protocol, which
may be important for privacy reasons, as well as to avoid
filtering in Bitcoin transaction relays [59].

The complete commitment protocol is specified in the
LNPBP-12 standard [60]. Here, we provide a brief version
of its formalism.

First, a tapscript leaf [61], containing the commit-
ment, must be constructed. It consists of 29 bytes with
value equal to 6164 (OP_NOP instruction, representing a no-
operation in Bitcoin script), followed by a single OP_RETURN
byte with value 6a16, OP_PUSH32 is a byte with value 201,
32 bytes of the serialized commitment value (in little-endian
order), and a nonce byte, which meaning will be explained
later. The total length of the tapscript leaf, constructed
in such a way, must be equal to 64 bytes.

Next, the constructed tapscript should be embedded in
the Taproot script tree, used to construct scriptPubkey of
the transaction output [56]. The embedding mechanism de-
pends on the structure of the bitcoin wallet descriptor [62],
however, only three options are possible for all descriptor
types:

(1) when no script tree is present, the constructed
tapleaf script becomes the only leaf in the script
tree;

(2) when a script tree contains a single leaf, it is shifted
one level below, and is put next to the constructed
tapleaf script, containing the commitment;

(3) when a script tree contains multiple leaves, they all
shifted one level below, such that the root of the
tree becomes a sibling to the constructed tapleaf
script.

The resulting tree is used to construct scriptPubkey accord-
ing to the procedure described in [56].
The tapret DBC proof, included in the anchor structure

by the output [56], nonce value, and an optional infor-
mation about the second node. This information proves
that the partner of the first level of Taproot script tree
does not contain an alternative OP_RETURN commitment
script. In case (1) this information is skipped (since there
are no other leaves than the commitment); and in cases
(2) and (3) the structure of the information depends on
the lexicographic ordering of the tapnode hashes [56] for
both of the nodes on the first level. If the leaf tapscript
with the commitment precedes the other node, only the
tapnode hash of the other node is provided; otherwise, in
case (2) the whole leaf script of the other node must be
given, and in case (3) two tapnode hashes of the nodes
below the sibling node.

The nonce value can be used to produce a shorter ver-
sion of the DBC proof: by trying different nonce values one
may have a good chance of finding the one which makes
tapnode hash of the tapret commitment to precede the
other node, shortening the proof to just 32 bytes instead of
64 or more bytes (if the other node contains longer taproot
script).

7.3. Multi-message Bundles. Multi-message bundles
allow multiple independent operations to be packed as a
single commitment under a single RGB contract. This is
useful in multiparty bitcoin transactions, such as payjoin
constructs [63], or multipeer state channels [24].

MMB security achieved by creating an ordered map 7
of the bitcoin seal close witness transaction input numbers
i to the corresponding operation ids {ld(0)} under the
contract:

(23) T 2 {i € Nsz — Id(0)}1>**

This map serves as a proof for MMB commitment and
is included as a part of the client-side seal close witness

The map is encoded into the hash function used to pro-
duce the commitment value 8 € Nasg, which is used later
in multiprotocol commitments (see Section :7.4: below).

The complete specification for multimessage bundle
commitment scheme can be found in LNPBP-11 standard
[64].

7.4. Multiprotocol Commitments. Since a single Bit-
coin transaction output may be assigned RGB contract
state under multiple seal definitions and under multiple
RGB contracts, a single Bitcoin transaction spending that
output will serve as seal close witness to multiple seals.
Thus, a special protocol is required to pack the individual
operation ids into a single deterministic bitcoin commit-
ment. For this purpose we use a multiprotocol commitment
cryptographic scheme, defined in the LNPBP-4 standard
[65].

The standard defines the way to commit to multiple
independent messages with a single digest such that the
fact of each particular commitment and a protocols®under
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which the commitments were made can be proven with-
out exposing the information about other operations and
contracts.

Multiple 8 € Nasg hashes of the multimessage bundle
under RGB contracts are put into a map

(24) M : {Cq — BYOFH

identified with the corresponding contract ids {Cia}.

To construct the multi-protocol commitment an array
of 2° 256-bit natural numbers (Nas6) is allocated, a random
cofactor k value is picked from Njg, and each individual S
value is put to position p in the array defined by

(25) p=Cua

In case of a collision, a different « is picked, or/and the
size s is increased, and the operation repeats. The remain-
ing array slots are filled with deterministically generated
entropy values, as described in [65].

The resulting array is merklized, and a merkle path
to the f commitment, together with the contract id and
merklization parameters, is used as a proof of inclusion
and singularity of the commitment (see the description of

mod max(2° — k, 1)

8. RGB oON PRIME

Prime is a layer 1 designed specifically to match the
requirements of the client-side validation [53]. When com-
bined with zk-STARKS, it may achieve scalability of O(1),
independent from a number of transactions and partici-
pants [53] — a result which cannot be made possible with
traditional blockchains. The use of Prime also allows us
to avoid all the complexities associated with the Bitcoin
TxO seals construct (Section:7.1).

The complete formal specification of RGB contracts on
Prime (RGB’) is outside the scope of this paper and will
be part of future work. For now, we will briefly define the
main differences from RGB contracts on Bitcoin (RGI).

The seal definition for RGB’ is a randomly picked ele-
ment of Fy. The published part of the seal close witness
consists of a Prime header [53], and a merkle path proving
the inclusion of the RGB operation id into the header
serves as the client-side seal close witness part. RGB’
does not require the use of multiprotocol commitments or
multimessage bundles, which were unavoidable in RGE.

9. REFERENCE IMPLEMENTATION

The details on the reference implementation in Rust
language are provided in the Appendix:B; which are also
specified in the RGB-3 standard [66].
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APPENDIX A. RGB INSTRUCTION SET ARCHITECTURE

TABLE 5. AluVM Control Flow Instruction Set Architecture

13

Op. code Instr. Args  Src. Dst. CK CS ACA Description
byte change call
stack

NOP 0 - - - - 0 Not an operation

NOCO 1 - CcoO CcO - 2000 Inverts CO

CHCO 2 - CcoO - - 2000 Terminate if CO = true

CHCK 3 - CK - - 2000 Terminate if CK is in failed state

FAIL 4 - - - failed 2000 Set CK to failed state, terminates
if CH is set

RSET 5 - CK CO,CK - 2000 Reset CK, set CO to the pre-reset
CK value

JMP 6 pt - - may fail 10000 Unconditional jump to location

JINE 7 CcO - may fail 20000 Jump to location if CO Z true

JIFAIL 8 CK - may fail 20000 Jump to location if CK is in failed
state

SH 9 x 2 - - may fail 10000 Relative jump

SHNE 10 P co . may fail 20000 Relative jump if CO = true

SHFAIL 11 T CK - may fail 20000 Relative jump if CK is in failed
state

EXEC 12 heE - - may fail 548000 Jump outside the current library to
an entry point

FN 13 D - - may fail pushes 30000 Call inside the current library

CALL 14 heE - - may fail pushes 548000 Call an entry point outside the cur-
rent library

RET 15 - - - - pops 20000 Return or finish the program

STOP 16 - - - - 0 Unconditionally stop the program

execution

Labsolute position (a Nig natural number) in the library

2relative offset (a Zg integer) from the current position in the library
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TABLE 6. GFA256 Instruction Set Architecture Extension for AluVM

Op. code Instr. Extension  Src. Dst. CK ACA Description
byte half-byte  Args. Args.!  change

TEST 64 00002 E (CO) 256000 Tests if the register contains a value. Set
CO to the result of the test.

CLR 64 00012 E 256000 Clear the destination register value.

PUTD 64 00102 felF, E 768000 Put a given value to the destination regis-
ter.

PUTZ 64 0011, E 256000 Put zero value to the destination register.

PUTV 64 01002|const E 264000 Put predefined constant value to the desti-
nation register. The pre-defined constant
is a N2 number, which values represent 1,
2042128 and ¢ (the order of the finite field
taken from FQ).

FITS 64 10002|bits E (CO)  may fail 264000 Test whether a value in the source register
fits in the provided number of bits. Set
CO register to the results of the test. The
bits value is a N3 number representing the
maximal number of lowest bits which may
be set. If the source register does not con-
tain a value, set both CO and CK to the
failed state; otherwise leaves the value in
CK unchanged.

MOV 65 - E E, 512000 Move (copy) value from the source to the
(CO) destination register, overwriting the previ-

ous value in the destination. If the source

has no value, the destination value is also

cleared. Operation leaves the value in the

source register unaffected, and does not

change the values in CO and CK registers.

EQ 66 - E, E (CO) may fail 512000 Set CO to the result of register equivalence
test. If both registers do not contain a
value, set CK to the failed state.

NEG 67 - E E may fail 512000 Take the value from the source register,
negate using finite-field modulo arithmetics,
and put the result into the destination reg-
ister. If the source register has no value
CK is set to the failed state.

ADD 68 - E, E E may fail 512000 Add values of two registers using finite-field
arithmetics and put the result into the first
of the registers. Do not detect overflows. If
either of the source register does not contain
a value, sets CK fo the failed state.

MUL 69 - E, E E may fail 768000 Multiply values of two registers using finite-
field arithmetics and put the result into
the first of the registers. Do not detect
overflows. If either of the source register
does not contain a value, sets CK fo the
failed state.

E represents any of E1-E8 and EA-EH general-purpose registers.
The value of the explicit arguments are encoded after the instruction byte and half-bit, as a bit stream using the
little-endian format. E registers are represented as N4 numbers, starting from E1.

1Implicit args are given in parenthesis
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TABLE 7. USONIC Instruction Set Architecture Extension for AluVM

Op. code Instr. Src. Dst. Description
byte
CKNXIRO 128 A, UIl CO Set CO to the result of check UI1 < ||A||
CKNXIAO 129 B, UI2 Cco Set CO to the result of check UI2 < ||B]|
CKNXORO 130 Y, UI3 CcoO Set CO to the result of check UI3 < |||
CKNXOAO 131 Z,Ul4 CO Set CO to the result of check UI4 < || Z||
LDW 132 T Load operation witness data (not the same as single-use seal wit-

ness!) to EA-ED registers.

LDIW 133 Q|addr:aUI1 Load a destructible input-specific witness §2 for the current input
number (determined by the value in UI1l) to EA-ED registers.
The operation is idempotent and does not update the value of UIl
register. It also sets CO to indicate whether the input matching
UI1 value is present.

LDIL 134 b@'addr:auu Load a destructible input-specific auxiliary locking conditions ©
for the current input number (determined by the value to the UI1)
to EA-ED registers. The operation is idempotent and does not
update the value of UI1 register. It also sets CO to indicate
whether the input matching UI1 value is present.

LDIT 135 aun CcO Load a destructible input authorization token « for the current
input number (determined by the value in UI1l) to EA. The
operation also sets EB to either 0 (if a custom lock script is not
present) or 1, if it is present. The operation is idempotent and does
not update the value of UI1 register. It also sets CO to indicate
whether the input matching UI1 value is present.

LDIRO 136 doladdr=ay;; EA-ED,  Load the destructible memory cell referenced by the next operation
CcO input to EA-ED registers. Set CO to indicate whether the next
element was present.
LDIAO 137 €claddr=by; EA-ED, Load the immutable memory cell referenced by the next operation
CcoO input to EA-ED registers. Set CO to indicate whether the next
element was present.
LDORO 138 o(yurs) EA-ED, Load next destructible operation output value to EA-ED registers.
CcO Set CO to indicate whether the next element was present.
LDOAO 139 s(zu1a) EA-ED, Load next immutable operation output value to EA-ED registers.
CcO Set CO to indicate whether the next element was present.
RSTIRO 140 - UI1l Resets iterator over the input destructible memory cells by setting
UI1 to zero.
RSTIAO 141 - Ul2 Resets iterator over the input immutable memory cells by setting
UI2 to zero.
RSTORO 142 - UI3 Resets iterator over the output destructible memory cells by setting
UI3 to zero.
RSTOAO 143 - Ul4 Resets iterator over the output immutable memory cells by setting
UI4 to zero.

All USONIC instructions do not take arguments and have zero complexity. None of them changes the value in CK.
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ApPPENDIX B. RGB CONSENSUS REFERENCE IMPLEMENTATION

In the lists below, the top level contains a reference to a repository, and the layers underneath describe specific Rust
crates with library and binary targets. If the crates are not listed, then the repository contains a single crate named after
it.

B.1. Client-side validation library. https://github.com/LNP-BP/client_side_validation

Provides core cryptographic primitives for client-side validation (not specific to RGB or Bitcoin).

commit_verify: implementation of tagged hashing, merklization, commitment creation workflows, multiprotocol commit-
ments and multimessage bundles.

commit_encoding derive: derivation macros for applying commitment workflows to data structures.

single_use_seals: single-use seal APIs.

client_side_validation: umbrella library combining the above.

B.2. Strict Encoding. https://github.com/strict-types/strict_encoding
Consensus data serialization procedures.

strict_encoding: serialization implementation.
strict_encoding_derive: derivation procedural macros.

B.3. zk-AluVM. https://github.com/AluVM/aluvm and https://github.com/AluVM/zk-aluvm
Virtual machine for RGB (see Section 4.1)

aluvm: framework for building virtual machines.
zk-aluvm: zk-compatible RISC virtual machine.

B.4. UltraSONIC. https://github.com/AluVM/ultrasonic ]
Consensus-level part of the polynomial computer based on zk-AluVM (see Section 4)

B.5. BP Core Library. https://github.com/BP-WG/bp-core
Implementation of Bitcoin TxO-based single-use seals and commitment schemes.
bp-consensus: Bitcoin blockchain consensus-level primitives,
bp-dbc: deterministic bitcoin commitments (opret, tapret),
bp-seals: bitcoin-specific single-use seals code,
bp-core: umbrella library combining all of the above.

B.6. RGB Core Library. https://github.com/RGB-WG/rgb-core
RGB 1.0 consensus implementation orchestrates the operations of the above libraries.


https://github.com/LNP-BP/client_side_validation
https://github.com/strict-types/strict_encoding
https://github.com/AluVM/aluvm
https://github.com/AluVM/zk-aluvm
https://github.com/AluVM/ultrasonic
https://github.com/BP-WG/bp-core
https://github.com/RGB-WG/rgb-core
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APPENDIX C. COMMITMENT STRUCTURE

C.1. Codex Identifier.

commitment CodexId: for Codex, hasher SHA256, tagged urn:ubideco:sonic:codex#2025-05-15
serialize Codex
bytes version: len 1, alias ReservedBytesl
str name: len O..=FF.h
ascii developer: alias Identity, first AsciiPrintable, rest AsciiPrintable, len 1..=1000.h
field timestamp: I64
bytes features: len 4, alias ReservedBytes4
field fieldOrder: U256
struct verificationConfig: CoreConfig
enum halt: Bool, false 0, true 1
field some: U64, option, wrapped, tag 1
struct inputConfig: CoreConfig
enum halt: Bool, false 0, true 1
field some: U64, option, wrapped, tag 1
map verifiers: len 0..=FF.h
field key: Ul6
struct value: LibSite
bytes libId: len 32, alias LibId
field offset: Ul6

C.2. Contract Identifier.

commitment ContractId: for Issue, hasher SHA256, tagged urn:ubideco:sonic:contract#2024-11-16
serialize version: ReservedBytesl
const 0: U8
serialize meta: ContractMeta
enum testnet: Bool, false 0, true 1
enum consensus: Consensus, none 0O, bitcoin 16, liquid 17, prime 32
field timestamp: I64
bytes features: len 6, alias ReservedBytes6
union name: ContractName
field unnamed: Unit, tag O
ascii named: wrapped, alias TypeName, first AlphaCapsLodash, rest AlphaNumLodash, len 1..=64.h, tag 1
ascii issuer: alias Identity, first AsciiPrintable, rest AsciiPrintable, len 1..=1000.h
serialize codexId: commitment CodexId
serialize genesisId: commitment OpId

C.3. Genesis Operation Identifier.

commitment Opid: for Genesis, hasher SHA256, tagged urn:ubideco:ultrasonic:operation#2024-11-14
serialize version: ReservedBytesl
const 0: U8
serialize codexId: commitment, alias CodexId
serialize callId: U16
serialize nonce: Fe256
serialize opWitness: StateValue
merklize destructibleIn: [Input ~ 0]
merklize immutableIn: [CellAddr ~ 0]
merklize destructibleOut: [StateCell ~ 0..<2716]
serialize StateCell
union data: StateValue
field auth: U256, alias AuthToken, alias Fe256
struct lock: option, wrapped CellLock, tag 1
union aux: StateValue
struct script: LibSite, option, wrapped, tag 1
bytes 1libId: len 32, alias LibId
field offset: Ul6
merklize immutableOut: [StateData ~ 0..<2716]
serialize StateData
union value: StateValue
bytes raw: len 0..<2716, option, wrapped RawData, tag 1
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C.4. Operation Identifier.

commitment Opid: for Operation, hasher SHA256, tagged urn:ubideco:ultrasonic:operation#2024-11-14
serialize version: ReservedBytesl
const 0: U8
serialize contractlId: commitment, alias ContractId
serialize callld: U16
serialize nonce: Fe256
serialize opWitness: StateValue
merklize destructibleIn: [Input ~ 0..<2716]
serialize Input
struct addr: CellAddr
bytes opid: len 32, alias Opid
field pos: Ul6
union witness: StateValue
merklize immutableIn: [CellAddr ~ 0..<2716]
serialize CellAddr
bytes opid: len 32, alias Opid
field pos: Ul6
merklize destructibleOut: [StateCell ~ 0..<2716]
serialize StateCell
union data: StateValue
field auth: U256, alias AuthToken, alias Fe256
struct lock: option, wrapped CellLock, tag 1
union aux: StateValue
struct script: LibSite, option, wrapped, tag 1
bytes 1libId: len 32, alias LibId
field offset: U16
merklize immutableOut: [StateData ~ 0..<2716]
serialize StateData
union value: StateValue
bytes raw: len 0..<2716, option, wrapped RawData, tag 1
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APPENDIX D.
(GLOSSARY

anchor: a client-side seal close witness for RGB on Bitcoin. 9-11, 19

assignment: a pair of single-use seal definition and a destructible memory cell. 8, 19

authentication token: unique identifier «, an element of the finite field Fy, used for capability-based access to write-once
memory cell. 4, 9, 19

client-side seal close witness: a part of seal close witness, which is not available for public, and must be kept by the
parties of the RGB contract on their local machines. The parties exchange these data via P2P interaction. See
also anchor. 9-11, 19

composed value: a variable length sequence of field elements in Fy, from zero to four. 4

destructible memory: see read-once memory. 4, 19

fallback seal: an part of single-use seal definition, which defines a second seal, used if the first seal was not properly
closed. 9-11

genesis: The first operation in RGB contract, which becomes part of the contract issue. 7, 8

immutable memory: see write-once memory. 4, 19

input-specific witness: optional data 2, provided per operation input, which may be used to satisfy locking condition
to gain access to destructible memory cells. Unlike operation-level witness these data apply to a single input.
Not related to seal close witness. 4, 7, 19

issue: data structure defining unique RGB contract. 5, 6, 8, 9, 19

layer 1: in context of RGB, a part of the consensus protocol, operating as a public network. May be represented by a
blockchain network, or a new type of network, such as Prime. 2, 6, 8, 9, 11, 19

local contract: a part of RGB contract operation history O known on the local node, as a result of partial contract
replication. 5, 8

local contract state: a state known on the local node, as a result of partial contract replication. 6, 7, 19

locking condition: data structure ¢, defining access rights to an immutable memory cell. Consist of an optional program
entry point € and auxiliary data ©. The script must be satisfied with ©, an operation-wide witness and/or
witness in the spending operation input (see operation-level witness and input-specific witness). 4, 19

operation-level witness: Optional data Y, provided in the client-side part of an RGB operation, which may be used
to satisfy locking condition to gain access to destructible memory cells. Unlike input-specific witness these data
apply to all inputs. Not related to seal close witness. 7, 19

opret: a form of deterministic bitcoin commitment used in seal close witness transaction, produced using a dedicated
OP_RETURN output. 10

owned state: RGB local contract state, consisting of individual assignments. 4, 8

Prime: a layer 1 designed specifically to match the requirements of the client-side validation, which has a theoretical
scalability of O(1), i.e., independent of the number of transactions and participants. 19

published seal close witness: a part of seal close witness, which is available for public, i.e., is included in some layer
1 network data structures. See also seal close witness transaction. 9, 19

read-once memory: capability-based memory, an element of which (“cell”) can be read only once, by providing an
authentication token and fulfilling optional locking condition. Once accessed, the memory cell is destroyed. 4, 7,
19

seal close witness: w; proving that the single-use seal was indeed closed over some specific message. Consists of
published seal close witness and client-side seal close witness parts. See also seal close witness transaction. 7-11,
19

seal close witness transaction: a published seal close witness for RGB on Bitcoin. 9, 10, 19

state extension: a type of RGB operation, which has no inputs referencing destructible state, and no seal close witness.
7,8

tapret: a form of deterministic bitcoin commitment used in seal close witness transaction, produced using Taproot script
tree. 10

write-once memory: memory, an element of which (“cell”) can be created only once, cannot be changed or destroyed,
and can be accessed (read) multiple times by any party. 7, 19
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