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Abstract—This paper proposes DIMSEPP, a decentralized
identity management system that enhances privacy while pre-
serving blockchain verifiability. The system cryptographically
enforces data minimal disclosure principles by storing at-
tribute commitments on-chain and validating them through
zero-knowledge proofs, allowing users to demonstrate attribute
validity without revealing sensitive values.

The architecture maintains full compatibility with existing DID
standards through standard document structures and verification
methods. Security analysis demonstrates provable guarantees
under standard cryptographic assumptions. Practical evaluation
confirms the system’s efficiency for resource-constrained environ-
ments, supporting deployment in applications where both privacy
and verifiability are essential.

I. INTRODUCTION

Decentralized Identity (DID) systems[1]], [2l], [31, [4], [5]
have emerged as a promising alternative to traditional identity
management, addressing critical issues of centralized con-
trol and single points of failure[6]], [7]. Built on blockchain
technology[8], [9], [LO], [L1], [12], [[13], DIDs enable users
to own and control their digital identities without relying
on intermediaries[14], [15]. The concept gained significant
traction with the W3C DID specification[16], establishing
standards for interoperable decentralized identity solutions.

While DID systems offer advantages in user control and
resilience, their architectural design introduces novel privacy
challenges that demand urgent attention[17]], [18]. A fun-
damental vulnerability stems from the storage of identity
attributes on publicly accessible blockchain nodes. Unlike
traditional systems where identity data resides in protected
databases, DID implementations often record identity creden-
tials on-chain, making them permanently visible to all network
participants [7], [19]. This design, while ensuring verifiability,
creates unprecedented risks of mass identity exposure.

Another critical privacy limitation involves the current ap-
proaches to credential presentation. Conventional DID systems
typically require users to disclose complete credentials when
proving authorization to service providers, violating the prin-
ciple of minimal disclosure [20], [21], [22], [23], [24]]. For
instance, when applying for a loan that requires minimum
annual income verification, existing systems force users to
reveal their exact salary rather than simply proving they
meet the threshold. This all-or-nothing approach unnecessarily
exposes sensitive personal data, creating privacy risks and
potential discrimination vectors.

These deficiencies become particularly acute in financial
services and healthcare applications, where both regulatory
requirements and user expectations demand strict privacy
guarantees. The transparency of blockchain-based DID sys-
tems conflicts with data minimization principles enshrined in
privacy regulations like GDPR [20]], [21]], while the coarse-
grained authorization mechanisms fail to meet real-world
needs for selective disclosure.

A. Related Work

Prior DID systems face critical privacy limitations in at-
tribute management. The approach in [[16] stores raw attribute
values directly on-chain, exposing them to all network partici-
pants. While [17] enhances privacy by storing hashed attribute
references that conceal the linkage between attributes and
their owners, it still requires complete attribute disclosure
during service authentication, failing to achieve true minimal
disclosure.

[[18]] attempts to address this by allowing users to store only
attribute predicates (e.g., "age > 18”) on-chain rather than
values. However, this solution introduces new inefficiencies
- requiring separate predicate records for each usage context
(e.g., voting vs. employment checks) - while still leaking par-
tial information through the published predicates themselves.
Moreover, the repeated on-chain storage of context-specific
predicates creates unnecessary blockchain bloat.

[25] proposes a blockchain-based trust management sys-
tem for DID, which utilizes Secure Multi-Party Computation
(SMPC) to protect feedback privacy. However, its privacy
guarantees for data on-chain fundamentally rely on permis-
sioned blockchain access control, requiring pre-authorized
nodes to view data. This design inherently limits deployment
in public DID ecosystems where fully decentralized verifica-
tion is required.

B. Contributions

To overcome these limitations, we propose a Decentralized
Identity Management System with Enhanced Privacy Protec-
tion (DIMSEPP), which makes the following key contributions
to decentralized identity management:

o Privacy-Preserving Architecture: We propose the first
DID system that combines off-chain attribute storage
with on-chain Pedersen commitments [26]], [27] and zero-
knowledge range proofs [28], [29], [30], [31], resolving



the fundamental conflict between blockchain transparency
and user privacy. This ensures sensitive attributes remain
confidential while allowing verifiable predicate checks,
achieving GDPR-compliant data minimization [20].

o Practical Efficiency: With linear-time operations and
constant-size DID records (including both DID docu-
ments and verifiable credentials), DIMSEPP ensures prac-
tical deployability on resource-constrained devices such
as mobile and IoT nodes. Extensive experiments confirm
the system’s efficiency in real-world settings (see [V-B).

« Backward Compatibility: Designed to seamlessly inte-
grate with W3C DID standards [16], our system requires
only minimal adjustments to existing DID resolvers or
wallets, while maintaining:

— Uses standard DID document structures

— Maintains existing verification method formats

— Supports gradual adoption via hybrid modes (on-
chain/off-chain credentials)

« Provable Security: We formally define and prove com-
pleteness (ensuring legitimate operations succeed) and
security (including consistency, attribute-based indistin-
guishability and predicate-based indistinguishability).

II. PROBLEM STATEMENT AND SYSTEM MODEL

A. Problem Statement

We address the challenge of designing a decentralized
identity system that satisfies the following requirements:

o All participants except Identity Providers (IdPs) are semi-
honest: They follow protocol specifications but attempt
to infer additional user information through metadata
analysis or correlation attacks. IdPs are fully trusted for
credential issuance but not for ongoing identity manage-
ment.

o Identity documents (DID records and credential status)
are stored on publicly accessible blockchain nodes to
ensure verifiability and non-repudiation, while preventing
single points of failure.

o User privacy attributes (e.g., age, salary, or affiliations)
must remain confidential. Service Providers (SPs) can
only verify predicate satisfaction (e.g., “Age > 187)
without learning specific values.

B. System Model
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Fig. 1. System architecture

The DIMSEPP architecture (Fig. [I)) extends standard DID
protocols with cryptographic privacy enhancements. Users
register DID documents containing public keys via blockchain
transactions, while IdPs issue on-chain anchored, signed ver-
ifiable credentials (VCs) containing protected attributes after
off-chain attribute verification.

For service access, users generate zero-knowledge proofs
(ZKPs) demonstrating predicate satisfaction (e.g., age > 18
without revealing exact birthdates). SPs verify these ZKPs
against blockchain-stored DID records and credential status,
learning only predicate validity. The blockchain serves as a
decentralized ledger for DID documents and VC metadata.

For credential lifecycle management, IdPs may revoke com-
promised credentials via signed revocation transactions, while
users initiate updates by submitting new attribute commitments
with ZKPs of validity. These operations follow standard DID
protocols for revocation and updates, ensuring compatibility
with existing ecosystems.

The system’s core operations (excluding revocation/update)
are implemented through the following algorithms:

1) Setup(1*) — pp: Setup is executed by some party. Takes
a security parameter A, Setup generates public parameters
pp and publishes them, which are available to all parties.
The setup is done only once.

2) CreateDIDD(pp) — (didd,pk,sk): This is executed
by users. Take pp as input, CreateDIDD generates key
pair(pk, sk) and DID document didd containing pk.

3) ApplyCred(pp,v,r) — (C,m,): With value v corre-
sponding to attribute attr, random number r and pp as
input, user executes ApplyCred to get protected attribute
value C' and ZKP 7,.

4) GenCred(pp, didd, attr,v, C, w,., Proof,) — VC: With
pp, didd, attr,v, C,m. and Proof, (valid external evi-
dence for v) as input, IdP performs GenCred to generate
verifiable credential VC'.

5) ApplyServ(pp,v,r,8) — mp: With pp, v, r and predicate
0 specifying a condition on v (e.g., # := “v > 18” for



an age attribute) as input, user performs ApplyServ to
generate ZKP my.

6) VerifyServ(pp, C,0,m9) — {0,1}: With pp, C, 0,7 as
input, SP executes VerifyServ to determine whether to
grant the service or not.

C. Definitions

Definition 1(Completeness) A DIMSEPP scheme II =
(Setup, CreateDIDD, ApplyCred, GenCred, ApplyServ,
VerifyServ) is complete if for any polynomial-size ledger sam-
pler S and security parameter A, the following incompleteness
advantages are negligible in A:

¢« VC Generation Completeness: Advﬁ%COMP =

Pr[VC-COMP(II, S, \) = 1]
e Service Access Completeness:
Pr[SERV-COMP(II, S, \) = 1]
The experiments proceed as follows:
« VC-COMP(IL, S, \):
1) Challenger C generates pp < Setup(1*) and sends to
S
2) S submits to C:
— Ledger state L containing didds and V C's
— Attribute tuple (attr, v, r, Proof,) where Proof, is
valid external evidence for v

3) C generates (C,7,.) + ApplyCred(pp, v, )

SERV-COMP
AdVH,S =

4) C outputs 1 if GenCred(pp, didd, attr, v, C, ., Proof,)

fails to produce valid VC; else 0
« SERV-COMP(II, S, \):
1) C initializes as in VC-COMP
2) S submits to C:

— L containing didds and V C's (containing C)
— Tuple (v, r,0), where v, r is contained in C' and 6
is a specified predicate (e.g., > 0.min)
3) C generates mp < ApplyServ(pp, v, r, )
4) C outputs 1 if either:
- VerifyServ(pp, C, 0, m9) = 0 when v satisfies 6, or
— VerifyServ(pp, C,0,m9) = 1 when v violates 6

Else outputs 0

Definition 2 (Security) A DIMSEPP scheme II is secure
if it satisfies consistency, attribute-based indistinguishability
and predicate-based indistinguishability.

Each of the properties is defined by an experiment involv-
ing a DIMSEPP oracle OP'MSEPP that receives and answers
queries from an adversary A. The queries are proxied via C
that performs the experiment-specifc sanity checks.

OPMSEPP maintains state (pp, L, KEYS, VR), initialized
with pp < Setup(1*) and empty sets L, KEYS, VR. Here,
L is designed to be publicly readable by all parties. The
oracle processes the following query types:

« Q = (CreateDIDD):
— Compute (didd, pk, sk) < CreateDIDD(pp)
— Update KEYS + KEYS U {(pk, sk)}
— Update L + L Udidd

o Q = (ApplyCred, didd, attr, v):

Choose random 7 < Zq
Compute (C, ) < ApplyCred(pp, v, r)
Update VR < VR U (didd, attr,v,r,C)
Return (C, )
o Q = (GenCred, didd, attr,v, C, 7., Proof,):
— Verify didd € L; if fails, abort.
- If Verify(C, v, m,) = 1AVerifyEvidence(Proof, ) = 1:
x VC + GenCred(pp, didd, attr,v, C, ., Proof,)
x Update L < LU{VC}
o Q = (ApplyServ, didd, 6):
— Verify didd € L; if fails, abort
— Retrieve (v,r,C) associated with (didd, 8.attr) from
VR; if fails, abort
— If v doesn’t satisfy 6, abort
— Compute mp < ApplyServ(pp, v, ,0).
— Return 7y (does not update state).
o Q = (VerifyServ, didd, 0, 7p):
Verify didd € Lj if fails, abort.
Retrieve C from L.V C associated with (didd, 6.attr);
if fails, abort.
Compute b + VerifyServ(pp, C, 0, my).
Return b (does not update state).
Definition 2.1 (Consistency) A DIMSEPP scheme II sat-
isfies consistency if for all Probabilistic Polynomial-Time

(PPT) adversaries A and security parameter A, the advantage
Advﬁ?}s()\) is negligible:

Advi2y® () := Pr[CONS(IL, A, \) = 1]

The experiment CONS(II, A, A\) proceeds as:
1) Initialization:
« C initializes OPMSEPP
2) Query Phase:
o A makes adaptive queries
3) Challenge Phase:
o A outputs (v*,v"™* r* r'* C* 7¥) with:
- C* := [v"*]G+[r"*]H is a valid Pedersen commit-
ment to (v™*,r*) (see
— Schnorr.Verify(C* — [v*]G, H, 7%) = 1 (see[lII-A)
- =0 )G#£0O
4) Output Phase:
« C outputs 0 unless all of the following hold:
— Schnorr.Verify(C* — [v*|G, H,7}) =1
- W*=0v*|G#£0O
« C attempts GenCred(pp, didd, attr,v*, C* =, Proof;)
and outputs 1 if valid V'C* is generated, else 0
Definition 2.2 (Attribute-based Indistinguishability) A
DIMSEPP scheme II achieves attribute-based indistinguisha-
bility if for PPT adversaries A and security parameter A, the

advantage Advﬁ'%(A) is negligible:

and gives pp to A

to (OPIMSEPP

AdVND () == | Pr[AIND(IL, A, \) = 1] — %|



The experiment AIND(II, A, A) proceeds as:
1) Initialization:

o C generates pp < Setup(1*)
o C initializes OP™SEPP with pp
o C provides pp to A and oracle access to

2) Query Phase 1:
o A adaptively queries OP™SEPP through C for:
— DID creation: (didd, pk, sk) < CreateDIDD (pp)

ODIMSEPP

— Credential application: (C,m) —
ApplyCred(pp, v, )
— Credential generation: vC —

GenCred(pp, didd, attr,v, C, 7, Proof,,)
3) Challenge Phase:
o A submits (vg,v1) where vy # vy
e C selects b < {0,1}
o C invokes OP™SEPP o compute Cy, := [vp)G + [rp] H
with 14 < Z4
e C returns Cp, to A
4) Query Phase 2:
o A continues queries to OP™SEPP through C
« Restriction: No direct queries about (vp, Cy)
5) Output Phase:
o A outputs b* € {0,1} as its guess to b
e Coutputs 1 if b =b*, else 0
The DIMSEPP oracle OP™SEPP maintains all system state
(including ledger L, key store KEYS, and credential records
VR), while C acts as a relay between A and OPTMSEPP = A]]
cryptographic computations are performed by OPIMSEPP
properly model system execution.
Definition 2.3 (Predicate-Based Indistinguishability) A
DIMSEPP scheme 11 satisfies predicate-based indistinguisha-
bility if for all PPT adversaries .4 and security parameter A,

the advantage AdvﬁlﬁD (M) is negligible, where the experiment
PIND(II, A, \) proceeds as:

1) Initialization:
o C generates pp < Setup(1?)

o C initializes OP'SEPP with pp
« C provides pp to A and oracle access to OP'MSEPP

2) Query Phase 1:
o A adaptively queries OP"™SEPP through C for:
DID creation: (didd, pk, sk) < CreateDIDD(pp)

— Credential application: (C,m,)
ApplyCred(pp, v, 7)
— Credential generation: vC —

GenCred(pp, didd, attr,v, C, ., Proof,)
Service access: mg < ApplyServ(pp,v,r,0)
Service verification: b < VerifyServ(pp, C, 0, my)

3) Challenge Phase:
e A submits (vg,v1,6) where:
- Vo # U1
— Both vy and v, satisfy the 6
e C selects b« {0,1}

o C invokes OP'MSEPP (4 compute:

Cp := [vp]G + [rp] H with 1, < Z,
7y := ApplyServ(pp, vy, 15, 0)

e C returns (Cyp,7p) to A
4) Query Phase 2:

o A continues queries to OP'"MSEPP through C
« Restriction: No queries about (vy, Cy, 7p)

5) Output Phase:

o A outputs b* € {0, 1} as its guess for b
e C outputs 1 if b = b*, else 0

The advantage is defined as:

1
Advi3P(A) := [Pr[PIND(IL, A, \) = 1] — 5
III. DECENTRALIZED IDENTITY MANAGEMENT SYSTEM

WITH ENHANCED PRIVACY PROTECTION(DIMSEPP)
A. Mathematical Background

1) Pedersen commitment: Let G be a cyclic subgroup of
an elliptic curve E(FF,) of prime order g, with base points
G, H € G where H is a random point with unknown discrete
log with respect to GG. The commitment [26] to a secret value
v € Zg with random number r € Z, is:

C(v,r) = [v]G+[r]H (1)

where [n]P denotes scalar multiplication on E(FF,).
Key Properties

o Perfect Hiding For any v’ € Z,, there exists 1’ € Z,
such that C'(v,r) = C(v',r'). Thus, C(v,r) reveals no
information about v.

« Computational Binding Under the Elliptic Curve Dis-
crete Logarithm Problem (ECDLP) assumption, no
PPT adversary can find (v',7") # (v,r) satisfying:

[v]G + [r]H = [v'|G + [r'|H. )

2) Non-Interactive Schnorr Proof (Schnorr): Let G be a
cyclic subgroup of an elliptic curve E(F,) with prime order
q and generator G. The non-interactive Schnorr proof[32],
[33] allows a prover P to demonstrate knowledge of a secret
x € Z4 for a public key Y = [z]G without interaction.
This mechanism involves two cryptographic operations: Prove
(executed by P to generate proofs) and Verify (performed by
verifier V to validate proofs without accessing sensitive data).
Prove(Y, G, z) — m:

1) P selects r & Z4 and computes R = [r]G.

2) Computes ¢ = H(R || Y), where H : {0,1}* — Z, is a
cryptographic hash function.
3) Computes s = (r + ¢- ) mod gq.
4) Outputs the proof © = (R, s).
Verify(Y, G, 7) — b,b € {0,1}:
1) V recomputes ¢ = H(R || V).
2) if [s]G ZR+ [c]Y, outputs 1; else outputs O.



Key Properties:

« Unforgeability: Secure against existential forgery un-
der chosen-message attacks (EUF-CMA) in the random
oracle model, assuming the hardness of the discrete
logarithm problem in G.

o Zero-Knowledge: The protocol is simulatable via:

1) Choose random c* & Zq and s* ﬁ Zq

2) Compute R* = [s*]G — [¢*]Y

3) Program the random oracle to satisfy H(R* || V) := ¢*
The simulation is perfect since (R*,s*) is identically
distributed to real transcripts.

e Size: The proof 7 consists of one curve point (R) and

one scalar (s), totaling [log, ¢ + |G| bits.

3) Ring Signatures (RingSig): A ring signature scheme[34],
[35], [36] allows a signer to anonymously sign a message on
behalf of a ring (set) of public keys. Formally, given:

o A ring of n public keys: Rpx = {PK3,...,PK,}

« Signer’s secret key sk corresponding to PK; € Rpg

o Message m € {0,1}*

The scheme consists of algorithms:

o <« Sign(sks, Rpr, m) 3)
{0, 1} <— Verify(RpK, m, O') (4)

Key Properties:

« Anonymity: For any PK; € Rpg, the probability that

an adversary identifies s is at most 1/n + negl(\).

« Unforgeability: No PPT adversary can produce a valid

o without knowing any sk; for PK; € Rpg, under the
Discrete Logarithm assumption.

4) Ring Signature-based Range Proof (RingProof): The
scheme[31]] enables a prover to demonstrate that a committed
value v lies within the range [0, 2™ — 1] without revealing v or
the random number 7. This is achieved by combining Pedersen
commitments with ring signatures for each bit of v.

The scheme consists of two main phases: Prove and Verify.

e Prove(v,r) — m, where v € [0,2" — 1], r € Z,, C =

[v]G + [r]H:
1) Bit decomposition and random number allocation:
— Represent v in binary: v = Z;.l;ol b;j27 where b; €
{0,1} for j € {0,1,...,n — 1}
- For j € {0,1,...,n — 2}, sample 7; iZq
— Compute r,,_; =71 — Z;ZOQ r; mod q
2) Ring construction for each bit:

PK;o = [rj]H + [b;27]G ®)
PK;, = PK;, - [2]G (6)
Rj ={PKjo, PKj1} (7)

3) Ring signature generation:
o; < RingSig.Sign(r;, R;j, PK o) 8)

where r; is the secret key for PKjp,, PK;o is used
1

as message to sign. Return m = {0}~

e Verify(C,m) — b, where b € {0,1}:

1) Verify all ring signatures:
RingSig.Verify(R;, PK; ,0;) = 1 for all
j€{0,1,...,n—1}; else return 0.

2) Check commitment consistency: Z;L;(} PKjq <
else return 0.
3) Return 1 if all checks pass.
Key Properties:
o Perfect Privacy: The proof reveals nothing beyond v €
[0,2™ — 1]
« Computational Soundness: Forging a proof requires
solving the ECDLP or breaking the ring signature scheme
« Compactness: Proof size is O(n)

B. The Proposed Scheme

The system architecture, comprising six algorithms, parti-
tions into four operational phases: Initial, Registration, Cre-
dential Issuance and Service Access.

1) Initial Phase: The Setup algorithm is executed by
some participant to generate public parameters. To ensure the
discrete logarithm relationship between generators G and H
remains unknown, a hash-to-curve technique can be employed.
Setup(1*) — pp: Outputs public parameters pp including:

« Elliptic curve group G with generators (G, H)

« Cryptographic hash functions # : {0,1}* — Z,

2) Registration Phase: The registration phase follows stan-
dard DID operations.

CreateDIDD(pp) — (didd, pk, sk)

1) Generate (sk,pk) = (d,[d]G),

2) Construct DID document didd = {id : did,

verificationMethod: [pk],service:...}

3) Return (didd, pk, sk)

User executes CreateDIDD and obtains (didd, pk, sk), then
stores (pk, sk) locally and submits didd to the blockchain
system. The blockchain system verifies the didd’s integrity
and stores it on-chain after consensus validation.

3) Credential Issuance Phase: When there is a need
to apply VC -corresponding to (attr,v), user chooses
rovia r & Zg, executes ApplyCred and obtains
(C,m,.), then stores (didd,attr,v,r,C') locally and submits
(didd, attr,v,C,m,, Proof,) to IdP, where Proof, is a for-
mally verifiable evidence of the attribute
ApplyCred(pp,v,r) = (C, ")

1) Compute Pedersen commitment: C' = [v]G + [r]H

2) Produce Schnorr ZKP: m,. < Schnorr.Prove(C —

[v]G, H,T)

3) Return (C,7,.)

Example for birth date:

e Let attr = birth_date, v = 19970901

e Proof, includes:

— Complete ePassport Data Structure EDS
— EDS digital signature ogps

On receiving (didd, attr,v, C, ., Proof,) from the user,

the IdP first verifies that didd is a valid and unrevoked



DID document registered on the blockchain. It then executes
GenCred to generate VC and submits it to the blockchain
system.

GenCred(pp, didd, attr,v, C, 7, Proof,) — VC

1) Check VerifyEvidence(Proof,) = 1; if not, return L
(For birth date: Check EDS and ogpg)

2) Check Schnorr.Verify(C —[v]G, H, 7)) = 1; if not, return
L

3) Generate VC = {id : didd.id,type :
C,issuerSig : Tissers - - - }

4) Return VC'

4) Service Access Phase: The service access predicate 6 in
the system supports three canonical forms: (i) lower-bound
assertions (v > 6#.min), (i) upper-bound constraints (v <
0.mazx), and (iii) equality conditions (v = #.v). When need
to access service, the user first retrieves (didd, 0.attr,v,r, C)
locally via (didd, 6.attr), then verifies whether its v satisfies
6. If compliant, the user, executes ApplyServ and obtains y.
Then, it submits (didd, 6, my) to SP.

Notably, all proofs my = {o; ?:_01 must use a fixed
proof size n,,4, determined by system parameters, with zero-
padding applied when necessary, to prevent size-based distin-
guishability.

ApplyServ(pp,v,r,0) — o

1) If 0 is of the form v > 6.min:

o Generate the range proof 7y := RingProof.Prove(v —

attr,value :

0.min, r)
e Return 7y
2) If 0 is of the form v < #.max:
o Generate the range proof o =

RingProof.Prove(f.max — v, —r)
e Return 7y
3) If 0 is of the form v = 0.v:
« Generate the schnorr
Schnorr.Prove(rH, H,r)
e Return 7y

proof  my =

On receiving application from user, SP retrieves C :=
VC.C via (didd, 6.attr) from blockchain system. Then, SP
executes VerifyServ and obtains bg. If by = 1, SP grants
access; else rejects.

VerifyServ(pp, C, 0, mg) — by

1) If @ is of the form v > 6.min:

o Compute by = RingProof.Verify(C' — [0.min|G, my)
e Return by
2) If @ is of the form v < f#.max:
« Compute by = RingProof.Verify([6.maz]G — C, my)
e Return by
3) If 0 is of the form v = 0.v:
« Compute by = Schnorr.Verify(C' — [0.0]G, H, 7p)
e Return by

For constraints requiring both conditions (f.min < v <
0.mazx), the user must provide both proofs and the SP will
grant access iff both proofs are verified.

IV. SECURITY ANALYSIS
A. Proof of Completeness

Theorem 1. The DIMSEPP scheme satisfies completeness
(Definition 1): For any PPT ledger sampler S and A € N, the
incompleteness advantage Adv\r’f‘gCOMP and AdV%EgV'COMP are

negligible in .

Proof. We analyze both experiments in Definition 1.
1. VC Generation Completeness:

« ApplyCred outputs (C, ) where C' = [v]G + [r]H and
m, is a valid Schnorr proof for r.

« GenCred succeeds if Proof, and m,. verify (which they
do by construction).

o Thus, Adv){ 5 ™™ = negl()).

2. Service Access Completeness:

e For 0 := (v > 6.min) or 0 := (v < #.max), ApplyServ
generates a range proof my for v — f.min € [0,2" — 1]
or §.max —v € [0,2" — 1] , which verifies by RingProof
completeness.

e For 6 := (v = 0.v), the Schnorr proof my verifies by
Schnorr completeness.

o Thus, Adv%%%V'COMP = negl(\).

B. Proof of Consistency

Theorem 2. Under the Elliptic Curve Discrete Logarithm
Problem (ECDLP) assumption, the DIMSEPP scheme satisfies
consistency as defined in Definition 2.1.

Proof. We prove consistency by contradiction. Assume there
exists a PPT adversary A that breaks consistency with non-
negligible advantage Advﬁ?ﬂs (M\). We construct an algorithm
BB that uses A to solve the ECDLP.

a) Reduction to ECDLP:

1) B receives an ECDLP instance (G, H), where H = [z|G
for unknown x € Z,.
2) B simulates the DIMSEPP environment for A:

« Generates public parameters pp = (G, G, H, H).

o Provides A with pp and oracle access to (OPTMSEPP,
3) A outputs (v*,v™* r* ¢* C* m*) such that: C* =

[V*]G+[r*|H, and 7} verifies C* —[v*]G = [r*]H.
4) From the verification equation:

[v"* —v*]G = [r* — r"*]|H.

Since v'* # v*, B computes:
UI* —u*

T = mod g,

px  pl®
solving the ECDLP for H = [z]G.

b) Contradiction: If A succeeds with non-negligible
probability, B solves ECDLP with the same probability. How-
ever, ECDLP is assumed to be hard, so Adv%?js(/\) must be
negligible.

c) Conclusion: DIMSEPP satisfies consistency under the
ECDLP assumption. O



C. Proof of Attribute-Based Indistinguishability

Theorem 3. The DIMSEPP scheme satisfies attribute-based
indistinguishability (Definition 2.2) under the computational
hiding property of Pedersen commitments.

Proof. We prove attribute-based indistinguishability by con-
structing a reduction to the hiding property of Pedersen
commitments. Assume there exists a PPT adversary A that
breaks attribute-based indistinguishability with non-negligible
advantage Adv‘ﬁ{ﬂD()\). We build an algorithm B that uses A
to attack Pedersen’s hiding property.

a) Reduction to Pedersen Hiding:

1) B receives a Pedersen commitment challenge (G, H)
where H = [z]G for unknown z € Z,.
2) B simulates the DIMSEPP environment for A:

« Generates public parameters pp = (G, G, H, H).
o Provides A with pp and oracle access to (OPIMSEPP,
3) In the challenge phase:
o A submits (vg,v1) with vy # v;.
o B forwards (vp,v1) to the Pedersen challenger and
receives Cy, = [vp)G + [r]H for random b « {0, 1}.
e B gives Cj to A.
4) After additional queries (excluding direct queries about
Cp), A outputs a guess b*.
5) B outputs b* as its solution to the Pedersen challenge.
b) Analysis:
o The simulation is perfect because:

— All oracle queries are answered using real DIMSEPP
operations.

— (} is distributed identically to a real DIMSEPP com-
mitment.

o A’s advantage is preserved:
1
‘Pr[l’)’ wins| — 2’ = Advi"P (M)

o If A succeeds with non-negligible advantage, B breaks
Pedersen’s hiding property with the same advantage.

c) Contradiction: Pedersen commitment is perfect hid-
ing. Therefore, Adv’r\[{NAD()\) must be negligible.

d) Conclusion: DIMSEPP satisfies attribute-based indis-
tinguishability under the hiding property of Pedersen commit-

ment. [

D. Proof of Predicate-Based Indistinguishability

Theorem 4. The DIMSEPP scheme satisfies predicate-
based indistinguishability (Definition 2.3) under the ring sig-
nature anonymity.

Proof. We prove predicate-based indistinguishability by con-
structing a reduction to the anonymity of the underlying ring
signature scheme. Assume there exists a PPT adversary A that
breaks the indistinguishability with non-negligible advantage
AdvﬁIﬁD(A). We prove that A could attack the anonymity of
the ring signature.

a) Reduction to Ring Signature Anonymity:
1) C simulates the DIMSEPP environment for A:

e Generates pp = (G,G,H,H) and initializes

ODIMSEPP

o Provides A with pp and oracle access to (OP'MSEPP
2) In the challenge phase:

o A submits (vg,vy,6) where vy # v and both satisfy
0.

o C obtains and transmits (Cj,7g) to A as defined in
Definition 2.3.

3) A continues queries under the standard restrictions.

4) A outputs b*, then computes v;. = vy —f.min or vy, =
6.max — vy« depending on the form of 6.

5) Let Bit(z, j) denote the j-th bit of z. Vj € {0,1,...n—1},
A outputs Bit(v}., j) as its guess for s € {0,1} in o, of
g, which represents the index of the private key used to
generate 0.

b) Analysis:
o The simulation is perfect because all non-challenge op-

erations are honestly executed.
o A’s advantage is preserved:

AdvEFANON(N) = Adv P (V)

Here, AvaP}‘S_ANON (M) denotes the advantage of A in
breaking the anonymity of the ring signature scheme.

o If A distinguishes between vy and v;, it breaks ring
signature anonymity.

c) Contradiction: The ring signature scheme is uncondi-
tionally anonymous. Therefore, AdvﬁﬁD()\) must be negligi-
ble.

d) Conclusion: DIMSEPP satisfies predicate-based in-
distinguishability under the anonymity of the underlying ring
signature scheme.

O

E. Security Summary

Combining Theorems 2-4, DIMSEPP achieves provable
security under standard cryptographic assumptions (ECDLP,
Pedersen commitment hiding, and ring signature anonymity),
satisfying all requirements in Definition 2: consistency,
attribute-based and predicate-based indistinguishability.

V. PERFORMANCE ANALYSIS
A. Theoretical Analysis

Our comparative analysis (Table [I) evaluates DIMSEPP
against three representative systems across four key dimen-
sions that highlight its novel contributions.

Where existing systems force tradeoffs between privacy
and functionality—requiring either raw data exposure ([16]),
complete attribute disclosure ([[L7]), or predicate leakage
([18])—DIMSEPP’s commitment-based approach uniquely
preserves both verifiability and confidentiality. While [17] and
[18] rely on zk-SNARKSs[37]], [38] that require complex trusted
setup procedures - a significant drawback in decentralized



TABLE I
COMPARISON OF DECENTRALIZED IDENTITY MANAGEMENT SYSTEMS
[16] 17] 18] DIMSEPP
On-chain Data Raw | Protected | Predicate | Commitment
Minimal Disclosure No No Yes Yes
Requires Trusted Setup No Yes Yes No
Compatibility Full Partial Partial Full

environments where reliable third parties are scarce - our
system combines Pedersen commitments with efficient ring-
signature-based proofs that need no trusted initialization cere-
mony. This approach demonstrates superior computational and
storage efficiency.

Crucially, DIMSEPP achieves these advances without com-
promising the full W3C compatibility essential for adop-
tion. The comparison reveals our architectural advantage:
we resolve the core transparency-privacy tension through
lightweight cryptography that outperforms SNARK-based al-
ternatives in both trust assumptions and operational efficiency.

B. Experimental Results
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To validate the practical feasibility of the proposed scheme,
particularly its suitability for resource-constrained environ-
ments, we implement a simulation. The evaluation focuses on
two critical aspects: (1) the efficiency of credential issuance
and (2) the performance of service access.

All experiments were conducted in a single-threaded envi-
ronment to isolate baseline performance metrics and eliminate
potential concurrency-related overhead. This setup ensures
a clear evaluation of the cryptographic operations’ intrinsic
efficiency. Note that further performance improvements can
be achieved through multi-threading or parallel processing, as
key operations (e.g., ring signature generation/verification for
individual bits) are inherently parallelizable.

The experiments were performed on a HP laptop running
Windows 11 Pro (23H2) with an Intel Core i5-10210U pro-
cessor and 32GB DDR4 RAM, using a VirtualBox 7.0 virtual
machine configured with 4 vCPUs and 16GB RAM running
Ubuntu 20.04 LTS. The prototype system, built with Python
3.8.10, employs the starkbank-ecdsa library (v2.2.0) [39] for
cryptographic operations on the secp256kl curve. Besides,
the ring signature algorithm from Monero [40] is employed,
modified by omitting the components related to R;, since
traceability is not required. The system consistently employs
33-byte compressed elliptic curve points, a key optimization
that significantly reduces storage overhead.

For the credential issuance phase, the system demonstrates
exceptional efficiency in proof generation and verification.
User-side operations produce compact 65-byte Schnorr proofs
in just 0.002656 seconds, while IdP verification completes in
0.005045 seconds.

For the service access phase, the system demonstrates
promising results across all predicate types. For equality pred-
icates (v = 6.v), the system reuses the Schnorr proof mech-
anism, achieving identical efficiency to credential issuance
proofs. The performance of range predicates (v > 6.min
or v < f.max) is shown in Fig. 2| and Fig. Fig.
illustrates the linear relationship between proof size and bit
length (i.e., the number of bits used to represent v — 6.min
or §.maxr — v), where each bit requires only 227 bytes.
This optimization stems from our public key compression
technique: since PK;; can be derived directly from PKj o
as PK;1 = PK,; — [27]G, the proof only needs to store
PKj . Fig. |3| demonstrates consistent computational perfor-
mance, where 32-bit verification completes in 0.322 seconds
while maintaining a stable 1.5x speed advantage over proof
generation.

Notably, a 32-bit length suffices for most practical scenarios,
supporting value differences up to 232

The combined results from both experimental phases
demonstrate that the proposed scheme meets critical require-
ments for practical deployment:

« Storage Efficiency: 33-byte protected value (C') in VC,
65-byte issuance proofs and 227-byte/bit service access
proofs

« Computational Performance: Sub-second operations
(both proof generation and verification in all two phases)

« Predictable Scaling: Linear complexity in both dimen-
sions



VI. CONCLUSION

The DIMSEPP system presents a novel approach to de-
centralized identity management by addressing critical pri-
vacy limitations inherent in current blockchain-based DID
implementations. Through the integration of off-chain attribute
storage with on-chain commitments and zero-knowledge proof
protocols for minimal-disclosure credential presentations, our
system achieves enhanced privacy protection without compro-
mising the core benefits of decentralization.

Theoretical analysis and experimental results demonstrate
that DIMSEPP successfully resolves the transparency-privacy
conflict in existing DID systems while maintaining practical
efficiency. With linear complexity in proof size, generation
time and verification time, the system achieves sub-second
operational performance, making it practical for resource-
constrained environments such as mobile identity management
and IoT applications.

Security proofs establish that DIMSEPP satisfies com-
pleteness, consistency, attribute-based indistinguishability, and
predicate-based indistinguishability under standard crypto-
graphic assumptions. These properties ensure that the system
meets both regulatory requirements for data minimization and
real-world needs for selective disclosure in sensitive domains
like healthcare and financial services.

Future work will focus on optimizing proof aggregation
techniques and expanding the system’s predicate language to
support more complex authorization scenarios. The DIMSEPP
framework provides a foundation for building trustworthy
decentralized identity systems that align with evolving privacy
regulations and user expectations in an increasingly digital
world.
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