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Abstract—Privacy-preserving decision tree inference is a fun-
damental primitive in privacy-critical applications such as
healthcare and finance, yet existing protocols rely heavily
on secure selection, which accounts for more than half of
the total cost. We introduce a new paradigm that eliminates
this limitation by replacing multiple secure selections with
a single permutation, whose cost is comparable to that of
a single secure selection. Our scheme significantly reduces
both computation and communication overhead compared to
SOTA. Comprehensive benchmarks show an 86 % reduction
in model evaluation versus the state-of-the-art FSS protocol by
Ji et al., and a 99.9 % reduction versus the OT-based protocol
of Ma et al. Overall, our benchmark shows that our protocol
achieves a performance improvement of 20× over Ma et al.’s
scheme and 4.5× over Ji et al.’s scheme.

1. Introduction
Decision trees are widely used in machine learning for their
interpretability and efficiency in classification and regres-
sion tasks. However, in privacy-sensitive applications such
as healthcare, finance, or personalized recommendations, the
input features and the decision tree model may both contain
sensitive information that must be kept confidential. This
raises the need for a privacy-preserving mechanism [5], [15],
[28], [30], which allows the user to obtain the prediction
result without revealing their private input, and without
learning unnecessary information about the model.

Without considering security, a decision tree evaluation
process roughly works as follows. It proceeds by starting
at the root node and following a path to a leaf node based
on the features involved in each node along the path. Each
node is a decision point, where a feature is fetched and been
evaluated by a predicate; its outcome determines whether
shall go to the left child or the right child. This process con-
tinues until a leaf is reached, and its label is returned as the
output. In typical privacy-preserving decision tree evaluation
protocols, it is essential to protect the confidentiality of the
model parameters (e.g., thresholds and feature indices), the
structure of the tree (e.g., branching logic), and the traversal
path, which may otherwise leak information about the input
feature(s) and/or the model.

Privacy-preserving decision tree evaluation mainly re-
lies on secure comparison [21], [22], [32] and oblivious
selection [11], [24]. Secure comparison is used to evalu-
ate whether a feature value exceeds a threshold privately.

Oblivious selection is used not only to choose the correct
branch based on the comparison result but also to select
the feature specified at each decision node privately. Based
on cost characteristics, privacy-preserving decision model
evaluation can be divided into two categories. The first is
depth-linear round schemes [3], [4], [10], [13], [18], [25],
[27], which closely follow the plaintext evaluation logic by
processing the tree level by level. At each node, the feature
index is used to select the corresponding feature, which is
then compared with the threshold to determine the next node
to visit. The second approach is constant-round schemes [6],
[7], [8], [9], [16], [26], [29], which typically pad the tree to
a full binary structure and perform comparisons at all nodes
in parallel. They then evaluate, for each branch, whether it is
the correct one to follow. Although constant-round protocols
reduce interaction latency, they incur significantly higher
communication overhead compared to depth-linear round
protocols.

The related techniques of mainstream privacy-preserving
decision tree evaluation can be categorized into the follow-
ing types:
Oblivious Transfer. Some works [25], [27] leverage Obliv-
ious Transfer (OT) to implement oblivious selection, and
employ techniques such as garbled circuits to evaluate se-
cure comparisons. These primitives are then combined to
build the secure decision tree evaluation scheme. However,
OT-based oblivious selection typically incurs per-node costs
that are linear in the number of features or nodes. As a result,
for a tree of depth d and n features, the overall complexity
is approximately O(dnλ), where λ is the security parameter,
typically set to 128 or higher.
Function Secret Sharing. A large body of work [4],
[14], [17] has adopted Function Secret Sharing (FSS) to
implement oblivious selection and secure comparison. The
main advantage of FSS-based approaches is their sublinear
communication complexity. For selecting among n secret-
shared elements of a tree of depth d, the communication
cost is only O(d lognλ). However, due to the dependence
on the security parameter λ (typically, λ ≥ 128), it still
incurs a significant overhead in practice.
Fully Homomorphic Encryption. Fully homomorphic en-
cryption (FHE)–based approaches [19], [26] offer better
asymptotic complexity, as they theoretically require sending
only encrypted feature values, resulting in a communication
cost of O(nλ), independent of the tree depth d. However,



TABLE 1: Performance comparison: m is the number of decision nodes, n is the number of features, ℓ is the bit-length
of feature and classification value, λ1 is the size of symmetric ciphertext (= 128), λ2 is the size of Paillier ciphertext (=
4096), λ3 is the size of AES key (= 128).

Scheme Communication Roundsoffline online
Cock [10] et al. 6(2dnℓ+ d(3ℓ− log l − 2) + 2d − 1) 4(2dnℓ+ d(3ℓ− log l − 2) + 2d − 1) log ℓ+ d+ 1

Zheng [31] et al. 6((2dn+ 4)ℓ− 5) 4((2dn+ 4)ℓ− 5) 2ℓ− 1

Liu [20] et al.** 6(2d − 1)ℓ 3 · 2d−1λ2 + 4(2d − 1)ℓ d+ 1
Tueno [27] et al. (OT) 6dℓλ1 d((m+ n)ℓ+ 2(logm+ logn)λ1) 4d

Ma [25] et al. (complete) 2d(ℓ+ logn) d(4λ1 + nℓ+ (7ℓ+ 8)λ1) 2d− 1
Ma [25] et al. (sparse) m(ℓ+ logn+ λ1 + 3d) d((4λ1 + nℓ) + (7ℓ+ 8)λ1 + 8) 2d− 1
Ji [17] et al. 12d(logn+ logm+ ℓ)λ3 12d(3(logm+ logn) + 2ℓ) 2d− 1
Ours Πstrawman 2mℓ+ (4n+ 3)(logn+ logm) (d− 1)(14 logm+ 14 logn+ 4ℓ log ℓ) + 2nℓ 3d− 2
Ours Πstrawman (DCF) 2m(ℓ+ 2(logm+ logn)) + 6λℓ (d− 1)(12ℓ+ 9(logn+ logm)) + 2nℓ 2d− 1

Ours Πtree
66m logm+ 6n logn+ 60m logn

+3(logn+ logm) + 2mℓ
(d− 1)(14 logm+ 14 logn+ 4ℓ log ℓ)

+15n logn 3d+ 2

Ours Πtree (DCF) 66m logm+ 6n logn+ 60m logn
+3(logn+ logm) + 6λℓ

(d− 1)(12ℓ+ 9(logn+ logm)) + n(2ℓ+ 15 logn) 2d+ 3

** Those protocols do not hide the feature index from the servers.

due to the high computational overhead and the significant
security parameter λ, FHE-based protocols tend to be in-
efficient in practice. In particular, experimental results by
Ji [17] et al. show that such methods perform substantially
worse than FSS-based schemes in real-world settings.

An analysis of the above approaches reveals that obliv-
ious selection at each layer constitutes the primary perfor-
mance bottleneck. In this work, we aim to eliminate the
costly overhead of oblivious selection in decision processes.
A new PPDT paradigm. We observe that several oblivious
selections can be replaced with a single oblivious permuta-
tion if the selection choices are distinct. To hide the decision
tree structure, we shuffle the tree nodes and all the features
randomly such that revealing node indices does not com-
promise privacy. Therefore, the oblivious selections at each
decision point can be eliminated. The reason for choosing
permutation over selection lies in the fact that, typically,
the cost of a secure permutation is similar to that of an
oblivious selection. For example, in the three-party setting,
both secure permutation [2] and oblivious selection [23] on
n elements of ℓ bits incur the communication cost of O(nℓ).
As noted earlier, FSS can reduce complexity to logn but
requires a large security parameter λ, causing even higher
communication overhead. Overall, reducing tree depth d
rounds of oblivious selection to a single secure permutation
can be regarded as eliminating the cost of (d− 1) oblivious
selections.

More specifically, in a shuffled decision tree, both the
threshold and the child indices of each node are permuted.
After evaluating each node and determining whether to
proceed to the left or right child, one can directly reveal the
branching result to select the corresponding node or feature
in plaintext. The node shuffling itself is straightforward
and can be implemented using a standard permutation. The
challenge lies in replacing the original indices of the child
nodes with their permuted counterparts within each node.
First attempt. A straightforward idea is to treat the permu-
tation applied to the permuted nodes as a list and use each
node’s original child indices to perform oblivious selection.

That is, generate a permutation π : [n] 7→ [n], and for
each child index j ∈ [n] in a node, substitute it with π(j).
However, this brings us back to the initial problem, as it
requires oblivious selection operations; namely, oblivious
selection of π(j) for each secret-shared j, performing one
oblivious selection per node. A natural question arises: can
we use a single permutation to update all child indices at
once? Intuitively, directly applying a single permutation is
problematic. To ensure that an adversary cannot distinguish
whether the node is a leaf node or a decision node, every
node, including leaf nodes, is assigned two child indices
that point to a dummy node. As a result, a tree with n
nodes yields 2n child indices, and many of these indices
are duplicated. These repetitions prevent the list of child-
node indices from appearing as the output of a permutation.

We observe that the above issue can be reformulated
as follows: Given a vector π(1), . . . , π(n) corresponding
to permuted indices, we replicate them according to the
required duplicates to obtain 2n indices. These 2n items
then need to be “placed’’ into the 2n child-index positions
of the n nodes. Placing 2n items into 2n positions can
be achieved with a single permutation ζ. To realize this
repetition process, we introduce a new primitive called
Oblivious Vector Expansion (OVE). OVE takes a list and,
following a predefined rule, duplicates certain elements to
produce an expanded list. The model owner knows which
nodes (or feature indices) need to be reused as child indices,
which defines the duplication rule of OVE. We further
find that the duplication rule can also be represented by
another permutation σ (see Section 4). Thus, the relationship
between parent and child nodes can be expressed using two
permutations, ζ and σ. In our new framework, we abandon
the traditional node-based representation of decision trees.
Instead, the tree owner represents a decision tree using two
permutations (ζ, σ) and a threshold list (ti)i∈Zn .

With this representation, a shuffled decision tree can be
efficiently generated as follows: first, generate a random
permutation π of length n; next, input σ to OVE to expand
(π(1), . . . , π(n)) into 2n length; then, use ζ to permute each



item to the correct child index positions; finally, insert the
thresholds ti into the nodes and apply π to shuffle the n
nodes, producing the final shuffled decision tree. By using
different π, we can reuse σ, ζ, and ti to generate different
shuffled decision trees.

In summary, this paper makes the following contribu-
tions:

• A new primitive—Oblivious Vector Expansion
(OVE). We propose a new primitive–Oblivious Vector
Expansion. This primitive enables repeating the item
at some given indices in a list with arbitrary times,
without revealing either the index or the replicated
times. We design a constant round protocol to realize
such functionality.

• A novel privacy-preserving decision tree evalua-
tion paradigm. We design a new PPDT evaluation
paradigm, where the decision tree is represented using
permutations. Under this representation, we can gen-
erate a shuffled decision tree efficiently, which signif-
icantly reduces the communication cost and running
time compared to the state-of-the-art.

PPDT-as-a-service. We focus on the privacy-preserving
decision-tree evaluation-as-a-service setting, where a de-
ployed model serves a large number of users. In this
scenario, we assume the model is known in advance and
deployed on the computation servers in secret-shared form,
while in the online phase, users provide secret-shared fea-
tures for inference.
Performance. Our protocol significantly reduces both the
communication and computation overhead required for deci-
sion tree evaluation. Table 1 presents a comparison between
our approach and prior works. Unlike existing schemes,
our protocol eliminates the need for oblivious selection
mechanisms. For example, with a tree of depth 7, 128 nodes,
and 24 features, our online phase reduces communication
cost by 50% compared to Ji [17] et al., and achieves only
0.1% of the communication cost required by Ma [25] et al.
Moreover, while Ji et al.’s protocol relies heavily on costly
DCF and DPF computations, our protocol requires only a
small number of memory accesses—equal to the depth of the
tree. If we further substitute our COT protocol with DCF,
the online communication cost of our protocol drops to just
14% of that in Ji et al.. Overall, our benchmark shows that
our protocol achieves a performance improvement of 20×
over Ma et al.’s scheme and 4.5× over Ji et al.’s scheme.

Paper organization. Section 2 introduces the preliminaries,
including notations and the cryptographic primitives used to
construct our framework. In Section 3, we present our straw-
man protocol and highlight its main limitation—namely, the
requirement of three computing parties in addition to the
model and data holders. To overcome this, we propose a new
PPDT paradigm in Section 5. We also provide a detailed
analysis of the overhead and security of our scheme in the
same section. Finally, Section 6 presents experimental re-
sults demonstrating the efficiency of our proposed paradigm.

2. Preliminaries

Notation. The frequently used notations are shown in Table
2. We denote the integer set {0, . . . , k − 1} as Zk. We
denote the feature holder as C, the tree model holder as
S, the computing parties as P := (P0, P1, P2). We denote
the feature list as X := (x0, . . . , xn−1), and n for feature
list length. We denote the decision tree model as T , which
is constructed by the set of nodes (N0, . . . , Nm−1), and
the corresponding feature index of the root node as α. For
bijective functions representing random permutations, we
use symbols such as π, ζ, or σ. We use [n, n+k] to denote
the set {n, . . . , n+k}. A random permutation π ∈ Sn 7→ Sn

is denoted as the vector of destinations:

π = (π(0), . . . , π(n− 1)).

When π is applied to a list X := x0, . . . , xn−1, each element
xi is moved to position π(i). We use the notation π(X ) to
represent the list obtained by applying π to X . We denote
the inverse of a permutation π as π−. Obviously, given
X ′ = π(X ), it follows that each element x′

i in X ′ satisfies
x′
i = xπ−(i). We denote the permutation composition for π

and π′ as π ◦ π′, and it holds that π ◦ xπ− = id, while id is
the identity permutation id = (0, 2, . . . , n− 1).

TABLE 2: Notations

Notations Descriptions
X The feature list X := (x0, . . . , xn−1).
T The representation of a decision tree.
α The root feature’s index of the decision tree.
C The client who input the feature list.
S The server that inputs the decision tree.
P := (P0, P1, P2) The computing parties that evaluate the tree.
Zk The integer set {0, 1, . . . , k − 1}.

〈x〉 := (〈x〉0, 〈x〉1, 〈x〉2)
The 3PC secret shares of x over Z2ℓ where
x = 〈x〉0 + 〈x〉1 + 〈x〉2 (mod 2ℓ).

π, ζ, σ Some permutation list.
ηi,j The random seed hold by Pi and Pj .

Our Secure Sharing Scheme. We consider typical 2-out-
of-3 secret shares (3PC replicated secret sharing scheme)
and define the secret share 〈·〉ℓ over ring Z2ℓ as 〈·〉ℓ :=
(〈·〉ℓ0, 〈·〉ℓ1, 〈·〉ℓ2) where x = 〈x〉ℓ0 + 〈x〉ℓ1 + 〈x〉ℓ2 (mod 2ℓ).
When the meaning is clear from context, we omit the
superscript and write 〈x〉. Each party Pi among three parties
holds two shares 〈x〉i−1 and 〈x〉i+1. For 〈X 〉 where X is a
vector or a set, we represent the vector or set of each secret-
share of its elements, namely, 〈X 〉 := (〈x0〉, . . . , 〈xn−1〉).
We define the addition on the secret share as 〈z〉 = 〈x〉+〈y〉
and it holds that z = x + y in secret shared form. Pi

locally executes 〈z〉i−1 = 〈x〉i−1 + 〈y〉i−1 and 〈z〉i+1 =
〈x〉i+1 + 〈y〉i+1 to obtain the shared result. We define the
secret share protocol and the reconstruct protocol as follows.

• 〈x〉 ← ΠP(P, x): We define the secret share to the
computing parties P as ΠP(P, x), where P ∈ {C,S}
holds x and secret shares x to P . Before execution,
P, P0 and P1 hold the same correlated seed η2; P, P0

and P2 hold the same correlated seed η1. In the offline



phase, P, P0 and P1 locally generate 〈x〉2 via PRG
using seed η2; P, P0 and P2 locally generate 〈x〉1 via
PRG using seed η2. P locally sets 〈x〉0 = x − 〈x〉2 −
〈x〉2 and sends it to both P1 and P2.

• x ← Πrec(Pi, 〈x〉): We define the reconstruction of
share 〈x〉 to the Pi as Πrec(Pi, 〈x〉). Pi−1 sends 〈x〉i
to Pi. Pi reconstruct x =

∑2
j=0〈x〉j

System Architecture and Threat Model. This work aims
to protect the privacy of decision tree evaluation. Specifi-
cally, this work aims to 1). Protect the confidentiality of the
decision tree model T and the input feature vector X ; 2).
Protect the decision path length. Since the number of evalua-
tion rounds corresponds to the depth of the path taken in the
tree, exposing this information may allow an adversary to
infer which branch was followed; 3). Protect access pattern
over both T and X . In particular, no party should learn
which node or which feature is selected at each evaluation
step. This work does not protect the maximum depth d of
the decision tree, the number of nodes m, or the number
of features n. We assume all the participants are semi-
honest without collusion, where the adversary may attempt
to extract private information from her view, but she must
follow the protocol. In particular, our framework contains
three roles, C is the feature holder, S is the decision tree
model holder, and P are the computing parties, containing
three parties P := {P0, P1, P2}. In our strawman protocol,
S and C are separated from P . Then, in our new paradigm,
S and C can both be one party of P or separated from P .
Secure Shuffle. Secure shuffle refers to a cryptographic
protocol that randomly permutes a list of (securely shared)
elements in a way that conceals the original order from all
participating parties, and no party knows the permutation.
It plays a critical role in privacy-preserving computations.
In this work, we define secure shuffle as the functionality
Fshuffle, where Fshuffle accepts a shared list 〈x0〉, . . . , 〈xn−1〉,
selects a random permutation π, and outputs the new shared
list (〈xπ−(0)〉, . . . , 〈xπ−(n−1)〉). Here, the permutation π
is randomly selected and kept secret from all computing
parties. None of the parties has any knowledge about π.
In this work, we adopt the shuffle protocol proposed by
Asharov [2] et al. to handle 3-party replicated secret sharing.
Briefly, for shuffling 〈X 〉, their protocol can be described as
follows: (i) P0 and P1 generate same random permutation
π0. P0 perform π0 on list (〈x0〉1 + 〈x0〉2, . . . , 〈xn−1〉1 +
〈xn−1〉2), P1 perform π0 on (〈x0〉0, . . . , 〈xn−1〉0). As a
result, parties P0 and P1 hold the additively secret shares
of the permuted values π0(X ) after the shuffle. (ii) P0 and
P1 convert the additive secret shares into replicated secret
shares. For a single additive secret share y0+y1 = y, where
P0 holds y0 and P1 holds y1, to obtain the replicated secret
sharing 〈y〉, the parties proceed as follows: P0 and P2 jointly
generate share 〈y〉1 with seed η0,2; P1 and P2 generate 〈y〉0;
P0 computes and sends ∆0 = y0−〈y〉1 to P1; P1 computes
and sends ∆1 = y1 − 〈y〉0 to P0; Finally, both P0 and
P1 set 〈y〉2 = ∆0 + ∆1. (iii) In the above procedure, P2

has no knowledge of the permutation π0. Similarly, P1 and
P2 jointly generate a second permutation π1 and repeat the

same process, followed by P2 and P0 generating a third
permutation π2 and performing the procedure again. As a
result, each computing party remains unaware of at least
one permutation. To permute a list of length n over Z2ℓ ,
the above protocol requires 3 rounds of communication and
incurs a total communication cost of 6nℓ.
Secure Permutation. In our work, we make use of a secure
permutation, which differs from a shuffle protocol in that
the permutation is explicitly specified rather than randomly
sampled. The functionality of a secure permutation, Fper,
takes as input a secret-shared list 〈Y〉 and a secret-shared
permutation 〈π〉, and securely outputs the permuted result
〈π(Y)〉. Asharov [2] et al. implement an efficient secure
permutation protocol from a secure shuffle protocol. For
〈Y〉 and 〈π〉, its core logic is as follows:

• By applying the same secure shuffle simultaneously to
both 〈π〉 and 〈Y〉, we obtain 〈π′(π)〉 and 〈π′(Y)〉. It
can be realized by apply same π0, π1 and π2 on secure
shuffle protocol, where π′ = π2 ◦ π1 ◦ π0.

• By revealing 〈π′(π)〉, we obtain the cleartext permu-
tation π′′ = π′(π) = π ◦ π′−(Observation 2.4 in
Asharov [2] et al.). Then, each party can locally apply
π′′ to 〈π′(Y)〉 to obtain the final result 〈π(Y)〉.

The protocol requires two shuffle operations and one
opening step, resulting in a total of 4 communication rounds
(3 rounds for shuffle, 1 round for reconstruction) and a
communication cost of 15nℓ bits. In this work, we use
the notation 〈π(Y)〉 ← Πper(〈Y〉, 〈π〉) to denote the secure
permutation protocol described above.

Secure Comparison. Secure Comparison is a cryptographic
protocol that enables two or more parties to compare private
values without revealing the actual values to each other.
Lu [22] et al. implemented a one-round comparison protocol
in the three-party replicated secret sharing setting. Fig. 10
(Cf. Appendix. A) depicts the functionality for their compar-
ison protocol. Fcmp[i] (i corresponds to that Pi−1 and Pi+1

hold same share) takes two secret-shared inputs 〈a〉, 〈b〉, and
sends a bit z0 ∈ {0, 1} to party Pi, and a bit z1 ∈ {0, 1} to
parties Pi−1 and Pi+1. If a ≥ b, then z0⊕z1 = 1; otherwise,
z0 ⊕ z1 = 0.

Conditional Oblivious Transfer. Conditional Oblivious
Transfer (COT) is a variant of the classic Oblivious Transfer
(OT) protocol in which the sender sends several messages
and the receiver obtains one of the possible messages based
on a private condition, without learning the other messages
and without revealing the condition to the sender and re-
ceiver. In this work, we consider a 1-out-of-2 conditional
oblivious transfer with public opening (COTP), where the
condition is a comparison operation. That is, the condition
and the messages are shared, and the output is publicly
opened. Specifically, the COTP functionality Fcotp takes
as input two secret-shared values 〈a〉, 〈b〉, and two secret-
shared selection vectors 〈L〉, 〈R〉. It outputs the plain vector
I to all the parties, such that if a ≥ b, then I = L;
otherwise, I = R.



C and S holds correlated seed η. The depth d, the number of nodes m of the decision tree, and the number of features n are publicly
known.
Input : Client C inputs feature list X := (x0, x1, . . . , xn−1); Server S inputs decision tree T := ((N0, . . . , Nm−1), α).
Output : 〈·〉-shared model evaluation result R.
Model Shuffle:

1) S generates dummy node N ′
i := (0, i+m+ 1, i+m+ 1, i+ n+ 1, i+ n+ 1) for i ∈ Zd−2;

2) S appends dummy node to original nodes, namely, T := ((N0, . . . , Nm−1, N ′
0, . . . N

′
d−3), α);

3) For every leaf node Ne whose path to the root indicies I0, . . . , Ik−1, set Ne := (te −
∑k−1

i=0 tIi ,m,m, n, n).
4) S generates random permutation π ← Sm+d−2 7→ Sm+d−2;
5) S generates random permutation π′ ← Sn+d−2 7→ Sn+d−2 using seed η;
6) For each node Ni := (ti, Li, Ri, L

′
i, R

′
i), S updates it as Ni := (ti, π(Li), π(Ri), π

′(L′
i), π

′(R′
i));

7) S sets (N ′
0, . . . , N

′
m+d−3) := π((N0, . . . , Nm+d−3))

8) S invokes 〈N ′
i〉 ← ΠP (S, N ′

i) for i ∈ Zm+d−2 to secret-shares nodes to P;
9) S sends I0 ← π(0) and I1 ← π′(α) to P;

Model Evaluation:
1) C generates random permutation π′ ← Sn+d−2 7→ Sn+d−2 using seed η, which is same as S holds.
2) C appends d− 2 zero after X , namely, set xi = 0 for i ∈ [m,m+ d− 3].
3) C sets X := π′(X ), and invokes 〈X〉 ← ΠP (C,X ) to secret-shares features to P
4) P sets 〈R〉 = 〈0〉ℓ
5) For i ∈ Zd−1, P do

• set 〈No〉 ← 〈NI0
〉; 〈xo〉ℓ ← 〈xI1

〉ℓ;
• parse 〈No〉 as tuple 〈No〉 := (〈to〉ℓ, 〈Lo〉log m, 〈Ro〉log m, 〈L′

o〉log n, 〈R′
o〉log n)

• update 〈R〉ℓ ← 〈R〉ℓ + 〈to〉ℓ
• invoke COTP (I0, I1)← Πcotp(〈xo〉ℓ, 〈to〉ℓ, (〈Lo〉log m, 〈L′

o〉log n), (〈Ro〉log m, 〈R′
o〉log n))

6) P calculate 〈R〉ℓ ← 〈R〉ℓ + 〈tI0
〉ℓ.

Strawman scheme Πstrawman(X , T )

Figure 1: Strawman Protocol for Privacy-Preserving Decision Tree Evaluation.

3. Strawman Scheme

In this section, we first propose a strawman scheme. In our
strawman scheme, the client holds the input features, while
the model owner holds the decision tree model. They jointly
engage a set of external computing parties to perform the
secure evaluation of the tree model. Thanks to the separate
roles of feature/model holders and computing parties, this
scheme achieves high efficiency.
Remark: In most cases, a single path in a decision tree
does not reuse the same feature more than once. During
tree construction, the algorithm typically selects the most
informative feature at each node and does not reconsider
the same feature further down the same path. Therefore, in
the scheme described in this section, we assume that each
path does not contain repeated feature usage. We address
the case where a feature may appear multiple times along
the same path at the end of the paper (Cf. 4.3).

3.1. Shuffle-based Scheme.

Tree model. We first use the classic decision tree rep-
resentation method. A decision tree T is construct by a
collection of nodes (N0, N1, . . . , Nm−1), where each node
Ni encapsulates the structural and decision-making logic
required for tree traversal. We denote the root node by N0

and its corresponding feature index by α, so that the entire
tree can be represented as T := ((Ni)i∈Zm , α). We define

the input features as a list X = [x0, x1, . . . , xn−1], where
each xj represents a single feature value encoded in a finite
ring Z2ℓ . Specifically, each node Ni := (ti, Li, Ri, L

′
i, R

′
i)

is defined by the following components:
• A threshold value ti ∈ Z2ℓ , which is encoded in the

finite ring Z2ℓ and used to compare against a feature
value in the input;

• A left child node index Li ∈ Zm, indicating the next
node to proceed to if the comparison result is true (e.g.,
feature value < ti);

• A right child node index Ri ∈ Zm, indicating the next
node if the comparison is false;

• A feature index for the left path L′
i, denoting which

input feature is used in the comparison when traversing
to the left;

• A feature index for the right path R′
i, used when

traversing to the right.

Typical Private Decision Tree Evaluation. In typical pri-
vate decision tree evaluation schemes, both the decision tree
nodes and feature values are secret-shared among the com-
puting parties. The evaluation proceeds in a layer-by-layer
manner. At each layer, an oblivious selection protocol—
such as a 1-out-of-n oblivious transfer—is employed to
retrieve the current node and its associated feature based
on the evaluation path. The parties then engage in a se-
cure comparison between the selected feature value and
the threshold embedded in the node. Depending on the
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Figure 2: Decision tree structure and representation, c refers
to the label of the leaf.

comparison outcome, the protocol securely determines the
indices of the next node and feature to be evaluated in the
following layer. This process is repeated iteratively until a
leaf node is reached.
Private Decision Tree Evaluation with Shuffle. We ob-
serve that secure decision tree evaluation can be signifi-
cantly simplified by leveraging random shuffling, effectively
eliminating the need for 1-out-of-n selection of features
or nodes. Specifically, considering a secret-shared deci-
sion tree node represented as Ni := (ti, Li, Ri, L

′
i, R

′
i),

if all nodes and features are randomly shuffled—using
a permutation π for nodes and π′ for features—the re-
sulting node set (N ′

i)i∈Zm
becomes: N ′

π(i) = Ni :=
(ti, π(Li), π(Ri), π

′(L′
i), π

′(R′
i)). In this setting, revealing

π(Li) or π(Ri) is secure, since without knowledge of the
permutation π, the revealed value appears as a uniformly
random index in the range [0,m−1]. The computing parties
can then locally select the secret-shared node N ′

π(Li)
or

N ′
π(Ri)

using plaintext π(Li) or π(Ri) for further evalu-
ation, rather than expensive 1-out-of-m oblivious selection.
A similar argument applies to feature indices. Then we
employ the aforementioned Fcotp to perform the secure
comparison and directly open the node/feature index of
the next layer. Since revealing the same index would leak
information, the shuffled decision tree can only be used
once. We employ a one-time-pad-like approach by using
fresh random permutations π and π′ for each evaluation.
Dummy Nodes. To preserve privacy, the evaluation of any
branch in a sparse decision tree should appear indistinguish-
able in depth from that of a full-depth path. To achieve
this, dummy nodes [17] are introduced to pad the evaluation
path after a label is reached, ensuring that every evaluation
proceeds to depth d. As illustrated in Fig. 2, for each shallow
leaf node (i.e., one at depth d′ < d), we append a chain of
d − 2 dummy nodes to extend its path to depth d. Since
our protocol relies on a shuffled structure, revealing the
same index during evaluation could lead to privacy leakage;
therefore, d− 2 dummy nodes are required (The worst case
is that the child node of the root node is a leaf node). In
particular, each dummy node is constructed with both its left
and right child pointers referencing the next dummy node

in the chain. Moreover, for all leaf nodes at depths less than
d, their left and right child indices are redirected to the first
dummy node in the appended sequence. Similarly, we need
to assign a dummy feature to each dummy node.

In addition, we modified the way to obtain the final
label. Considering that the final node obtained by evalu-
ation on some branches will be a dummy node, we get
the evaluation result by accumulating all weight values on
the entire path. We only need to subtract the sum of the
weights on the path from the label of each leaf node, and
then set the weights of all dummy nodes to 0. Then the
result accumulated on the entire path will be the label of
the original leaf node. Fig. 2 illustrates the corresponding
procedure.

Our Strawman Protocol. Fig. 1 illustrates our strawman
protocol, which comprises two execution phases. The first is
the model shuffling phase, in which the server S generates
a shuffled tree model and secret-shares it to the computing
parties P . The second is the evaluation phase, where the
client C provides the feature vector, and the computing
parties P collaboratively evaluate the decision tree layer by
layer. We now present a detailed step-by-step explanation
of the strawman protocol. In the model shuffling phase, it
performs the following steps.

• Steps 1-2: S generates d− 2 dummy nodes and inserts
them into the original set of nodes with indices ranging
from m to m+ d− 2.

• Step 3: We modify the original leaf nodes by redi-
recting their child pointers to the first dummy node,
and we update their label values to be the difference
between the true label and the accumulated weight
along the evaluation path. This ensures that the final
label, obtained by summing all node values along the
path, is correct.

• Steps 4-7: S shuffles the tree nodes using a random
permutation and independently generates a permutation
over the feature list. The feature indices in the tree
nodes are updated according to the feature permutation.

• Steps 8-9: S secret-shares the shuffled decision tree
model to P and sends P the starting index of the root
node and feature.

In the model evaluation phase, the following steps are
performed:

• Steps 1-3: The client C generates the same permutation
π′ as the server by using an identical seed. It then
appends d − 2 dummy features to the feature list and
applies π′ to shuffle the entire feature list.

• Steps 4-6: P perform the decision tree evaluation layer
by layer. In each round, Fcotp is used to obtain the
next node index and corresponding feature index. These
indices are then used to select the appropriate node and
feature, which are input into Fcotp in the subsequent
round. This process is repeated for d − 1 iterations to
obtain the final node index, ultimately yielding the final
label.



3.2. Conditional Oblivious Transfer with Public
Opening.

We can directly use the one-round DCF-based SCOT
protocol of Ji et al. [17] to instantiate our COTP function-
ality. Their SCOT takes two replicated secret shares x and
y, along with secret-shared indices a and b, and outputs a
secret sharing of either a or b depending on the comparison
of x and y. By simply opening the SCOT output, we obtain a
COTP protocol. However, their construction relies on DCF
and therefore requires a large security parameter λ = 128.
In contrast, we design a secret sharing-based COTP proto-
col purely based on secret sharing, achieving information-
theoretic security. Unfortunately, under this stronger secu-
rity requirement, we are only able to obtain a three-round
protocol. Cf. Appendix. A for details.

4. Our New Paradigm for PPDT

The strawman protocol we proposed can evaluate the de-
cision tree very quickly; however, there still exist some
challenges. From one perspective, the strawman protocol
requires the server S participants to perform the model
shuffling phase. Considering the model requires providing
service for multiple distinct users, S needs to stay online and
perform intensive computations. From another perspective,
S requires an external third party and cannot overlap with
the computing parties in the P . This is because if the S
assumes the role of a computing party, the permutation
becomes visible to it. As a result, the index information
revealed during the online phase could allow the server
to infer the evaluation path of the decision tree. In this
section, we design a novel decision tree evaluation scheme
that allows S to input the tree model in the setup phase and
enables both S and C to participate as part of P . In this
section, we assume that S has already appended dummy
nodes to the tree, and C has added dummy features to
the feature list. We abuse m and n to denote the total
number of nodes and features, respectively, including
the appended dummy entries.

4.1. First Try: Secure Permutation

The most straightforward solution is to execute the model
shuffling phase directly within the multi-party setting, i.e.,
by employing a secure permutation protocol rather than
having the server S perform the shuffling locally. In this ap-
proach, the permutation is jointly generated in a distributed
manner by P , and remains hidden from all individual com-
puting parties.

Naively, we let P generate the secret-shared random
permutation 〈π〉 using Πper−gen, while the permutation π
is unknown to any computing parties. Next, we need to
replace the node or feature index, e.g., Li, with the permuted
index, e.g., π(Li). In this case, what we need is to use Li to
obliviously select π(Li) from the shared list 〈π〉. Informally,
the brief procedure to generate the shuffled decision tree
tuple is as follows.

• S secret shares the tree nodes, which are appended with
the dummy nodes, to P with the start feature index α
in the setup phase.

• P invoke 〈π〉 ← Πper−gen(m) and 〈π′〉 ← Πper−gen(n)
to generate secret-shared random permutation lists for
nodes and features.

• P invoke oblivious selection for 〈Li〉, 〈L′
i〉, 〈Ri〉

and 〈R′
i〉 to select 〈π(Li)〉, 〈π′(L′

i)〉, 〈π(Ri)〉
and 〈π′(R′

i)〉 of each shared node 〈Ni〉 :=
(〈ti〉, 〈Li〉, 〈Ri〉, 〈L′

i〉, 〈R′
i〉).

• P invoke secure permutation for node list with π,
namely,

(〈N̂0〉, . . . , 〈N̂m−1〉)← Πper((〈N0〉, . . . , 〈Nm−1〉), 〈π〉)

• P invoke oblivious selection for 〈α〉 to select 〈I1〉 :=
〈π′(α)〉. Then P open I1 and I0 ← π(0).

• After C inputs X , P invoke Πper(〈X 〉, 〈π′〉) to permute
〈X 〉.

• P follows the online evaluation procedure in Fig. 2 to
complete the decision tree evaluation.

We describe how to generate a secret-shared random per-
mutation, 〈π〉 ← Πper−gen(m). The process begins with one
party secret-sharing a randomly chosen permutation. Then,
the other two parties each apply their own independent ran-
dom permutation to the shared values. This ensures that no
single party learns the complete permutation. A simplified
description is as follows:
1) P0 generate random permutation π0 ∈ Sm 7→ Sm and

secret share π0 to obtain 〈π0〉;
2) P1, P2 generate same random permutation π1 and apply

π1 on list 〈π0〉0 + 〈π0〉2 and 〈π0〉1 respectively; As a
result, parties P1 and P2 hold the additively secret shares
of the permuted values.

3) Applying the technique described in the secure shuffle,
P0 and P1 convert the additive secret shares into repli-
cated secret shares.
It can be seen that after S secret-shares the tree model,

it does not need to participate in subsequent executions.
Moreover, both S and C can be part of P . However,
the issue is that the aforementioned scheme requires the
invocation of oblivious selection on each node, which incurs
significant overhead. In the three-party setting, oblivious
selecting among n elements of bit-length ℓ (i.e., from a
domain of size 2ℓ) requires at least O(nℓ) communication
or computational overhead. In the following sections, we
aim to address the inefficiency caused by repeated oblivious
selection calls.

4.2. The Solution: Our New PPDT Paradigm

In this section, we aim to eliminate the requirement for mul-
tiple oblivious selections. We first analyze how to handle
node indices, and then apply a similar technique to feature
indices.

Considering that m nodes have 2m child node indices,
our intuition is whether we can directly place all permuted
indices into the corresponding 2m positions, rather than
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Figure 3: Oblivious Vector Expansion.

Input : aux := ((I0, a0), . . . , (In−1, an−1)) hold by S,
shared list 〈x0〉, . . . , 〈xn−1〉
Output : aligned secret-shared vector 〈x′

0〉, . . . , 〈x′
m−1〉.

Execution:
- calculate
X ′ = (〈x0〉, 〈x1〉−〈x0〉, 〈x2〉−x1, . . . , 〈xn−1〉−〈xn−2〉)

- Let point = 0, end = m;
- For i ∈ Zn, S sets
– π(i) = point,
– π(end− 1) = point + 1, . . ., π(end− ai) = point + ai
– point← point + ai + 1;
– end← end− ai

- S secret-share π to P
- P does:
– append m− n numbers of 〈0〉 to 〈X〉.
– perform Πper(〈X〉, 〈π〉).
– calculate 〈x′

i〉 ←
∑i

j=0〈xj〉.

Oblivious Vector Expansion Πove(aux,X )

Figure 4: Oblivious Expansion

being achieved through multiple selection. We observe that
if each index (Li or Ri) is unique and drawn from Z2m,
then the transformation from (L0, R0, . . . , Lm−1, Rm−1)
to (π(L0), π(R0), . . . , π(Lm−1), π(Rm−1)) can be
viewed as a single permutation rather than multiple
individual selections. For convenience, we denote
(L0, R0, . . . , Lm−1, Rm−1) as (I0, . . . , I2m−1). In
particular, there exists a permutation σ : i 7→ Ii which can
perform on the permutation π := (π(0), . . . , π(2m − 1))
to obtain (π(I0), . . . , π(I2m−1)). Checking its correctness,
the ith item of the permutation π(i) will permute to Ith

i
position, resulting π(Ii).

Furthermore, we observe that in the above-described
scheme, the list π does not need to be a permutation; it
can be repeated. In light of this, we assign indices from 1
to 2m to all child node indices of the nodes, resulting in the
index Ii. Then, for those that originally share the same index
— for example, if Ii and Ij are equal — we enforce that
π(i) = π(j). We can just use the original π ∈ Sm 7→ Sm

and duplicate π(i) to obtain π(j), finally resulting in 2m-
dimensional list, namely, we still use the π mentioned in

4.1 to permute the node list. However, we expand π to
π̂, by copying the items that refer to the same index, and
use π̂ to set the child node index for each node. Then,
we invoke Πper with σ to directly move π̂ to the correct
position corresponding to (1, . . . , 2m). Fig. 5a illustrates the
corresponding process.

Note that with the above approach, the new index list
π̂(Ii) can be only reconstructed using the permutations π̂
and σ. The original index information Li and Ri, which
identify either the child node or its corresponding feature,
is now embedded in the permutation σ, eliminating the need
to store it explicitly.
Oblivious Vector Expansion. The remaining problem is
how to expend π to π̂ without revealing the model structure
to computing parties P . We design a protocol to solve
that through a shuffling-based approach. Specifically, our
starting point is the observation that the model holder can
represent the repeated usage of certain nodes in the deci-
sion tree as a permutation structure. Formally, we define a
replication pattern as follows,

((I0, a0), . . . , (Ii, ai), . . . , (Im−1, am−1))

where ai denotes that Ii is repeated ai times. Then, we
define the concept of oblivious vector expansion

Definition 1. Let ((I0, a0), . . . , (Ii, ai), . . . , (Im−1, am−1))
be a repetition pattern, (〈y0〉, . . . , 〈yn〉) be a secret-shared
list. An Oblivious Vector Expansion scheme Fovd accepts
input ((I0, a0), . . . , (Ii, ai), . . . , (Im−1, am−1)) from one
party and secret shared list (〈y0〉, . . . , 〈yn〉), after that Fovd
output (〈y′j〉)j∈ZL

, L =
∑m−1

i=0 ai, where y′k = yi for
k ∈ [

∑i−1
j=0 aj ,

∑i
j=0 aj).

Fig. 3 depicts the procedure of our protocol to copy some
elements in a vector. Given a toy example, for a shorter list
(x0, . . . , x3), to repeat x0 and x2 twice, we first compute
the difference sequence of the list (x0, . . . , x3), namely,

L0 := (x0,∆1 := x1 − x0,∆2 := x2 − x1,∆3 := x3 − x2)

Then we append several zeros at the end corresponding
to the number of items to be copied, namely, L1 :=
(x0,∆1,∆2,∆3, 0, 0). After that, we apply a permutation
ζ to L1, which moves the appended zeros to the positions
immediately following the items that need to be replicated,
obtaining the list L2 := (x0, 0,∆1,∆2, 0,∆3). Finally, by
computing the prefix sum of L2, we obtain the expanded
list, which is L3 := (x0, x0, x1, x2, x2, x3).

We define aux := ((I0, a0), . . . , (Im−1, am−1)) as the
repetition pattern for the nodes list held by S. Similarly,
we define aux′ to represent the repetition pattern for feature
indices. Our goal is to extend the randomly secret-shared
permutation π ∈ Sn by using the auxiliary input aux
provided by S, to obtain the new shared list π̂ where repeat
π(Ii) for ai times. Using the aforementioned scheme, we
generate ζ using aux as follows, where it moves the tail
zero to the repetition position.

• aux := ((I0, a0), . . . , (In−1, an−1))
• Let point = 0, end = m;
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• For i ∈ Zm, S sets the permutation ζ(i) for ζ as follows
– ζ(i) = point,
– ζ(end−1) = point+1, . . ., ζ(end−ai) = point+ai
– point← point + ai + 1;
– end← end− ai

By applying the aforementioned expansion procedure
with permutation ζ on π ∈ Sn, we can obtain π̂. The overall
oblivious vector expansion protocol is depicted in Fig. 4.
New Representation of Decision Tree. So far, we have
obtained an extended list π̂. S knows the decision tree, and
it can use it to generate the permutation σ to move π̂ to the
correct position on the tree. Fig. 5a depicts how to construct
the permutation σ for the nodes permutation π̂. The left-
hand side is a simple case of a 4-node decision tree with a
dummy node. The right-hand side is how the permutation
σ moves π to the correct position. The index π(0), which
corresponds to the root node, is directly revealed to deter-
mine the entry point of the evaluation. With the exception of
π(0), each of the remaining elements of π can be uniquely
associated with the left or right child index of node Ni. This
mapping allows S to deterministically construct a unique
permutation σ. Thus, the node information of the decision
tree has been encoded into two permutations, ζ and σ.
Accordingly, we express the model information required by
S as T := ((ti)i∈Zm , ζ, σ, ζ ′, σ′), where ζ and σ encode the
node-related permutations of the decision tree: ζ replicates
indices with respect to their usage frequency, and σ places
them into the correct positions via a random permutation.
The permutations ζ ′ and σ′ serve a similar purpose for the
feature indices.

Unlike nodes, where the root node is conventionally
placed at index 0 and P can directly reveal π(0) to obtain the
starting node index, the initial feature index is determined by
the root node. Consequently, a permutation σ is applied to
map the corresponding π′(α) to a predetermined position. In
the online phase, P can then reveal the corresponding entry
in π′ at that fixed position to retrieve the required feature
index. Fig. 5b illustrates a simple example of this process.
We construct σ to uniformly move π(α) to the last position

2m + 1 (α = 2 in Fig. 5b), rather than filling it into the
child index of the decision tree.
Concrete Construction. Fig. 6 illustrates the overall pro-
cess of our decision tree evaluation. At the setup phase,
the server S secret-shares the decision tree (t, ζ, σ, ζ ′, σ′)
to the parties P . In the model shuffle phase, P uses the
secret-shared values (t, ζ, σ, ζ ′, σ′) to generate a one-time-
use permuted decision tree tuple. During the online phase,
the client C inputs the feature vector, and P evaluates the
tree layer by layer to obtain the output. We will introduce
the protocol step by step below.

• In the setup phase, S share the tree model T :=
((ti)i∈Zm

, ζ, σ, ζ ′, σ′) to P;
• In the model shuffle phase, steps 1-5, P generates ran-

dom permutations π and π′ for tree nodes and features,
and expands the permutation to 2m dimensions.

• In the model shuffle phase, steps 6-8, P moves π and π̂
to the corresponding nodes, and shuffles the tree nodes.

• In the model shuffle phase step 9, P open the root node
index and feature index.

• In the online phase steps 1-2, C secret shares the feature
X to P , and P invokes Πper to shuffle X with π̂
generated in the model shuffle phase.

• In the online phase steps 3-5, P evaluates the decision
tree layer by layer to obtain the label R.

Remark: Since we consider the PPDT-as-a-service set-
ting, model shuffling can be completed by P in the offline
phase.

4.3. Repeated Feature on the Same Branch

Most decision trees do not reuse the same feature index
along a single path, and the above scheme can effectively
handle such cases. However, if multiple occurrences of the
same feature index appear on the same branch, applying the
above scheme would reveal the index by opening it multiple
times, leading to potential information leakage.

This issue can be easily addressed using our expansion
protocol. Specifically, for repeated feature indices, we can



Input : Client C holds feature list X := (x0, x1, . . . , xn−1); Server S holds decision tree T := (ζ, σ, ζ′, σ′, (t0, . . . , tm−1)).
Output : model evaluation result R.
Set-up:
- S secret share ζ, σ, ζ′, σ′ and the threshold list (t0, . . . , tm−1) to P;

Model Shuffle:
1) P generate random permutation 〈π〉 ← Sm 7→ Sm and 〈π′〉 ← Sn 7→ Sn;
2) P set 〈δ〉 ← (〈π(1)〉, 〈π(2)〉 − 〈π(1)〉, . . . , 〈π(m− 1)〉 − 〈π(m− 2)〉) and
〈δ′〉 ← (〈π′(0)〉, 〈π′(1)〉 − 〈π′(2)〉, . . . , 〈π′(n− 1)〉 − 〈π′(n− 2)〉).

3) P append m+ 1 items of zero to 〈δ〉 and 2m− n+ 1 items of zero to 〈δ′〉
4) P invoke 〈δ〉 ← Πper(〈δ〉, ζ) and 〈δ′〉 ← Πper(〈δ′〉, 〈ζ′〉)
5) P calculate the prefix sum 〈δi〉 ←

∑i
j=0〈δj〉 and 〈δ′i〉 ←

∑i
j=0〈δ′j〉

6) P invoke 〈π̂〉 ← Πper(〈δ〉, 〈σ〉) and 〈π̂′〉 ← Πper(〈δ′〉, 〈σ′〉)
7) P set 〈Ni〉 := (〈ti〉, 〈δ2i〉, 〈δ2i+1〉, 〈δ̂2i〉), 〈δ̂2i+1〉) for i ∈ Zm

8) P invoke (〈N0〉, . . . , 〈Nm−1〉)← Πper((〈N0〉, . . . , 〈Nm−1〉), 〈π〉);
9) P open 〈I0〉 := 〈π0〉 and 〈I1〉 := 〈π′

2m+1〉 to P

Model Evaluation:
1) C secret-share X to P;
2) P invoke 〈X〉 ← Πper(〈X〉, 〈π′〉);
3) P sets 〈R〉 = 〈0〉
4) For i ∈ Zd, P do

• set 〈No〉 ← 〈NI0
〉; 〈xo〉 ← 〈xI1

〉;
• parse 〈No〉 as tuple 〈No〉 := (〈to〉, 〈Lo〉, 〈Ro〉, 〈L′

o〉, 〈R′
o〉)

• update 〈R〉 ← 〈R〉+ 〈to〉
• invoke shared conditional oblivious transfer (I0, I1)← Πcotp(〈xo〉, 〈to〉, 〈Lo〉, 〈Ro〉, 〈L′

o〉, 〈R′
o〉)

5) P calculate 〈R〉 ← 〈R〉+ 〈tI0
〉.

Decision Tree scheme Πtree(X , T )

Figure 6: Our New Privacy-Preserving Decision Tree Evaluation Paradigm.

use the oblivious vector expansion protocol to create a copy
and assign a new index to it. Then we let S modify the
duplicated feature indices in the tree model to point to
the replicated index. Note that if a feature appears multi-
ple times across different branches, we take the maximum
number of repetitions from each branch as the number of
required copies. In particular, S inputs the list (Ii, ai) and
generate π for duplicate Ith

i feature, and C inputs features
X . Simultaneously, S uses the expanded feature index to
generate the decision tree.

5. Cost and Security Analysis.
In this section, we systematically analyze the cost and
security of each component as well as the overall decision
tree protocol.

5.1. Communication Cost

Conditional Oblivious Transfer with Public Opening.
Since our decision tree evaluation in the online phase is
conducted by invoking COTP at each layer to reveal the out-
put, COTP constitutes the primary overhead in our protocol.
We could directly adopt the protocol by Ji et al. [17], who
realized a one-round shared conditional OT under replicated
sharing; adding one extra opening round also yields a two-
round protocol. Their method incurs higher computation and

offline communication than the COTP we proposed in Ap-
pendix. A, but achieves lower online communication. Using
their construction, the online phase requires two rounds with
12ℓ+9(logn+ logm) bits of communication, while the of-
fline phase incurs 6λℓ bits. If we adopt our proposed COTP
protocol (which achieves information-theoretic security), the
online phase requires 3 rounds with a communication cost
of 14(logm + logn) + 4ℓ log ℓ bits, and the offline phase
requires 20 logn+ 20 logm+ 2ℓ log ℓ bits.

Our Strawman Protocol. In our Strawman protocol, the
offline phase only requires secret-sharing the decision tree
and the corresponding input indices. Each node has a size
of ℓ+ 2(logm+ logn) bits, and for m nodes, the commu-
nication cost of secret-sharing is 2m(ℓ+ 2(logm+ logn))
bits. Considering the COTP, the total communication cost
in the offline phase of our Strawman protocol is 2m(ℓ +
2(logm+ logn)) + 6λℓ bits for the DCF-based COTP and
2m(ℓ + 2(logm + logn)) + 20 logn + 20 logm + 2ℓ log ℓ
bits for the SS-based COTP. In the online phase, the client
needs to secret-share the feature vector, resulting in a com-
munication cost of 2nℓ bits. Additionally, for DCF-based
COTP, executing d − 1 instances of the COTP protocol
incurs a cost of 2d − 2 rounds and a total communication
overhead of (d − 1)(12ℓ + 9(logn + logm)) bits, such
that the total cost of the online phase is 2d − 1 rounds of
(d − 1)(12ℓ + 9(logn + logm)) + 2nℓ bits. For SS-based
COTP, executing d − 1 instances of the COTP protocol



incurs a cost of 3d − 3 rounds and a total communication
overhead of (d− 1)(14(logm+ logn)+ 4ℓ log ℓ) bits, such
that the total cost of the online phase is 3d − 2 rounds of
(d− 1)(14(logm+ logn) + 4ℓ log ℓ) + 2nℓ bits.
Our New PPDT Paradigm. Compared to our strawman
protocol, the proposed PPDT architecture requires additional
permutation operations. In the offline phase, our protocol
contains the following communication cost

• Generation of random permutation lists: For n and m
length shared random permutation 〈π〉 and 〈π′〉, each
element in the permutations requires logn and logm
bits to represent. As a result, the total communication
cost for generating these permutations is 6(m logm+
n logn) bits (6n logn for shuffle list (1, . . . , n)).

• Secure Permutation: For performing ζ, ζ ′, σ and σ′

on 2m feature indices and 2m node indices, since the
feature indices are in Zn and require logn bits, and the
node indices require logm bits, the total cost of per-
muting n elements with ℓ-bit values is approximately
15nℓ. Therefore, the total communication overhead
introduced by these permutations is 60m(logn+logm)
bits.

• Node permutation: the permutation of the nodes Ni

incurs an additional cost of 15m(ℓ+2 logm+2 logn)
bits; the cost of revealing the entry index is 3(logn+
logm) bits.

Therefore, the total communication cost of our offline phase
is 66m logm+6n logn+60m logn+3(logn+logm)+6λℓ
bits for DCF-based COTP and 66m logm + 6n logn +
60m logn+3(logn+ logm)+20 logn+20 logm+2ℓ log ℓ
bits for SS-based COTP. Considering the online phase,
compared to the strawman protocol, Πtree(X , T ) requires
one additional permutation on the features, which incurs an
extra cost of 4 rounds with 15n logn bits.

5.2. Security Analysis

Our PPDT Scheme. We can easily analyze the security of
our PPDT scheme. By examining the messages received by
any Pi, we can see that no information about the model
or the inputs can be learned. First, the values obtained
through secret sharing are uniformly random. Apart from
the secret shares, Pi only receives the opened values I0
and I1 at each layer. Due to the random permutations, after
d layers, the sequences I0 and I1 are indistinguishable from
selecting d random elements from the lists (0, . . . ,m) and
(0, . . . , n). This demonstrates the security of our decision
tree evaluation scheme.

6. Implementation and Benchmark.

In this section, we benchmark our PPDT. We compare our
work against the schemes proposed by Ji [17] et al. and
Ma [25] et al.
Benchmark setting. We implement our protocols in C++.
For the Fcmp, we utilize the code provided by Lu [22] et
al and Ji [17] et al. For our experiments, the benchmark is

performed in a server that runs Ubuntu 18.04.2 LTS with
Intel(R) Xeon(R) Silver 4214 CPU @ 2.20GHz, 48 CPUs,
128 GB Memory. Our experiments are performed in a local
area network, using traffic control in Linux to simulate three
network settings: (1) LAN: 10Gbps bandwidth with 0.01ms
round-trip latency (RTT). (2) WAN: 100Mbps bandwidth
with 6ms round-trip. We use a ring of size 32 bits for
representing decision tree thresholds and labels. We use
UCI datasets [12] to construct benchmarks for various tree
models. In Table. 3, n, d, and m denote the number of
features, tree depth, and number of nodes, respectively.

Communication Cost Comparison. We compare the com-
munication overhead for a single decision tree evaluation
with the schemes of Ji [17] et al. and Ma [25] et al..
Detailed results (in bytes) are shown in Table 3. Ours-1
refers to our strawman scheme, while Ours-2 corresponds
to our Πtree scheme, and Ours-3 corresponds to replacing
COT on Πtree with DCF. In Ma et al.’s work, the online
communication overhead is significantly higher than that
of Ji et al. and ours. Compared to Ji et al.’s scheme, our
approach reduces the online communication cost by nearly
45% in scenarios where the decision tree is relatively sparse.
Through further analysis, we observe that the sparser the
tree, the more pronounced the advantage of our scheme
becomes. We can further reduce the online phase cost by
adopting a DCF-based COT construction. However, this
also introduces a significant increase in offline overhead.
The performance of Ours-3 reflects this trade-off: while the
online communication is substantially reduced, it comes at
the cost of heavier offline preprocessing. Specifically, on
the Boston dataset, our protocol—when using DCF-based
COT—achieves an online communication cost that is only
14% of that in Ji et al.’s scheme. It is also worth noting that
the oblivious selection of Ji et al.’s protocol is also based
on Function Secret Sharing (FSS), which requires a large
number of PRF evaluations for selection and comparison. In
contrast, our scheme performs selection via simple memory
access operations, making it substantially more lightweight
than FSS-based approaches. In addition, Ji et al.’s protocol
incurs substantial offline communication due to the heavy
use of Function Secret Sharing (FSS) during preprocessing.
For example, on the Breast dataset, Ji et al. require 53,729
bytes in the offline phase, while our scheme only consumes
1,528 bytes, respectively—a dramatic reduction.

Running Time Comparison. Fig. 7 shows the online
phase performance of our scheme across different datasets
and network settings. Here, Ours corresponds to our Πtree
scheme, while Ours(DCF) refers to a variant where we
replace our COT with the COT based on Ji et al.’s DCF
construction. We observe that in poor network conditions,
the overall running time is dominated by communication
overhead. In such cases, although Ji et al.’s COT based on
DCF incurs a higher computational cost during the online
phase, its communication cost is only 4ℓ, which is lower
than our COT’s 4ℓ log ℓ. This makes it more suitable for
bandwidth-constrained scenarios. Therefore, we also eval-
uated a variant of our protocol that adopts a DCF-based



TABLE 3: Comparison of online and offline costs (Bytes) ; Ours-1 refers to our strawman scheme; Ours-2 corresponds to
our Πtree scheme; Ours-3 corresponds to replacing COT on Πtree with DCF; We set ℓ = 32.

Dataset (n, d,m)
Online Offline

Ma et al. Ji et al. Ours-1 Ours-2 Ours-3 Ma et al. Ji et al. Ours-1 Ours-2 Ours-3

Iris(4,4,7) 15172 470 250 265 57 152 28268 67 330 8522
Wine(7,5,11) 19025 621 338 375 85 244 36736 112 650 10890
Linnerud(3,6,19) 22734 733 421 430 96 426 43583 162 1049 13337
Breast(12,7,21) 26775 923 515 596 126 484 53729 218 1528 15864
Digits(47,15,168) 59475 2313 1256 1745 358 4421 129447 1653 18789 49509
Spambase(57,17,58) 68085 2526 1420 2043 416 1572 142607 801 6058 40874
Diabetes(10,28,393) 106876 4192 2401 2464 602 12149 236223 3208 40907 98251
Boston(13,30,425) 114870 4558 2590 2680 656 13477 255926 3485 45850 107290
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Figure 7: Online Running Time Comparison of Ma [25] et al., Ji [17] et al., and Our Method under LAN and WAN Settings
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Figure 8: Offline Running Time Comparison under LAN and WAN for different batch sizes.
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Figure 9: Online Running Time Comparison under LAN and WAN for different batch sizes.

COT for comparison. Under the LAN setting, our scheme
maintains online latency between 15 ms and 40 ms across
all datasets, which is significantly lower than Ji et al. and
Ma et al., whose latency ranges from 40 ms to over 300 ms.
The performance gap becomes especially apparent as dataset
complexity increases. On the Boston dataset, our scheme is
nearly 20× faster than that of Ma et al., and approximately
4.5× faster than Ji et al.’s scheme. In the WAN setting,
although network conditions introduce additional delay, our
method remains substantially more efficient. For complex
datasets such as Diabetes and Boston, our method is ap-
proximately 3–5× faster than Ma et al., and 1.5–2× faster
than Ji et al.. Considering batched inputs, the advantages of
our protocol become even more pronounced. As shown in
Fig. 9, we evaluate the performance of our protocol under
different batch sizes. When the batch size increases, our
protocol outperforms Ji et al.’s scheme, achieving up to a
50× speedup in the best case.
Offline Running Time Comparison. Fig. 8 illustrates
the offline running time comparison between our proposed
method and that of Ji et al. under both LAN and WAN
settings, evaluated across varying batch sizes (10, 100,
and 1000). For small models and small batch sizes, our
scheme incurs slightly higher offline overhead compared
to Ji et al.’s scheme, possibly due to factors such as the
number of communication rounds. However, as the batch
size increases and the model becomes larger, communication
volume becomes the dominant factor affecting runtime. In
such cases, our scheme significantly outperforms Ji et al.’s
in the offline phase. For example, with a batch size of
1000 on the Boston dataset, our scheme is 5× faster than
Ji et al.’s. For the Breast dataset with a batch size of
1000, our protocol achieves a 10.7× speedup over Ji et
al.’s. This highlights the efficiency of our offline design,
especially in high-throughput scenarios where preprocessing

costs become a bottleneck.
Running Time Comparison under Different Batch Sizes.
Fig. 9 illustrates the performance of our protocol under
varying batch sizes. Compared to Ji et al.’s protocol, our
scheme demonstrates significantly better scalability. As the
batch size increases, our runtime grows at a much slower
rate, while Ji et al.’s runtime exhibits an almost linear
increase with respect to the batch size. This indicates that
our protocol is better optimized for handling large batches
of inputs, making it more suitable for practical deployment
in high-throughput settings. For instance, under the Boston
dataset with a batch size of 1000, our protocol achieves over
50× speedup over Ji et al.’s protocol in the online phase.
This performance gain becomes more pronounced as the
model and input size grow, showcasing the advantage of
our design in amortizing computation and communication
costs across large input batches. This trend can also be
observed across other datasets, where our protocol maintains
a slow growth in runtime as the batch size increases from
10 to 1000. In contrast, Ji et al.’s protocol suffers from sub-
stantial increases in both communication and computational
overhead, particularly in wide-area network (WAN) envi-
ronments. These results validate the superior scalability and
practicality of our method for privacy-preserving inference
at scale.

7. Conclusion

In this work, we eliminate the need for oblivious selection
in privacy-preserving decision tree evaluation, resulting in
significant performance improvements. Our scheme reduces
online communication by 86% compared to the state-of-
the-art (SOTA), achieves a 4.5 ∼ 20× speedup in the
online phase, and delivers over 5× improvement in offline
performance.
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In the offline phase,
• Pi−1 and Pi send (input, sid, 〈x〉i+1, 〈y〉i+1) to Fcmp;
• Pi+1 and Pi send (input, sid, 〈x〉i−1, 〈y〉i−1) to Fcmp;
• Fcmp picks random z1 ← {0, 1} and sends z1 to Pi−1 and

Pi+1;
In the online phase,
• Pi+1 and Pi−1 send (input, sid, 〈x〉i, 〈y〉i) to Fcmp;
• Fcmp calculates z = (

∑2
j = 0〈x〉j) ≥ (

∑2
j = 0〈y〉j),

picks random z0 ← {0, 1}
• Fcmp calculates z0 = z ⊕ z0 and sends z0 to Pi.

Functionality Fcmp[i]

Figure 10: Functionality of Comparison.



Pj and Pk hold the common seed ηj,k ∈ {0, 1}λ.
Input : 〈·〉-shared value of x ∈ Z2ℓ−1 and y ∈ Z2ℓ−1 .
Output : Pi gets z0, Pi−1 and Pi+1 get z1, while z = z0 +

z1 = x
?
> y.

Preprocessing:
- Pi does:

1) set r = 〈x〉i−1 + 〈x〉i+1 − 〈y〉i−1 + 〈y〉i+1

2) calculate r̂ = r − sign(r) · 2ℓ−1 ∈ Z2ℓ−1

3) extract r̂ as {r0, . . . , rℓ−2}
4) secret share rk to P1 and P2 for k ∈ Zℓ−1, taking the

smallest prime p bigger then ℓ; P1 holds r
(1)
k , P2 holds

r
(2)
k and r = r

(1)
k + r

(2)
k (mod p);

• Pi−1 and Pi+1 pick ∆← Z2 using same seed.

Online:
- Pi−1 and Pi+1 do:

1) set m = 〈x〉i − 〈y〉i mod 2ℓ;
2) set m̂ = m− sign(m) · 2ℓ−1 and bitexact it as
{m̂k ∈ {0, 1}}k∈Zℓ−1

while
∑ℓ−2

k=0 2
ℓ−2−km̂k = m̂;

3) set m̂ℓ−1 = 1 and (r
(1)
ℓ−1, r

(2)
ℓ−1) = (0, 0);

4) P1 sets m
(1)
k = m̂k + r

(1)
k − 2m̂k · r

(1)
k for k ∈ Zℓ.

5) P2 sets m
(2)
k = r

(2)
k − 2m̂k · r

(2)
k for k ∈ Zℓ.

6) pick same random values {wk}k∈Zℓ
∈ (Z∗

p)
2ℓ via PRF

with seed η1,2;
7) P1 calculates m′(1)

k =
∑k

t=1 m
(1)
t − 2 ·m(1)

k + 1 and
u
(1)
k = wk ·m′(1)

k · (1⊕ sign(m)⊕ m̂k ⊕∆) + wk ·
(sign(m)⊕ m̂k ⊕∆) for k ∈ Zℓ;

8) P2 calculates m′(2)
k =

∑k
t=1 m

(2)
t − 2 ·m(2)

k and
u
(2)
k = wk ·m′(1)

k · (1⊕ sign(m)⊕ m̂k⊕∆) for k ∈ Zℓ;
9) pick a random permutation π via PRF with seed η1,2 and

permute the list {û(1)
k }k∈Zℓ

= π({û(1)
k }k∈Zℓ

);
10) send {û(1)

k }k∈Zℓ
and {û(2)

k }k∈Zℓ
to Pi;

- Pi calculates ûk = û
(1)
k + û

(2)
k mod p for k ∈ Zℓ;

- Pi sets t = sign(r) if ∃ûk = 0 for k ∈ Zℓ else
t = 1⊕ sign(r) to Pj , for j ∈ {i− 1, i+ 1};

- Output (∆, t).

Protocol Πcmp(i, 〈x〉, 〈y〉)

Figure 11: Secure Comparison Protocol.

Appendix A.
Secure Comparison and Conditional OT

Fig. 10 depicts the functionality Fcmp[i] of the secure
comparison, which takes the secure shared values of x
and y and outputs z = (x < y). It secret shares z as
z = z0+z1, while Pi holds z0 and other two parties hold z1.
Fig. 11 illustrates the comparison protocol proposed by Lu
et al.. [21], [22] It implements the functionality Fcmp[i]. For
two values x and y, the protocol first computes x−y and then
checks whether the sign bit is 0. This method requires that
both x and y have a non-negative sign bit. Therefore, for k-
bit valid inputs x and y, the computation is performed over
a (k + 1)-bit ring. It achieves lower communication over-
head compared to other constant-round approaches, such as
garbled circuit and function secret sharing. Their protocol
realizes the secure comparison functionality Fcmp[i] with

Pj and Pk hold the common seed ηj,k ∈ {0, 1}λ.
Input : 〈·〉ℓ-shared value of x, y, and〈·〉ℓ′ -shared value of list
(Lj)j∈ZN

, (Rj)j∈ZN
).

Output : List (I(j))j∈ZN
, if x ≥ y, I(j) = Lj , otherwise,

I(j) = Rj .
Preprocessing:
- P0 picks (r′0,j , r

′′
0,j)j∈ZN

and secret share them to P1 and
P2;

- P1 picks (r′1,j , r
′′
1,j)j∈ZN

and secret share them to P0 and
P2;

- P0 and P1 generate 〈x′〉2 and 〈y′〉2 with same seed. P0 and
P2 generate 〈x′〉1 and 〈y′〉1 with same seed.

- P1 and P0 generate 〈x′′〉2 and 〈y′′〉2 with same seed. P1

and P2 generate 〈x′′〉0 and 〈y′′〉0 with same seed.
- Input 〈x′〉2, 〈x′〉1, 〈y′〉2, 〈y′〉1 and sid = 1 to Fcmp[0] and

receive δ0 from Fcmp[0];
- Input 〈x′′〉2, 〈x′′〉0, 〈y′′〉2, 〈y′′〉0 and sid = 2 to Fcmp[1]

and receive δ1 from Fcmp[1];
- Set 〈δ0〉 = (δ0, 0, 0) and 〈δ1〉 = (0, δ1, 0).
- Evaluate γ0,j = δ0 + r′0,j − 2δ0 · r′0,j and
γ1,j = δ1 + r′1,j − 2δ1 · r′1,j using Fmult under replicated
share.

- Evaluate Γ0,j = r′′0,j(1− 2δ0) and Γ1,j = r′′1,j(1− 2δ1)
using Fmult under replicated share.

Online:
- Pi, for i ∈ {1, 2} does
– cxi = 〈x〉3−i − 〈x′〉3−i, cyi = 〈y〉3−i − 〈y′〉3−i

– sends to each other
– computes 〈x′〉0 = 〈x〉0 + dx1 + dx2 ,
〈y′〉0 = 〈y〉0 + dy1 + dy2

– input 〈x′〉0 and 〈y′〉0 to Fcmp[0]

- Pi, for i ∈ {0, 2} does
– dxi = 〈x〉2−i − 〈x′′〉2−i, dyi = 〈y〉2−i − 〈y′′〉2−i

– sends to each other
– computes 〈x′′〉1 = 〈x〉1 + dx1 + dx2 ,
〈y′′〉1 = 〈y〉1 + dy1 + dy2

– input 〈x′′〉1 and 〈y′′〉1 to Fcmp[1]

• All parties calculate 〈∆j〉ℓ
′
= 〈Lj〉ℓ

′ − 〈Rj〉ℓ
′
;

• All parties invoke Fmult to evaluate
〈σ0,j〉 = 〈∆j〉ℓ

′ 〈γ0,j〉ℓ
′
+ 〈Rj〉ℓ

′
+ 〈Γ〉ℓ′0,j and

〈σ1,j〉 = 〈∆j〉ℓ
′ 〈γ1,j〉ℓ

′
+ 〈Rj〉ℓ

′
+ 〈Γ〉ℓ′1,j ;

• All parties reveal σ0,j to P1 and P2;
• All parties reveal σ1,j to P0;
• Fcmp[0] outputs t0 to P0;
• Fcmp[1] outputs t1 to P1;
• P0 sends ζ0,j = (t0 − r′0,j) and

η0,j = (t0 − r′0,j)(〈∆j〉ℓ
′

1 + 〈∆j〉ℓ
′

2 )− r′′0,j to P1 and P2;
• P1 sends ζ1,j = (t1 − r′1,j) and

η1,j = (t1 − r′1,j)(〈∆j〉ℓ
′

0 + 〈∆j〉ℓ
′

2 )− r′′1,j to P0

• P1 and P2 calculate
I(j) = σ0,j + ζ0,j(1− 2δ0)〈∆j〉0 + η0,j(1− 2δ0);

• P0 calculates
I(j) = σ1,j + ζ1,j(1− 2δ1)〈∆j〉1 + η1,j(1− 2δ1);

Protocol Πcotp(〈x〉ℓ, 〈y〉ℓ, (〈Lj〉ℓ
′
)j∈ZN

, (〈Rj〉ℓ
′
)j∈ZN

)

Figure 12: The Conditional Oblivious Transfer with Com-
parison Predicate.

inputs 〈x〉 and 〈y〉 as follows: In the offline phase, all parties



provide 〈x〉i−1, 〈x〉i+1, 〈y〉i−1, and 〈y〉i+1 to Fcmp; Fcmp
outputs z1 to Pi−1 and Pi+1 in the online phase, Pi−1 and
Pi+1 input 〈x〉i and 〈y〉i. The functionality then outputs z0
to Pi, such that z0 ⊕ z1 = z, where z is the result of the
comparison.

Building on this comparison functionality Fcmp, we
design and implement a COTP protocol to obliviously select
the node index and feature index for the next evaluation
round.

For secret-shared input L and R, COTP output plaintext
value I using the output (z0, z1) of Fcmp. It can be expressed
as I = z · (L − R) + R. Let ∆ = L − R, then the core of
the COTP evaluation lies in computing z ·∆. Obtaining the
output of the COTP via this multiplication of z·∆ requires at
least two rounds: in the first round, the bit z is reshared into
an additively replicated secret sharing form; in the second
round, the multiplication is computed locally and the result
is opened. As a result, obtaining the final opened COTP
output requires a total of three communication rounds (one
round for Fcmp).
3-round COTP. It is possible to reduce the number of
rounds for COTP from three to two by trading off additional
communication. Fig. 12 illustrates our SCOT protocol. Since
Fcmp already consumes one round, achieving a two-round
protocol means that the conversion of z = z0 ⊕ z1 into the
arithmetic domain, the multiplication z ·∆, and the opening
must all be completed within a single round. To meet this
requirement, we shift as much computation as possible to
the offline phase. We aim to construct the protocol that P0

can randomize z0 and directly send the masked value to
P1 and P2. Once P1 and P2 receive this message, they can
locally reconstruct I without any further interaction. First,
we have z = z0+z1−2z0z1 in arithmetic form. Considering
Pi−1 and Pi+1 obtaining I within two rounds, we observe
that I := z∆+R can be expanded as follows.

I :=z∆+R

=(z0 + z1 − 2z0z1)∆ +R

=(z1 + r′ + (z0 − r′)(1− 2z1)− 2z1r
′)∆ +R

=(z1 + r′ − 2z1r
′)∆ +R+ (z0 − r′)(1− 2z1)∆

=(z1 + r′ − 2z1r
′)∆ +R+ (z0 − r′)(1− 2z1)〈∆〉i

+ (z0 − r′)(1− 2z1)(〈∆〉i−1 + 〈∆〉i+1)

=(z1 + r′ − 2z1r
′)∆ +R+

Pi holds︷ ︸︸ ︷
(z0 − r′)

Pi−1/Pi+1 hold︷ ︸︸ ︷
(1− 2z1)〈∆〉i

+

Pi holds︷ ︸︸ ︷
((z0 − r′)(〈∆〉i−1 + 〈∆〉i+1)− r′′)

Pi−1/Pi+1 hold︷ ︸︸ ︷
(1− 2z1)

+ r′′(1− 2z1)
(1)

The logic behind expanding this equation is to decompose I
into two parts: terms that can be precomputed (and opened
to Pi−1/Pi+1), and product terms of z0 and others held by
Pi−1 and Pi+1. For these product terms, our goal is to in-
troduce random values (r′, r′′) on z0 so that Pi can directly
open it to Pi−1/Pi+1 without compromising privacy. This
allows Pi−1 and Pi+1 to locally reconstruct I . Specifically,

let r′ and r′′ be random numbers generated in the offline
phase and known only to Pi. We proceed as follows: 1.
The term (z1 + r′ − 2z1r

′)∆ + r′′(1 − 2z1) + R can be
precomputed (or calculated in the same round of Fcmp) and
opened to Pi−1 and Pi+1. 2. For the term related to online
generated z0, (z0 − r′)(1 − 2z1)〈∆〉i, once Pi obtains z0,
it can compute and send z0 − r′ to Pi−1 and Pi+1. Since
both Pi−1 and Pi+1 already hold (1 − 2z1)〈∆〉i, they can
locally evaluate (z0 − r′)(1 − 2z1)〈∆〉i. 3. Similarly, for
the term ((z0− r′)(〈∆〉i−1 + 〈∆〉i+1)− r′′)(1− 2z1), since
z0 − r′ has been sent to Pi−1 and Pi+1, directly revealing
(z0 − r′)(〈∆〉i−1) will leak 〈∆〉i−1. We introduce r′′ to
mask it. Pi sends ((z0 − r′)(〈∆〉i−1 + 〈∆〉i+1) − r′′), and
Pi−1 and Pi+1, who hold (1 − 2z1), can locally compute
((z0 − r′)(〈∆〉i−1 + 〈∆〉i+1) − r′′)(1 − 2z1). The above
process requires only one round of communication, and
together with one round from Fcmp, it results in a total of
two communication rounds. For the case where Pi needs
to obtain I , we can swap the roles of Pi and Pi−1/Pi+1

and re-execute the above procedure to derive it (at the
same round). Considering that Fcmp requires the offline
inputs 〈·〉i−1 and 〈·〉i+1, we address this issue using reshare
operation. For the details, refer to Appendix. A. Fig. 12
depicts our COTP protocol. We ensure a two-round online
cost by switching the roles of P0 and P1/P2 and executing
the comparison-based selection process twice in parallel. It
is worth noting that in the protocol by Lu et al., the func-
tionality Fcmp[0] requires 〈·〉1 and 〈·〉2 as inputs during the
offline phase. In contrast, for the invocation of Fcmp[1] used
to generate z′, the offline inputs are 〈·〉0 and 〈·〉2. As shown
in Fig. 12, we pre-assign the corresponding secret-sharing
slices for the feature and threshold inputs—specifically,
〈x′〉1, 〈x′〉2, and 〈x′′〉0, 〈x′′〉2, in the offline phase. Then,
once the threshold and feature values are provided as inputs,
we reconstruct the new shares by combining them with
the pre-assigned offline secret-sharing slices accordingly.
In particular, we aim to transfer input 〈x〉 to 〈x′〉 with
pre-assigned shares 〈x′〉1 and 〈x′〉2. Obviously, it holds
〈x′〉0 = 〈x〉0+〈x〉1+〈x〉2−〈x′〉1−〈x′〉2. We let P1 calculate
d1 = 〈x〉2 − 〈x′〉2 and P2 calculate d2 = 〈x〉1 − 〈x′〉1, then
they can exchange d1 and d2 to reconstruct 〈x′〉0.

In our COTP protocol, we rely on the multiplication
protocol Πmult defined over replicated shares. The workflow
of Πmult [1] is as follows: For multiplication z = x · y with
input 〈x〉, 〈y〉 and output 〈z〉, it can be written as

xy = 〈x〉0〈y〉0 + 〈x〉1〈y〉1 + 〈x〉2〈y〉2 + 〈x〉0〈y〉1 + 〈x〉1〈y〉0
+ 〈x〉0〈y〉2 + 〈x〉2〈y〉0 + 〈x〉1〈y〉2 + 〈x〉2〈y〉1 .

Let Pi calculate 〈z〉i−1 = 〈x〉i−1〈y〉i−1+〈x〉i−1〈y〉i+1+
〈x〉i+1〈y〉i−1, it holds z = z0+z1+z2. Then Pi sends 〈z〉i−1

to Pi+1.
Efficiency. Fcmp uses a PRG-based optimization only

in the offline phase, achieving a communication overhead
of one round with 2ℓ log ℓ bits in the online phase and
ℓ log ℓ bits in the offline phase. Notably, their protocol can
be adapted to achieve information-theoretic (IT) security
by removing the PRG optimization. (Overall, our scheme



can achieve IT security by removing the use of pseudoran-
dom generators (PRGs).) Our COTP protocol, illustrated in
Fig. 11, ensures a total cost of three rounds through two
invocations of the comparison primitive. Considering that
calculation and opening of selection index I incurs a overall
communication cost of 14ℓ′ bits (where ℓ′ = logm or logn,
depending on whether the index corresponds to a node or
a feature), each COTP in our decision tree requires a total
online communication cost of 14(logm+ logn) + 4ℓ log ℓ.

Theorem 1. Let 〈x〉 and 〈y〉 be secret shared over Z2ℓ ,
〈Lj〉ℓ

′ and 〈Rj〉ℓ
′ are secret shared over Z2ℓ′ . The pro-

tocol Πcotp as depicted in Fig. 12 realizes Fcotp in the
(Fcmp,Fmult)-hybrid model against semi-honest PPT adver-
saries who can statically corrupt up to one party.

Proof. We construct a PPT simulator Sim that interacts with
Fcotp and simulates the view of Adv.

Case 1: P0 (or P1) is corrupted.
Simulator: The simulator Sim internally simulates Fcmp

and Fmult. Sim simulates the following interactions with P0

controlled by Adv.
• plays the role of P1 and sends random values as the

share of r′1,j and r′′1,j to P0.
• simulates Fcmp and sends randomly picked value δ1 to
P0.

• simulates Fmult and sends randomly picked value
〈γ0,j〉1, 〈γ0,j〉2, 〈γ1,j〉1 and 〈γ1,j〉2 to P0.

• simulates Fmult and sends randomly picked value
〈Γ0,j〉1, 〈Γ0,j〉2, 〈Γ1,j〉1 and 〈Γ1,j〉2 to P0.

• plays the role of P2 and sends randomly picked value
dx0 and dy0 to P0.

• simulates Fmult and sends randomly picked value
〈σ0,j〉1, 〈σ0,j〉2, 〈σ1,j〉1 and 〈σ1,j〉2 to P0.

• simulates Fcmp and sends randomly picked value t0 ∈
Z2 to P0.

• picks η1,j ∈ Z2ℓ′ and ζ1,j ∈ Z2ℓ′ .
• receive I(j) from Fcotp, set σ1,j = I(j) − ζ1,j(1 −
2δ1)〈∆j〉1 + η1,j(1− 2δ1)

• plays the role of P1 and P2 and reveals σ1,j to P0.
• plays the role of P1 and sends randomly picked value
η1,j and ζ1,j to P0.

Indistinguishability: IdealF,Sim,Z(1
κ) is indistinguishable

with RealΠcotp,Adv(1κ).

Proof. It is easy to verify that the share of r′1,j , r′′1,j , and δ1,
〈γ0,j〉1, 〈γ0,j〉2, 〈γ1,j〉1, 〈γ1,j〉2, 〈Γ0,j〉1, 〈Γ0,j〉2, 〈Γ1,j〉1,
〈Γ1,j〉2, 〈σ0,j〉1, 〈σ0,j〉2, 〈σ1,j〉1, 〈σ1,j〉2 are indistinguish-
able with random value, since they are secret share as the
output of Fmult, Fcmp and secret sharing scheme.

For dx2 and dy2 , since they can be viewed as ciphertexts
encrypted using 〈x′′〉0 and 〈y′′〉0 through one-time pad
encryption, and 〈x′′〉0 and 〈y′′〉0 are not visible to P0, they
are indistinguishable from random values.

For η1,j and ζ1,j , since they can be viewed as ciphertexts
encrypted using r′ and r′′ through one-time pad encryption,
and r′ and r′′ are not visible to P0, they are indistinguishable
from random values.

For σ1,j , it is calculated by I(j) in the ideal world, which
is the same as the real world.

Case 2: P2 is corrupted.
Simulator: The simulator Sim internally simulates Fcmp

and Fmult. Sim simulates the following interactions with P0

controlled by Adv.
• plays the role of P0 and sends random values as the

share of r′0,j and r′′0,j to P2.
• plays the role of P1 and sends random values as the

share of r′1,j and r′′1,j to P2.
• simulates Fcmp[0] and sends randomly picked value δ0

to P0.
• simulates Fcmp[0] and sends randomly picked value δ1

to P0.
• simulates Fmult and sends randomly picked value
〈γ0,j〉0, 〈γ0,j〉1, 〈γ1,j〉0 and 〈γ1,j〉1 to P2.

• simulates Fmult and sends randomly picked value
〈Γ0,j〉0, 〈Γ0,j〉1, 〈Γ1,j〉0 and 〈Γ1,j〉1 to P2.

• plays the role of P1 and sends randomly picked value
cx2 and cy2 to P0.

• plays the role of P0 and sends randomly picked value
dx2 and dy2 to P0.

• simulates Fmult and sends randomly picked value
〈σ0,j〉0, 〈σ0,j〉1, 〈σ1,j〉0 and 〈σ1,j〉1 to P2.

• picks η0,j ∈ Z2ℓ′ and ζ0,j ∈ Z2ℓ′ ;
• receives I(j) from Fcotp, set σ0,j = I(j) − ζ0,j(1 −
2δ0)〈∆j〉0 + η0,j(1− 2δ0)

• plays the role of P1 and P2 and reveals σ0,j to P0.
• plays the role of P1 and sends randomly picked value
η0,j and ζ0,j to P2.

Indistinguishability: IdealF,Sim,Z(1
κ) is indistinguishable

with RealΠcotp,Adv(1κ).

Proof. The proof of indistinguishability is similar to the case
of a malicious P0.


