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1 Introduction

Using Threshold Linear Homomorphic Encryption (TLHE) to enable electronic voting has a long
history. The classical blueprint was defined by Cramer et al in [CFSY96], where the requirements
of universal verifiability, privacy, and robustness were set out. The work of [CFSY96] built upon
earlier work of [Ben87, BY86, CF85, SK94].

The basic template for such voting systems is as follows. Voters encode and then encrypt their
ballot using a linearly homomorphic encryption scheme, along with a zero-knowledge proof of both
correctness of the vote format and knowledge of the underlying encryption. Then the ballots are
“added up”, after the associated zero-knowledge proof is checked, using the linearly homomorphic
property of the underlying encryption scheme. Finally, the tally is decrypted using the threshold
decryption property of the TLHE scheme. If the threshold decryption operation is verifiable then
the entire voting scheme is verifiable, as any voting party can check that their ballot has been
counted, and that the tally is correct.

Using pre-quantum linearly homomorphic encryption schemes such as Paillier encryption [Pai99]
or ElGamal “in the exponent” one can implement such an election relatively efficiently. Indeed the
popular Helios voting system [Adi08, AdMP] is based on this paradigm. There have been some works
which extend this paradigm to the post-quantum setting (relying on lattice based assumptions) such
as [BHM21, CGGI16b, HSS24, KCRT21, dPLNS17].

The encoding step is particularly important and in some sense limits the applicability of the
methodology. It is perhaps illustrative to explain the encoding methodology for a standard First-
Past-The-Post (FPTP) election amongst n candidates with v voters. Firstly a linear homomorphic
encryption scheme is chosen with message space which allows addition of integer values (with no
wrap-around) up to size N > Bn where B is some integer such that B > v.

A vote is encoded as an encryption of an element in the set {1, B,B2, . . . , Bn−1}. Note, that
only n elements out of the total space of N plaintext elements are valid encodings of votes. When
the ballots are added up one obtains an encryption of an integer

T = v1 + v2 ·B + · · ·+ vn ·Bn−1 (1)

where v1+ v2+ · · · vn = v and hence T < Bn < N . By decrypting T using the threshold decryption
protocol one can obtain the number of voters v1 for candidate one, the number of voters v2 for
candidate two, the number of voters v3 for candidate three, and so on. In such an FPTP election
it is considered standard that the values (v1, v2, . . . , vn) are made public, and not just the eventual
winner.

Zero-knowledge proofs are needed for three reasons:

1. To ensure independence of inputs. This protects against, say, a dishonest player re-randomizing
an honest player’s ballot in order to deduce information about that player’s vote from the final
tally.

2. To ensure that dishonest players have actually encrypted their input correctly, i.e. that the
ciphertext is indeed a valid ciphertext. This is important as, for many homomorphic encryption
schemes, it is impossible to determine if a ciphertext actually encodes any message just from
looking at it.

3. To ensure that the ballot encodes a valid vote. The latter property is important, as demonstrated
above, when the message space of the encryption scheme is much larger than the space which
encodes a single vote.
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This voting mechanism is relatively fast, easy to implement, and works well for FPTP elections
with around 10 candidates and voters in the few thousands. However, the encoding of the final
tally via equation (1) requires the underlying encryption scheme to support a plaintext space of
integers modulo N = O(vn). If a Paillier based scheme is used the plaintext space can be extended
using the techniques of [DJ02, DJ03]. However, if ElGamal “in the exponent” is used then in order
to obtain the tally T one needs to execute a work effort of

√
N , in order to extract the tally from

the exponent. In such a situation decoding using a work effort of
√
N soon becomes impractical for

reasonable values of v and n.

1.1 Beyond First-Past-The-Post

However, as soon as more complex election methodologies are required this simple encoding mech-
anism quickly breaks down. It is well known that FPTP elections have a number of drawbacks3.
In particular, they are not very expressive of voters’ intentions, and can lead to outcomes which
the majority of electors disagree with. There are many different ways to solve the problems that
come with FPTP. One solution could be the introduction of more proportional methodologies in
multi-outcome elections (for example when electing a group of people from different constituencies
for a Parliament). Alternatively, voters could be allowed to express more complex voting intentions.
In this paper, we examine in detail one such simple solution: the so-called Alternative Vote (AV)
system (in the US this is called the Ranked-Choice Voting (RCV) system with “instant run-off”).
Nevertheless, our discussion and methodology can be applied to many similar systems.

In a simple AV system, a voter produces a list which ranks possible election outcomes, instead
of choosing a single outcome. To simplify our discussion, algorithms, and analysis, we do not allow
under-voting (each voter ranks all candidates), nor do we allow voters to equal match candidates.
Thus, a ballot consists of a ranked list of all the candidates. In other words, a ballot is a permutation
on the set of candidates. If an election has n candidates, then the total number of possible votes is
then n!, which can grow rather large as n increases.

In an AV election round, one first considers all the first choice votes of all electors. If a single
candidate obtains more than one-half of the votes, then that candidate is selected as the winner.
Otherwise, the candidate with the least number of votes is eliminated, and the voters which chose
that candidate as their top preference have this choice replaced by their next preferred candidate.
The process is repeated until one candidate has a majority of the votes. Thus, if a winner is not
selected in round one, then one passes to round two. As there are n candidates in total, a winner
must be found after n − 1 rounds4. The public outcome of the election is (usually) not just the
winner, but the various tallies of elector choices for each of the rounds of the election, until the
winner is found. In other words, the sum of the votes for all the candidates in round one, i.e. the
sum of the votes of all first preference votes. Then the sum of the votes for all candidates in round
two (if there is one), i.e. the sum of the votes for preferred candidates after one candidate has been
eliminated and so forth. We call such intermediate tallies the “partial tallies” in what follows.

The above illustrates AV in the case where just one candidate is elected. The case where multiple
winners are selected is more complicated5. In the case of elections with multiple winners, we need

3 See for example https://aceproject.org/main/english/es/ for a summary of the advantages and disadvantages
of various election systems.

4 With some form of decision making process made for ties in both the final round, and in the elimination stages.
5 Often a multiple winner AV system, as we describe it, is called a Single Transferable Vote (STV) system. It should
be noted that some authors refer to what we call AV as STV, and reserve AV to denote a single winner system in
which each voter only casts first and second preference votes, and not third, fourth, fifth, etc. preferences.
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to replace the quota of receiving one-half of the votes with another quota (the minimum number of
votes that each of the candidates must receive to be elected, and to exclude the possibility of any
additional candidate being elected by the remaining votes). In addition, if one candidate is selected
with a number of votes greater than the quota, the surplus number of votes that candidate received
has to be distributed over the next preferred candidates. This must be done in a manner to ensure
that only the fraction of the votes needed to reach the quota goes to the elected candidate and the
remaining part of the vote of that ballot goes to the next preferred candidate on that ballot. In
this paper, we concentrate solely on single-winner AV elections in order to remove the complexity
of dealing with surplus votes.

A single-winner AV election can be carried out by re-purposing our simple FPTP system de-
scribed above. We simply encode each permutation as a single possible vote, and thus the total
number of (virtual) candidates becomes n!. However, this requires us to assume N > Bn!, which
becomes prohibitive when n becomes more than a handful of candidates. For example, if we re-
purposed Helios to deal with an AV system then a single vote, for five candidates, would require
over one MByte of data, however in our system such a vote only requires 19 KBytes. In addition
the information leakage from the final tally, when repurposing an FPTP system, is more than the
leakage that arises from a standard AV election. More specifically one determines the number of
voters who prefer each of the n! possible orderings.

Thus, for complex election methodologies, such as AV, something more elaborate than using
linear homomorphic encryption is needed, since the tallying mechanism is inherently non-linear in
nature. Luckily, such a technology exists, called Fully Homomorphic Encryption (FHE).

1.2 Fully Homomorphic Encryption

Since its creation by Gentry [Gen09], the development of FHE has been rapid. There are now a
plethora of schemes to choose from: BGV [BGV12], BFV [Bra12, FV12], CKKS [CKKS17], GSW
[GSW13], FHEW [DM15], and TFHE [CGGI16a, CGGI20, BdBB+25], to name but a few. Each
scheme comes with its own advantages and disadvantages, and particular applications for which it
is well suited. In this work, we concentrate on the TFHE scheme, as it supports the computation
of arbitrary depth functions quite efficiently.

Current FHE schemes are now fast enough to be deployed in real life scenarios. In particular
bootstrapping is no longer a bottleneck. For example, bootstrapping for the TFHE encryption
scheme can be done in under 20 milliseconds [CJL+20]. In addition, distributed decryption can be
done in either a few milliseconds or around half a second [DDK+23] (depending on the type of FHE
scheme, the parameters and the number of parties).

1.3 Our Contribution

We present a Threshold FHE (ThFHE) based protocol which implements an AV election, based on
a threshold version of the TFHE scheme [CGGI16a, CGGI20, BdBB+25]. Our protocol not only
outputs the winner, but also the results of partial tallies at the different rounds of an election,
until the winner is found. By basing our methodology on ThFHE, we are able to easily address the
non-linearity inherent to the tallying of AV elections.

Our protocol follows very closely the blueprint of Cramer et al in [CFSY96]: Ballots are en-
crypted and proven correct, then a homomorphic tally is performed, and finally the result is revealed.
However, we differ from previous techniques in that we do not use zero-knowledge proofs to prove
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the correct encoding of a vote. We use zero-knowledge proofs to only prove correct encryption,
hence plaintext knowledge, and to ensure independence of inputs. We propose three methodologies
to ensure that the encoding of a vote is correct:

– The first method requires interaction between the tally centres to show that a ballot is valid.
In particular this interactive method requires 2 · n threshold decryptions to be performed per
vote.

– The other two methods utilise the fully homomorphic encryption scheme, and ensure that any
plaintext encrypted by the voter is guaranteed to correspond to a valid vote once homomorphi-
cally decoded.

The choice between which methodology is more efficient, or practical, in any given instantiation
will depend on various factors; thus we leave the precise choice of methodology to the reader.

1.4 Prior Use of TFHE in E-Voting

In [CGGI16b], the authors utilise the TFHE-related scheme called FHEW [DM15] to implement a
Fast-Past-The-Post e-voting scheme. This scheme is very different from our approach. In particular
the scheme in [CGGI16b] dispenses with zero-knowledge proofs of knowledge in order to “prove
correctness” of ballots. Instead, the authors rely on the fact that even if one bootstraps an invalidly
formed ciphertext then the output is a valid ciphertext. Thus, by bootstrapping the authors claim
that all input ciphertexts can be made to be correct, even in the presence of dishonest voters.

Whilst this intuition is technically correct, it does not take into account the other reason why
homomorphic encryption based voting schemes make use of zero-knowledge proofs. To obtain sim-
ulation security any simulator needs to be able to extract the underlying messages encrypted by
a dishonest voter. Thus, the knowledge extractor, implicit in the proof of knowledge definition, is
needed in order to prove simulation security. In terms of the underlying ideal functionalities inher-
ent in such simulation-based proofs, this is captured by the property that the adversarial inputs
need to be independent of the honest parties’ inputs. This technical proof artifact may seem to be
obscure, but without it, there are simple attacks which can be mounted.

Imagine we have three voters, and one voter (voter C) is dishonest. If there were no zero-
knowledge proofs of knowledge used, voter C could take voter A’s ballot, re-randomise it, and
then submit it as their own. The (public) result of the election would be the candidate which
voter A voted for, since this candidate would now have at least two votes. This would strictly
be more information than could be determined if voter C’s input was independent of voter A’s
input. Homomorphic voting schemes always allow a form of re-randomization (by simply adding
an encryption of zero to any voting ciphertext), thus this attack is always possible. However, by
insisting that each voter appends a zero-knowledge proof of not only the correct encryption, but
also knowledge of the underlying plaintext, such attacks are prevented.

One could obtain independence of inputs by enabling a commit and open methodology to
the ballots. Thus, voting proceeds in two phases: In the first phase ALL voters commit to their
homomorphically encrypted ballot, and in the second phase the commitments are opened. This
does enable independence of inputs, but does not allow extraction of the dishonest parties’ votes,
which would be needed to produce a valid simulation of the final tally in a security proof. For
example, if voter C voted independently for candidate one, and then in the final tally produced
by the simulation, candidate one obtained no votes, then voter C would know it was working in a
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simulation. For the simulation to be perfect, the simulator needs a method to extract the plaintext
underlying voter C’s ballot.

In our protocol we utilise a simulation-based security definition, and the above problems are
excluded by the use of applying zero-knowledge proofs of knowledge.

1.5 Other Methodologies

We end this background overview by noting that there are other methodologies which can enable
electronic voting, without the need for homomorphic encryption. A popular alternative mechanism
is to use Mix-Nets. When using Mix-Net based voting, ballots are first encrypted and then batches
of ballots are shuffled via a Mix-Net in order to remove the linkage between the ballot and the
voter. Finally the ballots are opened, via threshold decryption, and tallied. Again this strategy can
be implemented in both pre-quantum [Nef01] or post-quantum [ABG+21, ABGS23] settings.

However, this method leaks more than the partial tallies at each stage of the tallying process,
since it leaks the content of all of the ballots; but not the linkage between a voter and a ballot. This
creates an avenue for voter coercion when combining the Mix-Net approach with AV voting, see
[BMN+09] for a discussion of this. The paper [BMN+09] then goes on to consider a combination
of linearly homomorphic encryption, along with a Mix-Net style approach, in order to prevent
this coercion. The authors of [BMN+09] esitmate that with their method an election with five
candidates per region and 3 million voters divided into eight regions (i.e. about 375,000 voters per
region) would take 10,000 hours to compute the final eight results.

Our use of Fully Homomorphic Encryption enables both coercion resistance and a significant
decrease both in the amount of data which needs to be stored on the bulletin board compared to
the method in [BMN+09], but also a significant reduction in the computational time needed for
elections. In our experiments we can cope with a five candidate election with 10,000 voters in about
1000 seconds. This means the above eight elections with 375,000 voters would be expected to take

8 · 375000
10000

· 1000

60 · 60
≈ 83.3

hours.

2 Preliminaries

In recapping the following preliminaries, which are all building blocks on which we build our voting
protocol, the reader should keep in mind the following variables and notations.

– The number of voters is denoted by v.

– The number of candidates in the election will be denoted with n.

– There is a set T of T tallying parties, of which at most t are assumed corrupt.

For a set S, we denote by a ← S the process of drawing a from S with a uniform distribution
on the set S. If D is a probability distribution, we denote by a ← D the process of drawing a
with the given probability distribution. For a probabilistic algorithm A, we denote by a ← A the
process of assigning a the output of algorithm A, with the underlying probability distribution being
determined by the random coins of A.
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2.1 Fully Homomorphic Encryption

We consider an FHE scheme with plaintext space a ring R, which one can think of either as a finite
field F or a finite ring such as Z/(pk) (with Z/(2k) being a ring of particular interest). We assume
(for simplicity) that the integer zero is encoded to the additive identity (i.e. zero) in R, and the
integer one is encoded to the multiplicative identity (i.e. one) in R.

An FHE scheme, with plaintext space a ring R, is a tuple of algorithms
(KeyGen,Enc,Dec,Add,Mult) and a space E of “valid” encryptions; where the set E is a
subset of a larger set E. Detecting membership of E can be done publicly, detecting membership
of E publicly is difficult. These algorithms have the following signatures:

– KeyGen(1κ): On input of the security parameter κ, this randomised algorithm produces a pub-
lic/private key pair (pk, sk).

– Enc(m, pk; r): On input of m ∈ R, a public key, and randomness from a space of random coins
Coins, this produces a ciphertext ct ∈ E .

– Dec(ct, sk): On input of an element ct ∈ E and a secret key sk this outputs the corresponding
plaintext m ∈ R.

– Add(ct1, ct2, pk): On input of two elements ct1, ct2 ∈ E which decrypt to m1,m2 ∈ R this deter-
ministically produces a ciphertext ct3 ∈ E which decrypts to m1 +m2.

– Mult(ct1, ct2, pk): On input of two elements ct1, ct2 ∈ E which decrypt to m1,m2 ∈ R this
deterministically produces a ciphertext ct3 ∈ E which decrypts to m1 ·m2.

The correctness conditions of an FHE scheme are obvious; i.e. every element in E should be de-
cryptable to the correct value.

To ease notation, we write Add(ct1, ct2, pk) as ct1 + ct2 and Mult(ct1, ct2, pk) as ct1 · ct2. We also
assume that scalars (i.e. non-encrypted values in R) can be added and multiplied into ciphertexts
at will. Thus one can form arbitrary arithmetic expressions combining ciphertexts and plaintexts,
with the output being a ciphertext if any of the input variables are ciphertexts.

In practice, we will use the TFHE scheme, as implemented in the tfhe-rs library6. To aid inter-
pretation of the benchmarking results, a bit of background on the data representation in tfhe-rs is
given here. The tfhe-rs library uses an encoding where space for the encrypted value is reserved in
the most significant bits and the random coins of the encryption in the least significant bits. The
space reserved for the encrypted value is split up into a carry subspace and a message subspace. The
message subspace is the space reserved for the messages of freshly encrypted ciphertexts, usually
this is set to two bits per ciphertext. Reserving some extra space for carry propagation allows to
perform some linear operation without the need for a PBS, usually the space for carry propagation
is also set to two bits. A schematic representation is given in Figure 17.

As such, the base plaintext space is Z/(24); with each ciphertext encoding a two bit plaintext,
along with a potential two-bit carry. This means an encryption of a 2 · ℓ-bit integer is performed
using ℓ ciphertexts. In order to deal with tallyies of at most v binary values, we will require v < 22·ℓ,
i.e. we can perform exact arithmetic on integers of size bounded by v.

When encrypting a uint8 integer value to obtain an encrypted FheUint8 value, the encrypter
obtains four ciphertexts. Each ciphertext encrypting two bits of the original uint8 integer. Integer
addition and multiplication of integer values, and all other homomorphic operations are carried out
via a limited number of additions of ciphertexts followed by a so called Programmable Bootstrapping

6 Available from https://github.com/zama-ai/tfhe-rs.
7 Figure taken from [BdBB+25].
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∅ p

carry msg

e

MSB LSB

Fig. 1. The gray bit is a padding bit required for technical reasons for the evaluation of look-up tables in the PBS.
The space reserved for the encrypted value held by a ciphertext is given by p (orange+yellow). This space is split
up into a message subspace msg (yellow) where the freshly encrypted values are put and a carry subspace carry
(orange) reserved to put the bits of the carry propagation of linear operations. The random coins of the encryption
are represented by e (red).

(PBS) operation. Using the TFHE PBS operation, one can, for example, also homomorphically
perform bit extraction on the bit-representation of the integers in one operation. To extract all bits,
one can execute the PBS operations in parallel. See [BdBB+25] where this operation is denoted
by8

{cti}length−1
i=0 = ExtractBits (ct, 0, length) ,

which extracts the first length bits of the integer held in ciphertext ct.
We also define a CMux operation which, given an encrypted bit ctb and two ciphertexts ctx and

cty, will produce the ciphertext

CMux(ctx, cty, ctb) = (cty − ctx) · ctb + ctx.

This outputs an encryption of the value encrypted by ctx if the bit encrypted by ctb is zero, otherwise
it outputs an encryption of the value encrypted by cty. Using the CMux operation, we can define
a conditional swap operation, which we denote by Swap(ctx, cty, ctb). The swap operation executes
the following three operations in sequence

t← ctx,

ctx ← CMux(ctx, cty, ctb),

cty ← CMux(cty, t, ctb).

The above syntax for Enc, Add, Mult etc, can be extended to emulate encryption, decryption
and operations on 2 · ℓ-bit integers, in which case we consider the plaintext space to be Rℓ. We will
abuse notation in this way to aid readability in what follows.

2.2 Distributed Decryption

Formally we define threshold decryption via two ideal functionalities. The first FKeyGen, in Figure 2,
acts as a set-up assumption for our protocol. This is needed to enable a UC proof of security of the
threshold decryption. FKeyGen generates a key pair, and secret shares the secret key among the T
vote tallying parties T using a linear secret sharing scheme ⟨·⟩ which tolerates up to t adversaries.
Party Ti’s share of a secret shared value x is denoted by ⟨x⟩i.

One can realise this functionality using a generic MPC protocol. Note that, despite wanting ac-
tive security, the ideal functionality does not “complete” adversarially input shares into a complete
sharing (as is often done in such situations). Thus any implementing protocol for FKeyGen does not
need to take as input the adversarial shares of the secrets.

8 The second argument to ExtractBits (ct, 0, length) is technical, and can be ignored in our application.
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FKeyGen

Init(sid):
1. Execute (pk, sk)← KeyGen(1κ) for the underlying FHE encryption scheme.
2. Generate a secret sharing ⟨sk⟩ of the secret key amongst the T players in T.
3. Send (sid, pk) to all players (including the adversary), and send (sid, ⟨sk⟩i) to player Ti (including

adversarially controlled players).

Fig. 2. The ideal functionality for distributed key generation

The key functionality we want to implement is FKeyGenDec given in Figure 3. Note that this
functionality always returns the correct result, irrespective of what the adversary does. A protocol
which realises FKeyGenDec in the FKeyGen-hybrid model is given in [DDK+23] when t < T/3. Here
the distributed decryption protocol can be executed with TFHE in under one second. We note that
the distributed decryption operation in [DDK+23] is not publicly verifiable, in that an external
party can not verify that the distributed decryption was performed correctly. Whilst theoretically
possible, such public verifiability would be very expensive in terms of computational resources
required to implement.

If (efficient) public verifiability is required then the threshold decryption protocol from
[ABGS23] can be deployed. This latter protocol works when t < T , but does not provide ro-
bustness; namely if a party misbehaves then the protocol simply aborts. In addition the described
implementation is only efficient in an amortised setting, where lots of threshold decryptions need
to be performed at once. A recent publicly verifiable robust protocol, see [BFM+25], can deal with
up to t < 2 · T/3 where t+ 1 honest parties are needed for threshold decryption to work. However,
this third option has not been fully implemented, and thus its behaviour in practical applications
is currently unknown.

FKeyGenDec

Init(sid):
1. Execute (pk, sk)← KeyGen(1κ) for the underlying FHE encryption scheme.
2. Send (sid, pk) to all players, including the adversary and store the value sk.

DistDecrypt(sid, ct): For a ciphertext ct ∈ E
1. Compute m← Dec(ct, sk).
2. Output (sid, ct,m) to all players in T.

Fig. 3. The ideal functionality for distributed key generation and decryption

2.3 ZKPoKs

We will apply ZKPoKs to prove the specific NP-relation Renc given by

Renc =
{
(ct, (m, r)) : m ∈ {0, 1}len, r ∈ Coins, ct = Enc(m, pk; r)

}
,
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with len being the length of the message m as specified in Section 3.1 for our three vote encoding
methods. The ZKPoK proves that ciphertexts are validly formed. The zero-knowledge proofs will
be defined by two algorithms.

– Prvenc(ct, (m, r)): A prover algorithm which, on input of a statement ct and a witness (m, r) for
the relation Renc, will produce a proof π.

– Verenc(ct, π): A verifier algorithm which, on input of a statement ct and a proof π, will output
true or false.

For the FHE schemes mentioned earlier (BGV, BFV, CKKS and TFHE) the encryption algorithm
Enc is of the following form: It generates some “small” random integer values (which one can
consider as sums of bits, where the bits are part of the random coins in r), then two values (a,b)
are constructed which are linear combinations of the random bits, the message, and the values in
the public key pk. The final ciphertext is the pair (a,b). One can therefore interpret the NP-relation
Renc as a (multiple) subset-sum relation over the hidden bits in the random coins r and the bits
making up the message m. Thus the post-quantum techniques given in [FMRV22, FR23] can be
applied directly to this situation resulting in a very simple proof technique. Both these papers are
based on specializations of the general KKW [KKW18] method for MPC-in-the-Head; and utilise
the random oracle model.

As our implementation is based on the tfhe-rs library we will instead utilise the pre-quantum
(i.e. pairing-based) proofs based on vector commitment schemes which are contained in this library.
Note, that the pre-quantum assumptions only affect the soundness property of the proofs, and so
our overall voting still is still post-quantum resistant to harvest-now/decrypt-later attacks (since
the votes are encrypted using a cryptosystem based on variants of LWE, which is a post-quantum
assumption). The zero-knowledge proofs in tfhe-rs are described in [Lib24] and [BEL+24], and
rely on the Common Reference String (CRS) model, the Random Oracle Model (ROM) and the
Algebraic Group Model (AGM) [FKL18]. In order to simulate the proofs, the simulator makes
use of a trapdoor in the CRS, whereas the knowledge extractor makes use of either the ability to
program the random oracles, or the ability to observe the group oracle queries in the underlying
AGM.

The zero-knowledge proof does not require operations on the encrypted value, hence there are no
operations that will fill the carry subspace. Thus, the tfhe-rs library is able to amortise the proof of
correct encryption of many ciphertexts into a smaller number of proofs; thus aiding efficiency. Going
back to our discussion above, re-encrypting a uint8 value to obtain an encrypted FheUint8 value.
Instead of proving knowledge/valid encryption of the four ciphertexts which encode a FheUint8
value, the tfhe-rs library instead compresses the four ciphertexts into two, and then provides a
proof of correctness of the two ciphertexts. Upon verification, the two ciphertexts are then expanded
(using two parallel PBS operations) into the four ciphertexts representing a FheUint8 value. Due to
this compression, the prover time depends mainly on the CRS size, which is the extra public data
that needs to be generated for the proof 9. However, the downside is that verification times increase
as one encrypts larger and larger integers, since we need to decompress from the representation
used in the proof. Further compression is achieved on encryption by using the property of the public
key encryption method from [Joy24], which enables the encryption of many payloads using a single
Ring-LWE “mask”-value.

9 For more details on the proof and the corresponding CRS, see Section 4 of [Lib24].
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2.4 Permutations

A permutation is a bijection from the set {1, . . . , n} to itself, sometimes represented in the following
notation (

1 2 3 . . . n
U1 U2 U3 . . . Un

)
It is common to represent such a permutation σ as a product of disjoint cycles. For example, the
mapping on {1, 2, 3, 4, 5} given by 1→ 2→ 3 and 4→ 5, i.e. the permutation(

1 2 3 4 5
2 3 1 5 4

)
,

can be represented by

σ = (1, 2, 3)(4, 5).

Another standard representation of a permutation is as a matrix in which each row and column
has exactly one element; a so-called permutation matrix. With this notation we have the above
permutation being represented by

σ =


0 1 0 0 0
0 0 1 0 0
1 0 0 0 0
0 0 0 0 1
0 0 0 1 0


as σ · (1, 2, 3, 4, 5)T = (2, 3, 1, 5, 4). It is well known that a permutation can be also written as a
product of transpositions, however this representation is not unique. For example, we have σ =
(1, 2)(2, 3)(4, 5) = (1, 3)(1, 2)(4, 5).

The following Lemma will be important for one of our encoding of votes methodologies

Lemma 2.1. All permutations can be written in the following form

n∏
j=2

(j, kj)

for some values kj ∈ {1, . . . , j}.

Proof. Read the sequence of transpositions from the right to the left, i.e. in the order that the
permutation is applied. The rightmost transposition will place the correct value into position n.
The penultimate transposition places the correct value into position n − 1, and since the correct
position has already been placed in position n this transposition will be between j = n − 1 and a
value 1 ≤ kj ≤ n− 1. Continuing in this way, the Lemma follows. ⊓⊔

As an example, we can write the permutation (1462)(53) as (21)(41)(53)(64).

Note that if kj = j, then we can drop this permutation from the product. This means that we
can write every permutation as

n∏
j=2

(
j−1∏
k=1

(j, k)bj,k

)
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where bj,k ∈ {0, 1}. Thus, we have a redundant encoding of every permutation as a sequence of∑n
j=2(j − 1) = n·(n−1)

2 bits. This might not seem that interesting as our encoding in n2 bits via a

permutation matrix is unique. However, being able to map any set of n·(n−1)
2 bits into a permutation

means that we always output a permutation upon decoding an integer of this encoding, whilst for
the encoding directly via the permutation matrix, i.e. via n2 bits, most sequences of bits do not
correspond to a valid permutation matrix.

Note, there is a similar (but more compact) encoding of permutations into numbers via a Lehmer
Code (see [Leh60] and [Knu97][Page 66, Algorithm P]). This encodes a permutation as an integer
in the range [0, . . . , n!), and thus requires ⌈log2(n!)⌉ bits to represent it. The encoding algorithm
from a permutation given in the form

(
1 2 3 . . . n
U1 U2 U3 . . . Un

)

to an integer, and the decoding algorithm from the integer to a permutation matrix representing the
same permutation are given in Figure 4. The function quo-rem(n, d) used in decoding returns the
quotient q and remainder r upon Euclidean division of n by d, i.e. n = q · d+ r with r ∈ [0, . . . , d).
Note that Lehmer-Decode will return a valid permutation matrix, even if the input value x is not
in the range [0, . . . , n!).

Lehmer Encoding and Decoding

Lehmer-Encode(U1, . . . , Un):
On input of a permutation as a sequence (U1, . . . , Un) of distinct elements, this outputs an integer in
[0, . . . , n!).
1. r ← n, x← 0.
2. While r > 1 do:

(a) s← argmax(U1, . . . , Ur).
(b) x← r · x+ s− 1.
(c) Swap Ur and Us.
(d) r ← r − 1.

3. Return x.

Lehmer-Decode(x):
On input of an integer x ∈ [0, . . . , n!) this outputs a permutation matrix P representing the permutation
encoded by x.
1. Let P denote the identity matrix of size n.
2. For r ∈ [2, . . . , n] do:

(a) (x, s)← quo-rem(x, r).
(b) Swap columns r and s+ 1 in matrix P .

3. Return P .

Fig. 4. Lehmer Encoding and Decoding
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3 Our AV Protocol

The blueprint for TLHE-based voting protocols of [CFSY96] comes in three phases. In the first
phase, the tally centres T set up their threshold secret key, and distribute the public key to voters
via a bulletin board. In the second phase, a ballot is encrypted and posted on the bulletin board
along with an associated proof of correctness (and knowledge) of the encryption and encoding of
the vote. In the third phase the votes are tallied and the result is decrypted using the threshold
decryption of the TLHE scheme.

In our protocol, we proceed however in four phases. This is because we do not utilise zero-
knowledge proofs in order to prove correctness of the encoding of the vote. We only use zero-
knowledge proofs to provide correctness of the encryption (and knowledge of the underlying plain-
text). Thus, we use an additional phase which guarantees the correctness of the encoding.

We provide three methods to demonstrate correctness of encoding; one which is interactive and
requires 2 · n threshold decryptions per vote, the other two are non-interactive and make use of
the underlying FHE scheme we use (namely TFHE), as well as Lemma 2.1/Lehmer decoding. We
start by explaining our vote encoding methods, and then go on to discuss the four phases of our
protocol.

3.1 Vote Encoding

Each voter’s vote V can be encoded as an n× n binary permutation matrix σ1 = {vj,k}nj=1,k, with
vj,k ∈ {0, 1}. The first column has a one in the row corresponding to the voter’s first preference, the
second column has a one in the row corresponding to the second preference and so on. As explained
in the discussion following Lemma 2.1, we can also express σ as a product of transpositions of the
form

σ2 =

n∏
j=2

(
j−1∏
k=1

(j, k)bj,k

)
where bj,k ∈ {0, 1}. The two representations are related by the relation

σ1 = σ2 · In
where each transposition (i, j) in σ2 acts on the matrix on its right via column transposition. Finally,
one can also represent the vote V as a sequence of distinct integers (u1, . . . , un), as also explained in
the preliminaries section. The encoding of a vote will use one of these three methodologies, however
when tallying all ballots we will use the (encrypted) representation as a permutation matrix.

Our three encoding methods take a vote V and then encode it as an integer in the range
[0, . . . , 2n

2−1] (resp. [0, . . . , 2n·(n−1)/2−1] or [0, . . . , n!)) via the maps

encode-v1(V ) =
n∑

j=1

n∑
k=1

vj,k · 2(j−1)·n+k−1,

encode-v2(V ) =

n∑
j=2

j−1∑
k=1

bj,k · 2(j−1)·(j−2)/2+k−1,

encode-v3(V ) = Lehmer-Encode((u1, . . . , un)).

We let len denote the bit-length of this encoding, i.e. n2 for encode-v1(V ), n·(n−1)
2 for encode-v2(V )

and ⌈log2 n!⌉ for encode-v3(V ).
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3.2 Voting Protocol: Phase One

In the first phase, just as in [CFSY96], we initiate the ThFHE scheme. See Figure 5 for a description,
which is executed via the tallying centres T calling the ideal functionality FKeyGenDec.Init(sid).

AV Voting: Phase 1

Init(sid):
1. The parties in T call FKeyGenDec.Init(sid), hence obtaining pk.
2. The value (sid, pk) is posted to a bulletin board.

Fig. 5. The initialization phase for AV elections based on threshold FHE

3.3 Voting Protocol: Phase Two

In our second phase, a voter encodes their vote in the clear, encrypts it using the ThFHE scheme,
and then proves the encryption is correct; this phase uses the simple zero-knowledge proofs based
on the relation Renc. The ballot is posted to the bulletin board, at which point all interested parties
(including the tallying parties) can verify its correctness, and if not reject it from the election. See
Figure 6 for a more detailed description, in this description we use the notation encode-v∗ to denote
either the method encode-v1 or encode-v2 or encode-v3 above.

Note that the verification step only checks whether the encryption is valid, it does not check
whether the vote has been encoded correctly. In the case of encode-v1 it may not have been correctly
encoded. For the case of encode-v2 and encode-v3, any valid encryption will correspond to some
valid vote upon homomorphic decoding. These issues will be dealt with in Phase 3.

AV Voting: Phase 2

Vote(sid,Pi, V ):
This algorithm is called by a voter in order to create a ballot.
1. x← encode-v∗(V ).

Recall this produces x as a len-bit integer.
2. r ← Coins.
3. cti ← Enc(x, pk; r).
4. πi ← Prvenc(cti, (x, r)).
5. Post {cti, πi} to the bulletin board.

Verify(sid, (cti, πi)):
This algorithm can be called by anyone to verify that a ballot has been correctly encrypted on the bulletin
board.
1. If Verenc(cti, πi) = false then output ⊥ and reject the ballot from player Pi.

Fig. 6. The voting phase for AV elections based on threshold FHE
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3.4 Voting Protocol: Phase Three

In this phase, the tally centres T take the encrypted ballot cti from player Pi and homomorphically
decode it into an encryption of a permutation matrix, see Figure 7. In other words, from cti we
obtain ciphertexts cti,j,k, with 1 ≤ j, k ≤ n, such that cti,j,k is guaranteed to encrypt only a single
bit bi,j,k and that the matrix is a permutation matrix.

If encode-v1 has been used in Phase 2, then, if the voter is adversarial, it may be the case that
Phase Three results in the tally centres rejecting the ballot. This is done by forming the row and
column sums of the underlying bit-matrix, and checking that they are equal to one. If they are not,
then the underlying matrix is not a permutation matrix, and hence not a validly encoded vote. If
the sums are equal to one, then the underlying matrix is a permutation matrix, and hence a validly
encoded vote. Abusing notation again by extending the syntax of encryption and decryption to
matrices of values, we have

Dec(Hom-decode(Enc(encode-v1(V ), pk)), sk) = Dec(Hom-decode(Enc(encode-v2(V ), pk)), sk)

= Dec(Hom-decode(Enc(encode-v3(V ), pk)), sk)

= V,

for all votes V .
The advantage of using encoding method encode-v1 is that the required homomorphic opera-

tions to homomorphically decode a ballot are relatively simple. One has to simply form 2 · n sums,
of integers which have bit-length at most ⌈log2 n⌉. Thus, we require O(n2 · log2 n) PBS operations to
perform these additions. The implied constant in this big-Oh can be reduced by performing the ad-
ditions using a tree like addition structure, in which the underlying integer bit-size increases (when
required) as one passes up layers of the tree. This decreases the number of PBS operations needed.
The disadvantage of using encoding method encode-v1 is the need for the threshold openings, which
can in practice be more expensive than the homomorphic operations.

The advantage of using encoding method encode-v2 or encode-v3 is that there is no need for
any threshold decryption to check the correctness of the encoding. In addition, even if the encoding
is invalid, i.e. not an output of the encoding method in the case of encode-v2 or not an integer
in the range [0, . . . , n!) in the case of encode-v3, the decoding method will always output a valid
permutation. Thus, a voter who encodes incorrectly, still encrypts a valid vote.

Using the latter two methods, we first (Step 1) decode the encrypted integers into an encrypted
permutation, and then (Step 2) convert that permutation into a permutation matrix. Step 2 is
identical for both methods (see lines 2d and 3e). This utilises n2 Comparison and CMux operations
between plaintext and ciphertext values, i.e. O(n2) PBS operations.

Performing Step 1 with encode-v2 requires n·(n−1)
2 ·Swap operations, each of which requiring two

CMux operations bringing us to (n2 − n) ·CMux. Therefore, performing both steps using encode-v2
requires O(n2) PBS operations, which is its main advantage as demonstrated in Figure 15.

The disadvantage of encode-v2 over encode-v3 is that the encoding itself is less compact. This
leads to larger expanded ciphertexts (see Figure 14, Table 1) and slower verification of ZKPoKs in
Phase 2 (see Figure 12).

Our method to homomorphically apply Lehmer decoding given in Figure 7 is more efficient
than the direct application of the classical method in Figure 4 mapped to the encrypted domain.
This method is inspired by the method given in [Kor08, Section 5.3], but modified to make it
more amenable to encrypted computation. The idea here is that the loop in line 3c converts the
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AV Voting: Phase 3

Hom-decode(sid, cti):
This takes the encrypted ballot and decodes it to an encrypted permutation matrix, or it outputs ⊥,
signalling the vote was incorrectly encoded. The protocol is run by the tally centres T.
1. If encode-v∗ = encode-v1 then

(a) {cti,j,k}nj,k=1 ← ExtractBits
(
cti, 0, n

2
)
.

(b) For j ∈ [1, . . . , n] do:
i. ctc ←

∑n
k=1 cti,j,k.

ii. ctr ←
∑n

k=1 cti,k,j .
iii. c← FKeyGenDec.DistDecrypt(sid, ctc).
iv. r ← FKeyGenDec.DistDecrypt(sid, ctr).
v. If r ̸= 1 or c ̸= 1 then output ⊥ and reject this ballot cti.

2. Else if encode-v∗ = encode-v2 then
(a) {{ct′i,j,k}jk=1}

n
j=2 ← ExtractBits

(
cti, 0,

n·(n−1)
2

)
.

(b) Let a denote a list of (trivial) encryptions of [1, . . . , n].
(c) For j ∈ [n, . . . , 2] do:

i. For k ∈ [j − 1, . . . , 1] do Swap(aj ,ak, ct
′
i,j,k).

(d) For j, k ∈ [1, . . . , n] do cti,j,k ← (aj = k).
3. Else

(a) For j ∈ [1, . . . , n− 1] do ct′′i,j ← (cti/j!) mod (j + 1).
This, by homomorphically evaluating the remainder operation for a plaintext denominator, will
output the encryptions of the s values from Figure 4.

(b) Let a denote a list of (trivial) encryptions of [1, . . . , n].
(c) For j ∈ [1, . . . , n− 1] do:

i. For k ∈ [1, . . . , n− 1] do:
A. ct′k ← (k ≥ ct′′i,j).

This homomorphically computes the greater-than-or-equal-to operator between a clear and
an encrypted value.

B. Swap(ak,ak+1, ct
′
k).

ii. ct′i,j ← an.
(d) ct′i,n ← a1.
(e) For j, k ∈ [1, . . . , n] do cti,j,k ← (ct′i,j = k).

i.e. we homomorphically compute the equality operator between a ciphertext and a clear value.
4. Return {cti,j,k}nj,k=1.

Fig. 7. The homomorphic decoding phase for AV elections based on threshold FHE

ciphertexts ct′′i,j into a permutation ct′i,j by performing swaps on the vector a. The element we wish
to extract is pushed to the end of the vector and then it is taken and placed in ct′i,j . Finally, from
the encrypted permutation (ct′i,1, . . . , ct

′
i,n) a permutation matrix is extracted in line 3e.

The main disadvantage of encoding method encode-v3 is, again, the need to apply arithmetic
operations in lines 3a and 3c and line 3e. The modular remainder in line 3a requires O((log2 n)

2)
PBS operations and needs to be evaluated n− 1 times. In lines 3c and 3e the arithmetic operations
require only O(log2 n) PBS operations, but they need to be executed (n − 1)2 times. Thus, this
homomorphic decoding method requires O(n2 · log2 n) PBS operations in total.

The homomorphic decoding method of encode-v1 could be implemented using a levelled FHE
scheme such as BGV or BFV, if the encrypted votes were just encryptions of bits as opposed to
being packed into a single encrypted integer as in our above description. The decoding method
in this case would be simple homomorphic additions, in lines 1(b)i and 1(b)ii of Figure 7. These
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homomorphic additions can be accomplished in BGV and BFV without consuming any levels.
However, for encoding methods encode-v2 and encode-v3, even if the votes where encrypted as
encrypted bits, the CMux operations would consume levels when implemented with BGV or BFV,
as the CMux gate involves a multiplication operation.

3.5 Voting Protocol: Phase Four

Finally, having each vote presented as an encrypted permutation matrix, we can perform the tallying
phase of our AV election. See Figure 10 for details.

During the tallying part of the protocol, the voters’ vote matrix is updated with the current
‘active’ vote always being the first column. As a candidate is eliminated, and since we do not
allow undervoting, all vote matrices will be shifted. This is demonstrated in Figure 9 and Figure 8:
starting from the leftmost vote matrix, we eliminate a candidate. The middle matrix demonstrates
the intermediate state after shifting the columns (see line 2(b)iv). The red values representing the
candidate’s row (orange box) and the last column of the matrix may be trimmed or ignored. The
remaining values form an (n− 1× n− 1) matrix which can be used in the next tally round.

In case of a tie, we remove the candidate with the smallest candidate number10.

0 0 0 1

0 1 0 0

1 0 0 0

0 0 1 0




0 0 1 1

0 1 0 0

1 0 0 0

0 0 1 0


 0 0 1

0 1 0

1 0 0




Fig. 8. Elimintation of Candidate 4 in Phase 4

0 0 0 1

0 1 0 0

1 0 0 0

0 0 1 0




0 0 1 1

1 0 0 0

1 0 0 0

0 1 0 0


 0 0 1

1 0 0

0 1 0




Fig. 9. Elimination of Candidate 3 in Phase 4

Notice how the partial tallies (see the introduction for what these are) for each round are output
by the protocol. But that no other information is output by the protocol.

As before, if one tried to implement this with BGV or BFV the homomorphic addition in line
2(a)iiA of Figure 10 will be essentially trivial (as the plaintext modulus can be larger than v).
However, line 2(b)ivB of the Tally procedure will, in the worst case, produce an equation of degree
2n−1 if no winner is found until the very last round11. Thus, using levelled-BGV/BFV would limit
the number of candidates to the number of levels. In addition, if using encoding method encode-v2

10 This is purely for simplicity of presentation, and could easily be modified.
11 If on input to a round cti,j,r has degree d in the inputs, then after the CMux it will have degree 2 · d, as the CMux

is a multiplication gate essentially. As we have a maximum of n − 1 rounds, this means the worst case degree is
2n−1.
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AV Voting: Phase 4

Tally(sid, {cti,j,k}i,j,k):
1. winner← 0, round← 1 and exclude← 0 ∈ {0, 1}n.
2. While winner = 0 do:

Find a winner if there is one
(a) For c ∈ [1, . . . , n] do:

i. Tc,round ← 0.
ii. If excludec = 0 then

A. ct←
∑v

i=1 cti,c,1.
B. Tc,round ← FKeyGenDec.DistDecrypt(sid, ct).
C. If Tc,round > v/2 then winner← c.

What to do if no winner found in this round
(b) If winner = 0 then

First find one candidate to eliminate, who has the lowest number of votes
i. m← v
ii. For c ∈ [1, . . . , n] do: if excludec = 0 and Tc,round < m then remove← c, m← Tc,round.

Mark candidate as removed
iii. excluderemove ← 1.

Now remove the candidate, by selectively rotating the votes one column to the left
iv. For i ∈ [1, . . . , v], k ∈ [1, . . . , n− round] do:

A. ctshift = cti,remove,k

B. For j ∈ [1, . . . , n] \ {remove}, r ∈ [k, . . . , n− round] do:
Exclude CMux operations which assign values from the eliminated candidate’s column.
• cti,j,r ← CMux(cti,j,r, cti,j,r+1, ctshift).

Optionally trim the last row and column of each cti if memory consumption is a concern.
3. Output winner, {Tc,round}.

Fig. 10. The tallying phase for AV elections based on threshold FHE

or encode-v3, the decoding method would also add to the number of consumed levels. Indeed, the
worst degree for this phase, using the encode-v2 method, will be 2n−1 as well, as you at most move
one column of the identity matrix n− 1 times. Each move costing one one multiplication level. To
support arbitrary numbers of candidates, for fixed parameters over all possible elections, one would
need to utilise an FHE scheme which supports bootstrapping. This explains our choice of using
TFHE, as this provides relatively small parameters and an efficient bootstrapping procedure.

In each round, one candidate is eliminated. The total amount of homomorphic computation in
round round is given by

1. The creation of (n− round+ 1) sums of v bit values, in line 2(a)iiA

2. The threshold decryption of (n − round + 1) integer values of bit-length log2 v, in line 2(a)iiB.
Since tfhe-rs works in standard sizes for integer values, this corresponds to integer values of
bit-length 8, 16, 32, etc.

3. A total of O(v · (n− round) ·n2) evaluations of the CMux operation on bit values in line 2(b)ivB.
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The cost is dominated (in practice) by the last two of these operations; threshold decryption
because it requires an expensive Switch-n-Squash operation, and the CMux operation. If the election
terminates after R rounds of vote tallying, then the total cost, in terms of basic PBS operations,
of all the CMux operations on line 2(b)ivB, is

O

(
v · n2 ·

R∑
round=1

(n− round)

)
= O

(
v · n3 ·R

)
.

3.6 Security Analysis

There are many different ways of presenting security analysis of voting protocols. Many adopt a
game-based security formulation, see [BCG+15, CGK+16]. We adopt a more UC-style definition,
in that we interpret a voting protocol as an instance of a Multi-Party Computation protocol in
which the input parties have private input (their ballots), and the MPC parties wish to compute
the functionality which outputs the election tally.

One can consider the above voting protocol as an instantiation of the general FHE-based MPC
protocol analysed in [Sma23]. The MPC protocol in [Sma23] is between a set of input parties I,
computing parties C and output parties O. The protocol given in [Sma23] enables the evaluation
of what is called an F -Circuit; which loosely corresponds to the evaluation of an arithmetic circuit
in which certain intermediate values are revealed during the execution. The F -Circuit is (essen-
tially) the representation of the underlying ideal functionality, one is trying to emulate in the MPC
protocol, via the basic operations enabled by both the FHE-scheme and the ability to open inter-
mediate results. The resulting protocol is UC-secure against static active adversaries, and provides
robustness (a.k.a. guaranteed output delivery), assuming the ideal functionality FKeyGenDec also is
robust.

Treating a voting protocol as an instance of an MPC protocol instantly captures many of the
desired properties of a voting scheme:

– Privacy of votes (all that can be obtained about the votes of honest parties is exclusively what
can be determined from the output of the election).

– Independence of inputs (no dishonest party can make their vote a function of the honest parties’
votes).

– Correctness of the tally if all parties are honest.

– Robustness of the output (assuming a given number of tallying parties are honest and the MPC
protocol is robust, then the output is correct irrespective of adversarial behaviour).

The only standard aspect of voting protocols which is not captured directly by treating the protocol
as an MPC protocol is that of verifiability. We shall return to verifiability below, after considering
the privacy and correctness of our protocol.

Applying the protocol analysis in [Sma23] to our protocol is relatively simple. The input parties
I clearly correspond to our voters. The computing parties C correspond to our tally centres T. In
[Sma23], to ensure robustness, it is assumed that a majority of the entities in C are honest. The
output parties O represent anyone who has an interest in the output of the election. The protocol
in [Sma23] uses the ideal functionality FKeyGenDec given in Figure 3, the tally centres can implement
this using the protocol described in [DDK+23]; which, as we remarked above, will be robust as long
as at most |C|/3 = T/3 are dishonest.
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Thus, the only issue in applying the methodology in [Sma23] is the “leakage” of information
which is inherent to executing the underlying F -Circuit. The F -Circuit is in virtual one-to-one
correspondence with the pseudo-code given in Figure 6–Figure 10. The data “leaked” by the MPC
protocol are the values output from the calls to FKeyGenDec.DistDecrypt(sid, ct), excluding leakage
from badly formed encryptions which are captured by the zero-knowledge proof verifications. We
see the “leakage” is of two types:

1. When encode-v∗ = encode-v1 we “leak” that the row and column sum of a vote matrix is equal
to one. Since this must be true for a valid vote, such a leakage is actually not a leak at all.

2. In the tallying phase we “leak” the values Tc,round, this is the tally of votes for candidate c on
round round of the tallying. This is strictly more than the final winner of the election. However,
as explained in the introduction such “partial tallies” are often considered to be part of the
output of an AV election; so again such leakage is actually no leakage at all.

Thus we see that our protocol respects the privacy of voters, as the only information which is leaked
about valid votes is that which can be derived from the output of an ideal election.

We now return to the issue of verifiability. We assume in what follows that the following modi-
fications are made to the above protocol outline

– Voters sign their votes, so that external parties can verify that only valid voters vote.
– All calls to the functionality o ← FKeyGenDec.DistDecrypt(sid, ct) are recorded on the bulletin

board with both the input ct and the output o; signed by the parties who actually implemented
the operations underlying FKeyGenDec.DistDecrypt(sid, ct).

With these assumptions we can also, trivially, obtain the following desirable properties of an elec-
tronic voting scheme:

– Individual Verifiability: Each voter can check that their ballot was received and utilised
by checking that their ballot is recorded on the bulletin board, assuming the bulletin board is
honest.

– Eligibility Verifiability: By checking the signatures of voters against a list of valid voters,
any party can verify that only valid voters were able to vote.

– Ballot Verifiability: Any party (including external auditors) can verify the zero-knowledge
proofs, attached to each ballot, to check that a ballot was correctly encrypted. To check that a
vote was correctly encoded the verifying party, in the case when encode-v∗ = encode-v1 needs
to rely on the fact that the FKeyGenDec.DistDecrypt(sid, ct) operation was performed correctly;
this requires assuming that the parties executing this protocol had a suitable honest subset12.

– Universal Verifiability: Anyone can check, in much the same way, that the final tally is
correct; again assuming a suitable subset of honest parties amongst the entities who implement
FKeyGenDec.DistDecrypt(sid, ct).

The verifiability could be further enhanced if the execution of FKeyGenDec.DistDecrypt(sid, ct) was
itself publicly verifiable. Such verifiability is possible, using generic zero-knowledge techniques, but
when applied to the robust protocol from [DDK+23] such techniques will be very expensive to exe-
cute. Alternatively, as mentioned in Section 2.2, if one is willing to give up on robustness and accept
active-with-abort security, then by passing to the protocol from [ABGS23], one can achieve pub-
lic verifiability of FKeyGenDec.DistDecrypt(sid, ct). Alternatively, the (currently theoretical) protocol
from [BFM+25] could be deployed if both robustness and public verifiability are required.

12 Note, the input ct to FKeyGenDec.DistDecrypt(sid, ct) can be verified to be correct publicly, as it can be computed by
anyone given the input ciphertexts.
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4 Implementation Details

We implemented the main components of our voting protocol using the Rust library tfhe-rs (v1.3.2)
mentioned earlier. The only aspects we did not implement are the associated networking related to
posting ballots by voters on a bulletin board, the retrieval of such ballots by the tally centres, and
the networking associated to threshold decryption.

The threshold decryption protocol given in [DDK+23] is dominated by the Switch-n-Squash
algorithm needed to ensure the TFHE ciphertext noise is small enough to enable efficient threshold
decryption. This operation can take between 300ms and 500ms to execute on a standard processor,
and is provided in the tfhe-rs library via the member function ct.squash noise(). Once the Switch-n-
Squash method has been applied to a ciphertext, a threshold decryption can be accomplished over
real networks in under 10ms, plus the associated network ping time (and this can be amortised by
executing many threshold decryptions in parallel if possible). Thus, approximating the total time
for threshold decryption by only counting the time needed to apply the Switch-n-Squash method
is a good first order approximation of the actual running time.

Our experiments were run on a MacBook Pro laptop running macOS 15.6, with a 12-core M4
Pro Processor and 24 GB of available RAM. We restricted our experiments to exclusively utilise
the 8 performance cores available which run at 4.5 GHz.

Recall an encoded vote requires n2 bits to represent it, if one is using encoding method encode-v1,
n·(n−1)

2 bits to represent it, if one is using encoding method encode-v2, and ⌈log2 n!⌉ if using encoding
method encode-v3. As we encode each vote, during encryption, as an integer within tfhe-rs we utilise
the data types in Table 1 for encrypting ballots.

Encoding Method
n encode-v1 encode-v2 encode-v3

3 FheUint10 FheUint4 FheUint4

4 FheUint16 FheUint6 FheUint6

5 FheUint32 FheUint10 FheUint8

6
FheUint64

FheUint16 FheUint10
7

FheUint32
FheUint14

8 FheUint16

9
FheUint128 FheUint64 FheUint32

10

Table 1. The used tfhe-rs datatypes for each encoding method and number of candidates.

4.1 Phase 2: Voting

We first discuss the run-times for Phase 2, as described in Figure 6. This consists of two methods,
first the voter needs to encode their vote, encrypt the ballot and compute the zero-knowledge
proof. After the ballot is received by the bulletin board, the zero-knowledge proof needs to be
verified. These two run-times are presented in Figure 11 and Figure 12, with the run-times given
in milliseconds.

Recall, the discussion on compressed proofs from earlier. This results in a relatively constant
running time for the voting phase, as seen in Figure 11. However, the runtime of the verification
phase increases as the underlying datatype size increases, as seen in Figure 12.
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Recall that tfhe-rs, when performing public key encryption, and providing proofs of encryption,
compresses the data. Thus, the ciphertexts in Phase 2 output by the Vote algorithm are smaller
than the ciphertexts output by the Verify algorithm. In graph Figure 13 (resp. Figure 14) we can
also see the sizes of the compressed (resp. expanded) encrypted votes.
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Fig. 11. Average time over 100 runs for the voter to execute the Vote step of Phase 2 of our protocol. Blue is when
using encode-v1, green is when using encode-v2 and orange is when using encode-v3.
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Fig. 12. Average time over 100 runs for the receiver to verify the ZKPoKs associated with each ballot in Phase 2 of
our protocol. Blue is when using encode-v1, green is when using encode-v2 and orange is when using encode-v3.

4.2 Phase 3: Homomorphic Vote Decoding

In Phase 3, see Figure 7, the encrypted vote is decoded from an encrypted integer into an encrypted
permutation matrix. In the case of encoding method encode-v1, this requires the evaluation of
2 · n threshold decryption operations, each of which requiring 2 · n executions of the Switch-n-
Squash operation. The actual final threshold decryption, after the Switch-n-Squash operations,
can be performed in parallel. Hence, this step is negligible as remarked above. These threshold
decryptions are needed in order to verify that the encrypted integer actually corresponds, under
the encoding scheme, to a valid permutation matrix. For encoding method encode-v2 or encode-v3
there is no need for any threshold decryption operations in order to determine whether the encrypted
integer corresponds to a valid encoding of a permutation matrix, since all integers correspond to a
permutation matrix.
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Fig. 13. Combined size of the compressed encrypted votes and ZKPoKs resulting from the execution of the Vote
phase of Phase 2. Blue is when using encode-v1, green is when using encode-v2 and orange is when using encode-v3.
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Fig. 14. Size of expanded integer ciphertexts at tally centres after the Verify phase of Phase 2. Blue is when using
encode-v1, green is when using encode-v2 and orange is when using encode-v3.

See Figure 15 for the execution times of this method, for various numbers of candidates. Here
we present the run times in seconds. The figure supports the expectations from the complexity
estimations, namely that encoding method encode-v2 is the most efficient. However, the reader
should be reminded that encode-v2 is less compact than encode-v3 (see Figure 14), so depending
on the application it might be more interesting to use encode-v3. Also note, we are only taking into
account computational time, and there is of course added complexity (both in terms of time and
code complexity) related to needing to perform threshold decryption during the decoding when
using encode-v1. This in addition with the fact that encode-v1 has the least compact representation
(see Figure 14), renders encode-v1 the least prefered option when using the fully homomorphic
TFHE scheme. However, with a levelled FHE scheme like BGV or BFV, encode-v1 will likely be
the preferred option.

4.3 Phase 4: Homomorphic Tallying

In examining run times for Phase 4 we examined election sizes consisting of 3 to 10 candidates,
with a voter population size of 10, 100, 1, 000 and 10, 000. In total, for each election size, we ran
10 different elections in order to determine average running times.

The voters’ votes in our elections were randomly selected from all permutations. This obviously
produced elections different from those normally seen, i.e. it is rare for everyone to differ in opinion
so much in terms of preferential order. Whilst the maximum number of rounds of execution, given n
candidates, in Phase 4 is bounded by n−1, it is not the case that all elections require n−1 rounds.
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Fig. 15. Average time over 100 runs for the receiver to apply Phase 3 of our protocol in order to extract a permutation
matrix from the underlying encrypted integer. Blue is when using encode-v1, green is when using encode-v2, and orange
is when using encode-v3.
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Fig. 16. Size of extracted encrypted permutation matrices after executing Phase 3.
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Indeed, if the majority of voters agree on one candidate as their first choice then the election
will terminate after one round. For our randomly chosen permutation votes, such a distribution of
voters’ first choices is unlikely to occur. In contrast, as the votes are randomly selected from all
permutations, then the worst case, of always needing n − 1 rounds to determine a winner for the
election, is likely to always be the case.

We examined average run times (given in Figure 17–Figure 20), for the different rounds of the
protocol, when they were executed. Note that, except when we have small number of voters, the
average time to execute each round decreases as the round increases. The variation in this rule,
in Figure 17 and Figure 18, for the larger number of candidates is simply due to the fact that for
such configurations, for small numbers of voters, we are more likely to terminate our execution on
an earlier round than round n − 1. This termination skews the average runtimes as we only give
averages over ten runs.
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Fig. 17. Average per round time over 10 runs for the tally centres to apply Phase 4 of our protocol with 10 voters.
The coloured bars refer to the time needed to execute a specific round of Phase 4. From red being round one, through
to magenta being round nine. Recall if there are n candidates, then there are at most n− 1 rounds.

3 4 5 6 7 8 9 10
0

25

50

75

100

Number of Candidates

P
h
a
se

4
T
im

e
(s
)

Fig. 18. Average per round time over 10 runs for the tally centres to apply Phase 4 of our protocol with 100 voters.
The coloured bars refer to the time needed to execute a specific round of Phase 4. From red being round one, through
to magenta being round nine. Recall if there are n candidates, then there are at most n− 1 rounds.

In addition we give the total runtime (in Figure 21) across all elections. We see that the run
times behave roughly as one would predict from the complexity estimates. Namely that the overall
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Fig. 19. Average per round time over 10 runs for the tally centres to apply Phase 4 of our protocol with 1,000 voters.
The coloured bars refer to the time needed to execute a specific round of Phase 4. From red being round one, through
to magenta being round nine. Recall if there are n candidates, then there are at most n− 1 rounds.
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Fig. 20. Average per round time over 10 runs for the tally centres to apply Phase 4 of our protocol with 10,000
voters. The coloured bars refer to the time needed to execute a specific round of Phase 4. From red being round one,
through to magenta being round nine. Recall if there are n candidates, then there are at most n− 1 rounds.
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Fig. 21. Average total time over 10 runs for the tally centres receiver to apply Phase 4 of our protocol with 10 voters
(red), 100 voters (green), 1000 voters (blue) and 10,000 voters (magenta).
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complexity is
O
(
v · n3 ·R

)
.

in terms of the number of voters v, the number of candidates n and the number of executed rounds
R. The per round complexity, in round R, being

O
(
v · n2 · (n−R)

)
.

We see that such elections are practical if the number of candidates is limited, say less than
10. But as one scales the number of candidates up, the execution time, especially when there is a
need to execute multiple rounds, becomes prohibitive. However, in real elections the votes are not
uniformly distributed, and so larger elections may be feasible, as the tallying phase will terminate
after only a few rounds.
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