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Abstract

SNARKs enable compact proofs that an NP statement is true and that the prover knows a valid
witness. They have become a key building block in modern smart contract applications, including
rollups and privacy-focused cryptocurrencies. In the widely used Groth16 framework, however, long
statements incur high costs. A common workaround is to pass the statement’s hash to the SNARK and
move the statement into the witness. The smart contract then hashes the statement first, and the circuit
that is proven additionally checks consistency of the hash and the statement. Unfortunately, virtually
any hash function is expensive to call either in a smart contract (in terms of gas) or in the proven circuit
(in terms of prover time).

We demonstrate a novel solution to this dilemma, which we call hybrid compression. Our method
allows us to use two different hash functions—one optimized for the proof circuit, and another optimized
for on-chain verification—thereby combining the efficiency advantages of both. We prove the security
of this approach in the standard model under reasonable assumptions about the two hash functions,
and our benchmarks show that it achieves near-optimal performance in both gas usage and prover time.
As an example, compressing an 8 KB statement with our approach results in a 10-second prover time
and a smart contract spending 270K gas, whereas the existing approaches either need a much longer
proof generation (290 seconds for SHA-256 hashing) or a much more expensive contract (5M gas for
Poseidon hashing).

Along the way, we develop a two-party protocol of independent interest in communication complexity:
an efficient deterministic method for checking input equality when the two parties do not share the
same hash function.
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1 Introduction

Smart Contracts and their Applications. Smart contracts, first introduced in Ethereum, are programs
that execute in a decentralized manner; that is, no single entity runs them. Instead, they are executed
collectively by all nodes participating in the blockchain protocol. To ensure fair access to this decentralized
computation, each operation triggered by a smart contract call incurs a certain cost, measured in gas in
the case of Ethereum1. The caller of the contract pays this cost in Ether, the native cryptocurrency in
Ethereum, where the total gas consumption is converted to Ether according to the gas price established
by the network.

Smart contracts enable a wide range of applications, from financial instruments2 to privacy-focused
cryptocurrencies [PSS19]. The latter are often implemented as collections of notes containing encrypted
metadata (such as value and owner). To spend a note, its owner marks it as deprecated and creates one
or more new notes, providing a succinct proof of ownership and correctness for the entire operation. An
even more advanced application of succinct proofs in smart contracts is a rollup: a protocol that operates
a separate blockchain on top of Ethereum without executing its own transactions on-chain. Instead,
it submits a batch of transactions along with a state update and a succinct proof of correctness, which
is verified by the rollup’s smart contract. In this way, the transactions of the rollup do not need to be
executed individually, thereby saving substantial gas costs.

Succinct Arguments. In the aforementioned smart contract applications, succinct non-interactive arguments3

of knowledge (SNARKs) [Gro10] play a crucial role. A SNARK is parameterized by a relation Γ over public
and private inputs, referred to as the statement and the witness, respectively. For rollups, the statement
typically consists of the old and new state along with the transactions, while the witness comprises the
complete execution trace of these transactions. Any prover possessing a statement–witness pair that
satisfies the relation can generate a succinct proof, which can then be verified efficiently using only the
statement. This eliminates the need for the verifier to access the witness or recompute the relation directly.
In the smart contract use cases discussed above, the contract call includes a statement and a proof; the
contract verifies the proof and proceeds according to the verification result.

Two SNARK constructions have become particularly popular in smart contract applications due to
their small proof sizes: Groth16 [Gro16] and Plonk [GWC19]. Both schemes require only a few pairing
computations on the verifier side, making them practical for on-chain verification. In Groth16, the verifier
first computes a multi-scalar multiplication (MSM) on elliptic curve points derived from the statement
and then applies a small number of pairing operations to the MSM result and proof elements.

However, the MSM over the entire statement makes the gas cost grow linearly with the statement
length, and hence becomes a performance bottleneck in Groth16. For applications where the statement
consists of dozens of field elements (e.g., private cryptocurrencies) or even hundreds (e.g., transaction
metadata in rollups), the verification cost becomes significant.

Compressing the Statement to Save Gas. A common approach to mitigate this high gas cost, which
we have seen employed in several applications4 [Tea24, Tea25, Lab21], is to compress a long statement
S into a short hash α = H(S) using a hash function H , and modify the proof so that it first “unpacks”
H(S). Concretely, the proof is now made for a modified relation Γ′, where the statement is replaced by
α = H(S) and the original statement S is included in the witness. The relation Γ′ ensures that α = H(S)
and that the original relation Γ holds. Importantly, the user still provides S to the smart contract, which
computes α = H(S) before invoking the SNARK verifier. Note that it is crucial here (even for correctness)
that the smart contract and the relation use the same hash function H .

The Hash Function Dilemma. While this approach minimizes the number of elliptic curve operations in
the verifier, it introduces a dilemma. If H is a traditional hash function such as SHA-256 [Nat02], proving
the correct execution of H results in a large number of contraints for Groth16, which requires a gigantic
trusted setup and is computationally expensive for the prover. Conversely, if H is a SNARK-friendly

1We focus on Ethereum as the most popular smart contract platform at the time of writing, but our discussion applies also to
other platforms.

2See, e.g., https://app.uniswap.org/.
3We use the terms argument and proof interchangeably, although typically proofs refer to systems that are secure even against

computationally unbounded adversaries.
4Interestingly, a similar technique has also been adopted in Plonk-based protocols [Lab25].
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hash function like Poseidon [GKR+21], evaluating H in the smart contract becomes costly in terms of gas
consumption5. Thus, the choice of H represents a dilemma between prover efficiency and gas cost.

1.1 Our Contribution: Hybrid Compression
In this work, we overcome the above dilemma by introducing a new technique, which we call hybrid
compression, that enables the use of different hash functions in the contract and in the relation.

More concretely, our starting point is a contract of the aforementioned type, which (among other
inputs) takes a statement and a witness, checks a relation, and then proceeds based on the outcome of
this check. For any such contract, we construct a new contract that securely emulates the original one using
a SNARK. Importantly:

• The statement for the relation verified by the SNARK is short;

• The contract and the relation can employ independently chosen hash functions.

Concretely, this means the contract could use the built-in hash function SHA-256, while the relation can
use a SNARK-friendly hash function such as Poseidon. We show that our construction is secure in the
standard model under mild assumptions on the two hash functions, and that these assumptions hold
unconditionally in the random oracle model.

Technically, our approach starts by taking the perspective of communication complexity [Yao79, AB09].
Namely, we reformulate our problem as one in which two parties aim to verify whether they hold the
same input (Section 3.1). We then provide a solution for the (unstudied) setting where both parties are
deterministic and have access to different hash functions (Section 3.2). Then, in Section 4, we translate
these ideas to the context of smart contracts. There, we also formally define what it means for a smart
contract to securely emulate a relation-checking contract and prove (in the standard model) that our
hybrid compression construction satisfies this definition, assuming the hash functions satisfy what we
call joint UHF-hardness (Definition 4). This is a slight generalization of collision resistance that holds
unconditionally in the random oracle model.

We benchmark our construction against existing approaches (Section 5) and present a compact
summary of the results in Table 1. The benchmarks indicate that our approach resolves the hash-function
dilemma, achieving performance close to the best of both worlds: proving time and setup size are
comparable to using Poseidon for statement compression, while gas costs are on par with using SHA-256.

Benchmark Setup Size Proving Time Contract Size Gas
Uncompressed 580 KB 1.01 s 25 574 B 1 883 907
SHA-256 9.5 GB 295.37 s 1 615 B 193 984
Poseidon 75 MB 14.36 s 22 712 B 5 041 709
Our Approach 37 MB 10.35 s 1 983 B 268 960

Table 1: Comparison of not compressing the statement, compressing with SHA-256, compressing with
(Solidity-optimized) Poseidon, and our approach. For a more detailed version and explanations, we
refer to Section 5 and Table 4. The numbers are for a statement of size k = 256 field elements. For an
explanation why we can beat Poseidon in terms of proving time, we refer to Section 5.

1.2 Related work
We discuss more related work here.

Combiners. Our approach to sum the outputs of two different hash functions is related to the concept of
the XOR combiner: H(X) := H1(X) + H2(X) for two hash functions H1, H2. Hoch and Shamir [HS08]
proved that the resulting function H is indifferentiable from a random oracle up to 2n/2 queries
if H1, H2 are n-bit random oracles. This bound is tight for collisions [HS08] and almost tight for

5This is because SHA-256 is built-in as a precompile into the virtual machine running smart contracts, whereas other hash
functions need to be implemented from scratch.
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preimages [LW15, BDG+20]. These results, however, do not directly relate to our setting as our H1 and
H2 may be called with distinct inputs in our case.

Communication Complexity. As already outlined, our results can be viewed in the framework of
communication complexity [Yao79, AB09]. The vast literature on this topic is outside of the scope of this
paper, and a curious reader may refer to [KN97, RY20] for an extensive background on the topic. Shortly,
the (two-party) communication complexity of a function f on two inputs X and Y is the minimal number
of bits that are required to be communicated two honest parties (one receiving X and one receiving Y )
who are trying to compute the function. In extensions of this setting, the parties may also have access to
shared randomness or to private randomness, with respective protocols designated as public-coin and
private-coin ones, respectively. The complexity of a non-randomized, deterministic protocol is calculated
in the worst case over all inputs, whereas one may also consider the average case complexity. If a protocol
fails on some inputs, it has a certain error rate. Our construction essentially makes two parties to compute
the equality function

f(X, Y ) =
{

1, if X = Y

0, if X ̸= Y

for which various bounds have been studied and proven over decades. Particularly, it is known that the
communication complexity of a deterministic protocols for n-bit inputs is exactly6 n [AB09]. Enabling
randomness gives a great power to the parties: in the public-coin setting, there exists a randomized
protocol with a constant error rate and constant communication complexity. The simplest version of such
a protocol prescribes the parties to sample a random function h with a fixed-size output, apply it to their
own inputs, and check the match of the outputs [RY20]. In the private-coin setting, the communication
complexity of the equality function is logarithmic in n [KN97]. Notably, in these settings one assumes
that the randomness is chosen after the inputs are fixed.

A natural extension of this framework introduces an adversarial control over the inputs, given the
public randomness. For instance, Cohen and Naor [CN22] consider protocols where bad inputs exist but
are hard to find by a computationally bounded adversary, and prove a connection between the existence
of collision-resistant hash functions and breaking existing communication complexity bounds.

Our results can be interpreted as follows. We construct a deterministic protocol (as there is no shared
nor private randomness) for the equality function, when the parties have access to distinct hash functions
(or in the standard model: distinct hash function keys sampled at random). As in [CN22], bad inputs
exist but are hard to find by a bounded adversary. In order to achieve λ bits of security for n-bit inputs, it
suffices for our protocol to work over a (log n + 2λ)-bit field7. The communication consists of a small
constant number of field elements, and so the communication complexity of the protocol is O(log n + λ).
It remains an open problem whether the logarithmic term can be improved.

Independent Work. After the initial publication of this report, we became aware of independent work by
Zhao et al. [ZSCZ24], who also address the hash function dilemma in the context of their folding-based
recursive argument system, MicroNova. They faced the problem of expensive verification of the proof by
a smart contract. Their solution employs techniques that are similar in spirit to ours, though not identical.
While their focus is on resolving this issue within for a particular argument system, our contribution
with regards to the hash function dilemma is more general: we formally establish that our approach
applies to arbitrary relation-checking contracts. Moreover, we study the problem through the lens of
communication complexity, offering a perspective that may be of independent interest. We believe that
the hash function dilemma is a fundamental issue, and our results highlight its importance as a standalone
research question worthy of dedicated investigation, independent of a specific argument system.

Additionally, Zhao et al.’s work focuses on recursive arguments, which inherently treat random oracles
as circuits to be proven. Their technique also relies on the Fiat-Shamir paradigm. In contrast, our approach
isolates a concrete standard-model property that the hash functions must satisfy for our technique to apply,
using the random oracle model only as heuristic evidence supporting the plausibility of this property.

6This means that n is both an upper and a lower bound, while of course there can be silly protocols communicating more.
7Actually, it suffices if we have an f -bit field with f ≥ log(n/f) + 2λ, see Remark 5.
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2 Preliminaries
We adopt conventional notation from cryptography, such as a security parameter, negligible functions
and PPT ( probabilistic polynomial-time) algorithms. The security parameter is denoted by λ, and we
assume algorithms are (PPT) unless stated otherwise. For a deterministic algorithm A, we use y := A(x)
to indicate the output y obtained by executing A on input x. If A is randomized, we write y ← A(x) to
indicate sampling y by running A with fresh uniform randomness. To emphasize the randomness ρ
explicitly, we write y := A(x; ρ). The expression y ∈ A(x) refers to any valid output y that A might
produce on input x. We write x $← X to denote the uniform sampling of x from a finite set X . For
integers, we use [r] to represent the set {1, . . . , r} ⊆ N. We use F to denote a finite field.

Definition 1 (Non-Interactive Argument System). Let Γ ⊆ {0, 1}∗ × {0, 1}∗ be a binary relation. A
non-interactive argument system for Γ is a tuple AS = (ArgProve, ArgVer) of PPT algorithms with the
following syntax:

• ArgProve(stmt, witn)→ π

• ArgVer(stmt, π)→ b ∈ {0, 1} (deterministic)

We require the scheme to be correct in the following sense: For every pair (stmt, witn) ∈ Γ, we have

Pr
[
ArgVer(stmt, π) = 1

∣∣ π ← ArgProve(stmt, witn)
]

= 1.

Remark 1 (Setup). Usually, one defines non-interactive argument systems with respect to a common
reference string or a random oracle. We do not make this explicit to not overload our notation and to not
commit to one variant. Our proofs work for both cases, and the reader may think of the argument system
as having implicit access to either.

Definition 2 (Knowledge-Soundness). Let Γ ⊆ {0, 1}∗×{0, 1}∗ be a binary relation. Let AS = (ArgProve,
ArgVer) be a non-interactive argument system for Γ. We say that AS is knowledge-sound, if there is a PPT
algorithm Ext (called the extractor) such that for any PPT algorithm A, we have

Pr
[

ArgVer(stmt, π) = 1
∧ (stmt, witn) /∈ Γ

∣∣∣∣ (stmt, π)← A(1λ),
witn← Ext(stmt, π)

]
≤ negl(λ).

Remark 2 (Straight-line Extraction). For our security proofs to work, we need to work with straight-line
extraction, as we have defined it. That is, the extractor cannot rewind the adversary. To still enable the
extractor to get the witness from the typically much shorter π, one can equip the extractor with a trapdoor
for the common reference string, or work in the random oracle or algebraic group model. As we have
explained above, we do not want to commit to one variant and therefore leave this implicit.

3 Data Matching in Unequal Worlds
In this section, we present our main idea through the lens of communication complexity [Yao79, AB09].
Specifically, we consider a setting in which two parties aim to determine whether their inputs are identical
while exchanging only a small amount of information. Looking ahead to our smart contract application,
one party will correspond to the smart contract, and the other to the circuit that is verified via a succinct
argument.

3.1 Two Party Communication Model
We first introduce our model.

Data Matching ... Consider two deterministic parties (i.e., interactive algorithms) Alice and Bob, receiving
an input xAlice and xBob, respectively. The goal of Alice and Bob is to determine – with minimal
communication effort – whether xAlice = xBob. To accomplish this, they interact in some prescribed
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protocol and exchange messages. We want that this protocol achieves (1) completeness, i.e., if xAlice = xBob,
then both parties accept, and (2) soundness, i.e., if xAlice ̸= xBob, then both parties reject. Notably, we
assume that Alice and Bob always follow the protocol honestly and trust each other.

... in Equal Worlds. There is a simple protocol to achieve this: Alice can send xAlice to Bob and Bob
checks if xAlice = xBob. It then sends the decision bit b ∈ {0, 1} to Alice, and both output b. This protocol
is complete and sound, and it has communication complexity n + 1 bits, if the inputs are n bits long.
Without any change of the model, this is provably optimal [AB09].

The Cryptographic Setting. If Alice and Bob both have access to a hash function H that outputs λ bits,
then a better protocol is possible: Alice sends hAlice = H(xAlice), Bob sends hBob = H(xBob), and both check
if the hashes are the same, i.e., if hAlice = hBob. For n-bit inputs, the communication complexity is only 2λ
bits, independent of n. Completeness holds as before, but soundness is more subtle: of course, there exist
collisions for H, and so we cannot hope that the parties reject for every pair of distinct inputs. However,
such collisions should be hard to find, which means that we have to relax the soundness condition to be
computational: for any efficient adversary A that has access to the hash function, the probability that it
finds xAlice ̸= xBob such that Alice or Bob accepts is negligible.

Looking at the protocol, we can now easily argue this computational soundness in two ways: (a)
we model H as a random oracle [BR93] and assume that A has access to it when picking the inputs. In
this case, the probability is over the coins of A and the random oracle; (b) we model H as a keyed hash
function with key K $← K and the probability is over the coins ofA and the choice of the key. In this case,
collision-resistance is sufficient to argue soundness [CN22].

Data Matching in Unequal Worlds. In our work, we consider a similar setting, but where Alice and
Bob have access to different hash functions H(1) and H(2). Again, we can either model these as two
independent random oracles or as two keyed hash functions, where Alice has access to the key K(1) for
H(1) and Bob has access to the key K(2) for H(2). In both cases, we assume that the adversary has access
to both hash functions (or keys) when picking the inputs.

3.2 Our Protocol
We now explain our protocol. The main challenge lies in the fact that Alice and Bob do not share a secure
collision-resistant hash function.

Adding a Third Hash Function. Our first idea is to let them use a third hash function on the fly during
the protocol. For that, we first let them agree on a key for this third hash function. To better distinguish
this from the keys K(1) and K(2), we call it a seed from now on. Then, they can use this third hash
function and exchange succinct hashes as before. But note that we required the parties to be deterministic,
so there is no way for them to randomly sample a seed. In our solution, the parties will derive a seed
using their hash functions, see below.

A Good Third Hash Function. Before addressing how this should be done, let us first consider which
third hash function can be used. Our central observation is that when Alice and Bob begin their interaction,
their inputs are already fixed, and the seed is sampled only afterward. Consequently, collision resistance
is unnecessary; instead, any universal hash function suffices. For concreteness, say that the seed is a field
element σ ∈ F, the inputs are vectors in Fk, and we use the universal hash function

x 7−→
k∑

i=1
σi−1xi.

Assuming two inputs are fixed and σ is sampled at random, the probability that the hashes collide is at
most8 (k − 1)/|F|, which is negligible for large enough fields.

How to Sample the Seed. What remains is to explain how Alice and Bob can agree on a seed σ. Indeed,
we must make sure that the adversary cannot predict σ before picking the inputs xAlice, xBob, as otherwise,
the universal hash function makes no guarantees. Naively, one could set σ := H(xAlice, xBob) for a random

8Some authors would call such a hash function (k − 1)-universal instead of universal, but we do not make this distinction
explicitly.
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oracle H, but Alice and Bob do not have access to such a shared random oracle, and none of them knows
both inputs. We observe that one could instead define

σ = H(1)(xAlice)︸ ︷︷ ︸
=:α

+ H(2)(xBob)︸ ︷︷ ︸
=:β

,

where Alice can compute α and Bob can compute β. In some sense, we have compressed the input with
both hash functions, and with a third shared hash function sampled on the fly, hence the name hybrid
compression.

Our Protocol. To simplify notation, we now specify the universal hash function that we will use
throughout the rest of the paper.

Definition 3 (Universal Hash Function). We define the following function UHF : F× Fk → F taking a
seed σ ∈ F and an input x = (x1, . . . , xk) ∈ Fk as

UHF(σ, x) :=
k∑

j=1
σj−1xj ∈ F.

We now present our protocol, assuming Alice has access to H(1) with key K1 and Bob has access to
H(2) with key K2. We assume that both functions map into F. Alice gets as input xAlice ∈ Fk and Bob gets
as input xBob ∈ Fk. Then:

1. Alice sends α := H(1)(K1, xAlice) to Bob; Bob sends β := H(2)(K2, xBob) to Alice.

2. Alice sends γAlice := UHF(α + β, xAlice) to Bob; Bob sends γBob := UHF(α + β, xBob) to Alice;

3. Both parties accept if and only if γAlice = γBob.

Completeness of the protocol is clear. The communication complexity is independent of the input length
n = k log |F|, namely, each party sends 2 field elements.

Remark 3 (Alternative Structure). We can restructure our protocol to make it more suited for our smart
contract application in Section 4. Namely, if only Bob has to output the decision, then he can first send β,
and then Alice can send (α, γAlice). In this way, the number of messages is reduced from four to two.

Soundness and Joint UHF Hardness. One can analyze the soundness of the protocol in the random
oracle model, using the intuition that we have provided above. However, as we will later use elements
of this protocol in the context of succinct arguments, it is cleaner to define a standard model property
of the two hash functions which implies soundness, and then heuristically show that this property is
plausible in the random oracle model. Considering our specific protocol, an adversary that aims to
break soundness wants to find two distinct inputs x (for Alice) and x̃ for Bob such that the universal hash
function outputs collide, with the seed derived as in the protocol. We phrase this as an abstract property,
which we call joint UHF hardness.

Definition 4 (Joint UHF Hardness). Consider a finite field F and two keyed hash functions

H(1) : K(1) × Fk → F, H(2) : K(2) × Fk → F.

Then, we say that H(1) and H(2) are jointly UHF-hard if for any PPT algorithm A, we have

Pr [x ̸= x̃ ∧ UHF(α + β, x) = UHF(α + β, x̃)] ≤ negl(λ),

where the probability is taken over the following experiment:

1. Sample K1
$← K(1) and K2

$← K(2).

2. Run (x, x̃)← A(K1, K2).

3. Set α := H(1)(K1, x) and β := H(2)(K2, x̃).

8



Remark 4 (Keyed Hash Functions). As usual in the standard model, we have to consider keyed hash
functions, as otherwise an adversary can have a solution to the problem hardcoded.

Remark 5 (Random Oracles). If H(1) and H(2) are both modeled as random oracles, then they are jointly
UHF hard (with λ bits of security), assuming |F| ≥ k · 22λ. We show this in Appendix A.

Remark 6 (The Same Hash Function). There is nothing that prevents H(1) and H(2) from being the same,
but with high probability, the keys will be different. Also, in our application to smart contracts, the
interesting case is when H(1) and H(2) are different.

By the above discussion, we get the following informal statement. We leave a formal application of
joint UHF hardness to Section 4.

Lemma 1 (Informal). If H(1) and H(2) are jointly UHF-hard, then our data matching protocol is complete and
computationally sound.

4 Application to Smart Contracts
In this section, we present an application of our hybrid compression technique to smart contracts. We
start with an informal overview, then give a formal model of what we want to achieve, and then present
and analyze our construction.

4.1 Overview
We apply our technique to a specific class of smart contracts, improving their efficiency, and thereby
reducing the amount of gas that they consume.

Relation-Checking Contracts. The class of contracts that we consider is what we call relation-checking
contracts. Intuitively, when these contracts are called, the user provides as a statement stmt and a witness
witn of some relation Γ, among other inputs. The contract then proceeds in two steps:

1. Check if (stmt, witn) ∈ Γ.

2. Perform some arbitrary computation based on the result of this check. The computation may
depend on stmt and other inputs, but not on witn.

Our goal is to transform such a contract into an equivalent9 contract that is more efficient. We will first
explain two transformation steps that are somewhat folklore, before explaining our final transformation.

Compressing the Witness. The first step is to compress the witness witn. This can easily be achieved using
a succinct non-interactive argument of knowledge (SNARK) for relation Γ. Namely, the user would now
compute a (succinct!) argument of knowledge π of the witness witn, and supply π instead of witn to the
smart contract. The contract now checks that π is valid instead of checking (stmt, witn) ∈ Γ. Intuitively, if
the SNARK is secure, this check should be equivalent.

Compressing the Statement. Using a SNARK, we have now compressed the witness, but the statement
stmt may still be large. In particular, the cost of verifying the SNARK in the contract may still be quite
high, depending on the size of stmt. To compress the statement, we will use a collision-resistant hash
function and make a change to our relation Γ. Namely, the user still provides stmt and an argument π (for
a different relation, see below) to the contract10 The contract, however, would now first hash the statement
to get a short hash α = H(stmt). Then, α takes the role of the statement and stmt is moved into the witness.
More concretely, the SNARK now has to be for the relation Γ′ of pairs (stmt′ = α, witn′ = (witn, stmt))
such that α = H(stmt) and (stmt, witn) ∈ Γ. We will discuss below why this transformation is secure.

The Problem: Choice of the Hash Function. The transformation sketched so far is somewhat folklore
and can be applied in practice. However, there is a fundamental issue with it: it is unclear what would
be the best choice of the hash function H:

9We will make formal what we mean by equivalent later.
10Indeed, as the computation of the contract can depend arbitrarily on stmt, there is no way we can eliminate stmt entirely from

the input to the contract.

9



• If we choose H to be a conventional hash like SHA-256, then executing H in the contract is cheap,
but executing H inside the circuit computing relation Γ′ is expensive.

• On the other hand, if H is a modern algebraic hash function like Poseidon2, then H is cheap inside
the circuit for Γ′, but expensive in the smart contract.

Our goal is to find a solution to this problem, avoiding any expensive use of a hash function.

Our Solution. To understand our solution and the relation to data matching in unequal worlds, it
is instructive to think about why the transformation above with relation Γ′ is secure. To this end,
recall that the SNARK is an argument of knowledge, i.e., in a security proof we can extract a witness
witn′ = (witn, ˜stmt) from π with α = H( ˜stmt) and ( ˜stmt, witn) ∈ Γ. We want to argue that if the proof
verifies, then (stmt, witn) ∈ Γ, where stmt is the statement that is input to the smart contract and then
hashed to get α. Our goal is to show that stmt = ˜stmt must hold, and for that we can simply use
collision-resistance of H. Looking at this from a different perspective, we can think of the smart contract
– holding stmt – and the relation Γ′ – holding ˜stmt as two honest players (Alice and Bob, respectively,
with names as in Section 3) that want to check that their strings match. The user of the contract is the
adversary that provides the two statements to these players. As they both have access to H, the contract
(i.e., Alice) can simply “send” the hash α to the relation (i.e., Bob) by using it as a statement for π and the
relation checks equality using the check α = H( ˜stmt).

Looking at it from this perspective, we can actually use data matching in unequal worlds to ensure
that both players can use different hash functions. This is the main idea of our transformation.

The Final Catch. Unfortunately, it is not entirely clear how to apply our protocol from Section 3 for data
matching in unequal worlds. This is because – in contrast to the protocol for data matching in equal
worlds with one hash function – the protocol is a two-message protocol (cf. Remark 3): first, Bob sends β
and then Alice sends (α, γAlice). But in our application Bob is the relation and Alice is the smart contract,
and there is no way that the relation can “send” anything to the contract (except the final decision bit).
Thus, it appears that we are limited to using protocols in which only Alice sends exactly one message
to Bob, which can be done via the statement for π. Luckily, we can solve this final issue by making the
(untrusted!) user provide β to the smart contract (i.e., Alice), and making the relation (i.e., Bob) check
that β has been computed correctly. This yields our final transformation, which we present and analyze
formally below. We give an overview in Figure 1.

4.2 Definitions
To formally analyze our construction, we begin by providing a definition of smart contracts, followed by
a corresponding security definition. We first define a smart contract as a function that, given an input,
produces an output. To capture stateful behavior, we extend this model by allowing the function to take
the current state as part of its input and return an updated state. By default, we denote the initial state as
St = ⊥, representing an empty or uninitialized state. For the purposes of our security definition, it is
useful to partition the input into two components: a primary input and an auxiliary input.

Definition 5 (Contract Function). A contract function is a function of the form

Con : (St, (In, AuxIn)) 7−→ (St′, Out) ,

which maps a contract state St, and an input (In, AuxIn) to an updated contract state St′ and an output
Out. The input (In, AuxIn) is composed of a main input In and an auxiliary input AuxIn.

Remark 7 (Parameters). A contract function may also take as input some public parameters, e.g., the
common reference string of a non-interactive argument system or keys for a keyed hash function. We
omit these as explicit input to not overload notation. One should however, specify how these parameters
are generated when specifying a contract function, and experiments involving such contract functions
generate the parameters during initialization, unless specified otherwise.

Our construction transforms a given smart contract into a more efficient one that preserves the same
functionality, or emulates the original contract. To formalize this notion, we introduce definitions of
correctness and soundness.
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Figure 1: Overview of our construction instantiated with concrete hash functions SHA-256 and Poseidon.

Intuitively, correctness ensures that the original and the modified contracts exhibit the same input-
output behavior for honest users: for any sequence of inputs, both contracts produce the same sequence
of outputs11. In our construction, however, the modified contract may require additional auxiliary inputs
that are not needed by the original contract. Specifically, we require the existence of an efficient algorithm
that, given the original inputs, computes the corresponding auxiliary inputs for the modified contract.
This is precisely the motivation for distinguishing between the main input and the auxiliary input.

Turning to soundness, we wish to ensure that no dishonest user can cause the two contracts to disagree
on the same main input. A naive approach would allow an adversary to choose an input, two states, and
two auxiliary inputs (one for each contract), and then claim a soundness violation if the outputs differ.
However, this definition is too strong to be achievable in general. If the original contract relies on the
auxiliary input in any meaningful way, an adversary could simply supply valid inputs to the original
contract and garbage auxiliary inputs to the modified contract, thereby causing disagreement. Instead,
we require the following notion: for any output that an adversary can cause the modified contract to
produce, there must exist an execution (i.e., set auxiliary inputs) of the original contract on the same
main input that yields the same output, and the adversary must have known it. In other words, any
behavior observable in the modified contract must be reproducible by the original contract on honest
inputs. We capture this formally via an extraction-based definition.

Definition 6 (Secure Emulation). Let Con and Ĉon be contract functions. We say that Ĉon securely
emulates Con, if the following two properties hold:

• Emulation Completeness. There is a PPT algorithm Ûsr such that for any sequence (Ini, AuxIni)ℓ
i=1,

we have
Pr

[
(Out1, . . . , Outℓ) =

(
Ôut1, . . . , Ôutℓ

)]
= 1,

where the probability is taken over the following experiment:

1. Set St = ⊥ and Ŝt = ⊥.
11The internal state transitions of the two contracts may differ, of course.
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2. For i = 1, . . . , ℓ: Run (St, Outi) := Con (St, (Ini, AuxIni)).

3. For i = 1, . . . , ℓ: Set ÂuxIni := Ûsr(Ini, AuxIni) and run (Ŝt, Ôuti) := Ĉon
(

Ŝt, (Ini, ÂuxIni)
)

.

• Emulation Soundness. There is a PPT algorithm Ext (the extractor) such that for any PPT algorithm
A, we have

Pr
[
(Out1, . . . , Outℓ) ̸=

(
Ôut1, . . . , Ôutℓ

)]
≤ negl(λ),

where the probability is taken over the following experiment:

1. Set St = ⊥ and Ŝt = ⊥.
2. Run (Ini, ÂuxIni)ℓ

i=1 ← A(1λ) and (AuxIni)ℓ
i=1 ← Ext((Ini, ÂuxIni)ℓ

i=1).
3. For i = 1, . . . , ℓ: Run (St, Outi) := Con (St, (Ini, AuxIni)).

4. For i = 1, . . . , ℓ: Run (Ŝt, Ôuti) := Ĉon
(

Ŝt, (Ini, ÂuxIni)
)

.

Remark 8 (Reductions of Knowledge). Note that our soundness notion shares some similarities with
reductions of knowledge [KP23]. We leave it as an interesting open problem if reductions of knowledge can
be applied to smart contracts in a meaningful way.

Remark 9 (Privacy). Our construction can also be tweaked to add a form of privacy to the emulation.
Namely, if the succinct arguments we use are zero-knowledge, then no information about the auxiliary
inputs of the original contract is revealed to the modified contract. We leave out a formal treatment of
this to not distract from the main points.

Remark 10 (Extractor). Typically, the extractor in a notion like our soundness notion needs additional power
to be able to extract from the adversary’s output. This can be observing random oracles, programming
an extraction trapdoor into a common reference string, or via generic or algebraic group models, just
to mention a few. We decided not to specify which form of extraction is used in our definition and
leave it implicit. This is because our construction builds on any succinct argument of knowledge with
straight-line extraction and inherits the form of extraction from it. Note that rewinding-based extraction
may cause issues as we will need to call the extractor of the argument system repeatedly.

Remark 11 (Parameters). If the contract functions implicitly take as input parameters such as a common
reference string, then we assume that this is sampled at the onset of the experiments for emulation
completeness and emulation soundness. In this case, the adversary gets these parameters as input and
the extractor may embed a trapdoor into these parameters, while the common reference string must be
indistinguishable from an honestly generated common reference string.

4.3 Construction and Analysis
We now present our construction. As outlined in our overview, it applies to smart contracts that accept
a statement and a witness as part of their input and internally verify a binary relation between them.
Beyond this internal check, the witness should not be used explicitly by the contract. The contract may
also take additional inputs. We begin by formally defining the class of contracts to which our construction
applies.

Definition 7 (Relation-Checking Contract Function). A relation-checking contract function for a binary
relation Γ ⊆ {0, 1}∗ × {0, 1}∗ is a contract function Con as in Definition 5 such that:

• Syntax of Inputs. The inputs can be written as In = (stmt, In) and AuxIn = (witn, AuxIn).

• Functionality. There is a function f such that for every state St, and every inputs In = (stmt, In)
and AuxIn = (witn, AuxIn), we have

Con(St, (In, AuxIn)) = f
(
St, b, stmt, In, AuxIn

)
with b =

{
1 if (stmt, witn) ∈ Γ,

0 otherwise
.
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Before we present our final construction, we want to make sure the reader is familiar with our notation
and definitions. To this end, we present the simpler warm-up construction from our overview using our
notation. For this construction, we omit detailed security proofs and only sketch them, as our main focus
is our final construction.

Construction 1 (Emulating Relation-Checking Contracts – Warmup). Let Con be a relation-checking contract
function for a binary relation Γ ⊆ {0, 1}∗ ×{0, 1}∗. Let AS = (ArgProve, ArgVer) be a non-interactive argument
system (Definition 1) for Γ. Consider the following contract function Ĉon and associated algorithm Ûsr:

• For In = (stmt, In) and AuxIn = (witn, AuxIn), the user runs

Ûsr(In, AuxIn) =
{

(ArgProve(stmt, witn), AuxIn) if (stmt, witn) ∈ Γ,

(⊥, AuxIn) otherwise
.

Denote the output of the user as ÂuxIn.

• The new contract for ÂuxIn = (π, AuxIn) is then defined as

Ĉon
(

Ŝt, (In, ÂuxIn)
)

= f
(

Ŝt, b, stmt, In, AuxIn
)

with b =
{

1 if π ̸= ⊥ ∧ ArgVer(stmt, π),
0 otherwise

.

Intuitively, if AS is knowledge-sound, then Ĉon securely emulates Con. Let us sketch the argument for
that. Emulation completeness follows from correctness of the argument system, and from the fact that if
(stmt, witn) ∈ Γ, the user inputs ⊥ to the contract, so the contract will set b = 0. For emulation soundness,
recall that we have to define an extractor Ext, which gets as input the inputs to our new contract Ĉon and
must output auxiliary inputs to the original contract Con that reproduce the same behavior when input
to Con. Concretely, this means that Ext needs to output auxiliary inputs AuxIni = (witni, AuxIni) given
Ini = (stmti, Ini) and ÂuxIni = (πi, AuxIni). To accomplish this, the extractor can (for inputs resulting in
b = 1 in Ĉon) obtain witni from πi via the knowledge extractor of AS. We now continue with our actual
construction, which is based on our hybrid compression technique.

Construction 2 (Emulating Relation-Checking Contracts). Let Con be a relation-checking contract function
for a binary relation Γ ⊆ {0, 1}∗ × {0, 1}∗. Consider a finite field F and two keyed hash functions

H(1) : K(1) × Fk → F, H(2) : K(2) × Fk → F,

where we assume that statements of Γ can be parsed as vectors of k field elements. Let AS = (ArgProve, ArgVer)
be a non-interactive argument system (Definition 1) for the relation Γ′, which is defined as follows:

Γ′ :=


(K1, K2, α, β, γ)︸ ︷︷ ︸

=stmt′

, (witn, stmt)︸ ︷︷ ︸
=witn′

 ∣∣∣∣∣∣
(stmt, witn) ∈ Γ

∧ β = H(2)(K2, stmt)
∧ γ = UHF(α + β, stmt)

 .

Consider the following contract function Ĉon and associated algorithm Ûsr:

• In addition to any public parameters that Con involves, Ĉon makes use of two random public hash function
keys K1

$← K(1) and K2
$← K(2).

• For In = (stmt, In) where stmt ∈ Fk and AuxIn = (witn, AuxIn), the user Ûsr(In, AuxIn) runs:

1. If (stmt, witn) /∈ Γ, return ÂuxIn := (⊥, AuxIn). Otherwise, proceed.
2. Set α := H(1)(K1, stmt), β := H(2)(K2, stmt), and γ := UHF(α + β, stmt).
3. Set stmt′ := (K1, K2, α, β, γ), witn′ := (witn, stmt), and run π ← ArgProve(stmt′, witn′).

4. Return ÂuxIn := ((π, β), AuxIn).
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• The new contract Ĉon(Ŝt, (In, ÂuxIn)) for ÂuxIn = ((π, β), AuxIn) is then defined as:

1. If (π, β) = ⊥, set b := 0. Else, determine b as follows:
(a) Set α := H(1)(K1, stmt) and γ := UHF(α + β, stmt).
(b) Set stmt′ := (K1, K2, α, β, γ) and b := ArgVer(stmt′, π).

2. Return f
(

Ŝt, b, stmt, In, AuxIn
)

.

Notably, Ĉon never evaluates H(2) and Γ′ never evaluates H(1).

We now show emulation completeness and emulation soundness, as defined in Definition 6.

Lemma 2 (Emulation Completeness). Construction 2 satisfies emulation completeness as defined in Definition 6.

Proof. To show emulation completeness, we need to consider any sequence (Ini, AuxIni)ℓ
i=1 and the

following experiment:

1. Sample K1
$← K(1) and K2

$← K(2)

2. Set St = ⊥ and Ŝt = ⊥.

3. For i = 1, . . . , ℓ: Run (St, Outi) := Con (St, (Ini, AuxIni)).

4. For i = 1, . . . , ℓ: Set ÂuxIni := Ûsr(Ini, AuxIni) and run (Ŝt, Ôuti) := Ĉon
(

Ŝt, (Ini, ÂuxIni)
)

.

We need to show that
(Out1, . . . , Outℓ) =

(
Ôut1, . . . , Ôutℓ

)
with probability 1. To this end, we first note that we can rewrite the sequence (Ini, AuxIni)ℓ

i=1 as
Ini = (stmti, Ini) and AuxIni = (witni, AuxIni), as Con is a relation-checking contract. We also rewrite the
experiment with the concrete definition of Ĉon and Ûsr, and using the fact that Con is a relation-checking
contract:

1. Sample K1
$← K(1) and K2

$← K(2)

2. Set St = ⊥ and Ŝt = ⊥.

3. For i = 1, . . . , ℓ: // Run original contract

(a) Set bi :=
{

1 if (stmti, witni) ∈ Γ,

0 otherwise
.

(b) Set (St, Outi) := f
(
St, bi, stmti, Ini, AuxIni

)
.

4. For i = 1, . . . , ℓ: // Run new user and modified contract

(a) If (stmti, witni) /∈ Γ, set ÂuxIni := (⊥, AuxIni).
(b) Else:

i. Set αi := H(1)(K1, stmti), βi := H(2)(K2, stmti), γi := UHF(α + β, stmti).
ii. Set stmt′

i := (K1, K2, αi, βi, γi), witn′
i := (witni, stmti), πi ← ArgProve(stmt′

i, witn′
i).

iii. Set ÂuxIni := ((πi, βi), AuxIni).

(c) If ÂuxIni := (⊥, AuxIni), set b̂i := 0. Else, determine b̂i as b̂i := ArgVer(stmt′
i, πi).

(d) Set (Ŝt, Ôuti) := f
(

Ŝt, b̂i, stmti, Ini, AuxIni

)
.

The reader can observe that it is sufficient to show that (b1, . . . , bℓ) = (b̂1, . . . , b̂ℓ) with probability 1. This
can easily be seen: If (stmti, witni) /∈ Γ, then bi = 0, and b̂i = 0. On the other hand, if (stmti, witni) ∈ Γ,
then bi = 1 by definition, and b̂i = 1 by correctness of the argument system AS.
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Lemma 3 (Emulation Soundness). Assume that AS is knowledge-sound, as defined in Definition 2, and assume
that H(1) and H(2) are jointly UHF-hard, as defined in Definition 4. Then, Construction 2 satisfies emulation
soundness as defined in Definition 6.

Proof. Denote the extractor for AS guaranteed by the knowledge-soundness by AS.Ext. To show emulation
soundness, we first need to define an extractor Ext. This extractor gets a list of inputs (Ini, ÂuxIni)ℓ

i=1
to the modified contract Ĉon and needs to output auxiliary inputs (AuxIni)ℓ

i=1 to the original contract,
such that the same output behavior is obtained. Our extractor will work on each of these inputs
independently. Recall that the inputs to the modified contract have the form Ini = (stmti, Ini) and
ÂuxIni = ((πi, βi), AuxIni), and the desired auxiliary inputs to the original contract have the form
AuxIni = (witni, AuxIni). The idea is now to extract witni from πi using the extractor AS.Ext, and then use
joint UHF-hardness to argue that these are indeed valid witnesses. In detail, we define our extractor
Ext((Ini, ÂuxIni)ℓ

i=1) as follows12:

• For i = 1, . . . , ℓ :

1. Set BadExti := 0 and BadColli := 0.
2. Parse Ini = (stmti, Ini), and ÂuxIni = ((πi, βi), AuxIni).

3. Determine αi, γi, stmt′
i, and bi in the way same way as Ĉon does, namely:

(a) If (πi, βi) = ⊥, set bi := 0 and do not define αi, γi, stmt′
i.

(b) Otherwise, set αi := H(1)(K1, stmti) and γi := UHF(α + β, stmti).
(c) Set stmt′

i := (K1, K2, αi, βi, γi) and bi := ArgVer(stmt′
i, πi).

4. If bi = 0, set witni := ⊥.
5. If bi = 1, determine witni as follows:

(a) Run witn′
i ← AS.Ext(stmt′

i, π′
i). Note that stmt′

i is defined.
(b) Parse witn′

i := (witni, ˜stmti).
(c) If (stmt′

i, witn′
i) /∈ Γ′, set BadExti := 1.

(d) If ˜stmti ̸= stmti and BadExti = 0, set BadColli := 1.
6. Set AuxIni := (witni, AuxIni).

• Output (AuxIni)ℓ
i=1.

Now that we have defined our extractor, we need to show that for any PPT algorithm A, we have

Pr
[
(Out1, . . . , Outℓ) ̸=

(
Ôut1, . . . , Ôutℓ

)]
≤ negl(λ),

in the following experiment:

1. Sample K1
$← K(1) and K2

$← K(2)

2. Set St = ⊥ and Ŝt = ⊥.

3. Run (Ini, ÂuxIni)ℓ
i=1 ← A(1λ) and (AuxIni)ℓ

i=1 ← Ext((Ini, ÂuxIni)ℓ
i=1).

4. For i = 1, . . . , ℓ: Run (St, Outi) := Con (St, (Ini, AuxIni)).

5. For i = 1, . . . , ℓ: Run (Ŝt, Ôuti) := Ĉon
(

Ŝt, (Ini, ÂuxIni)
)

.

As in the proof of emulation completeness, our goal will be to show that the sequence of b values
computed in the executions of the original and modified contract are the same. To this end, we first argue
that this is the case assuming BadExti = 0 and BadExti = 0 for all i, and then bound the probability that
BadExti = 1 or BadExti = 1 for some i. We do so in the following claims. Combining the claims, we
obtain the result.

12We assume that for witn = ⊥, there exists no statements stmt such that (stmt, witn) ∈ Γ.
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Claim 1. We have

Pr
[
(Out1, . . . , Outℓ) ̸=

(
Ôut1, . . . , Ôutℓ

)
|̸ ∃i ∈ [ℓ] : BadExti = 1 ∨ BadColli = 1

]
= 0.

Proof of Claim. This follows with the same arguments as in emulation completeness, by considering
the two cases bi = 0 and bi = 1 separately. The assumption that BadExti = 0 and BadExti = 0 for all i
is only needed in the bi = 1 case: as BadExti = 0, we know that (stmti, witni) ∈ Γ′, which means that
( ˜stmti, witni) ∈ Γ, and as BadColli = 0, we know that ˜stmti = stmti, so (stmti, witni) ∈ Γ. This means that
the original contract will also set b = 1 for this input.

Claim 2. Assume that AS is knowledge-sound. Then, we have

∀i ∈ [ℓ] : Pr [BadExti = 1] ≤ negl(λ).

Proof of Claim. The proof is an easy reduction to knowledge soundness. The reduction simulates the
emulation soundness game for A (without running AS.Ext) and outputs stmt′

i and πi to the knowledge
soundness game.

Claim 3. Assume that H(1) and H(2) are jointly UHF-hard. Then, we have

Pr [∃i ∈ [ℓ] : BadColli = 1] ≤ negl(λ).

Proof of Claim. We prove this via a reduction to the joint UHF-hardness of H(1) and H(2). The reduction
gets as input keys K1

$← K(1) and K2
$← K(2) from the joint UHF-hardness game. It simulates the

emulation soundness game for A. Then, it identifies the smallest i ∈ [ℓ] such that BadColli = 1 (i.e.,
˜stmti ̸= stmti and BadExti = 0) and outputs (stmti, ˜stmti) to the joint UHF-hardness game. If no such i

exists, the reduction aborts. Clearly, the reduction simulates the game perfectly for A and is efficient if
A is efficient. It remains to show that the reduction wins in the joint UHF-hardness game, assuming
BadColli = 1. Define α := H(1)(K1, stmti) and β := H(2)(K2, ˜stmti) as in the joint UHF-hardness
game. By definition of BadColli, we know that ˜stmti ̸= stmti, and so it just remains to argue that
UHF(α + β, stmti) = UHF(α + β, ˜stmti).

We have α = αi by definition of αi. Further, as BadExti = 0, we know that (stmt′
i, witn′

i) ∈ Γ′, which
means that βi = H(2)(K2, ˜stmti) = β. By definition of Γ′, we therefore get

γi = UHF(αi + βi, ˜stmti) = UHF(α + β, ˜stmti).

And by definition of γi, we get

γi = UHF(αi + βi, stmti) = UHF(α + β, stmti).

Combined, this shows the desired equality.

Corollary 1 (Secure Emulation). Let Con be a relation-checking contract function and consider Ĉon as defined
in Construction 2. Assume that AS is knowledge-sound, as defined in Definition 2, and assume that H(1) and H(2)

are jointly UHF-hard, as defined in Definition 4. Then, Ĉon securely emulates Con as defined in Definition 6.

4.4 Can We Do Better?
One may ask if it is necessary to have both α and β in the statement in our construction. We show that if
any of these two is removed from the statement of Γ′ to its witness, then (almost) any statement stmt(1)

that does not satisfy Γ can be accepted by Ĉon. For the attack to work we need just one statement stmt(2)

that does satisfy Γ.

Removing α. If α is not part of the statement of Γ′, but only as a witness, then an attacker succeeds
as follows. First they compute β = H(2)(K2, stmt(2)), α(1) = H(1)(K1, stmt(1)), and γ = UHF(α(1) +
β, stmt(1)). For the relation Γ′ to hold for stmt′ = (K1, K2, β, γ) it remains to find α(2) such that
γ = UHF(α(2) + β, stmt(2)). Given β, γ, and stmt(2) this reduces to solving a univariate polynomial
equation, which is doable in polynomial time. In the (unlikely) case the equation does not have a root,
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the adversary repeats the attack with different stmt(1), stmt(2). Given α(2) the adversary then produces a
proof π for Γ′ with stmt′ = (K1, K2, β, γ) and makes Ĉon to accept stmt(1), π, β.

Removing β. If β is not available as part of the statement to Γ′, but only as a witness β(2), then an
attacker succeeds as follows. First they compute β(2) = H(2)(K2, stmt(2)), α = H(1)(K1, stmt(1)), and
γ = UHF(α + β(2), stmt(2)). Relation Γ′ now holds for stmt′ = (K1, K2, α, γ) so the adversary creates
proof π. It remains to find β(1) such that γ = UHF(α + β(1), stmt(1)). Given α, γ, and stmt(1) this again
reduces to solving a univariate polynomial equation, which is doable in polynomial time. With β(1) the
adversary makes Ĉon to accept stmt(1), π, β(1).

5 Benchmarks
To assess the practicality of our approach, we benchmarked it in the context of the Ethereum blockchain.
Smart contracts in the Ethereum blockchain currently support (through moderately expensive built-in
operations) scalar multiplications and pairings over the BN254 curve. Throughout, we assume that F is
the scalar field of this curve, with |F| ≈ 2254.

5.1 Setting the Stage
Before we present our results, we explain which constructions we benchmarked and how.

Business Logic. Our method transforms a smart contract that checks a certain relation Γ into an efficient
smart contract that checks the same relation using a SNARK while compressing the statement and
avoiding the hash function dilemma. For our benchmarks, we used the following example relation Γ,
which verifies that the witness is a root of the polynomial given as the statement:

Γ =


(x1, . . . , xk)︸ ︷︷ ︸

=:stmt

, η︸︷︷︸
=:witn

 ∈ Fk × F

∣∣∣∣∣∣
k∑

i=1
xiη

i−1 = 0

 .

Schemes. For comparison, we have implemented the schemes outlined in Section 4.1. Concretely, we
compare the following schemes:

1. Uncompressed. This corresponds to Construction 1. The smart contract takes as input the statement
stmt = (x1, . . . , xk) ∈ Fk and a proof π. It simply runs the verifier for the proof and returns the
result. The proof system is for relation Γ.

2. SHA-256 Compressed. The smart contract takes as input the statement stmt = (x1, . . . , xk) ∈ Fk

and a proof π. The contract computes the hash α := H(stmt), where H is SHA-256 [Nat02]. It then
verifies the proof π with respect to statement α. Here, π is a proof for the relation

Γ′ =


 α︸︷︷︸

=:stmt′

, (
witn=η∈F︷︸︸︷

witn , stmt)︸ ︷︷ ︸
=:witn′

 ∣∣∣∣∣∣ (stmt, witn) ∈ Γ
∧ α = H(stmt)

 .

3. Poseidon Compressed. This is the same as the previous one, but H is Poseidon [GKR+21].

4. Hybrid Compression. This is our scheme, following Construction 2. The smart contract takes as
input the statement stmt ∈ Fk, a hash β, and a proof π. The contract then

(a) Computes α := H(1)(stmt) where H(1) is SHA-256.
(b) Computes γ = UHF(α + β, stmt) (cf. Definition 3).
(c) Verifies the proof π for statement (α, β, γ).
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Here, the relation for the proof system is

Γ′ =


(α, β, γ)︸ ︷︷ ︸

=:stmt′

, (witn, stmt)︸ ︷︷ ︸
=:witn′

 ∣∣∣∣∣∣
(stmt, witn) ∈ Γ

∧ β = H(2)(K2, stmt)
∧ γ = UHF(α + β, stmt)

 ,

where H(2) is Poseidon.

Metrics. To compare the schemes, we consider the metrics already outlined in the introduction. Namely,
we consider the amount of gas consumed by a smart contract call, which corresponds to the financial
cost of such a call. Related to that, we also consider the code size of the verifier, which in our case is the
smart contract bytecode size. We then consider the witness size for the relation when implemented in
Groth16 [Gro16] as it directly affects the prover time and size of the trusted setup13. Related to the size of
the trusted setup and the proving efficiency, we count the number of quadratic constraints arising in the
Groth16 representation of the circuit.

Tooling and Implementation. We have written the circuits implementing the relations above using the
Circom 2.2.2 framework using snarkjs 0.7.514. That is, we use the Circom framework to implement circuits
which are then proven and verified using snarkjs, which implements Groth16. As usual in Ethereum, we
have written the smart contracts in Solidity15 To determine the amount of gas that is consumed, we used
ethereumjs16 to run the smart contracts in a local version of Ethereum Prague/Electra. We provide our
code at

https://github.com/khovratovich/two-worlds-ref.

Our benchmarks are run on 10-core Macbook running MacOS 15.6 (kernel 24.6.0), with Apple M1 Max
and 32GB of memory. Proving times are the sum of times for all cores.

Details on Poseidon. For the sake of compatibility and enabling apples-to-apples comparison, we
sought for the implementation of Poseidon that is cross-compatible between the Circom and Solidity
frameworks. We have selected the implementation which is the most efficient in gas17 as it is the
bottleneck for all Poseidon usages in Solidity. The available builtin is the t-to-1 compression function,
which is implemented as the sponge-mode Poseidon over the state of t + 1 field elements and denoted as
Poseidon-t. We then implemented hashing of k > t inputs as nested hashing18 Poseidon(x1, x2, . . . , xk) =
H(H(H(x1, x2, . . . , xt), xt+1, . . . , x2t−1), . . . , xk) where H is Poseidon-t. We now explain how we select
the t in Poseidon-t. It is known that bigger t allows for smaller number of quadratic constraints in the
Circom/circuit setting, but the bigger matrices it requires are heavy in the Solidity/native implementation.
We thus maximize t in our hybrid compression approach (concretely we select t = 4 for 4-input hashing
and t = 16 otherwise), but take it low (setting t = 4) for the Poseidon compression in order to minimize
the Solidity cost.

5.2 Results and Discussion
Our results are presented in Tables 2 to 4, and we briefly discuss them here.

Performance of Existing Approaches. The uncompressed variant works reasonably fine for small
statements, but for big statement the gas cost and the contract size exceed the limit. The SHA-256
compression yields a reasonably small contract and is very efficient in gas. However, the proving time
increases quickly, at a rate of about 2.5 seconds per statement element, which can be prohibitive for
many applications. The Poseidon compression yields a large contract, which barely fits the maximum
allowed bytecode size (22 vs 24 KB). It is also gas consuming as it spends, roughly, 20K gas per additional
statement element, or 50 elements per million gas, thus quickly reaching the Ethereum block gas limit.

13Note that the Circom framework rounds up the required setup size to the nearest power of two.
14See https://docs.circom.io/.
15See https://soliditylang.org/.
16See https://github.com/ethereumjs.
17See https://github.com/chancehudson/poseidon-solidity/.
18We remark that this mode of operation is secure only when the input length is constant in a protocol.
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Performance of Our Approach. We see that already with statements of size 4 our approach eliminates
the bottlenecks of both SHA-256 and Poseidon compressions. The contract size is only marginally larger
than the SHA-256 compression and smaller than the uncompressed case for statement size of 8 and larger.
The proving time of our approach is comparable with the Poseidon compression. One may wonder why
our proving time (and setup size) is even smaller than for Poseidon compression in some cases. This is
because for Poseidon compression, we must use the Solidity-optimal small state size t, whereas we can
use a larger state size in our hybrid compression approach, as Poseidon is never called in Solidity. The
same state size would yield the same proving time. The gas cost of our approach is about the same as for
the SHA-256 one. In conclusion:

While our approach is not the best for any metric, it is close to optimal in all,
and hence resolves the hash function dilemma.

Benchmark Quadr. Constraints Witness Size Setup Size Proving Time Contract Size Gas
Uncompressed 3 332 B 10 KB 0.74 s 1 664 B 208 946
SHA-256 Compression 91 945 3 MB 150 MB 10.54 s 1 610 B 189 472
Poseidon Compression 303 24 KB 1.1 MB 1.24 s 22 704 B 250 008
Hybrid Compression (Ours) 306 24 KB 1.1 MB 1.25 s 1 976 B 203 946

Table 2: Results of our benchmarks for the statement size k = 4. Gas is the execution cost of a transaction,
i.e., a contract call. Poseidon Compression Hybrid Compression both use Poseidon-4.

Benchmark Quadr. Constraints Witness Size Setup Size Proving Time Contract Size Gas
Uncompressed 15 1.1 KB 38 KB 0.75 s 25 790 B 288 627
SHA-256 Compression 280 069 9 MB 600 MB 36.22 s 1 614 B 189 582
Poseidon Compression 1 515 118 KB 4.6 MB 2.07 s 22 705 B 478 162
Hybrid Compression (Ours) 642 68 KB 4.6 MB 1.69 s 1 980 B 206 958

Table 3: Results of our benchmarks for the statement size k = 16. Gas is the execution cost of a
transaction, i.e., a contract call. Poseidon Compression uses Poseidon-4, whereas Hybrid Compression
uses Poseidon-16.

Benchmark Quadr. Constraints Witness Size Setup Size Proving Time Contract Size Gas
Uncompressed 255 16 KB 580 KB 1.01 s 25 574 B 1 883 907
SHA-256 Compression 4 042 549 130 MB 9.5 GB 295.37 s 1 615 B 193 984
Poseidon Compression 25 755 2 MB 75 MB 14.36 s 22 712 B 5 041 709
Hybrid Compression (Ours) 10 914 1.1 MB 37 MB 10.35 s 1 983 B 268 960

Table 4: Results of our benchmarks for the statement size k = 256. Gas is the execution cost of a
transaction, i.e., a contract call. Poseidon Compression uses Poseidon-4, whereas Hybrid Compression
uses Poseidon-16.
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Appendix

A Random Oracle Bound for Joint UHF Hardness
Here, we show that two hash functions modeled as a random oracle are jointly UHF hard, assuming the
field is large enough. Note that keys could even be omitted in the random oracle model.

Lemma 4. Consider a finite field F and two keyed hash functions H(1) : K(1)×Fk → F and H(2) : K(2)×Fk → F,
both modeled a random oracle. Assume that |F| ≥ k · 22λ. Then, H(1) and H(2) are jointly UHF-hard.

Proof. We have to consider the following experiment:

1. Sample K1
$← K(1) and K2

$← K(2).

2. Run (x, x̃)← AH(1),H(2)(K1, K2) (A gets oracle access to H(1) and H(2)).

3. Set α := H(1)(K1, x) and β := H(2)(K2, x̃).

Without loss of generality, we assume that the adversary never issues the same random oracle query
twice. In this experiment, we define the following events:

• Event Win: This event occurs if
∑k

i=1(α + β)i−1xi =
∑k

i=1(α + β)i−1x̃i.

• Event UHFCollt,r: This event occurs for t < r, if for the tth random oracle query α = H(b)(K, x) and
the rth random oracle query β = H(b′)(K ′, x′) it holds that

x ̸= x′ and
k∑

i=1
(α + β)i−1xi =

k∑
i=1

(α + β)i−1x′
i.

It is clear that if Win occurs, then UHFCollk,r must occur for some t, r. Now, fix t < r. When the rth query
is made, the values α and x ̸= x′ are fixed and β is sampled at random from F. Then, we get

Pr [UHFCollt,r] = Pr
β

$←F

[
k∑

i=1
(α + β)i−1xi =

k∑
i=1

(α + β)i−1x′
i

]

Pr
α+β

$←F

[
k∑

i=1
(α + β)i−1(xi − x′

i) = 0
]
≤ k − 1
|F|

,

where the last inequality follows from the fact that x and x′ define a non-zero polynomial of degree at
most k − 1.

Denoting the number of random oracle queries made by A by q, we can now combine what we have
using a union bound:

Pr [Win] ≤ Pr [∃t, r : UHFCollt,r] ≤ q2(k − 1)
|F|

≤ q2k

|F|
≤ q2

22λ
,

where we used that |F| ≥ k22λ. Asymptotically, this is negligible as q is polynomial, and concretely, this
corresponds to λ bits of security.
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