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Abstract
Multiple authentication solutions are widely deployed, such as
OTP/TOTP/HOTP codes, hardware tokens, PINs, or biometrics.
However, in practice, one sometimes needs to authenticate not only
the user but also their location. The current state-of-the-art secure
localisation schemes are either unreliable or insecure, or require
additional hardware to reliably prove the user’s location. This paper
proposes CARPOOL, a novel, secure, and reliable approach to af-
firm the location of the user by solely relying on location-bounded
interactions with commercial off-the-shelf devices. Our solution
does not require any additional hardware, leverages devices already
present in a given environment, and can be integrated effortlessly
with existing security components, such as identity and access con-
trol systems. To demonstrate the feasibility of our work and to show
that it can be deployed in a realistic closed environment setting,
we implemented a proof of concept realisation of CARPOOL on an
Android phone and multiple Raspberry Pi boards and integrated
CARPOOL with Amazon Web Services (AWS) Cognito.

CCS Concepts
• Security and privacy → Authentication; Multi-factor au-
thentication;Graphical / visual passwords;Access control; Cryp-
tography; Authorization.

Keywords
Location-based authentication, IoT security, CyberPhysical systems

1 Introduction
With the emergence of Internet-of-Things (IoT) devices, users’ qual-
ity of life has significantly improved, facilitated by smart devices in
home and industrial automation, and security services, enhancing
convenience. User authentication remains a fundamental aspect of
any information and communications technology system’s secu-
rity architecture. Despite the consensus that passwords are both
insecure and cumbersome, they continue to proliferate, prompting
the exploration of various alternative authentication methods, each
with its own set of advantages and disadvantages.

Currently, the username/password scheme remains the predomi-
nantmethod for end-user authentication, despite its well-documented
security flaws and lack of user-friendliness [8]. Common authenti-
cation schemes are based on one or more of the following factors:
(i) Proof-of-Possession (e.g., a token), indicating something the
user possesses; (ii) Proof-of-Knowledge (e.g., a password), signi-
fying something the user knows; or (iii) Proof-of-Characteristics
(e.g., biometrics), representing something the user is. However,
these methods fall short in providing Proof-of-Location, crucial
for verifying a user’s physical location securely, such as in access
control scenarios. Although there has been a shift in the academic
literature to propose new contextually aware authentication solu-
tions [20, 28, 39], none of them are usable enough to be physically
deployed for commercial use. They either rely on some additional
hardware (UWB, distance bounding) or use a probabilistic key gen-
eration/agreement solution, which results in some degree of false
positives and a much slower execution time.

1.1 Location-based access control
There are many access control scenarios where it is worth consider-
ing authenticating the location of the user. Let us assume a location
where only a specific set of users can get physical access, due to
the physical or social security measures in place. For example, to
access one’s private house, one either needs to have the key to
open the house door or break into the house (with all the risks
involved). Similarly, many office buildings have physical access
control means, such as badge systems, to prevent outsiders from
entering the premises. Moreover, when these outsiders arrive at
a specific location, there is a high likelihood that they will get de-
tected. Therefore, if one can implicitly assume that only authorised
users can be present at a protected location, then applying proof-of-
location to validate claims of being at that location would increase
the barrier for an adversary to successfully spoof the authentication
system.

One practical use case of location-based access control is an
official meeting where only the participants of the meeting should
have access to the documents being shown (that is, if and only
if they are physically present inside the meeting room) and only
during that meeting. For the sake of uniformity and presentation,
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in the rest of this paper, we will use this specific use case to explain
our solution. However, there are various other location verification
use cases where one can rely on the interaction with devices tied
to a specific location. For example, when used at home, CARPOOL
allows the owner of the house to make (a selection of multimedia)
content available to guests on their personal devices only when
they are physically present inside the house, without worrying
about strangers also accessing the content. Yet another example is
a hotel use case. Using CARPOOL, hotels can offer location-specific
services or make specific content available to hotel guests when
they are physically present at specific locations in the hotel, while
restricting access to people outside or non-guests. In the healthcare
industry, CARPOOL can be used in instances where a practitioner
can get access to the resource/data iff they are physically present
inside a given hospital room, or in a governmental facility, users are
allowed access to confidential data iff they are physically located
inside a specific perimeter.

1.2 Problem statement
Realising secure location verification is a challenging problem. Be-
sides accuracy and reliability, one of the main research challenges
to be solved is security. How can one ensure that a user is actually
located where they claim to be? Multiple technical approaches could
be taken, we refer to Sect. 8 for a more detailed overview. Unfortu-
nately, all these solutions have important drawbacks, either they re-
quire additional hardware, rely only on a single device, do not work
indoors or only offer limited security guarantees. Moreover, none of
the existing work can be easily and effortlessly deployed in the real
world at this moment. We argue that none of the state-of-the-art
solutions provide a perfect balance between security, usability and
deployability, and we wanted to bridge this research gap by provid-
ing a secure solution to verify a user’s location, without relying on
additional hardware and components, and computationally light
enough to be effortlessly run on low-powered embedded devices.

In this paper, we want to explore an alternative approach and
propose CARPOOL: seCure And Reliable PrOof Of Location with-
out any additional hardware devices. CARPOOL is based on the
concept of location proofs. Instead of buying new and additional
hardware to assist in authentication, we rely on existing devices
which are already present in that given room and performing their
primary functions. We leverage their communication channels and
any additional properties these devices may have, to communicate
with the user’s device and provide secure verification of the user’s
location on top of conventional user authentication. It starts from
the observation that a typical room has multiple devices installed.
For example, in the case of an office room, there are telephone or
teleconferencing systems, a screen and/or projector, smart light
bulbs, air quality and/or temperature sensors, etc. Any user physi-
cally located inside the room can use and interact with these devices
via their personal device (e.g., smartphone). Therefore, we want to
explore how to leverage the presence of the devices installed in the
room to allow a user to prove to a third party that she is located in
that room. Important design constraints are that (i) we do not want
to install extra hardware in the room, (ii) we only want to rely on
interactions that a conventional smartphone can support, and (iii)

we want our solution to be compatible with existing authentication
and access control schemes.

Location-based Authentication versus Location-based Ac-
cess Control.Although often used interchangeably in the literature,
these concepts differ subtly. Most existing location-based authenti-
cation schemes described in the literature, which rely on location
as the sole criterion for authentication, are found to be insecure,
unreliable, or both (see Sect. 8). In contrast, we propose a scheme
that integrates standard authentication and authorisation solutions
with secure verification of the user’s location – aiming for scalabil-
ity, efficiency, deployability, reliability, and security. This research
aims to bridge the gap by designing a solution where access to
a resource is conditioned not only on security policies, resource
specifics, and the user’s identity but also on the user’s location. For
simplicity, we will refer to our approach as location-based access
control in the rest of this paper.

Manufacturer’s incentives. For our solution, office devices
must support the CARPOOL protocol. We envisage that device ven-
dors or manufacturers could either produce CARPOOL-compatible
devices or issue firmware updates for compatibility. Since CAR-
POOL doesn’t necessitate adding hardware-specific features, man-
ufacturers can easily adapt their existing devices for compliance
through a straightforward software over-the-air update. This re-
quires minimal firmware modification—merely 20-80 lines of code
(LoC) as shown in Sect. 9 – without altering the hardware. This
approach offers manufacturers the potential for enhanced services
and additional revenue. Drawing from previous commercial success
stories, like Apple AirTag [21] and Matter [14] where the vendors
adjusted their business roadmaps and priorities based on the grow-
ing usage and popularity of the function, we envision the same for
CARPOOL as well. An almost ready-to-deploy code is made avail-
able, and the manufacturer needs to make a simple function call
and some adjustments to make their device CARPOOL compliant.
Furthermore, given our solution’s flexibility regarding device usage,
many existing devices could easily become CARPOOL-compliant,
broadening the scope for protocol adoption.

Another advantage of our solution is its practical back-end inte-
gration with off-the-shelf components, such as authentication and
access control software. It’s possible to deploy necessary software
modules as wrapper functions that interact with the unmodified
back-end modules. This integration and the feasibility of our so-
lution are demonstrated in our proof-of-concept implementation,
detailed in Sect. 6.

1.3 Contributions of our paper
This paper proposes CARPOOL, a novel location-based access con-
trol scheme that leverages interactions with local commercial off-
the-shelf devices and integrates smoothly with traditional security
services like identity and access management systems. The salient
motivation of our work is to bridge the gap between usable and
deployable solutions, with a particular focus on designing a solu-
tion that is ready to be deployed now, while providing security.
In Sect. 8, we claim and show that none of the existing solutions
provide a balance between security, usability and deployability,
and we are the first to introduce a balance between them. The key
contributions of this paper include:
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Extended Authentication Server (EAS)

Authentication Server (AS)

Database
(DB)

Smart office room

Access Control System 
(ACS)Location Proof Extension Module (LPEM)

Client

Figure 1: High-level architecture of the CARPOOL system.
The dots represent various different types of smart devices.

• Design of the CARPOOL protocol incorporating an additional
authentication check based on the user’s location.

• Evaluation of viable location-bounded communication interfaces.
• Solution does not rely on purchasing any additional hardware.
• Proof of concept implementation using an Android smartphone
and three Raspberry Pi devices, and integration with the cloud-
based back-end system.

Availability Statement. The entire source code and artefact un-
derlying this paper can be found at https://github.com/KULeuven-
COSIC/CARPOOL.

2 Main concept of CARPOOL
2.1 System architecture
Figure 1 illustrates the generic system architecture of CARPOOL
within a smart office room context. The user, equipped with a mo-
bile device (referred to as client), aims to authenticate their presence
in a specific room. The process begins with the user logging in us-
ing their credentials (username and password, or any other MFA
scheme), followed by interactions with various devices located in
the room, such as projectors, telephone systems, and light switches.
The core aspect of our approach is that successful authentication
requires (i) successful login, (ii) interaction with the devices at the
time of authentication, and (iii) the condition that this interaction
can solely be performed by users physically present in the same
room as the devices. Upon authentication, the user gains the ability
to access designated resources, for example, viewing a specific docu-
ment on a server. In our system architecture, the main components
include:
Smart office room: In our scenario, we have a smart office building
with several rooms. Among these, certain rooms, such as designated
meeting rooms, enable the user to authenticate their presence.
Extended Authentication Server (EAS): This server component
verifies the authentication factors of the user and her location. It
consists of two subcomponents:
Authentication Server (AS): The AS verifies all of the user’s au-
thentication factors, excluding those related to location. In our ar-
chitecture, the AS functions as a commercial off-the-shelf (COTS)

software component, meaning no modifications are needed. It op-
erates under the assumption that, upon successful authentication,
the AS issues a token (signed JSON tokens) as its output.
Location Proof Extension Module (LPEM): Since the AS, be-
ing a COTS component, does not recognise our security concept
and protocols, we augment it with an additional software compo-
nent, the LPEM. It enriches the AS by supporting the necessary
APIs and functionalities required for CARPOOL. It is aware of
all smart office rooms within the building that are CARPOOL-
compatible and verifies the user’s location factor.

Database (DB): The database contains the resource the user wants
to access. We do not require any changes to this component, hence
it is unaware of our proposed security concept and its protocols.
Access Control System (ACS): To ensure only authorised users
can access specific resources in the database, we presume an access
control system is in place to enforce this. The decision to grant
access to a resource depends on the token issued by the AS, security
policies, and the specific resource the userwishes to access. TheACS
is considered a COTS component as well, thus not requiring any
modifications for our purposes. Consequently, it remains unaware
of the proposed security concept and its protocols.
Mobile client: The user’s mobile device, such as a smartphone,
is referred to as the client in our architecture. This mobile client
is utilised for accessing resources in the database. Due to the en-
forcement of location-based access control, the mobile client must
execute the CARPOOL protocol to obtain a token for presentation
to the ACS. We assume the mobile client is a standard smartphone
equipped with conventional I/O interfaces (screen, microphone,
etc.) and supports common wireless technologies.
Local devices: Rooms supporting location proofs are outfitted with
various devices suitable for CARPOOL, provided they are (i) fixed
within the room, making unnoticed relocation challenging, and (ii)
equipped with at least one location-bounded output interface for
interacting with users or mobile clients. Such interfaces necessitate
close proximity for effective interaction, with screens, loudspeakers,
and short-range RF communication channels being common exam-
ples. More on these interfaces in Sect. 5. We differentiate between
online devices, which are network-connected (e.g., via WiFi or cable)
and can thus interface with the LPEM, and offline devices, which
lack network connections and direct communication to the LPEM.
Our goal is to utilise pre-existing devices within office spaces. Once
made CARPOOL compliant through manufacturing adjustments or
firmware updates, these devices can participate in the CARPOOL
protocol by facilitating location-bounded interactions.

2.2 Actors
We briefly clarify the responsibilities of the different parties in a
CARPOOL system below.
Device Manufacturer: Devices must support the CARPOOL lo-
cation authentication protocol and be administrator-configurable
(Sect. 4). Manufacturers need to integrate this feature into new
devices or apply a lightweight firmware update to existing ones.
The incentives are detailed in Sect. 1.
System Administrator: The system administrator performs the
onboard/initial configuration of devices in a CARPOOL system.
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User: The user interacts with the CARPOOL system for authenti-
cation using her personal device (e.g., smartphone).

2.3 Security policy
CARPOOL allows a user to successfully authenticate themselves
and access a specific resource iff they are physically located in
a given location, by interacting with various devices present in
their vicinity. The number of devices the user has to interact with
depends on the security policy. This policy is set up dynamically
by the administrator and depends on the sensitivity of the resource
to protect. For highly confidential resources, the access control will
involve a larger number of devices. For less critical resources, the
policy can be moderate and require fewer device interactions.

2.4 High-level protocol description
The core concept of our CARPOOL protocol involves a multi-step
authentication process enabling a mobile client to access a specific
database resource. This process includes:
• Initial Authentication: The mobile client connects to the Ex-
tended Authentication Server (EAS), providing authentication de-
tails (username and password or another authentication method
supported by the Authentication Server (AS)) along with its loca-
tion to the Location Proof Extension Module (LPEM).

• Token Issuance and Encryption: Following successful authen-
tication, the AS issues a freshly signed token. The LPEM then
encrypts this token with a newly generated random key 𝑆 and
sends the encrypted token back to the mobile client.

• Decryption Key Acquisition: To decrypt the token, the mobile
client needs to compute the decryption key 𝑆 by executing the
CARPOOL protocol.

• Selective Interaction with Local Devices: According to pre-
defined security policies, the mobile client interacts with select
local devices (online or offline) to prove its location. Importantly,
multiple combinations of device interactions are permitted, al-
lowing the mobile client flexibility in choosing which devices to
engage with to authenticate its presence. It’s not necessary to
interact with all devices, but rather any combination that satisfies
the selected security policy.

• Share Collection and Token Decryption: The mobile client
collects shares from the interactions with devices, along with a
share from the LPEM. Combining these shares reconstructs the
decryption key 𝑆 , enabling the client to decrypt the token and
forward it to the Access Control System (ACS).

• Resource Access: Once authorised, the mobile client can access
the desired resource in the database.

3 Threat model and security assumptions
In our CARPOOL scheme, the mobile client must authenticate with
the Extended Authentication Server (EAS) to obtain a valid token
issued by the Authentication Server (AS).
Security Assumptions. The Location Proof Extension Module
(LPEM) is assumed to have full knowledge of the network topology
of all CARPOOL-enabled rooms, including the devices present and
their location-bounded interfaces. A loose time synchronisation
between the LPEM and offline devices is assumed, with minor devi-
ations tolerated. Security policies specify valid device interaction

combinations for location verification, are readable by all entities in
the system, and can only be modified by authorised personnel. On-
line communications between the back-end system, mobile clients,
and online devices are assumed to be secured via TLS. Persistent
or stealth tampering with devices is assumed to be noticeable due
to the regular physical presence of individuals in meeting rooms,
prompting updates to security policies when necessary.
Insider versus External Attackers. The primary focus is on exter-
nal attackers attempting to authenticate remotely without being
physically present in the designated room. Insider threats, including
malicious authorised users capturing screen contents or distribut-
ing retrieved resources externally, are not in scope. Addressing
such cases requires additional security mechanisms, such as Digital
Rights Management (DRM) or Data Loss Prevention (DLP), which
can be integrated separately if required. Consequently, a notable
class of attacks that falls outside our scope is the terrorist fraud
attack, where an accomplice inside the office room forwards shares
from smart devices to a remote adversary attempting authentication.
This scenario has been well studied in the literature [6, 16, 29, 30],
but effective countermeasures often require additional hardware
or distance-bounding techniques. These solutions introduce sig-
nificant complexity and overhead, making them impractical for
large-scale commercial deployment at present. Since terrorist fraud
attacks rely on collusion between an external adversary and an
insider, they are distinct from the standalone external adversary
model that CARPOOL primarily defends against.
Attack Scenarios. An adversary who successfully logs in and ob-
tains an encrypted token at time 𝑇 may attempt to compromise
location verification remotely. The following attack strategies are
considered:
(1) Remote Attacker at Authentication Time (𝑇 ). The adversary is
outside the room at time 𝑇 but attempts to obtain the necessary
secret shares remotely. This could involve using specialised equip-
ment to interact with devices over a distance, such as long-range
cameras for visual channels, directional microphones for audio, or
advanced antennas for BLE signals. CARPOOL mitigates this risk
by enforcing multi-device interaction thresholds, requiring simul-
taneous compromise of multiple independent location-bounded
channels, significantly raising attack complexity.
(2) Adversary with Prior Physical Access (𝑃 < 𝑇 ). The attacker previ-
ously accessed the room and left behind a device to later capture
shares. Some channels, such as Bluetooth or audio, may be suscep-
tible to such attacks, whereas others, like visual interfaces, require
precise calibration, making undetected exploitation significantly
harder. CARPOOL mitigates this by requiring a combination of
channels, increasing the likelihood of detection for hidden devices
attempting unauthorised interactions. Alternatively, the adversary
may attempt to tamper with existing devices to extract crypto-
graphic material or alter their functionality. Such tampering is
constrained by physical security measures, such as secure storage
of cryptographic keys, hardware protections, and detection mecha-
nisms. The longer a compromised device remains in the room, the
higher the probability of detection, leading to policy updates that
render the attack ineffective.
(3) Adversary Relocating Devices (𝑃 < 𝑇 ). An attacker with prior
room access may move a device to another location to facilitate
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remote authentication at time 𝑇 . This is mitigated by physical se-
curity measures and policy updates upon detection. Additionally,
CARPOOL’s reliance on multiple devices ensures that relocating a
single device is insufficient to bypass the location proof.

CARPOOL increases the cost and complexity of attacks by enforc-
ing a minimum number of required device interactions, defined by
a threshold 𝑙 . The adversary’s practical budget is assumed to allow
compromise of at most 𝑦 devices, ensuring that 𝑦 < 𝑙 holds. This
enforces a security threshold that makes large-scale, simultaneous
device compromises infeasible.

4 CARPOOL scheme
4.1 Protocol flow
Our CARPOOL protocol, depicted in Figure 2, unfolds across six
distinct phases: (1) authentication; (2) authorisation; (3) encryption
and generation of secret shares; (4) collection of online shares; (5)
reconstructing the key and decryption; and (6) verification and
access to the resource. Prior to delving into each phase in detail, we
initially outline the one-time setup process required for the local
devices.

4.1.1 Setup phase. Before implementing the CARPOOL protocol,
each local device within the system must undergo initialisation.
Starting with local devices, as previously noted, vendors or man-
ufacturers are responsible for installing firmware to render these
devices CARPOOL-compliant, achievable either during the man-
ufacturing process or via a firmware update. For newly produced
devices, it’s advisable for vendors to also embed an initialisation
key at the point of manufacture, subsequently providing this key
with the device (e.g., detailed in the manual or encoded in a QR
code). System administrators can utilise this initialization key to
customise the local device and input keying material, which may
consist of a unique secret offline key shared with the LPEM for
offline share generation or a TLS key-pair accompanied by a cer-
tificate. For pre-existing devices, secure configuration relies on the
available interfaces.

Adding a new local device to the system necessitates updating
the LPEM with details such as the device’s IP and MAC address
(for online devices) or offline key (for offline devices), its specific
location, and the supported location-bounded interface.

4.1.2 Authentication phase. The authentication phase encompasses
user login and verification. In the login step, a user wishing to au-
thenticate must send four pieces of information to the EAS server:
(i) username, (ii) password (or another standard authentication
factor), (iii) room number (RN), and (iv) policy number (PN).

The AS employs the username and password for user authen-
tication. The remaining two items, RN and PN, are passed on to
the LPEM. RN indicates the user’s claimed location, specifically the
smart office room they are in. As previously mentioned, each room
is associated with one or more security policies, defining acceptable
device interaction combinations for proving location. Users have
the option to choose their preferred interaction combination from
those available for a room, as indicated by PN.

4.1.3 Authorisation phase. In this step, a signed JSON access token
is generated for the authenticated user. This token contains the

identity information of the user, an expiration time and her access
privileges, and is signed by the AS.

4.1.4 Encryption and generation of secret shares. During this phase,
the following three steps are executed.
• Upon receiving the token, the EAS generates a random symmetric
encryption key 𝑆 and uses this key to encrypt the token. Next,
the EAS sends 𝐸 (𝑆, Token) to the user, together with a temporary
identity temp ID (e.g., a rotating counter). We use temp ID to
indicate which user is trying to authenticate during multiple
concurrent sessions and not the username of the user to avoid
any privacy leakage to protect against an attacker who listens
on a communication channel.

• The key 𝑆 is divided into shares using additive secret sharing,
with each share recommended to be at least 128-bits in length.
More details on the secret-sharing process will be discussed in
Sect. 4.2. The shares are categorised into online and offline types.
For generating the offline shares, the EAS first requires the offline
shares. Upon receiving the encrypted token, the user initiates
the offline device(s) by sending an “Activate offline-shares” mes-
sage through the device’s location-bounded interface. The offline
device then generates a timestamp 𝑗 and, using its unique se-
cret key 𝐾𝑑𝑒𝑣 , inputs these into a cryptographic pseudo-random
function ℎ to produce its offline share. This share, along with
the timestamp 𝑗 and the device’s identity 𝐼𝐷𝑑𝑒𝑣 , is sent to the
user via the location-bounded interface. The user then forwards
timestamp 𝑗 and 𝐼𝐷𝑑𝑒𝑣 to the EAS, which will discard this share
if the timestamp’s deviation from the current time is too sig-
nificant. The maximum tolerable deviation, set by the system
administrator, is argued to be reasonably up to a few minutes for
most practical applications. Finally, the EAS computes the offline
shares using the accepted tuples ( 𝑗, 𝐼𝐷𝑑𝑒𝑣), the secret keys 𝐾𝑑𝑒𝑣 ,
and the pseudo-random function ℎ.

• Once the offline shares have been computed, the EAS generates
the other shares (i.e., online shares and its own share) using the
additive secret sharing algorithm and the security policy PN.
Once all these shares are generated, the EAS sends its own share
to the user and the online shares to the respective online devices,
together with the temporary identity temp ID of the client. In
Sect. 4.2, we will explain why we exactly need this share from
the EAS (in addition to the online and offline shares).

At the end of this step, the user has the encrypted token, the offline
shares of the offline devices, the EAS’s share and a temporary
identity temp ID.

4.1.5 Collection of online shares. In this phase, the user engages
with the online devices through their designated location-bounded
interfaces, obtaining the online share from each interaction. Upon
receiving each online share, the first step is to verify the temporary
identity, confirming the share genuinely pertains to that user.

4.1.6 Reconstructing the key and decryption. After gathering offline
shares, online shares, and the EAS’s share, the user reconstructs
the key 𝑆 , decrypts 𝐸 (𝑆, Token), and presents the decrypted token
to the ACS for database access.

4.1.7 Verification and access to the resource. When the back-end
server (ACS) receives the token, it will evaluate it. If the token is
valid and not yet expired, the data will be given to the user when
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Online device Offline device User EAS

1. User inserts 𝑢𝑠𝑒𝑟𝑛𝑎𝑚𝑒 ,
𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑 , 𝑅𝑁 and 𝑃𝑁

2. Login

3. Verify user
Generate random 𝑆

4. Success, 𝐸 (𝑆, Token), temp ID

5. Activate offline-shares

6. Generate timestamp 𝑗

offline-share=ℎ(𝐾𝑑𝑒𝑣, 𝑗)
7. offline-share, 𝑗 , 𝐼𝐷𝑑𝑒𝑣

8. 𝑗 , 𝐼𝐷𝑑𝑒𝑣

9. Checks the timestamp 𝑗

Compute offline-shares
Generate online-shares
Generate EAS share

10. EAS share

11. online-share, temp ID

12. online-share, temp ID

13. Collect shares
Reconstruct 𝑆

Compute 𝐷 (𝑆, Token)

14. Send Token to ACS

Figure 2: Message diagram of CARPOOL

the user is authorised (not shown in the figure). In all other cases,
access to the data will be denied.

4.2 Additive secret sharing
4.2.1 Background. In our protocol, we employ an additive secret-
sharing based threshold secret-sharing scheme, utilizing the dis-
junctive normal form (DNF). DNF is a logic structure made up of a
disjunction of conjunctions, essentially an OR of ANDs. Consider
P as the set of 𝑛 players, P := {𝑃1, 𝑃2, · · · , 𝑃𝑛}, which in our sce-
nario includes both online and offline devices. Our objective is to
distribute a secret key 𝑆 among P’s players so that only specific,
authorised combinations of these players can reconstruct 𝑆 . The
access structure, denoted as Γ, defines these authorised sets. The
DNF expression allows us to articulate the conditions under which
the secret key 𝑆 can be reconstructed by the involved players.∨

𝑋 ∈Γ

( ∧
𝑃𝑖 ∈𝑋

𝑃𝑖

)
.

4.2.2 Additive secret sharing in CARPOOL. Recall that for each
room, there are one or more combinations of interactions with
devices that serve as valid location proof, each identified by a policy

number (PN). Assuming there are𝑚 combinations for a specific
room, the DNF expressing the access structure for this room can
be represented as follows:∗(∧

1
𝑃𝑖

)
∨
(∧

2
𝑃 𝑗

)
∨ . . . ∨

(∧
𝑚

𝑃𝑙

)
.

Additive secret sharing is applied by dividing the secret 𝑆 into
random shares for each device 𝑃𝑖 within the authorised sets for
the𝑚 combinations, expressed as (∧ 𝑃𝑖 ). For example, consider a
scenario in a specific room where two combinations are permitted:
(1) interaction with devices A, B, and C; and (2) interaction with
devices C and D. In this case, the secret 𝑆 would be split into additive
shares 𝑠𝑖 as follows:

𝑆 = 𝑠1,𝐴 + 𝑠1,𝐵 + 𝑠1,𝐶
𝑆 = 𝑠2,𝐶 + 𝑠2,𝐷

(1)

Note that in this example, device C gets shares 𝑠1,𝐶 and 𝑠2,𝐶 , and
all other devices can get only one share. The secret 𝑆 can be re-
constructed by either collecting all the shares 𝑠1,𝑖 or the shares 𝑠2, 𝑗 .

∗This approach may become impractical for a large number of players due to
exponential growth in the access structure’s size, it remains viable for our smart office
scenario, which involves only a few online/offline devices
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In our system, there’s no specific assumption about the quantity
of online and offline devices, which implies a scenario where po-
tentially all devices could be offline. Each offline device, during a
protocol run, generates a timestamp 𝑗 and computes a fresh offline
share using its secret key and 𝑗 . This scenario poses a challenge,
as illustrated in our example, where the equation Eq. 1 might not
hold if all devices are offline. To address this, we introduce an ex-
tra constraint ensuring every allowed combination of interactions
includes interaction with the EAS, which is inherently met since
the mobile client must engage with the EAS, specifically the LPEM.
This adjustment modifies Eq. 1 as follows:

𝑆 = 𝑠1,𝐴 + 𝑠1,𝐵 + 𝑠1,𝐶 + 𝑠1,𝐸𝐴𝑆
𝑆 = 𝑠2,𝐶 + 𝑠2,𝐷 + 𝑠2,𝐸𝐴𝑆

(2)

Now, these equations will always hold, as the EAS can compute its
own local share (𝑠1,𝐸𝐴𝑆 or 𝑠2,𝐸𝐴𝑆 in Eq. 2) such that the sum of the
shares in each line is always equal to the key 𝑆 .

5 Location-bounded communication channels
The security of our solution strongly relies on the local interaction
and communication between the mobile client and nearby devices
located in the smart office room. Each device has its specific location-
bounded communication channel. For our solution to be practical
and deployable, we need to use communication channels that are
practical and easy to use, which are supported by most mobile
clients and which offer some degree of security (i.e., it should not
be trivial for an adversary to use this communication channel when
not located in the same room). Moreover, the channel should be
suitable for key transport (i.e., the secret shares).

5.1 Design requirements
Before selecting suitable communication channels, it’s essential
to define the design requirements for location-bounded commu-
nication channels, drawing from CARPOOL’s needs. Inspired by
Bonneau et al.’s authentication framework [8], these requirements
fall into five categories: Security (S), Usability (U), Reliability (R),
Communication (C), and Deployability (D). A summary of these
requirements is presented in Table 1, with further details available
in Appendix A.

5.2 Candidates for location-bounded
communication channels

The attributes previously outlined also apply to location-bounded
communication channels, each characterised by distinct SURCD (Se-
curity, Usability, Reliability, Communication, Deployability) proper-
ties. This paper focuses on four primary types of location-bounded
communication channels feasible for deployment in an office envi-
ronment: (i) visual channel, (ii) audio channel, (iii) light intensity,
and (iv) short-range RF, like Bluetooth Low Energy (BLE).

However, no single channel perfectly meets all five macro-design
requirements. For instance, while audio or light intensity channels
may offer greater security, theymight lack the reliability of channels
like BLE, which, though easier to deploy, may offer reduced security.
We will now delve deeper into these four categories of location-
bounded communication channels.

Table 1: CARPOOL design requirements

Category Requirements
Security Strong cryptographic protection (S1)

Revocation (S2)
Isolation (S3)

Availability (S4)
Resilient-to-Physical-Observation (S5)
Resilient-to-Internal-Observation (S6)

Resilient-to-Guessing (S7)
Requiring-Explicit-Consent (S8)

Usability Limited user participation (U1)
Easy-to-Learn (U2)
Easy-to-use (U3)

Efficient-to-Use (U4)
Memory-wise effortless (U5)

Nothing to carry (U6)
Reliability Low Rejection (R1)

Infrequent-Errors (R2)
Communication Efficient to transmit (C1)
Deployability Support for personal devices (D1)

Scalability (D2)
Lightweight (D3)

Visual. This channel facilitates embedding large shares within
QR codes or barcodes displayed on screens, making it easily ac-
cessible for users to capture codes through a smartphone camera.
Deploying visual devices is straightforward, thanks to the wide-
spread availability of devices supporting visual channels (e.g., pro-
jectors, TV screens). The deterministic nature of displaying QR
codes or barcodes ensures high reliability and a low rejection rate
for this channel. However, a potential drawback is the possibility of
capturing screen content from afar using a telescopic camera lens.

Acoustic: Utilising an audio channel, data is modulated on fre-
quencies receivable by smartphones, including the voice communi-
cation spectrum. Audio channels, offering wide bandwidth, allow
for transmitting substantial data volumes with minimal user in-
teraction—merely activating the smartphone’s microphone. They
operate without additional hardware, compatible with any device
having speakers (e.g., conference systems). Their deployment ease
and use of ultrasonic (or near-ultrasonic) frequencies (≥18 KHz),
inaudible to most, reduce bystander disturbance. Nonetheless, the
probabilistic nature of acoustic channels may lead to significant
error rates without precise encoding. Balancing error correction
with bit transmission speed is essential. Security-wise, audio’s pen-
etrative capacity raises interception risks, and its vibrations might
be remotely detected by advanced eavesdropping techniques [11].

Light. Like acoustic channels, light can transmit secret shares
by modulating intensity. It offers faster bandwidth with minimal
user interaction, using devices like smart light bulbs or smartphone
cameras, without needing extra hardware. However, light shares
acoustic channels’ drawbacks: its probabilistic nature allows remote
signal capture, and internal lighting may cause interference. Ad-
ditionally, fluctuating light intensity could discomfort some users,
such as those with epilepsy.
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Bluetooth. Short-range RF communication through Bluetooth
or Bluetooth Low Energy (BLE) acts as a location-bounded commu-
nication channel, offering easy deployment due to extensive device
compatibility and requiring minimal user interaction. The channel
is divided into beacon messages, which allow for passive reception
without user involvement, and regular communication that necessi-
tates device pairing, demanding some user effort for setup. Security
varies between these types; paired devices can encrypt communica-
tion, thwarting remote snooping, while unpaired beacon signals are
vulnerable to long-distance interception by sophisticated receivers.

Although we show that none of the location-bounded channels,
which can be used to distribute the shared key, possesses all the
required design properties; we claim that as long as the user selects
the combination of such channels which in total supports all the
properties, the scheme is said to be secure and CARPOOL can thus
guarantee the working of the protocol. For example, the user selects
a visual channel along with a paired-BLE, or a light source with a
beacon BLE.

6 Proof of concept implementation
We made a working prototype of our CARPOOL solution to demon-
strate its feasibility and show that it can be easily integrated into
existing security systems such as commercial identity and access
management systems.

6.1 Our demonstration setup
Our demonstration setup, shown in Figure 3, aims to validate CAR-
POOL’s concept and its practical applicability for location-based
authentication. As discussed in Sect. 2.1, the system consists of a
cloud-hosted back-end, a user’s mobile client, and local devices,
encompassing both online and offline devices with distinct commu-
nication interfaces. Online devices are connected to the back-end
through the meeting room’s WiFi, with details in Table 2. Let us
now zoom in on each of the entities in our demonstration setup:

Back-end server: The back-end server consists of the EAS, ACS
and a database, with the former consisting of two sub-components
(LPEM and AS). To implement these four back-end entities, we used
different Amazon Web Services (AWS) services.

Figure 3: Network topology of demonstration setup

Table 2: Entities in our proof of concept

Entity Sub-entities
Back-end

(cloud) server
EAS={LPEM, AS}, ACS, DB

Mobile client Android smartphone
Online device Visual, Audio channel
Offline device Bluetooth channel

• LPEM: We utilised an AWS EC2 instance with Ubuntu 18.04 for
flexibility and scalability, leveraging Amazon EC2 for simplified
setup and capacity management [43]. The LPEM’s key generation
and share distribution were efficiently programmed in Python3.

• AS: We leveraged AWS Cognito for identity and access manage-
ment (IAM), utilising its Identity Pools service to manage system
users, such as meeting room attendees [41].

• ACS: We employed AWS Cognito, particularly the User Pools
service, for the ACS. Upon confirming an authorised user, AWS
Cognito issues an ID token and access token after successful
authentication and authorisation [42].

• DB: For ease of implementation, we used an off-the-shelf AWS
RDSMySQL database instance, an isolated database environment
running in the cloud [44].
Mobile client: In our implementation, the mobile client is a

smartphone running on Android. The client application, which
executes the CARPOOL protocol and interacts with the cloud-based
back-end system, is implemented in Java (Android API version 8.1).

Online and offline devices: Our setup includes two online
devices and one offline device, each simulated on a separate Rasp-
berry Pi 3 Model A+. For visual communication, one Raspberry Pi
is equipped with a mounted screen, while the audio channel is en-
abled by attaching external loudspeakers. Both are connected to the
back-end server throughWiFi. The third Raspberry Pi, representing
the offline device, also features a touch screen, which, though not
essential, facilitates user interaction for beacon message activation.

6.2 Implementation details back-end server and
mobile client

We’ll delve into the CARPOOL protocol’s implementation, starting
with the back-end server and mobile client, then addressing online
and offline devices and their role in location-bounded communica-
tion.

During the CARPOOL protocol, users are navigated through lo-
gin and subsequent device interactions via specific location-bounded
interfaces, as depicted in Fig. 4. These steps aim to (i) enhance usabil-
ity by clarifying necessary actions and (ii) minimising user errors
during authentication.

6.2.1 Authentication phase. As outlined in Sect. 4, the client ini-
tiates the connection by logging into the EAS and specifying the
room and policy numbers. After inputting the room number, the
mobile client accesses that room’s specific policies stored in an
Amazon Simple Storage Service (Amazon S3) bucket,† enabling
straightforward retrieval of security policies for any office room.

†https://docs.aws.amazon.com/s3/index.html#amazon-s3
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(a) (b) (c) (d)

Figure 4: The CARPOOL Android Application life-cycle. (a) the main home screen, (b) the mobile client actively listens for an
incoming BLE packet and automatically proceeds to the next step when it receives one (no user action required), (c) the user is
instructed to scan a QR code, and (d) the user activates the mobile client to listen for the near-ultrasonic audio transmission.

Only administrators can update these policies. For user-friendly
policy selection, devices in the room are represented by letters:

• A: Online Visual Device
• B: Online Audio Device
• C: Offline Bluetooth Device
• D: EAS server

6.2.2 Authorisation phase. In our setup, authenticated users re-
ceive an access token indicating their access level, linked to the ID
token from the AS, with identical validity periods. AWS Cognito
was chosen for AS and ACS due to its seamless feature integration,
supported by the "boto3" Python library for easy implementation.
The LPEM intercepts all mobile client to EAS communications, veri-
fying room and policy numbers, and rejects invalid policy numbers.
After authentication, AWS Cognito issues ID and access tokens.

6.2.3 Encryption and generation of secret shares. After generating
the user’s ID and access tokens, the LPEM intercepts them, creates
a 128-bit key 𝑆 , and encrypts the tokens using AES-CBC with a
fixed salt, utilising the Fernet library. It dispatches 𝐸 (𝑆, Token) and
a 𝑡𝑒𝑚𝑝 𝐼𝐷 to the mobile client. The LPEM then awaits the mo-
bile client’s transmission of offline shares, identified by 𝐼𝐷𝑑𝑒𝑣 and
timestamps, verifies these timestamps, computes the corresponding
offline shares, and discerns active online devices for the CARPOOL
protocol according to the selected security policy. For each, it com-
putes a random 128-bit share, alongside its own. For example, with
one offline and two online devices in our setup, 𝑆 is divided into
four shares: three for the devices and one for the EAS.

6.2.4 Reconstructing the key and decryption. This phase is exclu-
sively handled by the mobile device. Our Android implementa-
tion made use of necessary software to interact with the location-
bounded communication interfaces for online/offline devices. Lever-
aging Android’s native audio (MediaRecorder and AudioRecord)
and Bluetooth libraries, along with the Budiyev-QR scanner for
device data acquisition, the smartphone’s camera, microphone, and
Bluetooth functionality are essential in our prototype.

Upon collecting all shares pertinent to the selected security pol-
icy and identifying those specific to the user via the temporary
identity, the mobile client aggregates them to reconstruct the se-
cret key 𝑆 . Utilising 𝑆 and a hard-coded salt in our Android app,
the token is decrypted. Subsequently, the decrypted tokens are
transmitted to the EAS for accessing database resources.

6.2.5 Verification and access to the resource. In this phase, the
Extended Authentication Server (EAS) receives both the ID and
access tokens from the mobile client. AWS Cognito verifies and
validates these tokens. If the verification is successful, access to
the database is granted. To facilitate this process, we utilised the
warrant and pycognito libraries in Python, which did not require
any modifications for our implementation.

6.3 Implementation details location-bounded
communication channels

6.3.1 Online device with the visual communication channel. In our
demonstrator, the device with a visual communication channel
functions online, obtaining a 128-bit share from the LPEM. The
system is configured with the visual device as a UDP server and
the LPEM as a UDP client, a setup crucial for enabling the LPEM
to trigger share calculation and transfer. Consequently, the online
device is prepared to receive shares from the LPEM whenever nec-
essary. Upon receiving a share, the device translates it into a QR
code displayed on an attached screen. The user captures this QR
code using her smartphone to secure the online share.

6.3.2 Online device with audio communication channel. The second
online device in our demonstrator employs an audio communica-
tion channel, based on a Raspberry Pi 3 model. For our protocol,
a 128-bit share is transmitted from this audio-enabled device to
the mobile client using near-ultrasonic frequencies (𝑓𝑐 ≥ 18 kHz)
via the acoustic channel. This frequency band is chosen because
it’s inaudible to most humans, reproducible by most speakers, and
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Figure 5: The audio encoding process – (a) the binary data
(digital wave) to be encoded, (b) the carrier (analogue) wave,
and (c) the modulated OOK wave (analogue signal) which is
being played by the speakers.

capturable by smartphones. Employing on-off keying (OOK) mod-
ulation, the amplitude of the carrier wave is modulated with the
secret share, illustrated in Fig 5. Opting not to develop a full sig-
nal processing algorithm, we utilised Android’s audio processing
libraries. With a constant carrier frequency (𝑓𝑐 ) of 18 kHz and a
sampling frequency (𝑓𝑠 ) of 44.1 kHz within a 10-second window,
we modulate the digital data (secret share 𝑠) into an analogue sound
wave (𝑠 .𝑠𝑖𝑛(2𝜋 𝑓𝑐𝑡), where 𝑡 = 1/𝑓𝑠 ). This high sampling frequency
allows the transmission of many bits, expanding each bit of the
secret share by 3330 times for modulation. This (1, 3330) repetition
code enhances the audio channel’s reliability extremely, and pro-
duces no error or false positives. The smartphone’s microphone
captures this sound, demodulating it into digital format to recover
the original secret share 𝑠 .

6.3.3 Offline Bluetooth beacon device. The third device, an offline
Bluetooth interface on the same Raspberry Pi model as online de-
vices, doesn’t connect to the LPEM for share reception. It generates
an HMAC-SHA-256 value of the timestamp as its offline share, pre-
venting replay attacks, and requiring loose synchronization with
the LPEM’s clocks. The share includes the timestamp and its HMAC,
with the key pre-shared with the LPEM. Unique device IDs in the
QR code differentiate shares from multiple offline devices.

We utilise the Eddystone URL message [51] to transmit offline
shares, embedding the lowest 10 octets of the HMAC output due to
the message’s short length. The mobile client extracts and forwards
the offline share to the LPEM upon receiving the message.

Unlike online devices triggered by the LPEM, the offline device
lacks automatic interaction cues with clients. Activation via a Rasp-
berry Pi touchscreen is required to generate and send a new offline
share through BLE beacon. This method, while secure, offers less
protection than online devices due to share truncation. A standard
Bluetooth connection could enhance security but would increase
the need for user interaction.

7 Evaluation and Discussion
Our CARPOOL solutionmeets the design requirements presented in
Sect. 5.1. It clearly meets the deployability requirements because,
by design, it relies on the use of a personal device (e.g., smartphone)
and commercial off-the-shelf devices present in a room. A typical
smartphone has all the necessary capabilities and interfaces to
interact via different location-bounded communication channels,
such as visual, light, audio or short-range RF. We argue that a
fully deployable solution has not been studied in the literature, and
moreover, we claim to achieve a desired balance between security,
deployability and usability, as shown in Appendix A. Moreover, we
do not provide any restrictions about the placement of the devices in
the CARPOOL protocol, the devices can be moved around, positions
interchanged, and also simultaneously with other dynamic objects
or persons in the room, and it will still work accurately.

Efficiency is maintained with minimal overhead; online devices
display or transmit minimal data, and offline devices compute a
single hash, resulting in simple operations under 100 lines of code
per device. The mobile device has negligible computational over-
head, as it only needs to compute the secret key by addition and
then perform one decryption operation. The computational costs
of the operations are extremely minimal and negligible for even a
battery-powered microcontroller, although we envision our model
to be used with more commercially available devices, which are
(generally) AC-powered. Almost all of the major overheads are out-
sourced to the server, which runs on Amazon AWS in our instance.
By running our real-world experiments multiple times, our average
authentication time was around 3.4 seconds (depending on the
policy), with a maximum of 15 seconds (if audio was chosen). The
audio channel is the only probabilistic channel we use, and due to
the (1, 3330) repetition code, we claim our solution has absolutely
no error or false positives, even after running the experiments
multiple times in a noisy environment with sufficient entropy –
hence extremely reliable.

Usability is enhanced in CARPOOL, with most interactions
requiring minimal or no user interaction. Post-authentication, the
mobile phone guides the user through easy tasks (e.g., scanning the
QR code, pressing a button to start recording an audio signal, etc.),
making the process intuitive for even non-technical users without
additional memorisation or hardware. The only usability property
that is debatable is efficient-to-use (U4). CARPOOL clearly increases
the time to perform the entire authentication procedure. In our
practical experiments, the entire procedure typically took between
2 and 15 seconds (maximum) to perform, depending on the chosen
policy level. Communication and reliability aspects are detailed
in Sect. 5 and in the Appendix A. Discussing security, CARPOOL
incorporates measures for secure authentication, elaborated further
below.

Strong cryptographic protection (S1): The key 𝑆 and its shares
are each 128 bits. We assume a remote adversary might get up to
𝑦 < 𝑙 shares, where 𝑙 is the minimum needed for security policies.
Thus, an adversary must brute-force at least one 128-bit share.
Moreover, AS’s tokens are signed, preventing spoofing.
Revocation (S2): Secret shares are single-use, becoming invalid
after successful authentication. Additionally, the AS can revoke
users, preventing them from receiving valid tokens.
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Isolation (S3): CARPOOL ensures isolation as all keys and shares
are randomly generated without knowledge of keys among different
actors, including past or future protocol shares.
Availability (S4): In CARPOOL, the LPEM maintains continuous
connections with online devices and the mobile client. The system
allows various interaction combinations with devices, letting users
select alternative security policies if a device fails. Administrators
can update policies to reflect changes in device availability, and
there is no single point of failure.
Resilient-to-Physical-Observation (S5): This attack doesn’t ap-
ply because physical observation by a remote adversary is impossi-
ble, and shares from different protocol instances are independent.
Resilient-to-Internal-Observation (S6): In CARPOOL, shares
are randomly generated per protocol instance, preventing one client
from using another’s shares. Each instance produces a new set of
shares, rendering old or previously recorded shares invalid, making
CARPOOL resilient to replay attacks.
Resilient-to-Guessing (S7): CARPOOL is resistant to guessing
attacks as an adversary must guess undetected shares or the 128-bit
key 𝑆 . CARPOOL does not reveal incorrect shares upon protocol
failure, forcing an adversary to attempt breaking all shares with-
out gaining an advantage from breaking just one, as it remains
indistinguishable from the rest.
Requiring-Explicit-Consent (S8): This property is realised by
CARPOOL since the user initiates the authentication process and
the shares cannot be generated unless the primary authentication
step is completed.

Composite security and residual device compromise. Each CAR-
POOL share is encrypted under a fresh 128-bit key, so off-line brute-
forcing one ciphertext already costs 2128 trials. Reconstructing the
session secret, however, demands that an adversary compromise all
𝑙 independent, location-bounded channels within the same protocol
run: scrape the on-screen QR code with a long-range camera, relay
the BLE advertisement using a directional antenna, and eavesdrop
the ultrasonic audio with a high-gain microphone — all before the
per-run timestamp window (Sect. 3) expires. This simultaneity re-
quirement inflates the effective attack space to 2128×𝑙 , rendering
a practical relay or guessing attack economically infeasible even
for a well-funded adversary. Dormant (“offline”) devices could in
principle suffer invasive tampering such as clock manipulation,
yet CARPOOL can simply exclude them: the policy engine may
rely solely on online units whose freshness is verified at run time,
or even require several channels from the same device to raise
robustness‡. If a device is later suspected of compromise, the ad-
ministrator revokes it immediately, because the additive threshold
remains satisfied by any other trusted combination, authentication
continues without weakening future sessions, and past keys are
not exposed.

‡Selectingmultiple channels per device is optional but incurs no protocol overhead
beyond an extra share transmission.

8 Related work

Location-aware authentication solutions are the ones that rely
on parameters or contextual information to gain an idea of the
user’s location or to prove their physical presence. Location-based
authentication was pioneered by the seminal work of Denning and
MacDoran [12] who came up with the idea of using location as a
tool for authentication. Since then, multiple new solutions have
been proposed. In the overview below, we cover different alterna-
tive approaches for location-based authentication and highlight
their shortcomings. In Appendix A, we list the design requirements
we believe such authentication protocols should possess, and we
extensively compare and evaluate our work with existing work
and we visually compare them in Table. 3 and show that the prior
state-of-the-art fails to fulfil all these requirements at once. We
claim that none of the existing solutions provide a truly secure,
usable and deployable scheme and we are the first to introduce the
balance between these three design elements.

GNSS. The first obvious choice would be to locate the user based
on GNSS§ such as GPS and Galileo. Various works are based on
relying on the smartphone’s or laptop’s GPS data [5, 9, 13, 17, 38].
However, this approach faces two major issues. Firstly, GPS-based
methods are insecure, primarily due to the ease of GPS signal spoof-
ing [45], making them unsuitable for location-based authentication.
Secondly, GPS is ineffective indoors. Marforio et al. [25] suggested
using the smartphone’s Trusted PlatformModule (TPM) to sign GPS
coordinates, aiming to prevent compromised devices from sending
false locations. Nevertheless, this doesn’t stop GPS spoofing, fails
to function indoors, and slows down protocol execution.

Hardware-based Security keys. A simpler option is to install
a security token, such as USB key or NFC reader in each room for
user authentication. However, these devices are both insecure [33,
34, 49] and unreliable [10, 18]. Besides the cost of new hardware for
every room (which doesn’t scale well), they also present a single
point of failure. If the key malfunctions or gets stolen, users can’t
authenticate until it’s replaced. In contrast, CARPOOL allows policy
adjustments to utilise other sets of functioning local devices.

Context-based pairing.Many seminal techniques for establish-
ing a cryptographic key or pairing devices use contextual data, such
as acoustic [39], visual [27, 36, 48], gyroscopic [23, 26], touch [52], or
vibrational [2, 37] channels. However, most of these solutions face
either security or deployability challenges. Sound-Proof [22] uses
ambient noise for secure device pairing and claims to work both
indoors and outdoors with minimal user interaction. Yet, Shrestha
et al. [46] identified a security flaw in Sound-Proof, and Basin et
al. [7] argue that it lacks usability because it doesn’t account for
human factors and errors. Visual channel-based techniques have
become insecure, as high-resolution cameras can capture images
of barcodes or QR codes from a distance, breaching the system’s
security [35]. Miettinen et al. [28] proposed a pairing solution using
ambient sound, light, or both. However, due to the probabilistic
nature of these channels, significant error correction is needed,
impacting practicality. Vibrational channels are vulnerable to se-
curity attacks [3, 19]. Solutions based on simultaneous gestures or
touch [23, 24, 26, 52] are user-friendly but often require additional

§https://www.gps.gov/systems/gnss/
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Table 3: Comparison with other relevant works.
Design requirements are ● satisfied, H# partially-satisfied, and ❍ unsatisfied.

Design

Requirements

GNSS / GPS tok-

ens

Context-based pairing Distance bounding/RSSI CARPOOL

[this work][5] [9] [13] [17] [38] [1] [2] [20] [22] [23] [24] [26] [27] [28] [36] [37] [39] [48] [52] [4] [31] [32] [50] [53]

Se
cu

ri
ty

S1 ❍ H# ❍ ❍ H# ❍ ❍ ● ● ❍ ● ● ● ❍ H# ❍ ● ● ❍ H# ❍ ❍ ● ● ● ●

S2 ❍ ❍ ❍ ❍ ❍ ● ● ● ❍ H# ❍ ❍ ● H# H# ● ● ❍ ● ❍ ● ● ● ❍ ❍ ●

S3 ❍ ❍ ❍ ❍ ❍ ● ● ● ❍ ● ● ● ● ● ● ● ● ● ● ❍ ● ● ● ● ● ●

S4 ❍ ❍ ❍ ❍ ❍ H# ● ● H# ● ● ● ● ● ● ● ● ● ❍ H# H# ● ● ● ● ●

S5 H# H# H# H# H# ● ● ● ● ❍ ❍ ❍ ❍ ● ● ● ● ● ● ● ● H# H# H# H# ●

S6 ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●

S7 ❍ ❍ ❍ ❍ ❍ ● ● ● ● ● H# H# H# ● ● ● ● ● ● H# ● ● ● ● ● ●

S8 ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ❍ ● ● ● ● ●

U
sa
bi
li
ty

U1 ● ● ● ● ● ● ❍ ❍ H# H# ❍ ❍ ❍ ● ● H# ❍ ● ● ❍ ● ❍ ❍ ❍ ❍ ●

U2 H# ● ❍ ● ● ● ❍ ❍ H# H# ❍ ❍ ❍ ● ❍ H# ❍ ● ❍ ❍ ● ❍ ❍ ❍ ❍ ●

U3 H# ● ❍ ● ● H# ❍ ❍ H# H# ❍ ❍ ❍ ● ❍ H# ❍ ● ❍ ❍ ● ❍ ❍ ❍ ❍ ●

U4 H# H# H# H# H# ● ❍ ● ❍ H# H# H# H# ❍ ❍ H# ● ❍ H# ❍ ❍ ❍ H# ● ❍ H#

U5 ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ❍ ● ● ● ● ● ● ● ●

U6 ● ● ● ● ● ❍ ● ❍ ● ● ● ● ● ❍ H# ❍ ● ● ❍ ● ● ❍ ❍ ❍ ❍ ●

R
el
ia
bi
li
ty

&

C
om

m
un

ic
at
io
n

R1 ● ● ● ● ● ● H# ❍ H# H# ❍ H# ❍ ● H# H# ● ❍ ● ❍ ❍ H# H# H# ● ●

R2 ❍ ❍ ❍ ❍ ❍ ● H# ❍ H# H# ❍ H# ❍ ● H# H# ● ❍ ● ❍ ❍ H# H# H# ● ●

C1 ● ● ● ● ● ● ● ● ❍ ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ● ●

D
ep

lo
ya

bi
li
ty D1 ● ● ● ● ● ❍ ● ● ● ● ● H# ❍ ● ● ● ● ● ● ❍ ● ❍ ❍ ❍ ❍ ●

D2 ● ● ● ● ● ❍ ● ❍ ● ❍ ❍ ❍ ❍ ● H# ● H# ❍ ❍ ❍ ● ❍ ❍ ❍ ❍ ●

D3 ● ● ● ● ● ● ● ● ❍ ● ● ● ● ● ● ● ● ● ● ● ● ❍ ❍ ❍ ❍ ●

hardware or are limited to proprietary hardware, reducing their
functionality. Agadakos et al. [1] proposed a location-based authen-
tication solution using user interactions, IoT sensors, and other
factors. Although more efficient and faster than smartphone-only
solutions, it has significant error rates and security vulnerabilities,
as physical locations can be easily spoofed. Perceptio [20] uses time
as the underlying contextual commonality between different IoT
devices to perform autonomous pairing and agree on a shared key.
However, the overall execution time to complete the protocol is in
the order of hours to days, as it requires multiple instances of the
same exact pairing to occur to increase the confidence score of the
underlying symmetric key. Paired with the inability to move the
devices for the entire protocol execution (to increase the confidence
score, the protocol needs to run with the exact same devices in
the exact same location and order), makes the solution not at all
practical and usable.

Distance bounding.Distance-bounding protocols combine cryp-
tography with tight time-of-flight measurements to assert an upper
bound on distance. ZeroTouch [4] provides geofencing for devices
without using additional hardware and only RSS values, but suffers
from false acceptance and rejection rates, which can hamper key
generation. Move2-Auth [53] relies on the correlation between two
concurrent RSS traces collected while the user performs specific

gestures, which hurts usability whenever the gestures have to be
repeated to correct errors. Other studies have explored RF and
Wi-Fi signals for distance bounding [32, 50]. Rasmussen et al. [31]
proposed an ultrasound-based distance-bounding system for im-
plantable medical devices, but Sedighpour et al. later showed it to
be vulnerable to worm-hole relays [40]. The main limitation shared
by these protocols is their need for special-purpose radios, anchors
or sensors, which clashes with our goal of relying exclusively on
commercial off-the-shelf equipment.

Key take-away.While purpose-built UWB radios ([32]) or Wi-Fi CSI
rigs ([50]) can indeed solve the relay problem, they still require new
hardware and professional installation. The novelty of CARPOOL is
that it “CARPOOLises” devices already present; a software update only
is enough to obtain secure, relay-resistant location proofs without extra
capital expenditure.

9 Availability
The entire code of our proof of concept implementation is available
in https://github.com/KULeuven-COSIC/CARPOOL.
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10 Conclusion
Traditional authentication mechanisms aim to verify the identity
of the user, based on something the user knows, has or is. However,
these authentication factors might not be sufficient for security-
sensitive access control applications. We envision a setting where
also the location of the user needs to be verified, along with conven-
tional authentication means. In this paper, we proposed CARPOOL,
a novel location-based access control scheme where the proof of
the user’s location is used as an additional factor, and applied this
concept to the use case of a smart office room. To realise the notion
of proof of location, we leverage the communication and interac-
tion with multiple commercial off-the-shelf devices located in the
office room. Our solution does not require any new hardware to
be installed and only needs the devices in the smart office room to
support our location-based access control protocol. The security
of our scheme relies on additive secret sharing, where successful
reconstruction of the secret is only possible when the user is phys-
ically present at the specific location. We have implemented our
work to demonstrate the feasibility and the low effort to integrate
with existing access control systems and to validate the efficiency
of CARPOOL. Although we applied our solution in a smart office
scenario, it can also be used in other settings where location-based
access control is required.
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A Design requirements
CARPOOL is a special instance of an authentication protocol, as it
is used to prove the location of a user. Therefore, we have applied
the authentication framework of Bonneau et al. [8], a standard
for evaluating authentication protocols [15, 18, 22, 47], to identify
the most relevant design requirements. We discussed the security
properties in Sect. 7, and below we give a detailed overview of
all the properties together, and an assessment of the CARPOOL
protocol based on these requirements.

A.1 Security properties
Strong cryptographic protection (S1): In CARPOOL, both the
key 𝑆 and each of its shares have a size of 128 bits. In our threat
model, we assume that a remote adversary can obtain at most 𝑦 < 𝑙

shares, with 𝑙 being the lower limit on the number of shares required
in any of the security policies. Therefore, even in the worst case, the
adversary needs to brute-force at least one random 128-bit share.

Note that authentication tokens from the AS are typically signed
and cannot be spoofed.
Revocation (S2): In CARPOOL, the secret shares are only used
once. After every successful authentication, the old shares become
invalid. Moreover, the Authentication Server (AS) can always re-
voke any user, after which that user will no longer receive a valid
token from the AS.
Isolation (S3): CARPOOL achieves isolation, since all keys and
shares are generated randomly and has no knowledge of the keys
established between other actors. This also includes shares from
past or future protocol instances.
Availability (S4): In CARPOOL, the LPEM is always connected to
the online devices and the mobile client. Moreover, the office room
might support multiple combinations of interactions with devices
(i.e., security policies). Therefore, if one device no longer works, the
user can still choose another security policy that does not require
interaction with the broken device. The system administrator can
also update the security policies in case a local device is no longer
available.
Resilient-to-Physical-Observation (S5): In CARPOOL, this at-
tack is not applicable since (i) physical observation is not possible
for a remote adversary, and (ii) shares of multiple protocol instances
are independent.
Resilient-to-Internal-Observation (S6): In CARPOOL, random
shares are generated for each protocol instance. Therefore, one
client cannot use the shares of another client. Moreover, every
protocol instance yields a fresh set of shares. Therefore, old or
previously recorded shares are invalid. In other words, CARPOOL
is resilient to replay attacks.
Resilient-to-Guessing (S7): CARPOOL is resistant against guess-
ing attacks, because an adversary would either have to guess one
or more shares it could not eavesdrop, or the key 𝑆 . Both have a
size of at least 128 bits. Moreover, CARPOOL does not inform the
adversary if one of the shares is incorrect in case of a protocol
failure. Hence, an adversary has to try and break all the shares to
successfully break the entire scheme, and will not gain any advan-
tage by breaking just one scheme as it will be indistinguishable
from the rest.
Requiring-Explicit-Consent (S8): This property is realised by
CARPOOL since the user initiates the authentication process.

A.2 Usability properties
Limited user participation (U1): The number of interactions
between the client and the devices should be kept to a minimum.
Interactions which are automatic, i.e., without any actions from
the user, such as receiving a BLE beacon message, are most usable.
Others might require user involvement, such as pointing the client
device’s camera towards a screen.
Easy-to-Learn (U2): End users who are unaware of the scheme
can understand and learn how to use the scheme without any
significant difficulty and then easily recall how to use it.
Easy-to-use (U3): Any action that is required by the client, should
be easy to perform for an average-skilled user. It should not require
any training or technical expertise. For example, a visual communi-
cation channel where a QR code needs to be captured, is relatively
easier to perform than mimicking gyroscopic movements.
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Efficient-to-Use (U4): The time the client must spend for each
authentication instance should be short. As a result, the time to
obtain a share from a device via a location-bounded communication
channel should be short.
Memory-wise effortless (U5): The client should not have to re-
member and memorize any passwords, keys or shares, besides what
was already required by the initial authentication framework of
logging in to the Authentication Server using one’s own credentials.
Nothing to carry (U6): The client should not be required to carry
any other hardware, besides her own personal device (e.g., smart-
phone), to carry out the authentication protocol. Also, the devices in
the smart office room should not require any additional hardware.

A.3 Reliability properties
Low Rejection (R1): The communication channel and the CAR-
POOL scheme should have a low false rejection rate to avoid the
client having to try multiple times to authenticate themselves.
Infrequent-Errors (R2): Ideally, the communication channel and
the CARPOOL scheme should be error-prone, and if not, properly
error-calculated. A channel can be either deterministic or proba-
bilistic, the former being the most reliable and the latter having a
probability of communication errors. The more noise the channel
has, the less reliable it gets. The more error correction is needed,

the lower its bitrate (i.e., it will take longer to transport a 128-bit
share).

A.4 Communication properties
Efficient to transmit (C1): It should be possible to reliably send
and transmit the shares in a short span of time.

A.5 Deployability properties
Support for personal devices (D1): TheCARPOOL scheme should
support the use of personal devices (i.e. BYOD) of the user. These
should be any commercial, off-the-shelf smartphone or tablet. No
additional hardware is required.
Scalability (D2): The security solution should support at least
a limited number of devices to communicate with the client and
transport the additive shares. It should be easy to extend the scheme
and increase the number of devices in the room that can be used to
prove the client’s location.
Lightweight (D3): It should be feasible to implement the security
solution on the entire spectrum of devices typically present in
an office room, ranging from smart projectors to low-power BLE
beacons. Hence, the CARPOOL protocol should be lightweight
enough to support this.
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