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Abstract

Transformer-based models like BERT and GPT have achieved state-
of-the-art performance across a wide range of Al tasks but raise
serious privacy concerns when deployed as cloud inference services.
To address this, secure multi-party computation (MPC) is commonly
employed, encrypting both user inputs and model parameters to
enable inference without revealing any private information. How-
ever, existing MPC-based secure transformer inference protocols
are predominantly designed under the semi-honest security model.
Extending these protocols to support malicious security remains
a significant challenge, primarily due to the substantial overhead
introduced by securely evaluating complex non-linear functions re-
quired for adversarial resilience. We introduce Mosformer, the first
maliciously secure three-party (3PC) inference framework that effi-
ciently supports large transformers such as BERT and GPT. We first
design constant-round comparison and lookup table protocols with
malicious security, leveraging verifiable distributed point functions
(VDPFs). Building on these, we develop a suite of 3PC protocols for
efficient and secure evaluation of complex non-linear functions in
transformers. Together with optimized modulus conversion, our
approach substantially reduces the overhead of secure transformer
inference while preserving model accuracy. Experimental results
on the vanilla transformer block show that Mosformer achieves
up to a 5.3x speedup and a 4.3X reduction in communication over
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prior maliciously secure protocols. Despite offering stronger secu-
rity guarantees, Mosformer achieves comparable or even superior
online performance to state-of-the-art semi-honest 2PC and 3PC
frameworks, including BOLT (Oakland 2024), BumbleBee (NDSS
2025), SHAFT (NDSS 2025), and Ditto (ICML 2024), on full-scale
models such as BERT and GPT-2.
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1 Introduction

Large transformer-based models like BERT [12], GPT [9], and
DeepSeek [31] achieve state-of-the-art results across tasks from lan-
guage understanding to code generation, driving their deployment
as cloud inference services (e.g., ChatGPT). However, transmit-
ting plaintext user inputs to remote servers poses serious privacy
risks. For example, a ChatGPT bug in redis-py leaked parts of other
users’ chat histories and billing data [39]. While various privacy-
preserving and trust-enhancing techniques have been explored
to address different aspects of security in model deployment, in-
cluding zero-knowledge proofs [33, 41, 54, 55] and watermarking
methods [42, 43], there remains a growing need for inference sys-
tems that are not only accurate and efficient but also preserve both
user data privacy and model confidentiality. To mitigate these risks,
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recent studies have proposed inference protocols that leverage ho-
momorphic encryption [16] and secure multi-party computation
(MPC) [53], either individually or in combination. These works pro-
tect user inputs and model parameters, enabling inference without
revealing any additional information beyond the final output.

Many recent works have developed MPC-based inference proto-
cols for large transformers across various settings. Secure two-party
(2PC) protocols such as Iron [20], MPCformer [27], SIGMA [19],
BOLT [40], Nimbus [29], BumbleBee [34], and SHAFT [22] enable
private inference on BERT- and GPT-style models with hundreds
of millions to billions of parameters. However, 2PC protocols often
incur high communication costs and require frequent interaction,
limiting their scalability for large models or long sequences. To
address these limitations, recent works have explored three-party
(3PC) settings, including PUMA [13], Ditto [51], and Privformer [1].
In particular, PUMA and Ditto achieve around 20 seconds per-token
inference latency for GPT2-base under the semi-honest model. Priv-
former advances this line of work by adopting a stronger threat
model—malicious security with an honest majority—offering ro-
bustness against actively adversarial parties. Despite this stronger
security guarantee, deploying large transformers under malicious
security remains challenging due to the significant computational
and communication overhead introduced by adversarial protec-
tions. For instance, Privformer is approximately 5X slower than
Ditto when evaluating the vanilla transformer [46]. Furthermore, it
lacks efficient support for complex operations such as Softmax and
GELU, limiting its scalability to larger models like BERT and GPT.

This challenge largely stems from the reliance of transformer
architectures on complex non-linear functions such as GELU, Soft-
max, and LayerNorm. Securely evaluating these functions requires
operations like comparisons, table lookups, divisions, and recipro-
cal square roots, which are not naturally compatible with efficient
MPC protocols. Among them, comparison stands out as one of
the most fundamental and frequently invoked building blocks, un-
derpinning critical components such as activation functions and
normalization layers. Although efficient protocols exist under the
semi-honest model, their maliciously secure counterparts incur
prohibitive overhead, making them unsuitable for large-scale de-
ployment. For instance, Privformer uses the malicious comparison
protocol from Falcon [49], which accounts for a large portion of
total execution time, ranging from half in LAN to over 80% in WAN
settings. (see Figure 3 in Appendix A in the full version [7]). A
common alternative is to replace expensive activations with sim-
pler or MPC-friendly functions, but this often degrades accuracy
and cannot be directly applied to existing models. For example,
MPCFormer [27] approximates GELU using quadratics and ReLU,
improving efficiency but causing over 5% accuracy loss. Recovery
typically requires distillation or fine-tuning, which rely on plaintext
data and are often unrealistic in privacy-sensitive settings.

1.1 Our Contributions

To tackle these challenges, we introduce Mosformer, a maliciously
secure three-party (3PC) inference framework for large transform-
ers, which reduces communication overhead and rounds, thereby
achieving low inference latency. Our design follows the same set-
ting of [1, 37, 49], where all inputs are secret-shared across three
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non-colluding servers that execute the MPC protocols against one
corrupted party (see Section 3.3 for details). Compared to state-of-
the-art semi-honest frameworks, our protocol delivers comparable
or even superior performance in both online runtime and commu-
nication, despite offering stronger malicious security guarantees.
We summarize our contributions as follows.

e We present a communication-efficient 3PC comparison pro-
tocol, IIpreL U, that achieves malicious security by leveraging
Verifiable Distributed Point Functions (VDPF). The protocol
supports constant-round online evaluation with minimal
communication, while offloading expensive key generation
to the offline phase. Specifically, it requires only constant 18
rounds and 24¢ — 8 bits of communication per comparison
for bit length ¢ = 32, yielding a 1.6X reduction in rounds and
3.9% reduction in communication compared to Falcon [49],
one of the most advanced maliciously secure 3PC frame-
works. The protocol may be of independent interest.

o Additionally, we develop a maliciously secure 3PC lookup
table protocol (i.e., II| y7) as a foundation for evaluating
complex non-linear functions in transformers. Combining
this with our comparison protocol, we construct maliciously
secure and efficient protocols for inverse, reciprocal square
root, GELU, Softmax, and LayerNorm. We also introduce se-
cure modulus conversion protocols that dynamically adjust
bit-lengths based on layer characteristics, reducing overhead
while preserving high accuracy. Combining these techniques,
we introduce Mosformer, the first maliciously secure 3PC
inference framework that efficiently supports large trans-
formers such as BERT and GPT.

To validate the efficiency of our schemes, we implement all

proposed protocols in Mosformer and release the code at

https://github.com/XidianNSS/Mosformer. We evaluate Mos-
former on several transformer models, including the vanilla
transformer [46], BERT [12], and GPT-2 [9], measuring both
model utility and inference efficiency. Results demonstrate
that Mosformer significantly improves efficiency with mini-
mal utility loss (within 2%). Compared to existing maliciously
secure 3PC frameworks, Mosformer achieves 3.4-5.3% faster
inference and uses 1.8-4.3X less communication than Priv-
former [1] and Falcon [49]. Remarkably, even when com-
pared against state-of-the-art semi-honest solutions (both
2PC and 3PC settings), Mosformer still outperforms frame-

works such as BOLT [40], Bumblebee [34], SHAFT [22],

PUMA [13], and Ditto [51], reducing online inference time

by 1.2-9x.

1.2 Technical Overview

1.2.1  Constant-Round Comparison Protocol with Malicious Security.
Existing maliciously secure 3PC comparison protocols [25, 28, 37]
typically reduce comparison to most significant bit (MSB) extrac-
tion, incurring O(¢) or O(log ) rounds and dominating overall
runtime. Our goal is to design a constant-round, communication-
efficient 3PC comparison protocol with malicious security. The
core idea is to reduce signed comparisons to simpler unsigned ones,
which are further mapped to secure equality-matching problems.
We leverage recent advances in Distributed Point Functions (DPFs)
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to realize equality matching with minimal online communication.
To ensure robustness against malicious behavior, we combine this
with redundant evaluation across three parties, yielding an efficient
maliciously secure comparison protocol.

We build upon a key observation from Cryptflow2 [44], which
expresses MSB extraction as:

MSB(x) = MSB(%) @ MSB(2/ =)@ 1{ijp > 21— — 1}

where x € [0, 2f - 1], x = x + r mod 2f, Jo = X mod 21 and
i1 = (2° — r) mod 2¢~1. The first two MSB terms can be computed
locally or preprocessed offline, leaving only the final comparison
term for online evaluation. Since our protocol operates over the ring
Zye, where values in [0, 2°71) represent non-negative integers, the
remaining term 1{gjo > 2/~1 — §j; — 1} reduces to an unsigned com-
parison. While Falcon [49] supports maliciously secure unsigned
comparisons, it incurs log £ rounds due to repeated secure multi-
plications. To reduce interaction, we replace the multiplications
with equality-matching operations using verifiable DPFs (VDPFs),
enabling single-round online comparison. VDPFs ensure key cor-
rectness in the offline phase but provide no guarantees against
online adversarial behavior. We thus introduce redundant three-
party execution to enforce correctness during online evaluation
under malicious security.

1.2.2  Secure, fast, and accurate 3PC protocols for the non-linear

functions in transformers. Securely evaluating complex non-linear
layers in transformers necessitates accurate computation of ele-
mentary functions, such as inverse, exponentiation, and reciprocal
square root. Existing secure implementations typically rely on ei-
ther function approximations or lookup tables (LUTs). Function
approximations, including high-degree polynomials, Fourier, or
iterative methods, incur substantial communication overhead to
ensure accuracy under malicious security. Meanwhile, LUT-based
approaches often require excessively large tables, making them
inefficient, particularly in a malicious setting. For example, securely
evaluating a 32-bit inverse function demands a prohibitively large
LUT with 232 entries.

To mitigate this inefficiency, we propose a domain reduction
technique to significantly reduce LUT size without sacrificing ac-
curacy. Specifically, we observe that the inverse function within
Softmax layers always operates on positive inputs. For any such
input x, there exists a scale base b € Z,¢ and an index k € Z,¢ satis-
fying b* < x < b**1. By scaling the input by b~ (¥*1)  the domain is
confined to the interval [1/b, 1). Thus, for a target floating-point pre-
cision f, we achieve a compact LUT of approximately (1—1/b) - 2/
entries. With a typical precision of f = 12, the LUT size remains
under 2'2. This approach generalizes easily to other non-linear
functions such as reciprocal square root under similar constraints.

To securely evaluate functions within the reduced domain, we
construct a maliciously secure LUT protocol based on Verifiable
Distributed Point Functions (VDPFs). By combining domain re-
duction with our VDPF-based lookup and comparison protocols,
we obtain constant-round maliciously secure 3PC protocols for
accurately evaluating a wide range of non-linear functions within
transformers. In contrast to prior methods [1, 6, 27, 35], which
rely on coarse approximations or architectural modifications, our
approach preserves exact function semantics. Consequently, our
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solution eliminates the need for model retraining or fine-tuning,
enhancing practicality and deployment flexibility.

1.2.3  Accelerating Maliciously Secure 3PC Transformer Inference
via Modulus Conversion. We propose secure modulus conversion
protocols that dynamically adjust the input bit-length based on
layer-specific characteristics, significantly reducing computational
and communication overhead while maintaining inference accu-
racy. Existing MPC-based transformer inference frameworks (e.g.,
SHAFT [22], PUMA [13], MPCFormer [27]) typically adopt 64-bit
arithmetic to avoid overflow in linear-layer multiplications, thereby
preventing errors or information leakage [37, 48]. In contrast, we
observe that (1) inputs to non-linear layers in transformers are nat-
urally bounded, and (2) our secure non-linear evaluation confines
computation to small, well-defined domains. These observations
allow for the direct evaluation of non-linear layers over smaller
modulus rings (e.g., 16 or 32 bits). Experimental results demonstrate
that, with negligible accuracy loss, our framework with modulus
conversion achieves a 30% reduction in runtime and a 25% reduc-
tion in communication overhead compared to the baseline without
modulus conversion.

2 Related Work
2.1 Secure Transformer Inference

Early work on secure inference primarily focused on convolutional
neural networks (CNNs)[17, 32, 38, 45], but the emergence of trans-
formers has introduced new challenges due to their scale and archi-
tectural complexity. As illustrated in Table 1, recent efforts address
these challenges by developing transformer-specific secure frame-
works, which can be categorized into three system models.

2PC Framework. Secure transformer inference under two-party
computation (2PC) has advanced rapidly. Early works address non-
linear layers using rough surrogates, often requiring fine-tuning or
retraining. For example, THE-X [6] replaces Softmax/GELU with
ReLU-based surrogates, incurring accuracy drops over 5% and ne-
cessitating knowledge distillation and fine-tuning. Later 2PC frame-
works, such as Iron [20], CipherGPT [21], and BOLT [40], improve
accuracy and efficiency via function- or lookup-based approxima-
tions. BOLT integrates homomorphic encryption for linear layers
and uses high-order piecewise polynomials to achieve near-floating-
point accuracy without model modification. Nimbus [29], Bumble-
Bee [34], and NEXUS [56] reduce communication by compressing
ciphertexts or using low-degree approximations. Despite these ad-
vances, existing 2PC frameworks operate under the semi-honest
model, leaving maliciously secure 2PC transformer inference an
open and important challenge.

(2+1)-PC Framework. To improve the efficiency of 2PC proto-
cols, several frameworks adopt the (2+1)-party model [3], where a
trusted third party (TTP) provides auxiliary material during prepro-
cessing. SHAFT [22] further improves Softmax and GELU accuracy
via differential equations and Fourier approximations, reducing
error by 51-76%. MPCFormer [27] replaces non-linear functions
with MPC-friendly surrogates, but suffers from significant accuracy
degradation (often >5%). SecFormer [35] improves GELU using
Fourier approximation but retains MPCFormer’s Softmax strat-
egy, leading to similar accuracy losses. These issues are mitigated
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Table 1: Comparison of Secure Transformer Inference Frameworks

Malicious  Cryptographic Tools ~ Nonlinear Layer Methods Supported Models Need Fine-tuning
Framework Security? Rough Func  LUT or Retraining?
" HE OT ASS FSS BERT GPT Restricted '
Rep. Appr. Appr.

THE-X [6] No e O O O ° O O ° o) o) Yes
Iron [20] No O e e (@] O O [ ] [} o O No
BOLT [40] No e o o (0] O [} [} [} o O Yes
2PC CipherGPT [21] No e o o O o ° ° 0 ° o) No
Nimbus [29] No e O e (@] O [ ) O [} o O No
BumbleBee [34] No [ ) [ ) O (@] [ ) O [ ] [ O No
NEXUS [56] No e O O O © ° O ° ° ¢ No
SHAFT [22] No O O e O O ° O ° ° o) No
(2+1)-PC MPCFormer [27] No o O [ ] O [ ] O O [ ] O (@] Yes
SecFormer [35] No O O [ ) O (@] ° O [ ] O O Yes
SIGMA [19] No O 0O e e O O ° ° ° ¢ No
PUMA [13] No O O e O O ° O ° ° o) No
3PC Ditto [51] No O O e (@] [ ) [ ] O [ J [ ] O Yes
Privformer [1] Yes O O [ ) @] [ ) o O O @] [ J Yes
Mosformer (Ours) Yes O O ) () @) O ) ) ) @) No

HE: Homomorphic encryption, OT: Oblivious transfer, ASS: Additive secret sharing, FSS: Function secret sharing. For nonlinear layer methods, Rough Rep. means rough
replacement, Func Appr. means function-based approximation, including polynomial approximation, Fourier approximation, and iterative approximation, LUT Appr. means
Lookup table-based approximation. For supported models, Restricted indicates that the framework only supports the vanilla transformer block as proposed by Vaswani et

al. [46], and does not extend to derived architectures such as BERT or GPT.

through fine-tuning and knowledge distillation, yet such retrain-
ing on plaintext data is impractical in many real-world scenarios.
SIGMA [19] proposes a hybrid protocol combining Function Secret
Sharing (FSS) and Additive Secret Sharing (ASS) to securely evalu-
ate nonlinear layers in transformer models. By leveraging lookup
tables during the online phase, it avoids costly interactive proto-
cols and enables accurate, low-latency inference on large models
such as GPT-2 and LLaMA-2, without requiring model fine-tuning.
However, SIGMA depends on a TTP to precompute and distribute
FSS keys. In contrast, Mosformer removes this trust assumption
by introducing a symmetric three-party protocol that supports
maliciously secure key generation without relying on any TTP.

3PC Framework. Another line of work explores three-party
computation (3PC) with an honest-majority assumption to improve
performance. Frameworks like PUMA [13] and Ditto [51] use 2-
out-of-3 replicated sharing and lightweight ring arithmetic with
preprocessed triples, achieving better efficiency than 2PC under the
semi-honest model. Privformer [1] extends this setting to malicious
security, which better reflects real-world deployment. Built on Fal-
con, it tailors 3PC protocols for ReLU and inverse square root, but
approximates Softmax using ReLU-based attention [8], requiring
fine-tuning to recover accuracy. This approach is limited to specific
models like the vanilla transformer and is incompatible with gen-
eral architectures such as BERT or GPT. In contrast, Mosformer is
the only maliciously secure 3PC framework that supports efficient
inference on large transformer models, including BERT and GPT,
without model modifications or retraining.

2.2 Generic Maliciously-secure 3PC
Frameworks with Honest Majority

Maliciously secure 3PC frameworks have attracted increasing at-
tention in recent years. Representative systems include ABY3 [37],
SWIFT [25], Pika [47], CryptFlow [26], Falcon [49], and binary

circuit-based 3PC [28]. These frameworks assume an honest ma-
jority and leverage secret sharing, garbled circuits, or hybrid pro-
tocols to support privacy-preserving deep learning. ABY3 is an
early hybrid design offering semi-honest performance with theo-
retical malicious extensions. Falcon and SWIFT achieve efficient
malicious inference for CNNs like VGG16 and LeNet. Pika intro-
duces function secret sharing to improve the efficiency of nonlinear
operations such as Softmax and Sigmoid, paving the way for sup-
porting more complex models. CryptFlow compiles TensorFlow
models into secure protocols but relies on trusted hardware (SGX)
and lacks support for transformer-specific operators.

Despite their progress, existing frameworks offer limited sup-
port for transformer inference. They are optimized for CNNs and
traditional DNNS, but struggle with the distinct computation pat-
terns of transformers. First, secure transformer inference requires
numerous secure comparisons, which are inefficient in existing
3PC frameworks. ABY3 [37], SWIFT [25], and binary circuit-based
3PC [28] use bit-level circuits with 3¢ AND gates per compari-
son, while Falcon [49] adopts random masking; all incur O(¢) or
O(log ¢) rounds and O(¢) communication. In contrast, our protocol
achieves O(1) rounds by leveraging preprocessed VDPFs. Second,
key transformer components such as GELU, Softmax, and Layer-
Norm remain inefficient or unsupported. To date, no mainstream
maliciously secure 3PC framework has demonstrated end-to-end
inference for large-scale transformers.

3 Preliminaries

3.1 Transformer

Large language models such as GPT and BERT are built upon the
transformer architecture proposed by Vaswani et al. [46]. The trans-
former architecture typically consists of an input embedding layer
followed by stacked encoder and decoder modules, both sharing
a similar structure composed of linear and non-linear layers. The
specific structure is described in Appendix B in the full version [7].
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3.2 Cryptographic Tools

3.2.1 Notations. Let P = (Py, P1, Py) denote the parties. For a pro-
tocol II, we write [[x]]/{x) <« II to denote the execution of the
protocol. Let 1{#} denote the indicator function that is 1 when the
predicate P is true and 0 when P is false. We denote m-dimensional
vector as X € Z™, and refer to its i-th element (indexed from 0)
as X[i]. If x € Zy¢ is a scalar, then x[i] denotes the i-th bit in its
binary representation, where the most significant bit corresponds
to i = £ — 1. The right rotate of X by k bits is denoted as X >> k.

3.2.2 Additive Secret Sharing. Our work involves the following
two additive secret sharing.

(M)-sharing [[x]]". A secret value x € Z, is said to be [[-]]-
shared among n parties, if party Py, for b € Z, holds [[x]]Z such

that x = Z?;ol [[x]]}. For brevity, we omit the corner n when there
is no ambiguity. We use n = 2 and 3 in this paper.

(%)—sharing (x) (a.k.a. Replicated Secret Sharing, RSS). A secret
value x € Z,. is said to be (-)-shared among three parties, if party
Py, for b € Z3 holds (x);, = ([[x1lp, [[xlp+1)-

We extend the above definitions to vector inputs. Specifically,
we use [[X]] and (X) to denote (};)-sharing and (3)-sharing of a
vector X, respectively. Unless otherwise specified, all computations
are performed in Z,¢. For brevity, we omit the explicit notation
mod 2¢. Furthermore, the aforementioned additive secret sharing
schemes naturally extend to Boolean-valued data, which we refer
to as Boolean sharing. We can achieve the conversion from Boolean
sharing to additive sharing via the B2A protocol [24].

3.2.3  Basic Protocols with Semi-honest/Malicous Security. (3)-sharing
supports the following semi-honest computation protocols:

e Reshare: Given (%)—shared [[x]], to obtain {x), Py, for b € Z3
locally computes [[x']l, = [[x]lp + [[r]lp, where [[r]lo +
[[rTl1 + [[r]l2 = 0 and the auxiliary parameter [[r]]; can be
generated offline as [49]. Then, P}, sends [[x’]];, to P, and
sets (x)p = ([[x" 1, [[x" T pr1)-

e Add: Given (3)-shared (x) and (y), to obtain {x +y), P} for
b € Z3 locally computes (x+y)p, = ([[xlp + [[yllp. [x]]p+1+
[[y]l p+1)- For a public constant ¢, (x) + ¢ can be computed as
([[xDo + ¢, [[x11, [[x]]2) where P}, compute its share locally.

e Mul: Given (%)—shared (x) and (y), to obtain (xy), P} for
b € Zs locally computes [[z[l, = [[x1; [yllp + [[xTps1 [yl

+[[x11p [yl p+1 so that z = [[z]]o + [[z]]1 + [[2]]l2 = xy and 2
is (3)-shared. Then, parties invoke Reshare with inputting

[[z]] to get (z) = (xy). Additionally, for a public constant
¢, ¢ - {(x) can be computed as (c - [[x]lo,c - [[x]l1, ¢ [[x]]2)
where Pj, can compute its share locally.

(3)-sharing (i.e., RSS) satisfies a consistency property, ensuring
that addition and multiplication with a constant preserve share
consistency. Let (ag, bo), (a1, b1), (az, b2) be the RSS shares held by
parties Py, P1, Py, respectively. The shares are consistent if and only
if a; = biy for all i € Zs. Mosformer builds on the following ideal

functionalities to achieve malicious security: Ftrunc, Tn<w>l Frands
Fshare> Frecon> Fopens and FpacCheck- Each can be securely realized

under malicious security using standard protocols [2, 15, 30, 37].

® Firunc [37]: Given a (%)—shared (x) and a number f, share
(x/2) between three parties.
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. 7"n<m>| [30]: Given (%)—shared (x), (y) , share (x - y) between
three parties.

® Frand [15]: Sample a random value r i Z and share (r)
between three parties.

® Fohare [15]: Given a secret x held by Py, share (x) between
three parties.

® Frecon [15]: Givena (g) -shared (x) and a party index b, reveal
x to Pp,.

® Fopen [15]: Given a (3)-shared (), reveal x to all three parties.

® FamacCheck [2]: Given (3)-shared (x), MAC key () and the
MAC tag (oy), the protocol aborts if & - x # ox.

3.2.4  Function Secret Sharing. A Function Secret Sharing (FSS)
scheme [4, 5] for a function family # splits a function f € ¥ into
two additive shares fy(x) and f(x), such that each share individ-
ually reveals nothing about f, and for all x € GI", it holds that

JoGx) + fi(x) = f(x).

DEFINITION 1 (FSS SYNTAX [4, 5]). A (two-party) FSS scheme
consists of a pair of probabilistic polynomial-time (PPT) algorithms {
Gen, Eval }:

e Gen(1%, ) — (ko, k1): Given a security parameter A and a
function f € F, outputs two functional keys ko, k1, which
encode fy, fi respectively, without revealing f.

o Eval(b,kp,x) — fp(x): Given party index b € {0,1}, key
kp, and input x, returns an additive share f,(x), such that

Jox) + fi(x) = f(x).

The pair (ko, k1) is referred to as the FSS keys, and the number of
bits required to store each key is called the key size.

3.2.5 Verifiable Distributed Point Function (VDPF). Distributed
Point Function (DPF) is a canonical construction in FSS for point
functions, which evaluate to a non-zero value at exactly one point
in the domain. Formally, a point function f; g : {0,1}" — Fis
defined as:

. B x=«a
f“’ﬂ(X) B {0, otherwise W
where a € {0, 1}" denotes the target index, and f§ € F is the non-
zero value at that index.
In the presence of a malicious DPF key generator, incorrect keys
may be produced. To address this, verifiable DPF [11] introduces a
verifiability property, defined as follows:

DEFINITION 2. (Verifiable DPF [11]). A (two-party) verifiable dis-

tributed point function (VDPF) scheme consists of probabilistic polynomial-

time (PPT) algorithms {Gen(-), BVEval(-), Verify(-)}:
. VDPF.Gen(l’I,f‘;ﬁ) — (ko, k1): Given security parameter A
and function f{;ﬁ, outputs a pair of functional keys (ko, k1).

o VDPEBVEval(b, ky, {xi}) — (I[yS™" . mp) fori € {1,...,L}:
Given party index b, key ky,, and a batch of inputs {x;}, returns

evaluations [[y lgxi)

o VDPF.Verify(m, m1) — (Accept/Reject): Given a pair of proofs
7o and 71, outputs either Accept or Reject. The output should
only be Accept if yo + y1 defines the truth table of some point
function, which occurs if it is non-zero in at most one location.

1= f(;ﬁ(xi) and a proof 7y, of correctness.
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3.3 System Overview

We consider the inference setting, where a model owner provides
a pre-trained model M, and a client supplies input data x. The
computation is formalized as y = Mgy(x), where 6 denotes the
model parameters. Following prior work [1, 13, 51], we adopt a
secure outsourced three-party computation model, in which the
inference is delegated to an MPC system comprising three par-
ties P = (Py, P1, P2). The client secret-shares the input (x) using
replicated secret sharing (RSS) and distributes the shares to the
parties. Likewise, the model owner secret-shares the parameters
() and sends them to P. The parties then collaboratively execute
an interactive protocol over the shared inputs to compute the result
(y), which is returned to the client for reconstruction. Throughout
the protocol, no individual party learns any information about the
client’s input or the model weights.

Threat Model. Consistent with the threat models adopted in [1,
2], we assume a security model with abort under an honest-majority
setting against malicious adversaries, where at most one out of three
parties may be corrupted. A semi-honest adversary follows the
protocol but attempts to infer private information from intermediate
values. In contrast, a malicious adversary may arbitrarily deviate
from the protocol, including tampering, interrupting, or forging
messages to compromise correctness or privacy.

4 Maliciously Secure Comparison Protocol

Secure comparison protocols, a fundamental building block for im-
plementing various non-linear operations, are typically reduced
to most significant bit (MSB) extraction in existing maliciously se-
cure 3PC frameworks [25, 28, 37]. However, such approaches incur
high communication and round complexity, affecting overall per-
formance. Our protocol reduces signed comparison to unsigned,
and further to secure equality tests, efficiently implemented via
VDPFs with minimal online communication. Malicious robustness
is ensured through redundant three-party evaluation, yielding an
efficient comparison protocol. We first present a protocol for un-
signed comparison, upon which we build maliciously secure 3PC
protocols for DReLU and Selection with constant-round complexity.

4.1 Comparison of Unsigned Integers

For two values x, y € Uan Lifx < y, there exists an index k € [0,n—

1] thatsatisfiesx[n — 1] =y[n —1],--- ,x[k + 1] = y[k + 1], x[k] =
0 and y[k] = 1, where x[i] represents the i-th bit of x. Our proto-
col builds on the bitwise comparison logic used in Falcon [49] for

unsigned integers. Specifically, we define

n
ulil = x[il-ylil,  wlil = x[ileylil, <c[il =ulil+1+ Z wlil.
j=itl

If x > y, all elements of ¢ are positive; in contrast, if x < y, exactly
one element of ¢ equals zero. Thus, comparing x and y can be
reduced to checking whether any element of ¢ is zero.

Falcon realizes the above functionality using ASS-based interac-
tive protocols that require 8 + 4log, £ rounds and O(flog ¢) bits of

1U,n denotes the set of n-bit unsigned integers.

ZSince the maximum value of elements in ¢ is bounded by n + 1, it is sufficient to
execute the VDPF over the smaller domain Zj,, rather than Z,n, thereby significantly
reducing the full-domain evaluation overhead of VDPF keys in the setup phase.
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Table 2: A toy example of IIycmp (n = 4)
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Algorithm 1 Unsigned Integer Comparison (ITycmp)

Input: P, and Py, input (3)-shared bitwise representation [[X]] of
a private value x € Ugn, where [[X[i]]] € Zgp, fori € [0,n—1],
along with a public integer y € Upn.

Output: P, and Py, output (2)-shared [[res]], where res=1{x <}.

[Setup] Upon initialization, the party Pp,, does:
1: fori={0,1,2,---,n—1} do

2 Randomly sample a[i] & Zon and [[@[i]T]o & Zon

s (@l = alil - (@[T

e (k3[i).k}[i]) « VDPF.Gen(1%,d[i], 1)

5: end for . R

6: Ppyp sends ([[@llo, k3) to Py and ([[&]]1,k}) to Ppyy.

7: Py, and Py, jointly run the DPF key verification protocol in
[11] to check the well-formness of the VDPF keys. If the check
fails, abort.

8: fori={0,1,2,---,n—1} do

9: Py and Py expand its DPF keys on domain Zz,,? to produce
(3)-shared vectors [[V[i]]] by VDPF.BVEval, where V is a two-
dimensional array and [[V[i]]] is produced by k_g [i] and k} (1],
which represents the share of a one-hot vector at point a[i].

10: Py, and Py, jointly compute:

e ([l = X3 [V

2 [IsI = @00 - 232G - IV

13: Py, and Py open [[t]], [[s]] then check if # = 1 and s = 0. If
the check fails, abort.

14: end for

[Evaluation] Upon receiving the sharing value [[X]] and a public
n-bit integer y, the party Py, and P, do:

15: fori={n—-1,n-2,---,0} do

e [[alilll = (X[ - yli]

e [[wlilll = [[%[i]]] & yli]

s [[El = M@l + 1+ X3, [wlk]

19: end for

20: forif {0,1,2,---,n—1} do

a1 [[S[i1T] = [[E[E1T) + [lalilTl

22: end for .

23: Py, and Py, open § over ring Zyp,.

24: return [[res]] = P IV [6[i]11).

communication. In our protocol that realizes the same functionality,
we employ the verifiable distributed point function (VDPF) [11]
to evaluate all elements in ¢ in parallel, thereby avoiding costly
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interactions and achieving a protocol with a constant round. Table 2
illustrates a toy example of the above evaluation process.

We formally describe our secure unsigned comparison protocol
(ITycmp) in Algorithm 1. Given a (2, 2)-shared bitwise represen-
tation [[X]] of a private input x € Ujn, shared between parties
Py, and Py, and a public input y € Usyn, the goal is to securely
compute whether x < y. At the end of the protocol, parties P, and
Py, receive a (2, 2)-shared output [[res]], where res = 1{x < y}.
Party Py, acts as a helper during the setup phase to facilitate the
generation of DPF keys.

The setup phase of protocol ITycmp is designed to ensure se-
curity against malicious behavior during DPF key generation. A
corrupted key provider Py, may generate incorrect keys, such as
for a point function f‘; 5 with § # 1, violating the assumption § =1
and compromising correctness. Alternatively, the adversary may
send valid keys but share an incorrect index a* # a with P, and
Pp41, leading to incorrect evaluation §* = ¢ + a*. To prevent such
errors, we adopt the VDPF scheme [11], which enforces correct
key generation. During full-domain evaluation, a (3)-shared vector
[[3]] is constructed, and correctness of f8 is ensured by checking
> [8[E]] = 1. To verify the shared index «, the parties compute
([s]l = [lellp = Xiez,, i - [3[i]]] and reveal s, accepting only if
s = 0. It should be noted that the online evaluation phase remains
vulnerable to malicious attacks, such as additive errors when open-
ing 5. In the next subsection, we show how to build a maliciously
secure 3PC comparison protocol based on ITycmp.

Analysis. To avoid expensive online computation, P, and Pp4
perform a full-domain evaluation of the VDPF during the setup
phase, precomputing outputs for all possible inputs. This allows
direct retrieval in the online phase without invoking VDPF.Eval,
significantly reducing latency and computation. The key size of
Mycmp is n - ((A +2) - log, 2n + n + 44) bits, where A is the VDPF
security parameter. Online communication is limited to nlog, 2n
bits in a single round (see Appendix D.1 in [7] for details).

4.2 DRelLU

For an ¢-bit value x € Zy¢ in 2’s complement notation, DReLU (i.e.,
derivative of ReLU) is defined as:

DReLU(x) = 1{x < 271} = 1 - MSB(x) 2)

The most significant bit of x, i.e., MSB(x), can be computed follow-
ing the approach of [14, 19, 44], using the following formula:

MSB(x) = MSB(xp) ® MSB(x1) ® 1{yo +11 = 21}  (3)

where x = x¢ + x1, yo = xo mod 2f=1 and y1 = x1 mod 2t-1,
Then, we use a random number r € Z,¢ to blind x, yielding
% =x+r mod 2°. MSB(x) is subsequently computed as:

MSB(x) = MSB(%) @ MSB(2/ —r) @ 1{o > 271 =1 — 1} (4)

where o = # mod 271, §; = (2° =) mod 2°~1. The core idea
of our 3PC protocol stems from the following observation: the first
MSB term can be computed locally, while the second MSB term
can be precomputed during the setup phase. As a result, only the
final comparison needs to be performed in the online phase, which
merely involves invoking IIycmp to compute 1{f > 2/~ —§; -1},
where ijg is a public input and the bitwise representation of 2¢=1 —
U1 — 1 is precomputed and secret-shared.
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three pairs of (3)-sharing (3)-sharing

| (3)-sharing 3

Po 1671, > Iv14 611w} (1= 21 + Do) | | @k

w0 = 21 + 1, @)

P, BLf 1o |[0'LE 0 ] = 171, + ],

Py (16210~ 1v?1o |[6°0:11~[v°],

[[J represents that Pp, invoke ITycmp and B2A with Pp.;4; to obtain (62, _;, —
represents that calculating [[0?~*2]])1_; = [1T]p4+is1 - (1 — [[0°77*2]]1-;), where
be {0,1,2} andi € {0,1}.

Figure 1: High-Level Design of Secure DReLU Protocol

We describe our maliciously secure DReLU protocol (IIpgreLy)
in Algorithm 2. Given a (3, 2)-shared input (x) where x € Z,,
the goal is to securely evaluate DReLU, which returns 1 if x > 0
and 0 otherwise. At the end of the protocol, the parties obtain a
(3, 2)-shared output (v), where v = DReLU(x). At a high level (see
Figure 1), each pair among Py, Py, 1, P42 jointly runs the IIycmp
protocol to generate three (2, 2)-shared comparison results. These
are converted into a single (3, 2)-shared output using the RSS con-
sistency property, ensuring correctness against malicious behavior.

Specifically, in the setup phase, each pair among Py, Py, 1, Ppio
jointly generates and distributes the (2, 2)-shared terms MSB (2¢~r)
and 271 - §; — 1, followed by verification by all three parties
(Lines 1-9). The parties then invoke the setup phase of IIycmp to
generate and verify required parameters (Line 10), and generate
the (3,2)-shared value (1), where both P, and P, hold [[1]];
(Line 11). In the evaluation phase, the parties compute the blinded
input x from the (3, 2)-shared (x) (Lines 12-17). Using Eq. (5) and
Eq. (7), they invoke ITycmp with auxiliary parameters to compute
the (3, 3)-shared value [[v]], where v = 1 — MSB(x) (Lines 18-25).
Finally, they invoke Reshare to convert [[v]] into a (3, 2)-shared (v),
and invoke FpaccCheck to verify output correctness (Lines 26-29).

Security Against Malicious Adversaries. IIpge y consists
of three interactive parts: 1) generation and distribution of VDPF
keys and auxiliary parameters; 2) reconstruction of secret-shared
blinded input; and 3) secure evaluation and resharing of the result
for Eq. (7). We describe the defense mechanisms in each part to
resist malicious adversaries.

1) The potentially malicious party P, may distribute incorrect
VDPF keys and auxiliary parameters. While VDPF key verification
is covered in Section 4.1, we focus here on validating the auxiliary
parameters, including the secret shares of rb, cb, and the bitwise
representation ﬁb . These parameters are considered correct if and
only if they satisfy: ¢ = MSB(2f —r), and y = 2¢ — 1 — ((2/7! -
r) mod 2[_1). Upon receiving [[rb]], the semi-honest parties Py
and Py, compute [[¢*]] = [MSB(2f—r?)]], [[y*]] = 261 (271~
[[r*1) mod 2¢=1). To verify the correctness of [[c?]] and [[7°]],
they check whether ¢ = ¢*, Zf;oz 7[i] - 2)) = y*. Accordingly,
Pyy1 and Py, locally compute [[6:]] = [[c*]] - [[c?]], [[8,]] =
ly*TI = 222 (P[] - 27), and jointly reveal 8, 8. If either value
is non-zero, the protocol aborts.

2) The malicious party Pj may introduce errors during the recon-
struction of the blinded input £. Since Py, shares [[r?]] with Py,
and Py, the parties can define a consistent (3)-sharing (r?) from

("1, where (%) = ([[*"Tlo. /"), (r**1) = (0, [[r"*'Tlo). and
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Algorithm 2 DReLU (IIpgreLu)

Input: (3)-shared (x), where x € Zy:.
Output: (3)-shared (v), where v = DReLU(x).
[Setup] Upon initialization, the party Py, (b € Z3) does:

: Randomly sample rb i Zoe and %o i Zoe.

: Compute (211 =r? = [[*To.

: Compute ¢ = MSB(2/—rP), yb =20—1-((2/-r?) mod21).

. Sample [[c®]lo, [[¢?])1 such that [[¢*]lo@[[c?]]1 = c? over Z;.

- Sample [[7°[i]Tlo, [[5° [i]]]1 such that [[§”[i]]lo + [[7°[i1]1 =
§P[i] for i € [0, £ — 2] over Zy(e-1)-

6 Py sends ([[r’llo. [[c"Tlo. [[5"lo) to Py and sends
(I, [P T, [[5°11) to Py

7: Ppyq and Py, locally compute [[r']] = 2¢ — [[rb]] and [[y*]] =
26— 1 (21 = [[r]) mod 2(71).

8: Ppyq and Py, jointly compute [[¢*]] = [[MSB(r")]] using
semi-honest secure MSB protocol in [32] and compute [[5.]] =
[[e* 1l — [lell and (18,1 = [ly*1l - X(Z2([H11 - 21) locally.

9: Ppyq and Py, jointly reveal §c and &y. If 6c #0 or 64 #0, abort.

10: The parties jointly invoke the setup of IIycmp to generate and
check the required parameters. If the check fails, abort.

11: The parties invoke (@) < F,qnd(Zye) to share a MAC key a €
Zye and jointly generate a shared value (1) = ([[1]]5, [[1]p+1)-

[Evaluation] Upon receiving (x), the party Py, (b € Z3) does:

12 Set (r%) = ([[r"To. [7°10). Py = (0.[[r** o). and
(r¥*2y = ([[rP*2]11, 0).
3. forie€ {0,1,2} do

[ I N T

—_

(&) = (x)+(r)
15: Party P;41 obtains X; by invoking Frecon ({Xi), i + 1)
16: Party P;42 obtains X; by invoking Frecon ({Xi), i + 2)

17: end for
18: fori € {0,1} do
0, [lrest= "2y —Tyemp ([H°*1-i> Kp—isz mod 2771
200 VT =i MSB(Rp-i42) @ ([P 21— @ [[res? 2]y
21: end for
P, and Pb+1 (b (S Zg) do:
22: Obtain [[#”*2]] by B2A with P, input 0{”2 and Py, input 96”2.
23 [[o0]] = [1Tps1- (1= [[6°*21)), [[moo]l = [[@llper- (1~ [[67*2])).
Pb and Pb+2 (b (S Z3) do:
24: Obtain [[#”*]] by B2A with P, input Hlb“ and Py, input 03“.
25 [[o1]] = [[1]] - (1 = [[6°T)), [[mor]] = [l - (1 = [[67*2T).
Py, P1, and P, collaboratively compute:
26: [[0]] = [[wo]l + [[v1]], [[mo]] = [[mooll + [[mo1]]
27: (v) < Reshare([[v]]), (mv) « Reshare([[mv]])
28: Invoke FmacCheck on (v) and (mv). Abort if the check fails.
29: return (v).

(r?*2y = ([[r’*2])1,0). Note that (x) is already a consistent (%)-
sharing, and since (x) = (r) + (x), the resulting share (X) remains
consistent. Given that (X) is consistent, the parties can reconstruct
x correctly to Py, and Pp,, using the functionality Frecon.

3) The malicious party may introduce errors either during the
computation of the (%)—shared DReLU result or in the subsequent
resharing of the (3)-shared output. Since all such errors can be
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attributed to additive errors introduced before the resharing phase,
and at least two of the three parties are semi-honest, it is guaranteed
that at least one pair of correct (3)-shared values exists. As a result,
the additive errors introduced prior to resharing can be efficiently
detected using the functionality FpacCheck-

Analysis. Table 3 presents a complexity comparison of secure
DReLU protocols with state-of-the-art frameworks, including Fal-
con [49] and the protocol of Li et al. [28]. This advantage is further
validated by empirical results in Table 4.

Table 3: Complexity Comparisons of Secure DReLU Protocols
with SOTA, including Falcon (PETS’21) and the work of Li et
al. (USENIX Security’23)

Protocol Rounds Comm. Cost (bits)
Falcon [49] 9+4logt (L logp+1)t—5logp
Lietal [28] S08alm, oq,  Slglmlogp,, 5,
Ours 18 16¢+2(f—1)logt

¢ denotes the bit length, m is the number of AND gates processed in parallel in a
single batch, A is the degree of the polynomial used in the zero-knowledge proof,
and p is a prime number.

4.3 Extension to Selection

The secure DReLU protocol naturally extends to the Select func-
tionality with malicious security, where Select(x,y) = 1{x > 0} - y.
Given (3)-shared values (x) and (y), the protocol Igeject outputs
(y) if x > 0, and (0) otherwise. This supports ReLU and Max, since
ReLU(x) = Select(x,x) and Max(x,y) = Select(x — y,x — y) + y.
A naive realization of IIgelect multiplies DReLU(x) with y, produc-
ing a (3)-sharing that requires resharing and verification. To avoid
additional verification overhead, we replace the multiplication by
[[1]] in Lines 23 and 25 of Algorithm 2 with [[y]], and compute the
MAC of y using a semi-honest multiplication. This is verified via
FMacCheck, €liminating additional verification for resharing. The
full protocol is detailed in Algorithm 4 in Appendix C.1 in [7].

5 Maliciously Secure Non-linear Protocols

We introduce a maliciously secure 3PC protocol for lookup tables
and integrate it with our comparison protocol to realize constant-
round 3PC protocols for inverse and reciprocal square root. These
serve as building blocks for implementing non-linear functions in
transformers, including GELU, Softmax, and LayerNorm, under the
malicious 3PC model. Protocol dependencies are shown in Figure 4
(see Appendix C in [7]). The full security and complexity analysis
of the protocol is presented in Appendix D in [7].

5.1 Lookup Table

A lookup table (LUT) maps input values to precomputed outputs,
enabling fast retrieval for non-linear functions. Given a (3)-shared
input (x) and a public table T, the goal of IT) y is to securely return
(T[x]) without leaking x. A standard approach is to encode x as
a one-hot vector # € {0, 1}" by comparing it with all indices. The
desired output is then obtained via an inner product (i, T).

We design a communication-efficient, maliciously secure ITj yT1
protocol using verifiable distributed point functions (VDPFs) and



Mosformer: Maliciously Secure Three-Party Inference Framework for Large Transformers

Algorithm 3 Inverse (I},,)

Input: (3)-shared (x), scaling base b, fixed-point precision f, table
Texp and table T"im,, where the size of Texp is n = [logy, 22f —1].
Output: (;’)—shared (z) where z = 1/x.
1: for if 1 to n do in parallel
2 (d[i]) < MpReLu((x) - b")
3. end for

o (k) = X1 Nd[i])

5: <Z’> «— HLUT(<k + 1): fexp)

6 (q) — FL (0, (1)

7: (W) — HLuT(<q - 1/b>, 7_:inv)
8: return (z) « ré;},((t),(W))

MAC-based consistency checks. Each party samples a random index
r and generates VDPF keys at position r, forming a secret-shared
one-hot vector via full-domain DPF expansion. To realign this vector
to the input x, parties compute masked offsets x —r and apply index
rotation. A MAC check ensures correctness: parties jointly sample
a MAC key, compute MAC tags on the output, and perform a final
consistency verification. Similar to IIpreLy, our protocol guarantees
malicious security with minimal rounds and low communication
overhead by leveraging compact DPF-based components. The full
protocol is provided in Algorithm 5 (see Appendix C.2 in [7]).

5.2 Inverse and Reciprocal Square Root

A straightforward approach to securely compute the inverse and
reciprocal square root is to apply the secure LUT protocol II y7.
However, under malicious security, using a full-domain LUT of
size 2¢ over Zye incurs prohibitive overhead. To address this, we
introduce a general domain reduction strategy that significantly
reduces the LUT size while preserving accuracy. Given a positive
input x, we select a scaling base b € Z,r and determine the interval
index k such that b* < x < bK*1. By scaling x with b~ (K*1) ijts
value is normalized to the interval [1/b, 1), allowing us to focus the
LUT on a compact subdomain. With fractional bits of precision f,
we can construct a lookup table of size (1-1/b) - 2/, which enables
efficient evaluation within this restricted domain.

To determine the scaling factor b~ (k+1) e apply IIpReLy to
compare {x) with thresholds b, b2, ..., b", yielding a binary vector
(07) with c?[i] =1if x > b’, and 0 otherwise, where the choice of n
will be discussed later. When x € [bk, bk”), the first k elements of
(j are 1 and the rest are 0, allowing the interval index k (bounded
within [0, n]) to be computed as k = ; J[i]. The corresponding
scaling factor b~ (K*1) s then efficiently retrieved from a compact
auxiliary lookup table.

To ensure correct domain reduction over the ring Z,¢, we require
that the inverse of the scaling factor, (karl / 2of )1 -2f isvalidin Zoe,
i.e., it must be at least 1. This constraint leads to two implications: (i)
the interval index must satisfy k < log,, 2%f — 1; (ii) the input value
x must be constrained to the interval [0, 22/] to prevent incorrect
computations. Fortunately, as shown in Table 10 (see Appendix
E in [7]), the input distributions of transformer layers typically
fall within this range, making the design practical for real-world
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inference. Under this constraint, at most [log;, 22f 1] invocations
of TIpReLy are required, i.e., n = [logy, 22f _17. Moreover, since each
invocation corresponds to x shifted by a constant, all evaluations
can be performed in parallel using shared keys, which significantly
enhances computational efficiency.

For the inverse, )l( is transformed into b~ (K+1) . L The

Y-
detailed steps of the secure inverse protocol (ITj,y) is shown in
Algorithms 3. In this protocol, the following lookup tables are used:

. Texp[i] = |_(bi/2f)—1 .sz for i € [0, [log, 22f _17]
o Tolil = [(i/2f +1/b)" - 2f | fori € [0, (1 - 1/b) - 2]

Here, f denotes the number of fractional bits in the fixed-point rep-
resentation, which determines computation precision. The recipro-
cal square root ‘/L; is similarly reformulated as Vb~ (k+1). ﬁ
Due to space constraints, the secure reciprocal square root protocol
(ITrsqrt) is provided in Algorithm 6, Appendix C.3 in [7]. We also
refer the reader to Appendix F in the full version of this work [7]
for a detailed analysis of how the scale base affects the precision of
inverse and rsqrt protocols, which guides our parameter selection
in secure inference.

5.3 Other Non-linear Functions

Combining our secure comparison and lookup table protocols en-
ables the construction of maliciously secure and efficient 3PC proto-
cols for GELU, Softmax, and LayerNorm. The formulated algorithms
are deferred to Appendix C in [7].

GELU. The GELU function is defined as GELU(x) = 0.5x(1 +
tanh(\/Z/_n(x+0.044715x3))). In semi-honest settings, secure GELU
is often implemented using segmented functions or approximate
polynomial fitting [34, 40], which require multiple invocations of
secure multiplication and comparison protocols. However, these
approaches become prohibitively expensive under malicious secu-
rity. Inspired by SIGMA [19], we adopt a range-restricted lookup
table construction to evaluate GELU efficiently in the malicious
3PC setting, implemented using our IT| y1 protocol.

Softmax. For a vector ¥ of dimension k, let xmax = max(xg, x1, . . .
Xk—1). The softmax function returns a vector § such that y[i] =
ex[i]’xma"/z;?;ol eXlil=%max for j € [0,k — 1]. This computation
consists of three main components: (i) maximum selection, (ii) expo-
nentiation, and (iii) division. The maximum Xpax is computed using
[log, k1 invocations of the ITgg|ect protocol. For exponentiation, we
adopt the approximation method proposed in BOLT [40], imple-
mented using our IIge|ect and IT y1 protocols. Finally, the division
is performed by invoking ITj,, and 7"n<m>|

LayerNorm. For a vector X of dimension k, LayerNorm out-
puts a vector § such that y[i] = y - (x[i] — m)/+o + B, where
m= % Z?z_ol x[j] is the mean and v = % Z?;OI (x[j] = m)? is the
variance. The parameters y and f denote the weight and bias, respec-
tively. Since the computation involves multiplication, and reciprocal
square root, secure LayerNorm can be efficiently implemented by

invoking ITRsqrt and Tni.u>['
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6 Secure Transformer Inference with Modulus
Conversion

Transformer-based models consist of sequential linear and non-
linear layers, each connected with appropriately sized dimensions.
Mosformer develops a suite of secure protocols for these layers, en-
abling the construction of arbitrary transformer architectures such
as BERT and GPT. For linear layers, Mosformer employs Falcon’s
protocols [49], which achieve state-of-the-art performance under
the three-party malicious security model. For non-linear layers, it
utilizes the secure protocols introduced in Section 5.

In secure transformer inference, real-valued data is typically
scaled and quantized into fixed-point integers over a ring Z,¢ to
support efficient and secure computation. A fixed-point format
with f bits of precision over Z,¢ can represent values in the range
[—folff ,of=1=f ). However, the numerical requirements of dif-
ferent operations vary significantly. For example, multiplication
consumes precision bits and reduces the effective representable
range, whereas comparison primarily relies on the most significant
bits and are largely insensitive to the underlying precision.

Maintaining a uniform ring throughout secure inference, as
adopted in frameworks like SHAFT [22], PUMA [13], and MPC-
Former [27], ensures correctness but incurs significant inefficiencies.
In particular, using a fixed 64-bit representation introduces unneces-
sary computational and communication overhead. To mitigate this,
Mosformer adopts an operation-aware modulus conversion mech-
anism that dynamically adjusts ring size and precision based on
operation characteristics. As illustrated in Figure 5 (see Appendix
E in [7]), Mosformer assigns different ring and precision settings
to different types of operations: (1) Linear operations: Z,, 16-bit
precision. (2) Softmax and reciprocal square root: Z,3z, 12-bit pre-
cision. (3) ReLU and GELU activations: Z,1s, 6-bit precision. The
configurations, guided by transformer value ranges and protocol
properties, use operation-aware precision to reduce computation
and communication costs while preserving accuracy. Appendix E
details the chosen ring and precision settings.

To perform the aforementioned modulus conversion between
different rings, we introduce two core building blocks: downcast
and upcast, which enable secure modulus conversion under the
malicious secure three-party setting. Downcast converts values
from a larger to a smaller fixed-point ring (e.g., from Zyes to Zy1s),
while upcast performs the reverse. These protocols ensure secure
and efficient transitions between computation layers with hetero-
geneous precision settings. Due to space limitations, full protocol
details are presented in Appendix C.6 in [7].

7 Evaluations

7.1 Implementation and Experimental Setup

Testbed Environment. Mosformer is implemented in C++ with
OpenMP for multi-threaded matrix multiplication. The source code
is available at https://github.com/XidianNSS/Mosformer. All ex-
periments are conducted on three servers running Ubuntu 24.04,
each equipped with an AMD Ryzen 9 9950X 16-core processor and
128 GB of RAM. To emulate various network conditions, the Linux
tc tool is used to control the bandwidth between servers. The de-
fault network configurations follow those used in Bumblebee [34],
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Table 4: Online Performance of [IpreLu, iny, and IlRsqrt
Compared to SOTA Malicious 3PC Schemes: Falcon (PETS’21),
Li et al. (USENIX Security’23), and Privformer (EuroS&P’23)

DReLU

#Inputs Scheme* LAN (s) WAN(s) Comm.(MB) #Rounds
Falcon [49] 0.052 0.157 4.416 29
104 Lietal. [28]  0.165 1.125 7.593 460
Ours 0.021 0.081 1.144 18
Falcon [49] 0.482 1.116 44.155 29
10° Li et al. [28] 0.501 2.528 75.934 460
Ours 0.162 0.422 11.444 18
Falcon [49] 5.078 11.322 441.551 29
106 Lietal. [28]  3.820  16.492 759.337 460
Ours 1.992 4.949 114.441 18

Inverse

#Inputs Scheme™ LAN WAN Comm. #Rounds
102 Falcon [49] 0.022 0.291 0.226 171
Ours 0.006 0.084 0.051 42
10t Falcon [49] 0.28 0.855 22.631 171
Ours 0.12 0.303 5.112 42

Reciprocal Square Root

#Inputs Scheme* LAN WAN Comm. #Rounds
102 Privformer [1]  0.034 0.488 0.254 281
Ours 0.006 0.085 0.056 42
104 Privformer [1]  0.339 1.149 25.434 281
Ours 0.124 0.315 5.646 42

*We evaluate all schemes, including our own, under a single-threaded setting.

including a local-area network (LAN) setting with 1 Gbps band-
width and 0.5 ms latency, and a wide-area network (WAN) setting
with 400 Mbps bandwidth and 4 ms latency. In our experiments, we
used 16 threads for matrix multiplication to accelerate the most
compute-intensive operations, while the rest of the computation
was executed in a single-threaded manner.

Concrete Parameters. All secure computations are performed
over secret-shared values under a mixed-modulus setting. For linear
operations such as multiplication, values are represented as integers
in the ring Zye+ with 16-bit fixed-point precision. For softmax and
reciprocal square root, we use a secret-sharing ring of Z,s> with
fixed-point precision f = 12. For ReLU and GELU within feed-
forward layers, computations are executed over Z,is with f = 6.
The security parameter for VDPF is set to A = 128. The scale base b
used in ITjny and [Rrsqrt is set to 256, as detailed in Appendix F [7].

Models & Datasets. We evaluate our scheme on 3 transformer
models, including the vanilla transformer [46], BERT-base [12], and
GPT2-base [9]. All models are obtained from publicly available
sources, with detailed model parameters provided in Table 11 of
Appendix G in [7]. We evaluate BERT-base on the QNLI, RTE, and
STS-B tasks from the GLUE benchmark [50]. QNLI and RTE are
classification tasks evaluated using accuracy, whereas STS-B is a
regression task evaluated using Pearson and Spearman correlation
to assess sentence similarity. For GPT2-base, we evaluate language
modeling performance on the WikiText-103 dataset [36], using
perplexity as the evaluation metric.

7.2 Microbenchmarks

7.2.1 Baselines. We evaluate our DReLU, LUT, inverse, reciprocal
square root, and GELU protocols over Z,s2 with 12-bit precision.
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Falcon [49], Li et al. [28], and Pika [47] are state-of-the-art mali-
ciously secure 3PC frameworks. Falcon implements a DReLU pro-
tocol via random masking and an inverse protocol that leaks the
input range. Li et al. propose a bit-level comparison protocol us-
ing optimized Boolean circuits, which outperforms MP-SPDZ [23],
Fantastic Four [10], and SWIFT [25]. We therefore exclude these
prior frameworks from our comparison. Privformer [1] builds a
maliciously secure reciprocal square root on Falcon’s inverse pro-
tocol. Pika [47] presents a LUT protocol that achieves malicious
security. While its design adopts a different input-output sharing
format ((2,2)-sharing), it remains closely related to our protocol,
which is based on (3,2)-sharing. To the best of our knowledge, no
maliciously secure 3PC protocol for GELU is known; we defer the
evaluation of our IIggLy to Appendix H.1 in the full version [7].

7.2.2  Benchmarking Our Sub-Protocols. Table 4 presents a compre-
hensive comparison of the online performance of our sub-protocols
IpRreLus Miny, and Igsqrt against state-of-the-art malicious 3PC
schemes, including Falcon [49], Li et al. [28], and Privformer [1].
We observe that our sub-protocols consistently outperform all state-
of-the-art baselines. For DReLU, our protocol achieves up to 7.9x
LAN and 13.9x WAN speedup over Li et al., and 2.6 — 3.5X over
Falcon across all input scales. It also reduces communication cost
by up to 6.6x and rounds by 25X compared to Li et al’s protocol.
For inverse, we observe 2.3-3.7X improvements in runtime, a 4.4X
reduction in communication, and a 4.1X reduction in the number of
rounds. Our Rsqrt protocol achieves up to 5.7X speedup and 4.5x
lower communication over Privformer. These results highlight the
efficiency and scalability of our maliciously secure protocols.

Table 5 compares the performance of our LUT protocol (IT| yT)
with that of Pika [47] across varying input sizes, evaluating run-
time under LAN and WAN settings and communication costs in
both offline and online phases. While our LUT protocol is compa-
rable to Pika [47] in online performance, it achieves substantial
improvements in the offline phase, yielding up to 207.8Xx speedup
in LAN settings and 85.7x in WAN settings for 10° inputs. This
performance gain is primarily attributed to the difference in key
validation domains: our protocol validates keys over Z,¢, whereas
Pika performs validation over the larger ring Zye+:, where t is its se-
curity parameter. As a result, the overall complexity of our protocol
is 0(2"), in contrast to Pika’s O(2f*"). In terms of communication
costs, our protocol incurs lower overhead in the offline phase and
moderately higher overhead in the online phase, which represents
a reasonable trade-off given the overall performance benefits. It
is worth noting that the two schemes operate under different sys-
tem settings. Our protocol assumes a symmetric 3PC model, while
Pika is based on an asymmetric (2 + 1)-PC model. Accordingly,
they adopt different input-output secret sharing formats: our proto-
col uses (3, 2)-sharing, whereas Pika employs (2, 2)-sharing. This
fundamental difference prevents Pika’s LUT protocol from being
directly applied in our setting.

7.2.3  Maliciously Secure CNN Inference Using I1pge; . To demon-
strate the generality and superiority of our comparison protocol,
we evaluate secure CNN inference based on IIpreiy on AlexNet
and ResNet50. In our evaluation, we set the batch size b to 128 for
AlexNet and 1 for ResNet50. The input tensor dimensions (c, h, w)
represent the number of channels, height, and width, respectively,
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Table 5: Comparison of II y1 with that of Pika (PETS’22) in
terms of runtime (s) and communication costs (MB)

LAN (s) WAN (s) Comm. (MB)

#Inputs  Scheme Offline  Online Offline Online Offline Online

Pika [47] 2.776 0.007 4.217 0.032 0.311 0.023

3
10 Ours 0.013 0.007 0.034 0.037 0.210 0.053
10t Pika [47]  28.143 0.032 34.298 0.058 3.108 0.229
Ours 0.143 0.038 0.368 0.071 2.098 0.534
10° Pika [47] 284.865  0.288  299.725  0.363 31.081 2.289
Ours 1.371 0.313 3.497 0.405 20.981 5.341

*We evaluate both Pika’s protocol and ours using a single thread.

Table 6: Comparison of Secure CNN Inference based on
IIpreLy with Falcon (PETS’21) and the work of Li et al.
(USENIX Security’23) in terms of online runtime (s) and on-
line communication costs (GB)

I t Si N
Model Batch Size npu lzf Scheme' Time Comm. #Rounds
(¢, h, w)
Falcon [49] 92.37  3.23 1032
AlexNi 12
exNet 8 (3,33,33) Ours 3672 1.25 232
Lietal [28] 63.33 27.19 -
ResNet 1 224,224
esNet50 (3,224, 224) Ours 1144 4.40 1235

*(c, h, w) represents the number of channels, height, and width of an input tensor.
TLietal. [28] perform secure CNN inference using 32 threads, whereas Falcon [49]
and our scheme are evaluated with 16 threads.

with values of (3, 33, 33) for AlexNet and (3, 224, 224) for ResNet50.
As shown in Table 6, our approach achieves up to 5.5X speedup,
6.2X reduction in communication, and significantly fewer rounds
compared to state-of-the-art maliciously secure baselines, including
Falcon (PETS’21) and the work of Li et al. (USENIX Security’23).
We further observe that the performance gap between Falcon and
our work is smaller than that between Falcon and Li et al., indi-
rectly reflecting Falcon’s strong baseline performance. These results
highlight the efficiency and scalability of our IIpreL y-based design
under malicious security.

7.3 Evaluation on the Vanilla Transformer

7.3.1 Baselines. Privformer is the only existing work supporting
secure transformer inference under the same model as Mosformer,
i.e., a three-party malicious setting with honest majority. However,
it is limited to the vanilla transformer architecture proposed by
Vaswani et al. [46], which includes multi-head attention (MHA),
masked MHA, feed-forward networks (FFN), and LayerNorm, due to
limited support for secure operations. As source code is unavailable,
we re-implemented Privformer from its paper for a fair comparison.

For a broader comparison, we also evaluate Falcon [49], a rep-
resentative three-party maliciously secure framework for CNN
inference. As shown in Section 7.2, Falcon outperforms the work
of Li et al. (USENIX Security’23). Since Falcon does not support
the Softmax operation, we extend it by integrating CrypTen’s ex-
ponential function protocol [24] with Falcon’s existing max and
division operations, resulting in a maliciously secure Softmax im-
plementation. We refer to this extended version as Falcon+ in our
evaluation.
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Figure 2: Online Performance Comparison and Breakdown of Secure Transformer Inference (All schemes use 16 threads; the
evaluated vanilla transformer architecture consists of multi-head attention (MHA), masked MHA (MMHA), feed-forward

networks (FFN), and LayerNorm.)

7.3.2  Overall Performance. We evaluate Mosformer with and with-
out modulus conversion (M.C.) under both LAN and WAN settings,
as shown in Figure 2. Compared to Privformer, Mosformer with
M.C. achieves a 5.3x speedup in LAN and 4.2x in WAN. Compared
to Falcon, the speedup reaches 3.4X in LAN and 3.9x in WAN. The
corresponding communication cost is reduced by 4.3x and 1.8X%,
respectively, while the number of communication rounds is reduced
by 2.6x and 11.9X, respectively.

7.3.3  Modulus Conversion. Modulus conversion reduces compu-
tation time and communication costs across all Mosformer com-
ponents. Although it slightly increases communication rounds by
2.3%, it achieves substantial gains, cutting runtime by 30% in LAN
and 27% in WAN and lowering communication cost by 25%. These
improvements mainly result from reduced overhead in non-linear
operations such as Softmax, ReLU, and reciprocal square root, which
outweigh the added cost of modulus conversion.

7.3.4  Component-Level Performance. We provide a detailed analy-
sis of Mosformer’s implementation of attention, FFN, and Layer-
Norm in Appendix H.2, along with the deferred MAC check opti-
mization (see the full version [7] for more details). Built upon our
efficient non-linear protocols, Mosformer achieves 2 —6.6X speedup
and significantly reduces communication and rounds compared to
Privformer and Falcon+, demonstrating practical efficiency under
malicious security.

7.4 Evaluation on BERT and GPT

7.4.1  Accuracy. Table 7 presents an accuracy comparison of infer-
ence in the plaintext and ciphertext domains across several secure
frameworks, evaluated on the GLUE benchmark for BERT-base and
the WikiText-103 dataset for GPT2-base. We report the percentage
of accuracy drop (Acc. drop (%)) to quantify the utility degradation
introduced by secure inference. For BERT-base, most frameworks
exhibit limited accuracy degradation across the QNLI, RTE, and
STS-B tasks. Our scheme achieves comparable or better perfor-
mance than prior works. Specifically, on the STS-B task, Mosformer
without modulus conversion (w/o M.C.) incurs only a 0.9% accuracy
drop, outperforming BOLT (1.3%). Enabling modulus conversion
(w/ M.C.) slightly increases the drop to 1.0%. For QNLI and RTE,
Mosformer (w/o M.C.) incurs drops of 0.4% and 0.6%, respectively,
matching or surpassing prior frameworks such as BOLT, Bumble-
Bee, and SHAFT. Even with modulus conversion, the degradation
remains modest (up to 1.7%), reflecting a reasonable trade-off be-
tween accuracy and computational efficiency. For GPT2-base, we
evaluate utility via perplexity on WikiText-103, where lower is
better. Mosformer shows strong results: perplexity rises only 0.3%
without modulus conversion and 2.4% with it, clearly outperform-
ing Ditto (5.3%).

These results confirm that Mosformer effectively preserves model
utility under secure inference. The observed accuracy degradation
without modulus conversion remains limited, with all tasks exhibit-
ing losses below 1%. This is primarily due to the use of fixed-point
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Table 7: Accuracy Comparison of Secure Inference Frame-
works on the GLUE Benchmark for BERT and WikiText-103
for GPT2

Framework Method BERT-base GPT2-base
ONLI RTE STS-B WikiText-103*
plaintext - 69.7  89.6 -
BOLT ciphertext 69.3 8384 -
Acc. drop (%) - 0.6 1.3 -
plaintext 90.3  70.0 - -
BumbelBee ciphertext 90.2  70.0 - -
Acc. drop (%) 0.1 0 - -
plaintext 90.7 - - -
SHAFT ciphertext 90.4 - - -
Acc. drop (%) 0.4 - - -
plaintext 91.6  68.6 - 12.3
PUMA ciphertext 91.4 68.4 - 12.3
Acc. drop (%) 0.2 0.3 - 0
plaintext 91.6  68.6 - 12.3
Ditto ciphertext 91.8 67.8 - 12.9
Acc. drop (%) 0.2 1.2 - 5.3
plaintext 90.6  69.7 86.1 37.5
w/ M.C.F 89.1 68.6 87.0 38.4
Ours w/o M.C.F 90.2 693 853 37.6
Acc. drop (%) w/ M.C 1.7 1.6 1.0 2.4
Acc. drop (%) w/oM.C 0.4 0.6 0.9 0.3

*A lower score on this metric indicates better performance.
"w/o M.C. and w/ M.C. denote Mosformer without and with modulus conversion,
respectively.

arithmetic in secure computation, which replaces floating-point op-
erations in plaintext inference and inherently introduces some preci-
sion loss. Furthermore, Mosformer leverages table lookup methods
to securely evaluate nonlinear functions such as Inverse, GELU,
and Softmax, which may introduce additional minor computational
errors. When operation-aware modulus conversion is applied, the
additional accuracy loss is primarily attributed to the further re-
duction in bit precision. For example, the secure computation of
Softmax was originally performed over Z,s« with 16-bit fixed-point
precision. After applying modulus conversion, the computation
is conducted over Z,3. with reduced 12-bit precision, resulting in
more noticeable approximation errors due to the coarser numeri-
cal granularity. Nevertheless, the maximum accuracy degradation
remains within 2.4%, demonstrating that Mosformer strikes a prac-
tical balance between accuracy and computational efficiency for
secure inference of large transformers.

Interestingly, we observe that Mosformer with M.C. outperforms
plaintext inference on the STS-B task. Since STS-B is evaluated
using Pearson and Spearman correlations, which focus on ranking
consistency, minor precision errors introduced by secure compu-
tation may inadvertently improve the ranking alignment. Similar
effects have been reported in Ditto [51] on the QNLI task. In addi-
tion, different lookup table configurations impact the accuracy and
runtime of secure transformer inference. We provide correspond-
ing ablation studies in Appendix H.3 in [7]. Moreover, different
hyperparameter selections related to modulus conversion may lead
to varying degrees of utility loss. To validate the effectiveness of
our design choices, we conduct ablation studies on the hyperparam-
eter selection for different operations under modulus conversion.
The results confirm the soundness of our selected parameters, with
detailed analysis provided in Appendix H.4 in [7].
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7.4.2  End-to-End Performance. Mosformer is the first maliciously
secure 3PC inference framework supporting large-scale transform-
ers such as BERT and GPT. To evaluate its effectiveness, we compare
it with state-of-the-art semi-honest frameworks and also implement
a semi-honest Mosformer by removing malicious-verification steps.
Specifically, BOLT [40], BumbleBee [34], and SHAFT [22] are 2PC
semi-honest frameworks, while PUMA [13] and Ditto [51] are 3PC
semi-honest frameworks.

Online Performance. Table 8 and Table 9 compare the online
inference runtime and communication cost of Mosformer under
both semi-honest and malicious security models against state-of-
the-art 2PC and 3PC frameworks. Results for BumbleBee [34] and
SHAFT [22] are obtained by re-running their open-source imple-
mentations in our evaluation environment, while other baseline
results are taken directly from their respective papers.

As shown in Table 8, our maliciously secure protocol outper-
forms existing semi-honest 2PC frameworks, achieving up to 9.0x
speedup in LAN, 7.1X in WAN, and 12.9X lower communication
on BERT-base. On GPT2-base, it yields 2.5-3.2x LAN speedup,
1.9-2.5X WAN speedup, and up to 2.7X reduction in communication.
These results indicate that our maliciously secure protocol provides
stronger security guarantees while maintaining competitive online
efficiency compared to existing semi-honest 2PC frameworks.

Table 9 further shows that Mosformer also outperforms state-of-
the-art 3PC frameworks PUMA and Ditto. Our semi-honest variant
achieves up to 4.0x speedup and 9.2x lower communication on
BERT-base, and up to 5.1x and 17.4X reductions, respectively, on
GPT2-base. Notably, even under malicious security, Mosformer
demonstrates comparable or superior online performance relative
to prior semi-honest 3PC baselines, suggesting its potential for
practical deployment.

Offline Performance. Table 8 and Table 9 present a comprehen-
sive comparison of offline performance between Mosformer and
state-of-the-art semi-honest 2PC and 3PC frameworks. We observe
that most existing frameworks, such as BOLT, BumbleBee, PUMA,
and Ditto, do not involve offline costs, suggesting that they are ei-
ther designed primarily for online-only evaluation or do not explic-
itly distinguish the precomputation phase. In contrast, Mosformer
incurs a non-trivial offline phase due to its precomputation-based
design, which relies on advanced primitives such as VDPFs. For
example, as shown in Table 8, on GPT2-base, Mosformer (semi-
honest) incurs 160.43s of offline runtime over LAN with 20.18 GB of
communication. In the malicious setting, the offline cost increases
to 273.83s and 33.67 GB. By comparison, SHAFT incurs a smaller
offline overhead, with 20.08 seconds of runtime and 2.51 GB of
communication over LAN.

These results indicate that Mosformer introduces additional of-
fline overhead in exchange for significant improvements in online
performance. Such a trade-off is well-suited for deployment sce-
narios where offline precomputation is feasible or can be amor-
tized across multiple inferences. We also note that several prior
works [18, 52] have proposed more efficient techniques for DPF
key generation and compression. These techniques are orthogonal
to our contributions and could be incorporated into our frame-
work to further reduce offline costs. Exploring such optimizations
constitutes a key direction for our future work.
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Table 8: Comparisons of runtime and communication costs with SOTA 2PC works, including BOLT (Oakland’24), BumbleBee
(NDSS’25), and SHAFT (NDSS’25)

Runtime (s) over LAN Runtime (s) over WAN Communication Cost (GB)

Model Framework Security Model Online Offline Online Offline Online Offline
BOLT Semi-honest 533.4 0 1014 0 59.61 0
BumbleBee Semi-honest 184.86 0 292.41 0 6.40 0
BERT-base .
(128 input tokens) SHAFT Sem%-honest 171.31 39.36 437.03 100.76 10.46 4.92
Mosformer (ours) Semi-honest 20.09 323.28 49.74 827.60 1.15 40.42
Mosformer (ours) Malicious 59.47 547.66 143.02 1339.14 4.60 67.35
BumbleBee Semi-honest 123.91 0 189.62 0 2.77 0
GPT2-base SHAFT Semi-honest 96.31 20.08 244.56 51.41 5.76 2.51
(64 input tokens) Mosformer (ours) Semi-honest 9.70 160.43 23.25 413.28 0.45 20.18
Mosformer (ours) Malicious 39.26 273.83 98.89 672.57 3.07 33.67

*We evaluate our protocol using 16 threads for matrix multiplication, while the remaining components are executed in a single-threaded manner. BumbleBee and SHAFT are
also evaluated with 16 threads, whereas BOLT is evaluated with 32 threads.

Table 9: Comparisons of runtime and communication costs with SOTA 3PC works, including PUMA [13] and Ditto [51]

Runtime (s) over LAN' Runtime (s) over WANT  Communication Cost (GB)

Model Framework Security Model Online Offline Online Offline Online Offline

PUMA Semi-honest 43.98 0 444.43 0 10.59 0

BERT-base Ditto Semi-honest 30.58 0 303.5 0 4.35 0
(128 input tokens) Mosformer (ours) Semi-honest 10.88 63.79 93.11 832.48 1.15 40.42
Mosformer (ours) Malicious 25.63 109.46 226.02 1342.37 4.60 67.35

PUMA Semi-honest 38.33 0 357.65 0 7.82 0

GPT2-base Ditto Semi-honest 29.41 0 233.32 0 5.18 0
(64 input tokens) Mosformer (ours) Semi-honest 5.70 33.01 65.45 419.06 0.45 20.18
Mosformer (ours) Malicious 17.38 54.75 175.37 677.62 3.07 33.67

*We evaluate our protocol using 16 threads for matrix multiplication, while the remaining components are executed in a single-threaded manner. The thread configurations of
PUMA and Ditto are not reported in their original papers.

f As Ditto is not open-source, we adopt its reported network settings (5 Gbps/0.4 ms LAN, 400 Mbps/40 ms WAN) for consistent evaluation.

8 Conclusion

We present Mosformer, the first maliciously secure 3PC inference
framework for large-scale transformers such as BERT and GPT2. It
employs constant-round secure comparison and lookup protocols
via VDPF for efficient non-linear operations, and integrates secure
modulus conversion to cut overhead while preserving accuracy.
Compared to prior maliciously secure 3PC frameworks limited to
vanilla transformer blocks, Mosformer achieves up to 5.3X speedup
and 4.3X lower communication, while surpassing state-of-the-art
semi-honest 2PC/3PC frameworks on BERT and GPT2 inference.
Although our work makes meaningful progress toward secure and
efficient transformer inference, running modern large language
models under cryptographic settings remains impractical at present.
Future work may focus on addressing such gaps by overcoming
the underlying scalability and efficiency bottlenecks.
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A Runtime Percentage of Secure Comparison
Protocol

Privformer [1] adopts the maliciously secure comparison protocol

in Falcon [47], which constitutes a substantial portion of the total

execution time, ranging from half in LAN to over 80% in WAN

settings. (see Figure 3).
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Figure 3: Runtime Percentage of Secure Comparison Protocol
of Privformer under Different Network Settings

B Transformer

The transformer architecture typically consists of an input em-
bedding layer followed by stacked encoder and decoder modules.
Each encoder block typically begins with an attention mechanism,
followed by a feed forward network and two normalization opera-
tions.

Token embeddings. The transformer represents natural lan-
guage input as a sequence of tokens, each encoded as a d,;,pgei-
dimensional vector. Tokens are mapped to embeddings using a
token embedding matrix W, € RYmodetXNo ywhere N, denotes the
vocabulary size.

Attention. The attention mechanism enables the model to as-
sign different weights to parts of the input sequence, allowing it to
focus on task-relevant information, particularly in long sequences.
Self-attention is a specific form of attention that captures depen-
dencies among elements within the same input sequence. Given
input matrices (Q, K, V), self-attention is computed as:

Attention(Q, K, V) = Softmax(QK” /\/dmmoge1)V (5)

where Q, K, and V denote the query, key, and value matrices, re-
spectively.

Feed Forward Network (FFN). The feed-forward network con-
sists of two fully connected layers and an activation function to
capture nonlinear relationships in the sequence. Given an input
matrix X, FFN is defined as:

FFN(X) = GELU(XW; + b1) W, + bs 6)

where Wi, Wy, by, by are the weight and bias parameters of the
two fully connected layers, respectively, and GELU is the Gaussian
Error Linear Unit activation function.

Layer Normalization (LayerNorm). Layer normalization sta-
bilizes training by normalizing activations within each layer. For

CCS 2025, October 13-17, 2015, Taipei, Taiwan, China

HSe]ecl l_IGELU
(Sec. 4.3) (Sec. 5.3)

Hlnv HSoﬂmax
(Sec. (Sec. 5.3)
l_ILUT

(Sec.5.1)
Hqun nLnyerNorm
(Sec. 5.2) (Sec. 5.3)

Figure 4: Protocols Dependencies

Hycme
(Sec. 4.1)

Hprery
(Sec. 4.2)

an input vector x € RK, with mean m = 3(x;)/k and variance
v = (X(x; — m)2)/k, the normalized output y € R¥ is given by:

+p

Xi—m Zj

Vo Hher ,[22?/](

where z; = x; —m, and y, f € R are learnable parameters.

yi=y- (7)

C Maliciously Secure 3PC Protocols

This section first presents the formal descriptions of our proposed
maliciously secure 3PC protocols. The dependencies among these
protocols are illustrated in Figure 4.

C.1 Select

Algorithm 4 shows a maliciously secure 3PC protocol (ITse[ect) for
Select functionality, where Select(x,y) = 1{x > 0} - y. Given (3)-
shared values (x) and (y), the protocol ITge[ect Outputs (y) if x > 0,
and (0) otherwise.

Algorithm 4 Secure Select Protol (Ise[ect)

Input: (g)-shared (x) and (y), where x,y € Zye.
Output: (%)-shared (v) where v = y when x > 0, otherwise 0.
1: The initial steps remain consistent with the first 18 steps of
IpRreLy and the party P, has obtained [[#*2]] and [67+1]).
2: The three parties jointly compute (my) <« Mul({y), (@)).
Pb and Pb+1 (b S Zg) do:
3 [[ooll = [yl per- (1= [16°*21)), [Imoo]l = [[myl 4 - (1= [[67+21))
Pb and Pyio (b <€ Zg) do:
 [loall = [[yllp - (1= [[6”*1)), [Imor]] = [[myll, - (1= [[6”*]))
: Py, P1, and P, collaboratively compute:
« [[o]l = [[ooll + [[v1]]. [[mo]l = [[mooll + [[mo1]]
: (v) < Reshare([[v]]), {(mv) « Reshare([[mv]])
: Invoke FmacCheck on (v) and (mw). Abort if the check fails.
. return (v).

R N N R

C.2 Lookup Table

Algorithm 5 shows a maliciously secure 3PC protocol IT} y1 for LUT
functionality. Given (3)-shared (x) and public table T, where the
size of the table is n and ¢ = [log, n], the protocol IT| T outputs
(res) where res = T[x].
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Algorithm 5 Lookup Table (IT yT)

Input: (3)-shared (x) and public table T, where the size of the
table is n and ¢ = [log, n].
Output: (3)-shared (res) where res = T[x].
[Setup] Upon initialization, the party P, (b € Z3) does:
1: Randomly samples b — Zye and 7o < Zye.
: Compute (211 =r? = [[*To.
. (kb k?) — VDPF.Gen(1%,r%,1).
. P, Send ([[r*Tl0, k§) to Pyyp and ([[rP111,k?) to Py
: Py,1 and Py, jointly run the VDPF key verification protocol
in [11] to check the well-formness of VDPF keys. If the check
fails, abort.
6: Pp,1 and Py, expand its VDPF key on domain Z,¢, to produce
a (%)-shared vector [[7]]. Then, Py, and Py, jointly compute:
7 ALl = S, 1311
s [[s]] = [[r]l - 225 i - [[B[1]1)
9: Ppyq and Py, open [[¢]], [[s]] then check if t = 1 and s = 0. If
the check fails, abort.
10: The parties call (@) < Fqna(Zye) to share a MAC key o € Zye
and jointly generate a shared value (1) = ([[1]]p, [[1]]p41)-
[Evaluation] Upon receiving the shared input (x) and the lookup
table T, the party Py, (b € Z3) does:

: Set (rf) = ([[7PDo, [[F°T10), ") = (0, [[r"*'])0), and
(%) = ([[r***]11,0)

12: fori e {0,1,2} do

B (%) = (x) = (r")

14: Party P;41 obtains X; by invoking Frecon ({Xi), i + 1)

15: Party P;42 obtains X; by invoking Frecon ({Xi), i + 2)

16: end for

e ([P = (815 3>

18 [[@]7*2 = [[B]7% 3> %y

90 witt = S LaL G - T

s b2 = S A T

21: The party Py, (b € Z3) does

22: [[res’]] = wh* - [[1]]p + wi*2 - [1]]pas

25 [Imbesll = w1 - [lally + w2 - [l

24: (res) « Reshare([[res]])

25: (mres) < Reshare([[myes]])

26: Invoke FpacCheck on (res) and (myes). Abort if the check fails.

27: return (res).

GoR W N

C.3 Reciprocal Square Root

The detailed steps of the secure reciprocal square root protocol are
provided in Algorithms 6. In this protocol, the following lookup
tables are used:

b Texp[i] = L(bi/zf)_l sz fori € [0, [logh 22f _ 11]
° Texsqrt \‘V(bl/zf) 1 ZfJ fori € |0, rlogb 22f _ 11]
o Trsqrilil l(\/1/2f+1 b)~! sz fori e [0,(1-1/b)-2f]

Here, f denotes the number of fractional bits in the fixed-point
representation.

Algorithm 6 Reciprocal Square Root (ITrsqrt)

Input: (3)-shared (x), scaling base b, fixed-point precision f, table
Texp, table Texsqrt, and table T}sqrt, where the size of T"exp is
n= [logb 22f —11.

Output: ( )-shared (z) where z = 1/+/x.

1: for i =1 to n do in parallel

2 (d[i]) « TpReLu ({x) - b)
3: end for
4 (k) = 2 Nalil)

5: (1) HLUT«k +1), Texp)

6: (s) MLyt ((k + 1), Texsqrt)
7. (g) e Tk ((x). (1))

8 (w) — ILut({(q — 1/b), Trsqrt)
9: return (z) « ni'u>[((s), (w)).

C.4 GELU

Since the difference §(x) between ReLU and GELU is zero outside
the interval [—4, 4], GELU can be expressed as:

ReLU(x), x ¢ [-4,4]

CELU(x) = {ReLU(x) ~5(x), xe€[-44]

Given that §(x) is an even function, we only need to precompute
function values over the interval [0, 4]. By discretizing the input
domain using 6-bit precision, the size of the lookup table is re-
stricted to 28 entries, significantly improving computational effi-
ciency. To reduce overhead, we design a verifiable GELU protocol
based on the CPU-optimized implementation from SIGMA [19],
where TGELU [i] = |8(i/26) - 2] for i € [0,255]. The protocol is
detailed in Algorithm 7.

Algorithm 7 GELU (IlggLy)

Input: Secret sharing value (x), and table TGELU
Output: Secret shared value (z) where z = GELU(x).
: {Y) — Frrunc({x), f = 6)

 (px) — Hselect (), {x))

: <Py> — Tselect ({y)s (y))

(@) =2 (py) — (W)

: (8) =256 — {a)

g <l> — HSeIect(<5>> <a>) N

: return (z) = (px) — MLyt (i), (TGELLY)-

N U woN e

The truncation in step 1 of Algorithm 7 is to limit the range and
precision of the input data. When the float precision bit of the input
value is the same as that of the elements in table T’GELU, we can
directly use the input to calculate the corresponding index in the
table without truncation. The simplified GELU protocol is shown
in Algorithm 8.

C.5 Softmax
Softmax consists of three main operations: Maxy, exponentiation,

and division. Since division can be implemented via ITj,,, and Tni'l?[
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Algorithm 8 Simplified GELU (IIggLy)

Input: Secret sharing value (x) with precision bits f = 6, and
table TGELU~

Output: Secret shared value (z) where z = GELU(x).

 {p) = Mselect ({x), {x))

(@) =2-(p) —(x)

: (8) = 256 — {a)

ROE HSeIect(<5>s (a)) .

: (2) = (p) — Mput (i), (TceLu))

AR W N e

Algorithm 9 Max; (ITpmax)

Input: Secret sharing vector (X). The length of the vector is k.
Output: Secret shared value (z) where z = max(¥).

1: if k = 1 then

2 return (X[k — 1]).

3. end if

4: if n mod 2 = 1 then

5: Let (X[k]) = (xX[k — 1]).

6: end if
7: for i = 0 to [k/2] do in parallel
8 iy - (X[i +

(&[]} = Tseteet ((RLi]) = (RLi + [k/21]),
i), %[i+[k/21])

[k/21)) + GEli+ [k/21]) & x'[i] = max(%]i
9: end for
10: return Myay((x'))

as discussed earlier, we focus here on the secure protocols for Maxy
and exponentiation.

Given a shared vector (x) of length k, the Max;. protocol outputs
a share of the maximum element. We recursively reduce the vector
length by dividing it into two equal halves (duplicating the last
element if k is odd), and applying the IIge|ect protocol to compute
element-wise maxima. This process repeats until a single maximum
remains, requiring [log, k] invocations of ITge|ec¢. Details are pro-
vided in Algorithm 9. To compute exp(x — xmax), We first apply
ITpmayx to obtain xmax, and shift the input to § = x — xmax < 0.
Following BOLT [39], any non-positive input can be decomposed
as x = (—=In2) - z+ p where z € Z; and p € (-In2,0], lead-
ing to exp(x) = exp(p) - 27%. We approximate exp(p) using the
quadratic formula exp(p) ~ 0.3585(p + 1.353)? + 0.344. Since com-
putation is performed over Z,r with f-bit fixed-point precision,
we express 277 as 2/ =% Given that z is non-negative, 2% can be
implemented via lookup table. We compute z = —x/In 2 and clip it
to [0, f] via min(z, f), then evaluate 277 using II| 1 over the table
Texp2[i] =2/~ fori € [0, f]. The complete exponentiation proto-
col is shown in Algorithm 10. Combining Maxy, exponentiation,
and division, we construct the secure Softmax protocol, as detailed
in Algorithm 11.

Algorithm 10 Exponential (Igyp)

Input: Secret sharing value (x) where x < 0, and table fepo-
Output: Secret shared value (v) where v = exp(x).

1: (z) = —(x)/In2

2 (') = Tseleet () — £ f = () + (2)

z' = clip(z,0, f)

3: <ez> — HLUT(<Z,>’ Tepo)

4 (p)=(z)-In2+ (x)

5. (ep) = 03585 - 7 ((p) +1.353, (p) + 1.353) +0.344

6: (0) — '7"n<1'u>|(<€p>, (ez))

> z/ = min(z, f) ie.

Algorithm 11 Softmax (ITsofmax)

Input: Secret sharing vector (X). The length of the vector is n.
Output: Secret shared vector (z) where Z = Softmax(X).
i (Fmax) < Hmax ((¥))
fori=0ton—1do
(Olil) = (X[il) = (*max)
: end for
: for i = 0ton— 1 do in parallel
(e[i]) « Mexp((S[i1))
: end for
(s) = S @)
 (r) < Iy ((s))
10: for i = 0 to n — 1 do in parallel
e Gl Fa (@D, ()
12: end for
13: return (Z)

O X N U oA W

C.6 Secure Modulus Conversion Protocols
For a value x € Z,¢ with f-bit precision, which has been shared as
X0, X1, X2, the type conversion is based on the following equation:
x' =x-2""f mod 2"
= ((xg +x1 +x2) mod 2) - 2"~f mod 27 8)
=(xo+x1+x2—w- 2[) 2"f mod 2
where x” € Z,» with f’-bit precision, w represents the wrap counts
of the sum of x; modulo 2¢, i.e., w = [ (xo + x1 + x2)/2¢].
Downcast. For a fixed-point integer x € Z,e with f-bit precision,

downcast operation converts it to x” € Z, with f’-bit precision,
where £ > ¢/ and f > f’. Eq. (8) can be expanded as

X' = (xo+x1+xp—w-29) 27" mod 2”
=(|_x0~tj+|_x1-tJ+|_xg-tJ—w~2[+f/_f+w') mod 2¢
= ((Lxo - )+ Lxr - t]+[xp - t] +w') mod 2

—w- 24 mod 2[/) mod 2

where ¢ represents of =f ,w’ € {0, 1,2} denotes the potential carry
bits from the lower f — f’ bits. Since we usually have £+ /' — f > ¢/,
eg =641 =16 =32 f =12, w-2*'=f mod 2” = 0. We
can finally get
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Algorithm 12 Upcast (ITyp)

Input: Secret sharing value (x) over Z,¢ with f-bit precision.
Output: Secret shared value (x") over Z, with f’-bit precision
where x’ = x, ¢’ > ¢, f’ >= f.
[Setup]
1: The parties randomly samples (') mnd((Zg)‘”).
2 Let (s)B be the most significant shares of (r')B, ie. s =
MSB(r).
3. The parties randomly samples (r'1)Z, ('2)8 — Fr0na((Z2)")
and (s1)%, (s2)® — Frana(Z2).
4: Reveal r{,s1 to Py, P and reveal r7,s; to P, P; by invoking
7:recon-
5. The parties jointly compute (ré)B = (B - (ri)B - (ré)B,
(s0)B = (r)B — (51)B = (s52)B and reveal r(’), s to Py, P;.
6: Let (r') = (rg, 11, 13), {s) = (0,51, 52)-
7: Obtain (r) by converting (') from Z,, to Zye.

[Evaluation] Upon receiving (x), the party Py, b € Z3 does:
8 (%) = (x) + (r) + 272 and open % « Fopen ({X))

9 (W) =(s) - (1 - MSB(%))

10: (') = (£ = () + (W) - 2f — 2f72) . 2(f'=1)

X' = (|x0 - t] + [x1 - t]+ [xz - ] +w') mod 2°

=((lxo-t]) mod 2! + (|x1-t]) mod 2’ +([x2-t]) mod 2’

+w mod2’) mod 2

= (x{ +x] +x3+w’) mod 2l
(10)

The probabilistic error w’ occurs at the lowest significant bit,
thus merely having a negligible impact of precision 27f". Con-
sequently, the downcast operation can be done locally by right-
shifting f—f” bits followed by modulo 2, i.e., (x’) = (x) > (f—f")
mod 2.

Upcast. In opposite, the upcast operation converts a fixed-point
integer x € Z,r with f-bit precision to x” € Z,» with f’-bit preci-
sion, where ¢ < ¢ and f < f’. However, since £+ f” — f < £’ holds
in this case, w - 20+ =f mod 2 cannot be omitted. We take the
random-masked strategy and convert Eq. (8) to

x =((x+r) mod2f-r—w-2%) mod 2l (11)

where w = 1{x +r > 2¢}. The problem now reduces to compute
another warp w and we use the positive heuristic trick in Ditto [49].
By adding a large bias 2°72 to x, where x € [0,272 — 1] U [2f -
2672 2¢ 1], we can ensure x” = x+2f7% € [0,271 —1]. As a result,
Ww = MSB(r) - (1= MSB(x” +r mod 2¢)). The details of upcast are
shown in Algorithm 12.

D Theoretical Analysis
In this part, we analyze the complexity of our secure protocols

(MMucmp, IIpreLUs Mselect> ILUT: Hinys ITRsqrts IGELU> TTup) and give
the security proof under the honest-majority secure model.
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D.1 Complexity Analysis

IIycmp- In the offline phase, for an n-bit secret sharing value, the
party Py, needs to generate the VDPF keys and distribute to the
other parties, requiring n DPF keys whose domain is Zy,. Thus,
the total key size is n - ((A + 2) - log, 2n + n + 41), where A is the
security parameter of function secret sharing. After receiving the
VDPF keys, the other two parties need to verify the n DPF keys
by full domain evaluation over Zy,, which need 2 communication
rounds with 4nlog, 2n bits communication overhead. In the online

phase, the two parties require 1 round communication to open 5
whose communication cost is nlog, 2n bits.

IIpReLu- In addition of the keys required in ITycmp, IIDReLU
requires other auxiliary parameters such as random mask r, MAC
key a, et al. The generation and distribution of such keys can be
finished in 2 rounds with communication cost being 4¢ bits. Since
the input values of IIycmp are over ring Z,.-1 and each party needs
two pairs of IIycmp keys, the key size is 2(£ —1) - ((1+2) -log, 2¢ +
¢ + 4A). In the online phase, each party invokes 6 times Frecon first
to open the masked input value, requiring 4 rounds communication
and 4¢ bits cost. And then, each party invokes two times the IIycmp
and B2A, requires 4 rounds communication with 2(¢ — 1) log, ¢ + 2¢
bits. The parties need to convert the [[-]]-sharing value to the (-)-
sharing value by reshare, requiring 2 rounds communication and 2¢
bits communication cost. In the MAC check part, each party needs
8 rounds communication and 8¢ bits overhead. In summary, the
IIpRreLu protocol needs 18 rounds communication and 16¢ + 2(¢ —
1) log ¢ bits communication cost in the online evaluation phase.

Igeject- Since [gelect has only one extra step of semi-honest se-
curity multiplication in the online phase compared to IIpreLy, the
online communication overhead of IIgeect is 19 rounds communi-
cation and 15¢ + 2(¢ — 1) log, 2¢ + 2 bits communication cost.

I  yT1. In the offline phase, each party needs to generate the
VDPF keys and distribute to the other two parties. The domain
of the VDPF keys is Z,r, and the key size is (A + 2) - & + £ + 44,
where ; = [log, n] and n is the size of the table. The other two
parties need 2 rounds communication to verify the correctness of
received keys with the communication cost being 4¢; bits. In the
online phase, the 6 invocations of Frecon generate 4 communication
rounds and 4/ bits cost, while the reshare operation needs 2 rounds
and 2¢ bits. Combined with the overhead by Fpaccheck, the total
online communication overhead of IT| yT is 14 rounds and 147 cost.

I}y Iy requires n calls to IIpreLy, 2 calls to IT yT and 2 calls
to Tng'lf[, where n = [log,, 22f 1], b is the scale base. Since IIpRreLy
can operate on the shift of the input value, we can utilize the same
key and operate the n calls in parallel. Additionally, both IIpreLy
and IT y1 need MAC check, we can postpone all the check to the
end of the protocol and check all the values together. Thus, the
online phase needs 1 IIpreLy key and communicates n - (6€ + 2(¢ —
1) log, 2¢ + 2) bits in 10 rounds for IIpRe y, communicates 12¢

bits in 12 rounds for 2 IT yT, 16¢ bits in 12 rounds for 2 (Fn<1;1>I and
(n+2) - 8¢ bits in 8 rounds for MAC check. In summarize, the online
phase needs 42 communication rounds and n- (6£+2(¢£—1) log, 2¢+
2) + (28 + 8 - (n + 2))¢ bits communication cost.

Rsqrt- IRsqrt needs one more I1; y7 call than ITj,,. However, the
input of IT y in step 5 is the same as that in step 6 of Algorithm 6.
We can merge such steps to reduce the communication rounds and
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computation cost. Thus, the online phase of [Tgsq,t communicates
n - (14¢ + 2(¢ — 1) log, 2¢ + 2) + 58¢ bits in 42 rounds.

IIgeLu- IIgeLy requires 3 calls to Iggject, 1 I yT call and 1 Trunc.
We put all the mac checks at the end of the protocol to verify all the
calculation results. The IIggject in step 2 and step 3 can be merged
due to the same input. Consequently, the online phase needs 38
communication rounds with 57¢ + 4(f — 1) log, 2¢ + 4 bits.

ITyp. Unlike Downcast protocol can be conducted locally, ITy,
needs 6 invocations of Frecon in the offline phase, which communi-
cates 4(#’ + 1) bits in 4 rounds. In the online phase, it only requires
1 invocation of Fopen and communicates 2¢ bits in 2 rounds.

D.2 Security Proof

We employ the simulation and universal composition (UC) theory
[6] to prove that our protocol satisfy the following definition.

DEFINITION 3. (Three-party Secure Computation [15]). Let F be
the three-party functionality. A protocol I1 securely computes F with
abort in the presence of one malicious party, if for every party Py,
corrupted by a probabilistic polynomial time (PPT) adversary A in
the real world there exists a PPT simulator S in the ideal world with

F, such that

lile

{IDEALF S (2), (xox1,30,0) } = AREALIL 7 (2), 1, (x0,x1,%0,0) }

where x;, € {0,1}" under the constraint that |xo| = |x1| = |x2|, the
auxiliary input z € {0,1}", and the security parameter A € N. We
say that m securely computes & with abort in the presence of one
malicious party with statistical error 27 (k denotes the statistical
parameter) if there exists a negligible function y(-) such that the
distinguishing probability of the adversary is less than 275 + u(R).

For any PPT adversary A, we construct a PPT simulator S that
can simulate the adversary’s view with accessing each functionality.
In the cases where S aborts or terminates the simulation, S outputs
whatever A outputs.

THEOREM 1. The setup phase of T1ycap is securely executed in the
presence of a malicious adversary in the three-party honest majority
setting, while the evaluation phase is securely executed in the semi-
honest two-party setting.

Proor. Simulating setup phase. When the malicious adver-
sary A corrupts the key provider Py,,, S emulates the behavior
of the honest evaluation parties P, and Py, ;. Upon receiving the
VDPF keys from A, S locally checks whether the keys are correct
and abort if not. When the malicious adversary A corrupts one of
the evaluation parties P, and Py, and the key provider Py, is
assumed to be semi-honest, S generates the VDPF keys and sam-

ples random shares [[7[i]]] 43 Zon fori € [0,n — 1]. Then S sends
the keys ([[7]], I;’) to A. S proceeds to run the VDPF verification
protocol with A, and aborts if A aborts during the verification. For
all other messages sent from honest parties to the corrupted one,
the simulator samples them randomly.

The simulation above is indistinguishable from real-world execu-
tion. If the adversary provides malformed VDPF keys when acting
as the key provider, the verification protocol would abort in both the
ideal and real worlds. Since S performs the same checks and aborts
accordingly, the abort behavior remains indistinguishable. When
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the corrupted party acts as a DPF evaluator, the keys are honestly
generated by S, and the verification proceeds identically to the
real-world protocol. If A behaves honestly during key verification,
the protocol proceeds successfully; otherwise, it aborts. In all cases,
the view of the adversary in the simulation is indistinguishable
from that in the real execution, thereby establishing the security of
the protocol in the presence of a malicious adversary.

Simulating evaluation phase. The evaluation phase is only
executed securely in the semi-honest two-party setting. Given that
Py, is corrupted by the adversary, for all intermediate values [[4]],
[[w1I, [[<]], and [[5]] S samples random numbers [[#[i]]lsim €
Zon, [[Wlilllsim € Zon, [Elilllsim € Zzn, [[6[illlsim € Zan for
i € [0,n — 1]. For any message received from the honest party P
is similarly simulated by randomly sampling.

The simulation is indistinguishable from real-world execution.
According to the definition of secret sharing, the elements of [[X]]
are uniformly distributed over Z3, and each bit of y is also over
Zs. As a result, the elements of [[¢]], [[w]], [[]] are all random
numbers over Zyy,. Since the elements of [[&]] are random numbers
over Zan, [[g [i]]] are random numbers over Zy,. Consequently,
Therefore, the simulated shares are statistically indistinguishable
from those produced during real execution. Moreover, since both P,
and Py, follow the same protocol and operate over identically dis-
tributed secret shares, the same simulation strategy can be applied
symmetrically when the adversary corrupts Py, .

Overall, the simulation is indistinguishable from real-world exe-
cution.

O

THEOREM 2. Ilpgery securely compute Fprery in the {Fucmp,
Frecon}-hybrid model in the presence of a malicious adversary in the
three-party honest-majority setting.

Proor. Simulating setup phase. For the generation of keys
used in ITycmp, simulation follows directly from the setup phase
simulator of IIycmp. We now describe how the simulator handles
the generation and verification of other auxiliary parameters.

When the corrupted party Py, is the parameter provider, S emu-
lates the behavior of the honest parties Py, and Pp,,. Upon receiv-
ing the parameters keys from A, S locally checks whether the pa-
rameters are correct and abort if not. If an honest party generates the
parameters, S samples and sends random shares to A. Specifically,
S samples [[r]lsim € Zye, [[cllsim € Z2, and [[§[i]]]sim € Zy(p-1)
fori € [0,¢ — 2]. S proceeds to run the verification protocol with
A and aborts if A aborts. For all other messages sent from honest
parties to the corrupted one, the simulator samples them randomly.

The simulation above is indistinguishable from real-world execu-
tion. If the adversary provides malformed parameters when acting
as the key provider, the verification protocol would abort in both
the ideal and real worlds. Since S performs the same checks and
aborts accordingly, the abort behavior remains indistinguishable.
When the corrupted party receives honestly generated parameters,
S simulates the corresponding shares and runs the verification
protocol identically to the real-world interaction. If ‘A behaves
honestly during the verification, the protocol proceeds success-
fully; otherwise, it aborts. In all cases, the view of the adversary in
the simulation is indistinguishable from that in the real execution,
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thereby establishing the security of the protocol in the presence of
a malicious adversary.

Simulating evaluation phase. Due to the symmetric structure
of the IIpreLy protocol, without loss of generality, we assume that
the malicious adversary A corrupts party Py, while parties P4
and Py, behave honestly.

If the protocol does not abort during the simulation of the setup
phase, all VDPF keys and other parameters generated by A are
correct. The remaining challenge in the online phase lies in ensuring
that A follows the protocol honestly, and in enabling the simulator
S to detect any deviation by extracting additive errors introduced
during the interactive steps. We assume that the shared message (x)
is correctly shared/simulated initially, meaning the honest parities
hold correct and consistent RSS shares.

All local computations can be simulated by S easily. S only
needs to simulate interactions between honest and corrupted parties
and abort with indistinguishable probability. Most steps in the
evaluation phase are local, with only a few involving interaction.

First, securely reconstructing x: since (x) = (x) + (r) and both
(x) and (r) are correct RSS sharings, % is consistent. S checks
whether A sends the correct value using share from the honest
party: 1) if A sends an incorrect share, S aborts; 2) otherwise, S
samples a random Xsj;m € Zye, derives consistent shares for Py q
and Py, 5 using Xsim and Pp,’s RSS shares, and sends them to A. The
parties then open X to A.

Second, interactive steps such as computing 6, and resharing
[[2]] and [[mo]], may allow A to introduce errors. The simulator
S simulates these steps as follows: S receives [[0*]]}, and [[mo*]],
from the corrupted party. It locally computes the correct values
[[e]lp and [[mo]]} using knowledge of the relevant shares. Then,
S computes A, = [[0*]] — [[¢]] and A, = [[mo*]] — [[mo]]. If
either A, # 0 or Ay, # 0, S aborts at the end of the protocol.
This simulation is statistically indistinguishable from real-protocol
execution, with statistical error

1
.

Additionally, during the openiflg éf x, S ensures that the honest
parties’ shares (whether simulated or derived from local data) are
consistent with the share held by the corrupted party. This ensures
the reconstruction of x remains indistinguishable from the real
protocol execution. For the re-sharing of values such as [[v]] and
[[mo]], the simulator randomly samples Py, ,’s share and sends it
to A. In the real-world protocol, this value is generated using a
pseudorandom function (PRF) F, and thus the simulated share is
computationally indistinguishable due to the PRF’s security.

Overall, the simulation is indistinguishable from real execution.
O

THEOREM 3. I g+ Securely compute Fgppocr in the {Fucmp, Frecon}-
hybrid model in the presence of a malicious adversary in the three-
party honest-majority setting.

ProoFr. Since the setup phase of Igg|ect is identical to that of
IIpReLU, the simulation can be directly inherited by invoking the
setup-phase simulator of IIpgreLy.

In the evaluation phase, the only distinction between ITgeect and
IIpReLu lies in an additional invocation of a semi-honest multipli-
cation protocol required to compute the product my. The malicious
adversary A can add errors in this step. Such errors can affect
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the resharing phase, during which S receives a possibly corrupted
share [[mo*]]. To extract this error, since S knows all necessary
shares to compute [[mo]], S computes Ay, = [[mo*]] — [[mo]]. If
Am # 0, S aborts at the end of the protocol. All remaining opera-
tions in IIge|ect are functionally equivalent to those in IIpge y and
can thus be simulated using the corresponding components of the
IIpReLy simulator.
Consequently, this simulation is statistically indistinguishable
from real-protocol execution, with statistical error 2,1—_1
O

THEOREM 4. I} 1 securely compute Fyyt in the {Frecon}-hybrid
model in the presence of a malicious adversary in the three-party
honest-majority setting.

Proor. Simulating setup phase. When the corrupted party Py,
is the VDPF key provider, S emulates the behavior of the honest
parties Pp,; and Pp,,,. Upon receiving a pair of VDPF keys from
A, S locally checks whether the keys are correct and abort if
not. If an honest party generates the parameters, S create a pair
of VDPF keys and samples a random number [[r]]sim € Zye, then
sends ([[7]] sim, ksim) to A. S proceeds to run the VDPF verification
protocol with A and aborts if A aborts. For all other messages sent
from honest parties to the corrupted one, the simulator samples
them randomly.

The simulation above is indistinguishable from real-world execu-
tion. If the adversary provides malformed VDPF keys when acting
as the key provider, the verification protocol would abort in both the
ideal and real worlds. Since S performs the same checks and aborts
accordingly, the abort behavior remains indistinguishable. When
the corrupted party acts as a DPF evaluator, the keys are honestly
generated by S, and the verification proceeds identically to the
real-world protocol. If A behaves honestly during the verification,
the protocol proceeds successfully; otherwise, it aborts. In all cases,
the view of the adversary in the simulation is indistinguishable
from that in the real execution, thereby establishing the security of
the protocol in the presence of a malicious adversary.

Simulating evaluation phase. Due to the symmetric structure
of the ITj yT1 protocol, without loss of generality, we assume that
the malicious adversary A corrupts party Py, while parties Pp,;
and Py, 5 behave honestly.

If the protocol does not abort during the simulation of the setup
phase, all VDPF keys generated by A are correct. The remaining
challenge in the online phase lies in ensuring that A follows the
protocol honestly, and in enabling the simulator S to detect any
deviation by extracting additive errors introduced during the inter-
active steps. We assume that the shared message (x) is correctly
shared/simulated initially, meaning the honest parities hold correct
and consistent RSS shares.

All local computations can be simulated by S easily. S only
needs to simulate interactions between honest and corrupted parties
and abort with indistinguishable probability. Most steps in the
evaluation phase are local, with only a few involving interaction.

First, securely reconstructing X: since (x) = (x) + (r) and both
(x) and (r) are correct RSS sharings, x is consistent. S checks
whether A sends the correct value using share from the honest
party: 1) if A sends an incorrect share, S aborts; 2) otherwise, S
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samples a random Xsjm, € Zye, derives consistent shares for Pp4
and Py, using Xsim and Pp’s RSS shares, and sends them to A. The
parties then open % to A.

Another part is from resharing [[res]] and [[m,¢s]] back to RSS
sharing, which may allow A to introduce errors. The simulator S
simulates these steps as follows: S receives [[res*]], and [[mres™ ]
from the corrupted party. It locally computes the correct values
[[res]lp and [[mres]lp using knowledge of the relevant shares. Then,
S computes A = [[res*]] — [[res]] and Ay, = [[m}es]l — [[mres]l-
If either A # 0 or A;;, # 0, S aborts at the end of the protocol.
This simulation is statistically indistinguishable from real-protocol
execution, with statistical error 5 fl_l .

Additionally, during the opening of X, S ensures that the honest
parties’ shares (whether simulated or derived from local data) are
consistent with the share held by the corrupted party. This ensures
the reconstruction of X remains indistinguishable from the real
protocol execution. For the re-sharing of values such as [[res]] and
[[mres]], the simulator randomly samples Pj,,’s share and sends
it to A. In the real-world protocol, this value is generated using a
pseudorandom function (PRF) F, and thus the simulated share is
computationally indistinguishable due to the PRF’s security.

Overall, the simulation is indistinguishable from real execution.

m]

THEOREM 5. Ty, securely compute Fup in the {Frecon, Fopen}-
hybrid model in the presence of a malicious adversary in the three-
party honest-majority setting.

Proor. Simulation is done using the hybrid argument. Iy, are
sequential combinations of local computations and invocations of
Frecon and Fopen, Thus, this protocol can be simulated using the
corresponding simulators.

]

THEOREM 6. 114y, I Rsqrt, LGELU, Maxs TExp securely compute
Finvs 7:qurl‘: FGeLUs FMaxs 7:l:'xp respectively in the {FDreLUs Fselects

Fror, FL

oy T trunct-hybrid model in the presence of a malicious ad-
versary in the three-party honest-majority setting.

Proor. Simulation is done using the hybrid argument. IIj,,,
IRsqrt are sequential combinations of local computations and invo-

cations of FpreLu, FLUT, and 7:n<w>] IIggLy simply composes local

computation and Firunc, Fselect> and FLuT- IImax consists of Fselect-
HExp consists of Fselect, FLUT, and Trfm)I Thus, simulations over
these protocols follow directly from composing the corresponding
simulators. O

E Calculation Ranges of Secure Protocols

As shown in Figure 5, we apply modulus conversion to enable
precision-aware computation in non-linear layers. We summarize
the valid input ranges for which each nonlinear protocol (e.g., ReLU,
Softmax, GELU) produces correct results over various rings, as
shown in Table 10, where ¢ denotes the bit length of the ring and f
the fixed-point precision. Importantly, based on domain knowledge
and empirical observation, the inputs encountered during large
transformer inference consistently fall within these ranges. As a
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Attention ] FFN LayerNorm
Matmul Linear Mul
FXP64 (£=16) FXP64 (£ =16) FXP64 (=16)
Upcast Upcast Upcast
FXP32—~FXP64 FXP16—~FXP64 FXP32—~FXP64
Softmax ReLU/GELU Rsqrt
FXP32 (f=12) FXP16 (1 =6) FXP32 (f=12)
Downcast Downcast Downcast
FXP64—~FXP32 FXP64—~FXP16 FXP64—~FXP32

t £ £

Linear Linear Mean, Variance
FXP64 (f =16) FXP64 (£=16) EXP64 (£ =16)

Figure 5: Modulus Conversion in Non-linear Layers of Trans-
former Model

Table 10: Valid and Observed Value Ranges of Non-linear
Layers Under Varying Ring Settings

Protocol ¢ f Valid Range Observed Range
Inv 32 12 (0,4096) (1,128)
Rsqrt 32 12 (0,4096) (0, 2276)
ReLU/GELU 16 6  (-=512,512) (64, 142)

result, the accuracy of cryptographic inference is preserved, since
all protocols operate within their validity domains.

F Choice of Scale Base in Inverse and Rsqrt

We analyze the relationship between the scale base and the preci-
sion of our secure inverse protocol, which can be extended analo-
gously to the reciprocal square root. The protocol is based on input
range normalization and lookup-table evaluation, where the overall
approximation error is determined by the table precision and the
injectivity of the input-to-index mapping.

10°°

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
2-5 2-4 2-3 2-2 2-1 20 21 22 23 24 25 26 27 28 2‘) 2I0 211
Input Value

]*7

Figure 6: Calculation Error of Secure Inverse Protocol with
different Scale Base
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Figure 7: Runtime (ms) and Communication Costs (s) of Se-
cure Inverse Protocol with Different Scale Base in LAN Set-
ting (Input Size n = 1000)

For inputs in the interval [bk, bk“), we normalize values to
[1/b,1) and map them to integers in [12/b), 2f - 1], resulting in
a table of size [(1 — 1/b) - 2f'|4 When b¥*1 < 27 the mapping is
injective, and each input corresponds to a unique table entry. In
this case, the error is tightly bounded by the table precision (e.g.,
less than 1073 for f = 12). However, when b%*! > 2/ the mapping
becomes many-to-one, resulting in increased approximation error.
For an input x € [bK, b%*1), the approximated inverse is given by

| |2
* o= [x - b-(*D) of | | bR+t

and the resulting error can be expressed as

of

X

€= 271

We evaluate this error under various scale bases b € {2, 4, 8, 16, 64,
256,4096} as shown in Figure 6. We observe that all result in ap-
proximation errors below 102 forb € {2, 4, 8,16, 64}, making them
suitable for secure inverse computation. In the context of large
transformer inference, where inverse inputs are typically greater
than 1, we find that b = 256 achieves a maximum error of 0.0036,
which is sufficient to maintain inference accuracy. In contrast, when
b = 4096, the error becomes significantly larger in the input range
[1,16], rendering it unsuitable for practical use.

Moreover, the number of DReLU invocations required in the
protocol is [log,, 2%/ — 11, so using a larger base b reduces both
computation and communication overhead. As shown in Figure 7,
the protocol overhead decreases as the scale base increases. Consid-
ering both accuracy and efficiency, we select b = 256 as the default
scale base for secure Transformer inference in Mosformer, as it
offers the best trade-off.

G Model Configurations in Our Experiments

The three transformer models including the vanilla transformer [44],
BERT-base [12], and GPT2-base [9] are parameterized by three hy-
perparameters: the number of blocks B, the hidden dimension D,
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and the number of attention heads H, as detailed in Table 11. The
vanilla transformer consists of 6 encoder and 6 decoder blocks;
BERT is encoder-only, while GPT2 is decoder-only.

Table 11: Model configurations used in the experiments

Model Parameters B D H
Vanilla Transformer 45M 12 512 8
BERT-base 110M 12 768 12
GPT2-base 124M 12 768 12

H Experimental Result
H.1 Performance of IIggLy

Table 12 presents the performance of IIgg Ly across varying input
sizes. IIggLy incurs higher overhead due to its non-linear complex-
ity, taking 0.472s/1.135s (LAN/WAN) and 33.95 MB for 10° inputs,
with 38 rounds. These results demonstrate the scalability and effi-
ciency of IIggLy under realistic workloads.

Table 12: Online Performance of IIggLy in terms of running
time (s) and communication costs (MB)

#Inputs Scheme LAN WAN Comm. Rounds
10* Ours 0.058  0.195 3.395 38
10° Ours 0.472 1.135 33.951 38

H.2 Component-Level Performance Analysis

Figure 2 provides a detailed breakdown of Mosformer’s implemen-
tation of core transformer components, including attention layers,
feed-forward networks, layer normalization and our deferred MAC
check optimization. These components are all built upon our effi-
cient non-linear protocols such as Iseject, IExp, and Mrggrt-

H.2.1 Attention Layers. Attention layers, including multi-head
attention (MHA) and masked multi-head attention (MMHA), are
critical components of the Transformer architecture. These layers
involve non-linear operations, notably the softmax function, which
includes maximum selection, exponentiation, and reciprocal compu-
tation. Mosformer faithfully implements softmax, requiring log dj.
invocations of Ilse|ect, One Ilexp, and one IIj,y, where dj. denotes
the dimension of each attention head (typically 64). In contrast,
Privformer replaces softmax in MHA/MMHA with ReLU Atten-
tion [8], which uses two ReLU activations and three matrix multi-
plications, thereby reducing the number of communication rounds.
However, thanks to Mosformer’s efficient implementation of secure
softmax, exponentiation, and reciprocal protocols, it achieves a
5-6.6% speedup and a 7.2X reduction in communication cost over
Privformer in the attention layers. Compared to Falcon+, Mosformer
achieves a 2.8-4.8x speedup, while reducing communication cost
and communication rounds by 1.9x and 16.7X, respectively.
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H.2.2  Feed-Forward Network (FFN). The FFN layer comprises ma-
trix multiplications and ReLU activations. Mosformer employs op-
timized protocols for secure non-linear activations, whereas Priv-
former directly adopts Falcon’s protocols for implementing the FFN
layer. As a result, Mosformer achieves a 2—-3.5x speedup over both
Privformer and Falcon+ in FFN computation.

H.2.3  Layer Normalization (LayerNorm). LayerNorm involves com-
puting the mean and variance of an input vector, followed by scaling
and shifting using trainable parameters. This process requires se-
cure protocols for multiplication and reciprocal square root. While
Mosformer’s Tlgsqrt protocol is more efficient than that of Priv-
former, the overall impact on runtime is limited in LAN settings
due to the small input dimension (e.g., 512 or 768). However, in
WAN settings, Mosformer achieves a 2.3X and 2.9X speedup over
Privformer and Falcon+, respectively, primarily due to the signifi-
cantly reduced number of communication rounds.

Notably, Falcon+ merges truncation and reshare steps for secure
multiplication and performs post-truncation verification, which
may result in correctness issues (see Appendix I). In contrast, Mos-
former verifies results prior to truncation, ensuring correctness
at the cost of slightly higher communication. Nevertheless, the
improved reliability and WAN performance make Mosformer’s
LayerNorm implementation more robust in practice.

H.2.4 Deferred MAC Checks. To further reduce the number of
communication rounds, we defer all MAC checks to the end of the
encoder and decoder. These two consolidated verifications require
only 16 rounds of communication and account for just 5% of the
total runtime. This design significantly contributes to the overall
efficiency of our framework.

H.3 Effect of Lookup Table Configuration on
Secure Transformer Inference

Mosformer employs a secure lookup table protocol to approximate
the computation of inverse and reciprocal square root functions,
which are fundamental to the non-linear components in Trans-
former architectures. While this approximation enables efficient
and secure inference, it also introduces a moderate loss in accu-
racy. This subsection systematically evaluates the effect of different
lookup table configurations on the accuracy and runtime of secure
transformer inference.

Recall that to reduce the runtime of secure inference under the
malicious security model, Mosformer uses two lookup tables (i.e.,
Texp and Tim,) to securely approximate the inverse function, rather
than relying on a single lookup table as in conventional approaches.
For the reciprocal square root computation, Mosformer employs
three lookup tables: Texp, Texsqrt: and T}Sqrt. Specifically, our secure
inverse and reciprocal square root protocols utilize the following
precomputed lookup tables (LUTs):

Texplil = | (b1/20) =1 - 2f | for i € [0, [logy, 22/ — 17]
Tanli] = (/27 +1/0)"" - 2f | fori € [0,(1 - 1/b) - 2]

Towsquelil = [ V81727 T -2 | for i € [0, Tlog, 22/~ 11]
Trsqnlil = |(Vir2l /b))~ - 2f | for i € [0, (1 = 1/) -2/
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Table 13: Effect of Lookup Table Configuration on Secure
Transformer Inference without Modulus Conversion (Plain-
text Accuracy: 90.6%)

Scale Base (b) 2 4 8 16 64 256 512 4096
Texp 32 16 11 3 6 4 4 3

LUTSize [Tl 32768 49152 57344 61440 64512 65280 65408 65520
|Texsqrtl 32 16 11 8 6 4 4 2

ITisqrtl 32768 49152 57344 61440 64512 65280 65408 65520

Accuracy w/o M.C.  90.6  90.6  90.6  90.4  90.4 902 89.6  53.3

Acc. Drop (%) 0 0 0 0.2 0.2 0.4 11 412

Runtime (s) 110.03 1057 10235 100.29 99.52 98.46 98.46 95.98

Table 14: Effect of Lookup Table Configuration on Secure
Transformer Inference with Modulus Conversion (Plaintext
Accuracy: 90.6%)

Scale Base (b) 2 4 8 16 64 256 512 409
ITexpl 24 12 8 6 4 3 3 1

LUTSize mv| 512 3072 3584 3840 4032 4080 4088 4095
Texsqrel 24 12 8 6 4 3 3 1

ﬁrsqrtl 512 3072 3584 3840 4032 4080 4088 4095

Accuracy w/ M.C. 90.4 904 902 902 896 89.1 613 533
Acc. Drop (%) 0.2 0.2 0.4 0.4 1.1 1.7 323 412
Runtime (s) 67.36  62.75 61.17 60.16 59.89 59.47 59.48 57.22

Here, f denotes the number of fractional bits in the fixed-point
representation. According to the structure of the above LUTs, given
afixed f, the size of each table depends on the scale base b. Table 13
summarizes the sizes of the lookup tables under different scale
bases, along with the corresponding accuracy and runtime of secure
transformer inference without modulus conversion, where f is set
to 16. Table 14 presents the corresponding results with modulus
conversion, using f = 12.

As shown in Table 13, increasing the scale base b affects the
sizes of the lookup tables differently. While exponential-related
tables such as T"exp and Texsqrt shrink with increasing b, inverse-
related tables such as T}nv and T}Sqrt grow accordingly. Nevertheless,
the overall runtime decreases as b increases, since exponential-
related computation dominates the total cost and benefits most
from smaller Texp and Texsqrt For instance, the runtime drops from
110.03s at b = 2 t0 95.98s at b = 4096. However, this improvement in
efficiency comes at the cost of reduced accuracy. While the accuracy
remains stable (90.2% ~ 90.6%) for b < 256, it degrades sharply
for larger b, dropping to 53.3% at b = 4096, with a corresponding
accuracy loss of 41.2%. These results highlight a trade-off between
computational efficiency and model accuracy: smaller scale bases
yield higher accuracy but incur longer runtime, while larger bases
improve performance at the expense of inference accuracy.

Table 14 shows the results under the same scale base settings
when modulus conversion (M.C.) is applied. The accuracy remains
well-preserved for b < 256, but drops sharply when b becomes
large (e.g., 61.3% at b = 512 and 53.3% at b = 4096), following a
similar trade-off between accuracy and runtime as observed without
modulus conversion.

H.4 Ablation Studies on Modulus Conversion
Hyperparameters

Given that hyperparameter settings in modulus conversion can sig-
nificantly affect model utility, we perform ablation studies across
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Table 15: Effect of Bit Precision in Linear Layers on QNLI
Accuracy for BERT-base (Plaintext: 90.6%)

fLinear 19 18 17 16 15 14 13

Accuracy 89.1 89.1 89.1 891 89.1 883 883
Acc. Drop (%) 1.7 1.7 1.7 1.7 1.7 2.5 2.5

“In this evaluation, linear layers are computed over Z,s4, Softmax and Rsqrt over
Z,32 with 12-bit precision, and ReLU/GELU over Z,15 with 6-bit precision.

Table 16: Effect of Bit Precision in Softmax/Rsqrt on QNLI
Accuracy for BERT-base (Plaintext: 90.6%)

foftmax/Rsqrt 15 14 13 12 11 10 9

548 457 89.1 89.1 457 503 41.1
49.6 445 54.6

Accuracy
Acc.Drop (%) 395 496 1.7 17

“In this evaluation, Softmax and Rsqrt are computed over Z,32, linear operations
over 2264 with 16-bit precision, and ReLU/GELU over 2215 with 6-bit precision.

Table 17: Effect of Bit Precision in GELU/ReLU on QNLI Ac-
curacy for BERT-base (Plaintext: 90.6%)

fGELU/ReLU 9 8 7 6 5 4 3

Accuracy 52.6 533 883 891 876 883 883
Acc.Drop (%) 42.0 411 25 1.7 3.3 2.5 2.5

*In this evaluation, GELU and ReLU are computed over Zzl(,, linear operations
over Z,64 with 16-bit precision, and Softmax and Rsqrt over Z,3; with 12-bit
precision.

several linear and nonlinear operations to validate the robust-
ness of our design choices. Figure 5 illustrates all transformer
layers involved in the modulus conversion process, categorized
into three types: linear operations, ReLU/GELU activations, and
Softmax/Rsqrt functions. Tables 15-17 report the accuracy of BERT-
base on the QNLI task under varying bit precision configurations
for each layer type.

Table 15 presents the effect of bit precision in linear operations
on the QNLI accuracy of the BERT-base model, with a plaintext
baseline of 90.6%. The results show that when the bit precision
fLinear is set to 15-19, the model maintains an accuracy of 89.1%,
corresponding to a limited accuracy drop of 1.7%. However, re-
ducing the precision to 14 or 13 bits results in a more noticeable
accuracy degradation. These findings indicate that at least 15-bit
precision in linear operations is needed to maintain acceptable
accuracy in secure inference, while lower precision leads to non-
negligible degradation.

Table 16 presents the impact of bit precision in Softmax and
reciprocal square root (Rsqrt) operations on the QNLI accuracy of
the BERT-base model. Precision settings of 12-13 bits yield 89.1%
accuracy with a modest 1.7% drop, while lowering the precision to
11 bits or below leads to significant degradation. This stems from
quantization limitations; for instance, f = 11 offers a minimum
positive value of 2711 ~ 0.00049, which cannot represent smaller
intermediate results (e.g., 0.0002), introducing rounding errors. Con-
versely, using 14-15 bits under Z,3. fixed-point may also impair
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precision due to insufficient representability of relatively large val-
ues under the fixed-point setting in Z,s2. These results suggest that
12-13 bits offer a favorable trade-off.

Table 17 presents the impact of bit precision in GELU and ReLU
activations on the QNLI accuracy of the BERT-base model. The opti-
mal accuracy is achieved at a bit precision of fGgLu/ReLU = 6, While
higher settings such as 8 or 9 result in significantly degraded per-
formance. This is because, with a 16-bit fixed-point representation
and f > 8, the representable data range is limited to approximately
[—128,128), which fails to fully cover the actual input range of
[—64, 142) (as shown in Table 10), resulting in quantization errors
that degrade accuracy. Interestingly, the accuracy under 3 or 4 bits
remains relatively high despite large numerical deviations from
the plaintext results. This is primarily because QNLI is a binary
classification task, where prediction correctness depends only on
the relative order of the two output logits. As long as the score
ranking is preserved, even significant absolute errors may not alter
the final classification.

I Security Pitfalls in Falcon’s Maliciously Secure
Multiplication Protocol

In the semi-honest setting, Falcon adopts replicated secret sharing
to compute secure multiplication. Given two secret-shared values
(x) and (y), each party locally computes [[z]l; = [[x]lp[[yllp +
[[xNpe1lyllp + [xNp [[yll 41 for b € Zs, resulting in a (3, 3)-share
of z = xy. This value is then reshared to obtain a (3, 2)-sharing.
Since the values are represented as fixed-point integers over Z,e,
the product z doubles the precision, and the lower f bits must
be truncated to maintain the correct scale. ABY3 [36] proposes
a truncation protocol using a random masking strategy, where
each party generates random shares (r) and (r’') = (r/ 2fy, and
reveals Z = z + r. The final truncated result is computed locally
as 2/2f = (), incurring at most one bit of error. ABY3 further
optimizes the protocol by combining the truncation reveal and
multiplication reshare steps, reducing the overall communication.

Under the malicious model, this optimization becomes problem-
atic. An adversary can deviate arbitrarily during multiplication or
truncation, making verification essential. Falcon attempts to detect
such behavior by integrating a consistency check using a Beaver
triple ({a), (b), (c)) satistying ab = c. The parties compute p = x—a
and o = y — b, reveal them via Fopen, and check whether

5=z/2f—(p-a—p~b—a-0'—c)/2f=0.

However, evaluating this expression securely requires a maliciously
secure truncation of the verification polynomial. Existing truncation
protocols [36] incur communication overhead, which undermines
the performance gain Falcon aims to achieve. On the other hand,
local truncation is communication-free but introduces over-ring
errors, making the verification result unreliable.

In the publicly available implementation of Falcon, all-zero triples
are used in the check phase, effectively forcing the verification to
pass by construction. While this avoids the need for truncation or
additional communication, it compromises soundness: a malicious
party can forge incorrect results without being detected. As a result,
this optimization is insecure in practice and cannot be used in a
genuinely malicious adversary model.
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