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Abstract. Linear algebraic relations, such as inner products (a, b), underlie a wide range of cryp-

tographic constructions, including zero-knowledge proofs, SNARKSs, polynomial commitment

schemes, and more. In this work, we consider group-scalar relations, i.e., statements of the form

(A, b), where A is a vector of group elements and b is a vector of field elements. In many crypto-

graphic settings, it is necessary to prove relationships between group elements like public keys,

or other cryptographic objects without access to the underlying discrete logarithms. Our results
are as follows:

— At the protocol level, we introduce the first Inner Product Argument (IPA) that specifically fo-
cuses on group-scalar relations in bilinear groups. It achieves constant-size proofs and constant-
time verification, maintaining commitments and arguments entirely in the source group. Our
techniques enable new applications and significantly improve efficiency compared to state-of-
the-art IPAs such as Dory (TCC "21) and GIPA (Asiacrypt '21), which rely on recursive folding
techniques and thus have logarithmic proofs and verification time. We prove security in the
Algebraic Group Model under the g-DHE and g-DL assumptions.

— At the primitive level, we present a new class of functional commitments for linear functions
over group-scalar elements. It enables even more applications such as polynomial commit-
ments for values hidden inside group exponentiations.

- To showcase our contributions, we demonstrate new applications—most notably, we introduce
the notion of dynamic threshold verifiable random functions, which we believe to be a valuable
tool for distributed randomness generation. We further present dynamic threshold signatures
without random oracles, polynomial commitments over group-encoded inputs, and their ap-
plications to oblivious proofs.

Our results provide modular and efficient tools to build cryptographic protocols without typical

SNARK frameworks, simplifying real-world deployments. To demonstrate the practicality of our

contributions, we provide an implementation and related benchmarks.

Keywords: Functional Commitments, Inner Product Arguments, Threshold VREF, Threshold Signa-
tures, Succinctness

1 Introduction

Group-scalar inner product relations of the form (A, b), where A is a vector of group elements and b
a vector of field elements, naturally arise in many cryptographic settings that involve relationships
between group elements and public keys. For instance, given {b;} and {h; = PY}, a prover may

need to demonstrate that a = []; h?‘ is correctly computed—without knowing the exponents {y;}.
Efficient protocols for such a task enable (new) powerful applications and directly contribute to their
efficiency.

A very popular primitive that benefits from inner produce relations like the above is a threshold
signature. This primitive enables a t-out-of-n distributed signing process, whereby any subset of ¢
out of n parties can jointly produce a signature. To generate the keys, a distributed key generation
(DKG) algorithm is usually run to secret-share the private key so that it can only be reconstructed

* Corresponding author: omid.mir@ait.ac.at


https://orcid.org/0000-0003-1691-5291
https://orcid.org/0000-0002-3377-9802
https://orcid.org/0000-0003-1957-3725
https://orcid.org/0000-0002-4181-2561

from t valid shares. While substantial efforts have been put on efficiently instantiating DKGs for
threshold signatures (e.g., [1,34,26,35,42]), they represent a significant bottleneck with little flexibility,
i.e., re-execution is needed whenever the set of parties changes. Besides, as pointed out in [32], most
of the threshold schemes are designed to deal with the unweighted case (i.e., exactly t different signers
are required to satisfy threshold t) and those who consider weights, like [58] and [20], are far less
efficient.

Recent work proposed Multiverse Threshold Signatures (MTS) [3], enabling parties to use their
long-term secret keys and thus eliminating the need for a DKG. The underlying idea is to instantiate
threshold signatures from multi-signatures (the special case where t = n). This is done by carefully
defining auxiliary information that parties can use to create different sets of signers (universes) and
thresholds. Subsequent work [24,33,40], allowed for a dynamic choice of thresholds and signers after
a silent setup (i.e., parties do not exchange any message to generate keys), without requiring further
interaction. In other words, the aggregated public key that identifies a set of n signers, supporting a
threshold ¢, is computed as a deterministic function of their individual keys. All existing works fol-
low the same blueprint, which requires the aggregator to compute proofs for inner-product relations
(e.g., for proving threshold and weights) but also a succinct non-interactive argument of knowledge
(SNARK) to prove the well-formedness of the aggregated public key (that is pre-computed in [40]).
This can be a significant performance bottleneck.

We identify distributed or threshold VRFs [30] as a closely related primitive to threshold sig-
natures that can similarly benefit from group-scalar inner product arguments. A verifiable random
function (VRF) [57] is a pseudorandom function whose evaluations are publicly verifiable, i.e., given
a public verification key vk and an evaluation proof, anyone can verify that a VRF output was cor-
rectly computed. An increasingly popular related notion is that of distributed or threshold VRF
[22,43]. Here each party can compute a partial evaluation and any ¢ valid partial evaluations can
be combined to obtain the (final) global evaluation of the VRE. Threshold VRFs are widely used
in practice in distributed applications such as Proof-of-Stake (PoS) consensus protocols and ran-
domness beacons; see [22,43,25] for a comprehensive overview. However, existing threshold VRF
constructions are too costly for these applications due to their reliance on expensive distributed key
generation (DKG) protocols, which must be rerun frequently—particularly whenever a new com-
mittee is selected. For instance, in such systems, DKG protocols are often executed per epoch (e.g.,
Ethereum, Aptos) or even per block (e.g., Algorand), making repeated coordination a significant
overhead. Note that, the evaluation threshold and the set of participating parties cannot be easily
modified without re-running the entire DKG protocol. In contrast to dynamic threshold signatures,
no analogous notion exists for VRFs that would resolve these limitations. Our goal is to address this
gap by enabling flexible and low-overhead selection of the evaluator set in VRFs. We discuss these
applications in more detail in Section 1.1.

More broadly, we show that group-scalar relations are valuable not only in threshold cryp-
tography but also in scenarios where one needs to prove relationships—such as linear combina-
tions—between group and scalar elements without access to the underlying discrete logarithms.
This setting arises in many cryptographic protocols, such as ring signatures [45] or oblivious proofs
[32], where proofs are generated without knowing the underlying secrets. Latter has further appli-
cations, as shown by Garg et al. [32], including verifiable private delegation of computation and
private outsourcing of zkSNARKSs to a single untrusted server—an efficient approach for delegating
zkSNARK generation while preserving privacy.

To improve cryptographic primitives such as dynamic threshold signatures—and even enable new
ones like dynamic threshold VRFs—we study the underlying primitives that make them possible.
Towards that end, we begin by discussing the core building blocks to then switch the focus to how
they can be improved, enabling a broader scope of applications.

Group-Scalar Inner Product Relations. As mentioned, inner-product relations underpin a broad
range of constructions including zero-knowledge proofs, SNARKSs, polynomial commitment schemes,
and more. We focus on a specific class of the form (A, b), where A is a vector of group elements and
b is a vector of field elements. Such group-scalar relations naturally arise in many settings, e.g., when
proving relationships between group elements such as public keys in the above threshold primitives
without knowing their discrete logarithms (i.e., secret keys).

We initiate a comprehensive exploration of this setting by introducing new constructions and
in particular a functional commitment and a polynomial commitment scheme tailored for group-



scalar inputs. Building on these foundations, we then present the first inner product argument for
group-scalar relations that achieves constant-size proofs and constant verification time.

Functional Commitments. We recall that a functional commitment (FC) scheme allows a user to
commit to a function f and later produce succinct, publicly verifiable proofs of evaluations y; =
f(x;). Commitments and proofs should be sublinear in the size of f, and it must be ensured that the
commitment uniquely determines the function (called evaluation binding). The FC notion was first
formally defined by Libert et al. in [51], where one can commit to vectors over a field IF and later open
linear functions f : F" — IF", i.e., inner products, of these vectors. The authors of [51] show that
linear functions are sufficient to encompass earlier notions of specific functionalities, such as vec-
tor commitments [19,52], polynomial commitments [41,61,51], and linear map commitments [18,46].
These constructions have found numerous applications including verifiable outsourced storage [7],
updatable zero-knowledge sets and databases [54], accumulators [8], succinct non-interactive argu-
ments (of knowledge) [9,46] and many more. Due to their versatility and wide-ranging applications
this is a very active field (cf. [60] for a detailed overview).

We introduce a new FC construction for linear functions, i.e., group-scalar inner products, with
constant-size proofs and constant verification time. Moreover, we show that it yields polynomial com-
mitments for values hidden inside group exponentiations [32].

Inner Product Arguments. An Inner Product Argument (IPA) as introduced by Bootle et al. [13] al-
lows a prover to convince a verifier that two vectors, committed using Pedersen commitments, sat-
isty a known inner product. In [13] the protocol recursively reduces the size of the vectors by half in
each round through linear combinations, requiring logarithmic rounds relative to the vector length.
Bulletproofs [14] improves this approach, consolidating commitments and reducing communication
overhead and were later extended in [63,27]. However, they still have logarithmic communication
and verification costs. In the realm of IPAs for vectors over a field, recent techniques have been de-
veloped that enable the construction of IPAs with constant-size proofs and verification time, such as
the Linear Map Vector Commitment (LMVC) [18] and the Counting Vampires protocol [53]. We note
that the works of [23,2] achieve constant-size proofs in groups of unknown order.

In contrast to the above schemes that focus on field elements, our work focuses on IPAs for group
elements. When extending IPAs to scenarios involving group elements, the landscape shrinks sig-
nificantly. The Generalized Inner Product Argument (GIPA) [15] and Dory [48] are among the few
protocols specifically designed to handle inner product relations involving group elements. Another
relevant work is [47], which presents a GIPA for groups elements as part of their succinct arguments
for bilinear group arithmetic. For our comparison we focus on the schemes [15,48], which explicitly
present GIPA constructions. Both schemes extend traditional IPAs, leveraging folding techniques to
reduce proof size and verification complexity. Dory, in addition, provides a transparent setup and a
slightly more efficient concrete construction, while remaining asymptotically similar to GIPA.

In this work, we introduce a novel IPA specifically designed for group-scalar relations. By achieving
constant-size proofs and constant verification time, this marks a significant improvement over existing
schemes like GIPA and Dory, which exhibit logarithmic complexities in both proof size and veri-
fication time. Moreover, both require pairing operations and involve elements in the target group
G, which are significantly larger and more expensive than elements and operations in the source
groups. We provide a comparison with our scheme, which we call GSIPA, in Table 1. At this point we
want to mention that the threshold signature scheme of [24] implicitly uses an IPA as part of a larger
construction. However, we exclude it from our comparison for two reasons. First, their IPA is not a
standalone primitive and not proven to be an IPA with independent knowledge-soundness guaran-
tees. Second, recent analysis in [49] shows that the knowledge soundness of their proof statement
used to prove unforgeability of their scheme is flawed. Our focus is on general-purpose, standalone |PA
which can prevent this kind of issue.

1.1 Applications

Now we want to provide a brief overview of the applications enabled by our group-scalar inner-
product argument GSIPA (cf. Sec. 4) and the PCS (cf. Sec. 3.2) that follows from our FC scheme for
linear functions GSFC (cf. Sec. 3).

Dynamic Threshold (Weighted) VRFs. A variant of VRFs that is receiving a lot of attention recently



Table 1. Comparison between our scheme GSIPA, GIPA, and Dory in terms of transparent setup (TS), commu-
nication, and time complexity. G;, i € {1,2, T} denotes an asymmetric (type-3) pairing-group and [P a pairing.

Scheme TS Comm. (Com / Eval) Time Com Time Eval (P) Time Eval (V)
GIPA X 1Gr / logn|Gr]| nGq V/nP lognGr
Dory v 1Gy / logn|Gr| nGy VnP logn Gr
GSIPA X* 1Gy +1G, / same o)t n2 G¢ 0(1)

* Although our scheme requires a trusted setup like GIPA, it remains compatible with standard trust-
reduction techniques such as MPC-based or updatable CRS; see Sec.4 for details.

t Our commitment phase involves O(n) group additions, which for practical sizes of n is insignificant
compared to group exponentiations; see the implementation section for details.

¢ Although this is asymptotically more expensive, in practice we only require scalar multiplications and
group operations in the source group, which are significantly faster and cheaper than pairing operations
used in other schemes.

are distributed or threshold VRFs. Here, the evaluation key is secret-shared among n parties, and a
quorum of at least t parties is required to evaluate the VRE Threshold VRFs provide enhanced fault
tolerance, decentralization, and robustness compared to standard VRFs. By distributing the secret
key, they eliminate single points of failure, ensuring that no single party can control or bias the VRF
output. Threshold VRFs [28,30,55] are used widely in practice in distributions applications such as in
Proof-of-Stake (PoS) consensus protocols, where they serve as a randomness beacon [22,25,31]. How-
ever, this model introduces several challenges and in particular the reliance on distributed key gen-
eration (DKG) adds significant overhead due to its interactivity, making it expensive in large-scale
deployments. Moreover, once the system is initialized, the evaluation threshold and participating
parties cannot be easily modified without rerunning the entire DKG protocol again. These limita-
tion can be prohibitive in PoS blockchain applications, where a DKG must be executed frequently
and whenever a new committee is selected. We note that while recent work on non-interactive dis-
tributed verifiable random functions (NI-DVRFs) [55] reduce the round complexity of the DKG to a
single round, i) it still has to be rerun frequently and ii) the only existing construction in [55] relies
on zk-SNARKSs with significant memory consumption and prover times. Moreover, the approach
requires to prove pre-images of random oracles where they are simultaneously treated as an explicit
circuit (and due to this paradox leading to unclear security guarantees).

Inspired by silent threshold signatures, we put forth the notion of dynamic threshold VRFs (DT-
VRFs). This new primitive enables every party to use an extended public key, consisting of addi-
tional values that are locally computed using the secret key and made public (this is referred as a
hint in [33]), removing the need for a DKG. It also supports a dynamic selection of thresholds and
parties where parties can join in an ad-hoc manner (up to the upper bound of participants g), publish-
ing their public keys asynchronously. Moreover, it allows for weighted thresholds, i.e., the weight
of a party in the overall threshold depends on their respective weights and the threshold is deter-
mined by the sum of their weights. We give the first practical construction of DT-VRFs by carefully
integrating the aggregate VRF from [56] with our group-scalar IPA GSIPA. One point that is worth
mentioning is that due to the dynamic nature regarding parties and thresholds, a DT-VREF satisfies a
different notion of uniqueness that we call subset uniqueness, i.e., uniqueness holds with respect to
concrete subset of participants. While this is different to global uniqueness in exciting static TVRFs,
most VRF applications—such as randomness beacons, lotteries, and leader election—do not require
global uniqueness. These protocols either define a single subset per round (e.g., elected committee
is chosen to produce randomness or select a leader), accept the first valid output, or resolve conflicts
deterministically (e.g., by lexicographic order or aggregator selection). DT-VRFs with this subset
uniqueness remain verifiable and pseudorandom for the generating subset. Moreover, related out-
puts do not compromise correctness or security, as protocols ensure only one output is accepted per
round. All in all, by removing the need to re-run a DKG, the relaxation of global uniqueness enables
silent setup and scalability, which we believe are critical for many applications where the subset of
evaluators is chosen frequently and flexibly e.g., in blockchain consensus protocols and randomness
beacons.

Finally, we want to note that DT-VRFs are different from the recently proposed ring VRFs [16].
There VRFs are computed with respect to an ad-hoc group of participants, and like with ring signa-



tures only one of the participants uses its secret key and it is ensured that one participant of the ring
evaluated the VRF. Thus the VRF evaluation is more local than in DT-VREFs, i.e., it is unique only
with respect to a single participant.

Silent Threshold Signatures Without RO. With the second application we demonstrate the use of
GSIPA to construct a new threshold signature scheme with silent setup as explained next.

Our starting point is the blueprint followed by [24] and [33], which considers a large fixed group
of signers who compute multi-signature shares of BLS signatures [11]. Concretely, they consider a
one-time set up where each signer publishes additional key-dependent information (called hints in
[33]). The term silent originates in that the required setup is non-interactive (i.e., parties do not need
to exchange any information with each other). The set up proceeds by computing one aggregation
key AK and one short verification key. The aggregation key is then used by any aggregator to compute
the aggregated public key apk against which the final signature will be verified. To that end, the
aggregator first aggregates all signature shares and computes apk using the information of each
signer in AK. Subsequently, it proves via a SNARK that apk is the inner product between a vector
commitment that contains the group public keys and a bit vector defining the threshold.

We consider the recent accountable multi-signature without random oracles (ROs) from Boneh,
Partap and Waters [12], which we adapt to the silent threshold setting following the ideas from [33].
We observe that for silent threshold signatures accountability is not required and we can thus re-
move the linear dependency on the overall set of potential signers for the signature size. Specifically,
we can get rid of the full SNARK frameworks and using our GSIPA, we can commit to the bit vector
and auxiliary group elements used to verify the signature to get a silent threshold scheme. Thus,
we extend the setup of [12] to include our GSIPA’s setup, requiring the use of extended public keys
defined over the GSIPA s message space. Key aggregation can be done as parties join the system,
verifying the correctness of each (extended) public key using the crs. Subsequently, the aggregator
only needs to fetch the public keys of the threshold signing parties to compute the GSIPA. This allows
us to achieve a constant-size silent threshold scheme that, contrary to prior work, does not rely on
the random oracle model (ROM) to prove security. In this regard, we note that recent attacks, such
as [44], highlight that RO-based proofs can fail in practice, underscoring the need for constructions
that avoid this heuristic altogether.

The above approach also aligns with our broader goal of achieving practical and flexible con-
structions based on well-understood primitives. Simplicity is a central strength of our construc-
tion—both conceptually and practically. It requires fewer cryptographic components and assump-
tions than state-of-the-art alternatives, thereby reducing integration complexity, potential attack sur-
faces, and the likelihood of subtle implementation bugs. In real-world deployments, solutions that
are easier to audit, verify, and maintain are often preferred over theoretically more efficient but
structurally complex alternatives. For example, Coinbase’s MPC protocol * for threshold ECDSA re-
flects such engineering trade-offs in practice. Our construction aligns with these priorities, making
it particularly attractive to a broader audience beyond its theoretical relevance.

Oblivious Proofs for Group Exponentiation. Garg et al. in [32] present a proof system that enables
proving statements, i.e., arbitrary circuit relations, about hidden secrets. In particular, these proofs
are generated in an oblivious way without access to the secrets themselves. This enables powerful
applications such as including a SNARK for proving correct evaluation over encrypted or hidden
data or delegating SNARK generation to an untrusted server without revealing the witness.

In [32] Garg et al. introduce a technique called FRI for hidden values, which supports efficient
proximity testing on encapsulated inputs, referred to as LHEncap(m) functions. Our polynomial
commitments in Sec. 3.2 can achieve similar functionality without relying on the FRI protocol and by
considering LHEncap(m) as group exponentiation. This yields a polynomial commitment scheme for
group-exponentiated values that supports constant-size proofs and verification time and by applying
the randomization technique described in [45], we can achieve perfect hiding for group element
messages. Similar to [32], our scheme naturally supports integration with polynomial IOP-based

SNARKS. Finally assuming [ ;c 4] P can be precomputed and our IPA serves as a core component
in such proofs, one could plausibly achieve constant verification time with appropriate tuning.

4 https://github.com/coinbase/cb-mpc
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1.2 Our Contributions

After discussing the state-of-the-art and our contributions in comparison to it, we want to briefly
summarize the contributions below:

— FC for Group-Scalar Inner Products: We present the first functional commitment (FC) scheme
for inner-product relations (A, b) with constant-size proofs and verification time, while ensuring
that the commitment/proof remains in the source group. Our scheme is inspired by the structure-
preserving vector commitment [45], particularly in terms of the message space and commitments.
However, we significantly adapt the proof generation and verification process to turn it into an
FC scheme and support inner-product relations. Our FC scheme, using the framework in [51], also
yields a new form of polynomial commitment scheme for values hidden inside group exponenti-
ations. This can be seen as a concrete instantiation of the more general framework of Polynomial
Commitments for Hidden Values introduced by [32], tailored to the specific case of linear homo-
morphic encapsulation via group exponentiation.

— GSIPA: We present an inner product argument (IPA) for group-scalar relations, i.e., (x,w) € Rp,
where x = y and w = (A, b), the prover demonstrates that (A, b) = y. This is the first IPA for
group elements that achieves constant-size proofs and constant verification time, wheres existing
schemes for group elements, such as Dory [48] and GIPA [15], use folding techniques and incur
logarithmic proof size and verification time. Compared to schemes for just scalar inner-product
relations, our approach matches the efficiency of LMVC [18] and Counting Vampires [53], and is
significantly more efficient than Bulletproofs [14]. Moreover, our scheme operates entirely in the
source groups and avoids pairing operations and the use of target group elements Gt, which are
significantly larger and contribute to increased proof sizes in existing schemes.

— Applications: We present the following applications: First, we introduce the notion of dynamic
(weighted) threshold VRFs (DT-VRFs), which unlike existing distributed or threshold VRFs [28,30]
avoid the need for costly distributed key generation (DKG) protocol. DT-VRFs enables a non-
interactive setup and supports dynamic thresholds, allowing parties to join in an ad-hoc manner
without any synchrony assumptions, which makes them a better building block for applications
like distributed randomness beacons [22,25,31]. We present a construction based on Malavolta’s
aggregate VRF [56] and our GSIPA. Second, we present a dynamic threshold signature based on
the recent accountable multi-signature without random oracles from Boneh, Partap and Waters
[12] and our GSIPA, obtaining the first threshold signature scheme with silent setup without ran-
dom oracles. Third, we discuss the application of our polynomial commitment scheme for values
hidden inside group exponentiations and show an alternative design for oblivious proofs.

— Implementation: Finally, we present benchmarks from a prototype implementation and instanti-
ate our dynamic threshold VRF scheme to demonstrate the practicality of our contributions.

2 Preliminaries

We use BG = (p,G1,Gy,Gr, ¢, P, P) + BGSetup(1*) to denote a bilinear group generator for asym-
metric type-3 bilinear groups, where p is a prime of bit length A. We use [q] to denote the set
{1,2,...,q9}. When drawing multiple values from a set, we may omit notation for products of sets,
e.g. (x,y) € Z, is the same as (x,y) € Z%. For brevity, we will sometimes denote the elements in
avector as V.= (V;)icjg = (V1,...,Vy). Given a finite set S, we denote by x <= S the sampling of
an element uniformly at random from S. For an algorithm A, let y < A(x) be the process of run-
ning A on input x with access to uniformly random coins and assigning the result to y. With A" we
denote that A has oracle access to B. We assume all algorithms are polynomial-time (PPT) unless
otherwise specified and public parameters are an implicit input to all algorithms in a scheme. Addi-
tionally, |N| represents the length of N. We denote the inner product of two vectors a = (ay,...,44)
and b = (by,...,b;) by (a,b). This notation extends naturally to vectors whose entries are group

elements. Specifically, given M € G!, we define Y = (b,M) = [Ticig) Ml.bi € G;. We denote the
Hadamard (component-wise) product of two vectors a = (ay,...,a;) and b = (by,...,b;) by aob.

2.1 The Algebraic Group Model

The Algebraic Group Model (AGM) [29] is an idealized model, in which adversaries are algebraic.
Algebraic algorithms generalize the notion of generic algorithms [62] in the sense that whenever



adversaries compute a group element, they do so by means of generic operations i.e., computing
linear combinations of previously known group elements. Moreover, whenever they output a group
element X € G, they also output a representation (ﬂz‘)?:1 of X = H?:1 B!’ as a function of previ-
ously observed group elements (B, ..., B;) € G7. The AGM is a very powerful tool to establish the
security of efficient protocols via reductions.

2.2 Assumptions

Definition 1 (Diffie-Hellman Exponent (-DHE) [17]). Let G be a finite cyclic group of order p, P be
a generator of G. The q-DHE problem is, given a tuple of elements (P, By, ..., By, By12,. .., Byy) such that
B; = p¥ fori=1,...,9,9+2,...,2q for a < Z,, to compute the missing group element By 1 = part
in the sequence. As shown in [52,36], g-DHE can be modified so as to work in the asymmetric pairing setting
i.e., given {P“l,. .., pat P”‘q+2, ., P”‘zq; 15"‘1, .., P“q;e(P, 15)”"“1} it is hard to find pertt

Generalized Version. In our setting, we consider a further generalization in asymmetric bilinear groups,
where the adversary is given: {P"‘l,. .., P P"‘“z, ceey P ¢ Gq; 15"‘1,. . .,P"‘Zq € Gy} and asked to com-
pute P e Gy,

This assumption can be naturally framed as an instance of the Uber assumption framework for
the AGM [4], where both the challenge and target exponents are univariate monomials in a formal
variable X of degree at most 24. Specifically, the challenge set includes exponents of the form X' for
ie{l,...,q}U{q+2,...,2q} for G; elements, X' forie {1,...,2q} for G; elements, and the target
exponent is X7+ (in G;), which is clearly linearly independent of the challenge polynomials. This
satisfies the non-triviality condition of the Uber assumption. As shown in Corollary 3.6 (and related
Lemmas 2.5 and 2.6) of [4], such instances in the AGM reduce to the (29 — 1,24)-DLog problem.

Definition 2 ((m, n)-Discrete Logarithm [29,4]). Let (G1, Gy, Gr) be an asymmetric bilinear group of
prime order p. For integers m,n, the (m, n)-Discrete Logarithm ((m, n)-Dlog) problem is, given

(P,By = P, By = P, By = P*", B, By = P, B, = P"),
where o <=8 Z3;, P = Gy, P <= Gy, to compute a € Z;,

This assumption is similar to the n-discrete logarithm assumption considered in, e.g., [29], except
that powers «' are given in the exponents in both groups G; and G,, where this case is considered
in Lemma 2.6 in [4].

2.3 Non-Interactive Arguments of Knowledge

Definition 3 (Non-Interactive Argument of Knowledge). A (succinct) non-interactive argument of
knowledge for a relation R is defined by three algorithms Setup, Prove, and Verify that work as follows:

Setup(1*) — crs: The setup algorithm takes as input a security parameter A and outputs a common reference
string crs.

Prove(crs, aux, x,w): The prover algorithm P takes as input a crs, some auxiliary information aux, a statement-
witness pair (x,w) € R, and outputs a proof 7t.

Verify(crs, x, 77) : The verifier algorithm Verify takes as input a crs, a statement x together with a proof 7,
and outputs 1 or 0, indicating acceptance or rejection of the proof.

These algorithms must satisfy the following properties:

Definition 4 (Perfect Completeness). We say IT = (Setup, Prove, Verify) has perfect completeness when
forall (x,w) € R it holds that

, Verify(crs, x, ) = 1;crs «— Setup(l/\);

P
7T < Prove(crs, aux, x, w)

=1.



Definition 5 (Knowledge-Soundness). We say IT = (Setup, Prove, Verify) is knowledge-sound with
knowledge-error k(M) if for every efficient prover P there exists an efficient extractor € such that for all
efficient adversaries A it holds that

crs < Setup(1%)
(7, x) < A(ers) | <x(A),
w < E(crs, x, 1)

where £ has black-box access to each of the next-message functions of P. We say I1 has computational
knowledge-soundness when «(A) is negligible. When P and A are not required to be efficient, but «(A) is
still negligible, we say 11 has statistical knowledge-soundness.

In our GSIPA application, sometimes we deal with statements that live in an extended message space
and thus our statements are of the form (z, aux) where one can use algorithm VerifyMsg(-) to check
whether z and aux yield a true extended statement.

Definition 6 (Extended Knowledge-Soundness). We say IT = (Setup, Prove, Verify) is extended knowledge-
sound with error k(A) if for every efficient prover P there exists an efficient extractor £ such that for all
efficient adversaries A it holds that

crs, pp < Setup(17)
Verify(crs, x, ) =1 (st) < A9 (pp)
¢R (71, x) + A(crs, st)
w « E(crs, x, 7T)

Pr <x(A),

where O is a one-time oracle that takes a statement z and returns an extended statement (z,aux) and & has
black-box access to each of the next-message functions of P. We say IT has computational extended knowledge-
soundness when x(A) is negligible. When P and A are not required to be efficient, but k(A ) is still negligible,
we say 11 has statistical extended knowledge-soundness.

Succinctness. The proof size should be sublinear in the size of the witness and, ideally, polylogarith-
mic or even constant-size.

2.4 Hadamard Product Argument (HPA)

We recall an efficient Hadamard product argument for a o b due to Groth [37]. He introduced a
framework for zero-knowledge arguments that reduces Hadamard products to inner product rela-
tions. This framework integrates randomization and batch-verification techniques to streamline a
variety of linear algebra relations into inner product relations.

Briefly, the randomization technique proceeds as follows: consider a randomly chosen scalar
r € . Define a binary operator *, which maps F" x F" to F, asaxb = a(bo r)T, where r =
(1,7,72,...,7"~1). An important property of this operator is the following: if a x b = ¢ x d, then it
holds that a o b = ¢ o d with error probability at most %’

Employing this randomization technique enables the construction of HPA from IPA, with the
relation expressed as (aor,b) = (cor,d). Consequently, by leveraging efficient IPA protocols, one
can establish efficient HPA protocols as well.

2.5 Functional Commitments

Definition 7 (Functional Commitment (FC) [51]). Let D be a domain and consider linear functions
(+,+): DTx DT — D defined by (x, m) = Y c (g X; - m; withx = (x1,...,%) € DTandm = (my,...,my) €
DA. A functional commitment scheme FC for (D, g, (-, -)) is a tuple of four PPT algorithms:

Setup(1%,4): The setup algorithm takes as input a security parameter A € IN and a desired message
length q € poly(A). It outputs a commitment key CK and, optionally, a trapdoor TK.

Commit(CK, m): The commit algorithm takes as input the commitment key CK and a message vec-
tor m € DY. It outputs a commitment com for m and auxiliary information aux.




Open(CK, com, aux, x): The open algorithm takes as input the commitment key CK, a commitment
com, auxiliary information (possibly containing m), and a vector x € D. It computes a witness 71,
for y = (x, m) as the linear function defined by x when evaluated on m gives y.

Verify(CK, com, Ty, X, y): Takes as input the commitment key CK, a commitment com, a witness Ty,

avector x € D7, and y € D. It outputs 1 if 7 is a witness for com being a commitment for some
m € D7 such that (x, m) = y, and 0 otherwise.

One requires that it is impossible to generate a commitment along with valid proofs for two different
function values y # y' at a single input x, which is formalized as the function binding property.

Definition 8 (Function Binding [51]). A functional commitment scheme FC is said to be function binding
if any PPT adversary A the following probability is negligible:

Verify(CK, com, ity X, y) =
( yrx.Y) (TK, CK) < Setup(1*, F),

Pr | Verify(CT,com, /., x,y') = 1
( Y y ) (Com/ V/ ]//]/// ﬂy/ ﬂ;/) — A(CK)

ANy #Y

In this paper, we also consider two types of functional commitments that encompass earlier notions
for specific types of functionalities, such as vector commitments [19] and polynomial commitments
[41]. We define VC schemes as follows:

Definition 9 (Vector Commitment (VC) [19]). A VC is a tuple of PPT algorithms defined as follows:

Setup(1*,g): The setup algorithm takes a security parameter A and the size g of the committed
vector. It outputs some public parameters pp (which implicitly define the message space M and
are input to all algorithms).

Commit(my,...,mg): The commitment algorithm takes as input a vector of 4 messages (1, ..., m,)

€ M and the public parameters pp. It outputs a commitment com and auxiliary information aux.
Open(m,i,aux): The open algorithm takes as input a message m, index i and auxiliary information
aux. It outputs a proof 7; that m is the i-th committed message.
Verify(com, m, i, 7t;) : The verification algorithm takes as input commitment com, message m, index i
and proof 7. It outputs 1 if 7; is a valid proof that com commits to a message such that m = m;
and 0 otherwise.

For security one requies that an adversary cannot produce two proofs for the same position in a
fixed commitment com that open to different values.

Definition 10 (Position Binding [19]). A VC satisfies position binding if for all i € [q] and for every PPT
adversary A, the following probability (taken over all honestly generated pp) is at most negligible e(A) :

Verify(com,m,i,1) =1 A
Pr | Verify(com,m’,i,7’) =1 |((com,aux),m,m’,i, 7, 7') + A(pp)
Am #m'

Conciseness: This property requires that both the commitment and the opening for a position i be
independent of the vector’s length, ideally of logarithmic or even constant size.

2.6 Structure Preserving Vector Commitments

We recall the structure preserving vector commitment (SPVC) scheme from [45] over a message
space M € G; (or G) based on the g-DHE assumption. They introduce a structured message space
built on the g-DHE parameters, a CRS as follows:

Message Structure. Each message consists of vectors with g 4- 1 elements over G, where each vector
includes a main message component M of length 2, as well as a tag vector T with g — 1 elements. The
structure of the vector and the definition of the message space MPP are determined by the g-DHE
parameters. The message space MPP is defined according to these parameters and we denote by
MsgGen the algorithm that extends M;y = P™i to an element of the message space.

(My,Ty),...,(My, Typ)) | 3m = (my,...,my) € Z] s.tVi € [q],
MPPA = $ mse; = (Myg = P, My = BI" = Paf-mi’T,-]- = B;,”i = paf~n1,) @D
wherej € [i+1,i+4]\{q+1}



Definition 11 (g-DHE SPVC [45]). The g-DHE SPVC scheme is defined as follows:

Setup(1%,4): Given the security parameter A and the size g of the committed vector, the key gener-
ation picks a <$ Z; and outputs some public parameters:
BG,B; = P*,...,By = P, By = P, ... By = P

A A A A +1
By=0%,... By =0";g"

where g; = ¢(P, P).
Commit(msgy, ..., msgy): On input a vector of g messages (msg;, ..., msgq) € MPPA, check if mes-

sages are correctly generated via 1 < VerifyMsg(pp, msg;) for all i € [g]. Pick r <— Z; and output
a commitment com and auxiliary information aux:

com= [P [[Mn | Aaux=r
i€q]

Open(msg,i,aux): This algorithm is run by the committer to produce a proof 7; that msg is the i-th
committed message:

=\ Bpy1i I Tigt1-itj
jela\i}
Verify(com, msg, i, 7t;) : The verification algorithm accepts (i.e., it outputs 1) if and only if the mes-
sages are well-formed (i.e., 1 < VerifyMsg(pp, msg;) for all i € [g]), and also 7; is a valid proof that
com was created for msg being the i-th committed message:

e (com, Bq#»lfi) =e (71’,', ]5) -e (Mil/ Bqul,,‘)

VerifyMsg(pp, msg): Takes a message msg; = (M = (Mo, M;1), T = (Tj;)) and verifies whether it is
well-formed with respect to the pp. It returns 1 if the following equation holds, and 0 otherwise.

e (Mill Bj—i) =e (Tij/ 15) Ne (Milrp) =e (MiO/ Bl)

whereje[i+1,i+q]\{g+1}.

2.7 Accountable Multi-Signatures

Our construction from Section 5.2 is based on the accountable multi-signature from [12]. We adapt
the original syntax and unforgeability definitions from [12] in the vein of [33], as used in this work.

Definition 12 (Accountable Multi-Signature (AMS)). An Accountable Multi-Signature scheme scheme
consists of the following polynomial-time algorithms:

Setup(1%,q): On input of the security parameter A € IN and the parameter q, the setup algorithm outputs
public parameters pp, which are treated as an implicit input to all algorithms.

KGen(i): On input the index i, the key generation algorithm outputs a public/secret key pair (pk;, sk;).

HintGen(sk,q): On input pp, a secret key sk, and the number of parties q, the hint generation algorithm
outputs a hint hint.

Preprocess({ (hint;, pk;) }ic(q): On input pp and all pairs {(hint;, pk;) }ic(,), the preprocessing algorithm

computes an aggregation key AK and a (succinct) verification key vk.
Sign(sk, m): On input a secret key sk and a message m, the signing algorithm outputs a partial signature o.

SigAggr(AK, vk, ], {0}, pki}jes): On input pp, an aggregation key AK, and a set of partial signatures and

public keys {0}, pk;}jcj, the signature aggregation algorithm outputs a (succinct) aggregated signature .
Verify(vk, m, o, J): On input the verification key vk, a message m, a signature o, and a subset |, it verifies
the signature and outputs a bit b € {0,1} denoting acceptance or rejection.
Trace(vk,m,0): On input the verification key vk, a message m and a signature o, the tracing algorithm
outputs the subset | that generated o.

10



Definition 13 (Unforgeability of AMS). An AMS scheme satisfies unforgeability if, for any adversary
A, the output of the game shown below is 1 with probability < negl(A).

— The adversary picks n to set the maximum bound on the number of parties.

— The challenger runs pp < Setup(1*, 1) and gives pp to A.

— The adversary picks a user to attack i* < A(crs).

— The challenger samples the public key and hint honestly by (pk}, sk) < KGen(1%) and hint*; = HintGen(
crs, ski, n) and gives (pk?, hint*;) to A.

— For all other users, the adversary picks a public key pk; and the corresponding hint hint;.

— The adversary may make a partial signature query with a message m for i*, the query is returned by
computing o = Sign(sk*, m). This is run as many times as desired by A.

— Finally, the adversary shall output a challenge message m* and an aggregated signature o™ alongside with
({pki, hint; }ic g\ i+)-

— The challenger preprocesses {hint;, pk; };c(s) as (AK, vk) < Preprocess({hint;, pk;}ic(q))-

— The adversary wins the forgery game if Verify(m*,0*, J*,vk) = 1 and J* C {1,...,q} includes i*, in
which case, the output is 1.

3 Novel Functional Commitments

We now introduce a novel FC scheme for group-scalar inner product relations, denoted GSFC. As
shown in [51], inner products encompass a range of primitives, including vector and polynomial
commitments and serves as a foundation for inner product arguments (IPA), as detailed in Sec. 4.

3.1 Group-Scalar FC for Inner Products

Subsequently, we present the first FC scheme for inner-product relations of the form (A, b) with
constant-size proofs and verification time, while ensuring that the commitment/proof remains in
the source group.

Our scheme is inspired by the structure-preserving vector commitment SPVC in [45] (cf. Sec.2.6),
particularly in terms of the message space and commitments. However, we significantly adapt the
proof generation and verification process to turn it into an FC scheme and support inner-product
relations. We combine SPVC with an aggregation technique inspired by [36] to embed the vector b
into a single aggregated proof. However, since this method applies to independent scalar messages
under the g-DHE assumption, it is not sufficient on its own. To support a single group element
Y = (A, b), we integrate the approach from [18] to compute Y, enforce a degree bound, and establish
security under the g-DL assumption. Conceptually, we shift the sum }_ b; - m; from an exponent of an

element based in Gr, i.e., =", into a group element Y € G;.

Strong Function Binding. We present our scheme in the strong function binding model, similar
to [18,46], but adapted to our setting to be more suitable for our GSFC schemes. This definition is
indeed strictly stronger than the function binding definition from [51] as presented in Definition 8.

Definition 14 (Strong Function Binding). FC satisfies strong function binding if, for any PPT ad-
versary A, for all A € N, and for any family of functions f, there exists a negligible function e(A) such
that:

Pr | Verify(CK, com, 7y, b,y) = 1A f(b) #y| < e(A),

where (CT, TK) « Setup(1*,q) and (com, f,y,b, 7t,) < A(CT).

In our construction, we consider linear functions ZZ — G1, which means that f(b) =Y, i.e., f(b) =

(A,b) =Y for a vector A € Gl{ describing the function space while b is input to the functions and Y
is a group element.

Scheme 1 (Group-Scalar FC for Inner Products (GSFC)) Lets SPVC be the scheme in Def.11, a GSFC
for inner products scheme is a tuple of four PPT algorithms defined as follows:

11



Setup(1%,4): Takes a security parameter A € IN, a desired message length g € poly(A) < p, and
outputs a commitment key CK and, optionally, a trapdoor TK. It computes CK as

By =P",By=P",...,By=P¥ Byp =P, ... By = P
B = 15“1,...,32,7 = p’xzq; MPPA.BG

and the trapdoor is set to be TK = pert
Commit(CK, msg): Takes as input the commitment key CK, a message vector msg = (Mp, My, T) €

MPPA_ and outputs a commitment com and auxiliary information aux. It runs and outputs (com, r) <
SPVC.Commit(CK, msg) where

com= [C;=P"-[] Ma | A aux= (r,msg).
i€[q]

Open(CK, com, aux, b): Takes as input the commitment key CK, a commitment com (to msg), auxil-
iary information aux, and a vector b € IF. It computes a witness 77, for Y = (Mjp,b) € Gy, ie.,
7ty is a witness for the fact that the linear function defined by b when evaluated on M gives Y. It
runs 77; < SPVC.Open(CK, msg;, i, aux) for all msg; where i € [g] such that a witness 7; for msg; is
of the form

=By [1 Tigri-ing
jela\{i}
b

Finally it outputs 7, = [T, 71, as witness for Y.
Verify(CK, com, Ty, b, Y): Takes as input the commitment key CK, a commitment com, a witness Ty,

avector b € Z‘Z,, and Y = (M, b) = I—[?=1 Mf’é = PEbimi ¢ Gy. Tt outputs 1 if

q
e (com, 1 Bszrll) =e(my, P) e (Y,By1),
i=

i.e., 71, is a witness for com being a commitment such that (b, M) = Y, and 0 otherwise.

Theorem 1. Scheme 1 is strong function binding (Def. 14) in the AGM assuming the g-DL assumption holds
(Def. 2).

Proof. We provide the proof in Appendix C.1.

3.2 Polynomial Commitments

We show that our GSFC scheme enables a new form of polynomial commitment scheme (PCS) for
values hidden inside group exponentiations [32] (also referred to as encapsulated values). Specifically,
one considers a polynomial f(X) = mg+my-X+---+ Mg_q- X7~ for some mg, my, . .. s €Zyp,
where the prover does not know the coefficients m; in the clear, but only has access to group elements
carrying them in their exponents, i.e., (P™,P™, ..., P™i-1). For this form, we present a succinct
PCS that works directly on these encapsulated values, allowing the prover to commit to the hidden
polynomial coefficients implicitly and later generate succinct evaluation proofs for any point x € Z,,.

Our PCS: The framework from [51] shows that a functional commitment for linear functions (inner
products) implies a PCS: To commit to a polynomial f(X) = mo +my - X+ -+ +mg_q - X971 of de-
gree g — 1, we can simply commit to the vector containing the coefficients m = (mq,my,...,m; 1) €
ZZ. When the sender wants to convince a verifier that f(x) = y, for some public (x, y), it is sufficient
to generate a witness 7, showing that (m, x) = y, where x = (1, x, x?,...,x771) and y can also be
encoded in group exponentiation as Y = PY. This PCS can be seen as a concrete instantiation of
the more general framework of Polynomial Commitments for Hidden Values introduced by [32],
tailored to the specific case of linear homomorphic encapsulation via group exponentiation.”

Our construction is based on the GSFC scheme and uses the framework of [32] to obtain the first
PCS from group elements. Specifically, we describe a PCS based on GSFC as follows.

5 Note that here we only consider computational hiding.
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Scheme 2 (PCS for Encapsulated Values) Let GSFC be the scheme in Def. 1, our PCS for encapsulated
values is defined as follows:

Setup(1*,q): Takes a security parameter A € IN, a desired message length g € poly(A) < p repre-

senting polynomials of degree g — 1. It runs (CK, TK) < GSFC.Setup(1%,4) and outputs a com-
mitment key CK and, optionally, a trapdoor TK.

Commit(CK, msg): Takes as input the commitment key CK, a message vector msg = (Mo, M;,T) €
MPP as evaluation points, and outputs a commitment com and auxiliary information aux for a

polynomial f(X) = Z?;Ol m; - X' by running (com, aux) ¢+ GSFC.Commit(CK, msg), where coeffi-
cients are encoded as (P™ )7:_8 € G. Finally, it outputs (com, aux).

Open(CK, com, aux, x): Takes as input the commitment key CK, a commitment com (to M or anal-
ogously f(x)), auxiliary information aux, and the evaluation point x. It present the point x as a
vector of the form x = (1,x,x%,...,x7) and computes a witness 7, for Y = f(x) by running
(7ty,Y) < GSFC.Open(CK, com, aux,x), where Y = PY.

Verify(CK, com, Ty, X, Y): Takes as input the commitment key CK, a commitment com, a witness Ty,

and evaluations points (x,Y). It converts x to a vector x = (1,x,x2,...,x7) € Z'Z, and outputs
{1,0} «+ GSFC.Verify(CK, com, 71, x,Y)).

Evaluation Binding. The proof of evaluation binding follows immediately from the function bind-
ing of the GSFC scheme.

It is clear, our polynomial commitment construction directly implies a succinct PCS for hidden val-
ues in the sense of [32], where we instantiate LHEncap as group exponentiation. However, compared
to the scheme in [32], which relies on the FRI protocol [5] to ensure proximity with a logarithmic size,
our construction avoids such tools and achieves constant-size commitments and proofs, while main-
taining a similar structure (see Sec. 5.3 for a more detailed discussion).

4 IPA for Group-Scalar Relations

An inner product argument (IPA) is a (non-)interactive argument of knowledge protocol between
a PPT prover P and verifier V such that the prover demonstrates that for (x,w) € R, where
x = (y,comy,comp), w = (a,b) we have (a,b) = y. Given two vectors a and b, an IPA enables
P to convince V that (a,b) = Y, where the verifier only has access to the commitments com, and
comy, of a and b, respectively. We present the first IPA for group-scalar relations (GSIPA), where the

inner product is defined as (A, b) = H?:l A?", while ensuring that both the proof size and verifica-
tion time remain constant.

GSFC vs GSIPA. While both GSFC and GSIPA address group-scalar inner product relations, their
technical roles and security guarantees differ fundamentally. The GSFC scheme allows a prover to
commit to a vector of group elements and later produce a succinct proof that a specific linear func-
tion, defined by a public function vector—is correctly evaluated on the committed data. Here, the
security goal is function binding, and knowledge soundness is not required. That is, GSFC does not
constitute an argument of knowledge, and the committed vector cannot, in general, be extracted
from the proof. In contrast, GSIPA is a proof system designed for settings where the prover commits
to both vectors involved in the inner product relation. Consequently, there must exist an extractor
that can extract both committed vectors from a valid proof, requiring a substantially stronger notion
of knowledge soundness. To meet this stronger requirement, the GSIPA construction extends GSFC by
introducing an additional verification equation that checks the degree structure of the committed
polynomials, thereby ensuring soundness and extractability.

Construction. Our construction is based on the GSFC scheme in Sect. 3.1 and the monomial basis
construction for encoding vectors by [18], with some simple observations. First, GSFC considers vec-
tors encoded as polynomials in the monomial basis e.g., m € ZZ thatis, m(X) = Z?:l m;X". In other
words, considering the verification equation, we can express it as (Z?Zl al-Xi> (Z?Zl bl-X‘H'l_i) =
yX9t1 4+ R(X), where R(X) is a polynomial of maximum degree 24 that must be determined and is

related to the proof 77y. Since we the values for P*',..., P*" in the commitment key, we can efficiently
compute this.
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Another key observation in GSFC is that during verification, the verifier only needs to compute
H?:l E’sﬂrli ;» which corresponds to the polynomial Z?:1 b; X971~1. We note that this is essentially a
commitment to a monic polynomial with reversed exponent order. Here, instead of sending b such
that the verifier can compute Cp, = H?:l 35;17 i
recognize that this commitment can now be generated by an adversary in the context of soundness.

As the vector b and commitment C}, are now computed by the prover (and not by verifier as b is
not a public vector anymore), to ensure the soundness in the proof, we need to verify both the form
and degree of the polynomial related to this commitment Cy,. Therefore, we introduce an additional
proof 7 and a verification equation that allow us to check this efficiently. Indeed, in the proof of
knowledge-soundness, this enables us to extract the witness. We now present our scheme.

we send it as a commitment to the vector b. We can

Scheme 3 (Inner Product Argument for Group-Scalar Elements (GSIPA)) The GSIPA protocol is a non-
interactive proof between a PPT prover P and verifier V. Given two vectors A & G’{ and b € ZZ, the IPA
allows P to convince V that (A, b) =Y as follows:

Setup(1!) — crs: Takes as input a security parameter A € IN and outputs a common reference string
crs, which is the same as the commitment key for GSFC.
Prove(crs, aux, x, w): Takes as input crs, aux = (M1, T) € MPP4, and an instance consisting of x =

(Y € G1,Ca,Cp) and witness w = (A,b) for Y = (A,b) with A = My = (P")iclq) € MPPA.

Let msg = (A, aux), the prover proves the following IP relations with (A, b) = J] A?i = Y and
Commit being the commitment function implicitly computed in GSFC.Verify (cf. Scheme 1):

Rip := {(A,b) : C4 = GSFC.Commit(crs,msg) A Cp, = Commit(crs,b) A (A, b) =Y}

— First, we recall that the commitments that are part of the statement x for witnesses (A, b) have
been computed as follows:

A Abl
Ca=P- H My A Cp = H Bq+1—i'
i€[q] i€[q]
— Now, it creates a proof 7 for a polynomial R(X) = Yielg) Lieg b; X9+1=+i such that deg(R(X))
< 2qas:
A pbi _ pLjelq) Tiep b _ pR
=11 I8 iy, =Pl =ic — pR(@®),
j€laliclq]

Also, it computes a batched opening for Ca similar to the one in the GSFC scheme
b;

q
Ty = H Bngl*l' : H Tjgr1-itj
i=1 jelal\ i}

Finally it outputs 7 = (71, 7t) as proof for Y = (A, b).
Verify(crs, x, 7r) : On input of crs and statement x containing Y (and we also assume that it contains

commitments Ca and Cp,) and proof 7 = (7, %), this algorithm checks the inner product Y to
committed A and b as follows:

¢(Ca,Cp) =e(my,P) e (Y,Byy1) Ae| TTPY,Co| =e(P 7).
j€ld]

If so, it outputs 1 and 0 otherwise.

We note that H]-G[ d P¥ can be precomputed in the setup and placed in crs. Moreover, for simplicity,

we show the computation of the commitments Ca and C}, as part of the Prove algorithm, alongside
the generation of the proof. However, these commitments are logically part of the statement, not the
proof itself. They can alternatively be computed separately and sent to the verifier in advance, as
part of the statement which is input to the verification algorithm.
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Theorem 2 (GSIPA Knowledge Soundness in the AGM). If GSFC is a computationally binding inner
product commitment, then GSIPA (Scheme 3) is computationally knowledge-sound (Def. 5) in the AGM
(including the variant which satisifes extended knowledge-soundness as defined in Def, 6).

Proof. We provide the proof in Appendix C.2.

Zero-Knowledge Variant. The above argument can be modified to achieve zero-knowledge. One
just needs to add randomness to the commitments and appropriately randomize the proofs with
respect to this randomness. We leave the details to the reader, as zero-knowledge is not required for
our applications.

Reduce Trust in the CRS. Our scheme requires a structured setup similar to KZG-based schemes,
making it compatible with standard trust-reduction techniques for generating the crs such as MPC-
based setup [6], updatable reference strings [39], and the widely used powers-of-tau ceremony [59].
In particular, updatable CRS techniques allow any party to securely refresh the CRS without com-
promising soundness, as long as at least one update is honest and thus significantly reducing trust.
We note that after such a CRS update, the message space must be adjusted to align with the new
CRS. Since the setup typically needs to be performed only once or infrequently, and efficient trust-
reduction mechanisms exist, our focus is primarily on minimizing proof size and verification cost.

4.1 Subvector Openings

We show that both commitments, C4 and Cp, are indeed vector commitments with (sub)vector open-
ings, i.e., one can open multiple positions of the vector at the same time. In this case, in addition to
the inner product relation, one can also open to (sub)vectors. For the commitment Cp, since it follows
the SPVC scheme, its opening procedure is exactly as defined in SPVC commitments (cf. Sec. 2.6).

Furthermore, we observe that C; = H?:l B qj+17 jas commitment to b is a VC similar to mercu-

rial commitments in [52,36] but with a different index for shifting. More precisely, one can encode
messages using the monomial basis with inverse order exponentiation, then compute a proof as
o= ]_[]q.#l. PY*"" where the verification would be e(P¥,Cy) = e(m;, P) - e(P, P)“q“bi. This is a
valid vector commitment based on a generalized version of g-DHE (see Sec. 2.2). One can see that
we can aggregate and batch proofs like other mercurial-type vector commitments. We note that the
proof must be in G4, as otherwise binding does not hold.

Proof of Binding. Similar to the mercurial commitments in [52,36], we prove the binding of the
above scheme under the generalized g-DHE assumption.

Proof. Assume that an adversary A produces a commitment (com, aux), an indexi € {1,...,q}, and
two valid openings 77; and 77; to distinct messages b; # b;. From the verification equations, it follows
that:

e(r;, P) - e(P, D"\ = e(nt], P) - e(P, P2

Simply rewriting yields e(7t;/ 7, P) = e(P, Pt b b o equivalently e((ni/nl’-)l/(bz{’bi), P) = e(P,
P, Since b; # b!, the latter relation implies that P = (my/ AN (bi=bi) is revealed by the
collision, which contradicts the generalized g-DHE assumption. O

Aggregation: Similar to [36], we can aggregate proofs and present a subvector opening. Suppose the
committer wants to reveal multiple values {b; : i € S} (where S C [g]) for a single commitment Cj,

via a very short proof 7rs. The idea is to take t; <$ Z;: s = [lies nff which can, in turn, be verified
using the equation:

i A +1y, ot
e <H P* .tircb> ; 3(77-'5/82) . gl;_? Yiesbi tz'

i€S

The scalars t; can be computed via a hash function (cf. [36]).
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5 Applications

We present several applications. First, we propose the notion of dynamic (weighted) threshold VRFs
(DT-VREFs), which unlike existing schemes avoid the need for a costly DKG. DT-VRFs enable a non-
interactive setup and support dynamic thresholds, allowing parties to join in an ad-hoc manner
without any synchrony assumptions. Second, we show how to construct efficient silent threshold
signatures [24,33] that support dynamic and weighted configurations with efficiency comparable to
prior work, but without relying on random oracles. Finally, we demonstrate how our GSIPA, and in
particular our PCS scheme from Sec. 3.2, can be applied in the context of oblivious proofs [32]—a
framework for proving statements about hidden secrets via linearly homomorphic encapsulations.
Our PCS achieves similar functionality without FRI [5], supporting constant-size proofs and verification
time for encapsulations such as LHEncap(m) = P™ (e.g., group exponentiations).

5.1 Dynamic Threshold (Weighted) VRFs

We recall from the introduction that in distributed or threshold VRFs (tVRFs) [30,22,43], parties
first run a DKG protocol to compute shares of a secret key. Each party can then compute a partial
evaluation using their secret share, and any set of ¢ + 1 valid partial evaluations can be combined
to obtain the global evaluation of the VRF. However, tVRFs remain costly for certain use cases, such
as randomness beacons, due to the frequent need to run expensive DKG protocols-typically need
O(n?) and O(n®) communication cost with a restricted threshold and the lack of flexibility.

Relying on our core results in this paper and particularly GSIPA, we subsequently propose the
concept of dynamic threshold (weighted) VRFs (DT-VRFs). They eliminate the need for an expensive
DKG as they support a silent setup process. Here the joint public key of the parties is computed as
a deterministic function of their locally computed public keys. They support the dynamic selection
of a threshold and parties can join the system in an ad-hoc manner, simply publishing their public
keys asynchronously. Moreover, we can smoothly adapt them to weighted VRFs as in the case of
threshold signatures in Sec. 5.2 and similar to weighted VRFs in [25], where the threshold is deter-
mined not just by the number of participants but also by their individual weights, e.g., stake or share
in proof-of-stake systems. We, however, note that due to the dynamic threshold setting, the unique-
ness property of the DT-VRF is conditioned on the respective subset that satisfies the threshold. As
already discussed in the introduction, for many application this does not represent a drawback and
is sufficient.

A key-homomorphic and aggregate VRF [56]. Our starting point is the aggregate VRF in [56], where
akey pair is defined as: k «$ Z,, and vk = S with S being a randomly chosen element, i.e., S = P* for
some random s € Z,, and the evaluation at point x is computed using a pairing as y = e(P, H (x))k,
with H being a hash function (modeled as a RO) that maps bitstrings to G, elements. To prove that
the evaluation was done correctly, one can simply compute: 7 = H(x)¥, which can be efficiently
verified by checking

y=-e(P,r) and e(vk, H(x))=e(S, ). 2)

One interesting property of this scheme is that it is key-homomorphic for linear functions. To see
this it suffices to observe that

Eval(ko, x) - Eval(ky, x) = e(P, H(x))k0 - e(P, H(x))"
= e(P,H(x))*k = Eval(ko + ky, x),
and similarly for proofs we have Prove(kg, x) - Prove(kq, x) =
H(x)% - H(x)" = H(x)" = Prove(kg + k1, x).

Now using these properties it is clear that we can aggregate public keys as avk = [ic (o) vki and
verify aggregated proofs and evaluations as shown above. Actually, to construct a secure aggre-
gate VRF [56], for an aggregation over verification keys vky, . .., vky one requies techniques inspired
by signature-aggregation [10]. In particular one commits to all keys and evaluations by computing
R = G(x,vkl,. ..,vkg,e(P,m),...,e(P,my)) and from that unpredicably derives a coefficient vec-
tor (r1,...,7;) = H(R) used in the aggregated key as avk = [Ticpy vk}, for the aggregated proof
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= [Ticpy 77 " and evaluations y = Hle[g . Here, G and H are suitable hash functions treated as
random oracles.

Remark. Looking ahead, in our setting we have g public keys overall from which a subset I of
size £ < g (threshold) of evaluations are aggregated. Consequently, we always derive a vector
(r1,...,79) = H(R) from R but discard all the indices that we do not need for aggregation. It is,
however, easy to verify that this change does not change anything in the security arguments in [56].

High-level idea of dynamic threshold VRFs: We recall that our GSIPA protocol allows for succinct
proofs and compact verification keys with respect to a threshold set I as follows: Each kparty i sam-
plesits key k; < Z} independently at random and computes the public key as (vk; = §, My;, T;) €
MITPP, where we set m; = k; and the CRS for the message space is computed with respect to ba-
sis S insead of P. Note that T and My; are only used in GSIPA and do not need to be known to
verifiers. For g parties we have k = (kq,kp, .. .,kq) S ZZ be the vector of secret keys. Also, let
pky, = (sk, sk, .., Skﬂ) € G? and we then pick the vector of weights w = (wy, wo,...,w,) € ZZ.
Note that when we consider the plain threshold case we will have w = 1, the all-ones vector.

To compute a partial VRF evaluation on a message x, each participating party i uses its private
key to compute: 71; = H(x) € G; and sends it to the aggregator P. Let I C [q] be the subset of
parties for which the aggregator receives valid partial evaluations, i.e., representing the dynamic
threshold, and let us define the bit vector: b = (by, by, ..., bq) € {0,1}9 where b; = 1 for each iel
and 0 otherwise. The aggregate VRF on x is then the tuple: (b, 7r), where 7 = []ic/(7; Ti)bi and
the threshold (weight) of the VRF is t = } -/ b; - w;. Then, P computes the aggregated pubhc key:
avk = [ Ties (vk;i )b with the respective r; taken from a public vector r (which is defined below). Note
that after deriving the randomizer r, we must apply it only to the parties that contributed partial
evaluations. This is achieved via the Hadamard product u = b o r, which retains r; for active parties
(i.e., b; = 1) and zeros out all others, effectively computing u; = r; - b;. We also need to prove this
relation to ensure that the aggregation key is correctly randomized and corresponds precisely to the
subset of active signers. Thus, P has to prove the following constraints:

(i) t=(w,b) and (ii) avk={vk,u) and (iii) u=bor

For (i) as both vectors are scalars, we can use recent works that use IPA to prove that a committed
vector is binary [[18], Sec 5.1] or alternatively use our scalar-based IPA variant of our GSIPA, where
the commitment Cp can be directly computed using messages as scalars. This case closely resembles
a subvector opening proof from Sec. 4.1 (with an additional 7 for the degree check). For (ii) we can
use our GSIPA protocol. It remains to argue how we can prove the Hadarmard product in (iii). We
want to prove that u = bor where u,b € Z'Z, are vectors committed by the prover, and r € ZZ isa
public vector which is derived as r = H(R) by the verifier from the seed R sent by the prover.

This can be proven using a randomized linear test due to Groth [37] (cf. Sec. 2.4) that reduces the
Hadamard product relation to an inner product argument (IPA).

Hadamard Product via IPA Reduction. To prove that u = b o r, we reduce this to inner product
checks using a random linear combination (Sec 2.4). The prover derives p € FF from the RO and
defines the monomial vector B = (1,8,...,8""!), and both compute 7 := ro B. The prover then
proves that (u, ) = (b, ) = z, by providing inner product arguments for both sides.

We formalize these ideas in the relation Ryrg below. The relation is for statements of the form
{cp, cw,avk, 7, 71, x, R} with r = H(R) and it looks as follows:

vk € GY; ¢y = Commit(vk)

q _ .
e(avk, H(x)) = e(S, ) A w € Z, cw = Commit(w)

R - 7 be {0,1}9; ¢, =C it(b
R R lf> o (i w )
u=bor

Dynamic Threshold VRFs. Subsequently, we define dynamic threshold VRFs which are closely
aligned with aggregate VRFs (defined in Appendix B.1), apart from the fact that we do not require
to make the key-hommomorphic property from [56] explicit.

Definition 15 (Dynamic Threshold VRF (DT-VRF )). A DT-VRF is a tuple of PPT algorithms with the
following syntax:

17



Setup(1%,4): The setup algorithm on input the security parameter A € IN and optional an upper
bound of users g in the system, returns the common reference string crs.

KeyGen(crs): The generation algorithm on input the crs samples a secret key k; and returns a public
key pk = (vk;, T;) for each party, where vk; = VKey(k;) for a bijective function VKey and 7; are
additional elements depending on crs (and k;).

Eval(k;, x): The evaluation algorithm on input the secret key k; and some point x returns an image

i+
Prove(k;, x): The prover algorithm on input the secret key k; and some point x returns a proof ;.
Verify(vk;, x,y;, 7t;) : The verification algorithm on input the verification key vk;, some point x, an

image y;, and a proof 7; returns a bit b € {0, 1} denoting acceptance or rejection.
Agg(x, {pk;, yi}_,): The aggregation algorithm on input a point x, £ verification keys (vkq, ..., vky)

and images (y1, .. .,Yy) outputs an aggregate key avk and an aggregate image 7.
AggProve(x, {pk;, 7t;}/_,): The aggregate proof algorithm on input a point x, ¢ public keys with

pk; = (vk;, 7;), and proofs (71, ..., 71y) outputs an aggregate proof 7.

AggVerify(avk, t, x, 7, 77) : The aggregate verification algorithm on input an aggregate verification key
avk, a threshold ¢, a point x, and an aggregate image-proof pair (i, 77) outputs a bit b € {0,1}
denoting acceptance or rejection.

The aggregated verification key avk, the aggregated image and proof should be constant size. We
emphasize that we define our security in the malicious setting. That is, we consider the aggregator
to be malicious.

Security Properties. As with any VRF we consider pseudorandomness and uniqueness and as with
aggregate VRFs we additionally consider aggregate binding.

Aggregate pseudorandomness. It requires that the aggregate output is pseudorandom as long as there
is at least one honest participant that provides a partial evaluation. We note that although we are
in a threshold setting, we consider the strong variant as in aggregate VRFs so that except from one
participant all other contributions can come from malicious users.

Definition 16 (Aggregate Pseudorandomness). A DT-VRF satisfies pseudorandomness if there exists
a negligible function € such that for A € IN, all polynomials q = q(A), and all admissible PPT adversaries A,
it holds that

2

where the experiment ExpPseudoRandom 4 is defined as follows:

1
‘ —Pr [1 — ExpPseudoRandomA(lA,q)} ‘ <e(A)

1. The challenger runs setup crs < Setup(1*,q), generates a key pair (k, pk) < KeyGen(crs), and sends
(crs, pk) to A.

2. A can query adaptively and at any time an oracle on input x; and receives back from the challenger a pair
(yi, 7t;) where y; <— Eval(k, x;) and 1t; <— Prove(k, x;).

3. At any point (including between evaluation queries), A can query a challenge input x* along with some
challenge keys {pk; }¢_, with £ € [q]. If for any i it holds that VerifyMsg(crs, pk;) # 1, the challenger re-
turns . Otherwise the challenger (inefficiently) computes k; <— VKey ™! (vk;) and sets y; < Eval(k;, x*).
Then it flips a coin b <— {0,1} and computes:

g o [ Pesle ok Bvalll x), fok i} ) =0
Y <D ifb=1

4. At the end of the experiment, A outputs a guess b*. The experiment returns 1 if and only if b* = b.

Furthermore, we say that A is admissible if x* ¢ Q, where Q denotes the set of points queried to the oracle
as defined above.

Subset Uniqueness. We also require subset uniqueness meaning for any given aggregate image and a
subset I, where I = {pk;};c[y represents the subset of partial evaluators” public keys, the output is
uniquely determined. There must exist a unique aggregate proof such that the aggregation remains
a valid VRF evaluation. This prevents adversaries from producing valid proofs for incorrect sets of
keys i.e., the subset I.
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Definition 17 (Subset Uniqueness). A DT-VRF satisfies subset uniqueness if for A € IN, all polyno-
mials g = poly(A), all crs, q in the support of Setup (1%, q), all subsets I C {pk}ic|q of sizet = £ = |1, and

all aggregate keys avk, all points x € {0,1}*, all aggregate images (1), 1) and proofs (7o, 7t1), it holds that
1 = AggVerify(avk, t, x, o, 711) = AggVerify(avk, t, x, i1, 71)
= o =11.
Aggregate binding requires that no attacker is able to find two different pre-images for a given ag-
gregate. It is identical to the original one in Def. 23, and does not change with a dynamic threshold as

all keys can be sampled maliciously, with the only difference that all pk; are checked for membership
in the message space.

Definition 18 (Aggregate Binding). A DT-VRF satisfies aggregate binding if there exists a negligible
function € such that for A € IN, all polynomials q = poly(A), and all PPT adversaries A it holds that

Pr {1 - EprggBindA(lA,q)} < e(A)

where the experiment ExpAggBind 4 is defined as follows.

1. The challenger runs setup crs < Setup(1%,q) and sends the output to A.

2. Avreturns a point x*, t = { € |q] verification keys pky, ..., pky, two tuples (y1,...,y¢) and (y3,...,y}),
and proofs (11q,. .., 71p).

3. The challenger computes (avk, 7t) < AggProve(x*, {pk;, 7t; }/_,) and (avk, 7) <+ Agg(x*, {pk;, v }1_,)
and outputs 1 if and only if:

{Verify(vk;, x*,y;, 71;) = 1}'_, and AggVerify(avk, t, x*,, ) = 1
and Vi € [{] : VerifyMsg(crs, pk;) =1
and furthermore (y1,...,y¢) # (Y5, .-, ¥})-

Our Construction. We now present our construction, which extends the aggregated VRF in [56] as
already outlined above.

Scheme 4 (Our DT-VRF) Let GSFC be Scheme 1 and GSIPA be Scheme 3, our DT-VRF works as follows:

Setup(1*,q): Run GSFC.Setup’ (14,4, S), a modified setup algorithm that generates all the parameters with
respect to the basis S rather than P. Additionally define hash functions H : {0,1}* — Gy, G, : {0,1}* x
G{ x GL — {0,1}* and H : {0,1}* — Z],

KeyGen(crs): Sample k; —y Z, and return a public key pk; = (vk;, ;) = (S%, (My;, T;)) € M7TPP.

Eval(k;, x): Return evaluation y; = e(P, H(x) ).

Prove(k;, x): Returns proof r; = H(x)k.

Verify(vk;, x,y;, 7t;) : Return 1if vk; € Gy and

y=-e(P,m) and e(vk;, H(x)) =e(S, m)

and 0 otherwise.

Agg(x,{pkii,y]-l.}le): Compute R < Gy(x,vkj,, ..., vkj, Yj,,...,yj,) and (r1,...,rq) < H(R) and re-

ri. ri.
turn avk = TT;c g vkj;’ and § = e y].:ﬂ
AggProve(x, {pk;,, 71;; }_,): Computing the proof does:

- Compute R + Gg(x,vkjl., -..,kj, e(P,7j)),... e(P, 1)) along with (ry,...,rg) < H(R)

— Compute avk = JTic|y vk]r.fi

- Compute 7' = Ty 71;_]"

— Compute a non-interactive proof I1 for relation Ryrg with threshold t = ¢ using GSIPA.
— Return proof it = (avk,I1, v/, R)
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AggVerify(avk, t,x,7,7): Parse T = (avk,I1, v/, R) and output 1 if the following holds and 0 otherwise:
- e(avk, H(x)) = e(S, ') N =e(g1, ') # 1g,-
— Verify IT with threshold t and R.

We remark that the dynamic threshold weighted VRF is almost identical to our above construction.
The only difference is that within R p (cf. Scheme 3), instead of using w = (1,1,...,1) we use the
predefined weights w = (wq, w», ..., wy) and for malicious parties who send keys that do not verify,
we set w; = 0. The other changes follow straightforwardly.

Remark 1 (On the Cost of Computing r = H(R)). Computing r involves hashing a linear number of
elements, i.e., O(n) time. This cost is inherent to all constructions that rely on deriving a challenge
as a linear combination over a set of inputs. Our approach is consistent with prior work in this case.
However, hashing is computationally inexpensive, and the overall proof size remains constant.

Theorem 3. Let the aggregate VRF in [56] satisfy agqregate pseudorandomness, binding, and uniqueness
(see Appendix B.2), and assume GSIPA is knowledge sound. Then, the construction in Scheme 4 satisfies
aggregate pseudorandomness, aggregate binding and subset uniqueness in the ROM.

Proof (Sketch). The security essentially directly follows from the underlying aggregate VRF con-
struction in [56] and the knowledge-soundness of GSIPA. One conceptual modification that we have
made is that we always derive a vector (ry,...,7;) = H(R) from R of length g, but discard all the
indices that are not used in an aggregation. It is, however, easy to verify that this change does not
change anything in the security arguments in [56] as they just require unpredictability of the values
r; based on an input that cannot be fully controlled by the adversary. So we assume they are used
consistently in the DT-VRF and the underlying aggregate VRF. See Appendix C.3 for proofs.

On integration into randomness beacons. Similar to other approaches that employ threshold VRFs
in consensus protocols and randomness beacons [22,43,25], our DT-VRF can likewise serve as a cryp-
tographic core for decentralized randomness beacons. In each round, a public input x (e.g., epoch
number or previous output) is fixed, and parties compute partial evaluations on x using their se-
cret keys. Once enough evaluations are collected, an aggregator derives the aggregate VRF output
and a succinct proof, which together define the beacon value. The DT-VRF ensures unpredictabil-
ity until aggregation, uniqueness per input, and public verifiability. Its support for dynamic and
weighted participation eliminates the need for setup or key distribution across rounds. Combined
with simple coordination mechanisms for input selection and output finalization (as commonly
done in blockchain-based randomness beacons), our DT-VRF enables efficient and decentralized
beacon protocols.

5.2 Silent Threshold Signatures Without RO

Recall that we follow the blueprint from [24] and [33], which considers a large fixed group of signers
who produce partial signatures. An aggregator takes the partial signatures and computes a SNARK
proof to prove correctness of the aggregated public key and the threshold t. The SNARK is used
to compute a short constant-size key, not to hide any information (apk is simply the product of all
signers’ public keys). This results in a compact signature, which can be verified independently of
the number of signers.

While the above constructions are quite efficient, recent work by Lehmann and Ozbay [50] found
the original construction from [24] to be insecure. This motivates the search for alternative ap-
proaches. Towards that end, we propose to instantiate threshold signatures with a silent setup using
our GSIPA from Section 4. This approach eliminates the need for customized SNARKS, simplifying
the overall construction. Consequently, we achieve a more modular design, making their implemen-
tation easier and less error prone.

In the following, we introduce the syntax and unforgeability notion for silent threshold signa-
tures. For ease of exposition, we adapt the definitions from [33] and [12].

Definition 19 (Silent Threshold Signature (STS)). A Silent Threshold Signature scheme consists of the
following polynomial-time algorithms:

Setup(1*,q): On input of the security parameter A € IN and the parameter q, the setup algorithm outputs
public parameters pp, which are treated as an implicit input to all algorithms.
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KGen(i): On input the index i, the key generation algorithm outputs a public/secret key pair (pk;, sk;).

HintGen(sk,q): On input pp, a secret key sk, and the number of parties q, the hint generation algorithm
outputs a hint hint.

Preprocess({ (hint;, pk;) }ic[q): On input pp and all pairs {(hint;, pk;) }ic|,), the preprocessing algorithm

computes an aggregation key AK and a (succinct) verification key vk.
Sign(sk, m): On input a secret key sk and a message m, the signing algorithm outputs a partial signature o.
PartialVerify(m, o, pk): On input a message m, a partial signature o, and a public key pk, this algorithm
returns 1 if and only if the partial signature verifies correctly, and 0 otherwise.
SigAggr(AK, vk, ], {0}, pki}jes): On input pp, an aggregation key AK, and a set of partial signatures and

public keys {0, pk;} je], the signature aggregation algorithm outputs a (succinct) aggregated signature c.
Verify(vk, m, o, t): On input the verification key vk, a message m, a signature o, and threshold t, it verifies
the signature and outputs a bit b € {0, 1} denoting acceptance or rejection.

Definition 20 (Unforgeability of STS). A STS scheme satisfies unforgeability if, for any adversary A, the
output of the game shown below is 1 with probability < negl(A).

— The adversary picks q to set the maximum bound on the number of parties.

— The challenger runs pp < Setup(1%, ) and gives pp to A.

— The adversary picks a subset of parties to corrupt A <— A(pp).

— Forall honest partiesi € [q] \ A, the public key and hint are sampled honestly by the challenger (pk;, sk;) <
KGen (i) and hint; = HintGen(sk;, q) and are given along with crs to A.

— Foralli € A, the adversary picks a public key pk; and the corresponding hint hint;.

= The challenger preprocesses {hint;, pk; }ic(q as (AK, vk) <— Preprocess({hint;, pk;};c(,)) which are given
to A.

— The adversary may make a partial signature query with a message m and an honest party i € [q] \ A, the
query is returned by computing o; = Sign(sk, m). This is run as many times as desired by A.

— Finally, the adversary shall output a challenge message m* and an aggregated signature o*. Let S* be the
subset of honest parties queried by the adversary to sign m*.

— The adversary wins the forgery game if there exists a threshold t > |S* U A| such that Verify(m*,0*, T, vk) =
1, in which case, the output of the game is 1.

Accountable Multi-Signature without RO. We consider the recent accountable multi-signature with-
out RO from Boneh, Partap and Waters [12], which we adapt to the silent threshold setting following
the ideas from [33]. More in detail, Boneh et al. consider a setting where n parties, identified by an
indexi € {1,...,n}, compute their individual keys locally and non-interactively. As explained in
[12], parties can choose a unique slot number as their index using a counter on a public bulletin
board that is initialized to zero. Whenever a party joins the system, it increments the counter by one
and uses the current value as its slot number. Once all parties have joined, the counter value n is
used as the upper bound on the number of signers, and all participants use it to compute auxiliary
information that they include as part of their (extended) public key. The aggregator takes all the
extended public keys (or hints) and computes the aggregation key and global verification key. The
latter is used to verify signatures from any subset of signers. As an accountable scheme, signatures
from [12] include a minimal description of the signer set (i.e., a bit vector of length n), required for
verification and accountability.

High-level idea of silent threshold signatures without RO. We observe that for silent threshold
signatures accountability is not required and we can thus remove the linear dependency on # for the
signature size. Specifically, using our GSIPA , we can commit to the bit vector and auxiliary group
elements used to verify the signature to get a silent threshold scheme. Thus, we extend the setup of
[12] to include our GSIPA’s setup, requiring the use of extended public keys defined over the GSIPA
‘s message space. Key aggregation can be done as parties join the system, verifying the correctness of
each (extended) public key using the crs. Subsequently, the aggregator only needs to fetch the public
keys of the threshold signing parties to compute the GSIPA. This allows us to achieve a constant-size
silent threshold scheme that, contrary to prior work, does not rely on the random oracle model to
prove security. We compare our new scheme with previous work in Table 2.

Our Construction. In the following, we present our silent threshold signatures scheme. It is based
on the multi-signature from [12], which achieves existential unforgeability without random oracles
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by relying on the Waters algebraic hash [64]. As such, it considers s-bit messages m = (my,...,m;s) €
{0,1}*° where s only depends on the security parameter. For ease of exposition, we highlight the rel-
evant modifications—compared to the original multi-signature scheme of [12]—in green. We switch
the verification key from G, to G; for compatibility with our GSIPA.

Setup(1*,g) — pp:

- GlobalSetup(1%,g) : Sample a bilinear group along with g fixed generators par <+ (G1, Gy, Gr,¢, P, P,
{Ui}iepy € G p)-

— SystemSetup(par) — ppar : Sample Vj, ..., Vs <% G, and output ppar < (par, Vo, ..., Vs).

— GSIPA.Setup(ppar) — pp : Sample & <% Z,, compute crs < {B; = P“l,...,Bq = P”‘q,BqH =
P"‘qﬂ, . By = P"‘Zq, B, = p”‘l, .., Bq = 13“[],g§‘q+1 } with g = e(P,P),and output pp < (ppar, crs).

KGen(i) — (sk;, pk;):

- Sample B; < Z,,. Set sk; < B;.

- Set Mg ¢~ PP, Myy = Bl = PP, T;; = B = P"#, forallj € [i +1,i +4) \ {7 +1}.

ij —
Set pk; + (vk; = M;o, M; 1, {Ti,j}je[i+l,i+q]\{q+l})' Output (ski, pk;).
HintGen(sk;, q) — hint;:

- Forallj € [q]\ {i}, compute pAki’j — H]ﬁ’
Set hint; < {F;ki,j}je[q]\{i}' Output hint;.
Preprocess({pky, hint1 }1, ..., {pk,, hints}4) = (AK): ©
- For each i € [q], parse {pk;, hint;}; as (vk; = M; o, M1
{Ti}ietirvivgn g1y (PR el ))-
— If (Mg, U;) # e(P, pk; ;) or e(Miy, B; ;) = e(T;
output L.
- Output (AK; < {pk; ;}jcign 1})-
Sign(sk;, m) — o;:
- Parse sk; as B;, sample r; <$ Z,,, compute 0; o <— P"i and
01 lAIlfgi (Vo [Ticfs) Vimi)ri. Output 0; = (0;0,0i1)-
SigAggr(AK, vk, ], {oj, pkj}jey) — o
- Foreach j € ], parse ¢ as (0j,0j,1). For each i € [q] parse AK; as {i;ki,k}ke[q]\{i}-
- Compute 0y < []ej 70

s P) Ae(M;1,P) = e(M;p, B;) for some i,j € [q]

— Compute 0j1 < 0j1 - [Tkep () pAkk,j foreachj e J.

— Compute 01 Hje] 01 and 0» + Hje] l:lj.

— Compute a non-interactive proof I1 for relation Rgts with threshold ¢ for subset (threshold) | C
[q] with t = (w =1,b)7 as

vk € G7; ¢,k = Commit(vk)

e(P,oy) = w e ZZ, cw = Commit(w)

e(0o, Vo [Ticjs) V") - e(avk, &) | b € {0,1}9; ¢, = Commit(b)
(w,b) =t; (vk,u) = avk

Rsts =

where b represents the subset |, avk = [Ty vkis pk; = (Mjp, Mj1, T), the witness is (My, b), and
aux = (Mj, T).

- Output o= (0’0, 01,02, Cyk, Cp, avk, mTayk, ﬁ’)

Verify(vk, m, o, t) — {0,1}:

— Parse o as (09, 01,02, Cyk, Cp, avk, ok, 71) and output 1 iff 7 verifies for ¢t and e(P,07) = e(op,
VolTieis) Vi) - e(avk, 02).

Remark 2. Similarly to other schemes [12,24,33], to prevent rogue-key attacks, we also implicitly as-
sume that each public key is accompanied by a proof of possession.

6 We define this algorithm for consistency with the definitions in [33].
7 We set weights to 1 for simplicity but our IPA can be used to prove this inner product.
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Table 2. Comparison of silent threshold signature schemes. We provide concrete numbers considering type-
3 pairing groups. To ensure a fair comparison, we have adjusted the reported signature sizes by consistently
including both the aggregated public key and the individual signature shares across all schemes—elements that
were not always accounted for in previous works. For the aggregated public key size, we exclude individual
BLS keys and signer weights, common to all schemes.

Scheme CRS Signature |Verification Verification Aggregation Aggregation|Setup| Security
size size key size cost key size cost model
zk-SNARK [38] Circuit specific 26,1, 7G, 3P, 1Expg, Large High MPC |GGM+RO
DCX"24 [24] 4ng, +nGy 7¢, +2c, + 1 56, 13P, 2Expg, , 3Expg, 4ng, O(n) PKI |AGM+RO
hinTS [33] ng, +nGy 5G, +2¢, + 8F| 2¢, +1g, 9P, 1Expg, 4ng, O(n) PKI |AGM+RO
This work + [12][(2n — )G, + (1 +2)Go +1G1| 6, +4c, | 1g, | 14P1Expg, |(n®)g, + (n2+n)g,| O(n) | PKI| AGM

As in Sec. 5.1, to prove that Cy is binary we can either use [18] or a scalar-based IPA variant of our
GSIPA, where Cy is computed using scalar messages without relying on structured ones. We go with
the latter and report our numbers with this in mind when comparing our scheme with related work
in Table 2.

Theorem 4 (Unforgeability of STS). Let GSIPA be extended knowledge sound, and the AMS scheme
of [12] be an unforgeable. Then our construction is unforgeable under the definitions of 20.

Unforgeability is proven in Appendix C.4. We note that, unlike the work of [24], we do not face
a simulation barrier in our setting. This is because the extended knowledge soundness of GSIPA
allows the simulator to obtain the CRS from the extended soundness oracle, enabling extraction
without knowledge of the trapdoor later when it requires it.

STS Comparison. We provide a comparison of our new threshold signature scheme in Sec. 5.2 with
the most significant related works in Table2. As shown, our efficiency is comparable to that of [24],
whose security has been shown to be flawed [49], and is also close to [33], while our construction
does not rely on the random oracle model.

5.3 Constant-Size Oblivious Proofs

As briefly mentioned in Sec. 3.2, Garg et al. [32] present a proof system for proving statements about
hidden secrets that satisfy arbitrary circuit relations. Notably, their proofs are generated obliviously—
that is, without access to the underlying secrets. To achieve this, they introduce the notion of FRI
for hidden values, enabling efficient proximity testing over encapsulated inputs denoted by functions
LHEncap(m). Their approach yields polynomial commitment schemes (PCS) for values hidden un-
der linearly homomorphic primitives such as homomorphic encryption (LHE), homomorphic com-
mitments, fully homomorphic encryption (FHE), or group exponentiation. Leveraging this, they
build succinct non-interactive arguments of knowledge (SNARKS) for proving correct evaluations
on encrypted or hidden data (e.g., FHE ciphertexts), and they enable secure delegation of SNARK
generation to untrusted servers without leaking the witness. More concretely, the PCS in [32] oper-
ates as follows: Given a polynomial

f(X)=mog+mX+---+ mq_lx‘?—l

for coefficients m; € T, let [mg], ..., [m;_1] be their encapsulations under a linearly homomorphic
mapping. For example, [m] might represent an LHE ciphertext, a homomorphic commitment, or
a group exponentiation such as g"". These encapsulations may offer perfect (e.g.,encryption, com-
mitments) or computational hiding (e.g.,group exponentiation). The committer can then compute
[f(x*)] along with a succinct proof that it corresponds to the evaluation of the committed polyno-
mial at a public input x*. The general concept of Linearly Homomorphic Encapsulation (LHEncap),
as formalized in [32], refers to any homomorphic mapping from F to an output space S, preserving
linear structure.

Our PCS construction in Sec. 3.2 achieves similar functionality, but without relying on the FRI
protocol. Instead, we instantiate LHEncap(m) using group exponentiation, i.e., LHEncap(m) = P™.
This yields a polynomial commitment scheme for group-exponentiated values with constant-size
proofs and verification, where hiding is computational. To strengthen this to perfect hiding, we apply the
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randomization technique from [45]. Specifically, we randomize the message vector M € Gz using a
blinding factor iy € F to obtain M’ = M". The associated tag vectors are randomized accordingly to
ensure verification correctness. The original messages can later be recovered via de-randomization
using .

Integration with Polynomial IOP-based SNARKSs. Similar to [32], our scheme naturally supports
integration with polynomial IOP-based SNARKs. A polynomial IOP is an interactive oracle proof in
which the prover provides oracle access to polynomials, and the verifier queries them at chosen
points.

These IOPs can be transformed into succinct arguments using any PCS (see [21,32] for back-
ground and framework). Our polynomial commitment scheme then allows the prover to commit to
the encoded polynomial in the exponent and answer verifier queries with consistent, succinct eval-
uation proofs. We leave the full construction and integration into a complete SNARK system as an
exciting direction for future work.

6 Implementation and Evaluation

We have implemented our main primitives and protocols and have instantiated our dynamic thresh-
old VRF scheme to demonstrate the practicality of our contributions. We provide a Rust prototype
based upon the ark-bls12-381 implementation of type-3 bilinear groups with the BLS12-381 curve.

GSFC and GSIPA. We first benchmarked the GSFC and GSIPA schemes (see Table 3) a Hetzner
CPX31 (4 virtual CPU cores, 8 GB RAM) instance, running Debian 13 and Rust 1.89. We show the
mean execution time of each algorithm, following a clean separation between components such as
setup, commitment, proof generation, verification, and the MsgGen algorithm used to create mes-
sages (cf. Section 2.6 in Section 2.6), in order to facilitate benchmarking precisely. These were tested
for vector sizes of q € {128,512,1024} to observe performance scaling.

As detailed in Table 3 that reports our implementation, Setup and MsgGen phases are the most
computationally expensive ones. However, both are one-time preprocessing steps and do not impact
the efficiency of proof generation or verification during actual use. Additionally, in GSFC, verifica-

tion is constant-time with respect to 4. In our implementation, we precompute the term [ ;¢ Bsi‘rl— ;
and pass it to the verifier. This aligns with the construction, where the verifier only needs to per-
form a fixed number of pairing checks, independent of 4. Since the vector b is public, this term can be
precomputed outside the verification phase.

For GSIPA, the setup, message generation, and commitment phases (we compute C, during the
proof to align the commitment structure with GSFC—though it could also be computed during the
commitment phase) exhibit similar runtimes to those of the GSFC scheme. The commitment time
remains nearly constant across different values of g, as the costly exponentiations are already per-
formed during message generation, leaving only lightweight group additions in the commitment
step. Therefore, only the proof generation (Proof) and verification (Verify) times are reported here.

Table 3. Benchmark Results for GSFC and GSIPA.

q GSFC GSIPA
Setup MsgGen  Commit Open Verify Proof Verify
128 |236.05 ms 6.86ms 30495 us 14.73 ms 7.57 ms 29.55 ms 4.01 ms

512
1024

94126 ms  25.83ms 643.68 us 107.02 ms 16.75 ms 264.38 ms 3.94ms
1.88s 50.63ms 1.10ms 351.12ms 25.83 ms 946.20 ms 3.90 ms

Dynamic Threshold VRF. We also benchmarked our dynamic threshold VRF from Section 5.1. We
provide two sets of benchmarks to understand the complexity of all algorithms by running all algo-
rithms on the same machine as well as the costs of running nodes distributed on machines that are
distributed in different areas of the world.

To compute the IPA between two scalar vectors, we employed our scalar-based IPA variant of our
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Table 4. Benchmark results for the DT-VRF with t = % + 1 running on a single Hetzner CPX31 instance.

q t  Eval+ Proof  Verify AggKey + AggProof AggVerify

128 65 3.33 ms 4.38 ms 1.68s 20.70 ms
512 257 3.33 ms 441 ms 26.11s 26.63 ms
1024 513 3.25ms 443 ms 104.50 s 3291 ms

Table 5. Benchmark results (in seconds) for the DT-VRF with ¢ = % + 1 running on five distributed VMs.

q t distributed Eval, AggKey, AggProof
128 65 251s
512 257 26.53 s
1024 513 104.33 s

GSIPA, where the commitment C4 can be directly computed using messages in scalars without re-
lying on structured messages. For instance, the commitment in G; for w € Z, can be commuted
Cw = ITicy] B."". This case resembles a subvector opening from Section 4.1 (with an additional 7t for
the degree check). Note that alternative IPA constructions for scalar vectors, such as those in [53,18],
could also be used here.

In Table 4, we present the numbers for evaluating the VRF and providing the associated proofs
(Eval + Proof), the verification (Verify), the aggregation and producing the associated proofs (AggKey +
AggProof), and their verification (AggVerify). We also provide the average execution time of the ag-
gregation steps of DT-VRF running on five virtual machines (VM) from Hetzner distributed over
Northern America, Europe and Asia in Table 5. The benchmarks were conducted with four instances
of CPX31 (4 virtual CPU cores, 8 GB RAM) running in Ashburn, VA, Falkenstein and Niirnberg, Ger-
many, and Helsinki, Finland and one instance of CPX21 (3 virtual CPU cores, 4 GB RAM) running in
Singapore. Each VM represented multiple nodes and one the nodes also executed the aggregation.
The times presented in Table 5 represent the overall time it takes from a user requesting the evalu-
ation of the DT-VRF until receiving the aggregated key and evaluation together with the proof. As
such these numbers also include overheads of serialization, deserialization and network latency. We
however want to note, that the timings are mostly dominated by the aggregation which is consistent
with the benchmarks performed on a single machine.

Sizes. We briefly discuss the size of the main cryptographic objects in each scheme. In GSFC, both
the commitment and the proof consist of a single group element in G; (about 48 bytes). In GSIPA,
the commitment consists of one element in G; and one in G, (about 144 bytes), while the proof
includes two group elements—one in G1 and one in G;. In the dynamic threshold VRF construction,
the output includes one element in Gt (576 bytes) for the evaluation and one in G; as the proof of
evaluation. Additionally, each of the four IPA proofs contributes one element in G; and one in Gy.
In total, the scheme requires 5G; + 4G, + Gt elements (about 1260 bytes).

6.1 Python Implementation

Along with the Rust prototype, we provide a companion Python implementation in the appendix A.
This version focuses on correctness, usability, and repeatability, and readers can readily review and
rerun the code. In contrast, the Rust version uses the mature rust libraries (BLS12-381) and prioritizes
performance, scalability, deployment suitability, and benefits from Rust’s modern security guaran-
tees. Together, two implementations demonstrate both the practical feasibility and conceptual clarity
of our approaches.

7 Conclusion
In this paper, we investigated group-scalar relations and introduced a new class of functional com-

mitments supporting inner products for such relations that further enable polynomial commitments
for values hidden in exponentiations. Based on these new building blocks, we presented an inner

25



product argument tailored to group-scalar relations that achieves constant-size proofs and verifica-
tion time entirely within the source group. These foundational tools allowed us to construct dynamic
threshold verifiable random functions (DT-VRFs) and silent threshold signatures without relying on
random oracles, improving flexibility and efficiency over prior work. Our constructions avoid ex-
pensive cryptographic machinery while allowing for new cryptographic applications with strong
security guarantees, high efficiency, and scalability. Prototype benchmarks show the practical viabil-
ity of our techniques.
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A Python Implementation Details

We have implemented our main primitives, protocols, and the dynamic threshold VRF scheme
in Python. The implementation focuses on correctness and reproducibility rather than optimiza-
tion or deployment-level readiness. We provide a Python prototype based upon the bplib library®
and petlib’ with OpenSSL bindings!? for pairing-based cryptography. They use the popular pairing
friendly curve BN256 which provides efficient type-3 bilinear groups at a security level of around
100 bits. Our measurements have been performed on an Intel i7 CPU @ 3.20GHz and 16 GB RAM,
running Ubuntu 22.04 and Python 3.11. Each test was averaged over 50 runs for accuracy.

GSFC and GSIPA. We first benchmarked the GSFC and GSIPA schemes (see Table 6). We show the
mean execution time of each algorithm, following a clean separation between components such as
setup, commitment, proof generation, verification, and the MsgGen algorithm used to create mes-
sages (cf. Eq. 1 in Sec. 2.6), in order to facilitate benchmarking precisely. These were tested for vector
sizes g € [10,100] to observe performance scaling.

As detailed in Table 6 that reports our implementation, Setup and MsgGen phases are the most
computationally expensive ones. However, both are one-time preprocessing steps and do not impact
the efficiency of proof generation or verification during actual use. Additionally, in GSFC, verifica-

tion is constant-time with respect to 4. In our implementation, we precompute the term [ ;¢4 Btl;irl— ;
and pass it to the verifier. This aligns with the construction, where the verifier can perform only a
fixed number of pairing checks, independent of q. Since the vector b is public, this term can be pre-
computed outside the verification phase. We note that practical runtimes may slightly increase due
to implementation-level factors such as memory access patterns, interpreter overhead, and crypto-
graphic library internals.

For GSIPA, the setup, message generation, and commitment phases (we compute C;, during the
proof to align the commitment structure with GSFC—though it could also be computed during the
commitment phase) exhibit similar runtimes to those of the GSFC scheme. The commitment time
remains nearly constant across different values of g, as the costly exponentiations are already per-
formed during message generation, leaving only lightweight group additions in the commitment
step. Therefore, only the proof generation (Proof) and verification (Verify) times are reported here.

Table 6. Benchmark Results for GSFC and GSIPA (in seconds)

q GSFC GSIPA
Setup MsgGen Commit Open Verify || Proof Verify

10
20
30
40
50
70

0.1426
0.4051
0.9052
1.6823
2.3733
4.6297

100 9.5852

0.0194
0.0738
0.1672
0.3050
0.5198
0.9416
1.9971

0.0002
0.0003
0.0003
0.0004
0.0004
0.0005
0.0007

0.0076 0.0043
0.0160 0.0044
0.0252 0.0043
0.0326 0.0041
0.0477 0.0044
0.0750 0.0046
0.1192 0.0045

0.0642 0.0063
0.2333 0.0065
0.5273 0.0065
0.9229 0.0063
1.3708 0.0067
2.6913 0.0068
5.2782 0.0065

Dynamic Threshold VRF. Additionally, we also benchmarked our dynamic threshold VRF from
Sec. 5.1. We provide the mean execution time of each algorithm of our DT-VRF in Table 7. The results

8 https://github.com/gdanezis/bplib
9 https://github.com/gdanezis/petlib
10 https://github.com/dfaranha/OpenPairing
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Table 7. Benchmark Results for the DT-VRF with IPA-based Proofs (in seconds)

Commit + Commit +
g = thr|Eval|EvalVerify|Proof avk|Proof Threshold|Verify
10 [0.05| 0.05 0.07 0.31 0.04
20 |0.10| 0.10 0.35 1.00 0.03
30 |0.14| 0.16 0.59 2.16 0.08
40 ]0.23| 0.21 1.05 3.87 0.04
50 (0.30| 0.25 1.45 5.65 0.03
70 10.34| 0.35 2.94 10.53 0.04
100 |0.55| 0.65 5.64 19.06 0.03

already demonstrate that the schemes are very efficient. However, we note that all measurements
were taken without any optimizations, and we believe that with thorough code-level optimizations,
the performance could be significantly improved.

As shown in Table 7 we implemented our VREF, IPA for public keys (labeled Commit + Proof
avk) i.e., (avk, b), an IPA for threshold evaluation (Commit + Proof Threshold)i.e., (w,b), and an
HPA ie., (u,&) = z and (b,7) = z. To compute the IPA between two scalar vectors, we employed
our scalar-based IPA variant of our GSIPA, where the commitment Ca can be directly computed
using messages in scalars without relying on structured messages. For instance, the commitment in
Gq for w € Z, can be commuted Cyw = [T;c(; B;"- This case resembles a subvector opening from
Sec. 4.1 (with an additional 7t for the degree check). Note that alternative IPA constructions for scalar
vectors, such as those in [53,18], could also be used here.

We omit the reports for KeyGen, AggKey, AggProof, and AggVerify, as their runtime is negligible
(close to zero) compared to the overall protocol execution. These operations involve simple group
additions or multiplications and do not significantly impact the performance, even as the parameter
g increases. We also exclude the MsgGen time, since it is identical to the message generation cost
reported in the GSFC and GSIPA benchmarks. The columns labeled Commit + Proof avk and Commit
+ Proof Threshold indicate the time required to compute the commitment to the respective vectors
and generate the corresponding proofs. Again, the total verification time remains constant at around
0.04s. For simplicity, we consider the threshold thr as the worst-case scenario, where it is equal to g,
however, in many real-world applications, it is typically set to a lower bound such as /2 + 1.

B Aggregate VRFs

B.1 Defining Aggregate VRFs

Definition 21 (Aggregate VRF [56]). An aggregate verifiable random function (VRF) is a tuple of polynomial-
time algorithms with the following syntax.

Setup(1"): On input the security parameter A € IN, the setup algorithm returns the common reference
string crs.

KeyGen(crs): On input the common reference string crs, the generation algorithm samples a secret key k and
returns k € IC and the verification key vk = VKey(k), where VVKey is a bijective function.

Eval(k,x): On input the secret key k € K and some point x € {0,1}*, the evaluation algorithm returns an
imagey € ).

Prove(k, x): On input the secret key k € K and some point x € {0,1}", the prover algorithm returns a proof
TeP.

Verify(vk, x, v, 7): On input the verification key vk, some point x € {0,1}*, an image y € Y, and a proof
7t € P, the verification algorithm returns a bit b € {0,1} denoting acceptance or rejection.

Agg(x, {vk;, y;}1,): Oninputapoint x € {0,1}*, nverification keys (vky, ..., vky) and images (y1, ..., yn) €

V", the aggregation algorithm outputs an aggregate key vk and an aggregate image .

AggProve(x, {vk;, 7;}!"_): On input a point x € {0,1}*, n verification keys (vki, ..., vky), and proofs
(11, ..., 7n) € P", the aggregate proof algorithm outputs an aggregate proof 7.

AggVerify({vk;}""_,, x, 7, 7t): On input n verification keys (vky,...,vky), a point x € {0,1}*, and an ag-
gregate image-proof pair (i, 1), the aggregate verification algorithm outputs a bit b € {0,1} denoting
acceptance or rejection.
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B.2 Security of Aggregate VRFs

We provide the formal definitions of aggregate pseudorandomness, aggregate binding and unique-
ness from [56] as follows:

Aggregate Pseudorandomness. Aggregate Pseudorandomness ensures that any output of the ag-
gregate VREF is still pseudorandom, so long as at least one of the parties involved is honest. This
means that the output of the aggregation algorithm should still satisfy pseudorandomness, even if
some of the keys are controlled by the A.

Definition 22 (Aggregate Pseudorandomness). A VRF satisfies aggregate pseudorandomness if
there exists a negligible function € such that for A € IN and all admissible PPT adversaries A, it holds that

1
’2 —Pr {1 — EprggRandomA(l)‘)} ‘ <e(A)

where the experiment ExpAggRandom y4 is defined as follows:

1. The challenger samples a reference string crs < Setup(1*) and a key pair (k, vk) <+ KeyGen(crs) and
sends (crs, vk) to A.

2. A can query adaptively and at any time an oracle on input x; and receives back from the challenger a pair
(yi, ;) where y; <— Eval(k, x;) and 7t; <— Prove(k, x;).

3. At any point (including between evaluation queries), A can query a challenge input x* along with
some challenge keys {vk;}"" |. The challenger (inefficiently) computes k; < VKey 1 (vk;) and sets
y; < Eval(k;, x*). Then it flips a coin b < {0, 1} and computes:

* Agg(x*,vk,{Eval(k,x*), {Uki/yi}?:l}) ifb:O
YT \yesD ifb =1

4. At the end of the experiment, A outputs a guess b*. The experiment returns 1 if and only if b* = b.

Furthermore, we say that A is admissible if x* ¢ Q, where Q denotes the set of points queried to the oracle
as defined above.

Aggregate Binding. Aggregate binding requires that no attacker is able to find two different pre-
images for a given aggregate. This property is useful in settings where one stores an aggregate proof,
and wants to prevent changes the corresponding images after the fact.

Definition 23 (Aggregate Binding). A VRF satisfies aggregate binding if there exists a negligible func-
tion € such that for A € IN and all PPT adversaries A it holds that

Pr [1 - EprggBindA(l)‘)} < e(A)

where the experiment ExpAggBind 4 is defined as follows.

1. The challenger samples a reference string crs < Setup(1) and sends it to A.
2. A returns a point x*, n verification keys vk, ...,vky, two tuples (y1,...,yn) and (y5,...,y;), and
proofs (71, ..., 7ty).
3. The challenger computes 7t <— AggProve(x*, {vk;, m;}!_ ) and § < Agg(x*, {vk;, y}}!_,) and outputs
1 if and only if:
{Verify(vk;, x*, y;, ;) = 1}74

and
AggVerify({vk;}iq, x*, 7, 77) =1
and furthermore (y1,...,yn) # (Y5, V)

Aggregate Uniqueness. We also require that Aggregate Uniqueness. In particular, it must satisfy
uniqueness, which states that for a given aggregate image, there must exist a unique aggregate
proof—i.e., the output of the aggregation algorithm must still constitute a valid VRF. We consider
this property below, starting with the notion of Uniqueness, and then giving Aggregate Uniqueness.
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Definition 24 (Uniqueness). A VRF satisfies uniqueness iffor A € IN, all crs in the support of Setup(1'),
all verification keys vk, all points x € {0,1}*, and all images (yo,y1) € Y? and proofs (7o, 7t1) € P2, it
holds that

1 = Verify(vk, x, yo, 7m9) = Verify(vk, x,y1,m1) = Yo = 1.

Definition 25 (Aggregate Uniqueness). A VRF satisfies aggregate uniqueness if for A € IN, all poly-
nomials n = n(A), all crs in the support of Setup(1), all verification keys {vk;}, and all points x € {0,1}*,
it holds that vk satisfies uniqueness (Def. 24), where

(vk, 7) < Agg (x, {vk;, Eval(k;, x) }iq) -

C Security Proofs

We provide the security proofs of our schemes here.

C.1 Proof of GSFC Functional Binding Theorem 1

Proof. Let A be an algebraic adversary that constructs a commitment (C, a) for a public vector b, an
indexi € {1,...,4}, and a valid opening (7, r) to a message (Y,y). Here, y/, a, and r represent the
group elements Y, C, and 7, respectively.
Assume that R(X) and C(X) are the polynomial representations of the commitment C and proof
7t such that ' ‘
RX)= Y X and CX)= Y 4 -X.
jel2a\{g+1} jel2a\{g+1}

Similarly, for the messages,

Y(X)= Y yi-X, settingy= Y .
jelql\{g+1} jel2ql\{g+1}

From the verification equations, it follows that:

Since the vector b is publicly known and the verifier checks this condition. We can compute the
related polynomial as:
B(X)= Y b- X7
iclq]

By substituting the polynomial representations and using exponentiation, we obtain: P(X) = C(X)B(X) —
y - X7t — R(X). Comparing these polynomials:

Yo X X b X0~y XTT - R(X) =0.
j€q\{g+1} i€(q]

From the verification eq. either « is a root of P(X) or P(X) = 0.

Case 1: P(X) = 0 In this case, we have:

Yoo e X | Y b x| =y X4 R(X).
j€lg\{q+1} i€q]

Expanding the left-hand side:

Z aj - b,’ . Xj+(q+1_i) =Yy- X‘H‘l + R(X)
j€[2q]\{q+1} i€[q]
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Extracting X9*! from the left-hand side:

Y a; b Xt 4 ( ) Y g bini) =y X1 4L R(X).
j€ld] jel2q)\{g+1} icq)ji

The terms contributing to X7*! are those where j = i. So to find the coefficient of X7*! in the
expansion, we substitute j = i in the summation } ;c o0\ (441} j=ic|q 4 - bi- Since j = i, we sum over
jin [gq]: Xjepq a; - bj- Now let assume

q]

H(X) = (ZjE[Ztﬂ\{q-l-l} Yiclqlizi % bl-Xf*i) as a polynomial with the degree at most 24 (i.e., the
maximum exponent occurs when j is at its largest (j = 24) and i is at its smallest i = 0 so we have
max(j — i) = 2¢). Rearrange:

Y aj b X7 =y X7 4 R(X) — H(X)
jeld]

Since both sides contain X711, their coefficients must be equal:

j€ld]

Thus, there exists vectors a and b such that (a, b) = y. This implies that .4 loses. Thus we consider
the case 2 as follows:

Case 2: P(X) # 0 and P(a) = 0. In this case, we can construct an adversary B against the g-discrete
logarithm (g-DL) assumption.

Given P* in G1, B computes all roots of P(X) and efficiently identifies the one corresponding to
P%. Since P(X) has at most 2g roots in Z, and 2q < p, root-finding algorithms run in polynomial
time. As P(«) = 0, then & must be one of these roots, allowing B to recover a, contradicting the g-DL
assumption. a

C.2 Proof of GSIPA Knowledge-Soundness Theorem 2

Proof. Completeness follows from the correctness of functional commitment. We aim to show that
for any efficient prover P* that produces an accepting proof with non-negligible probability, there
exists an efficient extractor Ep+ that can extract the witness vector A, b such that Y = (A,b) or
we can break the g-DL. We prove its Knowledge-Soundness which follows the binding property of
the commitments. Let 4 be an algebraic adversary that constructs a commitment (C,,Cy,a,b’), a
valid opening (7, 71,1, ¢) to a message (Y’,y’). Here, y/, a, b/, r and ¢ represent the group elements
Y € Gy, Cp € Gy, Cy € Gyand w € Gy, & € Gy, respectively. Assume that C(X), B(X), R(X) and
R(X) are the polynomial representations of the commitments C,, C, and proof 7 and # such that

RX)= Y X, cX)= Y 4%,
jel2q\{q+1} jel2q\{q+1}
B(X)= Y bi-X, R(X)= Y ¢X.
j€l2q] jel2q]

Similarly, for the messages,

Y(X)= ), - X/, assumingy= Y Y-
jel2a\{q+1} j€l2q)

Our proof follows three steps:

Step 1: Check the degree of C;,. We start with the first verification equation:

e (H P"‘i,C’b) =e(P, 7).

i€(q]
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We have the polynomial equation representation of verification equation:

(Z X") ( Y b;xf) = Y X
i€[q] je(2q] jel2q]

L ¥ ux= ¥ X,

i€(q] j€[2q] j€(2q]

Expanding the left-hand side:

Extracting out X27+1, we obtain:
/5729+1 Iyritj j
jEla+1,2q) i€lq] jel2qli+tj#29+1 jel2q]

We observe that the left-hand side contains a polynomial of degree 3, whereas the right-hand side
has degree at most 2g. Thus, we set the coefficients of all terms where i 4 j > 24 to zero.
We start with X27+1 we have the coefficients

b]’» =0
j€lg+1,29]

With the help of other terms ¥ ;¢ (4 Lic[24],i+j2q+1 b;XiJrj such thati+j > 29 + 1 we can prove that
each b} = 0 for all j € [q +1,2q], we proceed by induction.

Base Case: Consider the highest index j = 24. The equation above states that:

by+ ), bi=o
jElg+129-1]

If v, q # 0, there must exist some other b]’- # 0 to cancel it, but since there are no terms of degree > 2¢

in the RHS equation and b’zq is the coefficient of the maximum degree 34 as b} g = X531, we must have:
b, = 0.
Inductive Step: Assume that b; = 0forall j > k, where k € [g+1,24]. Consider the next term:

b+ ), bi=0.
jelk+1,2q]

By the induction hypothesis, all terms in the summation vanish, leaving;:
b, = 0.
By applying this argument recursively for all j € [g + 1,2g], we conclude that:
bi=0 Vje€[q+1,2q]
Thus, the polynomial B(X) simplifies to:

B(X) =) bix/,
jeld]

Step 2: Extracting witness by considering C;, has degree < g and the proof is valid: The second
verification equation is:

e(Ca,Cy) =e (7ty, P) e (Y, Bq+1)
We start with the given polynomial product:

Y ax ( Yy ngi> =y XTH - R(X).
1<j<2g 1<izq
j#a+1
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Expanding the left side product, we have:

Z Z a]b{XHl
1<j<29 1<i<g
j#q+1

To find the coefficient corresponding to the term X971, we set the exponent equal to g + 1: j +i =
g + 1. Simplifying this equation gives us: j = ¢ + 1 — i. This means:

j€lal

Letsbj = b for all j € [g], hence, the general expression for the coefficient of the term X7+1 is:

/

q+1-j
Z lljb]'Xq+1 = ]/Xqul.
j€lal

Finally, the extractor outputs a,b < Z;’, as valid witness such that (a,b) = y. Note that we can
trivially generate A = (P");c[y-

Step 3: If an adversary could create a proof for an incorrect (b, a), then the polynomial representation
would lead to a contradiction with the g-DL assumption, similar to Case 2 in Theorem 1. O

Proof of Extended Knowledge-Soundness. In the extended knowledge soundness model, an ad-
versary is allowed to make oracle queries before seeing the crs. Let the crs includes elements of the

form (P"‘l)ie[zq], where & € Z,, is sampled uniformly at random. Suppose the adversary makes an
oracle query on an element X € G; before seeing the crs.

Since the adversary has not yet received any a-dependent values, the query X cannot be a func-
tion of «. Therefore, X can be expressed using a basis independent of «, and in particular, its repre-
sentation is independent of the hidden value a. This implies that evaluating the adversary’s query
does not increase the degree of any polynomial in « that may later appear in the protocol transcript.

Thus, when the verifier checks a relation involving the crs and the adversary’s response, any
equation derived from this interaction still involves polynomials in « of bounded degree—unchanged
from the original knowledge soundness setting.

The only way the adversary could craft a successful forgery that breaks soundness would be
by correctly guessing «, which occurs with probability at most 1/p, i.e., negligible in the security
parameter A.

Hence, oracle queries made prior to CRS generation do not affect soundness, and the extended
knowledge soundness property holds. O

C.3 Security Proof of DT-VRF

For aggreqate binding and aggregate pseudorandomness, the argument remains identical and follows
directly from the proofs of Theorems 4.6 and 4.4 in [56]. Note that AggProve is computed honestly
by the challenger after the adversary’s output, so GSIPA has no impact on these arguments. We note
that here we only consider the unweighted case, i.e., the weight vector w = 1. One can adjust the
proof to arbitrary weights but beyond the scope of our current focus.

For subset uniqueness. We prove that for any fixed subset I with |T| = Y_; b; (represented by a binary
vector b), if two aggregate proofs (7, ') and outputs (7, §’) both verify correctly under the same
input x, such that the aggregation remains a valid VRE, then the outputs must be equal. Intuitively,
our PRF function is deterministic with respect to avk and ¢ and since the target group Gr is cyclic and
the base element ¢, = e(S, H(x)) is fixed, the exponentiation map z +— g7 is injective. Therefore, any
change in the exponent z = }; k;r; results in a different output 7 = g7. Since the exponent depends
on the set I (via the subset of indices b where b; = 1) and the associated challenge vector r, it follows
that fixed aggregation sets yield fixed aggregate outputs.

Proof (Subset Uniqueness). Let I be a fixed subset of participating parties, represented by a binary
indicator vector b € {0,1}", where b; = 1if vk; € I and b; = 0 otherwise. We extract the set I and
the corresponding participating verification keys vk; for which b; = 1 from the GSIPA proof. The
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GSIPA proof proves that the aggregate verification key avk is correctly computed as avk = H(vk?)bi
for the committed vector b and the revealed keys and threshold are correctly formed and bound to
a unique set [.

Each party vk; € I is represented by a public key vk; = g% and a VRF output y; = glff , where
gu = e(P,H(x)) € Gr,and k; € Z, is the secret key. The challenge vector r = (ry,...,7,) € Zj is
deterministically derived as r <~ H(x, I, {vk;}ieT, {vi}icT), where H is modeled as a random oracle.
The aggregate proof and output are defined as

7t = H(x)Zicll briki 5 — o(P, 7t) = e(P, H(x))kick biriki = g2,

where z := } [, biriki € Zp. We now argue that for any fixed set I and corresponding b, the
aggregate output 7 is uniquely determined.

Assume, for contradiction, that there exist two distinct aggregate outputs 7y # 7 € Gr and
valid corresponding proofs 7%y, 771 that both verify correctly for the same set I, challenge vector r,
and aggregate key avk, under input x. Then both outputs must be of the form

gi=gi, withzj= Y bk forj=0,1.

i€(n]

Since g, € Gr is a fixed generator of a prime-order group, the map z — g7 is injective. Hence,
7o = i if and only if zy = z;1. If §iy # ¥, then necessarily zg # z1, implying that at least one of the
values ky ) differs for some i € I.

However, the GSIPA proof binds the committed indicator vector b, the challenge vector r, and
the set of participating public keys {vk; };c7 to the aggregate key avk. This binding guarantees that
the exponent z = Zie[n] birik; is uniquely determined by the verified public keys and input x. Thus,
if both proofs verify and use the same set I, then the exponent z, and hence the output i, must be
identical.

Therefore, the assumption iy # #; leads to a contradiction, and we conclude that for any fixed
set I and input x, the aggregate output # is uniquely determined, concluding the proof of subset
uniqueness.

C.4 Proof of Unforgeability of STS Theorem 4

Proof (Sketch). We reduce the security of our threshold scheme to the AMS unforgeability (cf. Def.
13) of the underlying multi-signature from [12]. Thus, we consider a reduction B playing the role
of the AMS adversary against [12]. At the same time, the reduction simulates a challenger for an
internally run an STS adversary .A, who tries to break unforgeability of our scheme (cf. Def. 20).

Now let adversary B receives the upper bound on the number of parties g from A and forwards
it to the real challenger. It gets the public parameters pp back and forwards them to A.

Now A picks a subset A of parties to corrupt and communicates it to 3. At this point, B makes
a guess on the user to attack i* € {1,...,q} \ A. For the target signer i*, the B gets vk;» and sends
the vk;+« to the oracle O of the extended knowledge soundness definition and gets aux. B can gets crs
running the GSIPA oracle and forwards them to A alongside with (pk;, hint;);c[; o- The adversary
outputs (pk;, hint;)ic 4.

B has all (pk;, hint;);c(1,. 43, allowing it to compute (AK,vk) from Preprocess({pky, hint;}1,...,
{pky, hintg}4) and sends it to .A. The remaining components of the aggregate verification key and
proof can be computed from the GSIPA crs after it is revealed.

Whenever B receives a signing query k from A, ifk € {1,...,q} \ {AU{i*}}, it answers honestly.
Otherwise, if k = i*, it forwards the signing query to the AMS challenger. Upon reception of the
query response, B forwards it back to .A. This process runs as many times as desired by .A.

Eventually, B receives a message msg*, signature ¢* from .A. From ¢*, BB can extract the subset of
signers J* due to the extended knowledge soundness of GSIPA and checks if i* € J*. If so, B wins
whenever A wins. Otherwise, B aborts. This reduction incurs a polynomial loss in the number of
parties.
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