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Abstract. Cryptocurrencies, which have gained significant adoption in
recent years, face ongoing challenges in scalability and privacy. Payment
Channel Hubs (PCHs) constitute a solution to both issues by shifting
transactions off the public ledger. Various PCH constructions have been
proposed, offering different degrees of unlinkability, efficiency, and inter-
operability. However, regulatory compliance remains a significant con-
cern, particularly under emerging frameworks like the EU’s Markets in
Crypto-Assets (MiCA) regulation and FATF Travel Rule requirements.
This work addresses a gap in existing PCH constructions: the lack of
regulatory-compliant auditability mechanisms. While concurrent work
AuditPCH attempts to address this challenge, it suffers from fundamen-
tal limitations, including reliance on channel closures for auditing, vul-
nerability to unilateral de-anonymization by the hub, and lack of formal
security guarantees for the auditing process. Our approach fundamen-
tally differs by providing targeted, non-disruptive auditability that al-
lows auditability for high-risk payments while preserving unlinkability
for the rest. To achieve this, we present Verifiable Linkable Randomiz-
able Puzzles (VLRP), a new cryptographic primitive that enables a party
to commit to a secret using two distinct keys: a verifiability key (VK)
and an auditability key (AK). This primitive provides (i) verifiability
that the owner of the VK issued the commitment, (ii) the ability to ran-
domize the commitment to ensure unlinkability, even for the owner of the
VK, while still allowing traceability using the AK, and (iii) collaborative
auditing that prevents unilateral de-anonymization.

We then present Auditable Unlinkable Payment Channel Hubs, AUPCH,
a PCH built on VLRP that offers auditability guarantees with stronger se-
curity guarantees than existing approaches. AUPCH provides modular
integration with existing PCH frameworks (A®L, BlindHub), operates
without requiring channel closures, and ensures that auditing requires
collaboration between hub and auditing agent, preventing abuse by ei-
ther party alone. Crucially, our approach acts as a wrapper around exist-
ing PCH implementations, requiring only replacing randomizable puzzle
calls with VLRP calls, a minimal change that dramatically reduces de-
ployment complexity compared to building new systems from scratch.

* The extended abstract of this work appeared at the 9th International Workshop on
Cryptocurrencies and Blockchain Technology (CBT) 2025
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1 Introduction

Cryptocurrencies have gained prominence as decentralized and publicly verifiable
payment systems, attracting interest from banks, leading I'T companies, and pay-
ment providers [10,13]. Among the off-chain solutions to address their inherent
scalability challenges, payment channels [2,14,20] have seen significant academic
and industry adoption. A payment channel allows two users to perform multiple
off-chain transactions, settling them with just two on-chain transactions.

To overcome the limitation of two-party channels, Payment Channel Hubs
(PCHs) were developed. They use a central intermediary (hub) or tumbler to
facilitate payments between any two users [11,25,28]. However, this reliance on
a single intermediary introduces several concerns: (i) security (the hub could
steal funds); (ii) unlinkability (the hub could link payers to payees); (iii) value
privacy (the hub could learn transaction amounts); (iv) interoperability with dif-
ferent cryptocurrencies; and (v) amount flexibility (payments can be of arbitrary
amounts). Over the years, various PCH constructions have been proposed to ad-
dress these issues with different trade-offs (c.f. Table 1). However, auditability,
that is, the possibility to link a payer and payee in a transaction, is missing from
existing PCH constructions, except for AuditPCH, which we overview next.

Comparison with AuditPCH. A recent PCH construction by Li et al. [16] also ac-
counts for auditability. However, AuditPCH suffers from fundamental limitations
that restrict its practical applicability and security guarantees. Our AUPCH ap-
proach differs in several key aspects:

— Operational Model: AuditPCH performs auditing through a post-hoc
channel closure mechanism. In contrast, AUPCH operates on active chan-
nels, enabling auditing without channel termination, which is particularly
relevant for use cases requiring pre-transaction compliance verification.

— Security Model: We employ a trust model with an explicit separation
between the hub and an auditability agent, using nested encryption that
requires collaboration for de-anonymization. This prevents unilateral action
by the hub, whereas AuditPCH assumes a semi-honest hub model. Our work
also provides formal security definitions with complete cryptographic games
and proofs.

— Modularity Approach: Our design acts as a modular wrapper around ex-
isting PCH constructions (A2L [24], BlindHub [22] or unlinkable/interoperable
payment channels [18]). It requires only minimal changes to underlying pro-
tocols, essentially replacing randomizable puzzle calls with VLRP calls, while
AuditPCH introduces a more integrated design requiring substantial modi-
fications.

— Compliance Requirements: Our approach enables targeted auditing of
pre-flagged high-risk transactions, which aligns with emerging regulatory
frameworks like FATF Travel Rule and EU MiCA requirements for real-
time compliance verification, while AuditPCH focuses on post-hoc forensic
analysis.
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1.1 Goal of this Work

A significant limitation in existing state-of-the-art PCH constructions is the ab-
sence of mechanisms for auditability. This gap is becoming increasingly critical as
regulatory frameworks evolve to mandate traceability for combating illicit finan-
cial activities, such as money laundering (AML) and counter-terrorist financing
(CTF). Consequently, PCHs require an auditability mechanism to permit the
detection of the origin or destination of funds in specific transfers.

The regulatory landscape now imposes stringent requirements on cryptocur-
rency service providers. The Financial Action Task Force (FATF) Travel Rule [5],
for instance, obligates virtual asset service providers (VASPs) to collect and
transmit originator and beneficiary information for transactions exceeding cer-
tain thresholds. This has direct implications for PCH operators, who must pos-
sess the technical means to trace transactions [27] when legally required. Simi-
larly, recent European legislation explicitly identifies technologies that enhance
anonymity, such as mixers [15,26] or tumblers [19], as high-risk factors and man-
dates enhanced due diligence to determine the provenance of crypto-assets .
Furthermore, the EU MiCA regulation [4] requires that crypto-asset service
providers implement robust systems to prevent market abuse. Non-compliance
with these mandates exposes service providers to substantial financial penalties,
elevating regulatory adherence from an operational consideration to a critical
design requirement.

The objective of this work is to design a PCH architecture that integrates
these necessary auditability guarantees. This goal introduces a fundamental ten-
sion between auditability, which requires the ability to link transactions, and
unlinkability, which is a core privacy-preserving objective of PCHs. We address
this conflict by observing that a stringent auditability is typically only required
for a subset of transactions identified as high-risk. We therefore propose a de-
sign that enables selective auditability for flagged payments, while rigorously
preserving the unlinkability of all other transactions.

1.2 Contributions of this Work

First, we introduce verifiable linkable randomizable puzzles, VLRP, a novel cryp-
tographic primitive (Section 4). A VLRP puzzle, Z, commits to a secret with
respect to a verifiability key and an auditability key. The puzzle can be random-
ized to ensure unlinkability, but the auditability key allows it to be traced back to
the original. Critically, our construction employs a nested encryption approach
where auditing requires collaboration between the hub and an auditing agent,
preventing unilateral de-anonymization. We formalize the VLRP primitive with
security, unlinkability, and auditability notions and provide a construction with
cryptographic proofs.

As a second contribution, we design Auditable Unlinkable Payment Channel
Hubs, AUPCH, a PCH providing improved auditability with security guaran-
tees than existing approaches (Section 5). AUPCH introduces an independent

4 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX : 32023R1113
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Table 1: Comparison of AUPCH with state-of-the-art PCH. The bottom rows
show how existing PCH systems can be enhanced with auditability using our
VLRP primitive.

Security Unlinkability Value Privacy Interoperability Amount Flexibility Auditability
BOLT 8] O O ° O (Blind signatures, Script modifications) o ]
Perun [3] (@] @] O (Ethereum Virtual Machine) [ ] o
Teechain [17] ] [ ] O (Trusted Hardware) ° o
TumbleBit [11] [ ] [ ] N.A O (HTLC-based currencies) o o
A2L [25] ) ) N.AS @ (Digital Signatures and timelocks) @] o
A2L *,A2L V¢ 7] ) ) N.AS @ (Digital Signatures and timelocks) @) o
BlindHub [21] ] ) [ ) @ (Digital Signatures and timelocks) ° o}
Accio [6] [ ] [ ] ° O(Ethereum Virtual Machine) [ ] o
AuditPCH [16] ) ) ® O (Requires channel closure) [ o
AUPCH (VLRP +A2L) [ ] L] N.AS @ (Digital Signatures and timelocks) O [ ]
AUPCH (VLRP -+ BlindHub) @ [ [ @ (Digital Signatures and timelocks) [ [ J

“ N.A.: not applicable since the amount in these protocols is fixed.
b Post-hoc auditability: designed for forensic analysis after channel closure, assumes
semi-honest hub model.

auditability agent, responsible for flagging high-risk payments. Users can trans-
act via the hub without the direct involvement of the agent, ensuring normal
operations are not disrupted. When a transfer needs to be audited, the agent
and hub execute a collaborative protocol to link the puzzles on active channels
without requiring closure.

AUPCH follows the puzzle promise, puzzle solve paradigm introduced in [11,
25| and formalized in [7]. By replacing the simpler randomizable puzzles in pro-
tocols like A2L [25] and BlindHub [21] with our VLRP puzzles, AUPCH inherits
their privacy and interoperability guarantees while providing auditability. This
wrapper-like design requires only minimal code changes. Our performance eval-
uation shows that AUPCH provides auditability with a small computation and
storage overhead.

2 Preliminaries

In this section, we first introduce the notation used in this work. We then briefly
overview the notion of randomizable puzzles, used as a building block in previous
PCH works [7,21,25], and other cryptographic primitives required in this work.

Notation. We denote the security parameter by n € N, by which each crypto-
graphic scheme and adversary is parameterized. We denote by negl(n) a negligible
function. A function f: N — R is negligible if its absolute value is smaller than
the inverse of any polynomial (i.e., if Vd Ik Vn > ko : [negl(n)| < 1/n%). We de-
note by z <—g & the uniform sampling of the variable z from the set X'. We write
z < A(y) to denote that a probabilistic polynomial time (PPT) algorithm .4 on
input y outputs z. If A is a deterministic polynomial time (DPT) algorithm, we
use the notation z:= A(y). We use the notation s < s; + sz for the assignment
of computation results. We use the notation o := (01, 03) for parsing a tuple
o composed of two elements o1 and o5. We use the dot notation to access the
elements of a tuple (e.g., we denote by .01 the element o1 of o).
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Randomizable Puzzles Scheme. A randomizable puzzle scheme RP is a tuple of
algorithms RP := (PSetup, PGen, PSolve, PRand), where (pp,td) < PSetup(1™)
is the setup algorithm; Z < PGen(pp, () is the puzzle generation algorithm;
¢ < PSolve(td, 2) is the algorithm to solve a puzzle; and (Z’, r) <— PRand(pp, 2) is
the puzzle randomization algorithm. A randomizable puzzle scheme must satisfy
randomizability, security and privacy.

Digital Signature Scheme. A digital signature DS is a tuple of algorithms DS :=
(KeyGen, Sign, Vrfy), where (sk,vk) + KeyGen(1™) is the key generation algo-
rithm; o < Sign(sk, m) is the signing algorithm on input the signing key sk and
a message m; and {0, 1} < Vrfy(vk, m, o) is the verification algorithm. A digi-
tal signature scheme should satisfy existential unforgeability under an adaptative
chosen-message attack.

Adaptor Signature Scheme. An adaptor signature scheme AS is a tuple of algo-
rithms AS := (KeyGen, PreSign, PreVrfy, Adapt, Extract) defined with respect to a
hard relation R and a digital signature scheme DS. For every statement/witness
pair (z, w) € R, key pair (sk,vk) < KeyGen(1") and a message m, we have that
& <« PreSign(sk, m,x) is a pre-signature; and o + Adapt(d, w) is a valid sig-
nature; and (pre-)verification holds under vk and m for & and o, respectively.
Furthermore, it holds that w < Extract(d,0,z). An adaptor signature scheme
should satisfy the notions of (unique) extractability, unlinkability and pre-verify
soundness.

Public Key Encryption Scheme. A public key encryption scheme PKE is a tuple
of algorithms PKE := (KeyGen, Enc, Dec), where (dk,ek) « KeyGen(1™) is the
key generation algorithm; ct < Enc(ek, m) is the encryption algorithm on input
a public key ek and a message m; and {m, L} < Dec(dk, ct) is the decryption
algorithm. A public key encryption scheme should satisfy indistinguishability
under chosen-plaintext attacks.

Non-Interactive Zero-Knowledge Arguments. A non-interactive zero-knowledge
argument system NIZK consists of three algorithms NIZK := (CrsGen, Prove,
Verify), where CrsGen is the public parameter (i.e., common reference string) gen-
eration algorithm; 7 <— Prove(crs, z, w) is the prover algorithm for a statement
z and a witness w; and {0, 1} < Verify(crs, z, 7) is the verification algorithm. A
NIZK argument system allows a prover to convince a verifier, using a proof m,
about the existence of a witness w for a statement z without revealing any in-
formation apart from the fact that it knows the witness w. We require the NIZK
argument system to satisfy the usual properties of completeness, computational
soundness and computational zero-knowledge.

We defer the detailed description of the building blocks and their properties
to Appendix A.
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3 Solution Overview

We outline our solution to integrate auditability into privacy-preserving coin
mixing protocols for payment channel hubs (PCHs). We begin with the estab-
lished concept of randomizable puzzles, which are central to unlinkable transac-
tions, and then detail our extensions to support selective, auditable transactions.

3.1 Coin Mixing Protocol

A coin mixing protocol, as introduced in [11,25], ensures transaction unlinkability
through payment channel hubs. The protocol allows a sender (Alice) to send a
payment to a receiver (Bob) through the Hub without revealing the connection
between them, thus ensuring that transactions remain unlinkable. Refer to Fig. 1
for an illustrative description. The protocol works through four key steps:

1. Puzzle Creation: Bob interacts with the Hub to engage in a puzzle
promise protocol. The Hub generates and sends Bob a puzzle, denoted as Z, which
contains a hidden solution (. The Hub also provides a pre-signature 65 on the
transfer from the Hub to Bob, which requires the solution ¢ to be completed.

2. Puzzle Randomization: Bob forwards the puzzle Z to Alice. To en-
sure privacy against the Hub, Alice applies her own randomness to the puzzle,
transforming it into a new puzzle Z”.

3. Puzzle Solving: Alice submits the randomized puzzle Z’ to the Hub.
Even though the Hub has never seen Z’ before, it can still solve it for the ran-
domized solution ¢’ using its trapdoor. By completing the payment from Alice,
the Hub reveals (' to her.

4. Solution Transfer: Alice derandomizes the solution ¢’ to obtain the
original solution ¢ and forwards it to Bob. Bob can then complete the payment
from the Hub.

The protocol meets specific security and privacy requirements, including un-
linkability, which prevents the Hub from linking randomized puzzles back to
their originals, thereby concealing payment relationships. However, this essen-
tial privacy feature creates a challenge when auditability is needed.

7 ) 3. Puzzle Solve td, ¢ 1. Puzzle Promise
= Rand(Z,r
o) 2\ 3an = A O
Alice < Hub Bob
T 2. Send Z |
4. Send ¢

Fig. 1: Overview of coin mixing based on randomizable puzzles. The Hub’s trap-
door is denoted by td and the secret, puzzle pair generated by the Hub is denoted
by ¢ and Z respectively.
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7 Zr) 3. Puzzle Solve td, ¢ 1. Puzzle Promise
= Rand(Z,r

Z',Gam,Enc(ekn, 2),7 = ~ O
N e | N

Alice h Hub Bob

v

m:=(Z,r) s.t. Z' = Rand(Z,r) A Enc(eka, Z)
2. Send Z
4. Send ¢

Fig. 2: Naive implementation of the auditability property. During puzzle solving,
Alice includes an encryption of the randomness r used to randomize Z’ and
a zero-knowledge proof 7 attesting that it is done correctly. The highlighted
elements are added to the coin mixing protocol presented in Fig. 1 to provide
the auditability property.

3.2 Auditability in Coin Mixing Protocols

To introduce auditability into the coin mixing protocol, we consider an additional
party called the auditability agent. This agent is responsible for flagging high-risk
transactions and assisting the Hub in linking the involved parties, while operat-
ing independently to prevent conflicts of interest. Our design enables real-time
auditing of active channels, supporting dynamic regulatory compliance require-
ments such as those emerging under frameworks like FATF Travel Rule and EU
MiCA regulation.

The revised protocol, as shown in Fig. 2, follows the same four steps as before,
with a key addition during the puzzle-solving step.

— Step 3 - Enhanced Puzzle Solver: Along with the randomized puzzle
Z’, Alice includes an encryption c of the original puzzle Z under the auditability
agent’s public key. She also provides a zero-knowledge proof attesting that 7’
was correctly derived from the puzzle Z encrypted in c.

With these changes, if a transaction is flagged as high-risk, the auditability
agent can decrypt c to retrieve the original puzzle Z, allowing the Hub to link
the sender and receiver. This process relies on the assumption that the Hub and
the auditability agent do not collude.

A notable vulnerability is the miz-and-match attack ° and potential leakage
to the auditability agent, where a malicious Alice can manipulate the process
to create a false audit trail. To mitigate this, we propose two modifications
illustrated in Fig. 3 and Fig. 4:

1. Adding Authentication Tag: During puzzle creation, the Hub includes
an authentication tag 7, which is a digital signature on Z. This forces Alice to
use a puzzle genuinely issued by the Hub.

5 A malicious sender can fabricate a new puzzle-randomness pair (~Z, 7) such that
the same randomized puzzle Z’ can be derived from either the original puzzle Z or
the fabricated puzzle A By encrypting Z instead of Z and providing a valid zero-
knowledge proof using the fabricated pair, the sender creates a false audit trail that
prevents the Hub from correctly linking the transaction back to the intended receiver.



8 Moreno-Sanchez et al.

3. Puzzle Solve td, ¢ 1. Puzzle Promise

Z' = Rand(Z,r)

Z',G o, Enc(eka, Z),
O »Ga,Encleka, Z),m 2,53, 7 = Siga(ekiZ) O
[ \ ¢ o >

Alice « Hub Bob

m:=(Z,r,7)st. Z' =Rand(Z,r) A Enc(eka,Z) A Vrfy(vky,Z,T)
2. Send Z
4. Send {

Fig. 3: Illustrative example of applying authentication tag to mitigate the mix-
and-match attack. The highlighted elements are additions and modifications to
the naive auditable solution provided in Fig. 2.

, ) 3. Puzzle Solve td,¢ 1. Puzzle Promise
Z' =Rand(Z,r

Q |77 (e Encleky, 2))x = O
m > Z,5uB, T = Sig(skv,Z)
C’ o >

‘Alice < Hub Bob
T n:=(Z,r,7)st. Z' =Rand(Z,r) A Enc(eka,Enc(eky,Z)) A Vrfy(vky,Z,7)

2. Send Z
4. Send ¢

Fig. 4: Illustrative example of our approach. The highlighted elements are addi-
tions and modifications to the naive auditable solution provided in Fig. 2.

2. Mitigating Leakage to Auditability Agent: To prevent the auditabil-
ity agent from unilaterally linking transactions, we use nested encryption. The
puzzle Z is first encrypted under the Hub’s encryption key and then under the
auditability agent’s key. This ensures that auditing requires collaboration be-
tween both parties, preserving the unlinkability of non-flagged transactions.

4 Verifiable Linkable Randomizable Puzzles

In this section, we first describe the notion of Verifiable Linkable Randomizable
Puzzles (VLRP) and their security, privacy, and auditability notions. We then
describe our cryptographic construction and show that it achieves security, pri-
vacy, and auditability. Finally, we discuss the performance of our construction
and demonstrate its practical efficiency through detailed benchmarks.

4.1 Problem Definition

Definition 1 (Verifiable Linkable Randomizable Puzzles (VLRP)). A ver-
ifiable linkable randomizable puzzle scheme VLRP := (PSetup,PVerifySetup,
PAuditSetup,PGen,PVerifyTag, PRand, PVerifyRand, PAudit) with a solution space,
S (and a function ¢ acting on S), is defined as follows:

— (pp, td) < PSetup(1™): is a PPT algorithm that on input a security pa-
rameter 1™, outputs public parameters pp and a trapdoor td.
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— (vky,eky,sky,dky) < PVerifySetup(1™): is a PPT algorithm that on
mput a security parameter 1™, outputs a pair of public and private verification
key (vky,sky) and a pair of encryption and decryption keys (eky, dky ).

— (eka,dky) < PAuditSetup(1™): is a PPT algorithm that on input a secu-
rity parameter 1™, outputs a pair of public and private auditability key (ek 4, dk4).

— (Z,7) + PGen(pp,sky,(): is a PPT algorithm that on input the public
parameters pp, the private key sky and a solution (, outputs a puzzle Z and a
puzzle tag T.

— ¢ := PSolve(td, Z): is a DPT algorithm that on input a trapdoor td and
puzzle Z, outputs the solution C.

— b:=PVerifyTag(pp,vky, Z,7): is a DPT algorithm that on input the pub-
lic key vky, a puzzle Z and a puzzle tag T, outputs a bit b € {0,1}.

— (Z’,1,p) < PRand(pp, eka, eky,vky, Z,7): is a PPT algorithm that on in-
put the public parameters pp, the public keys eka, eky and vky, a puzzle Z and
a puzzle tag T, it outputs a randomized puzzle Z’ and randomness r (such that
Z’ has a solution ¢(C,r)), and a puzzle auditability token p.

— b := PVerifyRand(pp,eka,eky,vky, 2’ p): is a DPT algorithm that on
input the public keys ek a, eky, vky, a puzzle Z°, and a puzzle auditability token
p, it outputs a bit b € {0,1}.

— § < PFlag(dka, p): is a PPT algorithm that on input the private auditabil-
ity key dky and a puzzle auditability token p, outputs an attestation §.

— {Z 1} :=PAudit(dky, Z’ p,d): is a DPT algorithm that on input a decryp-
tion key, dky, a randomized puzzle Z°, an auditability token p and an attestation
6, outputs a puzzle Z or bottom L.

The Verifiable Linkable Randomizable Puzzles (VLRP) primitive is defined
by four key properties: correctness, security, unlinkability, and auditability. Cor-
rectness ensures that a legitimately generated and randomized puzzle will always
verify properly and yield the correct solution when solved. Security guarantees
that a malicious party without the private key cannot create a valid puzzle-tag
pair or extract a puzzle’s solution without the trapdoor. Unlinkability provides
privacy by ensuring adversaries cannot distinguish between original puzzles when
given a randomized puzzle. Finally, Auditability ensures that attackers cannot
create valid randomized puzzles that subvert the collaborative process. This
guarantees that flagged transactions can always be traced back to their original
puzzles by authorized parties. We defer the reader to Appendix B for the formal
definitions of these properties.

4.2 Our Construction

In this section, we first describe our building blocks, followed by the construction
details. Finally, we formally show that it provides the notions of security, unlink-
ability, and auditability and conclude this section with a performance evaluation.

Building Blocks. As defined in Section 2, we require a randomizable puzzle
scheme RP, a digital signature scheme DS, a public-key encryption scheme PKE,
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PSetup(1™) PRand(pp, eka, eky, vky, Z, 7)

(PPgp tdrp) +— RP.PSetup(1™) (PPgp; CT8) < PP

crs < NIZK.CrsGen(1™) (Z’,r) < RP.PRand(ppgp, 2)

pp := (PPgrp; CT'S) rv,ra +g {0,1}"

td := tdgrp ctpke + PKE.Enc(eka, PKE.Enc(eky, Z; v );74)
return (pp, td) z = (vkv, Z’, ctpke, ekv , ek a, PPgrp)
PVerifySetup(1™) w=(Znrrv,ra,T)

Trprana <— NIZK.Prove(crs, st z], w
(skv, vky) +— DS.KeyGen(1™) PRand ( PRana 215 W)

(dky, eky ) < PKE.KeyGen(1"™)
return (vky,eky;sky,dky)
PAuditSetup(1™)

(dka,eks) < PKE.KeyGen(1™)
return (ek4,dka)

p := (CtpKE; TpRana)
return (Z’,r, p)

PVerifyRand(pp, eka, eky, vky, Z’, p)

(PPgp; CT8) <= PP
(ctpke, TrPRand) —p

z = (vkv, Z’, ctpke, ekv, ek a, pprp)

PGen(pp, skv, ) b < NIZK.Verify(crs, stogana 7], Terana)
(PPgp, CTS) < PP return b

Z « RP.PGen(ppgp, ¢) PFlag(dka, p)

o <+ DS.Sign(sky, Z)

(ctPKE, TPRana) — p

ct’ + PKE.Dec(dk 4, ctpke)

T:=0

return (Z, 1)

PSolve(td v
olve(?
( ’ Z) Ter1ag < NIZK.Prove(crs, stFFlag[ekA, ctpKE, ct/], w)
¢ < RP.PSolve(td, Z) § = (ct’, Torrag)
return ¢

return §
PVerifyTag(vky, Z, ) PAudit(dkv, Z’, p, d)
b := DS.Vf(vky, Z, 7)

return b

(ctpKE, TeRana) < p;  (ct', Tpr1ag) < 6
b < NIZK.Verify(crs, stPFlag[ctpKE, ct’], TPFlag)
if b =0 return L

Z + PKE.Dec(dky, ct’)

return 7

Fig.5: Our construction for verifiable linkable randomizable puzzles (VLRP).

and a non-interactive zero-knowledge proof scheme NIZK. For the latter, we
require the relations stpp,,q (left) and stppy,, (right) defined as follows:

(vkv, Z’, ctpke, ekv, eka, ppgp; Z, 7,7V, A, T) :
PVerifyTag(vky, Z, 7)A

(Z’,r) = RP.PRand(ppgp, 2)A

ctrke = PKE.Enc(eka, PKE.Enc(eky, Z;rv);74)

(eka, ctpke, ct'’; dka) :
et = PKE.DGC(CtPKE;dkA) A
(eka,dka) + PKE.KeyGen(1™)

Construction Details. We provide the details of our construction in Fig. 5. The
PSetup algorithm generates the public parameters, the trapdoor required for the
underlying randomizable puzzle (RP), and initializes the common reference string
(crs). The algorithms PVerifySetup and PAuditSetup initialize the verifiability
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and auditability keys, respectively. The PGen algorithm creates a new puzzle
Z, encoding the solution (, and signs it with the verifiability key to produce
the tag 7. The validity of the tuple (Z,7) can be verified by PVerifyTag using
the standard verification procedures. Finally, the PSolve algorithm extracts the
solution embedded in a puzzle Z, using the corresponding algorithm from the
underlying RP scheme.

The PRand and PVerifyRand algorithms function as follows: First, PRand
randomizes the input puzzle Z using the randomization algorithm from the un-
derlying RP. Additionally, it creates a nested encryption of Z using both ek 4 and
eky. Finally, it computes a zero-knowledge proof for the relation stpp,,q. This
proof is then verified by the PVerifyRand algorithm.

The remaining two algorithms are vital for the auditing process. When the
auditability agent flags a user as high-risk, PFlag removes one encryption layer
from ciphertext ¢ and generates a zero-knowledge proof for stpg,, to ensure
decryption integrity. PAudit then allows the Hub to extract the associated puzzle
Z by verifying the proof and decrypting ¢'.

Security Analysis. Here, we state our claims and provide intuitions on the
notions achieved by our construction. We defer the formal proofs to Appendix E.

Theorem 1. Assume that the randomizable puzzle RP is secure and that the
digital signature scheme DS is EUF-CMA. Then, our construction is secure.

Theorem 2. Assume that the non-interactive zero-knowledge argument system
NIZK is zero-knowledge, the encryption scheme PKE is IND-CPA, and the ran-
domizable puzzle RP is randomizable. Then, our construction is unlinkable.

Theorem 3. Assume that the encryption scheme PKE is correct, the digital
signature DS is EUF-CMA, and the non-interactive zero-knowledge argument
system NIZK provides knowledge-soundness. Then our construction provides au-
ditability.

4.3 Implementation and Performance Analysis

Parameters. We use the non-malleable version of Grothl6 zkSnark [9] to in-
stantiate our NIZK proofs. For the signature scheme, we implement EADSA with
the Babyjubjub curve. For the randomizable puzzle, we employ 2048-bit Pail-
lier encryption due to the ease of porting it to our zkSNARK library. In our
nested encryption implementation, we separately encrypt two symmetric keys
using the respective public keys of the Hub and Judge, then use these keys for
layered AES-CTR encryption.

Software and Hardware. The implementation is written in Typescript, and
uses the Circom library [12] for writing circuits for all zero-knowledge proof
statements and use circomlibjs for other cryptographic typescript implementa-
tions such as encryption and digital signatures. The experiments are executed a
machine with a 3.5GHz Intel Core i7 processor with 6 cores, and 0GB RAM.
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Performance. We measured the average runtimes over 100 runs for each ba-
sic operation. PVerifySetup takes 39.1 milliseconds to complete. PAuditSetup
requires 19.4 milliseconds for processing. PGen consumes 202.24 milliseconds.
PSolve needs 53.53 milliseconds to execute. PVerifyTag verification takes 84.21
milliseconds.

For operations involving zero-knowledge proofs (PRand, PVerifyRand, PFlag,
and PAudit), we provide estimated timings based on comparable proof sys-
tems in existing implementations: PRand (30s as the number of constraints is
0.6m), PVerifyRand (1s), PFlag (2s as the number of constraints is 20k), and
PAudit (1.5s). These NIZK timings are extrapolated from state-of-the-art zero-
knowledge proof implementations with similar circuit complexity [1,23]. The size
of a puzzle (i.e., one Paillier encryption) is 512 bytes, the size of a NIZK proof is
192 bytes, and the size of the nested ciphertext is approximately 784 bytes. So
overall, the Hub may only need to store less than 1.5 KB of data per payment.

5 AUPCH: An Auditable Payment Channel Hub

In this section, we demonstrate how existing Payment Channel Hub (PCH) con-
structions can be augmented with auditability using our Verifiable Linkable Ran-
domizable Puzzles (VLRP) primitive. We begin by outlining the system and threat
model, then show how PCH designs based on the puzzle promise and puzzle
solve paradigm can be adapted to incorporate auditability via VLRP, all while
preserving their security and privacy properties. For completeness, our approach
is applied to A2L and BlindHub, as described in Appendix C and Appendix D.

5.1 System and Threat Model

We assume a central party, called the Hub, is responsible for mediating payments
between senders and receivers. Each sender and receiver has an open payment
channel with the Hub. The Hub holds a verifiability key sky and a decryption
key dky, with the corresponding public keys vky , eky known to all parties.

We also introduce an auditability agent, responsible for flagging high-risk
payments. The auditability agent holds an auditability key dk4, with the corre-
sponding public key ek4 known to all parties.

In line with prior PCH constructions, the Hub is trusted for liveness but not
for security or privacy. Additionally, senders and receivers may behave arbitrar-
ily. In our model, the auditability agent is trusted to identify and flag high-risk
payments by analyzing their senders. We also assume that the auditability agent
and Hub do not collude, ensuring unlinkability for non-flagged payments. In this
model, the Hub and the auditability agent can collaborate to link the sessions of
the flagged payments while maintaining a non-colluding assumption to preserve
the unlinkability of non-flagged transactions. This model applies to practical
scenarios (e.g., court investigations) where the Hub is required to provide in-
formation about the receiver of a flagged payment without compromising the
privacy of other payments.
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PPromise(Hub) PPromise(Bob) PSolve(Alice(Z)) PSolve(Hub)
(35S (Z',r,p) < VLRP. PRand(pp, ek 4, vky, Z,T)

!
(Z,7) + RP. PGen(pp, ¢) Z Payment
Z,¢ Pavment ¢ Solve Z',0an
,
= (¢~ 7)

Fig.6: Puzzle promise (PPromise), puzzle solve (PSolve) paradigm based on
randomizable puzzles scheme, RP. PCH-dependent implementation of the
PaymentPromise and PaymentSolve subprotocols are abstracted for clarity. Full
description for A2L and BlindHub is in Appendix C and Appendix D.

From a system perspective, our protocol satisfies two key requirements: (i)
payments can be processed without any direct involvement of the auditability
agent, and (ii) auditability can be enforced retrospectively for flagged payments,
without requiring further interaction from the sender or receiver.

5.2 AUPCH: A Generic Auditable PCH based on VLRP

To understand how VLRP can be integrated into a PCH to enable auditability, we
first review the use of randomizable puzzles in PCH constructions that follow the
puzzle promise, puzzle solve paradigm. The blueprint of these constructions
is presented in Fig. 6. Here, we omit the details specific to each PCH construction,
focusing instead on how VLRP can be employed to introduce auditability.

In summary, during the puzzle promise phase, the Hub computes a fresh
puzzle Z with its corresponding solution . The Hub and Bob then engage in a
Payment Promise protocol, where Bob obtains the puzzle Z and a presignature
oy on the transfer. Once Bob learns the solution (, they can convert the
presignature into a valid signature, completing the transfer.

During the puzzle solve phase, Alice randomizes the puzzle Z into Z’ and
engages with the Hub in the Payment Solve protocol. The Hub receives the
randomized puzzle Z’ and a valid signature for the transfer, effectively obtaining
the coins from Alice. Meanwhile, Alice learns the randomized solution ¢’ to the
puzzle Z’ Alice can then derandomize ¢’ into ¢, which is the value Bob needs to
complete the transfer and receive the coins from the Hub.

Our approach to constructing AUPCH involves replacing the randomizable
puzzle with the VLRP introduced in this work, as shown in Fig. 7. In particu-
lar, during the puzzle promise phase, the Hub generates a puzzle Z, which is
accompanied by an authentication tag 7. In the puzzle solve phase, Alice (the
sender) randomizes the puzzle Z into Z’ and provides an auditability token p,
which allows linking the transfer to the original puzzle Z when required.

A key feature of AUPCH is the audit phase. If a transfer (sender, Z’) is flagged
for auditing, the Hub must identify the payment receiver. The auditability agent
attests to the high-risk transaction by tagging the puzzle Z’ with PFlag. The
Hub can then use this attestation to run the PAudit algorithm and recover the
original puzzle Z, linking sender and receiver.
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PPromise(Hub(sky)) PPromise(Bob)| |PSolve(Alice(Z,T,vky,ek4)) PSolve(Hub(sky,eky))

(s S (Z',7, p) + VLRP. PRand(pp, ek, vky, Z, T)
(Z,7) < VLRP. PGen(pp, sky, ¢) Z',p =m
Z, T?C o CI Solve Z’vp: OAH
Payment N < / >
N
Audit(Agent(dk4, p)) Audit(Hub(dky, Z, p))

d < PFlag(dk4, p) 5

»

Z <« PAudit(dky, Z', p,§)

Fig. 7: AUPCH: Puzzle promise, puzzle solve paradigm using VLRP. PCH-specific
details of the PaymentPromise and PaymentSolve sub-protocols are abstracted
away for clarity.

5.3 Security Discussion

To provide auditability in PCH, we replace the randomizable puzzles from ex-
isting schemes with VLRP, introduced in this work. This introduces auditability
while retaining the original security and privacy properties of the PCH.

The security and privacy of PCH systems rely on the security of the Random-
izable Puzzle (RP) scheme [7]. In our case, the security and privacy notions of
the VLRP scheme subsume those of the RP scheme, providing stronger guarantees.
Thus, by integrating VLRP into the PCH design, we ensure that the auditability
property is added without compromising the system’s security or privacy. VLRP
achieves security through its resistance to forgery (i.e., the inability of an ad-
versary to generate valid puzzles without the corresponding trapdoor and secret
key sky ). The puzzle randomization also guarantees unlinkability, preventing
adversaries from correlating sessions of puzzle promise and puzzle solve.

The security implications of VLRP is discussed in Appendix E. Notably, the
PCH auditability directly relies on the auditability property of VLRP.

6 Conclusions

We address the need for auditability in Payment Channel Hubs (PCH) trans-
actions, a capability absent from previous PCH constructions. We introduce a
new cryptographic primitive (Verifiable Linkable Randomizable Puzzles, VLRP),

5 More technically, in [7], footnote 4 states that authors use a re-randomizable linearly
homomorphic encryption scheme IIg instead of a re-randomizable puzzle, since the
first satisfies the notion of the second; (ii) in [7], Lemma 4.8 states that ITg achieves
the core security notion in A2L (i.e., OM-CCA-A2L); (iii) in [7], Theorem 4.9 states
that ITg along with adaptor signatures and NIZK suffice for the security of A2L+.



AUPCH: Auditable Unlinkable Payment Channel Hubs 15

which enables commitments to secrets using two keys: a verifiability key and
an auditability key. This primitive provides: (i) verification that commitments
are issued by the verifiability key owner, and (ii) randomization for unlinkability
while preserving traceability via the auditability key. We then present AUPCH,
a PCH overlay built on VLRP that provides selective auditability guarantees while
maintaining the functionality, security, and privacy of existing PCH construc-
tions based on the puzzle promise and puzzle solve paradigm. Our performance
evaluation shows that AUPCH imposes only minimal computation and storage
overhead.
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A Extended Preliminaries

A.1 Randomizable Puzzles Scheme

Definition 2 (Randomizable puzzle scheme). A randomizable puzzle scheme
RP := (PSetup, PGen, PSolve, PRand) is defined with respect to a function ¢ as
follows:

(pp,td) < PSetup(1™). A PPT algorithm that takes as input the security pa-
rameter 1™. It outputs a pair of public parameters and trapdoor (pp,td).

Z < PGen(pp, (). A PPT algorithm that takes as input the public parameters
pp and a puzzle soluton (. It outputs a puzzle Z.

¢ < PSolve(td, Z). A DPT algorithm that takes as input the trapdoor td and a
puzzle Z. It outputs a puzzle solution (.

(Z’,r) + PRand(pp, Z2). A PPT algorithm that takes as input the public parame-
ters pp and a puzzle Z. It outputs a randomized puzzle Z” and the randomness
value r. The randomized puzzle Z” has a solution ¢(C, 7).

A randomizable puzzle scheme is correct if for every ¢ € S, it holds that:

(pp,td) < PSetup(1™)
¢ < PSolve(td, 2) Z + PGen(pp, ()
¢' + PSolve(td, Z)|(Z’, r) + PRand(pp, Z)

¢=9(C 1)

We now review the notion of randomizability.

Pr > 1 —negl(n)

Definition 3 (Randomizability). A randomizable puzzle scheme RP := (PSetup,
PGen, PSolve, PRand) is randomizable if for all (pp,td) < PSetup(1™), and all
pairs (Z°,r), it holds that:

3Z|(Z’, r) + PRand(pp, 2)
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We now review the notion of security and privacy for a randomizable puzzle
scheme.

Definition 4 (Security). A randomizable puzzle scheme RP := (PSetup, PGen,
PSolve, PRand) is secure if for every PPT adversaries A, there is a negligible
function negl(n) such that:

(pp,td) < PSetup(1™)

Pr C <~ A(pp7 Z)‘C —g 87 74— PGen(PP7 C)

< negl(n)

Definition 5 (Privacy). A randomizable puzzle scheme RP is private if for
every PPT adversary A there exists a negligible function negl(n) such that

Pr[RPRandSec 4 rp(n) = 1] < negl(n)

where the experiment RPRandSec 4 rp(n) is defined as follows:

RPRandSec 4 rp (1)

(pp, td) < PSetup(1™)
((Z0,€0): (Z1,61)) = A(pp, td)
b« {0,1}

(Z%, 10) + PRand(pp, Zo)
(Z, 1) + PRand(pp, Z1)

b" « Al(pp,td, Z%)

bo := (PSolve(td, Zo) = ¢,)

b1 := (PSolve(td, Z1) = ¢;)

by := (b=10")

return bg A by A bs

A.2 Digital Signature Scheme

Definition 6 (Digital signature scheme). A digital signature scheme DS :=
(KeyGen, Sign, Vrfy) is defined as follows:

(sk,vk) + KeyGen(1™). A PPT algorithm that takes as input the security pa-
rameter 1™. It outputs a pair of signing and verification keys (sk,vk).

o « Sign(sk, m). A PPT algorithm that takes as input the signing key sk and a
message m. It outputs a signature o.

{0,1} « Vrfy(vk,m,0). A DPT algorithm that takes as input the verification
key vk, a message m, and a signature o. It outputs a bit b € {0, 1}.

A digital signature scheme is correct if for every m € M it holds that:

(sk, vk) < KeyGen(1™)

Pr o + Sign(sk, m)

Vrfy(vk, m, o) > 1 — negl(n)
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We now review the notion of security for a digital signature scheme.

Definition 7 (Existential unforgeability under an adaptative chosen-
message attack). A digital signature scheme DS := (KeyGen, Sign, Vrfy) is
existentially unforgeable under an adaptative chosen-message attack (or just
secure) if for all PPT adversaries A, there is a negligible function negl(n) such
that:

Pr[Sig-Forge 4 ps(n) = 1] < negl(n)

where the experiment Sig-Forge 4 ps(n) is defined as follows:

Sig-Forge 4 ps(n) OSign(m)

1: (sk,vk) + KeyGen(1™) 1: o « Sign(sk, m)
2: (m,o) < A°E"(vk) 2: Q:=0QUm

3: bo:=mé¢&Q 3: return o

41 by := Vrfy(vk, m, o)
5

return bg A by

A.3 Adaptor Signature Scheme

Definition 8 (Adaptor signature scheme). An adaptor signature scheme
is a tuple of algorithms AS := (KeyGen, PreSign, PreVrfy, Adapt, Extract) with
respect to a digital signature scheme DS and a hard relation R is defined as
follows:

(sk,vk) < KeyGen(1™). A PPT algorithm that takes as input the security pa-
rameter 1™. It outputs a pair of signing and verification keys (sk, vk).

& + PreSign(sk, m,z). A PPT algorithm that takes as input the signing key sk,
a message m and a statement v € X. It outputs a pre-signature &.

{0,1} < PreVrfy(vk,m,&,x). A DPT algorithm that takes as input the verifi-
cation key vk, a message m, a pre-signature o and a statement r € X. It
outputs a bit b € {0,1}.

o + Adapt(6,w). A PPT algorithm that takes as input a pre-signature & and a
witness w € W. It outputs a signature o.

w «— Extract(6,0,z). A DPT algorithm that takes as input a pre-signature &, a
signature o and a statement x € X. It outputs a witness w € W.

An adaptor signature scheme is pre-signature correct if for every m € M it
holds that:

(sk,vk) < KeyGen(1™)
Pr | PreVrfy(vk, m, 2,6)| (z,w) + GenR(1™) | > 1 — negl(n)
& + PreSign(sk, m, z)

We now review the notion of security for an adaptor signature scheme.
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Definition 9 (Existential unforgeability under a chosen-message at-
tack). An adaptor signature scheme AS := (KeyGen, PreSign, PreVrfy, Adapt,
Extract) is existentially unforgeable under a chosen-message attack if for all
PPT adversaries A, there is a negligible function negl(n) such that:

Pr[ASig-EUF-CMA 4 as(n) = 1] < negl(n)

where the experiment ASig-EUF-CMA 4 ag(n) is defined as follows:

ASig-EUF-CMA 4 as(n) OSign(m)

1: (sk,vk) «+ KeyGen(1") 1: o <« Sign(o,m)
2: (z,w) < GenR(1™) 2: Q:=QUm
m  AOSENOPISEn () 3: return o

& < PreSign(sk, m, z) OPreSign(m, )

N6}

4

5: o AOEMOPeSiEn 5 0y 11 G < PreSign(sk, m, z)
6: bO::mQQ 2: Q::QUm

7 bl = Vr‘fy(vk7 m, 0-) 3: return &

8:

return bg A by

Definition 10 (Pre-signature adaptability). An adaptor signature scheme
AS := (KeyGen, PreSign, PreVrfy, Adapt, Extract) is pre-signature adaptable if for
any message m € M, any statement/witness pair (z,w) € R, any key pair
(sk, vk) < KeyGen(1™) and any pre-signature & such that PreVrfy(vk, m,z,6) = 1
it holds that:

Pr | Vrfy(vk, m, o)

o + Adapt(d, w)] > 1— negl(n)

Definition 11 (Witness extractability). An adaptor signature scheme AS :=
(KeyGen, PreSign, PreVrfy, Adapt, Extract) is witness extractable if for all PPT
adversaries A, there is a negligible function negl(n) such that:

Pr[ASig-WE 4 as(n) = 1] < negl(n)

where the experiment ASig-WE 4 ag(n) is defined as follows:
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ASig-WE 4 as(n) OSign(m)

1:  (sk,vk) + KeyGen(1") 1: o <+ Sign(o,m)

2 (my @) « ACSENOPTSIEN 1y 20 Q= QUm

8: & « PreSign(sk, m, z) 3: return o

4: o AOSEnOPreSiEn 5 4 OPreSign(m, x)

5: w < Extract(6,0, 1) 1: &+ PreSign(sk, m, )
6: bo:=m¢Q 2: Q:=0QUm

7: by := Vrfy(vk, m, o) 8: return ¢

8: by:=(zuw)¢R

9: return by A by

A.4 Public Key Encryption Scheme

Definition 12 (Public key encryption scheme). A public key encryption
scheme PKE := (KeyGen, Enc, Dec) is defined as follows:

(dk,ek) « KeyGen(1™). A PPT algorithm that takes as input the security pa-
rameter 1™. It outputs a pair of encryption and decryption keys (dk,ek).

ct < Enc(ek,m). A PPT algorithm that takes as input the encryption key ek
and a message m. It outputs a ciphertext ct.

{m, L} < Dec(dk, ct). A DPT algorithm that takes as input the decryption key
dk and a ciphertext ct. It outputs a message m or a special symbol L denoting
failure.

A public key encryption scheme is correct if for every message m € M it
holds that:

(dk, ek) < KeyGen(1™)

m/ := Dec(dk, Enc(ek, m))| — 1

Pr [m =m

We now review the notion of security for a public key encryption scheme.

Definition 13 (Indistinguishable encryptions under chosen-plaintext
attacks).

A public key encryption scheme PKE := (KeyGen, Enc,Dec) has indistin-
guishable encryptions under chosen-plaintext attacks (or is CPA-secure) if for
all PPT adversaries A, there is a negligible function negl(n) such that:

1
Pr [PubeXﬁPKE(n) = 1] <5+ negl(n)

where the experiment PubKi’ff’PKE(n) is defined as follows:
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PubK ek ()

(dk, ek) + KeyGen(1™)
(mo, m1) + A(ek)
b+ {0,1}

cty < Enc(ek, mp)

b* «— A(cty)

bo := (Imo| = [mu])

by :=(b=10")

return bo A by

~

SR T N N T

A.5 Non-Interactive Zero-Knowledge Proof Scheme

Definition 14 (Non-Interactive Zero Knowledge Proof). A non-interactive
zero knowledge proof for a relation R is a tuple of algorithms NIZK := (CrsGen,
Prove, Verify) defined as follows:

crs <— CrsGen(1™). A PPT algorithm that takes as input the security parameter
1. It outputs a common reference string crs.

7 Prove(cers, z, w). A PPT algorithm that takes as input the common reference
string crs, a statement x and a witness w. It outputs a proof ™

{0,1} <« Verify(crs,z,w). A DPT algorithm that takes as input the common
reference string, a statement x and a proof w. It outputs a bit b € {0,1}.

A NIZK is complete if for all (x,w) € R and all crs + CrsGen(1™) it holds
that:

crs < CrsGen(1™)

Pr [Verlfy(C?“S» z, ﬂ—) =1 T 4 Prove(CTS, Z, w

)] > 1 — negl(n)

k/\/e IIOW review t he Il()l 1on ()f SeCllIl( f()I a Il()Il—ln‘ er aCl 1ve zer ()—kIl()W led (§
prOOf'

Definition 15 (Zero-knowledge). A non-interactive zero knowledge proof
NIZK := (CrsGen, Prove, Verify) is zero-knowledge if there exist two PPT al-
gorithms (CrsSim, ProveSim) such that for every PPT adversary A, there is a
negligible function negl(n) such that:

- <
1« AOProve(CT,s) 1« AOProveSlm(C,,,s) = negl(”)

Pr {Cm < CrsGen(l”)] _p {(07”5,7) — CrsSim(l”)]

where the oracles OProve and OProveSim are defined as follows:
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Prove(z, w) ProveSim(z, w)

1: < Prove(cers,z,w) 1: if (z,w) € R then
2: return 2 abort

3: endif

4: m < ProveSim(crs, z)
5

return 7™

Definition 16 (Knowledge-soundness). A non-interactive zero knowledge
proof NIZK := (CrsGen, Prove, Verify) is knowledge-sound if there exists a PPT
algorithm Ext such that for all adversaries A, it holds that:

crs < CrsGen(1™)
(z,7) « A(crs) | < negl(n)
w < Ext™ (crs, z, )

1 « Verify(crs, z, )

Pr (r,w) € R

B Properties of VLRP

Definition 17 (VLRP correctness). A wverifiable linkable randomizable puzzle
s correct if for every security parameter 1, every solution ( € S, every ran-
domness € R, it holds that:

PVerifyTag(pp,vky, Z,7) =1 (vky , eky, sky, dky ) < PVerifySetup(1™),
A (eka,dka) < PAuditSetup(1™),
Pr |PVerifyRand(pp, eka, eky,vky, Z%, p) =1 (pp, td) < PSetup(1™), =1
A (Z,7) + PGen(pp, skv, ¢),
PSolve(td, Z’) = ¢(¢, 1) (Z’, 1, p) < PRand(pp, eka, eky,vky, Z, T)

Security Intuitively, a malicious Alice or Bob that does not know the private key
sky, should not be able to create a pair of puzzle and tag (Z, 7) that correctly
verifies. Moreover, the adversary should not be able to extract the solution ¢ to
a puzzle Z without access to the trapdoor td. A similar definition for PRand is
not required since it only requires publicly available information.

Definition 18 (VLRP Security). A VLRP scheme is secure, if there exists a
negligible function negl(n), such that Pr[VLRP-SecurityﬁVLRP(1") = 1] < negl(n)
where VLRP-Securityﬁvm is defined in Fig. 8.

Unlinkability Intuitively, an adversary that observes an honestly created pair of
randomized puzzle and auditability tag (Z’, p) should not be able to distinguish
better than guessing whether the tuple has been created from puzzle Zy or 73,
even when the latter both puzzles are created by the adversary itself.

Definition 19 (VLRP Unlinkability). A VLRP scheme is unlinkable, if there
exists a negligible function negl(n), such that Pr[VLRP—UnIinkabiIityﬁVLRP(1") =

1] < 1 + negl(n) where VLRP—UnIinkabiIityﬁVLRP is defined in Fig. 8.
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VLRP-Security7; (1™) VLRP-Auditability7;, (1)

Q:=10 (pp, td) < PSetup(1™)

(pp, td) <+ PSetup(1™) (vky , eky, sky, dky ) « PVerifySetup(1™)
(vky , eky, sky, dky ) < PVerifySetup(1™) (eka,dka) «+ PAuditSetup(1™)
(eka,dks) < PAuditSetup(1™) C+s S

(g S (Z, 1) + PGen(pp,skv, ¢)

(Z,7) + PGen(pp, sk, ¢) (Z°,p,6) — A% (pp,vky, eky,eka, Z,7)
(Z°,7%,¢7) « A% (pp, vky, ekv, eka, Z, T) Z* « PAudit(dky, Z’, p, 8)

by := PVerifyTag(pp,vky, Z*,7") bo := PVerifyRand(pp, eka, eky, vky, Z7, p)
by = (2" ¢ QAZ # 2) b= (Z#Z)N(Z" ¢ Q)

by = (¢" = Q) byi= (2" # 1)

return (b A b1) V b2 return bg A by A by
VLRP-Unlinkability7y, .. (1™) OPGen(()

(pp, td) < PSetup(1™) (Z,T) « PGen(pp, skv, ¢)

(eka,dka) < PAuditSetup(1™) Q:=QuUZ

((Zo,Cos70)s (Z1,Cqs71), kv eky ) < A(pp, td,eks) Teturn (Z,7)

b<+g {0,1}

(Z’,r, p) < PRand(pp, eka, eky,vky, Zy, )

b* «— A(pp, td, Z’, p)

bo := PVerifyTag(pp, vkv, Zo, T0)

by := PVerifyTag(pp,vky, Z1,71)

by := (PSolve(td, Zy) = ()

bs := (PSolve(td, Z1) = ¢;)

by = (b=b")

return bg A by A bs A bz A by

Fig. 8: Definition of experiments VLRF’—SecurityﬁvLRP7 VLRP-UnIinkabiIityﬁvLRP7 and
VLRP-Auditability7y, ..

Auditability Intuitively, an adversary should not be able to create a tuple of
randomized puzzle and auditability token (Z’, p) from a puzzle Z, possibly of its
choice, such that the tuple correctly verifies and yet Z’ cannot be linked to Z if
the auditability agent flags the corresponding payment as high-risk.

Definition 20 (VLRP Auditability). A VLRP scheme is auditable, if there ex-
ists a negligible function negl(n), such that Pr[VLRP-AuditabiIityﬁvm(1") =1]<
negl(n) where VLRP-AuditabiIityﬁvLRP is defined in Fig. 8.

C An Auditabile PCH from VLRP and A2L

In this section, we outline how to enhance the PCH construction in A2L with
auditability, using the VLRP scheme introduced in this work. This process is
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illustrated in Fig. 9, where the A2L protocol, initially based on the randomizable
puzzle scheme (RP)7, is updated with VLRP function calls. By transforming the
A2L protocol with VLRP scheme, we achieve a secure, privacy-preserving PCH
protocol with auditability.

Beyond the RP and VLRP schemes, the following key components are required:

1. A zero-knowledge proof NIZK (as described in Section 2) for the relation:
Sty - {(Y, Z,C,td) 1Y = g A C + RP.PSolve(td, Z)}

2. An adaptor signature scheme ITapp (as described in Section 2), with respect
to a hard relation. In the description of A2L here, we assume the discrete
logarithm relation.

Certain steps, such as registration, are omitted for readability, as they do
not rely on the RP or VLRP schemes. While we focus on A2L, the same approach
applies to A2L T and A2L Y€, as they follow the paradigm in Fig. 6, with
technical differences in the PaymentSolve subprotocol. This further illustrates
the composability of AUPCH.

D Auditabile PCH from VLRP and BlindHub

Here we show how to add auditability to BlindHub using our VLRP scheme, as
shown in Fig. 11.

Apart from the RP and VLRP schemes, this protocol relies on several key
building blocks:

1. a zero-knowledge proof (Definition 14) for the relation st 4 ,; described in Ap-
pendix C.

2. a blind adaptor signature scheme BAS. Like an adaptor signature scheme, BAS
permits to presign a message, but with the key difference that it presigns a
hash of the message, not the message itself. In BlindHub, it is assumed that
all parties have been convinced they know the preimage of the hash used in
the blind presignature. As in A2L, we assume the discrete logarithm relation,
that is, tuples (Y, ¢) such that Y := ¢, as the one used for BAS.

3. The randomizable signature over randomizable commitments RSoRC scheme.
This scheme is composed of the following algorithms:

— RCSign: a signing algorithm that takes as input a signing key, a hard
relation statement, and a commitment, and outputs a signature, binding
the statement and commitment.

— Vf: a verification algorithm that checks the correctness of the signature
by verifying the key, signature, statement, and commitment.

" The original A2L protocol is presented using an encryption scheme instead of RP.
However, in [7] it is shown that a linear-homomorphic encryption scheme is a secure
instance of randomizable puzzle.
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Public parameters: mgp

PPromise(H (td, SkgB,)v ?)

PPromise(B(pp,vkgB7 vky |), )

C+sS
Z <+ RP.PGen(pp, ¢)

(Z,T) < VLRP.PGen(pp, sky, )

Y = g<
e < NIZK.Prove(crs, st 45, [Y, Z], ¢, td)

~H . H
opgp < HADP.PYeSIg(SkHB,mHB,Y)
~ H
Z, va T¢,OHB

if NIZK.Verify(crs,st 4o [Y, Z], m¢) # 1 ¢
return L

if ITapp.PreVE(vkE o ompup, Y, 60 ,) #£1:
return L

‘ b := VLRP.PVerifyTag(pp, vky, Z, ) ‘

‘ifb;élzreturn J_‘

return | return (mpypg, 6537 (Y, Z, ))

Fig.9: Enhancing A2 with auditability property using the VLRP scheme. In
particular, the calls to the randomizable puzzle RP scheme (in grey) are updated
by the corresponding calls to VLRP scheme (in boxes). The second part of this
protocol is shown in Fig. 10.

— Rand: A randomization algorithm, outputs randomized versions of signa-
ture, statement, and commitment while maintaining signature’s validity.

As with A2L, some details are omitted for clarity, as they are independent
of the RP or VLRP schemes.

E Correctness and Security Proofs

E.1 Proof of Correctness

Theorem 4 (VLRP Correctness). Assume that the digital signature scheme
DS, the encryption scheme PKE, the mon-interactive zero-knowledge argument
system NIZK, and the randomizable puzzle scheme RP are correct. Then, our
construction is correct.

Proof. In order to prove correctness, we need to prove three cases:
Case (i): PVerifyTag(pp,vky, Z,7) =1
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Public parameters: mag

PSolve(A(pp, sk’s};, ek, T, ), D

PSolve(H (dk, vk 1, | vky , eka |), )

Parse 7 := (-, -, (Y, Z,))

(Z',r) + RP.PRand(Z2)

(Z',r, p) + VLRP.PRand(pp, vkv, Z, T) ‘

Y =Y. .g"

_A . A
Cam < HADp.PreS|g(skAHA,mAH,Y/)
_A
Z/77 Y/aUAH
B ——

¢’ + RP.PSolve(td, Z')

‘ ¢" « VLRP.PSolve(td, Z') ‘

‘ b := VLRP.PVerifyRand(pp, vky,eka, Z', p)

‘ifb;élzreturnL‘

O’ﬁH <~ HADp.Adapt(&ﬁH, C/)
if Iapp VF(vk g mam, oay) #1:
return L
A
OAH
s

¢’ + Mapp.Extract(c%,y, 640, Y")
if s =1: return L
Ci=¢(¢', -7

return (JﬁH, <) return aﬁH

Fig. 10: Continuation from Fig. 9.

For this case, we can observe the following

PVerifyTag(pp,vky, Z,7) = DS.Vf(vky, Z,7) =
DS.Vf(vky, Z,DS.Sig(sky, Z)) = 1

Case (ii): PVerifyRand(pp, ek, vky,eky, 7, p) = 1

For this case, we observe that

with

PVerifyRand(pp,eka,eky,vky, Z, p) =
NIZK.Verify(crs, Stpgang[*]; TpRand) = 1

x = (vky, Z’, ctpke, eky, eka, pprp)

and given that

Tprana < NIZK.Prove(crs, stpgangl®], w)
w=(Z,rrv,ra,T)
rv,ra <g {0,1}"
ClpKE PKE.EHC(ekA7 PKE.Enc(ekV, Z; Tv); T’A)

27
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Public parameters: Camt, Tamt, b := H(mus)

PPromise(H (td, sk, skX, ), -

PPromise(B(pp, vkgB, vky [), +)

(+sS
Z « RP.PGen(pp, ¢)

(Z,7) « VLRP.PGen(pp, skv, ¢)

Y = gC
¢ < NIZK.Prove(crs, st 451, [Y, Z], ¢, td)
& «+ RSoRC.RCSign(skX, Y, Cqmt)

&8, <+ BAS.PreSig(sk ;, b, Y)
Z,Y,[7] 7, 6,608
_—

if NIZK.Verify(crs, st 45, [Y, Z), 7¢) # 1 :
return |

‘ b := VLRP.PVerifyTag(pp, vky, Z, ) ‘

‘if b#1:return L

return | return (mpyp, &ng (Y, Z,6, Camz,))

Fig. 11: Enhancing BlindHub with auditability property using the VLRP scheme.
In particular, the calls to randomizable puzzle RP scheme (in grey) are updated
by the corresponding calls to VLRP scheme (in boxes). The continuation of this
protocol is shown in Fig. 12.

Case (iii): PSolve(td, Z') = ¢(Z, )

This holds follows from correctness of the randomizable puzzle RP scheme.

E.2 Proof of VLRP Security

Proof. To prove this theorem, we consider the following game hops:

Hybrid Hgo: This hybrid corresponds to the original game of VLRP-Secu rity}*}VLRP
as defined in Fig. 8.

Hybrid H;: This hybrid, formally defined in Fig. 13, works exactly the same
as Ho but with the highlighted grey line. The challenge checks if the adversary
wins because of condition by and in that case, aborts.

Let VLRP—Securityﬁvm(ln)Hi be the game VLRP—Securityﬁvm as defined in
hybrid H;. The proof for this theorem follows from Lemmas 1 and 2 below.

Lemma 1. Assume that the randomizable puzzle RP is secure. For all PPT
adversaries A, it holds that

Pr[VLRP-Security7y, (1), = 1] <
Pr[VLRP—Securityﬁvm(1")7{1 = 1] + negl(n)
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Public parameters: h' := H(mag)

PSolve(A(pp, skgH, ek, T, )7 R
PSolve(H (dk, vk’ 17, skX| vk, eka ), -)

Parse 7 := (-, -, (Y, Z, &, Camt,))
(Z',r) + RP.PRand(2)

(Z',r, p) + VLRP.PRand(pp, vkv, Z, T) ‘

Y =Y. .g"
(¢, Y, CL. ) + RSoRC.Rand(6, Y, Coms)
&4 — BAS.PreSig(sk g, 1/, Y')
Yy <A
Z/)E]) Y, C;m’m 0,0 Ay
B ——
¢’ + RP.PSolve(td, Z')

‘ ¢" « VLRP.PSolve(td, Z') ‘

‘ b := VLRP.PVerifyRand(pp, vky,eka, Z', p)

‘ifb;él:returnl‘

ohy — HADP-AdaPt(&:‘:H’ "
if BAS.VF(vk ;,moam, oay) #1:
return |
if RSoRC.VF(vkX,o’, Y, Cl ) #1:
return L
A
TAH
AT
¢ BAS.Extract(aﬁH, &ﬁH, Y’)
if s’ = L then return L
¢i=a(¢",—7)

return (UﬁHy <) return gﬁH

Fig. 12: Continuation from Fig. 11.

Proof. Claim. Let Bad; be the event that the game in H; aborts. Assume that
the randomizable puzzle scheme RP is secure. Then Pr[Bad;] < negl(n).

Proof. Assume, for the sake of contradiction, that the claim does not hold. This
implies that there exists an adversary A such that H; aborts with probability
higher than negl(n). We can use A to build an adversary B that breaks the secu-
rity of the randomizable puzzle scheme RP as follows: On input the pair (ppgrp, £),
B executes crs <— NIZK.CrsGen(1™), (vky, eky;sky, dky) < PVerifySetup(1™),
(eka,dk4) < PAuditSetup(1™) and o < DS.Sign(sky, Z). Then B calls A on
input ((ppgp, crs), vky, eky, eka, Z, o), that in turns returns (Z*,7*,¢*). Finally
B outputs ¢*.

Every time that A queries the oracle OPGen((), B simply honestly executes
PGen(pp, sky, ) and forwards the output to A.
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VLRP—SecurityﬁVLRP(ln)

1: Q:=10

2: (pp,td) < PSetup(1™)
3: (vky,eky,sky,dky) < PVerifySetup(1™)
4: (eka,dka) < PAuditSetup(1™)
5
6

(s S
(Z,7) + PGen(pp, skv, ()
(Z°,7%,C") « A% (pp, vky, eky, ek, Z, T)
8: bg:= PVerifyTag(pp,vky,Z",7")
9: b =Z"¢QONZT #Z
10: by:=¢"=¢
11: If by then abort
12: return (bg Ab1) V ba
OPGen(()

1: (Z,7) < PGen(pp,skv,()
2: Q:=0UZ

3: return (Z,7)

Fig. 13: Hybrid H; for the game VLRP—Securityﬁvm.

Our adversary B faithfully simulates the H; experiment to .A. Moreover,
B is efficient. Finally, whenever H; aborts, it must be the case that by holds,
meaning that ¢* = ¢ is a valid solution to the puzzle Z. Given that H; aborts with
probability higher than negl(n), B wins the security game for the randomizable
puzzle with the same (non-negligible) probability as A, which is a contradiction
to the assumption of our lemma.

Lemma 2. Assume that the digital signature scheme DS is EUF-CMA. For
all PPT adversaries A, it holds that our construction is secure in Hi, i.e.,
Pr[VLRP-Securityﬁvm(1")7{1 = 1] = negl(n).

Proof. Assume, for the sake of contradiction, that our construction is not secure
in Hy. Then, there exists an adversary A that wins H; with non-negligible
probability. Then, we can build an adversary B that breaks the EUF-CMA
of DS, as follows. On input pk, B computes ((ppgp, crs), td) < PSetup(1™),
(dky,eky) < PKE.KeyGen(1™), (eka,dk4) < PAuditSetup(1”), ( <35 S, Z +
RP.PGen(ppgp, (). Then, B queries its oracle OSign(Z) obtaining 7. Finally, B
calls A on input ((ppgp, td), pk, eky, ek, Z,7). When A outputs (Z*,7*,("), B
outputs (Z*,7*) to its challenger.

Every time that A queries the oracle OPGen((’), B processes this query by
computing Z' <+ RP.PGen(ppgp,(’), queries its oracle OSign(Z') to obtain 7/,
and forwards the pair (Z',7') to A.
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The reduction is efficient and faithful. In particular, note that Z* # Z accord-
ing to b1, and therefore B still wins the EUF-CMA game even if its challenger
contains Z in its query set. The probability of B winning the game is the same
as A, therefore reaching a contradiction.

E.3 Proof of VLRP Unlinkability

Proof. Consider the following hybrids:

Hybrid Ho: This hybrid is the same as the VLRP unlinkability game with bit
b=0.

Hybrid H;: This hybrid works exactly as Hy but the challenger changes
PRand’s calls to NIZK.Prove to instead call the corresponding simulator of the
NIZK.

Hybrid Hy: This hybrid works exactly as H; but the challenger changes
the encryption call ctpke +— PKE.Enc(ek, PKE.Enc(eky, Zp; 7y );74) to clpke
PKE.Enc(ek 4, PKE.Enc(eky, Z1;7v);74).

Hybrid Hs: This hybrid works exactly as Ho with bit b = 1.

Hybrid H,4: This hybrid works exactly as Hs but the challenger changes
PRand’s calls to the simulator of NIZK to instead call NIZK.Prove. This hybrid
is the same as the VLPR unlinkability game with bit b = 1.

Let VLRP—UnIinkabiIityﬁvm(1”)% be the game VLRP-UnIinkabiIityﬁVLRP as de-
fined in hybrid #;. The proof for this theorem follows from Lemmas 3 to 6
below.

Lemma 3. Assume that NIZK is zero-knowledge. For all PPT adversaries A,
it holds that

Pr[VLRP-Unlinkability7y, . (1")3, = 1] <
Plr[VLRP—UnIinkabiIityﬁvm(1")7,11 = 1] + negl(n)

Proof. The lemma follows from the zero-knowledge property of NIZK. Assume,
for the sake of contradiction, that there exists a PPT adversary A that can
distinguish between the two executions. We can construct an adversary B that
uses A to break the zero-knowledge of NIZK as follows:

— B initializes its challenger, who will flip a bit and decide if it uses NIZK.Prove
or the simulator S. The challenger sets the crs that will be used in proofs.

— B executes (pp, td) <+ PSetup(1™), (eka,dk) < PAuditSetup(1™) and calls
A on input (pp, td,eka).

— Areturns ((Zo, Co,70), (Z1,C1,71), Vky ).

— B executes PRand on input (pp, eka, eky, vky, Zy, 79). This call to PRand is
executed as defined in our construction except for the step where B queries
its challenger with the corresponding inputs to get either a honestly created
proof or a simulated one. In the end, B obtains a tuple (7, r, p).

— B forwards the tuple (pp,td, Z,p) to A, who in turn responds with b*. B
forwards b* to its challenger.
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Our adversary B faithfully simulates A. To see that, note that conditions bg
to b3 make sure that the inputs provided by A are correct, and consequently the
proof provided by the challenge of B is correct. Moreover, it is easy to see that 3
is a PPT algorithm. Finally, if A can distinguish between the two hybrids, then
so can B because the only difference is the computation of the zero-knowledge
proof. However, this contradicts the assumption that NIZK is zero-knowledge.

Lemma 4. Assume that PKE is IND-CPA and RP is randomizable. For all PPT
adversaries A, it holds that

Pr[VLRP-Unlinkability?t, _(1")3, = 1] <
Pr[VLRP-Unlinkabilityﬁm(1”)7.[2 = 1] + negl(n)

Proof. The lemma follows from the IND-CPA property of PKE. Assume, for the
sake of contradiction, that there exists a PPT adversary A that can distinguish
between the two executions. We can construct an adversary B that uses A to
break the IND-CPA property of the PKE as follows:

— B obtains a public key pk from its challenger, that is used hereby as ek 4.

— B executes (pp, td) + PSetup(1™) and calls A on input (pp, td,eky).

— A returns ((Zy, ¢y, 70), (Z1,(q,71), vk, eky ).

— B executes PRand on input (pp,eka,eky,vky, Zy, 7). This call to PRand
is executed as defined in our construction except for changing the encryp-
tion call ctpke < PKE.Enc(ek4, PKE.Enc(eky, Zp; v );74) to the following
ctpke < PKE.Enc(ek 4, PKE.Enc(eky, Z1;7v);74), and where B uses the sim-
ulator of the NIZK scheme to obtain a simulated proof (as in Hj). In the
end, B obtains a tuple (7, r,p).

— B forwards the tuple (pp,td, 7, p) to A, who in turn responds with b*. B
forwards b* to its challenger.

Our adversary B faithfully simulates A. To see that, note that conditions b
to by make sure that the inputs provided by A are correct, and consequently
the proof provided by the challenge of B is correct. Furthermore, since RP is
randomizable, the simulated proof is correct despite changing the encryption
call ctpke < PKE.Enc(ek 4, PKE.Enc(eky, Zo; v );74) to the following clpke
PKE.Enc(ek 4, PKE.Enc(eky, Z1;7v);ra). Moreover, it is easy to see that B is a
PPT algorithm. Finally, if A can distinguish between the two hybrids, then so
can B because the only difference is the computation of the ciphertext. However,
this contradicts the assumption that PKE is IND-CPA.

Lemma 5. Assume that RP is randomizable and private. For all PPT adver-
saries A, it holds that

Pr[VLRP-Unlinkability7y, . (1")3, = 1] <
Pr[VLRP-Unlinkability7},  (1")3, = 1] + negl(n)

Proof. The lemma follows from the privacy property of RP. Assume, for the
sake of contradiction, that there exists a PPT adversary A that can distinguish
between the two executions. We can construct an adversary B that uses A to
break the privacy property of RP as follows:
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— B obtains a (pp, td) from its challenger.

— B executes (eky,dky) « PAuditSetup(1™) and crs < NIZK.CrsGen(1™), and
then calls A on input ((pp, crs),td, eka).

- .A returns ((Z(), CO,T())7 (Z1,<17T1)7Vkv,ekv).

— B sends ((Z,(y), (Z1,(;)) to its challenger and receives Z’. B then executes
PRand on input (pp,eka, eky,vky, Z1,71), except that it uses Z’ instead of
invoking RP.PRand. This call to PRand still uses the simulator of the NIZK
scheme to obtain a simulated proof (as in #H;). In the end, B obtains a pair

(Z,p).

— B forwards the tuple ((pp, crs),td, Z, p) to A, who in turn responds with b*.
B forwards b* to its challenger.

Our adversary B faithfully simulates A. To see that, note that conditions b
to by make sure that the inputs provided by A are correct, and consequently
the proof provided by the challenge of B is correct. Furthermore, since RP is
randomizable, the simulated proof is correct. Moreover, it is easy to see that B
is a PPT algorithm. Finally, if A can distinguish between the two hybrids, then
so can B because the only difference is the computation of Z’. However, this
contradicts the assumption that RP is private.

Lemma 6. Assume that NIZK is zero-knowledge. For all PPT adversaries A,
it holds that

Pr[VLRP-Unlinkability7y, (1", = 1] <
Pr[VLRP-Unlinkability7;,  (1")2, = 1] + negl(n)

Proof. The proof of this lemma is essentially identical to that of Lemma 3.

E.4 Proof of VLRP Auditability

Proof. Consider the following hybrids:
Hybrid Ho: The same as the VLRP Auditability game in Fig. 8.
Hybrid H;: VLRP Auditability game modified as follows:
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VLRP-Auditability7s _(1")

(pp, td) < PSetup(1™)

(vky, eky, sky, dky) + PVerifySetup(1™)
(eka,dka) « PAuditSetup(1™)

(s S

(Z,7) < PGen(pp,sky, ()

(27, p,8) < A% (pp, vky, eky, eka, Z, T)
Z" + PAudit(dky, Z’, p,d)

(PPRp; €TS) < PP
(ctpke, TTpRand) < P
(Z 0% 2 9) 4= EXtA(CT& (vkv, Z', cteke, eky, eka, PPRp)> TPRand)

if Z+ Z* abort

bo := PVerifyRand(pp, eka, ekv,vky, Z’, p)
b= (24 Z)A(Z ¢ Q)

by:=(Z"# 1)

return bg A by A bo

Let VLRP-AuditabiIityﬁvm(l")m be the game VLRP—AuditabilityﬁVLRP as de-
fined in hybrid H;. The proof for this theorem follows from Lemmas 7 and 8
below.

Lemma 7. Assume that the encryption scheme PKE is correct and the NIZK
scheme achieves soundness. For all PPT adversaries A, it holds that

Pr[VLRP-Auditability7;, _(1")3, = 1] <
Pr[VLRP-Auditability7y,  (1")3, = 1] + negl(n)

Proof. Claim. Let Bads be the event that the game in H; aborts. Assume that
the encryption scheme PKE is correct and the NIZK scheme achieves soundness.
Then Pr[Bads] < negl(n).

Proof. This claim is immediate. The soundness of the NIZK scheme guarantees
that ctpke is a double-encryption of 7 and that the first element of § is the
decryption of ctpke, i.e., encryption of Z* with all but negl(n) probability. The
correctness of PKE further guarantees that Z = Z*.

Lemma 8. Assume that the digital signature scheme DS is EUF-CMA. For all
PPT adversaries A, it holds that i.e., Pr[VLRP—AuditabiIityﬁvw(1”)7.[1 =1] =

negl(n).

Proof. The proof of this lemma is essentially identical to that of Lemma 2.
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E.5 Proof of Relation of Security Notions

Theorem 5 (VLRP Security implies RP Security). The security of VLRP as
defined in Definition 18 implies the security of the RP as defined in Definition 4.

Proof. Assume, for the sake of contradiction, that the implication does not hold.
Assume then an adversary A against the security of the RP scheme that wins
with non-negligible probability. We then can build an adversary B against the
security of VLRP scheme as follows.

— On input (pp,vky,eky,eka, Z,7), B parses (pp*, crs) < pp and invokes A
on input (pp*, 2).

— B obtains ¢ from A. Moreover, B obtains a fresh Z* and 7*.

— Finally, B outputs the tuple (Z°,7*,() to its challenger.

The algorithm B faithfully simulates A and it is efficient. Moreover, while
the pair (Z°,7*) are not going to pass the check by and b; with high probability,
the condition by holds with the same probability as A wins the RP security
experiment, therefore reaching a contradiction.

E.6 Proof of Relation of Privacy Notions

Theorem 6 (VLRP Privacy implies RP Privacy). The privacy of VLRP as
defined in Definition 19 implies the privacy of the RP as defined in Definition 5.

Proof. Assume, for the sake of contradiction, that the implication does not hold.
Assume then an adversary A against the privacy of the RP scheme that wins
with non-negligible probability. We then can build an adversary B against the
privacy of VLRP scheme as follows.

— On input (pp, td,eka), algorithm B parses (pp*, crs) < pp, and computes
(vky, eky, sky, dky ) < PVerifySetup(1™) and invokes A on input (pp*, td).

— Bobtains two pairs (Zy, (o), (Z1, ¢, ). Then B computes the following: Zy, 7o <
PGen(pp, sky, (o) and Zi, 71 < PGen(pp,sky,¢,). Finally B outputs to its
challenger ((Zy,Co,70), (Z1, o, 70), Vky ).

— B is invoked again on input (pp, td, Z, p}). Then, B parses (pp*, crs) < pp
and invokes A on input (pp*, td, Z})

— A answers with a bit b*, which B forwards to its challenger.

It is easy to see that B is efficient. To see that B faithfully simulates A,
see that the puzzles that B forwards to its challenger have the same solutions
that those received from 4. Moreover, the puzzles output by p are correctly
randomized versions of those previously created by B. Therefore, from A, the
challenge puzzle 7, is a correctly randomized puzzle of either a puzzle for solution
(, or a puzzle for solution (;, as specified in the privacy game for RP. Finally, B
wins the privacy game for VLRP with the same probability as A wins the privacy
game for RP, which is a contradiction.
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