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Abstract. A major bottleneck in secure neural network inference us-
ing Fully Homomorphic Encryption (FHE) is the evaluation of non-
linear activation functions like ReLU, which are inefficient to compute
under FHE. State-of-the-art solutions approximate ReLU using high-
degree polynomials, incurring significant computational overhead. We
propose novel methods for functional bootstrapping with CKKS, and
based on these methods we present RBOOT, an optimized framework
that seamlessly integrates ReLU evaluation into CKKS bootstrapping,
significantly reducing multiplication depth and boosting efficiency. Our
key insight is that the EvalMod step in CKKS bootstrapping is com-
posed of trigonometric functions, which can be transformed into various
common non-linear functions. By co-optimizing these components, we
can exploit such non-linearity to construct ReLU (and other non-linear
functions) within the bootstrapping process itself, greatly reducing the
computation overhead. Results on four widely used CNN models show
that RBOOT achieves 2.77x faster end-to-end inference and 81% lower
memory usage compared to previous polynomial approximation works,
while maintaining comparable accuracy.

1 Introduction

Cloud-based machine learning services like face recognition [T4J68], fraud detec-
tion [12], and healthcare analysis systems [37] require clients to upload raw data
to remote servers. These servers process the data through some machine learn-
ing models (typically neural networks) and return the results to the clients. As a
result, such services inherently pose privacy risks if the clients’ data contains sen-
sitive information. Fully Homomorphic Encryption (FHE) allows computation
on encrypted data, and is a promising solution for privacy-preserving applica-
tions. A substantial line of research has been devoted to enabling homomorphic
neural network inference on encrypted inputs [S6/T0/44U56].

* Corresponding author: Cheng Hong (vince.hc@antgroup.com)
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Modern FHE schemes fall into two categories: Single-Instruction-Multiple-
Data (SIMD)-compatible schemes such as BFV [27], BGV [I1], and CKKS [20];
and SIMD—incompatibleE schemes such as TFHE [24]. The former are optimized
for batch processing of vectorized data, making them well-suited for linear layers
in neural networks. However, their functionality is limited to addition and mul-
tiplication operations, which cannot directly represent nonlinear functions like
ReLU. In contrast, TFHE-like schemes support arbitrary functions through the
mechanism of functional bootstrapping, at the cost of lacking SIMD abilities. To
implement the nonlinear layers in neural networks, several kinds of approaches
could be considered:

— Polynomial approximation (Most widely-used). Studies [45/44] show that
carefully composed high-degree polynomials can effectively replace nonlinear
functions in neural networks with minimal accuracy degradation. While this
approach is effective and has become prevalent in related works [58I3823126],
it consumes a substantial amount of multiplicative depth (up to 20), intro-
ducing significant overhead in FHE computations.

— Scheme switching. Some studies [49] use SIMD-compatible FHEs for linear
layers, and use scheme switching [952] to switch to TFHE-like schemes for
nonlinear layers. However, this method faces scalability challenges. For exam-
ple, tens of millions of ReLLUs are required in the ResNet50 model. Such bulk
nonlinear computations are impractical for SIMD-incompatible schemes.

— Functional bootstrapping for SIMD-compatible FHEs. [51I2] introduce the
concept of functional bootstrapping within the BFV and CKKS schemes,
and have the potential for realizing nonlinear functions in a SIMD way.
However, their approaches only support look-up-table style functions, whose
inputs and outputs have a small bit-width. As a result, the precision of such
functions are limited.

The unsatisfactory status quo raises our question: Can we significantly re-
duce computational overhead while preserving numerical precision for non-linear
evaluation in encrypted neural networks?

In this work, we affirmatively answer this question by introducing RBOOT, a
cryptographically optimized fusion of ReLU evaluation and CKKS bootstrapping
that achieves both depth reduction and precision preservation. By decomposing
the target nonlinear function and composing it with the sine and arcsin func-
tions in CKKS bootstrapping, our ‘two-in-one’ approach reduces the function’s
multiplication depth consumption by more than 40% (from 14~20 to 8 levels
per ReLU) while maintaining same bit precision. While we specifically focus on
ReLU, our approaches pave the way for general CKKS functional bootstrap-
ping supporting continuous real-valued functions, unlike prior method [2] that
is limited to discrete functions for small integers.

We implement a homomorphic neural network inference framework based
on RBOOT and compare it with the influential work of Lee et al. [44] across

! [EABT4TI48] propose SIMD methods for TFHE-like schemes, but they either lack
implementations or fail to be substantially faster than standard TFHE.
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several CNN models on the CIFAR datasets. Our results demonstrate more than
2.7x acceleration in end-to-end inference runtime with more than 80% reduction
in memory usage. The inferences show no essential (less than 0.1% on top-1)
accuracy loss compared to the inference in plain with standard ReLU.

As a side contribution, we developed an optimized version of the Microsoft
SEAL library that supports multiple special primes for more efficient key switch-
ing [32], whereas the original SEAL implementation only accommodates a single
special prime. This enhancement may be of broader interest to the FHE com-
munity.

1.1 Technical Overview

Our observation is first inspired by the migration of workflows of the CKKS
bootstrapping algorithm. With the early workflow ModRaise — CoeffsToSlots —
EvalMod — SlotsToCoeffs, there is no feasible way to do any meaningful evalua-
tion on the original message slots during the process, since the evaluation is on
the original plaintext polynomial coefficients along with extra overflows of mod-
ulus go. On the other hand, it is becoming common to use a newer type of work-
flow for CKKS bootstrapping SlotsToCoeffs — ModRaise — CoeffsToSlots —
EvalMod, which also fits the purpose to raise modulus and eliminate gp-overflows,
while having the advantages in efficiency, and the possibility of evaluating an ex-
tra function f during this procedure. In fact, for this purpose, we only need to
compose the function with the original circuit approximating the modular re-
duction operation modulo g, resulting approximately in a gg-periodic function
which is identical to f on the space of message slots (—gqo/2, go/2). By replacing
the evaluation of modular reduction with this periodic function, we are able to
evaluate f during the process of bootstrapping.

On the other hand, our further observation is that there is no need to ap-
proximate f over the whole range of (—go/2, go/2) since the absolute size of the
message in practice will be sufficiently smaller than gy. Indeed, a common algo-
rithm for evaluating the modular reduction applies the composition of function
arcsin(-) with function sin(-), which covers a central half range of each period
(Fig. ) If we compose the extra function f with the arcsin function, produce
a circuit approximating this composite function (with minimax polynomial) and
replace the original circuit for approximating arcsin, then we are able to perform
functional bootstrapping with the CKKS scheme, nearly without affecting the
computation overhead, i.e. with just a similar amount of depths consumed.

Nevertheless, for a function f that requires a high-degree polynomial to ap-
proximate, fitting it into the original circuit for arcsin will sacrifice precision
of output from evaluating f, since the circuit for arcsin usually requires only a
relatively low-degree polynomial for the approximation. For mitigating this prob-
lem, we have the insight that the evaluation of sin can also output the result
of function cos with little or none of extra cost, and every real function defined
around 0 can be split into a sum of an odd function and an even function. If
we let f(z) = foad(z) + feven(x) be the decomposition, then we can approxi-
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Fig. 1: The functional bootstrapping workflow, where steps between a same pair
of dotted lines consume approximately the same levels. Some minor tweaks are
omitted in subfigure (c). Details refer to Section
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mate foqq © arcsin and feyen © arcsinﬂ with minimax polynomials independently,
which improves the approximation precision and makes better use of the original
bootstrapping process.
We apply such idea to the evaluation of the ReLU function, which proves to be
1

successful. First, it is easy to see that ReLU(x) = 1z + 3|z|, i.e., the odd and the

even parts of ReLU are the scaled identity function and the absolute value func-

tion, respectively. Therefore, we have ReLU(z mod ¢g) = %(x mod go) + %|:1: mod

qo| which in turn equals F arcsin(sin(2m/qo - ©)) — § arcsin(cos(47 /qo - 7)) + 5
when z is guaranteed to be within [—1/4 - o, 1/4 - qo] + qoZ (Fig[2). Hence, the
computation of RelLU is able to be integrated into the original bootstrapping pro-
cess with only minor modification, and the resulting precision can be sufficiently
satisfactory with only a moderate increase in computational overhead. Further-
more, since evaluating the non-linear operations in a neural network model in
an HE-based privacy-preserving inference task costs much more computational
overhead, in particular, usually there is only one ReLU evaluation between two
bootstrapping when performing the inference with CKKS, it is seamless to inte-
grate the evaluation of ReLU into the process of bootstrapping.

The technical core of our approach lies in the precise and efficient approx-
imation of the arcsin function, a critical component in composing ReLU with
CKKS bootstrapping. Section 3 details our extensive experimental efforts to
derive minimax polynomials for arcsin that balance numerical precision, compu-
tational efficiency, and compatibility with FHE constraints. The challenge stems
from the need to approximate arcsin over domains close to its singularities (e.g.,
near -1 or 1), where naive polynomial approximations suffer from coefficient

2 Some minor tweak is omitted here. Ref. Section
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Fig. 2: Turning original EvalMod (subfigure (a)) into different modes of evaluation

explosion and numerical instability. To address this, we adapt the Remez algo-
rithm with some key optimizations: (1) dedicate tuning on the precision setting in
the multi-precision floating-point arithmetic, (2) initializing the algorithm using
Fourier series approximations for faster convergence, and (3) employing adap-
tive root-finding to handle densely clustered extrema near domain boundaries.
We also examine different approximation domains and determine the most suit-
able one for homomorphic evaluation. These optimizations enable high-precision
minimax polynomials (e.g., achieving 14-bit accuracy with degree-127 approxi-
mations) while avoiding overflow /underflow issues inherent in fixed-point FHE
computations. The resulting arcsin approximations directly enable a precise eval-
uation of the absolute value function along with modular reduction, which is the
key component in evaluating ReLU during bootstrapping.

We also propose a simple technique for merging the evaluation of the extra
cosine function used in our method into the original step of evaluation of the
sine function in the bootstrapping process, in which way the evaluation of the
cosine function comes with minimal cost.

1.2 Related Works

FHE-based neural network (NN) inference. Some privacy-preserving inference
works [30/3U59] employ low-degree polynomial approximations for activation func-
tions to reduce computational complexity. They essentially modify the model
and require additional fine-tuning to preserve accuracy, which introduces practi-
cal deployment challenges. First, the fine-tuning process often requires access to
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the original training dataset, which may be unavailable. Second, the fine-tuned
approximations may lack generalizability for other models or tasks.

Other works [23I3826] employ high-degree polynomial approximations to
achieve reasonable accuracy without fine-tuning requirements. They inherently
accept the substantial computational overhead of activation functions, and fo-
cus on optimizing other components (e.g., efficient convolution implementations
or bootstrapping scheduling). Our work is orthogonal to these works since we
specifically optimize the nonlinear activation bottleneck. This complementary
relationship suggests that our method could be integrated with them to achieve
more efficient FHE-based NN inference.

MPC-based NN inference. Works [35J63[40] combining homomorphic encryption
and Secure multi-party computation (MPC) have achieved remarkable efficiency,
enabling ResNet-50 inference on ImageNet in minutes. However, their reliance
on frequent client-server interaction presents a fundamental limitation compared
to non-interactive FHE computations. These methods may be preferable in en-
vironments with exceptionally reliable, high-bandwidth network connectivity.

2 Preliminaries

In this section, we outline the essential background knowledge of FHE and
CKKS, and establish the notations used throughout the paper.

We denote individual elements—such as numbers or polynomials—in italics,
e.g. a and b, and vectors in bold, e.g., a and b. The notation (a,b) represents
the inner product between the two vectors. We denote by || - || (resp. hw(:))
the infinity norm (resp. the Hamming weight) of a vector, or of the vector of
coefficients of a polynomial. We denote by [z]g the remainder of 2 modulo @,
and by |-], [-], and [-] the flooring, ceiling and rounding functions, respectively.
For = being a polynomial, let |z |, [z] or |2] denote these operations performed
coefficient-wisely. The base of the logarithm in this paper is two.

Let C = {qo,q1,---,q5} be a set of pairwise co-prime positive integers (mod-
ulus chain), and Qp, = HiL:O Gi, Qo = Hf:o ¢i,£=0,...,L — 1. Then the RNS
(short for residue number system) representation of a € Z¢g with respect to C is
denoted by [alc = ([algos [@lgrs- - [@lgr) € Zgy X - - - X Zg, , which by the Chinese
Remainder Theorem is a isomorphism.

For a power-of-two integer N € Z, we define R = Z[X]/(X™ + 1) to be
the ring of integers of 2/N-th cyclotomic field which is usually treated as set of
polynomials of degree < N, and let Rg = R/QR for some integer Q.

It is known that the canonical embedding of the cyclotomic field Q[X /(X +
1) into copies of C is an FFT-like linear transformation. Now we let DFT :
R[X]/(XN 4 1) — CN/2 be this mapping generalized on polynomials with R-
coefficients and only taking one conjugation from each conjugate pair in the
following manner:

DFT(p(X)) = {p(¢*);i=0,...,N/2—1} € CN/2,
Vp(X) € RIX]/(XN +1),
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where ( is a fixed primitive complex 2N-th root of unity. The inverse of this
process is denoted as iDFT: CV/2 — R[X]/XN + 1.

For convenience, we refer to functions {sin(az) : a € Ry} (resp. {cos(azx) :
a € R;}) as the sine functions (resp. cosine functions). We call the monomials
{1,z,22,..., 2%} as the power basis of polynomial of degree < d, and call the set
of first d+ 1 Chebyshev polynomials {Ty(z), T1(x),...,T4(x)} as the Chebyshev
basis of polynomial of degree < d.

2.1 Approximate Homomorphic Encryption (CKKS)

We now revisit the CKKS homomorphic encryption scheme [20], which is built
upon the Ring-Learning with Errors (RLWE) hard problem and enables homo-
morphic computation over fixed-point numbers.

Basic operations.

— Ecd(m, A, N)(coefficients—slots): Given a message m € CN/2, the CKKS
encoding CNV/? — R[X]/(XN +1) — R is defined as:

Vm € CV/2 : Ecd(m) = |A - iDFT(m)],

where A represents the scaling factor. We call the resulting element in R the
plaintext polynomial, and call the entries m; € m the slots of the plaintext
(or the ciphertext when after encryption). Due to the property of canonical
embedding of being isomorphism, it is easy to see that the CKKS encoding
algorithm is invertible and homomorphic approximately.

— Dcd(p, A, N) (slots—coefficients): Given plaintext polynomial p € R, the
CKKS decoding algorithm is the approximate inverse of Ecd, defined as:

Vp € R:Dcd(p) = A™' - DFT(p).

— Enc(-): Given a plaintext polynomial p = Ecd(m) € R for some message
m and secret key sk, generate an RLWE sample (b,a) € R2, and let the
encryption on p be (0’ =b+p,a).

— Dec(-): Given a ciphertext ct = (b,a) € R, under a secret key sk = (1,s),
the decryption computes a plaintext polynomial (ct,sk) = b+ as = p €
R[X]/(X™N 4 1). If the ciphertext is supposed to be carrying plaintext poly-
nomial pg either by fresh encryption or by homomorphic evaluation, then we
say the decryption is successful if p ~ pg.

— Add(cty,ctp): For cty, cty € R, output ctyqq = cty + cty (mod Q).

— cMult(ct,a): For a € Z, output ctepur = a - ¢t without applying Ecd(:)
relinearization and rescale RS(ct) after Mult.

— Mult(cty,cte): Given cty,cty € RzQ(, output a level-downed (explained be-
low) ciphertext Ctyut € RQQPI. Let ct; = (b1,a1), cta = (ba,a2). With
the tools of the key switching operation and rescaling operation introduced
below, this operation first applies tensor product of cthew = ct; ® cty =
(biba, brag + baay,araz) € RY,, then do a key switching, summing into
Ctrel = KSSz_w((O,alag),swkrel) + (b1b2,b1a2 + bgal) S Réé, and finally
rescale it into ctyus = RS(ctrel) € R%Ll.
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— Key switching (KS) is required during homomorphic multiplication and au-
tomorphism. It is defined as KSy _s(cty, swky ), where the key switching
key swk is approximately the encryption of s’ under s. The operation takes
as input a ciphertext cty under the secret key s’, and outputs ct, which is
a ciphertext with the same messages under the secret key s.

— RS(ct): For ct € R, output ctrs = lg; " - ct] (mod Q—1). The rescaling
process serves two purposes: it reduces the error size and maintains the
scaling factor for each slot.

We say a ciphertext is at level £ if its modulus @y is the product of /41 primes,
denoting Qs = qoqi - - - g¢- It is a common practice to perform a rescaling following
each cMult or each Mult-KS pair, hence a product ciphertext from multiplying
ciphertexts/a ciphertext and a plaintext of level ¢ will certainly be of level ¢ =
£ — 1. We also use the term “depths” along with “levels” interchangeably.

Bootstrapping. In this paper by CKKS (identity) bootstrapping we refer to the
algorithms which utilize modulus raising and evaluation of sine function. (There
are also a few other CKKS identity bootstrapping methods relying on third gen-
eration FHE, e.g. [41], which are out of our discussion.) The bootstrapping pro-
cess of the CKKS scheme [16] seeks to elevate the ciphertext to a higher modulus,
enabling further homomorphic evaluation. The process consists of four subrou-
tines: SlotsToCoeffs, ModRaise, CoeffsToSlots and EvalMod, which are composed
into one of the following workflow.

EvalMod StC

ModRaise, p(z) + qol(x) L5, p+ ql —— z — p(x)

p(z)
z StC Z(aj) ModRaise z(x)+q0I(a:) ES—>Z+(]QI EvalMod z

We briefly explain these subroutines for clarity.

SlotsToCoeffs: The inverse of the canonical embedding evaluates DFT ma-
trix multiplication homomorphically on the encrypted ciphertext that can
decrypt to the vector z. This operation converts it into the polynomial form

ModRaise: The ciphertext at (w.l.0.g.) modulus gg is expressed in the larger
modulus @ > qo. This results in a ciphertext that decrypts to [(ct,sk)]g =
z(x) + qol(x), where gol(x) is an integer polynomial with coefficients that
are small multiples of the base modulus gq.

CoeffsToSlots: The canonical embedding evaluates the iDFT matrix multi-
plication homomorphically on z(x) + goI(z). To enable parallel (slot-wise)
evaluation, the polynomial must be encoded in the slot domain, converting
it to a ciphertext that decrypts to z + gol.

EvalMod: A polynomial approximation of the modular reduction by ¢q is ho-
momorphically evaluated, thus removing the redundant goI and resulting in
a ciphertext decrypted to z. The modular reduction function is usually ap-
proximated by a sine function, or in a more advanced way, by composition
of a sine functions with a scaled arcsin function or by combination of sine
functions (i.e. Fourier approximation).
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Different Variants of Bootstrapping Workflow There are mainly two vari-
ants of CKKS identity bootstrapping in terms of the overall workflow. In early
works (e.g. [16/13I34]), the bootstrapping procedure first raises the modulus
of a ciphertext from ¢y to a large Q" = qo...qrpo...pPr—1, and then con-
sumes k levels for the evaluation of CoeffsToSlots, the approximate modular
reduction function EvalMod, and SlotsToCoeffs, to result in a level-L cipher-
text carrying messages somehow close to the original ones. The idea behind
this procedure is very clear: after level lifting, the encrypted plaintext polyno-
mial turns from p(X) = co + 1 X + -+ + ¢ 1 X" into p(X) + qo - [(X) =
(co+ Ioqo) + -+ + (cn_1 + In_1q0) X"~ !, where the go-overflows within the co-
efficients are what we want to eliminate. On the other hand, it is not feasible to
perform SIMD operations on the coefficients of a plaintext, hence before (resp.
after) the EvalMod step, a CoeffsToSlots (resp. a SlotsToCoeffs) process is per-
formed. It is easy to see the correctness of this whole procedure as a CKKS
bootstrapping algorithm.

Algorithm 1 Workflow of CKKS Identity Bootstrapping (Early Variant)

Input: ct = Encg(m) € R2.
Output: ctoy € RQQ.

ct; < ModRaise(ct)

cty <— CoeffsToSlots(ct;)

ctz < EvalMod(ctz)

Ctout < SlotsToCoeffs(cts)
return ctyyy

Nevertheless, a newer type of CKKS bootstrapping workflow (also called slim
bootstrapping) which run SlotsToCoeffs at first is more widely-used. In this paper
we use this slim variant and describe it as follows.

Algorithm 2 Workflow of CKKS Identity Bootstrapping (Slim Variant)

Input: ct = Encg(m) € R2.

Output: ctyy € RQQ

cty + CoeffsToSlots o ModRaise o SlotsToCoeffs(ct)
cty < 1/2 - (conj(cty) + ctq)

Ctout < EvalMod(cts)

return ctg,;

2.2 Approximation Theory

The potential of polynomials in approximating a targeted continuous function
is guaranteed by Weierstrass’ well-known theorem.
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Theorem 1 (Weierstrass approximation theorem[60]). Suppose f is a
continuous real-valued function defined on a real interval [a,b]. For any e > 0,
there exists a polynomial p such that || f — pllec,[a,p) < €.

When a polynomial p(z) among those of degree < d achieves the minimal
uniform norm distance from f(x) on the interval [a,b], we call p the minimax
polynomial of degree < d of f on [a,b]. Chebyshev’s equioscillation theorem
characterizes the minimax polynomials, which is also a guidance of the Remez
Algorithm.

Theorem 2 (Chebyshev’s Equioscillation Theorem[60]). Let f(z) be a
continuous function from [a,b] C R to R, and let p(x) be a polynomial among
those of degree d which has the minimal uniform norm distance from f, de-
noted by E = || f — pllso,[ap]- Then it holds that there are at lease d + 2 points
a<zp<xy < <xgp1 <b such that f(x;) —p(x;) = o||f — pllec where o =
+1. The converse is also true.

The following algorithm by E. Remez [64] is proved to converge and output
the degree-d minimax polynomial with target function and interval given.

For our reference below, we also list Jackson’s theorem on the asymptotic
decreasing of distance between the minimax polynomial p and the target function
f, when f is a smooth function.

Theorem 3 (Jackson’s Theorem). Suppose f(z) € C*°([a,b]), and denote by
pa(z) its minimax polynomial of degree d on [a,b], then there exist real constants
k<0,0,0 <a<1, such that ||f — pallcc,ay < e¥4 T

3 Minimax Approximation for arcsin

Recapping our idea of evaluating ReLU: after computing a pair of sine and cosine
functions during bootstrapping, we compose them with arcsin. This transforms
them into a scaled identity function and absolute value function, respectively.
RelLU is then obtained by summing these two results:

ReLU(z mod 1) = %(x mod 1) + %|x mod 1]

T I 1 1)

= — arcsin(sin(27z)) + —— arcsin(— cos(4nz)) + —.

4 8w 16
One of our main challenges is to produce polynomial approximations of arcsin
over a suitable domain. Intuitively the smaller the domain is, the closer an ap-
proximation could be. Notice that we focus on the case of x being relatively close
to the modulus 1, and — cos(4me) maps a neighborhood of k € Z [k — 5,k + f]
to [—1, 8] where 8’ = — cos(473), hence we need to approximate arcsin near -1.
On the other hand, we encountered the problems of coefficient explosion or
intermediate value explosion (see Sectionfor more details) when searching for
an approximation of the scaled arcsin function over [—1, §] with a small /3 close to
-1. Ultimately, we chose to perform the approximation over the larger symmetric
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Algorithm 3 Remez Algorithm for Minimax Approximation

Input:
Target function f(z)
Interval [a, ]
Polynomial degree d
Tolerance e
Maximum iterations K.y
Output:
Optimal coefficients ¢
Reference node set {zj}
1: Initialize reference nodes (usually with n + 2 Chebyshev nodes {m,(co)} on
[a, b])
2: for i+ 1 to K5« do
3: Build and solve linear system:
S gl + (~1FE = flan)
Yy € {x,(;*l)}
Solve the system to obtain ¢, F(?)
Define error function: e (z) := f(x) — > im0 cgl)xj
Find extrema:
Locate local extrema of e (x) between adjacent zeros of the error
function
Select n + 2 extremum candidates {Z}
6: if |[E® — E(=Y| < ¢ then break
7: Update reference nodes: {x,(;)} — {Z}

8: Return: ¢ «+ ¢, {z;} « {II(:)}

domain [—1, 1], with a slight relaxation. We make the following definition which
is migrated from [45].

Definition 1. Fora >0 and 0 < € < 1, a polynomial p is said to be (o, €)-close
to a function f(x) over [—1,1] if p satisfies the following: ||p(x)—f(x)|loo,[—14e1—c <
272, where ||-||co,p denotes the uniform norm over the domain D.

We exclude the e-neighborhoods of the end points only for relaxing the condi-
tion on the approximation task. Indeed, there is no essential obstacle in searching
for the minimax polynomial over the ”full domain” [—1, 1]. This limitation also
exists in prior works. It is inevitable for [45] to exclude a small neighborhood of
0 when approximating the sign function (z — 1 if > 0, or else 0), because the
sign function is discontinuous, and any polynomial will display a non-neglectable
distance of up to 1 in some neighborhood of 0.
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3.1 Challenges in Approximating arcsin

Although in theory Alg. [3]is general for piecewisely differentiable functions, one
would face many challenges in implementation and execution of the algorithm,
as in our case of approximating arcsin.

Singularities and coefficient explosion. The approximation of the arcsin func-
tion faces inherent challenges due to its singularities at * = 41, where the
derivative diverges to infinity. In the power basis representation, polynomial
approximations of such functions exhibit coefficient explosion — exponentially
growing coefficients that destabilize numerical computations. This phenomenon
is exacerbated in fixed-precision FHE settings (typically 40-60 fractional bits).

On the other hand, while polynomials over Chebyshev basis mitigate coef-
ficient explosion by leveraging their oscillatory structure, the coefficients may
still grow unboundedly along with the degree of approximation polynomial. In
our case, this becomes a tradeoff over the approximation domain: although an
approximation of arcsin in the area near —1 (i.e. [—-1, 8] for a small ) is suffi-
cient to be turned into an approximation of |- | (and in turn RelLU(-)) near 0,
choose a “full” domain [—1, 1] helps effectively bound the coefficients of the min-
imax polynomials over Chebyshev basis, enabling practical CKKS homomorphic
evaluation.

Precision-exception trade-offs. Polynomial degree directly impacts multiplicative
depth in FHE, creating a critical trade-off between approximation accuracy and
computational efficiency. While Theorem [3| guarantees exponential error decay
for smooth functions with increasing degree d (Theorem 3.3), with the same
degree d the minimax polynomials on different ranges could provide different
precision result. For example, from our experiment achieving 8-bit accuracy on
the full domain of arcsin [—1, 1] would require a degree-32 polynomial, which
consumes 5 multiplicative levels in CKKS homomorphic evaluation. On the other
hand, if we relax the approximation range to [~1 +¢€,1 — €] with e ~ 1074, the
same level of precision may be achieved by a lower-degree polynomial, as shown
in Table |1} at the cost that there would be an exception area (—¢’,¢’) in the
approximation of the absolute value (and in turn the ReLU) function.
Fortunately, the numerical stability of convolutional neural networks allows
such exception in the range of an approximated operator. We run simulation
experiments in plaintext, and the results in Section show that there is no
essential impact by replacing standard ReLU by our approximation in inference.

Implementation complexity and numerical stability. The practical realization of
the Remez algorithm for arcsin approximation introduces certain critical imple-
mentation challenges tied to numerical precision and algorithmic robustness.

— High-precision arithmetic requirements: The Remez iteration inher-
ently demands multi-precision arithmetic to avoid numerical instabilities
during polynomial optimization. For instance, near the singularities at x =
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+1, the error function e(x) = f(x) — p(x) exhibits extreme sensitivity to
coefficient perturbations, causing catastrophic cancellation in low-precision
settings. While previous works [69] utilize 1000-bit multi-precision arithmetic
using the NTL library, our implementation leverages the mpmath library with
only 100~300-bit floating-point precision due to our dedicated realization of
the Remez Algorithm.

— Derivative computation and root-finding: Locating extrema of the er-
ror function e(x) (Step 5 of Algorithm [3) requires robust derivative calcu-
lations and root-finding. Unfortunately usual multi-precision arithmetic li-
braries lack the ability of symbolic differentiation. We adopt the workaround
of computing the expression of the derivative function f’(z) independently.
Furthermore, the dense clustering of extrema (e.g. near x = £1 in our case)
demands denser scanning of roots of the error function.

— Iterative stability and initialization: The Remez algorithm’s conver-
gence is highly sensitive to initial reference nodes. Poorly chosen starting
points (e.g., equidistant nodes) may lead to oscillatory coefficient updates
and divergence. Additionally, solving the linear system in Step 3 of Alg.
would involve ill-conditioned Vandermonde matrices, when insufficient ref-
erence nodes are produced in the previous iteration.

These challenges highlight the gap between theoretical guarantees of the
Remez algorithm and its practical deployment in FHE-critical contexts. Our
solutions decribed below explicitly address these barriers, transforming a math-
ematically elegant method into a robust tool for privacy-preserving machine
learning.

3.2 Algorithmic Innovations for Robustness

Chebyshev Basis for Stability Although in mathematics we can approximate
a function with polynomials with accuracy as high as possible, in the case of
CKKS homomorphic encryption we face the limit of numerical precision, where
numerical data is encoded as fixed-point numbers with usually only 40-60 bits of
fractional part. For an input real number x and a sufficiently large d, computing
its d-th power will either end up in overflow or underflow, depending on whether
|z] > 1 or || < 1. What is worse, usually the value of the polynomial evaluated
on z is small in norm, while the intermediate values of x’s powers are much
larger numbers, which means precision is being lost therein.

Fortunately there are other approaches for evaluating a polynomial. In fact,
evaluating the polynomial through Chebyshev basis instead of power basis can
mitigate the problem above. [I3] demonstrated with experiments that represent-
ing the approximation of sine functions with Chebyshev basis can reduce the
coeflicients by magnitudes. In our case of approximating arcsin, representing the
resulting polynomial with Chebyshev basis also reduces the coefficients a lot,
and since the input of arcsin is always within [—1, 1], there is no worry about
overflowing.
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On the other hand, with resulting minimax polynomial represented with
Chebyshev basis, the maximum norm of coefficients still grows rapidly with
the increase of degree d, when the arcsin function is approximated over [—1, o]
for almost any possible «. Fortunately, this problem disappears if we set the
approximation domain to be an symmetric one [—1, 1]: in this case, all Chebyshev
coefficients are small positive real numbers within (0, 1), which is quite friendly
to CKKS homomorphic computation. Indeed, we have the following lemma.

Lemma 1. (Informal) The coefficients of the minimaz polynomial of arcsin over
Chebyshev basis is close to the coefficients of the Fourier series of the triangle
wave function arcsinosin, if the approximation domain is [—1,1] (or its relax
[-1+¢,1—¢] for small ).

We leave further demonstration of the lemma in Appendix[F] Notice that this
decision of approximation domain does not come with no cost: a larger domain
makes the process of approximation slower as the growth of polynomial degree.
We leave the exploration of a more formal solution for future work.

Fourier Initialization for Faster Convergence Lemma [1| above indicates
the fact that the coefficients over Chebyshev basis of minimax approximation
polynomial of arcsin are close to the coefficients of certain Fourier series. On the
other side, this proximity can also guide us to better initiate Alg. [3]

In practice, starting Alg. [3|with a randomly initialized polynomial would lead
to error functions with bad behavior (e.g. with highly dense zeros). Usually, the
initial reference nodes in the Remez algorithm are set to be the Chebyshev node
of the interval [a, b], i.e. the set

b—a 2+ D\ .
P = — (1= ————|,1=0,..., 1p.
{p a+ 5 < oS 2(d+2)) 1=0 d+ }

In our case of approximating arcsin over [—1 + ¢, 1 — €], the Fourier series
approximates the triangle wave function arcsinosin uniformly, hence the cor-
responding Fourier polynomial of degree d may be a good approximation with
respect to uniform norm distance. Therefore, we can start the iteration of Alg.
[B] from this polynomial. In Appendix [E] we show that initialization with Fourier
coeflicients indeed helps accelerate the convergence of Alg.

Notice that this technique is general for our CKKS functional bootstrapping
method. Suppose now we want to evaluate a function f during bootstrapping.
For simplicity here we assume f is odd. Now it is required to evaluate an approx-
imation of foarcsin. Suppose f(z) ~ Zi:l ¢ sin(kx) is the d-th Fourier approx-
imation of f, then we can transform this into a degree-d polynomial F; of sin(z),
so that f(x) ~ Fy(sin(z)), from which it is easy to see (f o arcsin)(x) ~ Fy(z).
Hence we can use this degree-d Fourier polynomial Fy(z) to initiate Alg. [3[ when
approximating f o arcsin.
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Adaptive Root-Finding with Ridder’s Method To address the challenge
of locating densely clustered roots near interval boundaries in minimax approxi-
mation, we propose an adaptive root-finding strategy with multi-stage partition
refinement. This is important in the iteration of Alg. |3 since in the first few
iterations the candidate polynomial may be extremely far away from the target
function in some area, which means in those area the zeros of the error function
can be extremely dense.

In our case, when approximating arcsin over [—1, 1], the minimax polynomial
oscillates around the target function more frequently near the ends of the inter-
val. Hence we adopt a three-phase hierarchy in which the three phases search
for zeros of the error function on the whole interval, the left-most 5% fraction of
the interval and the right-most 5% fraction of the interval, respectively. We scan
sub-intervals of width A = (b — a)/N in the first phase where N is the number
of sub-intervals we divide the domain into, and scan sub-intervals of width A/10
in the next phases. Combined with delicate selection of N we manage to locate
all the zeros of the error function, guaranteeing the process of the iterations.

Algorithm 4 Adaptive Root-Finding with Boundary Refinement

Input: Error function e(z), interval [a, b, initial partitions N, precision p
Output: Root set Z

1: Initialize Z + 0, A+ (b—a)/N

Phase 1: Global coarse search

2: for k< 0to N —-1do
Apply interval zero finding method on subinterval [a + kA, a+ (k4 1) A]
4: Add valid roots to Z with tolerance 277

Phase 2: Boundary refinement; executed twice for left/right
: Repeat step 5-7 search near a and resp. b, with 10x finer partition A/10
6: Return Deduplicated root set Z

@

(o

For the zero finding within subintervals in step 6, we prefer Ridder’s method
[65] over bisection. The Ridders’ method combines bisection with exponential
extrapolation, achieving superlinear convergence while maintaining bracketing
reliability.

3.3 Experimental Validation

We implemented the Remez algorithm with SageMath and the mpmath library.
With the practices above, we search for approximations of the scaled arcsin with
polynomial degree from 15 to 127.

Below we show the precision results, including the property of the corre-
sponding approximation of absolute value function, i.e. the composition of the
approximate arcsin function with cosine function. Since the component with
sine in our ReLU approximation (i.e. the first term of the right hand side of
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(1)) can be made precise more easily, the maximum and average error of the
ReLU approximation can be obtained by just taking half of the figures in the
last column.

Table 1: Approximation results on arcsin function.

i Degree| Max. and avg. Max. and ave.
Setting | "¢ | error of approx. | error of corre-
poly. arcsin sponding approx.

abs. func.

Param-I 15 (27878 27943) (27778 2-8:42)
Param-II 31 (2-10-24 9-10.86) | (9-9.20 9—9.86)
Param-I11 | 63 | (271202 2-12.69) | (2-11.02 9—11.61)
Param-IV | 127 | (21454 9=15.15) [ (9—13.54 5—13.97)

Notice that the average error is computed on the full domain [—1,1], and
although we exclude space of ¢ on each end when searching for the minimax
approximation, this hardly affect the average error. Below we show results of
Param-I graphically. On the error function’s graph, it exceeds the uniform max-
imum only within an extremely small neighborhood around -1 or 1, which is

actually too tiny to be recognized.
02
0.1

-1.0 -0. i 0.5 1.0

-0.1
-0.2

Fig.3: The function - arcsin(z) (blue) and the approximation with Param-I
(red).

In addition to generating polynomial outputs for homomorphic evaluation, we
compare our implementation of the Remez algorithm with those in [46J69], which
employ significantly higher numerical precision in arithmetic (see Appendix @

4 Methods of CKKS Functional Bootstrapping with
Application to ReLU

There can be various methods for integrating the evaluation of arbitrary function
into the process of CKKS bootstrapping. For example, consider the most general
case when the distribution range of message slots is [—qo/2, ¢o/2], then applying
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Fig. 4: Difference between % arcsin(z) and the approximation with Param-I.

Fourier series may be the best choice. For convenience, we call this case full-
domain functional bootstrapping, which differs from practical cases when the
message slots are usually small relative to gp. On the other hand, most of the
methods of CKKS identity /functional bootstrapping only vary in their final stage
(i.e. those operations after the evaluation of sine), hence we give the following
definition.

Definition 2. We call a process with the CKKS homomorphic encryption scheme
a functional bootstrapping process for target function f : R — R with £-level final
stage, if it not only lifts the modulus of the ciphertext, but also results in cipher-

text carrying the approzrimate values of f evaluated on the original messages,

while consuming ¢ levels after the evaluation of the sine function.

In our methods, the final stage are always the evaluation of polynomials
approximating the composition of some function and the arcsin function, and
the traditional method of identity bootstrapping evaluating the arcsin function
following sine can be seen as a special case of our functional bootstrapping
with £y-level final stage where £y is the level consumption in evaluating arcsin.
Therefore, in practice a functional bootstrapping method with ¢-level final stage
for some f is acceptable only if £ is not much larger than in the case of an identity
bootstrapping [7].

4.1 Simple Functional Bootstrapping: Evaluating Minimax
Polynomial of Composition Functions

Since we don’t always need a full-domain evaluation with CKKS bootstrapping
(where |M| can be up to go/2), it is more practical to assume the message
slots before bootstrapping are within a moderately large range so that we can
utilize methods that will be faster in converging and less costly in computation.
In practice, we assume that the messages M contained in the ciphertext to
bootstrap are within the half range (—qo/4, qo/4).

In the case when it is guaranteed —qo/4 < M < qo/4, it is known that the
composition of functions z = arcsin(y) and y = sin(27z) is identical to id within
this range, and can be approximated by polynomials in terms of uniform norm,
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hence the evaluation of a sine function followed by a scaled arcsin function
is the most common method for evaluating modular reduction in the CKKS
identity bootstrapping. Now if a function f : (—1/4,1/4) — R is just following
the bootstrapping procedure, then traditionally one would choose to evaluate f
after the evaluation of the sine function and the arcsin. However, this type of
workflow may possibly require more depth consumption, in the case when we can
merge the evaluation of f into the bootstrapping process. In that, we propose to
compose the function f with arcsin, denoted as EvalFArcsin := foarcsin, and then
approximate it with a polynomial of a degree close to that which approximates
arcsin formerly. In this way, we turn an identity bootstrapping with ¢-level final
stage, into a functional bootstrapping with ¢-level final stage, where ¢/ ~ /.
Therefore, we are able to obtain an evaluation of f without affecting the depth
of the entire workflow much, while making the bootstrapping process functional.
Below we list the workflow described above.

Algorithm 5 Workflow of CKKS Functional Bootstrapping with Target Func-
tion

Input: ct = Encg(m) € Rz, a polynomial approximating f o % arcsin.
Output: ctyy € Ré

cty + CoeffsToSlots o ModRaise o SlotsToCoeffs(ct)

cty < 1/2- (conj(cty) + ctq)

cts <— EvalSine(cts)

Ctout < EvalFArcsin(cts)

return ctg,;

As mentioned above, for the approximation of F' = f oarcsin, many methods
could be considered, including the method of Taylor /Fourier series. On the other
hand, since we have confined the input to a fixed range, a minimax polynomial
that has a minimal uniform norm distance from the given target function on a
given interval would be a more suitable method for our case.

In terms of searching for a minimax polynomial on a differentiable function
over a given interval, the Remez algorithm is de facto the standard method. The
practice of applying the Remez algorithm is somewhat similar to a training pro-
cess of a statistical machine learning model: it iteratively computes some “loss”
value and updates the candidate polynomial based on it. On the other hand, in
Section (3] we have shown that there are still many details in the algorithm to
be considered in practice, and we have made a lot of fine-tuning to make the
algorithm work and obtain the polynomial satisfying the minimax property.

Besides the practice of applying the Remez algorithm for minimax approx-
imation, we also implemented machine learning-based algorithms for searching
for minimax polynomials of target functions over a certain range, which proved
not successful. The experiments using machine learning seemed simple and ro-
bust, where we just chose some arbitrary polynomial as the initialization, and
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the gradient descent process ran steadily. However, when the process converged,
what we obtained is not an approximation satisfying the minimax condition. We
attribute this to the fact that the space of polynomials is large and there are lots
of local minima during the gradient descent process. This indicates again that
searching for minimax polynomials is a task far from being trivial, since there
are basically only the Remez-style algorithms that work, which still require ded-
icated fine-tuning in practice as described in previous sections.

4.2 Improved Functional Bootstrapping: Splitting Evaluation into
Odd and Even Part

Although in theory, for each continuous function f to be evaluated and for a
degree d, there exists a minimax polynomial approximating F' = f o arcsin, it
often happens that it is not feasible to search for this polynomial with the Remez
algorithm, or that for the required precision the polynomial would need to be of a
degree d that is too high to be depth-saving. Intuitively, the more regular a target
function looks, the easier it can be approximated. In practice, we can expect all
the target functions f to be nice enough such that their composition with the
arcsin function F is close to a low-degree polynomial. We could instead apply
some techniques so as to make the target function for approximation somehow
more regular.

Now we introduce a delicate technique when combining a function f into
the composition of arcsin following the triangle functions. Recall that in the
first stage of evaluating modular reduction in a bootstrapping process, it is
almost free to produce the evaluation of both the sine functions and the cosine
functions, and notice that the sine functions (and their compositions with arcsin)
are odd functions, while the cosine functions and their compositions with arcsin
are even functions. This inspires us to split the function f(x) into an odd part
foaa(z) and an even part foyen(2) such that f(z) = foad(z) + feven(z), and then
approximate Fuqq = foda ¢ arcsin and Feyen := HF(feven) © arcsin independently,
where HF(-) represents the flipping the left half of the function graph, and details
are explained below. In this way, we can fully make use of the output pair of
triangle functions, where the target functions are always odd functions, which
process some symmetry, and it is plausible to believe that they are easier to
approximate to some extent.

Indeed, each real function f defined over R (or a symmetric interval [—a, a] C
R) can be split into an odd function f,qq and an even function feyen such that
f is the sum of them:

fodd = %(f(l‘) - f(_x))r (2)
fcvon = %(f(i[’) + f(ix))

Now we define
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This turns an even function into an odd one (w.l.0.g., we can assume that even
function maps 0 to 0). Notice that when evaluating a cosine function followed
by a scaled arcsin function, our goal is to create a periodic function which is | - |
around 0, and for the even function feyen () we have HF( foyen) ©abs = foven. This
is the reason that we flip half of f.,.n, before approximating its composition with
arcsin. We list the improved workflow of functional bootstrapping based on the
above ideas.

Algorithm 6 Improved Workflow of CKKS Functional Bootstrapping with Tar-
get Function

1

5. arcsin and
i

Input: ct = Ency(m) € R?I, polynomials approximating foqq ©
HF (feven) © % arcsin, respectively.
Output: ctout € Ré

: ¢ty « CoeffsToSlots o ModRaise o SlotsToCoeffs(ct)

: Cty < 1/2 - (conj(cty) + ctq)

: ctg < EvalSine(cty), cty < EvalCosine(ctz)

¢ Ctout < EvalFoddArcsin(cts) 4+ EvalFevenArcsin(cty)

: return ctg,

Tt W N =

For some functions such as f(z) = ReLU(x), we don’t even bother to apply
the Remez algorithm, and can easily find that ReLU(z) = foaa(z) + feven(2)
where foqda(z) = 3, feven(z) = 3 - |z[. Within the range (—1/4,1/4), the two
functions are just linearly transformed arcsinosin(27e) and arcsin o cos(27e)
(in other words, we have already found the minimax polynomials, which are
degree-1 polynomials, and the approximation is just exact). Formally, let z =
kE+m/qo,k € Z,—1/4 <z =m/qy mod gy < 1/4, we have

ReLU(m) = goReLU(z mod ¢p).

Then, ReLU(z mod ¢g) being

g arcsin(sin(27z)) — garcsin(cos(élwx)) + o
where x € (—1/4,1/4) + Z.

In general, it still holds that for a function f which is neither odd nor even,
splitting f into odd and even components and approximating each component
can produce a more precise approximation. Since an odd or even function is
symmetric around the origin, this means the approximation range for the Re-
mez algorithm is reduced by half. For an odd function f,qq(z) or an even function
feven(x) defined on (—B, B) C R, we only need to approximate the function on
the range (0, B). As a smaller range generally implies a better approximation,
our method improves the precision of evaluating the composition of f with the
bootstrapping process, and is an improved method for CKKS functional boot-
strapping.
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A technique on evaluating cosine for almost free. In practice, there are optimized
methods for evaluating the sine function for CKKS bootstrapping. For example,
in the code base [69] we are using, for obtaining sin(27x), a cosine function
flz) = 005(2% 7 i)) is evaluated first, then applying the double angle
formula of cosine function

cos20 = 2cos? 0 — 1

for 7 times will produce cos(27(z — 1)) = sin(27z). Now, as what we require for
the absolute value function is the cosine function — cos(4wx), in this case, we
can obtain this required cosine function with only one extra level consumption.
Indeed, by evaluating the double-angle formula for one more time, we obtain

cos (21r 27 - (;v — i) : 2T+1> = cos(4mx — ) = — cos(4mx).

Besides the method described above, there are yet other methods for the
step of evaluating sine. We discuss two of them: evaluating y = sin(az),y’ =
cos(ax) approximated by polynomial and performing the double-angle formulae
iteratively: sin20 = 2cos0siné, cos20 = cos? 6 — sin’ 6, or evaluating z = e'o*
approximated by polynomial and squaring. With these methods, since we are
evaluating sine and cosine simultaneously, for obtaining — cos(4mx), we just need
to run the iteration for one more round.

Above all, in order to obtain the cosine component for evaluating f(z) =
ReLU(z) in the functional bootstrapping manner, it costs only minimal extra
overhead (almost none), no matter what method is adopted in the step of sine
evaluation.

Activation functions beyond ReLU. We take several other activation functions
commonly used in modern neural networks as examples, to demonstrate the
possibilities for more general CKKS functional bootstrapping beyond RelU.

— The tanh function. It is easy to see that the function tanh(z) = (e* —

e )/(e” + e7®) is an odd function. Therefore, we can simply apply the
method of Section where we produce an approximation polynomial P(z)
such that P =~ tanh o arcsin, then for evaluating tanh along with the boot-
strapping process we run Alg. where in step 4 we evaluate P(z) homomor-
phically.

— GELU. The GELU function is defined as the cumulative distribution function
for Gaussian distribution @(x) multiplied by z. On the other hand, since
&(x) is not an elementary function, in practice GELU is applied in an ap-
proximate form: GELU(z) = £2(1 + tanh(/2/7 - (x 4 0.044715 - 2%))). From
this expression we can immediately obtain GELUyqq(x) = %a:, GELUgyen () =
s tanh(y/2/7 - (x + 0.044715 - 23)), with which the procedures in Section
2] can be applied.

— ELU. For the case of ELU(z) =

, x>0 .
, we also suggest applying
e’ —1, 0

the improved functional bootstrapping method in Section [£:2] and for the

T
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splitting of the ELU function, we apply equation . The odd and even parts
are shown in the graphs below. Notice that there is no cusp in the graph
of ELUeyen (), different from the case of the absolute value function |z| we
encountered in evaluating ReLU. We believe that this may relax the challenge
of approximation on ELU compared to RelLU.

(a) ELU(z) (b) ELUgqa(z) (¢) ELUgven ()

The functional bootstrapping methods of the above functions could be ex-
plored in future work.

5 Evaluation

We implemented RBOOT and compared against Lee et al. [44], using their
open-sourced library FHE-MP-CNN [69]. All experiments were performed on
an Intel® Xeon Platinum 2.50 GHz server with 128 GB RAM. We run the
experiments of homomorphic inference in single thread, as the settings in [44/69)].

Experimental parameters. For the CKKS instantiation, we set N = 216 and
hamming weight of the secret key h = 192 as [69]. We list the complete moduli
setting in Table [2|

Table 2: Experimental parameters. For modulus consumption in the EvalMod
phase, our functional bootstrapping integrates the ReLU function. log(p) denotes
the modulus for key switching. The base of the logarithm is two.

log(q) log(p)
Base StC CtS EvalMod rest
- 51 x 8 46 x 16
4416 o1 463 5l x 3 (eval. mod.) (ReLU & conv.) 2
51 x 16 46 x 2
Ours o1 46x3 | 51x3 (eval. mod. w/ ReLU) (only conv.) L5

Interestingly, reducing the level consumption not only enables RBOOT to
use a smaller ciphertext modulus, which already provides significant speedup,
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but also allows us to leverage optimizations of [32I33] that introduce more special
moduli to accelerate key switching. In the table it can be seen we use 5 special
primes of 51 bits (denoted as log(p) in Table [2) in our parameter setting. In
contrast, prior ReLU approximations typically require high multiplication depths
and almost exhaust the ciphertext modulus capacity, limiting their benefit from
this optimization.

On the suitability of [{4)] as a baseline. We note that more efficient alternatives
to [44] exist, such as [4212338/26]. And [44] did not integrate some of the recent
advances in CKKS such as [S[I8]. However, our optimization of activation func-
tions is orthogonal to these factors and can be applied in conjunction with them.
We choose [44] because of its wide usage in related works, and its well-functioned
codebase.

5.1 Functional Bootstrapping

We run the process of RBOOT with common encoding formats, and compare the
runtime with that of a normal bootstrapping followed by an independent ReLU
evaluation in [69]. For a clearer comparison, we have excluded the two moduli
for convolution in Table 2] In terms of message encoding, given our setting of
N = 216 we call the case of encoding 2'° (resp., 2!4, 213, 212) slots within a
plaintext polynomial as full (resp., 1/2-, 1/4-, 1/8-sparse).

Table 3: Runtime (s) for bootstrapping and/with ReLU.

el\ﬁ(e:(s)i;ieg [44169] Ours

Full 103.2 48.7
1/2-sparse 86.1 40.4
1/4-sparse 75.8 34.6
1/8-sparse 72.6 33.1

From Table[3]it can be seen that our method shows a speedup of up to 2.19x
compared to existing methods.

The acceleration is due to the reduction in the amount of level consumption
of bootstrapping. Below we compare the level consumption of RBOOT against a
normal bootstrapping followed by an independent evaluation of ReLU using the
implementation of [44I69)] for varying precision bits «.



24 Zhaomin Yang et al.

Table 4: Level consumption by bootstrapping and/with RelLU.

a [45] | [44J69] | Ours | Difference
> 8.0 26 / 19 -27%
>10.0]| 29 / 20 -31%
>12.0|| 30 / 21 -30%
>14.0|| 34 28 22 |-35%, -21%

5.2 Neural Network Inference

End-to-end homomorphic inference. We evaluated the costs of end-to-end homo-
morphic inference with RBOOT on four ResNet models (ResNet20/32/44/56),
and compared them with baseline [44J69]. As shown in Table |5, RBOOT accel-
erates the inference by 2.77x on average. The advantages are greater than those
in Table 3| due to the fact that the end-to-end experiments here include the two
46-bit moduli for convolution, which increase the depths and amplify our gains.

Table 5: Inference latency (s) for one CIFAR-10 image.

Models ‘ [44169] ‘ Ours
ResNet20 2482 917
ResNet32 4121 1490
ResNet44 5733 2071
ResNet56 7469 2664

In the aspect of memory efficiency (Table @, the strength of RBOOT is more
clear, with 81.7% decrease in peak memory occupation. This can be attributed
to both the reduction of level consumption and the adoption of multiple special
primes. (Indeed, with k& special primes, the key switching key for ciphertexts
of level up to ¢ consists of 2 - [¢/k] - (¢ + 1 + k) Ry, -elements, which will be
greatly reduced as k increases.) The significant reduction in memory use makes
our method quite friendly to hardware implementation.

Table 6: Peak Memory Occupation (GB).
’ Models ‘ [44169] ‘ Ours ‘

| ResNet20/32/44/56| 288.0 | 526 |




5. EVALUATION 25

On ImageNet-scale models. While we haven’t found any open-source implemen-
tations for FHE-based ImageNet inference, we performed a rough analysis based
on data reported by [38]. We estimate that our optimizations would also achieve
a similar half reduction in runtime. Please see Appendix [A]for details.

On homomorphic inference accuracy. We evaluated the first 100 CIFAR-10 sam-
ples provided from [69] with the RBOOT method, and the predictions are iden-
tical to those with [69]. See Appendix [B|for details.

Accuracy simulations. We test the impact of accuracy on plaintext by replac-
ing the ReLU operator with our composite functions. The experiments are per-
formed on ResNet models on CIFAR-10 or ImageNet dataset. For the CIFAR-10
dataset, since the models used by [44J69] are not publicly available at the time
of writing, we use the models of [15] in which the ResNet models are identical
to those of [4469]. For the ImageNet dataset, we use the ResNet models pro-
vided by PyTorch [62]. The experiments replace the standard ReLU operator
with a custom defined function f(xz) =1/2-x + 1/2 - approx_arcsin(— cos(nz)),
where approx_arcsin(-) is the minimax polynomial for arcsin we produced in
Section [3} Notice that since 8 bits’ precision is believed to be enough for an ac-
curate inference of a convolutional neural network [61], in our simulations we use
Param-I in Table[I] - the setting with the lowest degree output — which provides
an approximation with error up to 27878, The results below show only minimal
fluctuation on top-1 accuracy compared to the baseline model with standard
ReLU [62]. Considering we only use our roughest approximation in these simula-
tions, the results give us confidence to generalize the RBOOT method to models
on ImageNet dataset in possible future works.

Table 7: Top-1 accuracy with standard ReLU and with our approximation.

With standard With our
Models . .
RelLU approximation
ResNet20 92.60% 92.59%
ResNet32 93.53% 93.42%
ResNet44 94.01% 94.03%
ResNet56 94.37% 94.32%
ResNet18
(ImageNet) 67.28% 67.14%
ResNet34
(ImageNet) 71.32% 71.29%
ResNet50
(ImageNet) 74.55% 74.55%
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Conclusion

We introduce a new framework for performing functional bootstrapping with the
homomorphic encryption scheme CKKS, which is practical and efficient. Based
on the framework we are able to evaluate the ReLU operator from machine
learning along with the process of CKKS bootstrapping. Our experiments show
great advantages on the evaluation of ReLU in both running time and precision,
compared to the state-of-the-art method.
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A Estimations on ImageNet-Targeting Models

While [44] uses a single special prime for key switching, [38] requires five, the
same as ours. Without our optimizations, this reduces the post-bootstrapping
multiplication depth to ~ 10, necessitating 2 bootstrappings per ReLLU. As re-
ported in Table 2 of [38], a single ResNet50 inference on ImageNet using an A100
GPU takes 56.08s, where ReLLU and bootstrapping account for the majority of
the cost (53.22s). Consequently, we estimate that our method reduces the asso-
ciated runtime by approximately half. We emphasize that this is a very rough
estimation, as [38] uses a 42-bit scale for ReLU compared to our 51 bits.

B Results of Homomorphic Inference

We evaluated the first 100 Cifar-10 samples provided from [69] under encryp-
tion with the ResNet-20 model, and compared the evaluation predictions with
the RBOOT method with the original implementation in [69]. Both methods
produced the same prediction for each of the 100 samples. The predictions are
recorded in the table below, which is read in row-major order. The labels on the
left and the right in each cell are the ground truth and the prediction, respec-
tively.

C On the Effect of Slim Bootstrapping in Inference

We have compared the inference latency of our RBOOT methods with that
of the original implementation [69]. Notice that [69] uses the early variant of
bootstrapping (Alg. 1), while RBOOT relies necessarily on the slim variant (Alg.
. In this work, we compared our methods with [69] as is, since it is publicly
available and familiar to the community. On the other hand, although a slim
variant bootstrapping is able to provide some acceleration on [69], this effect
will not be essential, as shown in the table below.
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Table 8: ResNet-20 inference results with [69]/with RBOOT
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Table 9: Effect of slim bootstrapping on inference latency (s) of [69)]

69]
Models [69] modified as
per Alg.
ResNet20 2482 2186
ResNet32 4121 3553
ResNet44 5733 4961
ResNet56 7469 6335

It can be seen that the latencies of inference with [69] modified are still
close to those with the original implementation. Even if our method (Table [5)
is compared with [69] migrated to the slim variant of bootstrapping, it will still
show a 2.38x advantage in latency. Based on the above consideration, we chose

the unmodified [69] as our baseline.

D Comparison on Realization of Algorithm

Compared to the implementation in [46J69] which also realizes the Remez algo-
rithm yet with 1000-bit multi-precision arithmetic, our implementation only uses
100~300-bit precision of data type, which can be attributed to our dedication in
tuning the implementation of the algorithm. Furthermore, even with arithmetic
with 1000 bits, the implementation of Alg. [3| still fail to produce a degree 64

minimax polynomial.
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Table 10: Comparison on realization of Remez Algorithm

Precision of Maximum
Impl. of Alg. multi-prec. degree d
arith. supported
[46169] 1000 <63
100 > 31
Ours 150 63
310 127

E Effects of Initializing Algorithm (3| with Fourier
Coefficients

Below we compare the processes of convergence with initialization from Cheby-
shev nodes and that from coefficients of Fourier series of the triangle wave func-
tions. The two figures correspond to d = 31 and d = 63, respectively. (Note that
initialization from Fourier coefficients means that we skip steps 4-6 in the first
iteration, hence there is no E() in this case.) From the figures it can be seen
that initializing with the Fourier coefficients does make the algorithm converge
faster than that with Chebyshev nodes.

10e-3 - 3e-3
8e-3
2e-3
__ 6e-3 1 —
=] =2
4e-3
le-3 1
2e-3
Oe-3 + Oe-3 Lt t t t t t 1
0 o 1 2 3 4 5 6 7
Iterations Iterations

Fig.6: Convergence processes with Fourier coefficients (solid) and with Cheby-
shev nodes, for d = 31 and d = 63, respectively

Although intuitively, it seems that the new initialization method only makes
a difference in the first few iterations, these iterations are rather vital: in the
beginning the candidate polynomials (and the error functions) can behave badly.
The polynomials can be extremely far away from the target function in some
area, leading to the zeros of error function highly dense, and thus leading the
process of iteration more unstable and requiring much larger numerical precision
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and finer root-finding process. Therefore, a better initialization with a well-
behaving candidate polynomial improves the stability of the whole process.

F On the Relation between Minimax Polynomials and
Certain Fourier Series

It is easy to see that for a Fourier series F(z) = ag + Y ;0 a;cos(rz/L) +
Yooy bisin(ma /L), if a; = 0 for all odd ¢ and b; = 0 for all even i, then F(x)
can be turned into a combination of Chebyshev polynomials of cos(mx/L) or
sin(mz/L):

z) =aog+ i(*l)iGQiTQi (COS (%)) + i(*l)ibziHTmH (sin (fo)) :
i=0 '

Truncate each of the infinite sum at after index d, and denote the resulting
polynomial of triangle functions as Fy, then F4(x) can be expressed similarly:

Ld/2] [(d—1)/2]
Fa@) = a0+ 3 (Waala (05 (T)) + 3 )b (sin (7))
i=0 1=0

For simplicity, we call the polynomial

Ld/2] (d—1)/2] ‘
Py(z',2) = ap + Z Vag Toi (') + Z (—1)"boir1Toi41 (x)
i=0

as the original function F(x)’s corresponding degree-d Fourier polynomial. If the
function F(z) is odd or even itself, then the corresponding Fourier polynomial
is a univariate one of x or of z’, respectively.

For our case of approximating the function i arcsin(-), first notice that the
composition of a sine function and its corresponding arcsin function is a triangle
wave function [71]. Let 2L, A be the period and the amplitude of a triangle wave
function which is denoted as Fugin(x; L, A), then its Fourier series is

Fosin(x; L, A) AZ

2 71) sin((2i + 1)wx/L). (3)

Now let = sin(my/L) and let 2L = 1, A = 1, then we can turn the expression
of Fasin(y; L, A) into

1 , 1 8
% arCSln(Jf) = Z 122; mTQi+1(x). (4)

Abusing notations, we define
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G CI
Py(z) = ~ % Ty(a)
a@) =7 ; 2 1 ()

Denote the minimax polynomial of our target function as p4(x), by Theorem
we have the following empirical heuristic:

Lemma 2 (Heuristic). Over [-1+¢,1—¢] for e =~ 10~* and for all d € Z, we

have ||pa(x) — 5= aresin(@)|| o, [—1,1] < exp(—d®455 — 5.465).

Notice that 5 arcsin(z) = Ps(z). Therefore we have a bound on |pa(z) —
P ()]0 over [—1,1], which is also a bound of ||pq(sin(272)) — Fasin (@3 3, 1)l c-
This in turn bounds ||py(sin(27x)) — Fasin(7; 5, 7)[|2 over the same range. Now
since over any valid interval, it holds

2

lpa(sin(2wz)) — Py(sin(2mz))||
s Dllz + [ Pa(sin(2mz)) = Fasin(23 3, 1) 12,

< ||pa(sin(27x)) — Fasin(z; %

by estimating the last norm over [—1,1] we are able to obtain a bound on
lpa(sin(27z)) — Py(sin(27x))]||2, and hence able to bound the difference of co-
efficients of the two polynomials (over the Chebyshev basis), which would thus
support the claim of Lemma
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