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Abstract

Bitcoin secures over a trillion dollars in assets but remains
largely absent from decentralized finance (DeFi) due to its
restrictive scripting language. The emergence of BitVM, which
enables verification of arbitrary off-chain computations via on-
chain fraud proofs, opens the door to expressive Bitcoin-native
applications without altering consensus rules. A key challenge
for smart contracts executed on a public blockchain, however,
is the privacy of data: for instance, bid privacy is crucial
in auctions and transaction privacy is leveraged in MEV-
mitigation techniques such as proposer-builder separation.
While different solutions have been recently proposed for
Ethereum, these are not applicable to Bitcoin.

In this work, we present BitPriv, the first Bitcoin-compatible
protocol to condition payments based on the outcome of a
secure two-party computation (2PC). The key idea is to let par-
ties lock collateral on-chain and to evaluate a garbled circuit
off-chain: a cut-and-choose mechanism deters misbehavior
and any violation can be proven and punished on-chain via
BitVM. This design achieves security against rational adver-
saries, ensuring that deviation is irrational under financial
penalties.

We showcase the new class of applications enabled by
BitPriv as well as evaluate its performance through a privacy-
preserving double-blind marketplace in Bitcoin. In the op-
timistic case, settlement requires only two transactions and
under $3 in fees; disputes are more expensive (= $507) with
their cost tied to the specific BitVM implementation, but their
mere feasibility acts as a strong deterrent. BitPriv provides a
blueprint for building enforceable, privacy-preserving DeFi
primitives on Bitcoin without trusted hardware, sidechains, or
protocol changes.

1 Introduction

Bitcoin secures over a trillion dollars in assets, making it the
most trusted and widely held cryptocurrency. The common
belief that Bitcoin’s limited scripting language can only sup-
port payments and simple applications [17] without requiring
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intrinsic changes [15] has been confuted by the recent advent
of BitVM [7,67], which has enabled for the first time to build
and run expressive DeFi applications within Bitcoin’s native
environment. BitVM allows two parties to execute a program
off-chain and enforce its output on-chain, without altering con-
sensus rules or introducing new trust assumptions. However,
BitVM is inherently limited to computations where all inputs
are publicly known to both parties. This makes it unsuitable for
decentralized applications where inputs must remain hidden,
since revealing them can enable financial exploits, such as
front-running and back-running in marketplaces, auctions, and
exchanges (aka settings vulnerable to maximal extractable
value (MEV) [34]). This limitation naturally opens a new
frontier: can we unlock privacy-preserving and financially
secure (DeFi) applications on Bitcoin without additional trust
assumptions or consensus changes?

Prior works on privacy-preserving applications on
blockchains highlight both the promise and the challenge
of this task. On expressive platforms like Ethereum, a wide
range of protocols enable privacy-preserving computation
between two (or more) parties (2PC/MPC) [12, 13, 18, 24,
44, 53, 60, 73-76, 81, 85]. Several of these works lever-
age MPC in the context of DeFi applications, e.g., auc-
tions [12, 18, 60, 85], DEXes [18,24,76]. However, all these
works rely on Ethereum’s rich smart-contract functionality
(e.g., for verification of zero-knowledge proofs), which Bitcoin
does not natively support.

Prior Bitcoin-relevant approaches to secure computation
fall into three main categories: First, early protocols focused
on specific applications like lotteries or poker, or assumed ex-
tended script support for practical realization over the Bitcoin
network, preventing them from providing a general-purpose
2PC primitive [2, 3,22,61, 63]. Second, theoretical frame-
works for fair or insured MPC, while efficient, rely on stateful
contracts and other abstractions not natively supported by
Bitcoin Script [19,21,23,27,36,56,62, 64]. Third, solutions
that achieve privacy do so by moving execution off-chain to
systems like other blockchains or Trusted Execution Environ-
ments (TEEs), thereby introducing external trust assumptions
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and departing from Bitcoin’s native security model [53,85,87].

In this work, we close this gap. At the core of our approach
lies BitPriv, the first protocol to enforce the outcome of a se-
cure two-party computation (2PC) entirely on Bitcoin. BitPriv
allows two parties to lock collateral and evaluate an agreed-
upon function off-chain using a garbled circuit protocol. A
cut-and-choose mechanism deters the circuit generator from
misbehaving with a high probability of detection, while Lam-
port commitments bind the evaluator to a single evaluation
circuit, preventing equivocation (e.g., the malicious use of se-
crets from other checked circuits to claim a fraudulent payout).
If any violation is detected, a fraud proof can be generated
and enforced on-chain to slash the dishonest party’s collateral.
To enforce fraud proofs within Bitcoin’s restricted scripting
language, BitPriv leverages BitVM. This design realizes pub-
licly verifiable covert security [4,51,87]: a rational adversary,
facing high detection probability and certain financial loss if
caught, is deterred from deviation.

BitPriv enables for the first time the design of Bitcoin-native
DeFi applications that are both fair and private, eliminating,
e.g., the information leaks that drive maximal extractable
value (MEV). We showcase this through BitMarket, the first
double-blind Bitcoin marketplace, where bids and asks remain
hidden unless a match occurs, ensuring that trades execute
fairly or dishonest parties are penalized.

BitPriv is not only an expressive but also practical design
tool. In the optimistic case, settlement completes with only
two Bitcoin transactions and incurs less than $3 in fees at
typical rates. Even in the pessimistic case of an on-chain
dispute, enforcement remains feasible (around $507 with
BitVMX [65], which are paid out of the misbehaving party’s
collateral) ensuring that the threat of slashing is credible.
These costs are well within the range needed to deter rational
adversaries, making BitPriv suitable for real-world deployment.

Contributions. This paper makes the following contributions:

* We design BitPriv, the first protocol to enforce the out-
come of a 2PC entirely within Bitcoin’s native envi-
ronment, without consensus changes or additional trust
assumptions.

* We prove BitPriv secure in the real/ideal paradigm, ana-
lyze its deterrence for rational adversaries, and formalize
compliance conditions.

* We build a proof-of-concept, measure on-chain and off-
chain costs, and show that BitPriv is efficient in both
optimistic and pessimistic cases.

* We design BitMarket, a double-blind Bitcoin marketplace
with no MEV leakage, demonstrating how BitPriv enables
new classes of DeFi applications on Bitcoin.

2 Model

In this section, we informally present our model, assump-
tions, and protocol goals. The formal model can be found in
Appendix A.

We consider two mutually distrusting parties who wish to
jointly compute the outcome of a function without disclosing
their private inputs and to condition payments on the Bitcoin
blockchain based on such an outcome.

Network and Blockchain Model. We assume parties com-
municate over secure and authenticated channels, and that
messages are delivered within a known bounded delay (syn-
chrony). Furthermore, parties have access to the Bitcoin
blockchain, which provides a public, append-only transaction
ledger that guarantees (i) safety, i.e., once a transaction is
confirmed, it is immutable, and (ii) liveness, i.e., each valid
transaction will be included in the ledger within a known time
bound [43].

Cryptographic Assumptions. We assume the following stan-
dard cryptographic primitives: (i) digital signatures secure
against existential forgery under chosen-message attacks (EUF-
CMA), and secure one-time signatures; (ii) hash functions
modeled as random oracles; (iii) a non-interactive commitment
scheme (in the random oracle model) that is hiding and bind-
ing; (iv) encryption schemes secure against chosen-plaintext
attacks.

Threat Model. Either party may be corrupted. We assume
adversaries are polynomial-time bounded, but rational: they
deviate only when the expected gain outweighs the risk of
detection and financial penalty. Corruption is static, fixed be-
fore protocol execution. An adversary may attempt to bias the
computation, abort prematurely, send inconsistent messages,
or otherwise deviate arbitrarily. However, since deviations can
be detected and publicly proven on-chain, dishonest behavior
is unprofitable. We model this formally in Section A using the
notion of covert adversaries [6].

Protocol Goals. At a high level, our protocol aims to realize
the following properties:

Privacy: The parties’ inputs remain hidden, except for what
can be inferred from the agreed output and publicly
observable transactions.

Financial Fairness: No party can learn the outcome without
either delivering it to the other party or losing collateral
as compensation.

Guaranteed Output Delivery: If one party aborts or devi-
ates, the honest party can, with high probability, recover
their fair outcome or obtain compensation by claiming
the adversary’s collateral on-chain.



3 Background

3.1 Garbled Circuits and Oblivious Transfer

We use Yao-style garbled circuits (GC) [47,83] with a seeded,
reproducible garbling scheme G = (Gb, En,Ev,De, Ve) fol-
lowing [87]. Given f, security parameter «, and a seed, Gb
deterministically outputs (F,e,d) where F is the garbled
circuit and e, d are the encoding and decoding information
respectively. Inputs x are encoded as labels X < En(e, x), the
outputis computed as ¥ « Ev(F, X),and decoded to plain-text
as y « De(d,Y); Ve(f,seed, F,d) checks correct generation
of the circuit. We rely on standard properties (correctness,
privacy, authenticity, verifiability). Low-level optimizations
(e.g., Free-XOR [59], Half-Gates [70, 84]) are orthogonal and
compatible with our protocol as long as they keep the process
deterministic. To enable secure two party computation, one
party acts as the garbler, generating the circuit and therefore
knows the encoding and decoding information. The other
party, the evaluator, obtains her input labels via OT! [20,33],
which lets her learn exactly the labels consistent with her input
bits while revealing no information to the garbler. After OT,
the evaluator holds the complete label set X = (Xg || Xg)
and evaluates the circuit as Y « Ev(F, X). The final plaintext
output is obtained in one of two ways: either the evaluator
returns the encoded output Y to the garbler for decoding, or
the garbler provides the necessary decoding information to
the evaluator.

Label notation. For circuit F;, let L;,i,j denote party P €
{G,E}’s input-wire label for bit j encoding b € {0,1}. Let
Li’ut’i’j denote the output-wire label for bit ;. We write L}, ;
for the collection of input labels encoding x, and Lfmt’ ; for the
collection of output labels encoding z.

3.2 Cryptographic primitives

We use a hash function H : {0,1}* — {0, 1} (e.g.,forx = 128,
a 256-bit digest) for the construction of a non-interactive
commitment scheme Com as follows: the commitment is
Com(m;r) := H(m || r), where the decommitment is simply
m || r. In the RO model, this is binding and computationally
hiding. For messages with high min-entropy, like a garbled
label L, we use a saltless form Com(L) := H(L). In prac-
tice, we instantiate the commitment scheme with a standard
cryptographic hash function. On Bitcoin, this is implemented
in script using native opcodes such as OP_SHA256 (32-byte
digests) or OP_HASH160 (20-byte digests). To ensure determin-
istic reproducibility for on-chain verification, all randomness
required by the protocol is derived from a private seed s. This
is done by expanding s via a PRF in counter (CTR) mode to
obtain a stream of pseudorandom blocks, from which coins are
drawn as needed. For a transcript 7 = (m,my,...) of public

'We use OT-extension [52] to amortize public-key costs.

Example Transaction (1-in/2-out)

Inputs (1) (txid;,0, ¢1)

Outputs (1) (4 BTC, (¢ ))
(2) (2BTC, y2)

Witness (1) o

Table 1: UTXO notation for the example transaction.

messages exchanged during a protocol execution, its transcript
hash sequence is defined as H (1) := (H(my), H(ma), ...).

3.3 UTXO Model

In Bitcoin’s UTXO-based model, coins are held in Unspent
Transaction Outputs (UTXOs). A transaction’s core body ([tx])
consists of inputs, which point to the UTXOs being consumed,
and outputs, which create new UTXOs. Each output” specifies
a coin value and a new locking script. A complete transaction
is the pair of its body and a witness, which provides the data
required to satisfy the locking scripts of the consumed inputs.

Standard locking script functionalities include signature
checks (CheckSig,CheckMultiSig), absolute and relative
timelocks, and hash-preimage locks. Taproot, introduced in
[80], enhances privacy and efficiency by committing to multi-
ple, alternative spending conditions in a Merkle tree structure.
To spend a Taproot output, a party reveals only the specific
script leaf they are satisfying and a Merkle path proving its
inclusion in the tree. We denote a Taproot output as (- ).

For concreteness, consider a 1-input/2-output transaction

(Table 1) involving parties A, B holding public keys pk,4
and pkp respectively. The transaction spends the first (i.e.,
with index 0) output of txid 1> which is locked behind Y| =
CheckSigp, with witness oa.
Output (1) (4 BTC) is a Taproot output committing to
with two script-path spends: (CheckSigp, A Hashlock() )
or (RelTimelock(10) A CheckMultiSigy, pk,). Hence, A
can spend by revealing a preimage of &, or both parties need
to co-sign to spend after a 10-block delay. Output 2 (2 BTC)
requires B’s signature to be spent i.e., /2 = CheckSigp,.

Pre-Signed Transaction Graphs as Covenants. Bitcoin
covenants [14] are proposed extensions that allow an out-
put to restrict the scripts of its future spending transactions,
but they are not deployed in Bitcoin at the time of writing.
We emulate covenant semantics by constraining subsequent
spends with multisignature authorization from the protocol
parties as demonstrated in [7,67]. Since transaction identi-

2In every Bitcoin transaction, the total value of all outputs must not exceed
the total value of the inputs; the remainder (inputs minus outputs) is implicitly
paid as the transaction fee.

3The transaction’s unique identifier, txid, is the cryptographic hash of its
body: txid := H([tx]).



fiers are deterministic prior to broadcast®, we can presign and
uniquely identify all transactions in our protocol. For clar-
ity, we henceforth refer to transactions by descriptive names
(e.g., CommitEvaluationIndex) rather than their raw txid.
Concretely, participating parties pre-sign a directed acyclic
graph of transactions (DAG) in which each UTXO encodes
a contract state and each pre-signed transaction encodes an
allowed transition. All nonterminal transitions require joint
authorization (e.g., an m-of-n multisignature), preventing uni-
lateral deviations from the protocol flow. Terminal transitions
provide unilateral, time-locked refunds or punitive exits to
guarantee liveness and accountability. Because any off-graph
spend lacks the requisite signatures, funds can only move
along the pre-authorized path.

3.4 BitVM

Bitcoin’s intentionally non—Turing-complete Script precludes
on-chain verification of arbitrary computations; proposed
workarounds [14, 16, 35, 41, 69] either require consensus
changes, add significant on-chain cost, or introduce additional
trust assumptions. BitVM [7] addresses these challenges by
shifting complex computations off-chain while maintaining
on-chain verifiability through a dispute resolution mechanism.
The initial design of BitVM is a protocol between two parties,
a prover P and a verifier V. At a high level, the parties agree
on a program II and a fund allocation function that maps
outputs to spending conditions. The prover claims to have
computed II correctly on some input Sp and commits to the
result. If the verifier accepts the result as correct, settlement
proceeds with just two on-chain transactions. If not, the parties
engage in an interactive binary search over the |C| execution
steps of II to locate a single disputed operation following the
paradigm introduced by Canetti [29]°. This step is then veri-
fied directly using Bitcoin Script, requiring at most O (log|C|)
additional on-chain transactions. The original BitVM pro-
tocol has inspired several variants that build on the same
paradigm. BitVM2 [67], for example, supports permissionless
verification of Groth16 [50] zk-SNARKS, while BitVMX [65]
introduces execution of arbitrary programs compiled to RISC-
V instructions using an off-chain virtual CPU model. All
variants retain the same optimistic architecture: computation
is performed off-chain and verified on-chain only in case of
dispute, only using Bitcoin’s native script. BitVM requires
parties to reveal their inputs.

4 Technical Overview

This section introduces the core components and design
rationale behind BitPriv. We begin by outlining the protocol
goals, followed by a naive strawman construction that exposes

“Prior to the SegWit update, the txid calculation included the unlocking
script (signature), making transactions malleable
SThis paradigm was first introduced in the blockchain world in [53]

Taproot

LA Leafi

Witness Locking script
., (Output labels) Spending corjdition: pe(q,Zi):zi
Decoder with decoding info d

Figure 1: Taptree implementing the decoder of the garbling
scheme G; only the satisfied leaf is revealed on spend (the
witness contains the leaf script and a control block proving
inclusion).

key vulnerabilities. These insights incrementally motivate the
full protocol described in the next section, where we show
how BitPriv resolves these challenges.

4.1 BitPriv Overview

Our protocol allows two parties, P4 and Pp, to securely
compute a function® f: 7 x I — O while keeping their
private inputs x and y secret. The primary goals of the protocol
are twofold: (i) to enforce an on-chain distribution of funds
according to the computed output z = f(x,y), and (ii) to
ensure that after an initial setup, no party can prevent this
distribution without incurring a financial penalty, except with
low probability. We formally define these properties in §A.

To achieve this, the computation is financially backed. Both
parties lock an input amount and a slashable collateral amount
into an on-chain UTXO. A payout function g : O XCy XCp —
C4 X Cp deterministically allocates these funds based on the
output of f, where Cx denotes the set of outputs spendable
by party X. In the honest case, parties recover their collateral.
However, the collateral of a party can be slashed in the case
of misbehavior (e.g., provable deviation from the protocol or
unresponsiveness).’

Our construction is based on garbled circuits, hence one

party assumes the role of the evaluator (E) and the other of
the garbler (G).

6We use f to refer to both the high-level function and the circuit that
implements it.

7In some applications, becoming unresponsive may forfeit only enough
collateral to cover the counterparty’s fees.
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Figure 2: BitPriv protocol flow. The protocol builds on the foundation of (S0), with a cut-and-choose from
and finally the equivocation punishment of (S3)

dispute from

(S0) Strawman Construction

A natural starting point is to adapt the Hash Time-Locked
Contract (HTLC) flow described in [66] within the garbled
circuit framework. However, garbled circuits are only semi-
honestly secure, which leads to the following issues. The
garbler G garbles f into a circuit F; the evaluator E obtains
herinputlabels Ly, via OT. The parties then pre-sign a sequence
of Bitcoin transactions:

1. Setup locks the parties’ inputs and collateral coins.

2. Reveal lets G spend the Setup output by revealing his input
labels L, within A. The resulting output is a Taproot whose
taptree represents the decoder De of G.

3. Close'?) a family of pre-signed transactions, one template
per possible decoded output z € O. After E evaluates F and
obtains the output label(s), she can satisfy exactly one script-
path leaf of the Reveal Taproot thereby making only the
corresponding Close?) transaction spendable. The spend
then allocates funds according to g(z) (see Fig. 1).

Insecurity under a malicious garbler. At pre-sign time, G
knows all secret labels that act as hash preimages driving the
spend conditions (L, and Lqy), while E holds only L, and a
non-evaluable F. This asymmetry enables:

Unverifiable computation & allocation: G can supply F’ #
Gb(x, f,*) so that decoding miscomputes f or leaks informa-
tion about E’s input; or keep F correct while choosing the
output-decoding map and Taproot script mapping so that the
output label(s) Loy that E can reveal do not correspond to the
intended payout g(z). In both cases, E cannot, at setup time,
audit the binding from { Ly} to payout branches.

Inconsistent labels (input/wire encoding abuse): Because E
does not know the encoding map for F, she cannot validate
that the labels she receives (via OT for her inputs, directly for
G’s inputs) are the right wire labels. G can therefore (i) bias
the computation (labels for E’s chosen y do not decode to y),

———>ppre-signed spend = - —— - » timeout refund

—— satisfiable branch equivocation punish dispute path

, the BitVM

or (ii) cause evaluation/decoding to fail (no valid pair on some
wires), leaving E unable to complete the spend.

Thus E can neither (i) produce a valid witness to enforce
an allocation nor (ii) generate public fraud evidence of G’s
misbehavior. Ultimately, G can either steer the payout in his
favor or render the circuit unevaluable and recover the abort
punish value from the timeout branch after the deadline since
E is seemingly unresponsive.

(S1) Probabilistic Verification

In our setting, using well-known techniques to convert the
protocol into a secure one is prohibitively expensive. Towards
our goal, we follow the cut-and-choose approach but tailored
to our setting. More precisely, to neutralize the Garbler’s
informational advantage, the Garbler G generates n distinct
garbled circuits and commits to their descriptions and the
random seeds used in their creation. To ensure the honest
execution of the OT, both parties commit to the public OT
transcript including their randomness. The Evaluator E then
challenges G to open n — 1 of the circuits. Using each revealed
seed, E deterministically reconstructs the corresponding gar-
bled circuit. Any deviation in a checked circuit is detected
with certainty. Under a uniform challenge, the probability of
detecting misbehavior is "T_l

Lack of public verifiability. Although (S1) can detect misbe-
havior with high probability, it remains insufficient: there must
be a mechanism to publicly prove and punish this misbehavior
on the blockchain. However, such proofs are typically very
large in size, and using a blockchain such as Bitcoin with its
limited expressivity to directly validate this proof is practi-
cally prohibitive. Therefore, a solution is needed to shift the
majority of the proof verification off-chain while maintaining
the security guarantees of Bitcoin.



(S2) On-chain Dispute Resolution with BitVM

BitVM as a Black-Box Dispute Hook We use BitVM as a two-
party black-box dispute mechanism that decides a predicate
@O (w,0) stating that output o is a correct evaluation of a fixed
function f on input w.

BitVM Interface

* BitVM.Compile(®, Alloc, Pparams) — C

* BitVM.Enforce(C; w, 0) — payout

Semantics. Compile takes a predicate @, a payout policy
Alloc, and party parameters, and returns a contract object C
containing all pre-signed transactions for BitVM, including
the funding transaction C.setupTx. Once C.setupTx confirms
on-chain, Enforce ensures eventual settlement according to
Alloc, conditioned on the value of ®(w,0).

Hooking into our protocol. During off-chain setup the par-
ties call BitVM.Compile to obtain C; the parties can fund
C.setupTx dynamically during execution. In the optimistic
case C.setupTx is never broadcast.

Economic intuition. The protocol’s security is rooted in
economic incentives designed to make deviation irrational.
In a dispute, the evaluator (E) acts as a Prover by presenting
evidence of the garbler’s (G) fault. Triggering the dispute
by publishing C.setupTx places all locked funds under the
BitVM contract’s control. The process is collateral-backed: a
valid claim slashes G’s collateral, while a false claim slashes
E’s. This ensures that for rational parties, initiating a baseless
dispute is unprofitable, and contesting a valid claim is futile.
Furthermore, considering the reputational harm, the expected
cost of cheating (which combines the slashed collateral with
future lost earnings) far outweighs any potential gain, even
with a small 1/n probability of the cheat going undetected.
This alignment of incentives enforces rational compliance
with significantly lower computational and communication
overhead compared to schemes offering full (i.e., negligible
error probability) security guarantees, as formalized in §6.2.

Ability to spend a check circuit Tapleaf. Even under co-
operation, cut-and-choose introduces a specific risk: after G
reveals seeds for the n—1 check circuits, E can reconstruct
those circuits and obtain their output labels (hash preimages).
If the payout taptree is not bound to a single evaluation index,
a malicious E could attempt to redeem a script-path branch
using labels from a checked (non-evaluation) circuit (we refer
to this problem as equivocation), violating security.

(S3) Preventing Equivocation and an Optimistic Path

We solve this by using a Bitcoin Script-verifiable Lamport
one-time signature (OTS) scheme. This irrevocably commits

the Evaluator to a single evaluation index m.® The OTS
provides twofold security: it is unforgeable by the Garbler,
and any attempt by the Evaluator to sign a different index
reveals cryptographic secrets that serve as a public proof
of fraud, triggering an on-chain penalty. This commitment
mechanism is the key to the protocol’s efficiency. It enables a
highly efficient optimistic path where honest parties bypass the
complex on-chain adjudication entirely, settling the protocol
privately with just two transactions. The precise mechanics of
this settlement are detailed in §5.2.

5 BitPriv Protocol Description

This section details the full BitPriv protocol, which integrates
the design principles motivated in Section 4.1. The full proto-
col flow and the contribution of each (S0-S3) to the construc-
tion is visualized in Figure 2.

The protocol runs in two phases: an off-chain setup phase,
where the parties generate cryptographic commitments and
pre-sign all necessary transactions, followed by an on-chain
execution phase. The latter is enacted on the Bitcoin ledger,
resulting in either cooperative settlement or dispute resolution.

5.1 BitPriv: Off-Chain Setup

Before any on-chain activity, the parties perform an interac-
tive setup protocol to generate and commit to all necessary
cryptographic data. An abort by either party during this phase
results in no financial loss.

1. Circuit Generation and Commitment. For eachi € [n], G
generates a garbled circuit (F;,e;,d;) < Gb(1%, f,seedg.;)
using an independent random seed seedg ;. G sends com-
mitments Com(seedg_;), Com(F;), and Com(d;) to E, along
with the plaintext garbled circuits F; which serve as openings
to commitments Com(F;). E verifies the structural integrity
of each F; and its corresponding commitment.

2. Output Label Commitment. For each output wire
J € [outbits] (one plaintext output bit), G constructs
two vectors: Output?. = [Com(Lgut’i,j)]iE[nJ and Output} =
[Com(Lc‘)ut’i,j)]ie[,,], where Lf)’ut’l.,. denotes the wire label
corresponding to output bit b € {0, 1} on wire j in circuit F;.
These vectors are then sent to E. This step ensures that the
output decoding (and thus payout conditions) is fixed across
all circuits.

3. Garbler’s Input Commitment. To commit to his input x
for each circuit F; while preserving privacy, G commits to his
input labels in a randomly permuted order. For each input bit
j € [1] of circuit F;, G commits to the pair (L’C’;’Lj,LEf,j) for
arandom bit b, and sends the commitment Com(X; ;) to E.

8The Lamport OTS can be replaced by any one-time scheme imple-
mentable in Script (e.g., Winternitz/W-OTS(+) [25, 86]).



4. Oblivious Transfer (OT) and Transcript Commitment.
For each circuit i € [n] and each of her input bits A € [[], E
engages in an OT protocol with G to receive her corresponding
input label Ly, ; := Ly, | for all A € [I]. To ensure privacy if
the OT transcript becomes part of a fraud proof, E uses her real
input y only for a single secret evaluation index m, and dummy
inputs (e.g., 0?) for all other i # m. To make the protocol
reproducible, E also commits to a random seed seedg ; from
which her randomness is drawn throughout the execution for
i € [n] and sends Com(seedg ;) to G. The parties commit
to the full public transcripts of all OT instances, enabling
post-facto verification by the BitVM instance.

5. BitVM Preparation and Pre-signing. The parties fix
a predicate ®@ps that, given per-circuit seeds and transcript
commitments, (i) re-garbles f from seed¢ ; to deterministi-
cally reconstruct (F;,e;,d;) and check all relevant commit-
ments, and (ii) reconstructs the public OT transcript from
(seedg.;,seedg ;) and verifies each message against its com-
mitment. Any failure flags misbehavior. Using the interface
of §4.1, they compile this contract:

C « BitVM.Compile(®ms, Alloc, Pparams) -

They then collaboratively pre-sign the transaction graph, em-
bedding the necessary commitments and C in the spending
scripts. The concrete checks, allocation policy and witness
format appear in §5.4.

5.2 BitPriv: On-Chain Execution

This phase begins once the funding transaction Setup which
locks all the coins to be distributed according to the protocol
logic is confirmed on the stable prefix of the ledger.

5.2.1 Optimistic Path (Cooperative settlement)

Ifboth parties are honest, they bypass the on-chain adjudication
logic. Over the authenticated off-chain channel, E sends G
a Lamport signature’ o, on her chosen evaluation index m.
As explained in §4.1, G can safely reveal the secrets for all
circuits except F,: the decommitments to the seeds of the
n— 1 check circuits and the decommitments to G’s input-label
commitments for those circuits. If E’s verification of the
check circuits passes and she can evaluate F},, to obtain valid
output labels, she spends the valid leaf of the Setup output
Taproot with a Close transaction to distribute funds according
to g(f(x,y)), settling immediately. Because E can attempt to
close on a different evaluation index, her part of the funds is
locked behind a PunishEquiv timelock, where G can claim
them by providing the conflicting preimages in the witness.

9A Lamport signature on m binds m and is unforgeable under one-time
use; in this role it effectively serves as a commitment to m, so we sometimes
refer to it as a “Lamport commitment.”

5.2.2 Pessimistic Path (On-Chain Adjudication)

If either party deviates or becomes unresponsive, the protocol
defaults to a sequence of on-chain transactions that publicly
resolve the outcome.

1. CommitEvaluationindex (CEIl). E broadcasts a CEI trans-
action spending the Setup UTXO. Its witness includes a
Lamport signature o, on her chosen index m, fixing it on-
chain.

2. RevealSeeds (RS). G must then spend the CEl output by
broadcasting a RS transaction. Its witness contains decommit-
ments for (a) all seeds seed; withi # m and (b) G’s input labels
for the evaluation circuit F,,. A dedicated Taproot leaf in the
CEl output implements the verification logic for each possible
m utilizing the commitments established during Setup. The
witness also includes a Lamport signature, so G can only
reuse the signature from the CEI witness.

3. Verification and Final Action. Upon observing RS, E
verifies the n — 1 opened circuits and associated transcripts as
in §5.4.

Close. If all checks pass, E evaluates F},, and broadcasts the
Close transaction by proving knowledge of the correct output
labels; funds are allocated per g (including the equivocation
check as described in the optimistic path).

C.setupTx. If any of G’s revealed data is inconsistent, E ini-
tiates a dispute by spending the output of RS (via BVvMScript)
with the BitVM contract’s funding transaction, C.setupTx.
This triggers BitVM.Enforce which handles the distribution of
funds according to Alloc (see §5.4).

Timeoutg 'V, If E does not spend the output of RS within
A, either E is withholding the output (violating fairness), or
G cheated during cut-and-choose without detection; in either
case, the timeout path allows G to claim this penalty amount."'

5.3 Transaction Specifications

The protocol’s logic is embedded in a series of Bitcoin transac-
tions with Taproot scripts. The core transaction chain enforces
the protocol flow. Lamport signatures are used to bind a party’s
choice across transactions, with the public key pk,,, hardcoded
into the scripts during setup. We present a simplified speci-
fication of the key transactions and scripts, using shortened
names for brevity (e.g., CommitEvalIndexScript is denoted
CEIScript).

Setup locks the input and collateral from both parties. Its
output is a single UTXO locked by a Taproot script whose
leaves encode the spending paths for the CEl transaction, a

10We use the notation Timeouty for the transaction punishing party X for
being unresponsive
There is no way to distinguish between the two cases, so we design the

“cheating” penalty to be higher than the timeout penalty in expectation, to

align incentives ensuring this path will not be followed in practice; see §6.2.



cooperative Close for each possible output for each possible
m (i.e., n-2°U0its tota] leaves), and a Timeoutg.

allows G to claim the funds if E equivocated on the Lamport
signature.

Setup Transaction

Close Transaction

Inputs (1) (,%,CheckSigpk,,)
(2) (¥, CheckSiop,)

Outputs (1) (total, (CEIScript,CloseScript, Timeoutg ))

Witness (1) og
(2)oE

CommitEvaluationindex spends the Setup output and re-
quires a witness containing a valid Lamport signature o,
to the evaluation index m. Its output is a UTXO locked by
a Taproot script with paths for the RevealSeeds transac-
tion (via RSScript), Timeouts, and PunishEquiv path (via
PEScript). The complete unlocking script is CEIScript =
CheckMultiSigpk,, ALampSigVerifypy 12

CommitEvaluationindex Transaction

Inputs (1) (Setup,0,CEIScript)

Outputs (1) (total, (RSScript, Timeout,PEScript ))

Witness (1) (0GE,om,m)

RevealSeeds spends the CEIl output by satisfying the
RSScript leaf (see Alg. 1) with preimages for the check
circuits’ seeds and the evaluation circuit’s input labels. The
transaction creates a new output locked by a Taproot which
has spending paths for the final Close transaction (via
CloseScript), a BitVM dispute initiation (BVMScript), and
Timeoutg.

RevealSeeds Transaction

Inputs (1) (CEI,0,RSScript)

Outputs (1) (total, {CloseScript,BVMScript, Timeoutg ))

Witness (1) (cgEg,om.m, [seeds], [input])

Close spends the output of RS via the CloseScript leaf for
circuiti € [n] and output z = f(x,y). The script verifies that E
provides valid output labels {Z} for which De(Z) = z for the
chosen circuit F,,. This transaction creates two new outputs
according to g(z): G’s output (valueg which is immediately
spendable and E’s output (valueg, which however, is locked
behind a new script. This script allows E to claim their funds
after a timelock (A), but it also includes a PEScript path that

12Note that the witness contains a binary representation of m to "guide"
the verification, and as a result shorten the size of the verification script.

Inputs (1) (RS,0,CloseScript)

Outputs (1) (valueg,CheckSigpk,;)
(2) (valueg, {CheckSigpk, ATL(A), PEScript })

Witness (1) (g g,m,om, [outPreimages])

From pseudocode to Bitcoin Script. The algorithms we
present in G describe the verification logic for Bitcoin scripts
but are presented as pseudocode for clarity. In practice, these
serve as script factories that generate the actual Bitcoin Script
in the following way: since Bitcoin Script does not support
loops or complex control flow, each Taproot leaf corresponds to
a single hardcoded verification check for a specific evaluation
index m and a specific output value z.

Optimization. In the original design, the locking script of the
Close transaction requires a separate hash preimage for each
output label, causing the transaction’s witness and script size
to scale linearly with the number of output bits. To mitigate
this on-chain cost, we introduce two optimizations: 1) using
the hash of the concatenated labels as a single witness, an
approach limited only by Bitcoin’s stack size, or ii) providing
a single preimage that serves as a cryptographic commitment
to the vector of all output labels. Both optimizations reduce
the on-chain footprint of Close. This efficiency comes with
a trade-off: the verification burden is shifted to the BitVM
predicate, which must perform additional computations to
validate the commitment’s construction against the individual
labels of the opened check circuits during a dispute.

5.4 Dispute Resolution via BitVM

Predicate for BitVM: @, To instantiate @5, we use the
following deterministic subroutines (see G.3 for pseudocode):

* gy (Simple Garbler): Given a seed, deterministically
generates F, output labels O, and input labels I, IE.

* mor (OT Transcript Reconstruction): Reconstructs the
public message transcript of a given OT instance using
seeds of both parties.

* m4 (Message Sender Identification): Given a transcript
message, outputs whether the sender was G or E.

¢ my. (Commitment Verification): Returns 1 iff a commit-
ment com opens to a value v.

Given revealed seeds (seedy;,seed};) for an opened check
index i* and an OT instance 1%, ®n,;s computes:



1. Seed Validity: Verify that the openings seed; and
seedy, match the initial commitments Com(seedg ;)
and Com(seedg ;).

2. Garbling Correctness: Re-garble the circuit using
seed; and verify that the resulting components match
the commitments Com(Fj+), Com(d;+), and the output
label commitments in Output}’ [i*] for all output wires
J and bits b.

3. Input Label Integrity: Check that the revealed input
labels for the Garbler are consistent with the commitments
Com(X;- ;) for all input wires j.

4. OT Transcript Verification: Recompute the public OT
transcript from the seeds; verify each message against
its commitment and attribute any deviation via 7.

Off-Chain Verification and Dispute Initiation. After the
RevealSeeds transaction is broadcast, E locally executes
the checks that constitute ®p,s for the n — 1 opened circuits
using the revealed seeds. These checks are efficient and do
not require interaction. If any verification fails, E initiates a
dispute by publishing C.setupTx and providing (w,0) such
that ®@pis(w,0) = 1; then BitVM.Enforce(C;w, 0) settles per
Alloc.

6 BitPriv Security Analysis

6.1 Proof of Security

We define security in the standard real/ideal paradigm, where
a real-world protocol P is compared to an ideal functionality
¥ that specifies an execution minimizing privacy leakage
for honest parties. Indistinguishability between real and ideal
executions ensures that any adversary against # learns no
more than this minimal leakage.

We define the security of BitPriv relative to ideal function-
ality Fgitpriv, Which extends the classical publicly verifiable
covert (PVC) model by incorporating a fund allocation func-
tion that specifies how coins initially locked by the parties are
distributed according to the computed output. In this model,
the garbler can attempt to deviate from the protocol to get
information on the evaluator’s input and violate the output
allocation function while the evaluator, who learns the output
first, only has the ability to violate fairness. Crucially, Fgitpriv
guarantees that any deviation by the garbler is detected and
punished with probability €. If the garbler’s deviation is not
detected, which occurs with probability 1-€, Fgitpriy offers no
guarantees to the evaluator. If the parties are honest, the correct
allocation is enforced on the underlying ledger functionality;
if cheating is detected, Fgjpriy invokes the dispute-resolution
functionality Fgjtym to penalize the misbehaving party, en-
suring that honest participants receive either their correct
output or appropriate compensation. Additionally, Fgiipriy €n-
forces liveness properties, i.e., financial fairness and financial

guaranteed output delivery through the ledger functionality
L.

Theorem 1. Assume a straight-line extractable commitment
scheme in the global random oracle model, the garbling
scheme is secure, Ilpr UC-realizes For, and the signature
scheme is existentially unforgeable under a chosen-message
attack (EUF-CMA ). Then BitPriv securely realizes Fgitpriv in
the Fgity,,, L-hybrid world.

Proof. The proof is deferred to D.

6.2 Compliance of Rational Parties

Our security proof guarantees that cheating is detected with
high probability and financially penalized on-chain. For the
protocol to be effective in practice, however, honesty must be
the most profitable strategy for rational, utility-maximizing
parties. This is achieved by requiring parties to lock financial
collateral high enough to ensure that the expected outcome
of any cheating attempt is a net loss. We prove the following
theorems which formalize the above intuition.

Theorem 2 (Garbler Compliance). The protocol achieves
rational garbler compliance for a set of parameters
(a,€,ing,ing,g,colg,R,r) if

max (E[Gain], E[Gainy]) <0

Theorem 3 (Evaluator Compliance). The protocol achieves
rational evaluator compliance for a set of parameters (B,y,rg)
if the fairness penalty an unresponsive E incurs, vy, satisfies:

Y+rE >

Proof. The proofs are deferred to E.

7 BitMarket: Blind Auctions on Bitcoin

We exemplify the class of protocols enabled by BitPriv by
instantiating a privacy-preserving marketplace using a sealed-
bid auction secure against rational adversaries [42]. In this
type of auction, the seller has a secret ask, i.e., the minimum
price he is willing to sell an asset, each of the buyers'” has a
secret bid, and the auction winner is determined by the highest
bid that exceeds the ask. If there is none, the auction fails.
The protocol can be designed so that in case of a success, the
winning buyer either pays his own bid (sealed bid first-price
auction [38]) or the price of the second highest bidder (sealed-
bid second-price or Vickrey auction [79])'¢. We present two
models:

13The construction can also be adapted to act as a reverse-auction i.e.,
facilitating a single buyer and multiple sellers.

14Sealed-bid second-price auctions are incentive compatible i.e., incen-
tivizes the buyers to bid their true value.



1. A decentralized model that slightly adapts BitPriv, ac-
cepting that buyers’ inputs may be revealed after the
auction’s outcome is determined.

2. A trusted auctioneer model, which simplifies the inter-
action by reducing it to a two-party protocol between the
seller and a non-colluding auctioneer, to which BitPriv
can be directly applied.

7.1 Auction Protocol Design with BitPriv
7.1.1 Decentralized Model

Modifications to BitPriv. The auction involves ¢ buyers
Bi,...,B; and one seller who acts as the garbler: (i) The
seller runs a separate OT with each buyer for every circuit, so
each B; obtains labels for their private bid. (ii) After the seller
reveals the n — 1 seeds and their own input labels in RS, buyers
must reveal their input labels for the fixed index m so that any
buyer can aggregate all labels and evaluate F},, off-chain. The
on-chain flow is shown in Fig. 3.

Privacy note. Buyers reveal their input labels only affer the
outcome is already determined and any attempt to block its
on-chain enforcement comes with collateral slashing. Thus,
the seller gains no advantage from seeing bids.

Burning collateral. In a permissionless multi-party setting,
participants may collude (e.g., a seller controlling one or more
buyers). To make incentives robust to arbitrary coalitions,
punishments are partially burned: on any verified violation,
a fraction S of the slashed amount is sent to a provably un-
spendable output, and only the remainder is redistributed per
policy. This prevents a coalition from recycling penalties in-
ternally; for example, a seller—buyer coalition cannot engineer
a “punishment” after learning the inputs and then recapture
the entire slash.

Reveal output. The RS spend creates one Taproot output with
the following leaves:

1. Dispute leaves (Agisp window). For each buyer B; there is
aleaf that funds the BitVM setup and opens a seller—buyer
dispute. In a valid (honest) challenge, the seller’s col-
lateral is divided among the buyers and in a dishonest
challenge by B;, its collateral is divided among the seller
and the other buyers. In both cases, the collateral of
the parties who are not punished is returned. Because
there is a single RS Taproot UTXO, at most one dispute
can execute, and any honest buyer recovers at least their
dispute collateral.

2. Transition leaf (> Agp). After the dispute window, any
of the buyers can spend the output creating the following
t+1 UTXOs:

(a) Per-buyer inputs-reveal UTXOs. A dedicated out-
put is created for each buyer B;, enabling them to
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reclaim an inputs-reveal deposit by providing the
hash preimages for the labels received via Obliv-
ious Transfer (OT). To ensure these labels are
correctly bound, each buyer proves during setup
using a zero-knowledge proof that their commit-
ment'” corresponds to the labels delivered during
the OT protocol. In case of a failure to reveal by
the specified deadline, the deposit is redistributed
to the seller and the remaining buyers.

(b) Extended Close Taproot. The leaves of the payout
tree are replicated per buyer; each buyer co-signs
others’ copies but keeps the signature for their own.
This serves to identify the party who broadcasts the
closing transaction as any buyer equivocating on
Close pays an equivocation penalty to the rest of the
parties. Finally, the seller’s payout is additionally
locked behind a trade-fulfilment condition to make
payment atomic with delivery as explained in §7.2.
If the seller fails to fulfill the promise, he suffers a

monetary penalty.

Execution sketch. After Setup is confirmed: (1) buyers
jointly'® select m and post CEl with a Lamport signature o,;
(2) the seller posts RS, revealing the n—1 check-circuit seeds
and input labels for Fj,; (3) during [0, Agisp] any buyer can
activate a dispute leaf; if none does, (4) a buyer spends the
transition leaf to create the per-buyer inputs-reveal UTXOs and
the extended Close Taproot; (5) each buyer reveals their input
labels on-chain to reclaim their deposit; with the aggregated
labels, any buyer evaluates F},, and broadcasts Close.

7.1.2 Simplified Model: Using a Trusted Auctioneer

We can avoid the complexity of buyer-to-buyer input sharing
through an alternative construction, which introduces a trusted
auctioneer as shown in [58], who is assumed not to collude
with the seller or any of the buyers. This model effectively
reduces the problem to a standard instance of BitPriv in a two
party setting, with the auctioneer acting as the proxy between
the parties.

7.2 Atomic Settlement for Auctioned Assets

BitMarket can be composed with various settlement and fulfill-
ment mechanisms to handle a range of assets. We outline two
primary applications: the trade of (a) general digital goods
and (b) assets on blockchain systems.

General Digital Goods via Fair Data Exchange. To handle
the atomic sale of off-chain digital goods (e.g., software
licenses or encrypted documents), the protocol integrates with

15The use of per-label salts prevents the seller from reverse-engineering
the inputs from these commitments
16Djstributed randomness generation is an orthogonal problem [32].
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Figure 3: BitMarket decentralized protocol flow.
Blue box: auction settlement (see § 7.2).

a Bitcoin-compatible Fair Data Exchange (FDE) protocol [77].
This is achieved by locking the seller’s payment from the Close
transaction in an output that requires an additional witness to
be spent. For example, the seller might be required to reveal a
decryption key for the purchased data as the witness, directly
linking payment to fulfillment.

Example: rollup data availability auction. A rollup [53,71]
is a Layer 2'7 scaling solution that executes transactions off-
chain and periodically anchors a cryptographic summary of its
state to a parent blockchain. This requirement creates a market
where the rollup’s batch of transaction data is the asset being
auctioned. As shown in [77], this trade can be implemented
efficiently if the buyer holds a cryptographic commitment to
the specific data they wish to purchase.

Blockchain Assets via BitVM Verification. To settle the
transfer of on-chain assets, the auction uses a BitVM instance
as a trust-minimized verifier of events on a target chain,
including Bitcoin itself [1,7, 11,67]. The seller’s payment
is conditioned on them providing a succinct proof (e.g., a
SNARK) of the asset’s transfer to the buyer within a time limit;
failure to do so results in their collateral being slashed. This
proof is verified within a BitVM program that implements
a light client for the target blockchain [8, 26, 45, 55]. For
instance, this allows for verifying the transfer of a Bitcoin
ordinal (a Bitcoin-based NFT) [72] or interfacing with other
chains using protocols like IBC [46]. The result is atomic and
secure cross-chain settlement without requiring pre-deployed
contracts on the target chain.

Example: future block space fee auction. A time-sensitive
user privately agrees on a fee with a set of mining pools for
inclusion within a window of W blocks. The contract enforces
an if-mined-then-include rule: if the winning pool mines any
block in [hg, ho+ W] I8 it must include the precommitted

Layer 2 (L2) refers to a framework built atop a blockchain (Layer 1) to
increase throughput and reduce costs that relies on the Layer 1 for security.
18This window must be carefully selected to avoid penalizing variance.
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transaction. This is enforced by a BitVM light client instance
set up at iy where the pool’s identity is bound via a coinbase
commitment. Thus, to claim the output that is determined by
BitMarket the pool must provide a proof of inclusion of the
transaction in a block.

8 Implementation and Evaluation

The primary contribution of our protocol is its on-chain en-
forcement mechanism. Our evaluation, therefore, focuses on
quantifying the on-chain transaction costs and data footprint
of this mechanism on the Bitcoin network. To provide a com-
plete performance profile, we first characterize the costs of
the off-chain cryptographic components to demonstrate they
are not a practical bottleneck.

8.1 Experimental Setup

System Environment. All off-chain benchmarks were ex-
ecuted on a commercial laptop with an Apple M3 CPU (8
performance cores) and 8 GB of RAM.

Cryptographic Primitives. Our protocol is modular and can
be instantiated with any standard garbling scheme. For this
evaluation, we use the high-performance half-gate garbling
scheme from the EMP-Toolkit [78] and the malicious-secure
correlated OT (COT) extension Ferret [82], with the security
parameter set to k = 128 bits.

8.2 Off-Chain Performance Characterization

Our off-chain benchmarks confirm the cryptographic compo-
nents are not a performance bottleneck. The dominant cost,
Garbled Circuit (GC) generation, remains efficient (= 5 ms
for n = 16 AES circuits), while Oblivious Transfer (OT) costs
are negligible (= 25 us for a 128-bit input) with throughput
exceeding 80 x 10® COTs/sec.



Table 2: Per-transaction scaling and representative costs for BitMarket (n=16, k=16, li,pi;s=16).

Transaction Witness size Leaf script size  Control block size vB cost (sat/$)
Setup o(1) — — 251 753 73%0.84
CommitEvallndex (CEI) O(logn) O(logn) O(klogn) ~ 375 1,125/$1.26
RevealSeeds (RS)% O(linbits + n) O(linbits + n) O(log n) ~ 741 2,223/ $2.49
Close (Unpacked - U) O(k+logn) O(k+logn) O(klogn) 630 1,890/ $2.12
Close (Packed-Concat - PC)  O(k+logn) O(logn) O(klogn) 495 1,485/ $1.66
Close (Packed-SECP - PS) O(logn) O(logn) O(klogn) 439 1,317/ $1.47
BitVM1 Dispute * — — — ~ 221,344 ~664,032/~ $744
BitVMX Dispute — — — ~ 149,000 =448,000/ =~ $502

T For liypiis=16, our byte-accurate simulator yields ~ 741 vB. See Appendix F for scaling.

# Scaled cost estimate based on the trace length of our predicate and the original BitVM proposal [7].

Table 3: End-to-end path costs (including the constant Setup). Representative parameters: n=16, k=16, liypis=16.

Path Constituent Txs Total vB Total fee (sat/$)
Optimistic Setup + Close (PS) 690 2,070/ $2.32
Liveness Guarantee Setup + CEl + RS 1,367 4,101/ $4.59
Full Pessimistic (with BitVM1)  Setup + CEl + RS + BitVM1  ~ 222,711 =~ 668,133/~ $748.29
Full Pessimistic (with BitVMX)  Setup + CEl + RS + BitVMX  ~ 150,367 =~452,101/ ~ $506.59

8.3 On-Chain Cost Analysis

Methodology. We measure the virtual size (vB) of Taproot
(BIP-341) script-path spends for all transactions in our proto-
col.

Fee Model. We assume a conservative mempool fee rate of
f =3 sat/vB and convert to USD at $0.001119924 per satoshi
(BTC price on Aug. 18, 2025).

BitMarket Price Resolution. For our BitMarket instantiation,
we set the input and output bit length to ligpits = K = 16, which
supports 2'® = 65,536 distinct price levels. The financial
precision is determined by the value of each ‘tick’. Adopting
a 1,000-satoshi tick provides a price granularity of ~ $1.16,
covering a total range of up to 0.65535 BTC (» $76,224), a
range suitable for many digital goods marketplaces.'”

Leaf-path overhead. All transactions, except for Setup spend
Taproot outputs. A Taproot script-path”’ spend must reveal the
leaf script, its witness arguments, and a control block proving
membership of the leaf in the Taproot Merkle root.

8.3.1 Fully Optimistic Path

When both parties cooperate, only two transactions are broad-
cast: a Setup to lock funds and a Close to distribute them. The
cost of Setup is practically constant at $0.84, while the cost of

YAt BTC~ $116,310 on Aug. 18, 2025, 1,000 sats ~ $1.163. A 100-sat
tick (~ $0.116) would still cover a range of ~ $7,622.

20We disable the key path as described in [80], so all spends must reveal a
Tapleaf and control block.
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Close in the original construction scales with O(k +logn) in
the leaf witness, O (k +1ogn) in the leaf script (since all witness
elements are separately hashed) and O(klogn) in the control
block (since the tree has ~ n-2* leaves). We additionally
consider the optimizations defined in §5.3: 1) Packed-Concat
(PC) where all output labels are concatenated”! into a single
preimage, and ii) Packed-SECP (PS) where a single group
element preimage is hashed (only scales with logn due to the
Lamport signature). Scaling tables and plots of Setup against
k are deferred to the appendix.

8.3.2 Liveness-Guaranteeing Path

If the optimistic path fails, for example because G refuses
to share the requested seeds, the parties need to publish the
transactions that enforce the logic on-chain: CommitEvalua-
tionindex followed by RevealSeeds. The cost of CEl is modest
(= 350—400 vB) and scales logarithmically with n. The domi-
nant cost is RS, whose witness contains n — 1 seeds and iypits
input-labels. Example costs are summarized in Tables 2 and 3
and further evaluation results are in the appendix (§F).

8.3.3 Pessimistic Path (Dispute Resolution)

Because BitPriv treats BitVM as a black box, our on-chain
dispute cost is parametric in the underlying implementa-
tion. We therefore estimate costs from public baselines for
BitVM1 [7] and BitVMX [65]. To estimate the on-chain cost

21This is only possible when the total concatenated preimage is less than
520 bytes i.e., the maximum stack element size



of a dispute we first profile our misbehavior predicate. As a
proxy, we use the emp-toolkit [78] implementation of Yao’s
Millionaire Problem (32-bit inputs). Compiled with default
optimization levels and pinned to a single core on an 11th Gen
Intel i17-1165G7 CPU, the perf [54] tool reports 235.7 mil-
lion x86 instructions. To align with BitVMX’s RISC-V CPU
model, we apply a +10% overhead’” [30] and then double the
value as a conservative margin for OT verification and other
auxiliary checks, yielding a total estimated trace length of
N ~5.19 x 108 steps.

BitVM1 [7]. We estimate the cost for the original BitVM
protocol by scaling its public baseline for a 232-step trace.
This baseline specifies a constant optimistic path of 1,944 vB
and a worst-case dispute of 244,040 vB. As the dispute cost
scales logarithmically with the trace length, we adjust it for our
estimated trace of N steps (where [log, N =29). This yields
a total dispute cost of (244,040 —1,944) - (29/32) + 1,944 ~
221,344 vB. Following the fee model in §8.3 (f = 3 sat/vB),
this corresponds to approximately 664,032 sat (x~ $744).

BitVMX [39,65]. For BitVMX, we adapt Fairgate’s baseline,
which reports 34 rounds and ~ 160 KiB of on-chain data
for a 23%-step trace. Scaling these figures logarithmically
to our trace length N results in a reduced round count of
R =1[34-(logsN/32)] =31 and a proportional data size of
160-(31/34) ~ 146 KiB. This is equivalent to approximately
149,000 vB, costing 447,000 sat (~ $502) at the same fee rate.

9 Related Work

(Publicly verifiable) MPC with covert adversaries. The
concept of security against honest-looking adversaries, those
who deviate only when detection is unlikely, was introduced by
Canetti—Ostrovsky [28]. Aumann and Lindell [6] provided the
first formalizations, later extended to the dishonest-majority
setting by Goyal et al. [48]. To strengthen deterrence, Asharov
and Orlandi introduced covert security with public verifiability
(PVC), allowing an honest party to produce a public proof of
cheating; subsequent work made PVC more efficient through
signed OT extensions and simpler defenses against selective-
OT attacks [5,51,57].

Zhu et al. [87] brought this paradigm on-chain, implement-
ing a 2PC judge as an Ethereum smart contract to enable
financially secure 2PC. The model was further refined with
the notion of robust PVC security to limit the benefits of unde-
tected cheating [68], and generalized by Faust et al. [40], who
formalized financially backed covert security (FBC). Our work
builds on this paradigm by introducing a PVC construction
that is compatible with Bitcoin and enforces the computational
output directly on-chain.

22This covers difference of RISC-V and x86 instruction sets.
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Private smart contracts on expressive blockchains. Privacy
on expressive blockchains has been pursued through several
cryptographic paradigms. Early zkSNARK-based systems like
Hawk [60] required a trusted manager i.e., a centralization
point that persists in later function-hiding protocols like ZEXE
and VeriZEXE [24,81], while other tools have suffered from
information leakage or anonymity breaks [75,76]. Efforts to
decentralize this trust with MPC, as in zkHawk [12, 13], intro-
duced high client availability requirements, whereas others
like Eagle [18] shift trust to an external committee. Alter-
native approaches rely on homomorphic encryption, which
can expose client identities [73, 74], or on trusted execution
environments (TEEs), which introduce trusted hardware as-
sumptions [53,85]. While recent work targets even stronger
guarantees like doubly private contracts [44],a common thread
unites these solutions: they fundamentally depend on either
introducing external trust assumptions or requiring expressive
on-chain logic that is unavailable in Bitcoin.

Secure computation with public ledgers. Early work lever-
aged public ledgers to achieve fairness in specific applications
like lotteries and games, often assuming an enhanced version
of Bitcoin [2,3,61]. This approach was later generalized to
arbitrary secure function evaluation and to stateful settings
with secure cash distribution with penalties [22,63]. The
interaction between MPC and ledgers was formalized in the
GUC framework [27,56], inspiring a line of work on reducing
on-chain costs for output fairness [21, 23, 36, 62, 64]. This
research culminated in protocols like Insured MPC, which pro-
vides UC-secure functionalities with identifiable aborts [19].
However, these protocols are either theoretical frameworks or
require stateful contracts not natively supported by Bitcoin. In
contrast, we provide an efficient, constant-round 2PC protocol
that operates entirely on native Bitcoin.

Concurrent work combining privacy free garbled circuits
within the construction of BitVM (e.g., [31,37]) is orthogonal
to our work.

10 Conclusion

In this work, we introduced BitPriv, the first protocol to enforce
the outcome of a secure two-party computation directly on
Bitcoin. By combining garbled circuits and a cut-and-choose
mechanism with on-chain punishment via BitVM, BitPriv
provides fairness, privacy, and verifiability without requiring
consensus changes or new trust assumptions. Our evaluation
demonstrates that the protocol is practical, with low optimistic
costs (under $3) that make it suitable for real-world deployment.
The high cost of a dispute serves as a strong economic deterrent
against malicious behavior, ensuring security for rational
adversaries. BitPriv serves as the backbone of a new generation
of DeFi applications on Bitcoin, with BitMarket as the first
example.
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A Formal Model

We now present the formal model. We first abstract the trans-
action ledger, BitVM, and oblivious transfer (OT) as ideal
functionalities. We then define the adversarial model using
publicly verifiable covert (PVC) security and formalize se-
curity for BitPriv via an ideal functionality that captures the
protocol goals. The network model and cryptographic assump-
tions are as in Section 2.

A.1 Transaction Ledger Model

Transaction Structure. We adopt the notation of [9]. For-
mally, an output 6 is a pair (cash, ¢), where cash denotes the
coin amount, and ¢ is a script (spending condition) that must be
satisfied to unlock the output. A transaction consumes existing
outputs and creates new ones. Inputs correspond to references
to previously unspent outputs. Formally, a transaction tx is a
tuple:
tx := (ixid, In, Out, Witness),

where txid € {0, 1}* is a unique identifier, computed as txid :=
H ([tx]), H is a hash function modeled as a random oracle,
[tx] := (In,Out) is the transaction body, In is a vector of
identifiers for previously unspent outputs, Out = (64, ...,0;)
is a list of new outputs, and Witness € {0, 1}* contains the
unlocking data required to satisfy each input’s script.

Ledger Ideal Functionality £. We slightly adapt the ledger
functionality £ from [9], which captures the money mechanics
of UTXO-based cryptocurrencies. The functionality is param-
eterized by a liveness parameter u, bounding the number of
rounds for a transaction to be confirmed by the ledger, a digital
signature scheme X, and a set V of valid output conditions,
including signature checks with respect to X. After initial-
ization, the state of £ is public and can be accessed by all
parties, using a read message. At any point, a party P € P
may post a transaction tx by sending (post, tx) to the ledger.
The ledger waits up to # rounds (determined by A), validates
the transaction and appends it to TX. This abstraction omits
block structure and dynamic participation, which are treated
in detail in prior works [10,49], but suffices to capture the
properties needed for our analysis.

The functionality accepts messages from all parties
that are in the set P and maintains a PKI for those




parties. The functionality maintains the set of all
accepted transactions TX and all unspent transaction
outputs UTXO.

T

Initialize public keys: Upon (REGISTER, pkp) >
P and itis the first time P sends a registration message,
add (pkp, P) to PKI.

Post transaction: Upon (POST, tx) & P, check
that |PKI| = |P|. If not, drop the message, else wait until
round 7; < 19+ u (the exact value of 7; is determined
by the adversary). Then check if:
1. The id is unique, i.e. for all (z,tx") € TX,
tx’.txid # tx.txid.

2. Allthe inputs are unspent and the witness satisfies
all the output conditions, i.e. for each (tid,i) €
tx.In, there exists (z,tid,i,d) € UTXO and
0.0(tx,t,11)=1.

3. All outputs are valid, i.e. for each 6 € tx.Out it
holds that 6.cash > 0 and 6.¢p € V.

4. The value of the outputs is not larger than
the value of the inputs. More formally, let
I := {utxo := (t,tid,i,0) | utxo € UTXO A
(tid,i) € tx.In}, then > grcry oue @ .cash <
Dutxoes ULx0.60.cash

5. The absolute time-lock of the transaction has
expired, i.e., tx.TimeLock < now.

If all the above checks return true, add (7y,tx)
to TX, remove the spent outputs from UTXO,
ie., UTXO := UTXO \ I and add the out-
puts of tx to UTXO, i.e., UTXO := UTXO U
{(71,tx.txid,i,0;) }ie[n) for (61,...,6,) :=tx.Out
Else, ignore the message.
Read state: Upon (READ) & X, where X is any
entity of the system, check that |PKI| = |P|. If not,

drop the message, else (state, PKI, TX) S X.

A.2 Ideal Functionality Fgirvm

In our analysis, we abstract BitVM and its variants into a single
ideal functionality, denoted by Fgirvm, parameterized by a dis-
pute bound Tgjrym representing the maximum number of steps
or rounds allowed during dispute resolution. Conceptually,
FBitvM captures an interactive proof system between a prover
and a verifier for checking the correctness of an off-chain
computation.
This abstraction captures the key security properties:

* Correctness: honest claims about a computation are
always accepted.

* Soundness: invalid claims are rejected, and cheating
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provers are detected within 7gjrvMm rounds, except with
negligible probability.

* Financial enforcement. Collateral is redistributed on-
chain so that honest parties receive the correct payout,
while dishonest parties forfeit their deposits as penalty.

We note that financial enforcement in FgjpyvM is the mechanism
that underlies our protocol’s financial fairness guarantee (see
Section 2).

7:.[(1(.2.'1")

Ideal Functionality ¥ vt

Let P 5 assume the role of the prover and P g the verifier
and v be the verification function i.e., v(w,0) = 1 iff
p-f(w) =0
Setup Phase
Agree on Parameters: Upon (SETUP, p) « P4 and
(SETUP, p’) « P4, or (ABORT) « from either:

o If p=p’ and (pka,Pa),(pkp,Pp) € PKI: send

((INIT(p,setup)) —> (P4, Pg).

» Else: (ABORTED) S (Pa, Pp) and halt.
Active Phase .
Upon (START) «> P,V Pg:

* read-ledger and verify if tx € TX with fx.id =
setup.id, otherwise ignore.

« (INIT) <5 (P4.Pp)

T1<To+A

1. Upon (CLAIM,w,0) Al

* For every round until p.T;y,, call read-
ledger:

— if v(w,0)=1:Let (ca,cp) « p.g(0),
verify if tx € TX with output tx.Out =
((ca,One-Sigpy, ), (c,One-Sigpy,))
or tx.Out
((0,0ne-Sigpy, ), (setup.all,One-Sigp,
if none exists, output error and halt.
if v(w,0) # 1 verify
tx € TX with tx.Out
((0,0ne-Sigpy, ), (setup.all,One-Sig p,
if none exists, output error and halt

if

2. Idle A (no (CLAIM,w, o) within A):
Ty=T1+A
e (ABORTED-A) Pg
T3<To+uU
3. Upon (PUNISH-A) «—— from Pp:

’
T3573

e If (CLAIM) «——: handle as above.
¢ FElse:
— (PUNISH-ABORT) <> (P4, Pg)

~

~



— call read-ledger and ver-
ify if tx € TX with tx.Out =
((0,0ne-Sigpy, ), (setup.all, One-Sig py,
if none exists, output error and halt.

read-ledger: (READ) <

(state, PKI, TX) < L.

L;

return

The functionality is parameterized by a tuple p agreed upon
by the parties that encapsulates the logic of the protocol. This
tuple specifies: (i) the program f, modeled as a fully unrolled
function with an a priori bounded number of execution steps;
(ii) a verification function v which, on input (w, 0), returns 1 iff
f(w) = o; and (iii) an allocation policy g mapping outcomes
to payouts. Under this model, an honest prover submitting a
valid pair (w,0) always receives at least its collateral share
ca: exactly c 4 if the verifier is honest, and setup.all otherwise.
The same guarantee holds symmetrically for the verifier.

This abstraction omits low-level protocol details (e.g., tran-
script encoding, step-by-step challenges), while retaining the
security-critical guarantees. Error events, such as ledger faults
or cryptographic breaks (e.g., signature forgery), occur only
with negligible probability in our model.

A.3 Ideal Functionality For

We recall the standard ideal functionality for Oblivious Trans-
fer For, used as a building block in our construction (e.g., for
input selection in garbled circuits) and assumed in our security
proof. In For, a sender provides pairs of inputs, and a receiver
with choice bits learns exactly one input from each pair, while
the sender learns nothing about the receiver’s choices.

Ideal Functionality For

* Private inputs: P4 has input {(B?,B})};’:1 and
Pp has input y € {0,1}".

e Upon receiving {(B?,B})};’:l from P4 and y
from Pp, send {Biy[']}l’.‘:1 to Pp.

A.4 Threat Model

We analyze security in a two-party setting with static corrup-
tion. Adversaries are probabilistic polynomial-time bounded
but may deviate arbitrarily from the protocol. We distinguish:

* Malicious adversaries, who may behave arbitrarily.

e Covert adversaries, as introduced in [4, 6], who deviate
actively only if they believe the chance of detection is
sufficiently low. This captures rational behavior where
parties are deterred from cheating by the risk of being
exposed and penalized.

~
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This covert model bridges the gap between semi-honest and
fully malicious security and reflects practical settings where
financial penalties enforce compliance. In our protocol, the
Garbler is modeled as covert and the Evaluator as potentially
malicious.

A.5 Security Defintions

We formalize the security of BitPriv via an ideal functionality
Faiteriv, Which the real protocol aims to realize. We first present
the notion of publicly verifiable covert security, which captures
adversaries that may attempt to cheat but are deterred by the
risk of detection and financial penalty. This notion serves
as a stepping stone toward proving that BitPriv achieves the
security goals outlined in Section 2.

Definition 1 (Publicly Verifiable Covert Security). A two-
party protocol satisfies publicly verifiable covert (PVC) secu-
rity with deterrence parameter € if it provides the following
guarantees:

1. Covert Security. Following the explicit-cheat formula-
tion [6], any cheating attempt is detected with probability
at leaste =1 — % where n is the number of circuits.

Public Verifiability. If cheating is detected, the honest
party can generate a publicly verifiable certificate of
misbehavior (i.e., a witness such that ®nyis(w,0) = 1),
except with negligible probability.

3. Defamation-Freeness. No malicious party can forge
such a certificate against an honest party, except with
negligible probability.

7_-[(1(.2.’1")

Ideal Functionality Fgp0

Setup Phase

Register to Ledger: Upon (REGISTER, pkp,) S Py
for k € {A, B}, forward to functionality £ to update
PKI.

Agree on Parameters: Upon (SETUP, p,att) & Py

and (SETUP, p’, [y]) & Ppg,or (ABORT) & from either:

e If p=p’and (pka,Pa),(pkp,Pg) € PKI: send
INIT(p) =% (P4, Pg).

« Else: send ABORTED <% (P4, Pp) and halt.
Corruption Setting:
e If att = cheat(z):

— corruptedA =1
— With probability €: detectedA := 1
— With probability 1 —e€: undetectedA =1




e If att = blatant-cheat:
detectedA =1

corruptedA = 1,

e Ifatt = 1: corruptedA :=0

Active Phase
Start: If no (START) received by 7 = 79 +u, send

(ERROR) <> P4, Pg and halt.
T <Totu
Upon (START) «—— from {P4, Pp}:

Optimistic Path

Distinguish between the following cases:

¢ Both parties honest.
Upon (OPT-REQUEST,m) <> Pp and

?,
(OPT-REVEAL, m, f,x) «— P4, send

=

(OPT-CLOSE, m, f(x,y))‘T—>PB

¢ P, malicious (undetected) and Pg hon-
est.

Upon (OPT-REQUEST,m) < Pg:
If received (OPT-REVEAL-UNDETECTED,

m, f’,x") & P with 2/ = f/(x',y)

T

1, send (OPT-CLOSE, m, 7/) <
Pp. Otherwise, if 77 = L or no
message is received from P4, send

=0

(OPT-CLOSE-FAIL) — Pp.

¢ P, malicious (detected) and Py honest.

Upon (OPT-REQUEST,m) «> Pp: If
received (OPT-REVEAL-DETECTED, m)

-
«— Py, send (OPT-DETECTED, m,

=

. T . .
witness) <— Ppg. Otherwise, if no
message is received from P4, send

=

(OPT-CLOSE-FAIL) “— Pg.

¢ P, honest and Pg malicious.

If received (OPT-REQUEST, m) S Pp
continue as in the case Pp is honest, oth-

=

erwise send (OPT-UNRESPONSIVE) <—s
Py

J

Wait for Pg (clock = 0): and distinguish between the
following cases:

T+

A
1. If (OPT-0UT, j, k) «——— Ppgforsome j € [n]

and k € Out(j):
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(a) Pg honest and P, honest or detected.
If previously sent (OPT-CLOSE, j,k) in
the optimistic path, Let (ca,cp) «
g(k), wait for A to call read-ledger
and verify if fx € TX with output
((ca,One-Sigpy ), (cp,One-Sigpy,,)); if
none exists, output error and halt.

(b) P malicious P, honest. If previously
sent (OPT-CLOSE, j’,k”) in the optimistic
path with j* # j, wait for u call read-
ledger and verify if tx € TX with tx.Out =
(all,One-Sigpy, ); if none exists, output er-
ror and halt.

< A
2. If (REQUEST, m) <" from Pg:

e If detectedA: .
(REVEAL-DETECTED, m) J) Py

o If undetectedA: .
(REVEAL-UNDETECTED, m) — P4
T
o Else: (REVEAL,m) <> P4

3. Idle B (no (REQUEST, j) within A for some j €
[n]):

e corruptedB =1

Th=T1+A
* (ABORTED-B) — P4

3 Sré+u

4. Upon (PUNISH-B) «—— Py:

e If (REQUEST) (_Tf?_, Pp: handle as above.
¢ Else:

— (PUNISH-ABORT) <> (P4, Pg)

— read-ledger and verify if

tx € 1IX with tx.Out =
((all,One-Sigpy, ). (0,0ne-Sigpy,,) )
if none exists, (ERROR) SEN (Pa,Pp)
and halt.

Wait for P (clock =0): Let v := 1) V 7 be the time
the (REVEAL) message was sent to P4

T4<T +A

1. If ((REVEAL-2), 7/) «—— P4 and
(detectedA V undetectedA):

e If detectedA: ((DETECTED-A), witness)
< py
e If undetectedA: ((OUTPUT), Z’) SEY Pg
T4<T'+A

2. Else if ((REVEAL-2), f,x) «—— and
—(detectedA V undetectedA):




* z=f(x,y)
« ((OUTPUT), 2) <> Pg

3. Idle A (no (REVEAL) within A):
Ts=T4+A

* (ABORTED-A) —— Pp

Te<Ts5+U
4. Upon (PUNISH-A) «—— from Pg:

TéSTG
e If (REVEAL-A) «——: handle as above.

* Else:
— (PUNISH-ABORT) <5 (Pa,PB)
— read-ledger and  verify if
tx € TX with tx.Out =

((0,0ne-Sigpy,). (all,One-Sigpy, ) )

if none exists, (ERROR) SN (Pa,Pp)
and halt.

Wait for Pp (clock =0:) Let T := 14 V 7/ be the time
the OUTPUT message was sent to Pp
757" +A
1. If (PUNISH-CHEAT) «——— Pp: for every
round until Ty call read-ledger:

o If detectedA: verify if tx € TX with
tx.Out = ((0,1),(all,One-Sigp;,,)); if

none exists, (ERROR) < (P4, Ppg) andhalt.

Otherwise: (FINISH) SN (Pa,Pp) and
halt.

o If —detectedA: verify if tx € TX with
tx.Out = ((all,One-Sigpy ), (0,1)); if

none exists, (ERROR) <5 (P4, Ppg) and halt.

Otherwise: (FINISH) SN (Pa,Pp) and
halt.

<7 +A

2. If (CLOSE,z7’) «— Pp:

e If undetectedA:

(OUTPUT-UNDETECTED, z’) — P4. Let
(ca,cp) « g(z’), wait for A rounds to call
read-ledger and verify if zx € TX with output
((ca.One-Sigpy ). (cr.One-Sigpy,,)); if
none exists, output error and halt. Other-
wise send (FINISH) to both parties and
halt.

o If P4 honest: 2/ = f(x,y), send (OUTPUT,
Fy) <> Pa Let (cacp) —
g(f(x,y)), wait for A rounds to call read-
ledger and verify if tx € TX with output

((c4,0ne-Sigpy ), (cB,0One-Sigpy,,)); if
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none exists, output error and halt. Other-
wise send (FINISH) to both parties and

halt.
7757 +A
3. If (CLOSE-EQUIV,z””) «—— Ppg: send
(EQUIV-ATTEMPT) SN Py
TS T7+A
e If (PUNISH-EQUIV) , call read-

ledger and verify if tx € TX with tx.Out =
(all,One-Sigpy,); if none CX'IStS, out-
put error and halt. Otherwise, send
(EQUIV-DETECTED) to Pg

TI1=T7+A

¢ Otherwise (IDLE-EQUIV)

TI25T)1+U

Upon (CLAIM-EQUIV)

e send (EQUIV-UNDETECTED, z”) SN Py.
Let (ca,cp) <« g(z”), call read-ledger
and verify if rx € TX with output
((c4,One-Sigpy ), (c,0One-Sigpy,)); if
none exists, output error and halt.

4. Idle B (no (PUNISH-CHEAT) or (CLOSE, 7)
within A):

73=7""+A
* (ABORTED-B) «— Pj4.

To<Tg+u

Upon (PUNISH-B) «—— Py

T4<T9
e If (PUNISH-CHEAT) V (CLOSE) «—— Ppg:
handle as above.

¢ Else:
— (PUNISH-ABORT) < (P4, Pg)
— read-ledger and  verify if

tx € TIX with tx.Out =
((all,One-Sigpy, ), (0,0ne-Sigp; ,)):
if none exists, (ERROR) SN (Pa,Pp)
and halt.

read-ledger: send (READ) < £ and return the reply
(state, PKI, TX) received from L.

B Garbled Circuits and Oblivious Transfer

B.1 Garbled Circuits

A Garbled Circuit (GC) [47,83] is a cryptographic protocol
that allows two parties, a circuit generator (G) and a circuit
evaluator (E), to jointly compute a function without revealing
their private inputs beyond the output itself. In particular, the
generator creates an encrypted version of the Boolean circuit
representation of the target function, which the evaluator can



process to obtain the final result.

We adopt the definition of a secure garbling scheme G
from [87] as a tuple of efficient, deterministic algorithms
(Gb, Ev, En, De, Ve), which emphasizes the use of seeds for
reproducibility and verifiability.

Let f be the function to be computed, « the security param-
eter, and x the input. The algorithms are defined as follows:

e (F,e,d) <« Gb(1*, f,Seed): A deterministic garbler that
takes the function f and a seed to produce a garbled circuit
F, encoding information e, and decoding information d.

* X « En(e,x): The encoder that transforms a plaintext
input x into its corresponding encoded representation,
i.e., labels X.

Y « Ev(F, X): The evaluator that runs on the garbled
circuit F and the encoded input X to produce the encoded
output Y.

e vy« De(d,Y): The decoder that converts the encoded
output Y back to the plain text result y.

L]

b «— Ve(f,Seed, F,d): A verifier that outputs a bit indi-
cating whether the circuit F' and decoding information
d were correctly generated from the function f and the
specified seed.

A secure garbling scheme must satisfy several properties.
Correctness ensures that an honestly generated circuit evalu-
ates to the correct output. Privacy guarantees that the garbled
circuit and encoded inputs can be simulated knowing only
the function’s final output, thus protecting the inputs. Oblivi-
ousness ensures that the circuit and encoded inputs (without
decoding information) do not reveal the output value. Authen-
ticity guarantees that the output was correctly computed from
the specified circuit and inputs, preventing tampering by a
malicious evaluator. Finally, Verifiability guarantees that the
verifier is correct except with negligible probability.

In a two-party setting, the generator runs Gb and sends the
garbled circuit F to the evaluator. The generator also uses En
to encode its own inputs and sends the corresponding wire-
labels to the evaluator. To securely transfer the evaluator’s
input labels without revealing the evaluator’s input choice to
the generator, the parties engage in an Oblivious Transfer (OT)
protocol.

B.2 Oblivious Transfer

OT [20, 33] is a fundamental cryptographic primitive that
allows a receiver to choose one of two messages from a sender
without the sender learning which message was chosen. While
OT can be built from various public-key hardness assumptions,
these constructions are computationally expensive. To improve
efficiency, OT-extension [52] protocols are used to amortize the
cost of a few public-key operations over many OT instances.
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Once the evaluator has obtained all input wire-labels (those
of the garbler via direct transfer and her own via OT), she runs
the Ev algorithm to compute the encoded output. This output
is then decoded either locally by the evaluator or, depending
on the protocol, returned to the garbler for decoding. To defend
against malicious behavior, protocols often employ a cut-and-
choose [88] approach: the garbler generates multiple circuits,
arandom subset of which are opened for verification to ensure
correctness.

C BitPriv in the Fgitvm, L-hybrid world

In this section, we specify BitPriv as a protocol in the Fgirvm, L-
hybrid world. The description proceeds in two phases: a setup
phase, where parties exchange commitments and prepare
transactions, and an active phase, where transactions are
posted and disputes, if any, are resolved via Fgijrym-

BitPriv Description
1. Setup Phase.

(a) (Circuit Generation and Commitment.)
For each i € [n], G generates a garbled cir-
cuit (F;,e;,d;) « Gb(1%, f,seed;) using
an independent random seed seed;. G sends
commitments COMgeeq;, COmMp;, and Comg,
to E, along with the plaintext garbled cir-
cuits F; and the opening to commitments
CoMyeeq;, . E verifies the structural integrity
of each F; and its corresponding commit-
ment. Otherwise E aborts.

(b) (Output Label Commitment.) For each
output wire j € [outbits] (corresponding to
one plain-text output bit), G constructs two
vectors: Outputg = [Com(LguU’j)][e[n]
and Output} = [Com(Ly; )licin], Where

outij denotes the wire label correspond-

ing to output bit b € {0,1} on wire j in

circuit F;. These vectors are then sent to E.

This step ensures that the output decoding

(and thus payout conditions) is fixed across

all circuits.

(¢c) (Garbler’s Input Commitment.) To com-
mit to his input x for each circuit F; while
preserving privacy, G commits to his in-
put labels in a randomly permuted order.
For each input bit j € [/] of circuit F;, G
commits to the pair (Ll(’;’l.’j,LlG_’f’j) for a

random bit b, and sends the commitment

Comy;; to E.

(Oblivious Transfer (OT) and Transcript
Commitment.) For each circuit i € [n] and

(d)




each of her input bits A€ [l], E engages in Optimistic Path

an OT protocol with G to receive her corre-

sponding input label Ly, , := Ly, VA€l Through an authenticated off-chain
To ensure privacy in the case where the OT communication channel, E sends a
transcript is part of the fraud proof, E uses Lamport commitment on the evalu-
her real input y only for a single secret eval- ation index m using the public key
uation index m, and dummy inputs (e.g., hardcoded in the prepared trans-
0%) for all other i # m. To make the protocol actions. If G replies with the cor-
reproducible, E also commits to a random responding pre-images as in step
seed seedg ; from which her randomness is 2(c)i of the pessimistic path and
drawn throughout the execution for i € [n] verifies the correctness of all op-
and sends CoMyeedy; to G. The parties com- erations in circuits F; Vj # m. If
mit to the full public transcripts of all OT the verification succeeds, E pro-
instances, enabling post-facto verification ceeds to close the protocol immedi-
by the BitVM instance. ately by evaluating F,, and spend-

(e) (Transaction Pre-signing/ BitVM prepa- ing the Setup transactiop with a
ration.) Using the commitments generated Close (EIEEEO. cherw1se, E fol-
above, G and E collaboratively construct lows the pessimistic path (second
and mutually pre-sign a tree of Bitcoin case).
transactions. This transaction set, detailed .
in Section 5.3, embeds the protocol logic i. E commits to the evaluation index m €
into on-chain spendable scripts. The com- [n] via a Lamport commitment with
mitments generated in the previous steps are (POST, CommitEvaluationindex) 3
also hard-coded in the logic of the BitVM L
instance to allow for later. verification. If ii. If Setup remains unspent on £ for A
they agree on the transaction set, they are 7
ready to proceed to the on-chain phase. If rounds, G sends (POST, fxg) <= L
at any point there is disagreement, either with txg.Out = (all,One-Sigpy,;)
party can abort and the protocol ends. Wait (up to maximum 7} +u) for a trans-

2. Active Phase. The description of transactions action spending Setup to.appear (,)n L: It
. . txg € L.TX halt, otherwise let 7/ be the
{Setup, CommitEvaluationindex, RevealSeeds, . . .
L . time that CommitEvaluationindex appears
Close} is given in section 5
on L

(a) (I:OSt Setup) E or G sends (POST,7x) (c) (upon CommitEvaluationindex € £.TX)
<5 L with  tx.id = Setup.id. Distinguish between the following cases:
Let 71 < 19 +u be when Setup appears on £ i. G spends CommitEvaluationIn-

(b) (upon Setup € L.TX) dex by  posting pre-signed
Distinguish between the following cases: (POST, RevealSeeds) L)’ revealing

the following information as part of
the witness for unlocking the corre-
sponding Tapleaf script: i) preimages
for seed commitments in combination
m:= [seed;: Vi€ [n]\{m}] and ii)
the input label for each bit of his input
in circuit F,,, that is LXG"mJ Va e [l]
where x, is the A-th bit of G’s input.
For each A the label has to be a valid
decommitment to one of the two
commitments in tuple Comy,,, ,.

ii. If E commits to a different evalua-
tion index than the one she previously
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committed to through their off-chain
communication channel, G sends
(POST, txg SN L with txg.Out =
(all,One-Sigpy,,)
If CommitEvaluationIndex remains un-
spent on L for A rounds, E sends
T .
(POST, txg) — L with txg.Out =
(all,One-Sigpy,.)

iii.

Wait (up to maximum 75+ u) for a trans-
action spending CommitEvaluationindex
to appear on L: If (txg Vixg) € L.TX
halt, otherwise let 7/ be the time that Re-
vealSeeds appears on L

(d) (upon RevealSeeds € L.TX)
Distinguish between the following cases:

i. E sends valid (POST, Closeou:,i)
SN L withi =m, spending the outputs
of the RevealSeeds transaction. G
cannot produce a valid witness for the
PunishEquivScript so after A rounds,
let (ca,cp) <« g(out), then the
output of Close,,, ;) is equivalent to
((ca,One-Sigpy, ), (cp,One-Sigp;,,))

ii. E sends valid (POST, Closey, ;)

< £ with i # m, spending the out-
puts of the RevealSeeds transaction.
G can then spend both outputs of the
transaction by utilizing the PunishE-
quivScript within A rounds.

T
E sends (POST, setup) < L where
setup is the transaction received

iii.

by Fpisvm and sends (START) <
Fpirvar- The parties then interact with
Fgirvar which handles the allocation
of funds in L.

If RevealSeeds remains unspent
on L for A rounds, G sends
(POST, txg) —> £ with txg.Out =
(all,One-Sigpy,,)

iv.

D Proof of Security

We first show that BitPriv achieves covert security, analyzing
separately the cases of a malicious garbler and a malicious
evaluator. We then prove publicly verifiable covert (PVC)
security by establishing public verifiability and defamation-
freeness. Finally, we leverage PVC to demonstrate that BitPriv
satisfies the protocol goals defined in Section 2.

Theorem 4. Assume a straight-line extractable commitment
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scheme in the global random oracle model (ROM), the garbling
scheme is secure, Ilor UC-realises For, and the signature
scheme is existentially unforgeable under a chosen-message
attack (EUF-CMA ). Then BitPriv securely realises Fgipriv in
the Fgir,y» L-hybrid world.

Proof. Covert Security - Malicious G

Let A be an adversary that corrupts G. We construct the
following simulator S”° that runs A as a subroutine, while
playing the role of G in the ideal world interacting with ¥

Simulator for Malicious G

(Signature Forgery) If the simulator S detects
a valid signature with the secret key of E
on a transaction it did not sign during the
simulation, S outputs error and aborts. If the
simulator S detects a valid one-time (Lamport)
signature with the secret key of E on a value it
did not sign during the simulation, S outputs
error and aborts.

\

Setup Phase

1. choose n uniform «-bit strings seedg, Vi € [n]
and send {comseedEi oA

2. Upon receiving the non-hiding commitments
{compg, }!' | and straight-line extractable compu-
tationally hiding/binding {comMgec4, }l’.‘=l from the
adversary A:

 The simulator S extracts the underlying cir-
cuits {F; } and {seed; } from the extractable
commitments.

e If any F; does not match comp,, send
(ABORT) <> F and halt.

3. Upon receiving the commitments to the output
wire labels Output(}. = [com(LY,, ;. Nien) and

1

Output] = [com(L} ; ie[n]:

¢ § extracts the values and stores them for
each circuit i € [n].

4. Upon receiving commitments to the garbler’s
input wire labels for each circuiti € [n]:

* § extracts the committed values X; ; :=
(X l.b X [.l’fb ), arandomly permuted pair of
the j-th input label of G.

23We only allow the simulator to rewind A in the Setup Phase, before any
interaction with the ledger functionality £



5.8 runs n Ilpr instances with A, where

S plays the receiver using fixed selec-
tion bits 0! and randomness derived from
seedg, Vi € [n]. S saves the transcript of
messages exchanged during each (i,1)-th
OT instance transcript; y = {msgi a;} Vj €
|transcript; 2| and their non-hiding commit-
ments comor; , = [commsgiyﬂyj] Vie[n], VA e
[1], Vj € |transcript; ,|. S verifies that the com-
mitments received from A match the transcript

and otherwise send (ABORT) < ¥ and halt.

. For all i € [n] use the extracted seed; to repro-
duce the steps of an honest G during protocol
steps 1.{a,b,c,d} and in particular compute
F!,Output’,,,,Output,, ,,com’or, ,, com;(l_'j‘v’i €
[#]. Let J be the set of indices where p € J
. 0 0 0
if: F) # F, v Output, # Output, V Output, #
Output;)1 vV 3d: com’or,, # comor,, vV 3j :
comy # comy, ;.

PsJ >

(a) If|J|=0setart=1
(b) If |J| =1 set att = cheat(z)
(c) if |J]| = 2 set att = blatant-cheat

. S goes through the presigning phase of trans-
actions and the initialisation of Fgit,,, with A
as an honest E would using the messages re-
ceived above. If at any point A does not follow
the protocol, send abort message to # and stop.
Otherwise, if presigning of messages is done
correctly, send (SETUP, p,att) to F on behalf
of A and (SETUP, p,y) as an honest E would.
Receive the message from ¥ and set the flag
detectedA accordingly.

. S rewinds the adversary A until |J’| = |J| and
detectedA’ = detectedA by repeating steps 1-5 as
above with the following differences:

Choose random m € [n] at the beginning
of the simulation.

(a) Instep 4: Run [1p7 fori # m as above with
input 01 randomness drawn from uniform
seedp,, and for m use the simulator Sor
for Ilp7 extracting all input labels L%’m
for b € {0, 1}. Use the extracted values and
the messages received to reconstruct the
actions of an honest G and in particular:
Let J’ be the set of indices where p’ €
JOifr F), # Fp Vv Outputg, # Output’pq v
Outputg, # Output;)], v3ad:com'or, , #
comor, ,V3j: com&p,’j #comy, ..
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i if |[J'|=1Am¢J setdetectedA=1
ii. if |[J/| =1Am € J’ set detectedA=0
iii. if |J’| > 2 set detectedA=1
(b) S goes through the presigning phase of
transactions exactly as an honest E would.

If at any point A gives an invalid signature
or aborts, rewind to step 8

Active Phase

1. Ssends (POST, Setup)to L exactlyasanhonest

E would and monitors £. As soon as Setup €
L. TX S sends (START) to F and receives back
the reply message. If received (ERROR) output
error and halt. Otherwise continue to the next
step.

. S creates a valid Lamport signature for the chosen

evaluation index m (with the secret key whose
corresponding public key is hardcoded in the
locking script of CommitEvaluationindex) and
sends (POST, CommitEvaluationIndex)to L.
As soon as CommitEvaluationindex € L.TX S
sends (REQUEST, m) to F and receives back the
reply message based on the detectedA flag which
S forwards to A.

. S monitors £ for the RevealSeeds transaction

from A. If the transaction appears within A
distinguish according to the detectedA flag:

e if detectedA, send (REVEAL-A,z') to
and receive back (Detected-A, witness)
where the witness contains values from Fj,
J € J such that v(witness, 1) where v is the
verification function of Fgijrym.

if =detectedA: (REVEAL-A,z’) to F and
receive back (OUTPUT),z’. Use the wit-
ness of the RevealSeeds transactions to ex-
tract the input labels Lé m corresponding to
the effective input x” of the adversary A in
Fp,. S uses the extracted input labels L’g,m
for b € {0, 1} together with y to evaluate cir-
cuit F,, as an honest E would. If the result
is an output label which has effective output
7’ when reconstructed with the semantics
of values extracted from Output(}(m) and

Output}.(m) Vj € [I] proceed as an honest
E would. Otherwise, set an uneval flag.

e If |J] =0 (G did not make a cheat attempt),
then S uses the witness of the RevealSeeds
transactions to extract the inputlabels L,




corresponding to the input x of the adver-
sary A in F,,. S uses the extracted input
labels LZ_’m for b € {0, 1} together with y
to calculate the output z = f(x,y). Send
(REVEAL-A, f,x) to F and receive back
the (OUTPUT, z) message.

If A fails to post RevealSeeds within the time-
out A, receive (ABORTED-A) from F S sends
a punishment transaction fx to L. Monitor
L for the next u rounds and if tx € L.TX,
S sends (PUNISH-A) to ¥ and receives a
(PUNISH-ABORT) message in return, which §
shares with A. If (ERROR) is received from
¥, S outputs error and halts. Otherwise, if the
RevealSeeds transaction appears instead, then
continue as above.

4. Upon receiving the response from ¥ after the
reveal step, S proceeds to the final action:

(a) If detectedA, S simulates E initiat-
ing a dispute. S sends (START) and
(CLAIM, witness, 1) to fitvm. If S re-
ceives (INIT) from Fgirvm, S then sends
(PUNISH-CHEAT) to ¥ and outputs what-
ever ¥ outputs.

(b) If undetectedA A —uneval or |J| =0, S
sends (POST, Close, ) to £ and when
the transaction appears on informs ¥ by
sending (CLOSE, 7). S outputs whatever
outputs.

(c) If undetectedA A uneval, S wait for A
rounds, receives (ABORTED-B) from Fm
forwards it to A and halts. TODO: add
transaction Close-collateral

Hybrid 0,

We assume an EUF-CMA signature scheme and a secure
one-time signature scheme so the error events (in the light
orange frame) of the description of S do not occur, except with
negligible probability. Therefore, the distribution of the output
of S and Hybrid 0, is computationally indistinguishable.

Hybrid 0},

This is the ideal-world execution between S and the honest E
holding input y(m), interacting with functionality ¥ . By inlin-
ing the actions of S, ¥ and E we may rewrite the experiment
as follows:
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Hybrid 0,

Setup Phase

1. choose n uniform «-bit strings seedg, Vi € [n]
and send {comseedEl_ J toA

2. Upon receiving the non-hiding commitments
{compg, }!' | and straight-line extractable compu-

tationally hiding/binding {comjeeg; }! | from the
adversary A:

* extract the underlying circuits {F;} and
{seed;} from the extractable commitments.

e If any F; does not match comg,, E aborts
and outputs L

3. Upon receiving the commitments to the output
wire labels Output(}. = [com(LY,, ;. Nien) and
Output} = [com(Léut’i,j)]iE[”]:

* extract the values and store them for each
circuit i € [n].

4. Upon receiving commitments to G’s input wire
labels for each circuit i € [n]:

* extract the committed values X;; :=
(X l.b X l.l,;b ), arandomly permuted pair of
the j-th input label of G.

5. Run n Ipr instances with ‘A, as the receiver
using fixed selection bits 0 and randomness
derived from seedg, Vi € [n]. Save the transcript
of messages exchanged during each (i,1)-th
OT instance transcript; y = {msg; ,j} Vj €
|transcript; 2| and their non-hiding commit-
ments comor, , = [commsgm]_] Vi€ [n], VA e
[/], Vj € |transcript; ,|. Verify that the com-
mitments received from A match the transcript
and otherwise E aborts and outputs L

6. For alli € [n] use the extracted seed; to repro-
duce the steps of an honest G during protocol
steps 1.{a,b,c,d} and in particular compute
F!,Output’,,,,Output;, ,,com’or, ,, Com:x,«,j Vie
[n]. Let J be the set of indices where p € J
. 0 /0 0
if: F}, # F,, v Output,, # Output,’ v Output, #
Output;,1 v 3d: com’ot,, # comot, , V3] :
comy, #comy, ..

P-J L

(@) If|J|=0setatr=_1
(b) If |J] = 1 set att = cheat(z))
(c) if |J| = 2 set att = blatant-cheat




7. Go through the presigning phase of transactions
and the initialisation of Fgj,,, With A as an hon-
est E would using the messages received above.
If at any point A reply or sends invalid messages,
E aborts. Otherwise, if presigning of messages is
done correctly, if |J| > 2 set detectedA, if |J| =1
with probabilty € set detectedA and with the
remaining probability 1 — e set undetectedA. If
|J] =0, do nothing and continue below

8. Rewind A until |J’| = |J| and detectedA’ =
detectedA by repeating steps 1-5 as above with
the following differences:

Choose random m € [n] at the beginning
of the simulation.

(a) Instep 4: Run Ilp7 for i # m as above with
input 01 randomness drawn from uniform
seedp,, and for m use the simulator Sor
for Tlor extracting all input labels L%,
for b € {0, 1}. Use the extracted values and
the messages received to reconstruct the
actions of an honest G and in particular:
Let J’ be the set of indices where p’ €
JOif: F # Fpr v Outputg, # Output;,g v
Outputg, # Output}’ol, V3d:com'or, , #
comor, , V dj: com;(p,,j #comy, ..

i. if |[J'|=1Am ¢ J set detectedA=1
ii. if |J'| =1Am e J’ set detectedA=0
iii. if |J’| > 2 set detectedA=1
(b) Go through the presigning phase of trans-
actions exactly as an honest £ would. If at
any point A gives an invalid signature or
aborts, rewind to step 8

Active Phase

1. Send (POST, Setup)to L exactly as an honest E
would and monitor £. As soon as Setup € £.TX
continue to the next step. If the transaction is not
in £ after u rounds, E outputs error and halts.

2. Create a valid Lamport signature for the chosen
evaluation index m (with the secret key whose
corresponding public key is hardcoded in the
locking script of CommitEvaluationindex) and
send (POST, CommitEvaluationIndex) to L.
As soon as CommitEvaluationindex € L.TX con-
tinue to the next step. If the transaction is not in
L after u rounds, E outputs error and halts.

o if detectedA, calculate a witness where
the witness contains values from F;, for
uniform j € J such that v(witness, 1) where
v is the verification function of Fgjrvm.

e if ~detectedA: Use the witness of the Re-
vealSeeds transactions to extract the input
labels Lg’m corresponding to the effective
input x” of the adversary A in F,,. Use the
extracted input labels L7, | for b € {0,1}
together with y to evaluate circuit F;,, as an
honest E would. If the result is an output
label which has effective output z” when re-
constructed with the semantics of values ex-
tracted from Output(]).(m) and Output}(m)
Vj € [I] proceed as an honest E would.
Otherwise, set an uneval flag.

 If |J| =0 (G did not make a cheat attempt),
then use the witness of the RevealSeeds
transactions to extract the input labels L,
corresponding to the input x of the adver-
sary A in F,,. Use the extracted input labels
L%,m for b € {0, 1} together with y to cal-
culate the output z = f(x,y).

If A fails to post RevealSeeds within the time-
out A, send a punishment transaction tx to L.
Monitor L for the next u rounds and if tx € £.TX,
send (PUNISH-ABORT) to A. Otherwise, if the
RevealSeeds transaction appears instead, then
continue as above. If neither transaction is not in
L after u rounds, E outputs error and halts.

4. Proceed to the final step:

(a) If detectedA, E initiates a dispute by send-
ing (START) and (CLAIM, witness, 1)
to Fgirvm. If received (INIT) from Fgirvm,
monitor £ for Tg;vy rounds and if tx € TX
with tx.Outr = ((0,.1), (all,One-Sigp;,,))
send (FINISH) to A. Otherwise E outputs
error and halts.

(b) If undetectedA A —uneval or |J| =0, send
(POST, Close, ,,) to L and when the
transaction appears on £ E outputs 7’ if
undetected and f(x,y) otherwise.

(¢c) IfundetectedA Auneval,wait for A rounds
and E sends (ABORTED-B) to A and halts.

Hybrid 1
3. Monitor £ for the RevealSeeds transaction from ybri
A. If the transaction appears within A distinguish According to the ledger functionality £, a transaction is de-
according to the detectedA flag: layed by at most u rounds. Additionally, as stated before, the

transactions that are pre-signed at the Setup phase uniquely
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define the eligible set of spending transactions (except with
negligible probability). Spending a transaction output with a
transaction outside the presigned set would require forging a
signature. Therefore, the red events of the previous experiment
never occur, except with negligible probability, and the dis-
tribution of the outputs of the two experiments is identically
distributed.

Hybrid 2

We modify the previous hybrid experiment by choosing a
uniform m € [n] at the beginning of the experiment. Then
in step 7 of the Setup Phase: If |J| > 2 then set detectedA,
If |[J| =1 set detectedA if m ¢ J and undetected if m € J.
In step 3 of the Active Phase, in the case that |J| > 2, when
calculating a witness, select j € J such that j # m. We notice
that m ¢ J with probability € in the case that |J| = 1 so the
outputs of Hybrid 1 and Hybrid 2 are identically distributed.

Hybrid 3

The previous hybrid experiment is modified as follows: In step
5 of the Setup Phase, use Sot to run the m’th instance of [t
and extract all of A’s inputs in those executions. Following
the security of I[Igt the distribution of the outputs of Hybrid
2 and Hybrid 3 are computationally indistinguishable.

Hybrid 4

Since steps 1-5 have become identical to the modifications
applied to the rewinding. We can “collapse” the rewinding t,
obtaining the following experiment Hybrid 4 which is statisti-
cally indistinguishable from Hybrid 3 (with the only difference
occurring in case of an aborted rewinding in the latter):

Hybrid 4

Setup Phase Choose uniform index m € [n]

1. choose n uniform «-bit strings seedg, Vi € [n]
and send {comseedEi oA

2. Upon receiving the non-hiding commitments
{comp, }_, and straight-line extractable compu-
tationally hiding/binding {comge.4; };’:1 from the
adversary A:

* extract the underlying circuits {F;} and
{seed;} from the extractable commitments.

* If any F; does not match comp,, E aborts
and outputs L

3. Upon receiving the commitments to the output

: 0_ 0
wire labels Output; = [com(Lout’i’j)]iE[n] and

Output} = [com(LéuLl.’j)],-E[n] extract the values

and store them for each circuit i € [n].
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4. Upon receiving commitments to G’s input wire
labels for each circuit i € [n] extract the com-
mitted values X; ; := (Xi’f .,Xilv;b), a randomly
permuted pair of the j-th input label of G.

5. Run Ip7 for i # m with input 0* and random-
ness drawn from seedg,, and for m use the
simulator Sor for [lpr extracting all input la-
bels L%’m for b € {0,1}. Save the transcript
of messages exchanged during each (i,1)-th
OT instance transcript; y = {msg; a,j} Vj €
|transcript; 2| and their non-hiding commit-
ments comor, , = [commsgi’/l‘j] Vi€ [n], VA e
[], Vj € |transcript; ;. Verify that the commit-
ments received from A match the transcript and
otherwise E aborts and outputs L. Use the ex-
tracted values and the messages received to recon-
struct the actions of an honest G and in particular:
Let J be the set of indices where p € J if: Fr/f #
F, v Output), # Output/? v Output), # Output) v
A : com’ o1, , # comor,, vV 3j : com%p’j *
comy, ;.

(a) if |[J|=1Am ¢ J set detectedA=1
(b) if |J| =1 Am € J set detectedA=0
(c) if |J] = 2 set detectedA=1

6. Go through the presigning phase of transactions
and the initialisation of Fgit,,, with A as an hon-
est E would using the messages received above.
If at any point A reply or sends invalid messages,
E aborts. Otherwise, if presigning of messages is
done correctly, if |J| > 2 set detectedA, if |J| =1
with probabilty € set detectedA and with the
remaining probability 1 — € set undetectedA. If
|J| = 0, do nothing and continue below

Active Phase

1. Send (POST, Setup)to L exactly asan honest E
would and monitor £. As soon as Setup € £.TX
continue to the next step.

2. Create a valid Lamport signature for the chosen
evaluation index m (with the secret key whose
corresponding public key is hardcoded in the
locking script of CommitEvaluationindex) and
send (POST, CommitEvaluationIndex) to L.
As soon as CommitEvaluationindex € £.TX con-
tinue to the next step.

3. Monitor £ for the RevealSeeds transaction from
A. If the transaction appears within A distinguish
according to the detectedA flag:




e if detectedA, calculate a withess where
the witness contains values from F;, for
uniform j € J such that v(witness, 1) where
v is the verification function of FgijrvMm.

¢ if ~detectedA: Use the witness of the Re-
vealSeeds transactions to extract the input
labels Lg’m corresponding to the effective
input x” of the adversary A in F,,. Use the
extracted input labels L%, for b € {0,1}
together with y to evaluate circuit F;,, as an
honest E would. If the result is an output
label which has effective output z” when re-
constructed with the semantics of values ex-
tracted from Output(}.(m) and Output} (m)
Vj € [I] proceed exactly as an honest E
would when executing the protocol. Other-
wise, set an uneval flag.

* If |J| =0 (G did not make a cheat attempt),
then use the witness of the RevealSeeds
transactions to extract the input labels Lg’m
corresponding to the input x of the adver-
sary A in F,,. Use the extracted input labels
LY, for b € {0,1} together with y to cal-
culate the output z = f(x,y).

If A fails to post RevealSeeds within A, send
a punishment transaction #x to L. Monitor £
for the next u rounds and if tx € L.TX, send
(PUNISH-ABORT) to A. Otherwise, if the Re-
vealSeeds transaction appears instead, then con-
tinue as above.

4. Proceed to the final step:

(a) If detectedA, E initiates a dispute by send-
ing (START) and (CLAIM, witness, 1)
to Feirvm. If received (INIT) from Fgirvm,
monitor £ for Tg;;vp rounds and if tx € TX
with zx.Out = ((0,1), (all,One-Sigp,,))
send (FINISH) to A.

If undetectedA A —uneval or |J| =0, send
(POST, Closey ) to L and when the
transaction appears on L E outputs z’ if
undetected and f(x,y) otherwise.

(b)

IfundetectedA ANuneval,wait for A rounds
and E sends (ABORTED-B) to A and halts.

(©)

Hybrid 5

This hybrid is modified from the previous experiment in how
the witness is generated in the detectedA case. Specifically, in
step 3 of the Active Phase, the witness is now calculated from
the values revealed by A on the ledger £ for the check circuits
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J # m, precisely as an honest £ would in the real protocol.
This same witness is then used in the (CLAIM, witness, 1)
message sent to the Fpjrym functionality.

To formalize this, let J := J\ {m} be the set of check-
circuit indices where an inconsistency is found. An index
p € [n]\ {m} is in J if the reconstructed honest execution
using seed,, does not match A’s revealed data; i.e., if F; [’, +F,,
if the output label commitments do not match, or if the OT or
input-label commitments are inconsistent. With J defined as
in Hybrid 4, we observe the following equivalences:

[ =2v(J=1AmeJ) = |[J|>1

J|=0v([J|=1Ame)) = J=0

Therefore, the only way for the output distribution of this
hybrid to differ from the previous one is if A violates the
binding property of the commitment scheme by revealing
decommitments different from those extracted by the simulator.
In the random-oracle and ideal-ledger models we assume, this
is not possible. Thus, the output distribution of Hybrid 5 is
identical to that of Hybrid 4.

Hybrid 6

This hybrid alters the previous experiment in the case where
no cheating was attempted (|J| = 0). In step 3 of the Active
Phase, the output z is now calculated by evaluating the garbled
circuit F,, exactly as an honest £ would in the protocol
execution, rather than being assigned the value f(x,y) by the
experiment’s logic.

Since |J| =0, it is established that ‘A has correctly garbled
the circuit for function f into F,,,, has committed to valid input
labels L"G’m corresponding to its input x, and has correctly
committed the circuit’s output labels. By the correctness
property of the garbling scheme, the output resulting from an
evaluation of F,,, will be f(x,y), unless A violates the binding
property of the commitment scheme during the reveal. As this
is not possible in the assumed model, the output distributions
of Hybrid 6 and Hybrid 5 are identical.

Hybrid 7

We modify the previous experiment by altering the execution of
the Oblivious Transfer for the evaluation circuiti = m. In step 5
of the setup phase, we now run the real OT protocol, I1oT, with
E using her true input y, instead of using the OT simulator Sor-.
It follows from the security of 1o that the output distribution
of Hybrid 7 is computationally indistinguishable from that of
Hybrid 6.

Hybrid 8

In the final modification, the execution of Ilgt for the eval-
uation circuit i = m now proceeds using pseudorandomness
derived from the seed seedg ,,, rather than true randomness.



It is immediate that the output distribution of Hybrid 8 is
computationally indistinguishable from that of Hybrid 7.

As Hybrid 8 corresponds to a real-world protocol execution
between the adversary A and an honest party E, this concludes
the proof.

Covert Security - Malicious £

Let A be an adversary that corrupts E. We construct the
following simulator S that runs A as a subroutine, while
playing the role of E in the ideal world interacting with ¥ . To
avoid lengthy repetition, we omit error events that occur due to
signature forgery and £ malfunction from the description of

the simulator with the same arguments that were used above.

Simulator for Malicious E

Setup Phase At any point in the setup phase, if A
does not reply within a predetermined number of
rounds ¢, since the last message received at 7, send

e
(ABORT) ——% &

1. Receive n commitments {comyeedE } from A
and extract their values.

2. Choose uniform «-bit strings seed; Vi €
[n] and honestly calculate (Fj,e;,d;) «—
Gb(1%, f,seed;). Send the values {comgeeq, }
and {comp, }_, together with F; to A.

3. Honestly generate Output(} =
sl

[c om(Lou“j)] eln] and Output, =
[com(LOut ; J)] e[n]> Where LOut . denotes the

wire label corresponding to output bit b € {0, 1}
on wire j in circuit F; and send them to A.

4. Generate the pair (LG ; /,O’l) where Lx i is the
Jj-th input label in circuit i which corresponds to
the j-th bit of x and send the randomly permuted
commitment comy; ; to A.

5. Use the simulator Sor to interact with (A in all
executions of [Igt thus extracting all the values
y;. (Note that if A executes Ilot honestly there
is a single m € [n] such that y,, =y and y; =0
Vi £ m.) Save all the transcripts for the (i,1)-th
OT instance transcript; y = {msg; a;} Vj €
|transcript; 5| and their non-hiding commit-
ments comor; , := [commsg, " 1Vie|[n], VA e
[1], Vj € |transcript; al. Send the commitments
to A and if the adversary aborts send (ABORT)

< ¥ and halt.

6. Go through the presigning phase of transactions
and the initialization of Fgjrym as an honest G

would verifying that transactions are prepared
correctly according to the above commitments
sent to and received from A. If at any points A
does not sign a transaction or attempts to sign

a maliciously crafted one, send (ABORT) R F
and halt. Otherwise, send (SETUP, p,Ll) and
(SETUP, p, [y]) on behalf of A.

Active Phase

1. Send (POST, Setup)to.L exactly asanhonest G
would and monitors L. As soon as Setup € L.TX
S sends (START) to ¥ and forwards the reply
message to A.

2. Monitor £ for the next A rounds. Once CommitE-
valuationindex appears on L extract the value m
from the witness of the transaction together with
the Lamport signature on that value which is valid
with respect to the public key hardcoded in the
transaction and send (REQUEST, m) on behalf of
A and receive (REVEAL,m) from F .If Com-
mitEvaluationindex transaction ¢ £.TX after A
rounds, receive (ABORTED-B) from ¥ and send
punishment transaction ¢x (spending condition is
expired timelock) to £. Monitor £ for the next
u rounds: if tx € L.TX, send (PUNISH-ABORT)
to A. Otherwise, if the CommitEvaluationindex
transaction appears instead, then continue as
above.

3. Post RevealSeeds transactions, including the
Lamport signature received above in the witness,
revealing seed; Vi # m and L, , corresponding
to input x. Once ReveaISeeds € L.TX, send
(REVEAL-3, f,x) to ¥, and forward the reply
(OUTPUT, f(x,y)) to A where y is the value y,,
used by A in the executions of IIor of input
labels for F,,.

4. Distinguish between the possible actions of A:

(a) If A posts Close using one-time signa-
ture for m which is validated by £. Out-
put f(x,y), wait for A rounds and send
(FINISH) to A on behalf of F.

(b) If A posts Close signing a different index
J # m (equivocating). Spend the output on
L before the timelock A expires, and send
(EQUIV-DETECTED) to A on behalf of .
Output L and halt.

(c) If A spends RevealSeeds with the setup
transaction received by Fgicvm, extract the
values w, 0 from (CLAIM,w,0), verify that
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v(w,0) # 1 and output L. Otherwise output
error and halt

If A does not send a valid transaction to
L spending the output of RevealSeeds.
Send ¢x to L spending the output through
the expired timelock. Monitor £ for the
next u rounds, and if tx € L.TX, send
(PUNISH-ABORT) to A on behalf of ¥, out-
put L and halt. Otherwise, if a Close or
setup transaction appears on L instead,
continue as above.

(d

Hybrid 1

We argue that the event in red occurs with negligible proba-
bility. Since the garbling scheme G and the transcript of [1ot
can be reconstructed deterministically, for an honest G, the
only scenario where v(w,0) # 1 is if:

1. A uses a different decommitment seed’ than the ones
revealed by S in the witness of RevealSeeds to forge
COMyeed; = COMgeeq fOr sOme j € [n] \m

2. A uses a different decommitment in w to a value seedg,
than the ones extracted by S at step 1 of the Setup Phase.

3. A uses a different decommitment in w for a commit-
ment comor; , := [commsg, , ,,] Vie[n],VAe[l], Vje
|transcript; ;|

However, due to the binding property of the commitment in
the random oracle model, these events occur with negligible
probability. Therefore, the distributions of the outputs of the
two experiments are computationally indistinguishable.

Hybrid 2

We modify the previous experiment in the following way: In
Step 4 of the Active Phase, in the case that A does not attempt
to equivocate: reconstruct the output value z with the semantics
of values of Output?. (m) and Output}. (m) Vj € [I] and output
z. Due to the security of I1oT, A receives only the labels cor-
responding to y,,, and receives the input labels corresponding
to x at step 3 as decommitments. Due to the security proper-
ties of G, the only output labels that A learns that function
as decommitments to values of Output? (m) and Output} (m),

are chn[;{ ! ,, Which unlock commitments output®¥! (m) for
each output bit j € [/], where z = f(x,y). It follows that the
distribution of Hybrid 2 is computationally indistinguishable

from the distribution of Hybrid 1.

Hybrid 3

We modify the previous experiment in the following way: In
step 3 of the Active Phase, generate the permuted commitment
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tuple exactly as an honest G would. It follows from the hiding
property of the commitment scheme that the two distributions
are computationally indistinguishable.

Hybrid 4

Finally, change the last experiment by executing protocol
IoT in step 5 of the Setup Phase. It is immediate from the
security of 1ot that the two distributions are computationally
indistinguishable.

Since Hybrid 4 corresponds to a real-world execution of
the protocol by an honest G, this completes the proof. O

Publicly Verifiable Covert Security

We use the notion of publicly verifiable covert (PVC) secu-
rity from Definition 1, comprising (i) covert security with
deterrence parameter ¢, (ii) public verifiability via a certificate
(witness) w with ®pis(w,0) = 1 when cheating is detected,
and (iii) defamation-freeness (no certificate can be forged
against an honest party, except with negligible probability).

Corollary 4.1 (PVC Security of BitPriv). In the
(Fsirvm», L, For)-hybrid model, and under the assumptions
in Section 2, the protocol lgypriy satisfies PVC security with
deterrence parameter € = 1 — ,ll where n is the number of
circuits in the cut-and-choose.

Proof. It remains to prove public verifiability and defamation-
freeness. These properties are captured directly in our ideal
functionality Fgjpriv- In particular, when an honest evaluator £
initiates the dispute mechanism through FgivMm, the resulting
witness w constitutes a valid certificate, while for an honest
garbler G, we showed that it is impossible for E to forge w
such that v(w,0) = 1. O

Corollary 4.2. BitPriv achieves privacy, financial fairness,
and guaranteed output delivery with probability at least €.

Proof. Implied by Theorem 4.1, the financial enforcement of
FsitvMm, and the security of L.

E Compliance of Rational Parties

Our security proof guarantees that cheating is detected with
high probability and financially penalized on-chain. For the
protocol to be effective in practice, however, honesty must be
the most profitable strategy for rational, utility-maximizing
parties. This is achieved by requiring parties to lock financial
collateral high enough to ensure that the expected outcome of
any cheating attempt is a net loss.

G’s potential cheating actions are constrained in two key
ways: (i) all potential fund allocations are defined by pre-
signed transactions, limiting them to biasing the outcome, not
inventing a new one; and (ii) the cut-and-choose mechanism



ensures any deviation from the protocol is detected with
probability € = 1 — 1/n. These constraints leave two primary
avenues for attack:

1. Function Manipulation: G may alter the circuit’s logic
to prioritize either financial gain or information leak-
age. For financial gain, the function can be modified to
deterministically yield the most profitable pre-signed
allocation, irrespective of the inputs. For information
leakage, the function can map specific bits of E’s input
to distinct outputs, thereby encoding information into the
final payout.

2. Selective or Full Denial-of-Service (DoS): G can en-
gineer the circuit to produce output wire labels that do
not correspond to any of the pre-signed payout preim-
ages, again choosing between a financial or informational
objective. A full DoS forces failure for all inputs, guaran-
teeing G receives the fairness/liveness punishment y. In
contrast, a selective DoS forces failure only for a subset
of inputs. This partitions the input space, allowing G to
learn a single bit of information based on whether the
protocol aborts or completes successfully.

E.1 Garbler Compliance

A rational G deviates only if the expected gain is positive.
Model parameters:

e a(o): utility from learning o € {0,...,outbits} bits
about G’s input y.

* R: reputational cost if publicly caught cheating.

e r: reputational cost if G notices a non-evaluable circuit
without public evidence.

* colg: G collateral; ing: G input coins; ing: G input
coins.

* ug(z): utility from fund allocation g(z); uG. max 18 its
maximum.

¢ €: detection probability, where e = 1 — 1 /n.
e y: penalty for E not revealing output.

Strategy 1: Function Manipulation. Since payouts are fixed
in advance, the only way to extract information about y is to
modify the function so that the selected presigned allocation
correlates with bits of y. This may force the run into allocations
that are less favorable for G; therefore, G finds the optimal
balance between maximizing financial payout and gaining
information. According to their personal evaluation of the
utility from learning specific bits, G might map multiple
outputs of ¥ to the same allocation to avoid payouts that are
not worth the extra information gain.
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Let f(x,y) = § be the modified function and let Q(o-) be
the best allocation achievable while leaking o bits. G chooses:

0" € arg max

o €{0,...,outbits }

() +EBluc (@),

If not detected, the expected utility is W, = a(c*) +
Elug(Q(c*))], and the expected gain is:

E[Gain;]| = (1 —€) W) —€(colg +ing +R). €))

As o grows, (o) increases while E[ug (Q(0))] typically
decreases, capturing the money-for-information trade-off.

Strategy 2: DoS. In a Denial-of-Service attack, G engineers
the circuit to fail on a chosen subset of E’s inputs, S C Y.
This partitions the input space, creating a binary outcome:
the protocol either completes successfully or it aborts. By
observing this outcome, G learns whether E’s input y was in
the failure set S.

The amount of information gained from this binary obser-
vation is fundamentally limited by its entropy. For a binary
event with success probability p, the entropy H(p) is at most
one bit, a maximum reached when the outcome is most uncer-
tain (p = 0.5). Formally, the mutual information I(Y; F(Y))
between the secret input and the binary outcome is bounded
by this value:

I(Y;F(Y)) <H(F(Y)) = Hy(p), where p =Pr[Y ¢ S].

G’s optimal choice of p balances the utility from the informa-
tion leak against the competing financial outcomes of success
versus failure. This trade-off is formalized as the following
utility-maximization problem:

p*earg max |apos(p)+p-Eluc(Qpos(p))]

+(1-p)-(ing +ing—r)]

Here, apos (p) represents G’s subjective utility from the infor-
mation gained when the circuit fails with probability p. G’s
optimal strategy, p*, is the probability that maximizes their
potential gain from this cheat. This maximized utility is W:

Wi = apos(0') + | p* B[ (Qoos (1) o
+(1-p") - (y+ing —r)]

The final expected gain, E[Gain; |, determines if the strategy is
rational by weighing ‘W), against the penalty of being caught:

“

Theorem 5 (Garbler Compliance). The protocol achieves
rational garbler compliance for a set of parameters
(a,€,ing,ing,g,colg,R,r) if

E[Gainy] = (1 —€) W5 —€(colg +ing +R).

max (E[Gain], E[Gainz]) <0



E.2 Evaluator Compliance

E’s only profitable deviation is to learn the output z = f(x,y)
but refuse to complete the protocol, thus keeping the result
secret from G. Let 8 be E’s utility from this secrecy, and
let rg be the reputation cost to E from this deviation. To
ensure compliance, the financial fairness penalty for being
unresponsive, denoted y and enforced by timelocks, must
outweigh any utility gained from secrecy.

Theorem 6 (Evaluator Compliance). The protocol achieves
rational evaluator compliance for a set of parameters (83,y,rg)
if the fairness penalty an unresponsive E incurs, vy, satisfies:

Y+re > B

F Additional Evaluation Results

In this section we provide further measurements that com-
plement the evaluation in the main text. Table 4 reports gar-
bling performance for SHA-256 compression circuits, show-
ing the cost of garbling, hashing, and communication under
LAN/WAN settings as n increases. Tables 5—7 detail the scal-
ing behavior of the Close transaction for different witness
designs (U, PC, PS) across k atn =4,8, 16. Tables 8 and 9 give
the size and fee of the RevealSeeds transaction as a function
of input length /inpis and number of circuits n, respectively.
Finally, Figure 4 summarizes the scaling trends of Close
across tapscript and transaction size, with full numeric values
provided in the tables above. All results are reproducible using
the artifact accompanying this paper.

n Garble+ser (ms) Hash (ms) LAN (s) WAN (s) MB
1 1214 336 0.003 0.069 0.689
4 3353 1023 0.012 0.156 2.756
8 6329 1905  0.023 0.271 5.511
16 12823 3952 0.046 0.502 11.022

Table 4: SHA-256 (compression) garbling performance.

Table 5: Close scaling vs. k (vB and witness out_pre) for
n=4.

k  vBy vVvBpc VBps Wu Wpe Wpg
(vB) (vB) B) (B) (B) (B)

1 264 264 269 17 17 34
2 285 276 277 34 33 34
4 328 301 293 68 65 34
8 412 349 325 136 129 34
16 580 445 389 272 259 34
32 916 637 517 544 515 34
64 1580 1013 765 1088 1027 34
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Table 6: Close scaling vs. k (vB and witness out_pre) for

n=8.

k VBU VBpC VBPS WU WPC Wps

(vB) vB) (vB) (B) B (B

1 289 289 294 17 17 34

2 310 301 302 34 33 34

4 353 326 318 68 65 34

8 437 374 350 136 129 34

16 605 470 414 272 259 34

32 941 662 542 544 515 34

64 1605 1038 790 1088 1027 34

Table 7: Close scaling vs. k (vB and witness out_pre) for

n=16.

k vBuy vBpc vBps Wy Wpc Wps

(vB) <B) (vB) B B B

1 314 314 319 17 17 34

2 336 327 327 34 33 34

4 378 351 343 68 65 34

8 462 399 375 136 129 34

16 630 495 439 272 259 34

32 966 687 567 544 515 34

64 1630 1063 815 1088 1027 34

Table 8: RevealSeeds transaction size & cost vs. linpis for

n = 16 circuits. Fee rate f =4 sat/vB.

linbits ~ vbytes  fee (sat) fee ($)
64 1,821 7,284 8.16
128 3,261 13,044 14.61
256 6,143 24,572  27.52
512 11,903 47,612  53.32
1024 23,423 93,692 104.93
2048 46,462 185,848 208.14

Table 9: RevealSeeds transaction size & cost vs. n for fixed

linbits = 128. Fee rate f =4 sat/vB.

n vbytes fee (sat) fee ($)

4 3,08 12,356 13.84

8 3,149 12,596 14.11
16 3,261 13,044  14.61
32 3477 13,908 15.58
64 3,901 15,604 17.48
128 4,742 18,968 21.24
256 6,414 25,656 28.73
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(a) Tapscript size vs. k at n=16 for U/PC/PS.
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(b) Virtual size (vbytes) vs. k at n=16 for U/PC/PS.

Figure 4: Scaling of Close for different witness designs. Complete per-k tables for n € {4,8, 16} are provided in the appendix.

G Algorithm Pseudocode

We now present pseudocode for the key scripts and verifica-
tion routines used in BitPriv, capturing the enforcement logic
implemented in Bitcoin transactions and in the BitVM dispute
mechanism.

G.1 RevealSeeds Script

The RevealSeeds script (Algorithm 1) enforces that the eval-
uator reveals valid openings for all but one circuit seed and
for the garbler’s input labels in the selected evaluation circuit.
It ensures that commitments are opened consistently and that
the evaluation index m is bound by a Lamport commitment,
allowing misbehavior to be detected. By doing so, the script
provides the evidence required to prove cheating and enables
the dispute mechanism to be resolved on-chain.
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G.2 Close script

Algorithm 2 verifies the correctness of the evaluated circuit’s
output. It reconstructs the output from revealed wire-label
preimages and checks that it matches the committed result. If
the preimages are inconsistent or the output is incorrect, the
script prevents payout, enabling later dispute resolution.

G.3 BitVM pseudocode

This predicate subroutine ®@p,;s (Algorithm 3) is invoked within
BitVM.Enforce to check for protocol violations. It verifies
consistency of seeds, circuit encodings, commitments, and
OT transcripts. Any mismatch results in a violation bit, which
serves as a publicly verifiable certificate of misbehavior.



Algorithm 1: Redeem script for the RevealSeeds

transaction (RSScript).

1 Function RevealSeedsScript (0GE, M, Tm,
[seedPreimages), [inputPreimages] ) :

CheckMultiSig Verify .. (0GE)

LampSigVerifyp_(m,07,)

> Verify evaluation index and witness

size.
5 if m # j or |[seedPreimages]| #n—1 or
|[inputPreimages]| # [ then
6 | return False
7 end

> Verify preimages of seeds with Com/
the vector over [n]\{j}.
8 fork=0ton-2do

9 if H (seedPreimages[k]) # Com’ (k) then
10 | return False
1 end
12 end
> Verify preimages of input wire
labels.
13 fort=0to/—1do
14 if H (inputPreimages|[t]) ¢
{comx; ,(0),comx; (1)} then
15 | return False
16 end
17 end
18 return True
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Algorithm 2: Redeem script for the Close transaction.
Each leaf contains a script for a different combination
of result out for evaluated circuit j.

1 Function
CloseScriptou,j (OGE,M,0m, [outPreimages])

2 CheckMultiSig Verify,y, .. (0GE)

3 LampSigVerifypk (m,07)

> Let k be the number of circuit output
bits.

4 if m # j or |[outPreimages]| # k then

5 return False

6 end

> Reconstruct circuit output from the
revealed output wire preimages.

7 computed_out «— 0

8 fori=0to k—1do

9 if H (outPreimages[i]) = 0utput5).(i) then
10 | continue

11 end

12 else if H (outPreimages[i]) = Output} (7) then
13 ‘ computed_out < computed_out +2'

14 end

15 else

16 | return False

17 end

18 end

19 if computed_out # out then

20 | return False
21 end
22 return True




Algorithm 3: Predicate subroutine for @, (used

within BitVM.Enforce)

o e NN U s W N =

—
-2

-
5]

13
14
15
16
17

18

19
20
21
22
23
24
25
26
27
28
29

Input :«-bit values seed”, seedy;, bit b*, integers

i* € [n], 2* € [I]
Output : Violation bit 8
C Comseedi»«§
Cg « ComseedE’,-»J

if 7y (seed*,C) =0 V my.(seed:,Cg) =0 then

| return 1;
end
F,e,d,0,lg,Ig < ngp(1%, f,seed");

if 7y (F,Comg,) =0 V ny.(d,Comg, ) =0 then

| return 1;
end
for j < 1 to outbits do
0 1 .
Lout,j’Lout,j) — Oj’

if 7y (LY, .Output?[i*]) =

out,j

0V ﬂVC(L(]M,j,Output} [i*]) = 0 then
| return 1;

end

end

for j — 1to/do

(LE oL ) < a5

if ﬁ(ﬂvc(L%’j,ComXi*yj 0)) A
ﬂVc(L]G,j»ComXi*,j(l))) A
~(nve(Lg,;»Comy,. ;(0) A
nVC(L%,j,ComXi*J(l))) then
| return 1;

end

end
transcript «<— wor(seed”,seedy,,i*, A", b*, Ig 1+);
for j < 1 to |transcript| do
if v (transcript(j), Comor,.
re—mg(i*, A%, j);
return 1 —r;
end
end
return O;

j) =0 then

aF
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