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Machine learning (ML) has revolutionized various industries by leveraging predictive models and data-driven insights, often relying on cloud
computing for large-scale data processing. However, this dependence introduces challenges such as bandwidth constraints and network latency. Edge
computing mitigates these issues by enabling localized processing, reducing reliance on continuous cloud connectivity, and optimizing resource
allocation for dynamic workloads. Given the limited computational capacity of sensory nodes in ML systems, edge devices provide an effective
solution by offloading processing tasks. However, a critical challenge in this paradigm is to ensure user privacy while handling sensitive data
both in the cloud and in edge processing. To address this, we propose a Fully Homomorphic Encryption (FHE) enabled framework that enables
ML computations directly on encrypted data, eliminating need for decryption. The main challenge to design such framework is that ML complex
implementation steps need to be revisited with suitable optimizations to match FHE processing requirements. There are different standard libraries to
support basic computation blocks on which encrypted ML processing is to be developed. These libraries vary in supported computation operators,
computational complexity and memory demands. Those in-turn introduces latency and throughput challenges, especially on resource-constrained
edge nodes. For example, in general HE library CKKS(Cheon-Kim-Kim-Song) with packing and approximate homomorphic operation support is
known to be the best choice for privacy preserving Al algorithm implementation. However, analysis shows leveled CKKS is limited in implementing
complex operators and hence not suitable for few specific ML algorithms like KNN, Logistic Regression or general activations in NN etc without any
approximation. To avoid accuracy drops associated with approximations, Torus based FHE library (TFHE) can be a better choice to make certain
ML implementations feasible. Moreover, our study shows compared to TFHE, CKKS with huge memory requirement is not suitable for resource
constrained edge. Thus, underlying library choice to design such framework is crucial considering the trade-off between latency and accuracy. In
this work, we propose an integrated framework FHEMalLe for encrypted ML processing which takes model architecture, desired accuracy, and
platform preference as inputs and based on that appropriate execution environment is selected: a cloud platform leveraging the CKKS homomorphic
encryption library or an edge platform using the TFHE library. Further, analysis shows the limitation of performing FHE ML on a single edge device
and hence our framework partitions encrypted data, transmits it via a fabric API, and performs distributed encrypted ML computations across the
edge cluster. We implement distributed ML inference for algorithms such as K-Nearest Neighbors (KNN) (Cloud CKKS=248 sec, Edge TFHE=37
min), Support Vector Machine (SVM) (Cloud CKKS=18 sec, Edge TFHE=4.15 min), and Logistic Regression (LR) ( Cloud CKKS=17 sec, Edge
TFHE=7.82 min) on a cluster of 11 edge nodes. This work explains why KNN suffers from a major performance bottleneck in encrypted domain and
may not be a great choice for encrypted ML processing. Furthermore, our encrypted operators are capable of supporting encrypted NN processing
(Cloud CKKS= 57 sec), but we explain why CKKS is a preferred choice in this case. The distributed nature of our implementation shows a promise

of further improvement and scalability with the support of larger cluster.

Additional Key Words and Phrases: Machine Learning, 10T, Security, Fully Homomorphic Encryption, Distributed Computing, Privacy

1 INTRODUCTION

The rapid proliferation of Internet of Things (IoT) devices in smart environments has catalyzed a paradigm shift from centralized
cloud computing to localized edge processing, commonly referred to as edge Machine Learning (ML). Edge ML enables data analysis
close to its source, offering significant advantages in terms of energy efficiency, cost-effectiveness, and scalability when processing
large datasets. This is particularly beneficial in scenarios with limited or intermittent connectivity, such as industrial, remote, or
mobile deployments, where uninterrupted operation is critical. In domains like healthcare and clinical applications, edge-based

IoT facilitates sensor-driven treatments and monitoring, using robust edge nodes to execute complex ML algorithms while keeping
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data local. These capabilities underscore the vital role of edge ML in delivering low-latency, scalable, and efficient solutions for
diverse applications. Despite its benefits, edge ML faces substantial security and privacy challenges. Hence, considering the present
requirements, it is important to revisit both cloud and edge ML to provide a complete privacy-preserving Al solution. Since privacy
enabled cloud solutions are mostly explored [1], [6], [25], [32], [33], [54], we primarily focus on privacy-preserving ML solutions on
edge in this work. Finally, we propose an integrated framework FHEMal e, suitable for both cloud and edge privacy preserving ML.

The massive volume and sensitivity of data generated by IoT devices increase the risk of data breaches, adversarial attacks, and
leakage [2], [27]. Edge devices are inherently resource-constrained in terms of memory, compute, and energy, making it difficult to
apply computationally intensive security mechanisms. Furthermore, their distributed nature complicates secure coordination and
data sharing, increasing the risk of exposure during transmission and processing if not robustly protected. These factors demand
privacy-preserving solutions that balance security with the tight resource budgets of edge devices. For example, low cost sensor nodes
are placed to collect information from the remote locations, but actual processing on data requires cloud or high-end edge device
support, as low-end edge nodes are not sufficient for costly ML processing. Hence, ensuring privacy is important while tranferring
and processing data from one IoT node to another.

Several techniques have been proposed to address privacy in distributed ML in cloud as well as edge. Differential Privacy
(DP) and Multi-Party Computation (MPC) are notable examples. DP injects noise into data or model outputs, reducing accuracy,
which may not be acceptable for critical applications [31]. MPC, though privacy-preserving, introduces high communication and
computation overhead, requiring frequent interaction between parties, which is impractical in bandwidth-limited edge environments.
Homomorphic Encryption (HE) [22], [55] emerges as a promising alternative, as it enables computation directly on encrypted
data without the need for decryption, preserving accuracy while eliminating plaintext exposure. Fully Homomorphic Encryption
(FHE) further allows to compute arbitrary encrypted processing theoretically. However, its practical deployment on devices as
privacy-preserving edge ML is challenging.

While translation of traditional algorithms into the FHE domain depends on the libraries present in the FHE literature [38], the
main challenge lies in selecting the library for FHE processing. Torus-based FHE library [18] and its variants NuFHE/OpenFFHE
[41], [43] support precise Boolean operations, which are ideal for gate level modeling of exact encrypted ML operators. However, gate
level homomorphic processing involves costly denoising module, Bootstrapping [18] and makes overall ML prediction slower. Hence,
CKKS [17] is considered efficient and the best choice with approximate arithmetic and packing support. However, ML models such
as KNN, SVM, decision trees, Nave Bayes, and LR demand precise operations: exact comparisons, selection of minimum/maximum,
and discrete decision rules that cannot be efficiently or accurately represented in the leveled CKKS scheme. CKKS is tailored for
approximate, SIMD-parallel real-number arithmetic and lacks native support for bit-level logic and branching. While it is formally
possible to approximate comparisons using high-degree polynomials, such techniques introduce significant approximation error and
computational overhead, and fail to scale in circuits requiring repeated exact decisions, ultimately compromising both performance
and accuracy. On the other hand, TFHE variants inherently supports Boolean logic, including gates like AND, XOR, and multiplexers,
through fast functional bootstrapping that preserves exactness of bit-level operations, making it a better fit for algorithms that depend
on exact comparison and conditional flows.

With these motivations, we implement common ML algorithms like KNN, SVM, and LR predictions with the same encrypted
baseline so that they can be easily extended to the ensemble framework. However, it is to highlight that our work is not limited to the
mentioned ML algorithms, and all the reported operators are sufficient to realise SDG, Naive Bayes, Decision Tree, and other basic
ML algorithms. We demonstrate why encrypted KNN is distinct and can not be the first choice for encrypted domain implementation.
We keep a separate discussionscussion on DNN, where libraries with separate SIMD supported FHE processing are more suitable to
reduce latency. That leads to our discussion on the choice of library that differs with different requirements.

Unlike prior studies that focus only on specific ML operations [33], [1], [54], [32], we present a complete framework to support
different ML algorithms in their encrypted form both in cloud and edge. Analysing the memory overhead, we justify the usage of
TFHE over CKKS on Raspberry Pi clusters to horizontally scale FHE-based computations, enabling secure, low-latency machine
learning on resource-constrained edge devices. The computational demands of FHE ML (including basic operations like bootstrapping,
encrypted polynomial evaluations) require significant processing power, far beyond what a single Pi can sustain with acceptable
latency. Since, vertical scaling of a Pi (i.e., upgrading its hardware resources) is not feasible due to its design limits, we adopt a
horizontally scalable architecture, a distributed cluster of Raspberry Pi nodes, which enables parallel execution of encrypted tasks.

This approach accelerates processing, improves fault tolerance, and allows incremental scaling without large capital investments as
Manuscript submitted to ACM
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required to perform continuous processing in costly cloud architecture. However, implementing ML algorithms under FHE in a
distributed edge cluster introduces new challenges as existing ML algorithms are not inherently designed for encrypted or parallel
execution. For example, KNN requires encrypted distributed sorting, SVM requires encrypted kernel evaluations across nodes, and
LR needs distributed encrypted division and sigmoid approximation, which are computationally heavy under FHE. These tasks
demand operator-level redesign to ensure they are FHE-compatible with parallelization and optimized for edge constraints, without
compromising privacy or significantly inflating latency.

Our implementation also shows the feasibility of NN processing with the same encrypted TFHE baseline. However, NN exhibits
fault tolerance and can continue functioning correctly or with minimal performance loss even when parts of the network experience
errors due to some approximation. Hence, CKKS is a better choice with suitable approximations to maintain faster prediction.
However, each linear or nonlinear layer (e.g., convolutions, activations) must be supported by encrypted counterparts, often relying
on polynomial approximations of functions like ReLU or sigmoid. These approximations dramatically increase multiplicative depth
and ciphertext size, placing heavy demands on both memory and compute resources with CKKS. Multiplicative depth refers to the
maximum number of sequential ciphertext multiplications (i.e., multiplication layers) that an encrypted computation can support
before decryption fails due to excessive noise. On the other hand, TFHE requires bootstrapping and noise management for deep
circuits, significantly increasing latency, but squeezing memory requirements on constrained edge devices. Considering all these
aspects, we propose a Framework for Homomorphic Encrypted Machine Learning (FHEMalLe), where our actual contributions are

as follows:

(1) First, we analyze how the proper choice of FHE library differs according to the choice of ML models and affects the overall
performance strongly. We explore the realization of the basic ML operators on encrypted data, where the algorithm needs to be
realized in the circuit-based representation, and computations should be performed using FHE gates. Our observation shows
that CKKS is claimed to be faster for encrypted ML implementations in general. However, few common ML algorithms are
not feasible to implement with SIMD support in CKKS in their exact form. In these cases, bitwise homomorphic TFHE
variants are a better choice. Otherwise, suitable approximations are required to make the ML implementations feasible,
which may lead to a drop in accuracy. Further, CKKS based implementations require huge memory overhead, which is not
suitable for edge ML processing.

(2) Considering all the above constraints, we propose an end-to-end framework to realize encrypted ML/NN algorithms where
the user can input the model details, minimum accuracy requirement and platform details as shown in Fig. 1. The initial
decision block evaluates the input model in plaintext domain to check if the required operators can be realized by SIMD
supported CKKS library for faster performance. Choice of platform also has an immediate constraint in case of selecting the
underlying FHE library. If some operator implementations are not feasible or the platform requirement is on edge, further
approximation or TFHE based implementation will be chosen in the automated framework.

(3) Finally, evaluation and minimization of computational overhead introduced by encrypted data operations with distributed
and concurrent computing on the edge devices network is also explored. However, our analysis shows direct adaptation of
encrypted ML algorithms implemented on single node implementations is not suitable for distributed clusters and we need
to revisit the algorithm design considering distributed processing underneath. Implementation of the encrypted framework is
evaluated using different HE libraries: NuFHE TFHE library [41], OpenFHE TFHE library [43] and OpenFHE CKKS [16],
where NuFHE can exploit GPU advantages and OpenFHE claims to support faster bootstrapping. For the cloud environment,
the selection of CKKS [14] or TFHE [41], [18] is preferred depending on accuracy and latency requirements. In the edge
environment, OpenFHE TFHE [43] is chosen for its memory efficiency, addressing the challenges posed by ciphertext
expansion in resource-constrained settings.

(4) In edge cluster development, the system adopts a star topology in which a master node orchestrates worker assignments and
monitors progress. Heartbeat signals are periodically exchanged, and upon detecting a node failure, the master reassigns the
workload to a standby or available node. This design ensures robustness in low-cost edge clusters, where node dropout is

more likely than in data centres.

The overall paper is organized as follows: Section 2 presents a brief introduction to related works and Section 3 presents the
essential preliminary concepts. Section 4 explains system and threat model, proposed encrypted edge machine learning framework
and challenges and limitations of adapting single-edge implementation of encrypted ML on a distributed platform. Section 4.4,
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Table 1. ML Encrypted Models Training and Prediction Operations Complexity

SVM DT LR NB RF

Prediction
FHE_Addition v
FHE_Subtraction X
FHE_Multiplication v/
FHE_Division X
FHE_Comparison v

X

X

X

FHE_Absolute
FHE_Square root
FHE_Exponent
FHE_Mean

x| x| x|<]<|x|x]|x]|x
LY RS NP A RN AN RN PN
N ENEI P EIENENENEN

x| x| x|<]<|x|[x]|x]|x

X

Training

FHE_Addition
FHE_Subtraction
FHE_Multiplication
FHE_Division
FHE_Comparison
FHE_Log
FHE_Square root
FHE_Exponent
FHE_Mean

FHE_ Variance

IR IR ANENENENEN
I EIES RN ASENENENEN
IR RNEIEENENENENEN
SNENENENESESENENENEN
R ANEIENASENENENEN

4.5 details the implementation of encrypted SVM and encrypted LR for the distributed platform respectively. Section 5 details the
feasibility of encrypted KNN in an edge environment. Section 6, we explain how to select library for DL and LLM based on platforms.
Section 7 elucidates the security analysis of the proposed framework. Finally, Section 8 demonstrates the timing requirement of the

proposed framework and Section 9 mentions the conclusion and some future directions of this work.

2 RELATED WORKS AND MOTIVATION

ML on edge devices and encrypted ML algorithm implementation are active areas of research. In [40], researchers explore the
deployment of ML and DL systems at the edge, discussing common architectures used in DL. The authors in [61] implement
plaintext Random Forest, SVM, and Multi-Layer Perceptron on Raspberry Pi to demonstrate the feasibility of running state-of-the-art
ML algorithms on edge IoT devices. Similarly, studies such as [57], [59], and [56] investigate various ML applications on edge
devices, showcasing their real-time efficiency. However, these works do not address the security of edge-based ML frameworks.

Research on encrypted ML has primarily focused on cloud-based solutions. In [7], an ensemble of hyperplane decision, Naive
Bayes, and Decision Trees using AdaBoost is proposed, but the use of multiple encryption techniques introduces security overhead.
The authors in [44] implement an encrypted NB classifier, which has inherent classification limitations. Studies on encrypted
analytics mainly explore LR [24], [11], [26] and SVM [35], yet they are largely cloud-based. A privacy-preserving medical diagnosis
mechanism, LPME, employing encrypted model parameters and a two-trapdoor public-key cryptosystem on edge devices, is
introduced in [37]. Additionally, [12] presents an efficient scheme for updating and searching encrypted data.

Several works focus on privacy-preserving ML at the edge. In [20], PEMLP incorporates partially homomorphic encryption (HE)
for secure MLP training. Article [48] introduces a privacy-preserving Al framework using the BGV FHE algorithm for encrypted
QoS data processing in edge networks. HE techniques based on the Paillier and RSA cryptosystems are used in [58] for securing
edge computing with blockchain, while [29] employs an advanced Paillier cryptosystem for cloud-based encrypted computations.
The authentication-supported homomorphic encryption (AHEC) scheme in [52] focuses on partial HE for MEC-based IoT systems,
remaining limited to cloud environments. Collaborative encrypted edge learning frameworks such as [28] focus on ML but overlook
security considerations. Surveys like [53] highlight the role of HE in data privacy, contrasting traditional encryption methods. Further
advancements include [60], which introduces quantum-resilient partial HE, and [36], which presents encrypted posture-tracking
wearable systems. Security in [oT remains critical, as examined in [47], which identifies vulnerabilities and recommends robust

protections.
Manuscript submitted to ACM
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FHEMalL e:Framework for Homomorphic Encrypted Machine Learning 5

Most of the existing works related to machine learning (ML) algorithms on encrypted data are either confined to cloud computation
or tailored to specific schemes where partial homomorphic encryption (HE) suffices. However, these approaches are limited in scope
and application. In this paper, we foucs on proposing a framework that will take user model, minimum accuracy requirement and
platform choice as inputs to perform encrypted ML computations with suitable choice of underlying HE libraries. In subsequent

sections, we detail how choice of library and platform affect encrypted ML processing.

3 PRELIMINARIES
3.1 FHE with Torus (TFHE)

We consider NuFHE [41] as the underlying library, which is the GPU variant of TFHE [55]. NuFHE using CUDA and OpenCL
GPU backends. We have used PyOpenCL, which provides pythonic access to OpenCL [42], which is the open standard for parallel
programming of heterogeneous systems, for example, CPUs, GPUs, DSPs, and FPGAs. The TFHE scheme is a variant of the
LWE-based (Learning with Errors) FHE, which supports the fastest bitwise homomorphy. Moreover, this bitwise homomorphy
makes the scheme flexible to be implemented with any input bit-size as per application requirements. This is the main motivation
for choosing NuFHE for our framework. Following, we explain the mathematical formulations of some of the key algorithms in
TFHE. Considering A=128 is the the security parameter, B € [0,1], T(Torus) = R(realnumbers)/Z(integers)(Real modulo 1 set),
Z[x](ring of polynomials)= Zx [x]/xN + 1, T [x] = R[x]/xN + 1 mod 1, By [x]= polynomials in Zy [x] with binary coefficients,
message(M) € [0,1], TRLWE= Ring LWE over torus ,TRGSW= Ring GSW over Torus, TLWE= LWE over Torus, TFHE basic

algorithms are detailed as follows [18]:

o KeyGen(A) generates TRLWE secret key(s) € Bxn[X], TRGSW bootstrapping key and TRLWE cloud key(p).

e Enc(u,v) picks a uniform random vector a € Tn[x], outputs ciphertext (u, v)=(a, (a, s) + e + M), where e (small Gaussian
error) € Tn[x], (u,0)eTRLWE, M= message € [0,1].

e Dec(s, (u,v)): By decryption function (v-s.u) is rounded to the nearest numberM.

e Eval(f,c1,...c:): Eval function evaluates addition and multiplication (using homomorphic gates) over the ring taking input
as TRLWE ciphertext. Bootstrapping key is generated from TRGSW cloud key, and resultant TRLWE ciphertext is returned.
In the process of evaluation, bootstrap function is the main denoising module which extracts sample TRLWE ciphertext,

takes inputs TRLWE switching-key, TRGSW bootstrap-key, and returns new TLWE ciphertext with lower noise level.

In TFHE and its variants, bootstrapping is the most costly operation, making its optimization a key research challenge. Despite various
improvements, it remains computationally expensive. OpenFHE implements an improved bootstrapping method [39], reducing
execution time to 75ms from 126ms, making it faster than NuFHE. While NuFHE leverages GPU acceleration, OpenFHE benefits
from optimized bootstrapping. To develop the end-to-end ML framework Framework for Homomorphic Encrypted Machine Learning

(FHEMaLe), we redesign ML operations using basic gates, ensuring compatibility with OpenFHE and NuFHE.

3.2 CKKS

We consider CKKS [17] as the underlying library for approximate arithmetic operations on encrypted data. CKKS is supported by
libraries like SEAL, HElib, PALISADE, and OpenFHE [43]. CKKS is designed for efficient evaluation of vectorized approximate
computations on complex or real-valued data, making it suitable for encrypted machine learning where exact comparisons are
unnecessary.

CKKS enables homomorphic addition, multiplication, and scalar operations on packed ciphertexts representing vectors of
complex numbers. Since CKKS is an approximate scheme, polynomial or piecewise polynomial approximations are mandatory
for non-arithmetic operations like comparisons or activation functions. Following, we explain the mathematical formulation of key
algorithms in CKKS [17]:

Manuscript submitted to ACM
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4 PROPOSED FRAMEWORK

In this section, we elaborate on the proposed framework FHEMal e, which dynamically selects HE library based on user inputs and

the characteristics of the machine learning model. First we detail how choice of library is important.

4.1 Choice of Library

We mostly compare two leading FHE libraries, CKKS [17] and TFHE [55], in terms of their suitability to be the baseline library on
cloud and edge. As illustrated in Table 9, CKKS-based libraries such as Microsoft SEAL, TenSEAL, HE Transformer, and HEAAN
offer support for approximate arithmetic, making them suitable for encrypted deep learning inference on real-valued data, an essential
requirement in cloud-based workloads. Conversely, TFHE-based libraries like Concrete, TFHE, and CUFHE enable fast bit-level
operations and efficient bootstrapping, with lower memory demands, rendering them ideal for logic-heavy or binarized computations
common in resource-constrained edge devices. This contrast highlights the fundamental trade-offs: CKKS favors higher throughput
and supports real-number computation with approximation, while TFHE focuses on precision and responsiveness in binary logic

environments, critical for real-time edge scenarios.

o Operator Support: CKKS is an approximate arithmetic homomorphic encryption scheme that supports addition, multi-

plication, and slot rotations for parallel SIMD operations. However, it does not natively support bit-level operations such
as comparisons, conditional operation (MUX), or sorting, which require evaluation of sign functions or Boolean logic.
These absolute value operations require sign evaluation and conditional logic, essential for traditional ML implementation.
Moreover, CKKS only supports approximate multiplications and additions, so division must be approximated using iterative
methods like Newton-Raphson [62], which require deep polynomial circuits and large multiplicative depth. Multiplicative
depth refers to the maximum number of consecutive homomorphic multiplication levels (or layers of multiplications)
that a ciphertext can undergo in an encrypted computation before decryption fails due to noise overflow and increased
multiplicative depth in turn increases computational latency and memory demands.
In addition, comparisons, sorting, and exact non-linear functions cannot be efficiently packed, and each requires its own
high-degree circuit. Consequently, ciphertext counts, overall memory consumption, and computational depth scale poorly
in memory-limited edge environments. Thus, for edge-deployed systems such as a Raspberry Pi cluster with constrained
RAM and computation, CKKS remains suitable only for matrix multiplications, dot-products, and basic linear activations.
However, any conditional logic, branching, or precise non-linear operation forces approximation strategies that dramatically
increase ciphertext size and circuit depth. For example, encrypted KNN and SVM require comparisons and sorting, and
these are not implementable in native CKKS without expensive workarounds. LR involves divisions and absolute value
operations, which are also outside the efficient scope of CKKS. Deep neural networks and LLMs often rely on non-linear
operations like exponentials, logarithms, or square roots. CKKS lacks support for these directly, and polynomial or piecewise
approximations are mandatory [8]. Thus, while neural networks and LLMs can be efficiently implemented via CKKS using
SIMD packing with tolerable approximations, traditional ML models face steep memory and performance barriers under
CKKS on the edge. To summarize, the CKKS scheme designed for approximate arithmetic, cannot directly handle several
operations critical for our encrypted ML algorithms, limiting its applicability. These include:

— FHE_Comparison: Required for KNN sorting, SVM, and LR predictions, as CKKS struggles with exact comparisons.

— FHE_Sorting: Used in KNN for distance ordering, reliant on comparisons.

— FHE_Mux: Used in SVM and LR for conditional selections, not natively supported.

— FHE_Division, FHE_Absolute: Used in LR sigmoid approximation, requiring approximations in CKKS.

— FHE_Exponent, FHE_Log, FHE_SquareRoot: Used in DNNS, requiring approximations that introduce errors. The
CKKS scheme, efficient for approximate arithmetic on encrypted data, can impact ML model accuracy in high-precision
scenarios.

o Keysize and memory requirement: In CKKS, a collection of distinct keys facilitates secure and efficient operations on
encrypted data. The secret key (s) plays a critical role in decrypting ciphertexts and creating additional keys required by the
system. The public key (p) is responsible for encrypting plaintext data, ensuring its confidentiality during computation. To
maintain efficiency, relinearization keys are utilized to control the growth of ciphertexts following multiplication operations.
Meanwhile, rotation keys, also referred to as Galois keys, enable cyclic shifts of the data packed in ciphertexts, supporting
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SIMD (Single Instruction, Multiple Data) operations for parallel processing. CKKS key sizes vary widely, with multiplicative
keys from 2.6 MB to 2.6 GB, public keys from 1.3 MB to 850 MB, and rotation keys for processing vary from 10.5 MB to
10 GB. At depth 150, the mult key reaches 2.6 GB, and the rotation key 10.2 GB, reflecting high computational demands.
OpenFHE TFHE, however, has a stable key size, with a 113 MB public key and a 4 KB secret key, making it more efficient
for edge computing. For OpenFHE TFHE with 128-bit security, Bootstrapping key size is also around 25 MB. This trade-off
between computational complexity and memory efficiency highlights OpenFHE’s advantage in edge environments, where

reduced key sizes lower storage and processing demands.

The next section details the system and threat model of the proposed framework.

4.2 System and Threat model for Proposed Encrypted ML Processing Framework

The proposed framework as shown in Fig. 1 enables secure ML processing on multiple platforms. Before detailing the actual ML
implementation steps, we mention the relevant system and threat model. In this framework, the system comprises three main entities:
(1) the Client (e.g., sensor node), (2) the Edge Nodes (ENs), and (3) the Master Node (MN) or Cloud Server. The client generates
cryptographic keys for homomorphic encryption and securely shares necessary keys (e.g., public, relinearization, and Galois keys)
with the computational nodes. Encrypted data and computation requests are sent to edge nodes or the cloud server, ensuring data
confidentiality during processing. Edge system: Sensor nodes collect data from the environment but are vulnerable to physical
capture and interception. Moreover, sensor nodes are limited in processing power to perform complex ML processing. Hence, edge
nodes process encrypted data near the source but requires encrypted transmission and encrypted processing. Particular high end
nodes may act as the master node that coordinates tasks, stores encrypted data, and aggregates encrypted partial results, and is
susceptible to unauthorized access or breaches. The FHEMalL e system mitigates these threats through IND-CPA-secure [22] FHE
and secure task distribution.

Cloud system: In the cloud setting, encrypted machine learning allows clients to outsource both training and inference over
encrypted data. The cloud infrastructure is assumed to be honest-but-curious, with threats including data breaches, model extraction,
and insider access attempts. FHE ensures that all computations are performed on encrypted data, protecting the confidentiality of
both the model and the data.

Cryptographically secure ensemble learning further strengthens privacy by distributing encrypted workloads across multiple
models and aggregating encrypted predictions. This reduces the risk that attackers could infer sensitive information from any single
model or computation [34, 23]. The proposed system dynamically selects the execution platform and underlying FHE scheme (e.g.,

CKKS or TFHE) based on user preferences and task requirements, ensuring a balance between accuracy, efficiency, and security.

4.3 Encrypted ML Processing in the Framework

To discuss ML processing, we start with TFHE as the underlying library as it supports exact computation and suitable for edge
computing for low memory overhead. Gradually, we shall discuss about the feasibility of operators and possible optimizations related
to CKKS implementation for faster implementation. It is to note that FHE ML implementations on single edge device degrades the
performance heavily, hence direct adaptation of the FHE implementations as reported in [46] is not possible and ML implementations
should be revisited for distributed framework. For distributed processing, encrypted datasets from node; (the initial recipient) to other
nodes (Node;, Nodes, ..., Node,,) for independent encrypted partial predictions. Since Node; communicates with all other nodes
without inter-node communication, a star topology ensures scalability while minimizing complexity. Overlapping communication
and computation further reduces overhead. The next section discusses the limitations of single-edge encrypted ML for distributed

platforms.

Limitations of Single Edge Encrypted ML for Distributed Platforms

In distributed edge environments, implementing ML algorithms presents challenges due to data fragmentation and inconsistencies.
For KNN, the issue lies in distributing and retrieving data points across nodes, which affects efficiency. In centralized systems,
data is easily accessible, but in a distributed setup, these issues hinder performance. Similarly, SVM faces difficulties in kernel
computation and model synchronization, as coordinating across multiple nodes adds overhead and potential delays. LR also struggles
with parameter estimation and model convergence, as iterative optimization may be slowed by communication delays and network
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latency. Thus, revisiting the framework to support encrypted ML processing in a distributed manner is necessary. The following
section outlines the implementation of this framework, which builds on basic encrypted operators to enable distributed encrypted
models.

4.4 Encrypted SVM

The SVM algorithm is widely used for classification and regression tasks in domains like image classification, text classification, and
bioinformatics. It works by identifying the optimal hyperplane that maximizes the margin between support vectors i.e. the closest
data points to the decision boundary of different classes. This maximization enhances generalization, improving accuracy on unseen
data. The space between the support vectors and the hyperplane is called the margin, and the hyperplane with the largest margin is
termed the optimal hyperplane.

In this work, we consider a linear hyperplane, which can be expressed as w’ x + b = 0. where the vector w represents the normal
to the hyperplane, defining the perpendicular direction, and b denotes the offset of the hyperplane from the origin along w. After
training on the dataset, the learnt parameters w and b are used to determine the decision function, which assigns labels to test data
based on their position relative to the hyperplane. In this implementation, the SVM prediction steps were performed on encrypted
data in a distributed edge network, which are as follows:

o Encrypted decision function(DF) computation: DF = wl x + b, where x is the input vector for encrypted test data.

o C(lass label prediction based on decision function (DF)

4.4.1 Distributed Encrypted SVM. In this section, the steps of distributed encrypted SVM implementation are discussed. The
prediction steps are distributed on n edge nodes as depicted in Fig. 2. On the client side, test data vector x (x1,x2,...,Xm), W
(w1, wa, ..., wp,) vector (model parameters) and bias (b) etc. are encrypted with the help of secret key and sent to master edge node

(Nodey) along with cloud key, from there this data is distributed among n edge nodes for further encrypted prediction computations.

Client Side Enc data odel: Distribute;
Encrypted

data(w;,x; etc)

‘Nodel: Compute oz Noden :

: :Compute * ==« Compute Partial
Partial DF(PDF) | |5 ;) DF(PDF) UPto N DF(PDF)
PDF \ DE —p
Client Side Nodel:
Decrypt €——{Compute DF and
prediction_Result predict result

Prediction result

Fig. 2. Encrypted Distributed SVM algorithm on Edge.

If we have m number of features in the input data and to find the decision function, we need to multiply w’ and x, and then b is
added.

T T
whx = [wiwg - wm]® x [x1x2 0 xm] (H
wlx = W1X1 + WoX2 + ...+ WinXm 2)
DF = wix1 +waxo + ...+ WpXm + b 3)
DF = wix1 +...+ wgxg +Wyx7 + ...+ WymXm + b @)
PDF,; PDF,
k 2k m
DF=ZWix1'+Z wixi+...+ Z w,-xi+b (5)
i=1 i=k+1 i=(n—1)k+1
PDF, PDF, PDF,,

We have to perform encrypted multiplications and additions to compute decision function DF for encrypted data. These operations
are distributed among edge nodes as partial decision function (PDF) computations to reduce computational overhead as shown
in Fig 2. For example, for two nodes (n = 2) we can divide DF computation in PDF; and PDF; as illustrated in equation 4. If we

have n edge nodes, then DF computation will be divided as shown in equation 5, where PDF;, PDF,... ,PDF, will be computed on
Manuscript submitted to ACM
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nodes 1,2,...,n respectively as parallel processes reducing significant timing overhead. Once these PDF computations are completed

LW Mul1 | y E
—3 FHE_Mul Add1 1 PDF1_y,) \
' }FHE_Add—L) - ! pp. — FHE_Add > Add, .
Iw2 —3 FHE_Mul FHE_Add_'_)FHE_Add pDF ! 1 2 I
X2 Mul2 . 1 I PDF; > Add, 1
! c : Add2 ... FHE_Add9 I FHE_Add = DF |
Wi Mul(k-1) e Add (k1) « ] I PDF4—> .. FHE_Add = |
1 o
e | FHE MU e gl HE Add : - I
Wi —3 FHE_Mul = 1 1P kay) '
1 X Mul(k) Add(K) ! 1 > FHE_Add =>» I
------------------------- ' _PDFy Addy !
___________________ ’
Fig. 3. Partial Decision Function Computation on
Edge. Fig. 4. Decision Function Computation on Edge.

on edge nodes, these partial results are sent to Node;, and DF is computed after adding all PDFs. After which label prediction is

performed on Node; and predicted results are sent to the client side, where the label is decrypted with the help of the secret key.

4.4.2 Encrypted Partial Decision Function Computation. As the first step in encrypted SVM prediction, DF is to be computed
with distributed computations of partial decision functions (PDF) on n edge nodes. We are distributing model parameter vector
(w) and test vector (x) on n edge nodes, where each node gets k elements of these vectors. For the computation of PDF (PDF =
W1X1 + Waxg + ... + wrxg ), we need to perform k multiplications on encrypted data (w; * x;) using FHE_Multiplier circuit [10] and
(k — 1) addition operations using FHE_Adder. Once the parallel computation of PDFs is completed on n edge nodes, the results
are sent to Node;, where these partial results are accumulated to compute the final resultDF. These computations are performed as

shown in Fig. 3.

4.4.3 Encrypted Decision Function Computation and Prediction. After getting PDFs results for n individual nodes, DF is
computed with the addition of all PDF's using the FHE_Adder circuit as illustrated in Fig 4. Once the value of DF is calculated, the
next task is to predict the label of the test data input. In our case we have two classes of labels, that is positive (+1) and negative (—1).
With the help of the decision function (DF), we can tell which side of the hyperplane test data lies on. In our case, if the value of
DF > 0, then the encrypted label is Enc(+1) otherwise it is Enc(—1). To perform this comparison on encrypted data, we have utilized
FHE_Mux to decide the label according to its selection line. We have given the most significant bit of DF(msb(DF)) as the selection
bit of FHE_Mux.
Enc(0) if DF >0

msb(DF) = (6)
Enc(1) if DF <0

Enc(+1) if msb(DF) = Enc(0)
FHE_Mux (result) = @)
Enc(-1) if msb(DF) = Enc(1)
According to FHE_Mux (result), the encrypted label of test data input is predicted on the Nodey, this predicted label result is sent
to the client side. The encrypted label is decrypted on the client side with the help of the secret key. Prediction time taken for SVM

implementation on different numbers of edge nodes is discussed in the results section 8.

Feasibility and Optimizations for CKKS based Implementation of SVM

In a CKKS-based implementation of SVM, computations such as inner products between feature vectors and model weights, as well
as bias addition, can be efficiently performed homomorphically using the scheme support for approximate arithmetic. However,
challenges arise during the final classification stage where SVM requires exact comparisons (e.g., checking the sign of the decision
function output to determine class labels). Since CKKS is inherently an approximate scheme, it cannot directly perform exact sign
checks or threshold comparisons within the ciphertext space. This reliance on approximate arithmetic significantly impacts model

performance. The accumulated noise and approximation errors from CKKS computations can cause the decision function output to
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deviate slightly from its true value. When these deviations occur near the classification boundary (i.e., values close to zero in a binary
SVM), the final comparison can produce incorrect class labels. Hence, in this work we have taken pre-final encrypted ourcomes
to client side and performed the final prediction step after decryption. Though this method is suitable for binary classification
or multiclass classification with smaller number of classes, it adds added overhead as number of class increases. With increased
processing and memory overhead, this may not be suitable for multiclass classification with large number of classes, specially on

edge platform.

4.5 Encrypted LR

LR, a supervised learning method, is used for binary classification by estimating the likelihood of an outcome. It analyzes the
relationship between independent variables and classifies data into distinct groups, such as yes/no or 0/1. The LR model employs a
sigmoid function to map real-valued inputs to a probability range of 0 to 1, producing an S-shaped curve. If the predicted probability

exceeds a predefined threshold, the instance is assigned to a class; otherwise, it is classified as not belonging to that class.

Client Side:
Encrypt required data(l¥;, etc.)

¢ Enc_data

Node_1:
Distribute Enc_data in n groups

Enc_data Enc_data
nc_data

Node_1: Node_2: Node_n:
Compute Partial | |Compute Partial| Upto n Compute Partial
DF (PDF) DF (PDF) e DF (PDF)
PDF DF PDF
. . Node_1:
/ Compute DF, Share D and N values

Node_1:
Enc_Partial
Division

Enc_Partial Enc_Partial
Division . - Division

Patial_Div.

Node1:
Perform Enc_Division, Prediction

predicti on_Resu]#

(a) Sigmoid (b) Approximate Sigmoid

Client Side:
Decrypt
Prediction_Result

Fig. 5. Comparison between Sigmoid
and Approximate Sigmoid Function
(plaintext). Fig. 6. Encrypted Distributed LR Framework on Edge.

In this implementation, LR prediction steps were performed on encrypted data in a distributed edge network, which are as follows:

e Encrypted decision function (DF) computation same as in SVM implementation discussed in section 4.4.2
DF=wlx+b (®)

where x is the encrypted test data input vector, w is the model parameter vector and b is bias.
e Encrypted sigmoid calculation based on decision function (DF)

o C(lass label prediction based on sigmoid result

In the following few sections, we will discuss the encrypted prediction steps stated above in detail.

4.5.1 Distributed Encrypted LR. In this section, we will discuss the distributed framework for the implementation of the
encrypted LR algorithm. The block diagram shown in Fig. 6 shows the distributed prediction process on n edge nodes. On the client
side, the test data vector x (x1, X2,.. ., X;m), model parameters w (w1, wa, ..., Wp,), and bias (b) are encrypted using a secret key and
sent to Node; along with the cloud key. The node; then distributes these data among the edge nodes n for encrypted prediction.
The edge nodes compute the partial decision function, similar to the SVM framework, followed by the sigmoid function using an
approximate method to handle encrypted data efficiently. Since division is computationally expensive in encryption, we propose an
approximate division algorithm, which distributes operations across edge nodes n, with the final division result computed at node; .
The label prediction is then performed, and the encrypted result is sent back to the client for decryption and classification.
Manuscript submitted to ACM
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4.5.2 Encrypted PDF and DF Computation. After training on training dataset, the model parameters w and b are used to
compute the decision function for classifying test data. The partial decision function (PDF) is computed concurrently on n edge
nodes, following the approach discussed in Section 4.4.2 for SVM. Similarly, the encrypted decision function (DF) computation

follows the method outlined in Section 4.4.3.

k 2k m
DF = Zwix,-+ Z wixi+...+ Z WiXi +b ©)
i=1 i=k+1 i=(n—-1)k+1
—— ———
PDF_1 PDF_2 PDF_n

4.5.3 Encrypted Approximate Sigmoid Calculation. The next step after encrypted decision function (DF) computation is the
evaluation of the sigmoid function. As sigmoid computation involves complex operations like exponentiation, which are challenging

in an encrypted domain, we employ an approximate sigmoid function for efficient processing.

ig(DF) = —= 10
sig(DF) = —— 5 (10)
. DF
ap_s1g(DF) = m (1 1)

The sigmoid function ranges from 0 to 1 with a threshold of 0.5, while the approximate sigmoid function ranges from —1 to +1, using
a threshold of 0 for classification (Fig. 5). Computing the approximate sigmoid, ap_sig(DF), requires an encrypted division of DF
by 1+ |DF|, a costly operation in encrypted domain [10]. To address this issue, we have proposed an approximate division algorithm,

which is discussed in detail in the next section.

4.5.4 Proposed Encrypted Approximate Division for Single Node. In this section, we will discuss the computation
steps of ap_sig(DF). As it requires encrypted division operation, we have proposed an approximate encrypted division Algorithm 1.
The key idea of this approximation is that the denominator (D) is converted into its nearest power of two value. For example, 6 is
converted into 8. Later, the numerator is right-shifted by the number of powers, which is equivalent to dividing by the power of two

value.

Algorithm 1 Proposed Encrypted Approximate Division

: N« DF # assign value to numerator

: D« 1+|DF]| # assign value to denominator

1 PO2 « [1,2,4,8,16,32, 64,128, 256,512, 1024, ...]

: EPO2 « Enc(PO2) # encrypted power of 2 array

: abs_sub[0] « False

: s[0] « False

: for i in [1,1en(EPO2)] do

sub[i] « FHE_Subtraction(EPO2[i], D, size)

abs_sub[i] « FHE_Absolute(sub|[i])

10:  ssub|i] « FHE_Subtraction(abs_sub[i — 1], abs_sub|i], size)
11 s[i] « subli][size — 1]

12: ss[i] « ssubli][size — 1]

13: sel « s[i] +ss[i] - s[i—1]

14: rsft < N>>1

COPUNE LN —

# Shifts if D > EPO2[i] orif D < EPO2[i] but closer than EPO2[i — 1]
15: N « FHE_Mux(sel,rsft,N)

16: end for

To implement these steps for encrypted data, we present Algorithm 1. The numerator and denominator of the ap_sig function are
assigned to the variables N and D, respectively. An array of power-of-two values (EPO2) up to 21! = 2048 is created, encrypted on
the client side, and sent to the edge nodes along with other Enc_data.

The next step is to find the nearest power of two to D from the EPO2 array. We iterate through the EPO2 array, and the numerator
N is right-shifted by the index of the element EPO2[i] that is closest to D. This right shift occurs if any of the following conditions
hold:

e If D is greater than EPO2(i]
D > EPO2[i] (12)
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e If D is greater than EPO2[i—1] and less than EPO2[i] and EPO2][i] is closer to D than EPO2[i—1] (e.g: if D = 14,]14—16] <
|14 —8])
(EPO2[i-1] < D < EPO2[i])&
13)
(|JEPO2[i — 1] — D| < |[EPO2[i] — D|)

To check these above two conditions, we will perform two FHE_Subtraction operations. First FHE_Subtraction (sub|i]) is between
EPO2[i] and D
sub[i] = EPO2[i] = D (14)

The most significant bit (s[i]) of result14 of decides condition 12. If s[i] is true then 12 is true and vice versa.
condl = s[i] (15)

The Second FHE_Subtraction (ssub[i]) is between abs_sub[i— 1] (absolute value of (EPO2[i—1] — D)) and abs_sub[i— 1] (absolute
values of (EPO2[i] — D)), whose most significant bit is ss[i].

ssubli] = abs_sub[i — 1] — abs_sub[i] (16)
The condition 13 will be true, if ss[i] is true, s[i] is false and s[i — 1] is true.
cond2 = ss|i] m -s[i—1] a7

The numerator N is right-shifted by one if any one of the above conditions is true. In each iteration, we will either update N with

right-shifted N (rsft) or keep it as it is (V). This selection choice is made with FHE_Mux where the selection line (sel) is given as

follows:
sel = cond1 + cond2 (18)
sel = s[i] +ss[i] - s[i] - s[i — 1] (19)
sel = s[i] +ss[i] - s[i—1] (20)

After simplifying, sel input is given as shown in equation 20, where if sel is true, N is updated with rsft. Once the iterations are
completed, the encrypted division result is obtained as updated N. In the next section, we will expand this algorithm for distributed

edge network.

abs_sub[(n-1)k] ... abs_sub[K]

Flp_s-@m ~-2bs_sublig

abs_sublks1] . abs. subl2K]
ssub[1] ... ssub[k]

ssub[k+1] ... ssub[2k]

s[1:k], s[k+1:2K],
ss[1:k] ss[k+1:2k] 's[(n-1)k:nk],
Y ss[(n-1)k:nk]

FHE_Mux

Node1

Fig. 7. Distributed Operations of Encrypted Approximate Division on Edge.

4.5.5 Proposed Encrypted Distributed Approximate Division. As explained earlier, the key operations for encrypted
approximate division involve two types of FHE_Subtraction and FHE_Mux operations for updating N. To distribute the division
workload, FHE_Subtraction operations are divided across n edge nodes, while the most significant bits (s, ss) are sent to Node;,
where FHE_Mux operations are performed. In Algorithm 1, lines [8-12] are distributed across the n edge nodes, as shown in Fig.
7, while lines [13-15] are executed on Node;. Each edge node computes k elements of the s and ss arrays, which store the most
significant bits of the FHE_Subtraction results. These bits are then used to calculate the sel bit of the FHE_Mux operation. After

completing the approximate division, the result is assigned to the ap_sig function, which is used for predicting the test data label.

4.5.6 Encrypted Label Prediction. Once the approximate sigmoid (ap_sig) is computed, next the encrypted label is predicted.
For prediction, the ap_sig value is compared with a threshold value that is Enc(0) here. Since the ap_sig value varies from —1 to +1,
if it is greater than the threshold value then the predicted label is Enc(+1) otherwise Enc(—1). For comparison, the most significant

bit (signbit) of ap_sig is checked to determine if it is positive or negative since the threshold value is Enc(0).
Manuscript submitted to ACM
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The encrypted label prediction is performed with the help of the FHE_Mux circuit, where signbit is given as the selection line.
The predicted label is given as below depending on signbit:
Enc(-1) if signbit = Enc(1)

Predicted label =
Enc(+1) if signbit = Enc(0)

This predicted label result is sent to the client side, where it is decrypted with the help of the secret key.

Feasibility and Optimizations for CKKS based Implementation of LR

In a CKKS based LR implementation, core operations such as dot products of feature vectors and model coefficients, plus bias
addition, are performed efficiently using CKKS’s approximate arithmetic operations. However, the sigmoid function, critical for
mapping decision boundary output to probabilities, requires a polynomial or piecewise approximation [30] due to the limitation
of CKKS to linear operations, which introduces error. This error arises at two levels: First, the polynomial approximation of
the sigmoid and second, the final classification, where the approximate sigmoid output is compared to a threshold. As discussed
previously in the CKKS based implementation of SVM, exact encrypted comparisons are infeasible, necessitating either decryption
or additional polynomial approximations for the threshold comparison, both adding error. For samples near the decision boundary,
small approximation errors can cause misclassification, producing false positives or false negatives. Post-decryption refinement is
used to perform final comparison introduces security risks [8], [4]. When ciphertexts are decrypted to refine classification results, the
plaintext outputs (e.g., probabilities or decision values) become accessible. An adversary with access to these decrypted results, such

as through a compromised client or server, could exploit this information to infer sensitive details about the model or input data.

5 WHY KNN IS NOT SUITABLE IN ENCRYPTED DOMAIN?

The KNN algorithm is a supervised learning classifier recognized for its non-parametric approach. It classifies or predicts the
grouping of an individual data point by utilizing the proximity of data points. In this method, a query data point is assigned a class
label based on a plurality vote among its K (an integer) nearest neighbors, each representing a specific label. The primary steps in
implementing the KNN algorithm are: (1) Distance Computation: calculating the distance between the test data points (7;) and the
training data points (Tr;); (2) Sorting Distances: sorting the computed distances to identify the K nearest neighbors; (3) Voting:
performing voting among the K nearest neighbors based on their class labels; and (4) Class Label Assignment: assigning a class
label to the test data point (T;) based on the plurality of votes. In the next few subsections, we discuss encrypted KNN implementation
steps mentioned above. For that, we revisit the design of a few FHE operations (distance computation, encrypted sorting, etc.) to

make them suitable for distributed platforms.

5.1 Encrypted KNN Algorithm for Parallel Processing Distributed Platform

This section introduces our specialized module designed to accelerate the KNN algorithm using distributed HE, as illustrated in
Fig. 8 and Fig. 9. The framework facilitates encrypted prediction across distributed Raspberry Pi nodes. It consists of two main
phases: initialization and prediction. During the initialization phase, the client generates a public-secret key pair. It encrypts the data
using these keys and transfers the encrypted data to edge Node;. Node; then partitions and distributes the data among the respective
worker nodes. In the subsequent prediction phase, each worker node performs partial prediction steps using the encrypted data. After
completing distributed processing, Node; aggregates and transmits these encrypted results back to the client. This process ensures
that sensitive information remains protected during transmission and can be further processed or integrated into the overall model
without compromising data confidentiality. To do this, basic FHE operations like distance computation and encrypted sorting need
to be redesigned so that they work on distributed platforms. Before going to the actual implementation, we try to answer here the

following pertinent question:

Why exisitng sorting [49] and [51] will not work in distributed scenario?

The core modules for implementing distributed encrypted KNN are primarily adapted from [49] and [51], which are developed in
Python and operate using single-threaded distributed environments. Hence, we need to redesign sorting implementation, realisizing
the distribution step is more crtical due to the inherent nature of sorting algorithims. It is to highlight that distribution of soritng steps

are not straightforward and we cannot just take array of length n, divide the full data within d edge nodes and perform the soritng
Manuscript submitted to ACM
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in parallel to get the final result. There should be suitalble merging step to get the top k values of the whole array. Here we detail
how we are developing merging step to sort the outcome of distruibted distance compuation. In comparison to previous work,our
work explores thread-level parallelism using OpenHFE in C++, enabling the implementation of KNN to leverage parallel processing
capabilities. This approach allows for efficient sorting and computation across multiple threads, significantly improving execution

time and making it more suitable for distributed or high-performance computing environments.

Client Side:
Encrypt Train(T'r;)
and Test Data(T})

p {Enc.data
7777777777777 Nodel:
/ | n=Encrypted distance array odet

Distribute
| d=Edge nodes Enc_data in
| Number of chunks=n/d s

Node n:
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Enc_distance

n/d n/d n/d n/d

Nodel:
Enc_sort

Node2: Node n:
Enc.sort upto Enc._sort

Pratial
sorting

Pratial

Pratial
sorting

n the
__{ Enc_distances
s K nerghbonrs
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Fig. 8. Distributed Sorting on Edge Cluster. Fig. 9. Encrypted Distributed KNN algorithm

Distributed Distance Computation. To find the nearest data points to the test instance, the first step is to compute the
distance from each train data point. Let us consider the train point vector as Tr = {C1,C2,C3, ...,Cp, } and the test point vector as
T = {Ct1,Cts,Ct3, ..., Ctp}, where m and n are the number of features for train and test instances respectively and C;, Ct; indicate
the feature instance of train data and test data respectively, where i € [1,m] and j € [1,n].

There are various types of distance available, such as Minkowski distance, Euclidean distance, Manhattan distance, Hamming
distance, and Cosine distance. The Euclidean distance function is the most popular one among all of them, but since the multiplication
operation is costly in the encrypted domain compared to other addition and subtraction operations, we consider the Manhattan

distance here for the computation of the distance matrix. Manhattan distance is computed as follows:

m
Manhattan distance(Tr,T) = Z |Ci = Ctj]
i=1

In this work, we have distributed encrypted distance (Enc_distance) matrix computation operations across n number of Raspberry
Pi edge devices. The encrypted train data points are split into n groups and sent over n edge nodes (Node, Node,,...Node,) along
with the encrypted test data. For each group of test data, the Enc_distance submatrices dist; [i][j], dist2[i][j], ..., dist,[i][j] are
calculated. Here, disty [i][j] is the distance submatrix for node k, where i is the index of the Enc_train data and j = 0 shows the
value of Enc_distance, and j = 1 shows the label of the Enc_train data.

For the computation of the Manhattan distance, two sub-operations are performed in the encrypted domain [50]: FHE subtraction
(FHE_Subtraction) and encrypted absolute value computation of the FHE_Subtraction result. In case the FHE_Subtraction result is
negative, to get the absolute value, we need to take the two’s complement of the result.

To compute the two’s complement in the encrypted domain, first, all bits are inverted for the encrypted data, and then Enc(1) is
added to get the absolute value of the encrypted data [10].

Since it is important to check if the FHE_Subtraction result is positive or negative, this encrypted decision-making is done using
FHE multiplexer (FHE_Mux) [50], where the most significant bit (MSB or sign bit (sbir)) of the subtraction result is given as
the selection line. If the FHE_Subtraction result is positive, then the sbit is Enc(0), selecting the FHE_Mux result as (C; — Ct;).
Otherwise, if the FHE_Subtraction result is negative, then the sbit is Enc(1), selecting the FHE_Mux result as —(C; — Ct;).

After computation of absolute values of encrypted distance for individual features, these distances are added with FHE_Adder
[50] circuit to compute the final Enc_distance between two encrypted data points. Final computed Enc_distance values are stored in
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distance submatrices (disty [i] [j]) of each node. Further, encrypted sorting is performed on these distance submatrices to find out K

nearest neighbours from each distributed dataset.

Algorithm 2 Encrypted Sorting on Distributed Platform

# Compute Enc_distances submatrices in
Nodeq,Node2,...Node n

# Enc_sort on Nodeq,Node2,....Node n:
1: for k < Otondo
2:  fori < 0tolen(disty) do
3 for j < Otolen(disty) — i — 1do
# create temporary variable v1,v2
4: 01[0] « disti[j][0]
5: o1[1] « disti[j][1]
6: 02[0] « distg[j+1][0]
7: 02[1] « distg[j+1][1]
8 temp < FHE_Subtraction(01[0], v2[0], size)

9: sbit «— temp|size — 1]

10: snbit « vm.gate_not(sbit)

11: dist).[j][0] « FHE_Mux(sbit, v1[0], v2[0])

12: disty[j+1][0] « FHE_Mux(snbit, v1[0],02[0])
13: disty[j][1] « FHE_Mux(sbit, v1[1],v2[1])

14: disty[j+1][1] « FHE_Mux(snbit, v1[1],02[1])
15: end for

16:  end for

17: end for

#get smallest k (number of neighbours) elements from all 7 nodes and store in Dis¢[i][j] matrix
18: fori < 0tondo
19: fori’ < 0toK —1do
20: Dist[i x K+i"][0] « dist;[i"][0]

21: Dist[i X K+i'][1] « dist;[i][1]
22:  end for
23: end for

#Enc_sort k X n neighbours in Dist matrix with the same algorithm
24: for i « 0 tolen(Dist) do
25:  for j « Otolen(Dist) — i — 1do

# create temporary variable v1,v2

26: 01[0] « Dist[j][0]

27: v1[1] « Dist[j][1]

28: 02[0] « Dist[j+1][0]

29: v2[1] « Dist[j+1][1]

30: temp < FHE_Subtraction(01[0], v2[0], size)

31: sbit «— temp|size — 1]

32: snbit « vm.gate_not(sbit)

33: Dist|[j][0] « FHE_Mux(sbit, v1[0],v2[0])

34: Dist[j+1][0] « FHE_Mux(snbit, v1[0], v2[0])
35: Dist[j][1] « FHE_Mux(sbit,v1[1],02[1])

36: Dist[j+1][1] « FHE_Mux(snbit, v1[1],v2[1])
37:  endfor

38: end for

Sorting on Encrypted Data

In this section, we shall describe the aspects of sorting on encrypted data. The feasibility of partition-based sorting on encrypted data
has been discussed in [9] and from that results it is evident that simple comparison-based sorting algorithms, such as Bubble Sort
with order of O(n?) complexity is a better choice compared to divide and conquer based sortings. We also analyze the feasibility of
implementing bucket sort on FHE data and then explain our proposed schemes for actually implementing bubble sort on encrypted
data. The bucket sort algorithm involves three steps: distributing input array values into buckets, sorting each bucket individually, and

concatenating all sorted buckets.
(arr[i] — min_value) X bucket_count

index «
L (max_value — min_value + 1)

, for input array arr. From the above line it becomes apparent that index computation is not feasible because the array elements are
encrypted while other values required for index computation are unencrypted. In this scenario, computing the index to partition the
input array into buckets for further sorting is impossible. Given this limitation, we are left with only one feasible sorting operation,
which is bubble sort.

After Enc_distance computation, the Enc_distance subarrays disty [i][j] are obtained for each edge node i, where i indiacte
edge node and j indiacte data with in the array. Bubble sort is applied to each encrypted distance subarrays, where two consecutive
elements are compared and swapped if the first element is greater. To compare encrypted data, we use FHE_Subtraction and the sign
bit (sbit) (Enc(0) or Enc(1)) of the result is used to check which data is greater, then FHE_Mux circuit is used to store data in a

sorted manner, using the sbit as a selection line, as shown in sorting Algorithm 2 in lines[2 — 16]. This process runs concurrently in n
Manuscript submitted to ACM



977
978
979
980
981
982
983
984
985
986
987
988
989
990
991
992
993
994
995
996
997
998
999
1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029
1030
1031
1032
1033
1034
1035
1036
1037

FHEMalL e:Framework for Homomorphic Encrypted Machine Learning 17

edge devices, reducing significant timing overhead. To decide K nearest neighbors in the entire encrypted dataset, K top vlaues from
each n edge nodes are collected in and stored in Dist[i][j] array at Nodel and sorted again with bubble sort to obtain the final K
nearest neighbors (K top values) as shown from line 24, in sorting Algorithm 2 (also refer Fig. 8). These final K neighbours will be
used for voting. After getting K nearest neighbours, the next step is plurality voting based on class labels of the neighbours and
the majority voted label is assigned to test data input. Here train data labels (L;) are taken as +1 (positive class) and -1 (negative
class) in plaintext. To assign plurality-voted label to test data input, we need to check which label count is greater than the threshold
value (half of the number of neighbours(K/2)). To perform this, we add MSBs (most significant bits) of the labels for K neighbours
using FHE_Adder circuit [50], which will be Enc(0) for +1 label and Enc(1) for —1 label. If positive class labels (+1) are more than
negative class labels (-1), then the FHE_Adder result will be less than K/2 and vice versa. This FHE_Adder result is compared with
the threshold value (K/2) with the help of the FHE_Subtraction circuit and the MSB of FHE_Subtraction is used as the selection line
of FHE_Mux to predict the label of test data.

Table 2. Operations and CKKS Limitations

Operations Not

Algorithm Operations Used Realizable with CKKS

FHE_Addition, FHE_Subtraction,

KNN FHE_Multiplication, FHE_Comparison, FHE_Comparison, FHE_Sorting,

FHE_Sorting, FHE_Mux FHE _Mux
FHE_Multiplication, FHE_Addition,
SVM FHE_Comparison, FHE_Comparison, FHE_Mux
FHE_Mux
FHE_Multiplication, FHE_Addltlon, FHE_Comparison, FHE_Division,
LR FHE_Absolute, FHE_Division, FHE Absolute. FHE Mux
FHE_Comparison, FHE_Mux, FHE_Subtraction - ’ -
FHE_Addition, FHE_Multiplication, FHE_Exponent, FHE_Log,

DNNs FHE_Exponent, FHE_Log, FHE_SquareRoot FHE_SquareRoot

However, incorporating application-specific values of K, this costly encrypted sorting step can be replaced with a linear computation

of K -max. That in turn can improve the overall timing performance.

Feasibility and Optimizations for CKKS based Implementation of KNN

In a CKKS based KNN implementation, query vectors and datasets are encoded as ciphertexts, enabling parallel distance calculations
between the query and multiple database points using SIMD operations. A significant challenge arises in selecting the k nearest
neighbors, as CKKS does not support exact comparison or sorting of encrypted data. Approximate techniques, proposed in [13]
implemented to perform comparison operations with polynomial approximations and a series of modular arithmetic operations to
perform comparisons on encrypted numerical values without decryption. These methods often lack the efficiency and precision of
plaintext KNN. The final step of identifying the k nearest distances and determining the majority class is particularly susceptible
to errors. When distances between the query and training points are similar, small numerical inaccuracies in CKKS computations
can lead to incorrect neighbor rankings, resulting in the selection of incorrect neighbors. This can cause false positives (assigning
an incorrect class due to irrelevant points being selected) or false negatives (missing the correct class by excluding true nearest
neighbors). As observed in CKKS based SVM and LR, post-decryption refinement, such as decrypting distances for plaintext sorting,
risks information leakage. An adversary accessing decrypted distances could launch membership inference or reconstruction attacks,
compromising data or model privacy. Thus, while CKKS enables homomorphic distance computations for KNN, secure and efficient

neighbor selection remains a critical challenge.

6 WHY NN AND LLM CAN BE BETTER REALIZED IN CKKS BUT NOT GENRAL ML?

The basic components of NN and LLMs typically involve matrix multiplications (e.g., linear layers, attention heads), element-wise
operations (e.g., activations like ReLLU, GELU, sigmoid), normalization (e.g., layer norm, batch norm), and pooling or softmax
layers. When attempting to implement these components under FHE, particularly using TFHE, significant challenges arise. While
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TFHE is highly effective for bit-level operations like exact comparisons and logical functions, it is poorly suited for the large-scale
arithmetic and lack of SIMD support that neural networks and LLMs depend on. Essential tasks such as matrix multiplications,
dot products, and non-linear activations require high-precision computations that become inefficient with TFHE and substantial
computational overhead, making these operations impractical in real-world scenarios. In contrast, schemes like CKKS, designed for
efficient approximate arithmetic, are far better suited to these workloads.

CKKS natively supports matrix-vector and matrix-matrix operations, dot products, and scalar multiplications in an encrypted
domain using SIMD packing of complex numbers, making it highly effective for homomorphically evaluating the linear algebraic
core of these models [17]. The vectorized processing of CKKS enables parallel evaluation of multiple slots, further improving
efficiency for such operations. However, operations involving exact comparisons (e.g., argmax in softmax, top-k selection (in case
of probability token selection, ranking, recommendation systems, and text generation) , or hard thresholding in pruning), discrete
branching, and sorting (in case of top-k recommendations, SoftRank approximate sorting by predicting smooth probabilistic scores,
and retrieval-augmented generation ) are not directly supported in CKKS. These operations require either switching to an exact
scheme (such as TFHE) or designing polynomial or piecewise polynomial approximations [5]. While certain activations (e.g., ReLU,
sigmoid) can be reasonably approximated using low-degree polynomials (e.g., Chebyshev or minimax approximations), not all
operators lend themselves to accurate polynomial approximation. Functions involving discontinuities or sharp decision boundaries,
like the argmax in softmax or sorting-based operations, are especially challenging to approximate accurately without significant
error accumulation. The accuracy drop due to such approximations depends on the complexity of the function and the degree of the
polynomial used. For example, approximate softmax using low-degree polynomials can lead to non-trivial degradation in model
confidence and calibration, as reported in [8] and [5]. Studies have shown that for image classifiers and small transformers, accuracy
drops of 1-5% are typical when activation and normalization functions are approximated [15].

Comparison operations are particularly challenging in FHE systems because, unlike basic operations such as addition and
multiplication, they are not natively supported by CKKS FHE schemes. We have implemented the method proposed in [13] that uses
polynomial composition to approximate comparisons. The idea is to approximate the sign function (which determines whether one
number is greater than, equal to, or less than another) through repeated compositions of specially designed polynomials that converge
to +1 or -1 as needed. This method involves selecting a base polynomial that satisfies specific properties (odd symmetry, convergence
at +1 or -1, and particular curvature) and composing it multiple times to approximate the sign function. The more compositions, the
better the approximation, but also the higher the computational cost. An improved variant combines two different polynomials in
sequence to reduce the required number of compositions, making the comparison faster while maintaining accuracy.

A major challenge in applying CKKS to edge environments is memory consumption. CKKS ciphertexts are substantially larger
than plaintext equivalents due to the packing of complex vectors, multiple ciphertext components, and large modulus sizes required
for maintaining precision and security. For instance, a single encrypted vector under CKKS can require memory in the order of
tens to hundreds of megabytes depending on the ring dimension, scale, and multiplicative depth [5]. This makes deployment on
resource-constrained edge devices difficult. As an example, TFHE can represent a single encrypted bit using a few kilobytes (e.g.,
8.9 KB), whereas CKKS ciphertexts for approximate encrypted vectors can demand over 100 MB per vector at moderate depth
levels, as shown in OpenFHE benchmarks. This memory overhead significantly limits the feasibility of CKKS in edge scenarios
without specialized hardware acceleration or hybrid schemes that offload intensive computations to more capable nodes. Designing
memory-efficient CKKS implementations for edge environments remains an open challenge, with ongoing research exploring

compression, ciphertext pruning, and streaming techniques to address this gap.

7 SECURITY ANALYSIS AND DISCUSSION

Securing ML models on resource-constrained edge devices is challenging. While encryption protects data at rest and in transit, it
often renders data unusable for ML, exposing vulnerabilities. Edge models face adversarial attacks that manipulate input data, model
extraction attacks targeting intellectual property, and privacy breaches exploiting training data. HE mitigates these risks by enabling
encrypted computations, preventing adversarial manipulation, limiting model extraction, and preserving training data privacy.

In adversarial attacks like a CPA, an adversary ‘A modifies input x to mislead an ML model M. Without encryption, A finds
x” such that M(x”) # M(x). With HE, A only sees encrypted inputs E(x) and E(x’), preventing such manipulation. In model
extraction, A queries M to approximate it. Without encryption, observed outputs M(x1), M(x32),... reveal model details. With
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HE, only encrypted outputs E(M(x1)), E(M(xz)), ... are visible, obstructing model reconstruction. Privacy attacks analyze M to
extract training data Dy,i,, but HE ensures computations occur on encrypted data, preventing direct access to Dyp,jp -

HE supports encrypted operations where E(x1) © E(x2) = E(x1 o x2). Given an ML model M, the encrypted input E(x) produces
E(M(x)) after homomorphic computation, maintaining confidentiality. This secures against adversarial attacks, as A only sees
E(x); prevents model extraction, as A accesses only E(M/(x)); and protects training data, keeping Dy,in encrypted as E(Dyain)- HE
mitigates various threats on edge devices. Data breaches are prevented by keeping data encrypted during computation, ensuring
unauthorized access is infeasible. MitM attacks are countered by encrypted data transmission, represented as E(T). Command
injection is mitigated by encrypting queries, E(C), preventing tampering. Data integrity is preserved as encrypted computations
maintain the original data’s structure, E(D1) - E(D2) = E(D; - D2). Credential theft is thwarted by storing credentials in encrypted

form, E(C), and data leakage is prevented by ensuring computations do not expose plaintext information.

Economic Viability via TCO Analysis

The framework is economically viable, as demonstrated by a Total Cost of Ownership (TCO) analysis comparing its low-cost edge
cluster to traditional cloud-based FHE solutions.

The document highlights that a Raspberry Pi 4 cluster (4-8 nodes, 8GB RAM each, interconnected via Gigabit Ethernet) costs
approximately $500-$1000 [21], [45]. In contrast, a cloud server instance like AWS c6i.16xlarge, which processes FHE operations
10-20 times faster, incurs significantly higher costs. A typical AWS c6i.16xlarge instance costs approximately $3.06 per hour
(based on public AWS pricing as of 2023), translating to $26,827 annually for continuous operation (8760 hours) [3]. For a 5-year
TCO, the cloud solution costs approximately $134,135, excluding data transfer and storage fees. The Raspberry Pi cluster’s TCO
includes initial hardware costs ($1000), power consumption (approximately SW per node, 40W total for 8 nodes, at $0.15/kWh,
yielding $52.56/year or $262.80 over 5 years), and minimal maintenance (estimated at $100/year or $500 over 5 years), totaling
approximately $1762.80. While cloud servers offer superior performance, the FHEMaLe framework targets applications like medical
predictions where inference times of minutes to hours are acceptable. The TCO ratio (cloud:edge ~ 76 : 1) demonstrates that the edge
cluster is economically viable for privacy-sensitive, non-real-time applications, leveraging low-cost hardware to achieve comparable

functionality at a fraction of the cost.

Scalability for Practical Workloads

The framework demonstrates scalability for practical workloads by distributing FHE-based ML computations across multiple edge
nodes, reducing inference time as node count increases.

Scalability is achieved by parallelizing FHE tasks across a cluster of edge nodes, as described in the document’s star topology,
where Node; distributes encrypted data to worker nodes for independent processing. Table 4 shows that distributing six NAND gate
operations across three nodes reduces computation time from 65.7 seconds (one node) to 22.14 seconds (NuFHE), demonstrating
near-linear speedup (65.7/22.14 ~ 2.97 for n = 3). For practical ML workloads, the framework supports KNN (37 minutes, 11 nodes),
SVM (4.15 minutes, 11 nodes), LR (7.82 minutes, 11 nodes), and DNN (33.8 minutes, 8 nodes) on the Wisconsin Breast Cancer
dataset (568 instances, 11 features). The increasing node count enhances efficiency and fault tolerance, handling larger workloads.
The Fabric API facilitates task distribution and data sharing, minimizing communication overhead. For larger datasets or more
complex models, adding nodes further reduces inference time, as the star topology avoids inter-node communication bottlenecks.
This scalability is practical for non-real-time applications like medical diagnostics, where the dataset size and model complexity

align with the tested workloads.

8 RESULTS

Our encrypted machine learning framework operates in both cloud and edge environments. In the cloud environment, encrypted
computations are performed on an HP Z240 Tower Workstation equipped with an Intel Xeon E3-1240 v5 3.50 GHz processor
and 64 GB of RAM, running Ubuntu 20.04 LTS. In the edge environment, encrypted operations are distributed across a cluster of
Raspberry Pi 4 Model B devices (each with a Broadcom BCM2711, quad-core Cortex-A72 @ 1.5 GHz processor and 8 GB of
RAM), connected in a star topology to a central master node. A single client system, configured with an Intel Core™ i7-8700 CPU
running Ubuntu 22.04.3 LTS, is responsible for encrypting data before transmission and decrypting results received from either the

cloud server or the edge cluster. We leverage the Fabric API for encrypted data sharing and parallel execution, distributing tasks
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Fig. 12. Choice of library in the encrypted domain on Cloud.

Table 3. CKKS vs TFHE Time (single prediction) and Memory per element (one element 16 bit) on Cloud.

OpenFHE | OpenFHE | OpenFHE OpenFHE
ML model CKKS TFHE TFHE CKKS

time (sec) | time (sec) | Memory (MB) | Memory (MB)
KNN (Training data=4, Test data=1) | 248 780 0.064 107
KNN(Training data=15, Test data=1) | 7182 3768 0.064 107
SVM 18 946 0.064 107
LR 17 650 0.064 107
NN 57 3982 0.064 107

across multiple Raspberry Pi nodes to optimize computation. In this work, we use the standard Wisconsin dataset (568 instances, 11
features) [19] from the UCI ML repository for binary classification. Table 3 presents the comparison of CKKS and TFHE schemes
(using OpenFHE) for various machine learning models on the server-side, highlighting both execution time for a single encrypted
prediction and memory consumption per 16-bit encrypted element. The results indicate that CKKS significantly outperforms TFHE
in computation time for models relying heavily on linear algebraic operations, such as SVM (18 sec CKKS vs. 946 sec TFHE) and
LR (17 sec CKKS vs. 650 sec TFHE). This advantage stems from CKKS’s ability to perform SIMD-style packed approximate
arithmetic efficiently, making it a better choice for models that do not require bitwise precision. In contrast, for models with more
complex comparison or selection logic, such as KNN with 15 training samples, TFHE exhibits lower execution time (3768 sec)
compared to CKKS (7182 sec). This is because TFHE’s native support for exact comparison operations provides better scalability for
KNN’s distance-based selection, where CKKS struggles due to the need for polynomial approximations of such operations. The
comparison of CKKS and TFHE encrypted KNN implementations for cloud environments, focusing on execution times as shown in
Figure 10 and Figure 11. For training samples from 8 to 15 (k=3), CKKS is faster up to 12 samples (16.2-48 min) compared to
TFHE (28.85-50.8 min), but TFHE outperforms beyond 12 samples, with CKKS reaching 119.7 min at 15 samples versus TFHE’s
62.8 min. CKKS’s execution time breakdown shows comparisons (569-2613 sec) and sorting (288—4283 sec) dominate at higher
samples, unlike encryption (91-210 sec) and distances (118-283 sec) and the memory vs computation trade-off, as shown in Table 3.

Memory consumption analysis reveals another critical distinction. CKKS requires about 107 MB per encrypted 16-bit element,
irrespective of model size, reflecting the overhead from large ciphertext components and scale management in approximate arithmetic.
In contrast, TFHE’s memory usage is minimal (0.064 MB per element), making it far more suitable for edge computing environments,
where memory and resource constraints are critical. Therefore, while CKKS offers superior performance for linear models and
neural networks on high-resource servers, its heavy memory footprint limits its practicality for edge deployments. On the other hand,
TFHE, despite its higher computational cost in many cases, aligns better with the constraints of edge platforms (such as Raspberry Pi
clusters) due to its compact ciphertexts and native support for exact logical operations. Hence, in the following discussion we only

include edge results implemented using different variants of TFHE libraries like NuFHE [41], OpenFHE python [43]. To enhance
Manuscript submitted to ACM



1221
1222
1223
1224
1225
1226
1227
1228
1229
1230
1231
1232
1233
1234
1235
1236
1237
1238
1239
1240
1241
1242
1243
1244
1245
1246
1247
1248
1249
1250
1251
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269
1270
1271
1272
1273
1274
1275
1276
1277
1278
1279
1280
1281

FHEMalL e:Framework for Homomorphic Encrypted Machine Learning 21

timing performance, we preload training data onto edge devices, reducing latency and enabling faster query responses. This improves

real-time processing by minimizing computational overhead and ensuring better load balancing and fault tolerance.

Table 4. Six Encrypted NAND Gate Operations Distribution on Edge Nodes.

NuFHE OpenFHE Python

Node; Node; Nodes (Time) (Time)

6 0 0 65.7 sec 44.68 sec
4 2 0 42.84 sec 29.82 sec
3 3 0 34.59 sec 22.38 sec
2 2 2 22.14 sec 14.91 sec

Table 5. Encrypted Arithmetic Operations on Edge Devices (16- bit data).

Operation NuFHE (Time) OpenFHE Python (Time) OpenFHE OpenMP C++ (Time)

Addition 56.79 sec 32.31 sec 11 sec
Subtraction 43.40 sec 39.31 sec 21 sec
Multiplication 32.46 min 23.89 min 170 sec

Results on Edge

Before implementing encrypted ML modules on edge, first, we distributed basic gate logic operations among edge nodes to observe
the timing using FHE primitive gates provided by NuFHE and OpenFHE library. We have distributed 6 NAND gate operations,
and the timing overhead is reduced significantly after distributing among edge nodes as shown in Table 4. Certain mathematical
operations, including addition (16-bit), subtraction (16-bit), and multiplication (16-bit), were also analyzed after being translated in
their encrypted form on a single pi board (Table 5).

Following the successful evaluation of the basic gate-level performance, the subsequent step involved implementing the encrypted
KNN algorithm on a distributed edge network. The experiment was carried out using varying numbers of edge nodes and different
standard neighbor values K, specifically 3, 5 and 7. Along with NuFHE, in this work we have also explored the OpenFHE [43] library
for fully homomorphic operations which is way faster. The comparison results for NuFHE and OpenFHE framework for distributed
encrypted KNN computation are presented in Table 6. However, in our Raspberry Pi board only 4 cores are present and OpenFHE
with the improved bootstrapping works better in this scenario. After the successful implementation of encrypted KNN in distributed
environment, the next encrypted SVM prediction steps were performed on varying numbers of edge nodes. The prediction time

results are tabulated in the Table 7 a, and the library performances are compared as shown in Fig. 13.

Table 6. Distributed Encrypted KNN prediction time for K = 3, 5, 7 on Edge.

No.of Edge NuFHE OpenFHE NuFHE OpenFHE NuFHE OpenFHE OpenFHE OpenMP

Nodes (n) (Time) (Time) (Time) (Time) (Time) (Time) C++ (Time)
K=3 K=5 K=7 K=3
1 11.06 hr 7.31 hr 11.12 hr 7.38 hr 11.16 hr 7.54 hr 3.47 hr
2 5.54 hr 3.66 hr 5.55 hr 3.71 hr 5.57 hr 3.77 hr 1.98 hr
3 3.67 hr 2.43 hr 3.70 hr 2.48 hr 3.72 hr 2.50 hr 1.17 hr
8 114 min 74 min 116 min 78 min 118 min 80 min 37.06 min

Table 7. Encrypted prediction time on Edge.

a. Distributed Encrypted SVM prediction time b. Distributed Encrypted LR prediction time.
No. of NuFHE OpenFHE OpenFHE No. of NuFHE OpenFHE OpenFHE
Edge (Time) Python OpenMP Edge (Time) Python OpenMP
Nodes (n) (Time) C++ (Time) Nodes (n) (Time) C++ (Time)

1 7.18 hr 4.70 hr 35.1 min 1 10.41 hr 5.39 hr 47.41 min
2 3.15 hr 2.06 hr 19.01 min 2 4.71 hr 2.43 hr 26.8 min
3 2.30 hr 1.50 hr 12.55 min 3 3.14 hr 1.62 hr 19.55 min
11 34 min 18 min 4.15 min 11 56 min  28.23 min 7.82 min
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Table 8. Encrypted NN on Edge Device.

Model Nodes No.oflayers NuFHE (Time) OpenFHE OpenMP C++ (Time)
NN 8 3 310 min 33.83 min
3.5

O ]

Time (hr)

o 2 N @

Distributed Encrypted SVM using TFHE

NuFHE
OpenFHE python
OpenFHE ct+

Time (hr)

Distributed Encrypted LR using TFHE

NuFHE
OpenFHE python
OpenFHE ct+

Divsion Time (hr)
=

(=]

No. of Edge Nodes

Fig. 13. Encrypted SVM prediction time on Fig. 14. Encrypted LR prediction time on

Edge
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o
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Array Length of powers-of-2 values (EPO2)

Fig. 15. Encrypted Division time w.r.t. length
of EPO2

Table 9. Comparison of Popular FHE Libraries Supporting Encrypted Machine Learning

Framework / Encryption Encrypted ML Key Features Operation Limitations
Library Scheme(s) Support Type
CKKS limitations: No native
. High-performance CKKS; support for FHE_Comparison,
. Linear models, .
Microsoft SEAL BFV, CKKS imle NN large-scale support; FHE_Mux, FHE_Division;
simple
P widely adopted approximation needed for
FHE_Log, FHE_Exp
. . . No support for approximate
. Linear regression, Smart noise management; . .
HElib BGV . . arithmetic; not suitable for
LR modular arithmetic
real-valued DNNs
CKKS: no exact
LR, Multi-scheme APIs; comparison or Mux;
PALISADE BFV, BGV,
CKKS CNN, SVM good documentation lacks TFHE-style
bootstrapping
. . CKKS-only; lacks logic ops;
. LR, Go implementation; .
Lattigo BFV, CKKS ) ) . no FHE_Comparison or Mux
deep learning (via APIsjoud-native focus
support
o . ) No support for real-valued ops;
Binarized Neural Efficient bootstrapping; .
Concrete TFHE, FHEW o . not suitable for CKKS-based
Networks (BNNs) optimized for real-time
DNNs
. . Cannot process real numbers;
Logic gates, Bit-level accuracy; .
TFHE TFHE ) . . unsuitable for CKKS-style
binary ops efficient bootstrapping .
operations
. CKKS lacks FHE_Comparison,
PyTorch encrypted ~ Python interface; L
TenSEAL CKKS, BFV . FHE_Mux, FHE_Division;
inference tensor support .
no training support
. No support for bit-level logic;
ONNX-compatible nGraph and OpenVINO o .
HE Transformer CKKS . . CKKS limits on comparison,
DNNs integration

(Intel)

exponentials, roots
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Framework / Encryption ML Support Type Key Features Operation Limitations
Library Scheme(s)

Matrix ops, Original CKKS; widely =~ CKKS: approximation error in
HEAAN CKKS

. DNNs used in research log, exp, root; no logic support
(approximate)
. Only for logic circuits;

Boolean GPU-accelerated binary
CUFHE TFHE . not usable for DNNs or

functions FHE ops (CUDA)

real-number ops

Library dynamically selects

This work Supports both .

CKKS, TFHE LR, SVM, KNN either CKKS/TFHE based on
(Cloud ) CKKS and TFHE .

user accuracy requirement
. Memory-efficient library

This work Supports both .

TFHE LR, SVM, KNN selection for exact
(Edge ) CKKS and TFHE

computation using TFHE

After the successful implementation of encrypted KNN and encrypted SVM in distributed environment, the next encrypted LR
prediction steps were performed on the varying number of edge nodes. The prediction time results are tabulated in the Table 7 b,
and the library performances are compared as shown in Fig. 14. In LR implementation, an approximate division algorithm was
proposed in section 4.5.5, where we use EPO2={2°,21,22,23 ... 2"} and we have taken 11 elements in this array according to the
application. In different datasets, the size of the EPO2 array will vary according to the application, which will affect the time taken to
compute division result. We have showcased encrypted approximate division time w.r.t. varying length of EPO2 array in Fig 15. The
ensemble learning approach enhances accuracy and robustness by combining predictions from multiple models. Each model and
input data are encrypted using HE before distribution across the Raspberry Pi cluster. Nodes independently process their encrypted
data subsets, and the encrypted results are aggregated to generate the final prediction, ensuring data privacy throughout the process.
Our designed operators are sufficient to implement a DNN. As noted in the Section 1, the implementation of deep neural networks is
not required for this data set. However to show the completeness of our operators, we implemented a simple DNN using the same
dataset, with results presented in Table 8. The results are specific to the Breast Cancer Wisconsin dataset. The number of nodes are
hyperparameters that depend on the dataset’s features and the model architecture. These choices influence performance, and results
may vary across different datasets and ML/DL models. Our analysis shows our proposed operators are also sufficient to implement
LLM attention layer. However, straight forward LLM and DNN implementations incur huge computation overhead. In future work,
we plan to propose DNN and LLM specific optimizations to improve performance.

Further, we highlight that Raspberry Pi cluster for FHE computations presents an interesting low-cost alternative to cloud servers.
Using multiple Raspberry Pi 4B devices (with §GB RAM each) interconnected via Gigabit Ethernet, we can create a budget-friendly
edge computing cluster for around $500-1000 (4-8 nodes). The main tradeoff comes in computational power, while a cloud server
instance (like AWS c6i.16xlarge) can process FHE operations 10-20x faster due to higher CPU, GPU frequencies and optimized
memory hierarchies, it costs roughly $2-3 per hour. The Pi cluster excels for non-time-critical FHE workloads where data privacy
and long-term cost savings are priorities.

Moreover, results in Table 6, 7 shows the implementation of our encrypted ML algorithms distributed in nature and improves with
the increase of nodes in cluster. Here, we have tested with cluster of 11 nodes, but that can be improved with larger cluster. Further,
our results in Figure 13, 14 show that final timing performance also dependent on the choice of libraries and supported levels of
homomorphic depth. Finally, Table 9 shows the limitations of existing frameworks and advantage of FHEMaLe framework. Our
framework can perform machine learning prediction in just 17 seconds on the cloud and 4.15 minutes on the edge, offering flexibility
based on performance and deployment needs.

Our experimental results demonstrate the trade-offs between CKKS and TFHE schemes in encrypted machine learning inference.
As shown in Table 4.10, CKKS achieves significantly faster single prediction times compared to TFHE but at a much higher memory
cost per element (107 MB vs 0.064 MB).
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Table 10. Encrypted ML Prediction Times: Cloud vs. Edge Deployment

OpenFHE CKKS (cloud) | OpenFHE c++ TFHE (edge)
KNN 248 sec 37.06 min
SVM 18 sec 4.15 min
LR 57 sec 7.82 min

9 CONCLUSION AND FUTURE WORK

In future work, we plan to investigate further improvements through hybrid scheme switching, leveraging libraries such as OpenFHE

for dynamic switching between CKKS and TFHE [43]. We will also explore scalable key management strategies and adaptive load

balancing for enhanced performance in large-scale edge networks. While encrypted ML processing is slower than plaintext prediction,

our end-to-end encrypted framework is well-suited for applications where real-time results are not critical, such as medical diagnosis,

weather forecasting, financial analysis, and energy grid optimization, where data security is prioritized.
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