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Abstract

We initiate the study of lower bounding the verification time of Succinct Non-interactive ARguments
of Knowledge (SNARKs) built in the Polynomial Interactive Oracle Proof + Polynomial Commitment
Scheme paradigm. The verification time of these SNARKs is generally dominated by the polynomial
commitment scheme, and so we want to understand if polynomial commitment schemes admit lower
bounds on the verification time. By recognizing that polynomial commitment schemes are also often built
by applying cryptography to some information-theoretic core protocol, we seek to separate this core from
the cryptography in a way that meaningfully captures the verification time required by the polynomial
commitment scheme verifier.

We provide strong evidence that several polynomial commitment schemes have (nearly) optimal verifier
times. Our evidence comes from connecting polynomial commitment schemes to certain information-
theoretic protocols known as communication protocols from the field of communication complexity,
a link which we believe to be of independent interest. Through this lens, we model the verifier work
in the cryptographic protocols as information (i.e., number of bits) exchanged between parties in the
communication protocols, allowing us to leverage lower bounds from communication complexity. These
lower bounds give strong evidence that the verifier time in these polynomial commitment schemes must
be at least the number of bits exchanged in the communication protocol.

We extract the communication protocol cores of three polynomial commitment schemes and lower
bound the bits exchanged in these cores. The lower bounds we obtain match (up to poly-logarithmic factors)
the best-known (asymptotic) verification times of the polynomial commitment schemes we examine in
this work. Specifically, we show that for univariate/multilinear polynomials of size 𝑁 = 2𝑛:

• the communication core of Hyrax PCS (Wahby et al., S&P 2016) requires Ω(
√
𝑁) bits to be

exchanged;
• the communication core of Bulletproofs PCS (Bootle et al., EUROCRYPT 2016; Bünz et al., S&P

2018) requires Ω(𝑁) bits to be exchanged; and
• the communication core of Dory PCS (Lee, TCC 2021) requires Ω(log(𝑁)) bits to be exchanged.

Our results strongly suggest a negative answer to a longstanding open question on whether the Bulletproofs
verifier can run in sublinear time.
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1 Introduction

Succinct Non-interactive ARguments of Knowledge (SNARKs) allow a computationally powerful prover to
convince a computationally weak verifier of the truth of some (e.g., NP) statement via a (non-interactive)
proof of sublinear size. It is well-known that modern efficient SNARK constructions can be divided into
two components: an information-theoretically secure component (typically a polynomial interactive oracle
proof (PIOP) [BFS20]), and a cryptographic protocol (typically a polynomial commitment scheme (PCS)
[KZG10]). These two interactive components are combined to obtain a succinct interactive argument, which
is then rendered non-interactive via the Fiat-Shamir transformation [FS86].

Examining SNARKs built from this combination of PIOPs and PCSs, what is less recognized is that
the PCS itself can typically be divided into two of the same components: an information-theoretic one and
a cryptographic one. Notable exceptions (i.e., ones which put this display at the forefront of their design)
include PCSs based on (or inspired by) the FRI protocol [BBH+18, ZCF24, ACF+24], and those based on
Ligero/Brakedown [AHI+23, BFH+20, BBH+22, GLS+23, BFK+24]. With these notable exceptions, the
vast majority of other PCSs in the literature (e.g., discrete-log based schemes [BCC+16, BBB+18, WTS+18,
BHR+20], pairing-based schemes [KZG10, XZZ+19, Lee21, BHV+23], groups of unknown order based
schemes [BFS20, BHR+21], and lattice-based schemes [ACL+22, BCF+22, AFL+24, CMN+24, NS24, HSS24,
FMN24]) do not highlight or examine the PCS from this same perspective.

1.1 Our Contributions

In this work, we attempt to elucidate this viewpoint by isolating the information-theoretic cores of three
well-studied polynomial commitment schemes. This perspective and goal bring two benefits. First is
expository: understanding the information-theoretic core of these protocols gives us insights into what is
“really happening” in these commitment schemes; i.e., what is the cryptography guaranteeing? Second, this
view allows us to provide evidence that certain commitment schemes are optimal, in terms of verification
time. Specifically, we can show unconditionally that (certain components of) the information-theoretic cores
of these commitment schemes cannot be improved (up to constant factors), so building “better” commitment
schemes to circumvent our results will have to deviate significantly from the current design paradigms.

We examine three polynomial commitment schemes through this lens: Hyrax [WTS+18], Bulletproofs
[BCC+16, BBB+18], and Dory [Lee21]. We separate the information-theoretic cores from the cryptography of
these protocols, allowing us to understand what the cryptography is actually achieving; i.e., which properties
are needed in the underlying cores that the cryptography guarantees. Moreover, by isolating these cores, we
obtain strong evidence that the verification time of all the aforementioned schemes is (nearly) optimal. We do
this by translating the verifier work in the polynomial commitment schemes to the number of bits exchanged
between parties in the information-theoretic cores, then obtain lower bounds on this number of bits.

The information-theoretic cores we extract from these polynomial commitment schemes are information-
theoretic protocols known as communication protocols from the field of communication complexity (see
Section 1.2.1). Communication protocols are information-theoretic protocols with computationally unbounded
parties that seek to understand how many bits are required to be exchanged between parties in order to
compute some discrete function (with inputs spread across parties). That is, the complexity measure of a
communication protocol is explicitly this number of exchanged bits.

Our results frame Hyrax, Bulletproofs, and Dory as communication protocols by stripping away the
cryptography and understanding what guarantees the cryptography provides, then translating those guarantees
into a suitable communication protocol. This framing allows us to leverage known and new lower bounds
for communication protocols; in particular, we show that the communication cores of Hyrax, Bulletproofs,
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and Dory require a certain number of bits to be exchanged between parties (otherwise soundness of the
core is violated). The lower bounds we obtain nearly match the verification time of the specified schemes,
giving strong evidence that the verification times of Hyrax, Bulletproofs, and Dory are (nearly) optimal. In
other words, to achieve more efficient verification time in these schemes, our results suggest that significant
modifications would be needed: any modification that can be captured using the same communication
protocols we obtain for Hyrax, Bulletproofs, and Dory is subject to our lower bounds. Informally, we show
the following results.

Theorem 1.1 (Informal; see Corollaries 4.2, 5.2 and 6.2). For 𝑁 = 2𝑛 and any 𝑛-variate multilinear or
degree-𝑁 univariate polynomial over a finite field F,

1. The communication protocol core of Hyrax-PCS requires Ω(
√
𝑁) bits of communication;

2. The communication protocol core of Bulletproofs-PCS requires Ω(𝑁) bits of communication;
3. The communication protocol core of Dory-PCS requires Ω(log(𝑁)) bits of communication.

Note that each scheme under consideration operates using group-based assumptions, with Hyrax and
Bulletproofs utilizing the discrete-logarithm assumption, and Dory additionally employing pairing-friendly
groups. In light of this, the verification costs of Hyrax, Bulletproofs, and Dory nearly match the lower bounds
of Theorem 1.1, up to polylog |G| factors, assuming single G/F operations (including pairings) require
polylog |G| bit-operations and |G| ⩾ |F| for group G with scalar field F.

Notably, (2) in Theorem 1.1 gives evidence towards a resolution of a long-standing open question on
whether the Bulletproofs verifier is inherently linear-time. Our results show that linear communication is
inherent to the underlying information-theoretic core, and any attempt to improve the Bulletproofs verifier
time will require significant deviation from this core; Dory is one such deviation from Bulletproofs, which we
highlight in Section 1.2.5. In particular, our results suggest that prior work on obtaining a sublinear-time
Bulletproofs verifier (e.g., [Lu22, Lu24], both of which have been withdrawn) was doomed to fail. Indeed,
[Gab24] gave an attack against the work presented in [Lu24], and this attack matches (in spirit) the proof of
our communication lower bound.

1.1.1 Evidence vs. Provable Optimality of Verification Times

We are very careful in how we state our results: we are giving (what we believe to be) strong evidence
that the aforementioned protocols have optimal verifier time. Our evidence is strong in the sense that the
communication protocols we extract from Hyrax, Bulletproofs, and Dory nearly match the communication
lower bounds, and these lower bounds hold for any communication protocol which computes the same
discrete functions as the communication cores of Hyrax, Bulletproofs, and Dory. However, this is not a
formal proof, and any such formal proof would require proving a statement of the form “for every polynomial
commitment scheme satisfying a set of properties 𝑃, there exists a communication protocol which satisfies a
set of properties 𝑃′” (here, 𝑃′ is a function of 𝑃, the protocol, etc.), where the properties 𝑃, 𝑃′ capture the
efficiency, communication, etc., of these stated protocols. Such a statement seems difficult to even formally
write down, let alone prove; nonetheless, we leave this as exciting future work to explore, as it would allow us
to derive lower bounds on many more polynomial commitment schemes in a straightforward manner.

1.1.2 Polynomial Commitment Schemes from any Communication Protocol?

One may naturally wonder if we could reverse our results: namely, build a polynomial commitment scheme
from any specified communication protocol, possibly subject to certain restrictions. Our results make
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no claims of this form, and we strongly believe this to not be possible. It is quite likely one could cook
up a communication protocol, even under some possible restrictions (e.g., like ones we introduce for our
communication cores), that look nothing like a polynomial commitment scheme (as in, impossible to
translate into a meaningful cryptographic protocol). This makes our results and evidence even stronger
since communication complexity lower bounds are of the form “for a function 𝑓 , any communication
protocol computing 𝑓 has a communication lower bound,” and the communication cores we derive from the
aforementioned polynomial commitment schemes have (nearly) matching communication complexity.

1.1.3 Verifiers with PCP Proof String Access?

One natural question to ask is if our lower bounds can be circumvented by a polynomial commitment scheme
verifier with query access to a PCP proof string, since in this case the actual work done by the verifier is
much less than reading the proof string, which could potentially circumvent our lower bounds. However,
we do not believe this would circumvent our results. This is because any of the homomorphic commitment
schemes we model in this work (and for which our lower bounds apply to) can also be used to implement
PCP-query access for cryptographic verifiers: e.g., commit to the (multilinear extension of) the PCP proof
string, and now queries to the PCP proof string now become evaluations to the committed polynomial. In fact,
any polynomial commitment scheme built via PCPs is likely to already have a cryptographic prover commit
to the string (e.g., via a Merkle tree), and provide openings to the verifier queries.

1.2 Technical Overview

Proving Theorem 1.1 relies on showing suitable lower bounds on the information-theoretic cores of the three
polynomial commitment schemes we examine in this work. The first step is, thus, understanding what these
information-theoretic cores are. A natural attempt might be to simply strip away the cryptography from these
PCSs and obtain some information-theoretic interactive (oracle) proof; however, to the best of our knowledge,
we do not know of any lower bounds on the verifier time of interactive (oracle) proof systems, so this path
does not seem viable. The only result we are aware of that provide some evidence of lower bounds on the
verifier time are due to Bangalore et al. [BBH+22], who show evidence of a poly(𝜆) upper bound on the
space required by certain verifiers for interactive arguments based on symmetric-key primitives (e.g., hash
functions). They also provide evidence of a proof-size lower bound based on existing techniques, which
translates to a lower bound on the verification time. In light of these limited results, we take a different
approach and model the information-theoretic cores of these PCSs as communication protocols, allowing us
to leverage tools from the rich field of communication complexity to obtain our lower bounds.

1.2.1 Communication Complexity and Merlin-Arthur Communication

The field of communication complexity, originally introduced by Yao [Yao79], studies the communication
costs of computing discrete functions with inputs split between two or more parties. The most relevant
communication model to us is (online) Merlin-Arthur Communication [BFS86, CCM+14]. A communication
protocol in this model is parameterized by a function 𝑓 : 𝑋 ×𝑌 → 𝑍 , two (randomized) parties Alice and Bob,
and an omniscient but untrusted helper Merlin. Alice and Bob, given inputs 𝑥 ∈ 𝑋 and 𝑦 ∈ 𝑌 respectively,
wish to compute 𝑓 (𝑥, 𝑦) and can settle for some (constant) probability of error. Merlin-Arthur communication
asks: if Alice and Bob must communicate 𝑅( 𝑓 ) bits to compute 𝑓 (𝑥, 𝑦) on their own, can Merlin, who
knows (𝑥, 𝑦), convince “Arthur” (defined as Alice and Bob together) that 𝑓 (𝑥, 𝑦) = 𝑧 while keeping the total
communication between all parties 𝑜(𝑅( 𝑓 ))?
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Online Merlin-Arthur (OMA) communication modifies the above communication model and allows Bob
and Merlin to interact arbitrarily, with the restriction that Bob’s messages do not depend on the input 𝑦, and
restricts Alice to only send a single message to Bob after Bob and Merlin’s interaction (in particular, Alice
cannot receive communication from either Bob or Merlin). Notably in these models, Alice and Bob are
always honest, trusted parties, and all parties are computationally unbounded.

Why Communication Complexity? Intuitively, communication complexity seeks to measure the amount
of information that must flow between parties in a protocol in order to compute a function 𝑓 . As all parties
within the protocol are computationally unbounded, the cost of such a protocol is strictly determined by the
number of bits sent. Thus, if we can frame (the underlying interactive protocol of) SNARKs as communication
protocols, it gives us a tangible connection to SNARK performance in two distinct ways: (1) the SNARK
proof is explicitly a transfer of information from the SNARK prover to the SNARK verifier; and (2) the
SNARK verifier work can be isolated and modeled as the number of bits the party “Arthur” needs to receive
in order to verify this proof (i.e., verify the computation of some function).

Communication complexity, then, is a clean information-theoretic setting to formulate the information-
theoretic cores of (certain) cryptographic protocols. As all parties are computationally unbounded, the “work”
being done by cryptographic parties can be explicitly measured as the number of bits sent in the underlying
communication protocol. This, then, allows us to utilize well-established (online) communication lower
bounds for many functions, including inner product and set disjointness [BFS86, KS92, Kla03, AW09],
matrix-vector products [KS93, SWY+21, CMT13], and (sparse) index [Abl96, CCG+14, GS24]. In this work,
we will use OMA communication (and an extension that we introduce) to cleanly isolate the work being
performed by parties in Hyrax [WTS+18], Bulletproofs [BCC+16, BBB+18], and Dory [Lee21], and establish
lower bounds via known communication complexity lower bounds.

1.2.2 Review: Polynomial Commitment Schemes

We briefly give a high-level overview of polynomial commitment schemes, originally introduced by Kate,
Zaverucha, and Goldberg [KZG10]. A polynomial commitment scheme, or a PCS in short, is a special
cryptographic commitment scheme which first allows a committer/prover to commit to a polynomial 𝑓 as
some value 𝐶. Then, a receiver/verifier, given 𝐶, can request 𝐶 be opened to a specific evaluation 𝑥 of the
underlying polynomial 𝑓 via an evaluation protocol, which (informally) proves the statement “𝑦 = 𝑓 (𝑥) and
𝑓 (𝑥) is consistent with 𝐶.” See Section 2 for the full definition.

All three polynomial commitment schemes we consider in this work utilize group-based hardness
assumptions (specifically, discrete-log and pairings). For ease of presentation, we let G be a finite cyclic
group written in additive notation with scalar finite field F. Throughout this section, we assume that 𝑁 = 2𝑛.
Moreover, we discuss all polynomial commitment schemes as multilinear PCSs; that is, as polynomial
commitment schemes for multilinear polynomials. For any function 𝑓 : {0, 1}𝑛 → F, the multilinear extension
of 𝑓 , denoted as ˜︁𝑓 : F𝑛 → F is the unique polynomial such that deg(𝑿𝑖) ⩽ 1 for all 𝑖 ∈ [𝑛] and 𝑓 (𝒄) = ˜︁𝑓 (𝒄)
for all 𝒄 ∈ {0, 1}𝑛. Similarly, for any vector 𝒖 ∈ F𝑁 , we let ˜︁𝒖 denote the multilinear extension of 𝒖, where we
equivalently view 𝒖 as a function from {0, 1}𝑛 to F in the natural way. We also naturally define extensions of
vectors/functions over G with scalar field F: for 𝒈 ∈ G𝑁 , ˜︁𝒈 : F𝑛 → G is the multilinear extension of 𝒈.

1.2.3 Hyrax: Review and Information-Theoretic Core

The Hyrax PCS [WTS+18] is built from a more general commitment scheme for verifying vector-matrix-vector
products; we call this scheme Hyrax-VMV. In Hyrax-VMV, the prover is given a matrix A ∈ F𝑎×𝑏 and
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commits to this matrix by computing a Pedersen commitment [Ped91] per row of A with random generators
𝒈 $← G𝑏; that is, the commitment is the vector 𝑪 = A𝒈⊤ ∈ G𝑎. Then, for vectors 𝑳 ∈ F𝑎 and 𝑹 ∈ F𝑏

given by the verifier after receiving a commitment 𝑪, Hyrax-VMV takes as input (𝑪, 𝑳, 𝑹) and is a proof of
knowledge that the prover knows matrix A such that 𝑪 = A𝒈⊤ and 𝑦 = 𝑳A𝑹⊤. The proof consists of a single
message from the prover: a vector 𝑳′ (the purported value of 𝑳A) and a value 𝑦′ (the purported value of
𝑳A𝑹⊤). Verification proceeds in 3 steps: (1) sample 𝛼 $← F; (2) check 𝛼⟨𝑳,𝑪⟩ ?

= 𝛼⟨𝑳′, 𝒈⟩, and (3) check
𝛼𝑦′

?
= 𝛼⟨𝑳′, 𝑹⟩. Hyrax-VMV can be used as a PCS for any polynomial 𝑓 such that evaluation of 𝑓 at any

point can be expressed as a vector-matrix-vector product; examples include multilinear polynomials and
univariate polynomials (see Section 4.2 for full details).

Information-Theoretic Core of Hyrax. The above discussion leads us to frame the information-theoretic
(IT) core of Hyrax as an online Merlin-Arthur (OMA) communication protocol for verifying (random)
vector-matrix-vector products, which consists of two parts: Merlin convince “Arthur” that (1) 𝑳′ = 𝑳A, and
(2) that 𝑦 = ⟨𝑳′, 𝑹⟩. In particular, vector-matrix-vector products are verified by simultaneously verifying a
matrix-vector product (the claim “𝑳′ = 𝑳A”) and an inner product (the claim “𝑦 = ⟨𝑳A, 𝑹⟩”). Somehow,
we need to account for the cryptographic commitment 𝑪 of Hyrax-VMV in the communication model.
Moreover, since parties are computationally unbounded in the communication model, there is no such thing
as a cryptographic commitment. Therefore, we first must understand what the commitment 𝑪 is actually
contributing in Hyrax-VMV.

The commitment 𝑪 = A𝒈⊤ is actually a random fingerprint of A using public randomness 𝒈, which
cryptographic verifier uses to cross-check the proof. Traditionally, random fingerprinting of a matrix A
consists of computing A𝒓⊤ for 𝒓 $←F𝑏 (see [Fre77]), where the fingerprint is computed and given by a trusted
party. It is not difficult to see in Hyrax-VMV that if the (untrusted) prover were to commit to A with a public
random vector 𝒓 ∈ F𝑏, then Hyrax-VMV no longer remains sound via the following attack. The prover can
honestly send 𝑪 = A𝒓⊤ and later convince the verifier that ˜︁𝑦 = 𝑳A𝑹⊤ for some ˜︁𝑦 ≠ 𝑦 (the true value of
𝑳A𝑹⊤) by computing ˜︁𝑳 ≠ 𝑳A such that ⟨𝑳,𝑪⟩ = ⟨˜︁𝑳, 𝒓⟩ and ⟨˜︁𝑳, 𝑹⟩ ≠ 𝑳A𝑹⊤.

However, in Hyrax-VMV, the discrete-log assumption prevents this attack and allows the prover to
compute the fingerprint A𝒓⊤ without explicitly knowing 𝒓. The commitment 𝑪 = A𝒈⊤ acts exactly like a
random fingerprint of the matrix A, where the randomness 𝒓 is hidden within 𝒈. To see this, we can reimagine
sampling the random generators 𝒈 as follows: (1) sample generator 𝑔 ∈ G; (2) sample random vector 𝒓 $← F𝑏;
(3) define 𝒈𝑖 = 𝑔 · 𝒓𝑖 for all 𝑖. Since 𝑔 is a generator, each 𝒈𝑖 is a generator. Now, by hardness of discrete-log,
the prover cannot uncover the hidden 𝒓, which allows the prover to provide the fingerprint of A without
explicit access to the randomness, avoiding the above attack.

By this above discussion, we conclude that in the OMA protocol for Hyrax-VMV, Bob will need a random
fingerprint of the matrix A in order to cross-check Merlin’s claims. Moreover, the randomness used for this
fingerprint must be hidden from Merlin. This is handled by having Alice and Bob sample shared private
randomness 𝒓 and having Alice send the fingerprint 𝑪 = A𝒓⊤ after Merlin’s interaction with Bob. Intuitively,
Alice being honest and sending a correct fingerprint is capturing the cryptographic prover’s hands being tied
by the discrete-log assumption and the knowledge soundness of Hyrax-VMV: if the prover tries to cheat,
he either has to break the discrete-log assumption, or we can extract A from an accepting transcript with a
dishonest prover by the knowledge soundness property.

We now give the full OMA protocol for Hyrax-VMV in Figure 1 and discuss the protocol here. First, in
Hyrax-VMV, let A ∈ F𝑎×𝑏 be the matrix that the prover has, as its private input, and let 𝑳 ∈ F𝑎, 𝑹 ∈ F𝑏 be the
(public) inputs of the verifier. In the OMA protocol, Alice is given A, Bob is given 𝑳, 𝑹, and Merlin receives
both of these inputs. Before the start of Bob and Merlin’s interaction, Alice and Bob sample shared private
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𝐴

A ∈ F𝑎×𝑏

𝐵

𝑳 ∈ F𝑎, 𝑹 ∈ F𝑏

𝑀

(A, (𝑳, 𝑹))

𝒓 $← F𝑏

(1) (𝑦 = 𝑳A𝑹⊤, 𝑳′ = 𝑳A)

(2) 𝑪 = A𝒓⊤

(3) 𝛼 $← F
𝛼⟨𝑳,𝑪⟩ ?

= 𝛼⟨𝑳′, 𝒓⟩
𝛼𝑦

?
= 𝛼⟨𝑳′, 𝑹⟩

Output 𝑦 iff all checks pass.

Figure 1: Hyrax-VMV as an OMA communication protocol. Dashed/red lines indicate private shared
randomness that is independent of parties’ inputs. The protocol executes steps (1) through (3) in order.

randomness 𝒓 $← F𝑏. Now, intuitively, the OMA protocol executes Hyrax-VMV in reverse: the protocol
begins with Merlin sending (𝑦 = 𝑳A𝑹⊤, 𝑳′ = 𝑳A) to Bob. Then, Alice sends the fingerprint of her input
𝑪 = A𝒓⊤ to Bob. Finally, Bob performs the same verification procedure as the Hyrax-VMV verifier.

How does this OMA protocol capture Hyrax-VMV? As mentioned previously, the cryptographic protocol
is utilizing a random fingerprint, hidden within the discrete-log of 𝒈, to force the prover to send the correct
values; i.e., the soundness of the protocol relies on the randomness hidden within 𝒈. In the described OMA
protocol, Alice plays the role of the committer, and Merlin plays the role of the prover. Crucially, Merlin does
not know the vector 𝒓, as it is private randomness shared between Alice and Bob. This ties Merlin’s hands:
if a dishonest Merlin is trying to convince Bob that 𝑳A𝑹⊤ = ˜︁𝑦 for some incorrect value ˜︁𝑦, then with high
probability (over the choice of 𝒓) Bob will reject the interaction. See Section Section 4 for full details.

Evidence for Optimality of the Hyrax-PCS Verifier via OMA Lower Bounds. With Hyrax-VMV framed
as an OMA protocol (which is the most difficult part of our results), we can leverage the rich line of works
lower bounding communication protocols to lower bound the amount of work needed by the Hyrax-VMV
verifier. As stated previously, Hyrax-VMV and its OMA protocol simultaneously prove a matrix-vector
product (𝑳′ = 𝑳A) and an inner product (𝑦 = ⟨𝑳′, 𝑹⟩). In Figure 1, let hcost denote the number of bits
Merlin sends to Bob, and let vcost denote the number of bits Alice sends to Bob (note here we are not counting
the shared randomness in the costs). By prior results, we have the following lower bounds: (1) For A ∈ F𝑎×𝑏

and 𝒙 ∈ F𝑏, any OMA protocol for verifying 𝑓 (A, 𝒙) = A𝒙⊤ requires hcost · vcost = Ω(min(𝑎, 𝑏)2)
[CMT13] (see Theorem 3.4); (2) For 𝒖, 𝒗 ∈ F𝑚, any OMA protocol for verifying 𝑓 (𝒖, 𝒗) = ⟨𝒖, 𝒗⟩ requires
hcost · vcost = Ω(𝑚) [Kla03, CCM+14] (see Theorem 3.5).

Let the total cost of the OMA protocol be defined as hcost + vcost. Setting 𝑚 = 𝑏, we minimize
hcost + vcost subject to hcost · vcost = Ω(max(𝑏,min(𝑎, 𝑏)2)). With a bit of manipulation and calculus,
we can minimize this as hcost + vcost = Ω(

√︁
max(𝑏,min(𝑎, 𝑏)2)) = Ω(max(

√
𝑏,min(𝑎, 𝑏))). This implies

that the cryptographic verifier in Hyrax-VMV must perform Ω(max(
√
𝑏,min(𝑎, 𝑏))) bit-operations. Now,

for Hyrax-PCS, let 𝑁 = 2𝑛 be the instance size (i.e., a PCS for 𝑛-varite multilinear polynomials or degree
𝑁 − 1 univariate polynomials). Then, Hyrax-PCS sets 𝑎 = 𝑏 =

√
𝑁 , which yields a lower bound of

hcost + vcost = Ω(
√
𝑁). This gives us strong evidence that the Hyrax-PCS verifier must perform Ω(

√
𝑁)

bit-operations. Notice that in Hyrax-VMV, the verifier computes 2 inner products over G of length 𝑎 and one
inner product over F of length 𝑏, leading to 𝑂 (

√
𝑁) G-operations in Hyrax-PCS, strongly suggesting that the

verifier is optimal up to polylog |G| factors; see Theorem 4.1 and Corollary 4.2 in Section 4 for full details.
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1.2.4 Bulletproofs: Review and Information-Theoretic Core

The heart of the Bulletproofs polynomial commitment scheme is a proof of knowledge (PoK) of an opening
to a Pedersen vector commitment. Given random generators 𝒈 $←G𝑁 as public parameters, the prover gives
some commitment 𝐶 and proves it knows a vector 𝒘 ∈ F𝑁 such that 𝐶 = ⟨𝒈, 𝒘⟩. Bulletproofs utilizes a
“split-and-fold” recursive technique to continuously reduce the claim 𝐶 = ⟨𝒈,𝒘⟩ for length 𝑁 vectors 𝒈, 𝒘 to
a new claim 𝐶′ = ⟨𝒈′, 𝒘′⟩ for length 𝑁/2 vectors 𝒈′, 𝒘′, until the final vectors are of length 1 and the prover
simply sends the final “folded” witness. Here, 𝒈′ and 𝒘′ are a random linear combination of the left and
right halves of the (respective) vectors 𝒈 and 𝒘, where the randomness is provided by the verifier during the
interaction. Bulletproofs readily extend to a PCS for any polynomial where polynomial evaluation can be
expressed as an inner product (e.g., multilinear and univariate polynomials); see Section 5.3 for full details.

Bootle et al. [BCS21] originally observed that the Bulletproofs PoK is an instantiation of the sum-
check protocol [LFK+92] for proving the inner product of two vectors 𝒘, 𝒈. The sum-check proves
𝐶 =

∑︁
𝒄∈{0,1}𝑛 ˜︁𝒈(𝒄)˜︁𝒘(𝒄), where ˜︁𝒘 and ˜︁𝒈 are appropriately defined multilinear extensions of 𝒘 and 𝒈,

respectively.1 The Bulletproofs sum-check allows us to do something impossible in an interactive proof: it
allows the prover and verifier to run the sum-check with respect to a hidden vector 𝒓. As with our discussion
of Hyrax, this vector 𝒓 is hidden in the group generators 𝒈. But because of hardness of discrete-log, 𝒓 is
hidden, and due to group homomorphism, the prover and verifier can still operate the sum-check over the
claim 𝑣 = ⟨𝒓,𝒘⟩ without either party receiving access to 𝒓 directly.

As just mentioned, this is impossible in an information-theoretic setting: any information-theoretic prover
needs the vector 𝒓 to perform the sum-check protocol. In Hyrax, the hidden random vector in 𝒈 was utilized
as a random fingerprint that the prover had no control over, and when translating Hyrax to a communication
protocol, we preserved this property: the randomness was hidden from Merlin. However, any interactive
proof or communication protocol for proving ⟨𝒘, 𝒓⟩ needs to give the prover (or Merlin) explicit access to 𝒓,
else they could never run the protocol in the first place!

This leads us to the following question: if the vector hidden in 𝒈 of Bulletproofs isn’t operating as a
random fingerprint hidden from the prover, what is the “crypto” actually achieving here? To answer this
question, we first recall what is needed to achieve soundness in the sum-check protocol. Consider a sum-check
protocol for proving 𝐶 = ⟨𝒘, 𝒓⟩, which performs the sum-check over the polynomial 𝐹 (𝑿) =˜︁𝒓 (𝑿) · ˜︁𝒘(𝑿)
(the multilinear extensions of 𝒓, 𝒘). Crucial to soundness of the sum-check protocol is that the verifier can
evaluate 𝐹 (𝜶) at some random point 𝜶 at the end of the protocol, which in our context means that the verifier
needs to evaluate˜︁𝒓 (𝜶) and ˜︁𝒘(𝜶).

In Bulletproofs, the verifier can compute ˜︁𝒓 (𝜶) implicitly by computing ˜︁𝒈(𝜶) (i.e., 𝒓 is hidden in the
exponents of 𝒈), but cannot compute ˜︁𝒘(𝜶), as 𝒘 is the prover’s private input. Instead, the prover sends a
value 𝑤 which is claimed to be ˜︁𝒘(𝜶). In the information-theoretic setting, such a sum-check protocol would
be completely unsound, as the prover can always send some 𝑤∗ to pass the final check of the sum-check
protocol: the final check is of the form 𝐶∗

?
=˜︁𝒓 (𝜶) ·𝑤∗, and the prover knows both 𝐶∗ and˜︁𝒓 (𝛼) before sending

𝑤∗, so can trivially pass this check. However, in the cryptographic setting, the discrete-log assumption gives
us the powerful knowledge soundness property: in order to send some 𝑤∗ which would violate soundness of
Bulletproofs, the cryptographic prover would need to break the discrete-log assumption, or one could extract
the entire witness 𝒘 from the transcript of the protocol. Thus, the cryptographic prover is forced to send the
correct value 𝑤 = ˜︁𝒘(𝜶). This tells us that any information-theoretic core of Bulletproofs must enforce this
invariant: the verifier must receive the correct and honest ˜︁𝒘(𝜶).

1[BCS21] utilize a weighted sum-check protocol and non-standard definitions for multilinear extensions; the reason seems to be
so that the resulting sum-check protocol is identical to the original Bulletproofs protocol.
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𝐶 𝑀 (𝒓, 𝒘)

𝐴

𝒓 ∈ F𝑁

𝐵

𝒘 ∈ F𝑁

𝐹 (𝑿 ) =˜︁𝒓 (𝑿 ) · ˜︁𝒘 (𝑿 )
𝑞𝑖 (𝑋𝑖 ) =

∑︁
𝒄 𝐹 (𝛼1, . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄 )

𝑣 = ⟨𝒓 ,𝒘⟩, 𝑞1 (𝑋1 )

𝛼1

𝑞𝑛−1 (𝑋𝑛−1 )

𝛼𝑛−1

𝑞𝑛 (𝑋𝑛 )

.

.

.

(1) 𝑛-round sum-check

𝜶 $← F𝑛

(2) 𝑤 = ˜︁𝒘(𝜶)
(2) 𝒓

(3)

(3) 𝐶 does the following.
• Set 𝑣1 = 𝑣.
• For each 𝑖 ∈ [𝑛]: (a) Check 𝑣𝑖 = 𝑞𝑖 (0) + 𝑞𝑖 (1) and deg(𝑞𝑖) ⩽ 2; (b) Set 𝑣𝑖+1 = 𝑞𝑖 (𝛼𝑖).
• Compute 𝑟 =˜︁𝒓 (𝜶). Check 𝑣𝑖+1 = 𝑟 · 𝑤. Accept (i.e., output 𝑣1) if and only if all checks pass.

Figure 2: BP-Sum-Check as an 𝑛-round SMH protocol for 𝑁 = 2𝑛. The red dashed line indicates private
randomness shared between the respective parties. The protocol executes (1), followed by (2), followed by (3).

Information-Theoretic Core of Bulletproofs. With this in mind, we turn to modeling Bulletproofs as a
communication protocol. However, the OMA model, which we used for Hyrax, will not suffice (see the end
of this section and Section 5.4 for discussion). Instead, we will need a new communication model to properly
model Bulletproofs (and Dory in Section 1.2.5). This model, which we call the simultaneous messaging with
a helper (SMH) model, is a generalization of the OMA model with four parties: Alice, Bob, Charlie, and
Merlin. Alice has input 𝑎, Bob has input 𝑏, Merlin receives (𝑎, 𝑏), and the goal is to help Charlie compute
𝑓 (𝑎, 𝑏). Notice here that Charlie has no input; moreover, Alice and Bob cannot speak to each other and can
only send a single message to Charlie. Meanwhile, Merlin and Charlie can interact via an interactive proof.
This model is readily captured by OMA model where “Bob” in the OMA protocol is simply a super player of
Bob and Charlie (or Alice and Charlie) in the SMH protocol.

With our new model in hand, we can specify a SMH communication protocol for Bulletproofs. We give
the protocol in Figure 2 and give an overview here. As with Hyrax, framing Bulletproofs as a communication
protocol rearranges the execution of the protocol. To begin, for 𝑁 = 2𝑛, Alice has input 𝒓 ∈ F𝑁 and is
deterministic (we’ll come back to this later); Bob has input 𝒘 ∈ F𝑁 and additionally shares private randomness
𝜶 $← F𝑛 with Charlie; Merlin receives both (𝒓, 𝒘) but does not receive 𝜶. Then, the communication protocol
begins by having Charlie and Merlin execute the sum-check protocol to prove that ⟨𝒓, 𝒘⟩ = 𝑣 for some value
𝑣 ∈ F. At the end of the sum-check protocol, Alice sends Charlie the whole vector 𝒓 and Bob sends Charlie
𝑤 = ˜︁𝒘(𝜶) (the multilinear extension of 𝒘 evaluated at 𝜶). Finally, with all of this information, Charlie can
verify whether Merlin was honest during the execution of the sum-check protocol.

Why does this capture Bulletproofs? As we discussed previously, Bulletproofs is the sum-check protocol
where the verifier computes˜︁𝒓 (𝜶) implicitly from the public randomness 𝒈, and honestly receives 𝑤 = ˜︁𝒘(𝜶)
from the prover, as otherwise, either the discrete-log assumption is broken or knowledge soundness allows us
to extract the entire witness 𝒘 from the interaction. In our SMH protocol, we model the verifier receiving
this correct ˜︁𝒘(𝜶) by having the honest party Bob send it after Charlie and Merlin’s interaction. Key here is
that the randomness 𝜶 is hidden from Merlin before the start of the sum-check, otherwise the protocol is
unsound. Moreover, Bob and Charlie need this shared randomness, otherwise if Charlie used some different
randomness during the sum-check (say some 𝜷), then Bob would have no way of sending ˜︁𝒘(𝜷) to Charlie.
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As with the Bulletproofs verifier, Charlie must also compute˜︁𝒓 (𝜶) from Alice’s input 𝒓. Here, this is trivial
as Alice sends 𝒓 to Charlie. In particular, we believe this is the correct modeling of Bulletproofs; i.e., Alice is
deterministic and simply sends her entire input. We have two main reasons for this belief. First, in the actual
prescribed Bulletproofs protocol, the verifier simply reads 𝒈 from the public parameters and computes ˜︁𝒈(𝜶)
locally after running the sum-check protocol with the prover. Second, consider what it would mean if Alice,
Bob, and Charlie all shared the random string 𝜶. In this case, Alice could send˜︁𝒓 (𝜶) to Charlie at the end of
the protocol yielding very succinct communication. However, how would this translate to the cryptographic
setting? It is not clear; at best, this seems to be a variant of Bulletproofs with a trusted setup that includes˜︁𝒈(𝜶) with 𝜶 known by the verifier then later revealed to the prover during the interactive protocol. Such a
protocol is inherently different from Bulletproofs. Another possibility is to ask Merlin in the SMH protocol to
send˜︁𝒓 (𝜶) as the last message, but the information-theoretic dishonest Merlin can construct a purported value
𝑟∗ to verify any the entire transcript, even if Bob sends the correct ˜︁𝒘(𝜶). Moreover, such a Merlin sending˜︁𝒓 (𝜶) does not match the prescribed Bulletproofs prover, leading to a mismatch between the cryptographic
protocol and the information-theoretic core. See Section 5 for full discussion.

All together, Charlie in our SMH protocol for Bulletproofs gets from Alice and Bob all the necessary
information needed in order to verify the sum-check protocol executed with Merlin. Charlie receives 𝒓
and ˜︁𝒘(𝜶) from Alice and Bob, respectively, computes˜︁𝒓 (𝜶), and uses this to verify the final claim of the
sum-check protocol. This establishes the necessary conditions for the soundness of the sum-check protocol,
yielding a valid SMH protocol for the inner product function.

Evidence for Optimality of the Bulletproofs-PCS Verifier via New SMH Lower Bounds. With our SMH
protocol for Bulletproofs established, we now turn towards our goal of lower bounding the communication
needed for parties in our protocol. However, the SMH model is a new communication model we introduce,
so there are no prior known lower bounds we can leverage. Therefore, we prove new lower bounds on the
communication complexity of computing inner product in the SMH model.
Theorem 1.2 (Informal; see Theorem 3.10). Any SMH protocol for computing 𝑓 (𝒙, 𝒚) = ⟨𝒙, 𝒚⟩ for vectors of
length 𝑛 such that Alice is deterministic requires Alice to send Ω(𝑛) bits.

Intuitively, the above proof follows since if Alice has input 𝒙 and sends a 𝑛 − 1 bit message 𝑚𝐴, then
Merlin can find another vector 𝒙′ ≠ 𝒙 and ⟨𝒙, 𝒚⟩ ≠ ⟨𝒙′, 𝒚⟩ (for Bob’s input 𝒚) such that if Alice has input 𝒙′,
her message would also be 𝑚𝐴, due to the Pigeonhole Principle and because Alice is deterministic. So Charlie
would accept the same interaction with Merlin if Alice had input 𝒙 or 𝒙′, violating soundness of the protocol.

Letting hcost denote the number of bits exchanged between Charlie and Merlin, bcost denote the number
of bits Bob sends to Charlie, and acost denote the number of bits Alice sends to Charlie. In our SMH protocol
for Bulletproofs, we have specified that Alice is deterministic, thus in accordance with the above lower bound,
we have acost = Ω(𝑁), which implies that hcost + acost + bcost = Ω(𝑁). This gives us strong evidence
that the Bulletproofs verifier must perform Ω(𝑁) bit-operations, otherwise we could translate the Bulletproofs
verifier doing 𝑜(𝑁) work a communication protocol where Alice sends 𝑜(𝑁) bits but remains deterministic,
violating our lower bound. Now, prescribed Bulletproofs verifier reads 𝑂 (𝑁 log |G|) bits (the vector 𝒈) from
the public input, then computes 𝒈(𝜶), which can be done in roughly 𝑁 log |G|/(log(𝑁) + loglog |G|) group
operations via Pippenger’s algorithm [Pip80], which gives roughly 𝑂 (𝑁 polylog |G|) bit-operations. This
strongly suggests that the Bulletproofs verifier is optimal up to polylog |G| factors; in particular, there is
strong evidence to support that the Bulletproofs verifier is inherently linear.

More Evidence of Optimality: Framing an Attack on Prior Work in Our Model. As mentioned
previously, two withdrawn papers [Lu22, Lu24] attempted to obtain a sublinear Bulletproofs verifier. This
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was done by attempting to augment Bulletproofs by changing how the “foldings” were performed, and by
having the prover send some additional information to help the verifier efficiently compute the final folding of
the public parameters 𝒈 in sublinear time. However, Gabizon [Gab24] showed an attack against the protocol
where the prover could commit to some vector 𝒘 and open to some other vector 𝒄 ≠ 𝒘. Such an attack
directly translates to the proof of our SMH lower bound: in the proof of Theorem 1.2 (see Theorem 3.10), if
Alice sends less than 𝑛 bits when she is deterministic and her input 𝒙 is of length 𝑛, Merlin can find another
𝒙′ ≠ 𝒙 such that Alice’s message on input 𝒙 or 𝒙′ remains the same.

Why Does OMA Not Suffice for Bulletproofs? A natural question to ask is why did we introduce our
new SMH communication model instead of framing Bulletproofs as an OMA model protocol, as we did
with Hyrax. We give a high-level overview on why we believe the OMA model is not the correct model for
capturing Bulletproofs; see Section 5.4 for the full discussion.

In the OMA model, we only have 2 parties, Alice and Bob, and the helper Merlin. The first thing to think
about in this model is which parties receive which inputs? In Figure 2, there is the input 𝒘, representing the
cryptographic prover’s private witness, and there is 𝒓, representing the “hidden” group exponents. Now, in an
OMA protocol, Bob plays the role of the cryptographic verifier, and we want to translate the amount of bits
communicated to Bob to a lower bound on the time the cryptographic verifier needs for verification.

We have two possible scenarios: (1) Alice has input 𝒓 and Bob has input 𝒘; (2) Alice has input 𝒘 and
Bob has input 𝒓. For (1), we do not believe this makes sense for modeling the cryptographic verifier, because
it is, in essence, giving the verifier the prover’s private witness 𝒘. In the cryptographic protocol, if the verifier
has this witness, then there is no need for the verifier to even talk to the prover!

So, intuitively, that only leaves us with situation (2), where Alice has input 𝒘 and Bob has input 𝒓. Here,
we have the choice of letting Alice be deterministic or randomized. In the deterministic case, we actually run
into the same lower bound as Theorem 1.2, but in the OMA model (see Corollary 3.11): Alice will need to
send her entire input to Bob. But, this is now just the trivial proof system where the prover sends his witness
𝒘, so the verifier does not need to interact with the prover in the first place. Now suppose we let Alice and
Bob share randomness 𝜶, Bob and Merlin run the sum-check protocol (i.e., Bulletproofs), and Alice sends˜︁𝒘(𝜶) to Bob. This communication protocol sends 𝑂 (log(𝑁)) field elements, which is much less than the
linear lower bound we are trying to argue. Notably, Bob still needs to compute˜︁𝒓 (𝜶) in this case, but we can
no longer capture the cost of this computation using communication complexity.

For these reasons, which are more deeply explored in Section 5.4, we do not believe that the OMA model
is the right model for capturing the verifier time of Bulletproofs.

1.2.5 Dory: Review and Information-Theoretic Core

The heart of Dory is nearly identical to Bulletproofs: it is a proof of knowledge of an opening to a
Pedersen vector commitment, but now over a pairing-friendly group G;2 such a commitment, due to Abe
et al. [AFG+16, Gro09], is also known as an AFGHO commitment. Given random generator 𝒈 $←G𝑁 as
public parameters, the prover gives some commitment 𝐶 and proves it knows a vector 𝒘 ∈ G𝑁 such that
𝐶 = ⟨𝒈,𝒘⟩𝑒 :=

∑︁
𝑖 𝑒(𝒈, 𝒘) ∈ G𝑇 , where 𝑒(·, ·) is the pairing function of G and G𝑇 is the target group.

Pairings are used to enable logarithmic verification, as pairings allow parties to commit to elements of F
and G. In particular, pairings allow Dory to achieve what Bulletproofs could not: to force the cryptographic
prover to send the correct value of˜︁𝒈(𝜶) to the verifier, whereas in Bulletproofs, the verifier needed to compute

2For our purposes, it suffices to only consider symmetric pairings. See Section 2 for a review of pairing-friendly groups and
Section 6 for a full discussion of Dory.
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this value themselves. Dory achieves this as follows. The first round of Dory is identical to the first round of
Bulletproofs: using verifier randomness, the claim 𝐶 = ⟨𝒈,𝒘⟩𝑒 about vectors of size 𝑁 is reduced to a new
claim 𝐶′ = ⟨𝒈′, 𝒘′⟩𝑒 about vectors of size 𝑁/2, where 𝒈′ and 𝒘′ are random linear combinations of the left
and right halves of 𝒈, 𝒘. Since we are operating over a pairing-friendly group G, we can force the prover to
commit to 𝒈′ using some new (public) commitment key 𝚪 ∈ G𝑁/2, resulting in a new claim 𝐷 = ⟨𝒈′, 𝚪⟩. At
the start of the second round of Dory, the prover sends this new claim 𝐷 to the verifier, and then the prover and
verifier run two instances of the Bulletproofs PoK protocol in parallel for 𝐶′ and 𝐷. This process continues
every round, requiring a new public commitment key per round and resulting in 𝑖 parallel invocations of the
Bulletproofs PoK for inputs of size 𝑁/2𝑖−1 in round 𝑖.

At the end of the protocol, the verifier has 𝑛 + 1 claims to verify for 𝑁 = 2𝑛. Assuming that the
intermediate commitment keys (e.g., 𝚪) are part of the public parameters, logarithmic verification is achievable
with (linear-time) preprocessing. Let 𝒈 = 𝚪 (1) and let 𝚪 (𝑖) ∈ G𝑁/2𝑖−1 be the commitment key for round 𝑖

of the protocol. Then, preprocessing of the form (Δ𝑖,𝐿 ,Δ𝑖,𝑅) = (⟨𝚪 (𝑖)𝐿 , 𝚪 (𝑖+1)⟩𝑒, ⟨𝚪 (𝑖)𝑅 , 𝚪 (𝑖+1)⟩𝑒) gives the
verifier enough information to perform only a logarithmic amount of work to verify the interaction, where the
subscripts 𝐿, 𝑅 respectively denote the left and right halves of the vectors.

The keen-eyed readers may notice that the above protocol actually has 𝑂 (log2(𝑁)) proof size/verification
time; indeed, the above protocol is a simpler variant of Dory which we call Proto-Dory.3 Obtaining the full
Dory protocol with logarithmic verification from Proto-Dory essentially amounts to taking a random linear
combination of the new claim introduced in round 𝑖 with the claim from the previous round; we refer the
reader to Section 6 for our treatment of the full Dory protocol and to [Tha22] for an excellent overview of
both these protocols as this overview, while sufficient for understanding Dory at a high-level, is oversimplified
and removes many of the subtle (and necessary) details for the actual protocol. However, for the purposes of
the overview, Proto-Dory suffices for understanding the information-theoretic core of Dory. We also remark
that, like Bulletproofs, (Proto-)Dory readily yields a PCS for any polynomials that can express polynomial
evaluation as an inner product (e.g., multilinear and univariate); see Section 6.3 for full details.

IT Core of Proto-Dory. As with Bulletproofs, we model Proto-Dory as a communication protocol in our
new SMH model. From the above discussion, Proto-Dory is many invocations of Bulletproofs in parallel over
pairing-friendly groups. In particular, in round 𝑖 of the protocol, the prover and verifier are running 𝑖 parallel
Bulletproofs invocations over vectors of size 𝑁/2𝑖−1. This observation allows us to make a new connection:
Proto-Dory is also an instantiation of the sum-check protocol (or, rather, many parallel invocations of the
sum-check). To the best of our knowledge, we are the first to make this connection and observation explicit;
moreover, in Section 6, we show how the full Dory protocol is also an instantiation of (a slight variant) of the
standard sum-check protocol.4

This yields a clear way to model Proto-Dory as a communication protocol, which we present in Figure 3
and review here. Proto-Dory looks nearly identical to Bulletproofs (Figure 2), with a crucial difference that
Alice is now randomized. First, Bob and Charlie both share a private random string 𝜶; this is the sum-check
randomness used by Charlie and enables Bob to send ˜︁𝒘(𝜶) at the end of the protocol. Now, the randomization
of Alice is capturing the preprocessing of Proto-Dory that both the prover needs to run the sum-check, and
the verifier needs to verify the sum-check. The vectors 𝜸 (𝑖+1) are taking the role of the commitment keys
in Proto-Dory, whereas the message sent by Alice to Charlie represents the preprocessing (expressed as
polynomials) performed before the start of the cryptographic protocol (during the setup phase).

Why does this capture Proto-Dory? We first focus on Bob and Charlie’s specification. (Proto-)Dory is
3Proto-Dory actually appears in [Lee21] as a build-up to the “full” Dory protocol.
4In this light, it is possible to apply the results of [BCS21] to Dory; however, we leave this as future work to explore.

12



also a proof of knowledge under the discrete-log assumption in pairing-friendly groups. At the end of the
actual protocol (see Algorithm 6.1), as with Bulletproofs the prover provides the value 𝑤 claimed to be ˜︁𝒘(𝜶),
which the verifier needs in order to verify the sum-check protocol since there is no oracle access to ˜︁𝒘 and
the verifier cannot evaluate this polynomial at random points. By the proof of knowledge and discrete-log
assumption (in pairing-friendly groups), the cryptographic prover is forced to send the correct 𝑤. In the
communication setting, this correct value is enforced by having Bob send it; to do so, Bob and Charlie need
to share the randomness ahead of time. Second, the interaction between Charlie and Merlin is exactly the
interaction that occurs in Proto-Dory: during round 𝑖 of the sum-check, Merlin and Charlie are running 𝑖

invocations of the sum-check protocol in parallel. In Figure 3, the polynomial 𝑆𝑖 is the “main” sum-check
polynomial for verifying the inner product ⟨𝒓, 𝒘⟩, whereas the (𝑖 − 1) polynomials 𝑄 𝑗 ,𝑖 for 𝑗 ∈ [𝑖 − 1] are the
parallel sum-check invocations. Third, Alice’s message to Charlie is exactly the preprocessing performed
during the setup phase, just expressed as polynomials, which Charlie needs to verify the sum-check claims
from the interaction with Merlin.

Now, why do Alice, Bob, and Merlin share random 𝜸 (𝑖) for all 𝑖 ∈ [𝑛]? In the actual (Proto-)Dory
protocol (see Algorithms 6.1 and 6.2), these vectors are actually recursively defined as the left halves of the
previous vector: i.e., 𝜸 (𝑖+1) = 𝜸 (𝑖)

𝐿
for 𝑖 ∈ [𝑛], where the subscript 𝐿 denotes the left half of the vector. First,

if we let Alice share these vectors in this way, then Alice is now deterministic, and we run into the lower
bound of Theorem 1.2. Moreover, under such a setting, we are able to demonstrate an attack that Merlin can
perform to violate the soundness of the protocol (in line with the proof of Theorem 3.10, see Remark 6.5 for
details). Finally, this violates the very model we are introducing, where we enforce that shared randomness be
independent of the parties’ inputs. So these vectors need to be random in order for the SMH protocol to be
sound and in order for Merlin to execute the parallel sum-check with Charlie. Another natural question, as
with Bulletproofs, is why do Alice, Bob, and Charlie not simply share 𝜶? As mentioned in Section 1.2.4, it is
not clear how this translates to the cryptographic setting, as it would require the setup of Dory to have the
vector 𝜶 hidden and only known to the verifier before running the proof of knowledge with the prover, leading
to some trusted setup that later becomes public.

The final discrepancy to discuss is Merlin’s final message to Charlie and Bob’s new messages. First,
we additionally require Merlin to include in his final message a degree-1 polynomial p𝑔, claimed to be the
polynomial ˜︁𝜸 (1) (𝛼1, . . . , 𝛼𝑛−1, 𝑋𝑛), the multilinear extension of Alice’s input. Second, we additionally
require Bob to send 𝜸 ( 𝑗 ) = ˜︁𝜸 ( 𝑗 ) (𝛼 𝑗 , . . . , 𝛼𝑛) for 𝑗 ∈ {2, . . . , 𝑛}. Intuitively, Bob’s messages are again
capturing the proof of knowledge property of the protocol: these values, in the cryptographic protocol, are
forced to be sent honestly by the prover, unless the discrete-log assumption is broken, or we can extract the
prover’s full witness from the protocol transcript. However, Bob can send every value honestly except for
𝛾 (1) = ˜︁𝜸 (1) (𝜶), as this value depends solely on Alice’s input. If Bob could compute this value, Bob would
need Alice’s entire input and make the problem trivial: Bob just sends ⟨𝒘, 𝜸 (1)⟩ to Charlie.

Therefore, we delegate the responsibility of providing 𝛾 (1) to Merlin in the SMH protocol. We do this by
forcing Merlin to send the polynomial p𝑔(𝑋𝑛): crucially, Merlin sends this before ever knowing the value 𝛼𝑛,
so (by soundness of the sum-check protocol), the only way for Merlin to pass the final verification checks
performed by Charlie if p𝑔 is dishonest is for Charlie to sample some bad randomness. This happens with
probability at most 1/|F|, so soundness remains in the protocol, effectively forcing Merlin to send the correct
value, otherwise be caught with high probability.

Evidence for Optimality of the Dory-PCS Verifier. While Proto-Dory is a (log(𝑁) + 1)-round protocol
with 𝑂 (log2(𝑁)) verification time, the full Dory protocol is (log(𝑁) + 1)-rounds with 𝑂 (log(𝑁)) verification
time (ignoring polylog |G| factors). In both cases, when extending Proto-Dory and Dory to a polynomial
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G

(1) 𝑛-round
sum-check

G 𝐶 𝑀 (𝒓 ,𝒘)

𝐴

𝜸 (1) := 𝒓 ∈ F𝑁

𝐵

𝒘 ∈ F𝑁

G = {𝜸 (𝑖+1) $← F𝑁/2𝑛−𝑖 }𝑖∈ [𝑛]

...

𝜶 $← F𝑛

(2)

{︄
𝑤 = ˜︁𝒘 (𝜶)
{𝛾(

𝑗) = ˜︁𝜸( 𝑗) (𝜶( 𝑗) ) }𝑛𝑗=2

(2)
{︃
{𝑄

𝑗, 𝑗 (𝑋
𝑗 ) }

𝑗∈ [𝑛]
𝛾 (𝑛+1)

(3)

(0) 𝐵 and 𝐶 sample shared private randomness 𝜶 ∈ F𝑛. 𝐴, 𝐵, and 𝑀 sample shared private randomness 𝜸 (𝑖+1) ∈ F𝑁/2𝑛−𝑖 for 𝑖 ∈ [𝑛].
(1) 𝑀 and 𝐶 engage in the 𝑛-round sum-check protocol over the polynomial 𝐹 (𝑿 ) =˜︁𝒓 (𝑿 )˜︁𝒘 (𝑿 ) . For 𝑖 ∈ [𝑛]:

• For all 𝑗 ∈ [𝑖 − 1], 𝑀 defines 𝑆𝑖 (𝑋𝑖 ) =
∑︁

𝒄 𝐹 (𝛼1, . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄 ) , 𝑃𝑖−1 (𝑿 [𝑖−1,𝑛] ) = ˜︁𝜸 (𝑖−1) (𝑿 [𝑖−1,𝑛] )˜︁𝜸 (𝑖) (𝑿 [𝑖,𝑛] ) , and 𝑄 𝑗,𝑖 (𝑋𝑖 ) =∑︁
𝒄 𝑃𝑗 (𝛼𝑗 , . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄 ) .

• 𝑀 sends 𝑆𝑖 (𝑋𝑖 ) and {𝑄 𝑗,𝑖 (𝑋𝑖 ) } 𝑗∈ [𝑖−1] . If 𝑖 = 1, then send 𝑣 = ⟨𝒓 ,𝒘⟩. If 𝑖 = 𝑛, then send p𝑔 (𝑋𝑛 ) = ˜︁𝜸 (1) (𝛼1, . . . , 𝛼𝑛−1, 𝑋𝑛 ) .
• 𝐶 sends 𝛼𝑖 .

(2) 𝐴 computes 𝑄 𝑗, 𝑗 (𝑋 𝑗 ) =
∑︁

𝒄∈{0,1}𝑛− 𝑗 ˜︁𝜸 ( 𝑗) (𝑋 𝑗 , 𝒄 ) ·˜︁𝜸 ( 𝑗+1) (𝒄 ) for all 𝑗 ∈ [𝑛] and sends ({𝑄 𝑗, 𝑗 (𝑋 𝑗 ) } 𝑗∈ [𝑛] , 𝛾 (𝑛+1) ) . 𝐵 computes and sends:
𝛾 ( 𝑗) = ˜︁𝜸 ( 𝑗) (𝜶 ( 𝑗) ) for 𝑗 ∈ [2, 𝑛] and 𝜶 ( 𝑗) := (𝛼𝑗 , . . . , 𝛼𝑛 ) , and 𝑤 = ˜︁𝒘 (𝜶) .
(3) 𝐶 does the following checks.

• Set 𝑣1 = 𝑣. For each 𝑖 ∈ [𝑛]:
– Check if 𝑣𝑖

?
= 𝑆𝑖 (0) + 𝑆𝑖 (1); reject if not.

– For each 𝑗 ∈ [𝑖 − 1], check 𝐷 𝑗,𝑖
?
= 𝑄 𝑗,𝑖 (0) +𝑄 𝑗,𝑖 (1) and deg(𝑄 𝑗,𝑖 ) ⩽ 2.

– Set 𝑣 𝑗+1 = 𝑞 𝑗 (𝛼𝑗 ) and 𝐷 𝑗,𝑖+1 = 𝑄 𝑗,𝑖 (𝛼𝑖 ) for 𝑗 ∈ [𝑖 ]
• Check that deg(p𝑔) ⩽ 1 and compute 𝛾 (1) = p𝑔 (𝛼𝑛 ) .
• Check if 𝑣 (𝑛+1) ?

= 𝑤 · 𝛾 (1) and 𝐷 𝑗,𝑛+1
?
= 𝛾 ( 𝑗) · 𝛾 ( 𝑗+1) for all 𝑗 ∈ [𝑛].

• Accept (i.e., output 𝑣1) if and only if all checks pass.

Figure 3: Proto-Dory (Algorithm 6.1) as a 𝑛-round SMH protocol for 𝑁 = 2𝑛. The dashed/red lines indicate
private randomness shared before 𝐶 and 𝑀’s interaction. The protocol executes (1) through (3) in order.

commitment scheme, these costs are only a constant factor larger; in particular, extending to a polynomial
commitment scheme just requires a single addition of another parallel sum-check instance in the first round of
the protocol. This translates to an 𝑛-round SMH protocol nearly identical to Figure 3 (and Figure 7) with some
minor modifications (see Section 6.3 for full details). In some sense, our lower bound is now trivially shown:
we specify an 𝑛-round SMH protocol for computing inner product, and by definition, Charlie and Merlin
need to exchange at least 1 bit per round, leading to Ω(𝑛) communication. This gives us the Ω(log(𝑁)) lower
bound (for 𝑁 = 2𝑛) for the SMH protocol representing (Proto-)Dory, whereas the verifier time in Dory is
𝑂 (log(𝑁) polylog |G|) bit-operations, giving strong evidence that Dory has optimal verifier time.

1.3 Related Work

As we mentioned previously, to the best of our knowledge, we are the first to make the connection
between polynomial commitment schemes and communication complexity. Here, we discuss some related
communication models and other seemingly related work.

Communication Complexity. The first and most popular communication model is the 2-player model by
Yao [Yao79] as described earlier. For a comprehensive discussion on many other communication models, see
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the book by Kushivelitz and Nisan [KN97]. We briefly describe the models that are most relevant to our work.
Chandra, Furst, and Lipton [CFL83] extended the 2-player communication model to the 𝑘-player or

multi-party model, where 𝑘 players communicate with each other to compute a function of their private
inputs. Babai, Kimmel, and Lokam [BKL95, BGK+03] introduced the Simultaneous Message (SM) model,
which can be seen as a restriction of the multi-party model: the players cannot interact with each other but
simultaneously send messages to a “referee”, who doesn’t directly see any of the inputs but generates the
output from the players’ messages. We note that our SMH model should be seen as an extension of the SM
model rather than the general multi-player model: SMH extends the 2-player SM model with a referee by
introducing a helper in the standard Merlin-Arthur sense.

We now discuss some other “prover-enhanced” communication models studied in the literature. The
non-deterministic model [KN97] is an analog of NP, where the prover sends a deterministic help message to
the verifier (the pair Alice and Bob), who then communicate with each other using a deterministic protocol to
compute a function of their inputs. Other variants of Merlin-Arthur communication (where randomization
is allowed) include the setting where Merlin first sends a help message to Arthur (represented collectively
by two or more players), which we can think of being written on a blackboard shared between the players,
who then interact with each other (possibly based on Merlin’s message) in unrestricted number of rounds
to evaluate the function [Kla03, CCM+14]. Natural generalizations to allow multiple rounds of interaction
between Merlin and Arthur have been studied: Chakrabarti et al. [CCM+19] defined the OMA[𝑘] model that
we use in this paper and also study the OIP[𝑘] model, the online communication analog of IP[𝑘] similar to
OMA[𝑘], except OIP[𝑘] allows Bob and Merlin to interact based on Bob’s input.

Other Work. A (seemingly) related work by Boyle et al. [BJS+25] introduces the concept of simultaneous-
message and succinct secure computation. This concept seems similar to the simultaneous message model
[BKL95], as it involves 3 parties, Alice, Bob, and Charlie, where Alice has some large input 𝑋 , Bob has a
small input 𝑦, and Charlie wishes to compute 𝑓 (𝑋, 𝑦) while minimizing the bits exchanged between parties.
However, this concept is introduced in the context of secure computation, where Alice and Bob wish to keep
their inputs private. Moreover, Alice and Bob in this setting are allowed to share messages with each other prior
to sending messages to Charlie, which is different from the SM model discussed previously and is therefore
not directly related to our work or communication complexity. Another work by Cormode et al. [CDG+24]
studies streaming zero-knowledge proofs that use streaming algebraic commitment protocols, which may be
adapted to certain communication models using standard streaming-to-communication simulations. However,
the motivation behind their work is in designing zero-knowledge streaming protocols for specific problems,
which is entirely different from ours.

2 Preliminaries

For 𝑛 ∈ Z+, we let [𝑛] := {1, 2, . . . , 𝑛}. For a set 𝑆, we let 𝑥 $← 𝑆 denote the process of sampling an element
of 𝑆 uniformly at random. We let F𝑞 denote a finite field of size 𝑞 = 𝑝𝑎 for some prime 𝑝 and 𝑎 ∈ Z+. When
clear from context, we simply write F. We let G denote a finite cyclic group of prime order. For ease of
presentation, we express group operations as additive rather than multiplicative. We let lower case bold
denote vectors of field and/or group elements; e.g., 𝒂 ∈ F𝑛 or 𝒃 ∈ G𝑛. For any vector 𝒂 of length 𝑛, we let 𝒂𝑖
denote the 𝑖th element of 𝒂. For 𝒂, 𝒃 ∈ F𝑛, we let ⟨𝒂, 𝒃⟩ :=

∑︁
𝑖 𝒂𝑖 · 𝒃𝑖 ∈ F denote the inner product of 𝒂 and

𝒃. Moreover, for group G with scalar field F, given 𝒈 ∈ G𝑛 and 𝒂 ∈ F𝑛, we let ⟨𝒈, 𝒂⟩ = ⟨𝒂, 𝒈⟩ ∈ G denote
the inner product of 𝒈 and 𝒂.
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Multilinear Polynomials and Extensions. Let 𝑓 : {0, 1}𝑛 → F be a function. Then the multilinear
extension of 𝑓 , denoted as ˜︁𝑓 : F𝑛 → F is the unique polynomial such that ˜︁𝑓 (𝒄) = 𝑓 (𝒄) for every 𝒄 ∈ {0, 1}𝑛,
and the individual degree of ˜︁𝑓 is at most 1. Such a polynomial can be uniquely defined as˜︁𝑓 (𝑋1, . . . , 𝑋𝑛) :=

∑︁
𝒄∈{0,1}𝑛

𝑓 (𝒄) · eq(𝑿, 𝒄), where (1)

eq(𝑿, 𝒄) :=
𝑛∏︂
𝑖=1

𝑋𝑖𝑐𝑖 + (1 − 𝑋𝑖) (1 − 𝑐𝑖). (2)

Here, for binary inputs 𝒃, 𝒄 ∈ {0, 1}𝑛, eq(𝒃, 𝒄) = 1 if and only if 𝒃 = 𝒄, otherwise eq(𝒃, 𝒄) = 0. We abuse
notation and similarly let ˜︁𝒖 denote the multilinear extension of a vector 𝒖 ∈ F𝑁 , where we naturally interpret
𝒖 as a function 𝒖 : {0, 1}𝑛 → F via the mapping 𝑖 ↦→ 𝒖𝑖+1 for 𝑖 ∈ {0, 1}𝑛.

We also utilize functions 𝑔 : {0, 1}𝑛 → G (cf. [BCS21]) and analogously define multilinear extensions
of 𝑔 as above. This extension is denoted as ˜︁𝑔 : F𝑛 → G, where eq : F𝑛 × F𝑛 → F is defined as in
Eq. (2) and F is the scalar field of G. Now, given two polynomials 𝐹 (𝑿) ∈ F[𝑿] and 𝐺 (𝑿) ∈ G[𝑿],
𝐻 (𝑿) = 𝐹 (𝑿) · 𝐺 (𝑿) ∈ G[𝑿] is also a polynomial. We similarly naturally interpret 𝒈 ∈ G𝑁 as a function
𝒈 : {0, 1}𝑛 → G and let ˜︁𝒈 : F𝑛 → G denote the multilinear extension of 𝒈.

Bilinear Pairings and Pairing Polynomials. Let G1,G2,G𝑇 be pairing-friendly additive groups of prime
order 𝑝, with scalar field F, generators 𝑔1, 𝑔2, 𝑔𝑇 , and bilinear pairing function 𝑒 : G1 × G2 → G𝑇 . For
𝒂 ∈ G𝑛

1 , 𝒃 ∈ G𝑛
2 , we let ⟨𝒂, 𝒃⟩𝑒 := 𝑒(𝒂, 𝒃) = ∑︁

𝑖 𝑒(𝑎𝑖 , 𝑏𝑖) ∈ G𝑇 . When clear from context, we drop the
subscript 𝑒 above. Similarly, for 𝑎 ∈ G1, 𝑏 ∈ G2, we let 𝑎 · 𝑏 := 𝑒(𝑎, 𝑏).

We also define the notion of polynomials over pairing friendly groups. A degree-𝑑, 𝑛-variate polynomial
𝑓1(𝑿) ∈ G1 [𝑿] is a function 𝑓1 : F𝑛 → G𝑛

1 with degree at most 𝑑 in each variable. Analogously,
𝑓2(𝑿) ∈ G2 [𝑿] is a function 𝑓2 : F𝑛 → G2 where each variable has degree at most 𝑑. Notably, ℎ(𝑿) =
𝑓1(𝑿) · 𝑓2(𝑿) ∈ G𝑇 [𝑿] is a map ℎ : F𝑛 → G𝑇 . Intuitively, the coefficients of ℎ are obtained by “pairing”
the coefficients of 𝑓1 and 𝑓2 (i.e., replacing · with 𝑒 as above). Finally, we define the multilinear extension
of functions ℎ1 : {0, 1}𝑛 → G1, ℎ2 : {0, 1}𝑛 → G2, and ℎ3 : {0, 1}𝑛 → G𝑇 analogously as with the prior
section, and denote these functions by˜︁ℎ1,˜︁ℎ2,˜︁ℎ3, respectively. As above, we again naturally interpret 𝒉1 ∈ G𝑁

1
and 𝒉2 ∈ G𝑁

2 as functions 𝒉1 : {0, 1}𝑛 → G1, 𝒉2 : {0, 1}𝑛 → G2, and let ˜︁𝒉1 : F𝑛 → G1, ˜︁𝒉2 : F𝑛 → G2
denote the multilinear extensions of these vectors.

Interactive Protocols. An interactive protocol Π = (𝑃,𝑉) consists of two players (i.e., interactive
algorithms), a prover 𝑃 and a verifier 𝑉 . A protocol proceeds in rounds, where 𝑃 and 𝑉 each send a single
message to each other in some order. In this work, we only consider protocols where during each round, the
prover speaks first, followed by the verifier, and in the final round, only the prover sends a message. We say
such a protocol is 𝑘-rounds (or has (2𝑘 − 1)-moves) if 𝑃 and 𝑉 interact as described above for 𝑘-rounds. In
particular, the prover sends 𝑘 messages and the verifier sends (𝑘 − 1) messages.

Let 𝑅 ⊆ {0, 1}∗ × {0, 1}∗ be a relation (e.g., an NP-relation). We say that an interactive protocol Π is an
interactive proof for 𝑅 if for all (𝑥, 𝑤) ∈ 𝑅, we have ⟨𝑃(𝑥, 𝑤), 𝑉 (𝑥)⟩ = 1 with probability 1 (completeness),
and if for any 𝑥 ∉ 𝐿𝑅 and any computationally unbounded prover 𝑃∗, the probability ⟨𝑃∗(𝑥), 𝑉 (𝑥)⟩ = 1 is
negligible (in the length of 𝑥) (soundness). Here, ⟨𝑃(𝑥, 𝑤), 𝑉 (𝑥)⟩ denotes the interaction between 𝑃 and
𝑉 according to protocol Π, where 𝑃 is given (𝑥, 𝑤) as input and 𝑉 is given 𝑥 as input, and 𝐿𝑅 denotes the
language of the relation 𝑅 (i.e., 𝐿𝑅 = {𝑥 : ∃𝑤 s.t. (𝑥, 𝑤) ∈ 𝑅}). We say that Π is an interactive argument if
soundness holds with respect to any probabilistic polynomial time algorithm 𝑃∗. Finally, we say that Π is a
non-interactive argument if 𝑘 = 1. For completeness, we give the formal definition below.
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Definition 2.1 (Interactive Proofs/Arguments). An interactive proof (resp., argument) for a language L with
relation R(L) is a tuple of algorithms (Gen, 𝑃,𝑉) such that the following properties are satisfied:

• Gen is a non-interactive algorithm that on input 1𝜆 for security parameter 𝜆 ∈ N outputs public
parameters pp.

• Completeness: For any (𝑥, 𝑤) ∈ R(L) and pp← Gen(1𝜆), we have Pr[⟨𝑃(𝑤), 𝑉⟩(pp, 𝑥) = 1] = 1,
where the probability is taken over the generation of pp and the random coins of 𝑃 and𝑉 , ⟨𝑃,𝑉⟩(pp, 𝑥)
denotes the verifier output after 𝑃 and 𝑉 interact with common input (pp, 𝑥), and 𝑃 additionally
receives 𝑤 as input.

• 𝜖-Soundness: For any 𝑥 ∉ L, pp $←Gen(1𝜆), and any unbounded (resp., polynomial-time) interactive
algorithm 𝑃∗, we have Pr[⟨𝑃∗, 𝑉⟩(pp, 𝑥) = 1] ⩽ 𝜖 ( |𝑥 |, 𝜆).

• Efficiency: The verifier runs in time poly( |𝑥 |, 𝜆). If (𝑃,𝑉) is an argument, then 𝑃 runs in time
poly( |𝑥 |, |𝑤 |, 𝜆).

The protocol (Gen, 𝑃,𝑉) is said to be public coin if each message sent by 𝑉 are independent uniform random
strings of some bounded length and the output of 𝑉 does not depend on any secret state.

Polynomial Commitment Schemes. A Polynomial Commitment Scheme (PCS) [KZG10] is a tuple of
three algorithms Setup,Commit,Open and a PPT protocol Eval between two parties: a prover (or committer)
𝑃 and a verifier 𝑉 . The algorithm Setup, on input 1𝜆 for security parameter 𝜆 ∈ N, outputs some set of public
parameter pp, which all other algorithms take as input. In the Commit algorithm, 𝑃 generates a commitment
𝐶 to a polynomial 𝑝(·) (usually univariate or multilinear). In the Open algorithm, a party verifies that a given
commitment 𝐶 corresponds to a polynomial 𝑝(·), using the opening or randomness 𝑟 during the commitment
phase. In the Eval protocol, 𝑃 and 𝑉 engage in an interactive proof where 𝑃 attempts to convince 𝑉 that a
claimed evaluation 𝑦 is correct for a given input 𝑥, i.e., that 𝑦 = 𝑝(𝑥). The verifier 𝑉 outputs 1 (accepts) if the
proof is successful, and 0 otherwise. Such an interactive proof often has the desirable knowledge soundness
property. While we do not build polynomial commitment schemes in this work, for completeness we provide
the formal definition of a polynomial commitment scheme below.

Definition 2.2 (Polynomial Commitment). A polynomial commitment scheme allows one party to commit to
a polynomial. Subsequently, it enables them to convince another party that the polynomial, when evaluated at
a particular point, results in a specific value. It consists of the following algorithms:

• pp← PC.setup(1𝜆, F ): Given the security parameter and a family of polynomials, output the public
parameters pp.

• com ← PC.commit(𝜙, pp): On input a polynomial 𝜙 and the public parameter 𝑝𝑝, output the
commitment C.

• (𝑦, 𝜋) ← PC.open(𝜙, pp, 𝑥): On input the polynomial, the public parameters, and the point to be
evaluated at, output 𝑦 = 𝜙(𝑥), and the proof.

• {0, 1} ← PC.verify(pp, com, 𝑥, 𝑦, 𝜋): Verify the proof against the claim 𝜙(𝑥) = 𝑦, output 1 if
verification passes, otherwise 0.

A polynomial commitment scheme satisfies the following properties:

• Completeness. For any polynomial 𝜙 ∈ F , and any evaluation point 𝑥. The following probability holds:

Pr
⎡⎢⎢⎢⎢⎣ PC.verify(pp, com, 𝑥, 𝑦𝜋) = 1

pp← PC.setup(1𝜆, F ),
com← PC.commit(𝜙, pp),
(𝑦, 𝜋) ← PC.open(𝜙, pp, 𝑥),

⎤⎥⎥⎥⎥⎦ = 1
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• Knowledge soundness. For any PPT adversary A, there exists an expected PPT extractor E that on
given oracle access to A, outputs the polynomial such that

𝑃𝑟

⎡⎢⎢⎢⎢⎣
𝜙′ ← EA(pp, com, 𝑥, 𝑦, 𝜋), pp← PC.setup(1𝜆, F ),

PC.commit(𝜙′) = com, (com, 𝑦, 𝑥, 𝜋) ← A(pp),
𝜙′(𝑥) ≠ 𝑦 PC.verify(pp, com, 𝑥, 𝑦, 𝜋) = 1

⎤⎥⎥⎥⎥⎦ ≤ negl(𝜆)

3 Communication Complexity

3.1 Online Merlin-Arthur Communication Protocols

Online Merlin-Arthur (OMA) protocols [BFS86, CCM+14] are a class of communication protocols which
extend classical Merlin-Arthur protocols to simulate 𝑘-round streaming interactive proof (SIP) protocols.
OMA protocols consist of a fixed, publicly known function 𝑓 , two parties, Alice (𝐴) and Bob (𝐵) along with
a helper party Merlin (𝑀). Alice and Bob each have their own private inputs 𝑥𝐴, 𝑥𝐵, respectively, and may
toss private random coins. Moreover, Alice and Bob may share random coins which are hidden from Merlin.
Bob and Merlin may exchange 𝑘 messages to help Bob compute 𝑓 (𝑥𝐴, 𝑥𝐵), after which Alice may send a
single message 𝑚𝐴 to Bob.

Definition 3.1 (Online Merlin-Arthur Protocols). Let 𝑓 : 𝑋 × 𝑌 → 𝑍 be an arbitrary function. We say that a
protocol Π for computing 𝑓 is an OMA[𝑘] protocol if Π consists of two parties 𝐴 and 𝐵 and a helper 𝑀

such that for all 𝑥 ∈ 𝑋 and 𝑦 ∈ 𝑌 , the following hold:

1. 𝐴 receives 𝑥 as input, 𝐵 receives 𝑦 as input, and 𝑀 receives (𝑥, 𝑦) as input;
2. 𝑀 and 𝐵 participate in a (2𝑘 − 1)-move protocol, where 𝐵’s messages do not depend on the input 𝑦

and all parties send at least 1 bit per round, resulting in transcript 𝜏;
3. 𝐴 sends message 𝑚𝐴 to 𝐵 after this protocol; and
4. 𝐵 outputs some 𝑧 ← 𝐵(𝜏, 𝑚𝐴, 𝑦).

Moreover, all parties may be randomized and sample both private and shared randomness prior to Step (1)
above, where shared randomness denotes random strings that are agreed upon between two or more parties.

See Figure 4 for a pictorial overview of the OMA[𝑘]-model. Next, we define the security and cost of
OMA[𝑘]-model protocols.

Definition 3.2 (Secure OMA[𝑘] Protocol). We say that an OMA[𝑘] protocol Π for a function 𝑓 is
(𝛾, 𝜖)-secure if for all 𝑥 ∈ 𝑋 and 𝑦 ∈ 𝑌 , the following hold.

1. (Completeness) For all honest helpers 𝑀 , it holds that Pr𝑧←Π (𝑥,𝑦) [𝑧 = 𝑓 (𝑥, 𝑦)] ⩾ 1 − 𝛾.
2. (Soundness) For any dishonest helper 𝑀∗, it holds that Pr𝑧←Π (𝑥,𝑦;𝑀∗ ) [𝑧 ≠ 𝑓 (𝑥, 𝑦)] ⩽ 𝜖 .

Here, the probability is taken over any private or shared randomness sampled by parties. For brevity, we say
that a (1/3, 1/3)-secure OMA[𝑘] protocol is simply a secure OMA[𝑘] protocol.

Definition 3.3 (OMA[𝑘] Protocol Cost). LetΠ be an OMA[𝑘] protocol for a function 𝑓 . We define the verifica-
tion cost as vcost(Π) := max{1, log |𝑚𝐴|} and the help cost as hcost(Π) := max{1, log |𝜏 |}. Then, we define
the cost of Π as C(Π) := vcost(Π) + hcost(Π). Finally, we let COMA[𝑘 ] ( 𝑓 ) := minΠ∈OMA[𝑘 ] ( 𝑓 ) {C(Π)}
denote the OMA[𝑘]-cost of 𝑓 , where OMA[𝑘] ( 𝑓 ) denotes the set of all secure OMA[𝑘] protocols for 𝑓 .
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Figure 4: Graphical representation of a OMA[𝑘]-model protocol for function 𝑓 : 𝑋 × 𝑌 → 𝑍 . Parties may
or may not be randomized. If randomized, parties may sample private coins, or shared random coins. Red
dashed lines indicate shared randomness between parties. 𝜏 represents the transcript of the (2𝑘 − 1)-move
protocol executed between 𝐵 and 𝑀 . Parties 𝐵 and 𝑀 never share randomness prior to the protocol execution.

3.1.1 OMA Lower Bounds

Here, we state two important lower bounds for the OMA model that we use in our work (see Section 4).

Theorem 3.4 ([CMT13]). Given a (dense) matrix A ∈ F𝑎×𝑏 and a vector 𝒙 ∈ F𝑏 for any finite field F, any
secure OMA[1] protocol Π for 𝑓 (A, 𝒙) = A · 𝒙⊤ requires hcost(Π) · vcost(Π) = Ω(min(𝑎, 𝑏)2).

Theorem 3.5 ([Kla03, CCM+19]). Let 𝑘 ∈ N be a constant. Given two vectors 𝒖, 𝒗 ∈ F𝑚 for any finite field
F, any secure OMA[𝑘] protocol Π for 𝑓 (𝒖, 𝒗) = ⟨𝒖, 𝒗⟩ requires hcost(Π)𝑘 · vcost(Π) = Ω(𝑚).

3.2 Simultaneous Messaging with a Helper Communication Protocols

In this work, we introduce a new communication model called Simultaneous Messaging with a Helper, which
we believe to be of independent interest. This model is a natural extension of the Simultaneous Message (SM)
model [Yao79, BKL95, BK97]. In the SM model, there is a fixed and publicly known function 𝑓 . Two parties
Alice (𝐴) and Bob (𝐵) each have a private input 𝑥𝐴, 𝑥𝐵, respectively, and send messages 𝑚𝐴, 𝑚𝐵 to a third
party, the referee Charlie (𝐶). The goal is for Charlie to correctly output 𝑓 (𝑥𝐴, 𝑥𝐵) given 𝑚𝐴, 𝑚𝐵, while
minimizing the quantity |𝑚𝐴| + |𝑚𝐵 |. Note that in this model, all parties are computationally unbounded,
may or may not be randomized, and may or may not be allowed to share randomness with other parties.

We naturally extend the SM model to the Simultaneous Messaging with a Helper (SMH) model. Inspired
by the OMA model, we add a fourth party to the SM model, a helper Merlin (𝑀), who receives both Alice
and Bob’s inputs and is allowed to communicate with Charlie for 𝑘 rounds (or participate in a (2𝑘 − 1)-move
protocol) to help Charlie compute 𝑓 (𝑥𝐴, 𝑥𝐵) correctly.

Definition 3.6 (Simultaneous Messaging with a Helper). Let 𝑓 : 𝑋 × 𝑌 → 𝑍 be an arbitrary function. We
say that a protocol Π for computing 𝑓 is a SMH[𝑘] protocol if Π consists of two parties 𝐴 and 𝐵, a referee
𝐶, and a helper 𝑀 , such that for all 𝑥 ∈ 𝑋 and 𝑦 ∈ 𝑌 , the following hold:

1. 𝐴 receives 𝑥 as input, 𝐵 receives 𝑦 as input, and 𝑀 receives (𝑥, 𝑦) as input;
2. 𝑀 and 𝐶 participate in a (2𝑘 − 1)-move protocol, where all parties send at least 1 bit per round,

resulting in transcript 𝜏;
3. After this interaction, 𝐴 and 𝐵 send messages 𝑚𝐴, 𝑚𝐵, respectively, to 𝐶; and
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Figure 5: Graphical representation of a SMH[𝑘]-model protocol for function 𝑓 : 𝑋 × 𝑌 → 𝑍 . Parties may
or may not be randomized. If randomized, parties may sample private coins, or shared random coins. Red
dashed lines indicate shared randomness between parties. 𝜏 represents the transcript of the (2𝑘 − 1)-move
protocol executed between 𝐶 and 𝑀 . Parties 𝐶 and 𝑀 never share randomness prior to the protocol execution.

4. 𝐶 outputs 𝑧 ← 𝐶 (𝜏, 𝑚𝐴, 𝑚𝐵).

Moreover, all parties may be randomized and may sample both private and shared randomness prior to Step
(1) above, and 𝐶’s output depends on any privately sampled randomness or randomness shared between 𝐶

and other parties. Here, by shared randomness, we mean that two (or more) parties agree on common random
strings prior to Step (1) above.

See Figure 5 for a pictorial overview of the SMH[𝑘]-model. Next we define the security and cost of
SMH[𝑘]-model protocols.

Definition 3.7 (Secure SMH [k] Protocol). We say that a SMH[𝑘] protocol Π for a function 𝑓 is (𝛾, 𝜖)-secure
if for all 𝑥 ∈ 𝑋 and 𝑦 ∈ 𝑌 , the following hold.

1. (Completeness) There exists an honest 𝑀 such that Pr𝑧←Π (𝑥,𝑦) [𝑧 = 𝑓 (𝑥, 𝑦)] ⩾ 1 − 𝛾.
2. (Soundness) For any dishonest helper 𝑀∗, it holds that Pr𝑧←Π (𝑥,𝑦;𝑀∗ ) [𝑧 ≠ 𝑓 (𝑥, 𝑦)] ⩽ 𝜖 .

Here, the probability is taken over any private or shared randomness sampled by the parties. For brevity, we
say that a (1/3, 1/3)-secure SMH[𝑘] protocol is simply a secure SMH[𝑘] protocol.

Definition 3.8 (SMH[𝑘] Protocol Cost). Let Π be a SMH[𝑘] protocol for a function 𝑓 . We define
acost(Π) := max{1, log |𝑚𝐴|}, bcost(Π) := max{1, log |𝑚𝐵 |}, and hcost(Π) = max{1, log |𝜏 |} respec-
tively as Alice’s cost, Bob’s cost, and the help cost ofΠ. Then, we letC(Π) := acost(Π)+bcost(Π)+hcost(Π)
denote the cost of Π. Moreover, we let CSMH[𝑘 ] ( 𝑓 ) := minΠ∈SMH[𝑘 ] ( 𝑓 ) {C(Π)} the SMH[𝑘]-cost of 𝑓 ,
where SMH[𝑘] ( 𝑓 ) denotes the set of all secure SMH[𝑘] protocols for 𝑓 .

Note that any SMH[𝑘] protocol can be simulated by an OMA[𝑘] protocol.

Lemma 3.9. Let Π be a (𝛾, 𝜖)-secure SMH[𝑘] protocol for a function 𝑓 . Then there exists a (𝛾, 𝜖)-secure
OMA[𝑘] protocol Π′ for computing 𝑓 .
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Proof. Let Π be such an SMH[𝑘] protocol. Recall that by definition, this means for function 𝑓 : 𝑋 ×𝑌 → 𝑍 ,
the protocol Π has parties 𝐴, 𝐵, 𝐶, and 𝑀 . Party 𝐴 gets input 𝑥 ∈ 𝑋 , party 𝐵 gets input 𝑦 ∈ 𝑌 , and party 𝑀

gets (𝑥, 𝑦) as input. Parties 𝑀 and 𝐶 interact over 𝑘-rounds of communication, parties 𝐴 and 𝐵 may or may
not share randomness with each other, with 𝐶, or with 𝑀 .

We show how to simulate Π via an OMA[𝑘] protocol. Let Π′ be a protocol in the OMA model with
parties 𝐴′, 𝐵′, and 𝑀 ′. These three parties will simulate the protocol Π as follows.

• Party 𝐵′ will play the role of a “super party.” In particular, 𝐵′ will simulate both parties 𝐵 and 𝐶 in its
head. Any messages and/or randomness 𝐵 sends to 𝐶 in protocol Π is simulated in the head of 𝐵′.

• Party 𝑀 ′ will interact with party 𝐵′ exactly as party 𝑀 interacts with party 𝐶 in Π. Moreover, if 𝐵 or
𝐶 shares randomness with 𝑀 in Π, 𝐵′ shares this same randomness with 𝑀 ′.

• Party 𝐴′ will exactly simulate party 𝐴 by treating 𝑀 ′ as 𝑀 and by treating 𝐵′ as both 𝐵 and 𝐶.

Clearly, if Π had completeness error 𝛾 and soundness error 𝜖 , then Π′ also has the same completeness and
soundness errors. □

3.3 SMH Model Lower Bounds

We introduce the SMH[𝑘] model in order to appropriately model cryptographic protocols in an information-
theoretic setting where we can lower bound verification costs via communication complexity. Thus, we need
to establish lower bounds on the communication complexity of certain functions in the SMH[𝑘] model. Key
to our results is computing the inner product between two vectors in the SMH[𝑘] model, subject to certain
restrictions on parties in the protocol (we will highlight why these restrictions are needed in Section 5). We
prove the following theorem.

Theorem 3.10. Let Π be any SMH[𝑘] protocol for 𝑓 (𝒙, 𝒚) = ⟨𝒙, 𝒚⟩ and 𝒙, 𝒚 ∈ F𝑛 for any finite field F,
subject to the following constraints:

• Alice is deterministic;
• Bob, Charlie, and Merlin may sample private random coins; and
• Bob and Charlie can share randomness (hidden from Merlin).

Then, C(Π) = Ω(𝑛). In particular, Alice must send Ω(𝑛) bits to Charlie.

Proof. We show the result for F := {0, 1}. Since one can always embed the binary field into large finite fields,
the lower bound applies for any finite field. Let 𝒙 denote Alice’s input and 𝒚 denote Bob’s input and suppose
that Alice is deterministic. Then for any 𝒙 ≠ 𝒙′ ∈ {0, 1}𝑛, there exists 𝒚 ∈ {0, 1}𝑛 such that ⟨𝒙, 𝒚⟩ ≠ ⟨𝒙′, 𝒚⟩,
which can be constructed as follows. Suppose 𝒙 and 𝒙′ disagree at bit 𝑖; i.e., 𝒙𝑖 ≠ 𝒙′

𝑖
. Without loss of

generality, assume that 𝒙𝑖 = 1 and 𝒙′
𝑖
= 0. Then define 𝒚 as 𝒚𝑖 = 1 and 𝒚 𝑗 = 0 for 𝑗 ≠ 𝑖. Clearly, ⟨𝒙, 𝒚⟩ = 1,

while ⟨𝒙′, 𝒚⟩ = 0.
Now suppose that Alice sends at most (𝑛 − 1) bits to Charlie in protocol Π. Since there are 2𝑛 possible

strings 𝒙 that Alice can receive as input and there are only 2𝑛−1 possible (𝑛 − 1)-bit messages 𝑚𝐴 that Alice
can send to Charlie, by the Pigeonhole Principle there must exist a pair of strings 𝒙 ≠ 𝒙′ ∈ {0, 1}𝑛 such that
𝑚𝐴(𝒙) = 𝑚𝐴(𝒙′). That is, Alice sends the same message 𝑚𝐴 on inputs 𝒙 and 𝒙′. Without loss of generality,
suppose that 𝑥𝑖 = 1 and 𝑥′

𝑖
= 0 for some index 𝑖 ∈ [𝑛]. Now suppose Bob has input 𝒚 ∈ {0, 1}𝑛 such that

⟨𝒙, 𝒚⟩ = 1 and ⟨𝒙′, 𝒚⟩ = 0. By our previous argument above, such an input 𝒚 must exist. Since Π is an
SMH[𝑘] protocol, we know that there exists a Charlie-Merlin transcript 𝜏 such that

Pr
Π
[𝐶 (𝜏, 𝑚𝐴(𝒙), 𝑚𝐵 (𝒚)) = 1] ⩾ 2/3,
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where the probability is taken over all random coins sampled by parties in the protocol. However, we know
that 𝑚𝐴(𝒙) = 𝑚𝐴(𝒙′), so it must also hold that

Pr
Π
[𝐶 (𝜏, 𝑚𝐴(𝒙′), 𝑚𝐵 (𝒚)) = 1] ⩾ 2/3.

This violates the soundness of Π since ⟨𝒙′, 𝒚⟩ = 0, but Charlie outputs 1 with probability at least 2/3.
Hence, Alice must send at least 𝑛-bits of communication to Charlie, which implies C(Π) = Ω(𝑛). □

As a direct corollary, the above lower bound also holds for OMA[𝑘] protocols under the same restrictions.

Corollary 3.11. Let Π be a secure OMA[𝑘] protocol for 𝑓 (𝒙, 𝒚) = ⟨𝒙, 𝒚⟩, where 𝒙, 𝒚 ∈ F𝑛, such that party
Alice is deterministic and parties Bob and Merlin can use private randomness. Then, C(Π) = Ω(𝑛).

Proof. The proof is identical to that of Theorem 3.10 with deterministic Alice and randomized Bob simulating
parties 𝐵 and 𝐶 in the SMH protocol. □

4 Hyrax: Information-Theoretic Core and Evidence of Optimal Verifier Time

In this section, we provide strong evidence that the Hyrax polynomial commitment scheme, which we
denote by Hyrax-PCS, has optimal verifier time. We do this by first extracting the generalized scheme
for proving knowledge of vector-matrix-vector product, which we call Hyrax-VMV. Then, we extract the
information-theoretic core of Hyrax-VMV as a communication protocol; specifically, an OMA protocol. We
then show that any OMA protocol computing the same function as Hyrax-VMV has certain lower bounds on
the number of bits exchanged between parties, giving evidence that the Hyrax-VMV verifier must perform at
least the same number of bit-operations. Finally, we instantiate Hyrax-VMV to obtain Hyrax-PCS and show
that the communication lower bounds of the OMA protocol nearly match the verification costs of Hyrax-PCS.

To begin, we present the formal Hyrax-VMV protocol in Algorithm 4.1 and give an overview of the
protocol here. Hyrax-VMV allows a prover/committer to commit to a matrix A ∈ F𝑎×𝑏 and later prove
that 𝑦 = 𝑳A𝑹⊤ for vectors 𝑳 ∈ F𝑎 and 𝑹 ∈ F𝑏 supplied by the verifier/receiver. For a group of prime
order G with scalar field F, the public parameters of the scheme are randomly sampled group generators
𝒈 := (𝑔1, . . . , 𝑔𝑏) ∈ G𝑏. To commit to the matrix A, the prover computes vector 𝑪 = A · 𝒈⊤ ∈ G𝑎; or,
equivalently, 𝑪𝑖 = ⟨𝑨𝑖,∗, 𝒈⟩ for 𝑖 ∈ [𝑏], where 𝑨𝑖,∗ denotes the 𝑖throw of A.

After receiving a commitment 𝑪, the verifier sends vectors 𝑳, 𝑹.5 Given these vectors, the proof provided
by the prover is a pair (𝑳′, 𝑦) ∈ F𝑏 × F, the purported values of 𝑳A and 𝑳A𝑹⊤, respectively. Verification
proceeds by using 𝑪 to check consistency between 𝑳 and 𝑳′, and by using 𝑹 to check consistency between 𝑦

and 𝑳′. The verifier samples 𝛼 $← F and checks: (1) 𝛼⟨𝑳,𝑪⟩ ?
= 𝛼⟨𝑳′, 𝒈⟩; and (2) 𝛼𝑦 ?

= 𝛼⟨𝑳′, 𝑹⟩.
Our goal is to extract the information-theoretic core of Hyrax-VMV as an OMA protocol and prove lower

bounds on the communication needed in this protocol to compute the same function as Algorithm 4.1. We
work towards this goal and proving the following theorem (the proof of which can be found in Section 4.1.1).

Theorem 4.1. Let 𝑎, 𝑏 ∈ N, let 𝑳 ∈ F𝑎, 𝑹 ∈ F𝑏, and A ∈ F𝑎×𝑏 be inputs to Hyrax-VMV. Then, there
exists an OMA[1] protocol Π which verifies the same function as Hyrax-VMV with inputs 𝑳, 𝑹,A such that
C(Π) = Ω(max(

√
𝑏,min(𝑎, 𝑏))).

As a direct corollary, we obtain strong evidence that Hyrax-PCS has (nearly) optimal verifier time.
5Note that the scheme in [WTS+18] is not sound if the vectors are given to the prover before he commits to his input.
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Algorithm 4.1: Hyrax-VMV
Public Parameters: 𝑎, 𝑏 ∈ N, G, 𝒈 ∈ G𝑏.
Private Input: A ∈ F𝑎×𝑏.

1 Commit Phase: (A ∈ F𝑎×𝑏, 𝒈 ∈ G𝑏)
Output: 𝑪 = A · 𝒈⊤ ∈ G𝑎.

2 Proof of Knowledge Phase: (𝑪 ∈ G𝑎, 𝑳 ∈ F𝑎, 𝑹 ∈ F𝑏, 𝒈 ∈ G𝑏; A ∈ F𝑎×𝑏).
Output: Accept or reject.

3 Prover sends 𝑦 = 𝑳 · A · 𝑹⊤ ∈ F and 𝑳′ = 𝑳 · A ∈ F𝑏 to verifier.
4 Verifier samples 𝛼 $← F and checks if 𝛼⟨𝑳,𝑪⟩ ?

= 𝛼⟨𝑳′, 𝒈⟩ and 𝛼𝑦
?
= 𝛼⟨𝑳′, 𝑹⟩.

5 Verifier outputs accept if and only if both checks pass.

Corollary 4.2. Let 𝑁 = 2𝑛 and G be a group with scalar field F.

• For inputs 𝑓 : {0, 1}𝑛 → F, 𝒖 ∈ F𝑛, and 𝒈 ∈ G
√
𝑁 to Hyrax-PCS for multilinear polynomials, there

exists an OMA[1] protocol Π which verifies the same function as Hyrax-PCS with inputs 𝑓 , 𝒖, 𝒈 such
that C(Π) = Ω(

√
𝑁).

• For inputs 𝑓 ∈ F<𝑁 [𝑋], 𝑢 ∈ F, and 𝒈 ∈ G
√
𝑁 to Hyrax-PCS for univariate polynomials, there exists

an OMA[1] protocol Π which verifies the same function as Hyrax-PCS with inputs 𝑓 , 𝑢, 𝒈 such that
C(Π) = Ω(

√
𝑁).

Moreover, the prescribed Hyrax-PCS verifier (for both multilinear and univariate polynomials) performs at
most 𝑂 (

√
𝑁 polylog |G|) bit-operations, assuming a single G/F operation requires polylog |G| bit-operations.

Corollary 4.2 follows directly from Theorem 4.1 since Hyrax-PCS is an instantiation of Hyrax-VMV with
𝑎 = 𝑏 =

√
𝑁 for some 𝑁 = 2𝑛, structured vectors 𝑳, 𝑹, and structured matrix A, and by noting that the proof

size of Hyrax-VMV is 𝑏 + 1 elements of F and 2𝑎 elements of G. Here, we make the implicit assumption that
|G| ⩾ |F|. The full proof of Corollary 4.2 is given in Section 4.2.

We build up to the proof of Theorem 4.1 by first extracting the information-theoretic core of Hyrax-VMV
as an OMA protocol. Given this information-theoretic core, we apply prior known lower bounds to the
problems of vector-matrix-vector products in the OMA model. Then, we show how these lower bounds
directly translate to a lower bound on the verifier work of Hyrax-VMV, completing the proof. Finally, we
show how to instantiate Algorithm 4.1 to obtain Hyrax-PCS, directly giving Corollary 4.2.

4.1 Information Theoretic Core of Hyrax-VMV

Hyrax-VMV is a proof of knowledge for proving vector-matrix-vector products, so the information-theoretic
core of Hyrax-VMV must also be a protocol for verifying vector-matrix-vector products. Crucial here is first
understanding (a) how Hyrax-VMV verifies vector-matrix-vector products, and (b) what the cryptography
(in this case, the discrete-log assumption) is guaranteeing in the protocol. Understanding (1) gives us a
direct mapping to a potential communication protocol for Hyrax-VMV, and understanding (2) is crucial to
specifying the protocol, in particular, what guarantees the cryptography gives in Hyrax-VMV must also be
guaranteed in the underlying information-theoretic protocol.

Towards (1), examining Algorithm 4.1 shows us that in order to prove vector-matrix-vector products,
Hyrax-VMV proves/verifies in parallel 2 claims: a vector-matrix product claim (i.e., 𝑳′,= 𝑳A) and an inner
product claim (𝑦 = ⟨𝑳′, 𝑅⟩). This gives us a straightforward way of specifying Algorithm 4.1 as an OMA
protocol; see Figure 1 in Section 1.2.3. At a high-level, Figure 1 captures Algorithm 4.1 as follows.
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• Party 𝑀 plays the role of the prover in the Eval Phase of Algorithm 4.1.
• Party 𝐴 plays the role of the committer in the Commit Phase of Algorithm 4.1.
• Party 𝐵 plays the role of the verifier of Algorithm 4.1.

There are two key differences between Figure 1 and Algorithm 4.1. In Figure 1:

1. Party 𝐴 generates the “commitment” 𝑪 = A𝒓⊤ using private shared randomness 𝒓 ∈ F𝑏;
2. Party 𝐴 sends the “commitment” 𝑪 after parties 𝑀 and 𝐵 execute the Eval Phase of the protocol.

First, item (2) is here due to the OMA model, which requires the interaction between parties 𝐵 and 𝑀

to be independent of the message sent by 𝐴 and of 𝐵’s input. Since 𝐵 does not send anything to 𝑀, this
second restriction is already satisfied. The first restriction is enforced by having 𝐴 send their message after all
interaction between 𝐵 and 𝑀 has been executed. For item (1), the vector 𝒓 $← F𝑏 is playing the role of the
vector 𝒈 ∈ G𝑏 of Algorithm 4.1. Recall that 𝒈 is a randomly sampled vector of generators for G. Notice that
such a vector can be equivalently sampled as follows: (i) sample a single generator 𝑔 ∈ G; sample random
𝒓 $← F𝑏 (ii); and (iii) set generator 𝒈𝑖 = 𝒓𝑖 · 𝑔. Since 𝑔 is a generator, 𝒈𝑖 is also a generator for all 𝑖.

In Algorithm 4.1, if the prover knew the vector 𝒓 ∈ F𝑏, then it can easily break the binding of the
commitment scheme. However, in the context of Algorithm 4.1, the prover does not know 𝒓 due to the
hardness of the discrete-log problem in G. Thus, this vector 𝒓 is hidden from the prover in Algorithm 4.1.

In the OMA model, all parties are computationally unbounded. If party 𝑀 knew the vector 𝒓 that parties
𝐴 and 𝐵 share, then party 𝑀 can trivially break the soundness of the protocol and convince 𝐵 that 𝑦′ = 𝑳A𝑹⊤

for some 𝑦′ ≠ 𝑦, where 𝑦 is the real value of 𝑳A𝑹⊤. So the vector 𝒓 is hidden from party 𝑀 by specifying it
as the private randomness shared between 𝐴 and 𝐵 (before the interaction between 𝑀 and 𝐵). In particular,
we have answered (b) from the start of this section: the cryptography is forcing the prover in Hyrax-VMV to
provide a correct random fingerprint of the matrix A using the vector 𝒈, otherwise the hardness of discrete-log
is broken, or we can extract the prover’s true input A due to the proof of knowledge property of Hyrax-VMV.
Thus, in our OMA protocol for Hyrax-VMV, this invariant must also be enforced; this is handled by having
party 𝐴 (who is honest) send the random fingerprint of A using randomness that is hidden from party 𝑀 .

4.1.1 Hyrax-VMV Lower Bound

With the information-theoretic core of Algorithm 4.1 established in Figure 1, we now give a lower bound on
the communication cost of Figure 1, which we then use to obtain Theorem 4.1.

Proof of Theorem 4.1. As in Definition 3.3, we let hcost denote the number of bits exchanged between 𝑀 and
𝐵, and let vcost denote the number of bits 𝐴 sends to 𝐵. Our goal is to minimize the quantity hcost + vcost.
We do this by analyzing hcost · vcost. However, we first establish that Figure 1 is a valid (i.e., secure according
to Definition 3.2) OMA protocol via the following claim.

Claim 4.3. Let 𝑎, 𝑏 ∈ N and let 𝑓 (A, 𝑳, 𝑹) := 𝑳A𝑹⊤ for 𝑳 ∈ F𝑎, 𝑹 ∈ F𝑏, and A ∈ F𝑎×𝑏 for any finite field
F. Then, Figure 1 is a (0, 2/|F|)-secure OMA[1] protocol for computing 𝑓 .

Perfect completeness is immediate. For soundness, suppose that 𝑀 wishes to convince 𝐵 that 𝑦∗ = 𝑳A𝑹⊤

for some 𝑦∗ ≠ 𝑦 := 𝑳A𝑹⊤. Thus, 𝑀 must send some 𝑳∗ such that (𝑦∗, 𝑳∗) pass the checks of 𝐵. If party
𝐵 samples 𝛼 = 0, then all of their checks pass; this happens with exactly 1/|F| probability. Suppose this is
not the case. Then, 𝒓 $← F𝑏 is uniformly sampled and hidden from 𝑀, so the value ⟨𝑳∗, 𝛼⟩ is uniformly
distributed in F. So the probability ⟨𝑳,𝑪⟩ = ⟨𝑳∗, 𝒓⟩ is exactly 1/|F|, which is required to pass 𝐵’s check for
𝛼 ≠ 0. If this check does pass, then 𝐵 checks if 𝛼𝑦∗ ?

= 𝛼⟨𝑳∗, 𝑹⟩. Note that 𝑀 can guarantee this check passes
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Algorithm 4.2: Hyrax-PCS
Public Parameters: 𝑁 = 2𝑛, G, 𝒈 ∈ G

√
𝑁 .

Private Input: 𝑓 : {0, 1}𝑛 → F for multilinear PCS, 𝑓 ∈ F<𝑁 [𝑋] for univariate PCS.
1 Commit Phase: ( 𝑓 ∈ F𝑁 , 𝒈 ∈ G

√
𝑁 )

Output: 𝑪 ∈ G𝑁

2 Define matrix F as follows:

• If multilinear PCS, F[𝑖, 𝑗 ] = 𝑓

(︂
(𝑖 − 1) +

√
𝑁 ( 𝑗 − 1)

)︂
(i.e., evaluations of 𝑓 ) for 𝑖, 𝑗 ∈ [

√
𝑁 ].

• If univariate PCS, F[𝑖, 𝑗 ] = 𝑓 (𝑖−1)+
√
𝑁 ( 𝑗−1) (i.e., coefficients of 𝑓 ) for 𝑖, 𝑗 ∈ [

√
𝑁 ].

Output 𝑪 = F · 𝒈⊤.

3 Eval Phase: (𝑪 ∈ G
√
𝑁 , 𝒖 ∈ F𝑛 (for multilinear PCS) or 𝑟 ∈ F (for univariate PCS), 𝒈 ∈ G

√
𝑁 ; 𝑓 )

Output: Verifier accepts or rejects.
4 If the PCS is multilinear, the prover and verifier compute 𝑳, 𝑹 as

𝑳 =

(︂
𝜒+ (𝒖, 0) , 𝜒+ (𝒖, 1) , . . . , 𝜒+ (𝒖,

√
𝑁 − 1)

)︂
𝑹 =

(︂
𝜒− (𝒖, 0) , 𝜒− (𝒖, 1) , . . . , 𝜒− (𝒖,

√
𝑁 − 1)

)︂
,

5 where 𝜒 (𝑋,𝑌 ) := 𝑋𝑖𝑌𝑖 + (1 − 𝑋𝑖 ) (1 − 𝑌𝑖 ) and

𝜒+ (𝒖, 𝒄 ) :=
∏︂𝑛/2

𝑘=1
𝜒 (𝑢𝑘 , 𝑐𝑘 ) 𝜒− (𝒖, 𝒄 ) :=

∏︂𝑛/2
𝑘=1

𝜒 (𝑢𝑘+𝑛/2, 𝑐𝑘 ) .

6 If the PCS is univariate, the prover and verifier compute 𝑳, 𝑹 as :

𝑳 =

(︂
1, 𝑟
√
𝑁 , 𝑟2

√
𝑁 , . . . , 𝑟 (

√
𝑁−1)

√
𝑁
)︂

𝑹 =

(︂
1, 𝑟 , 𝑟2, . . . , 𝑟

√
𝑁−1

)︂
.

7 The prover additionally computes F ∈ F
√
𝑁×
√
𝑁 as in the commit phase.

8 The prover computes and sends 𝑦 = 𝑳 · F · 𝑹⊤ ∈ F and 𝑳′ = 𝑳 · F ∈ F
√
𝑁 .

9 The verifier samples 𝛼 $← F and checks the following two equations:

𝛼⟨𝑳,𝑪 ⟩ ?
= 𝛼⟨𝑳′ , 𝒈⟩ 𝛼𝑦

?
= 𝛼⟨𝑳′ , 𝑹⟩.

10 The verifier accepts if and only if both checks pass.

by setting 𝑳∗ such that 𝑦∗ = 𝑳∗𝑹⊤, so in this case the check passes if the above check also passes. Otherwise,
this check fails for 𝛼 ≠ 0. So the total soundness error is upper bounded by 2/|F|, establishing Claim 4.3.

We now turn towards minimizing hcost+vcost. Notice that Figure 1 is an OMA protocol for simultaneously
verifying one matrix-vector product and (𝑳′ = 𝑳A), and one inner product (𝑦 = ⟨𝑳′, 𝑹⟩). In our protocol,
𝐵 verifies the matrix-vector product 𝑳A and the inner product ⟨𝑳′, 𝑹⟩, where 𝑳 ∈ F𝑎 and 𝑳′, 𝑹 ∈ F𝑏. To
verify the matrix-vector product, Theorem 3.4 tells us that vcost · hcost = Ω(min(𝑎, 𝑏)2), whereas to verify
the inner product, Theorem 3.5 tells us that vcost · hcost = Ω(𝑏). Combining these bounds, we have a lower
bound of hcost · vcost = Ω(max(𝑏,min(𝑎, 𝑏)2)).

Let ℓ = max(𝑏,min(𝑎, 𝑏)2). Now, we minimize hcost+vcost subject to the constraint that hcost ·vcost =
Ω(ℓ). This constraint implies vcost ⩾ ℓ/hcost, which implies hcost + vcost ⩾ hcost + ℓ/hcost. Taking
the derivative of the right-hand side with respect to hcost, we see that the minimum value is obtained at
hcost =

√
ℓ, and thus hcost + vcost is minimized at Ω(

√
ℓ) = Ω(max(

√
𝑏,min(𝑎, 𝑏))). This implies that

party 𝐵 must receive at least Ω(max(
√
𝑏,min(𝑎, 𝑏))) bits in any OMA protocol which simultaneously verifies

a matrix-vector product and an inner product. □
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4.2 Evidence that Hyrax-PCS has Optimal Verifier Time

With the Hyrax-PCS presented in Algorithm 4.2, we now show Corollary 4.2, giving us strong evidence that
Hyrax-PCS (for both multilinear and univariate polynomials) has optimal verifier time (up to polylog |G|
factors). In particular, this entails showing how to build Hyrax-PCS from Hyrax-VMV, then applying our
lower bound in conjunction with analyzing the work done by the verifier in Hyrax-PCS.

Proof of Corollary 4.2. Hyrax-PCS is simply an instantiation of Hyrax-VMV with more structured matrices
and vectors. We begin with Hyrax-PCS for multilinear polynomials; the construction for univariate
polynomials is similar and given at the end of the proof. In the multilinear PCS setting, the prover has a
function 𝑓 : {0, 1}𝑛 → F such that 𝑛 is even. Setting 𝑁 = 2𝑛, the prover then defines a

√
𝑁 ×
√
𝑁 matrix F

representing 𝑓 as F[𝑖, 𝑗] := 𝑓

(︂
(𝑖 − 1) +

√
𝑁 · ( 𝑗 − 1)

)︂
for 𝑖, 𝑗 ∈ [

√
𝑁]. Here, we interpret (𝑖−1) +

√
𝑁 ( 𝑗 −1)

as an 𝑛-bit string in the natural way. So to commit to (the multilinear extension of) 𝑓 , the prover outputs
𝑪 ← Hyrax-VMV.Commit(F, 𝒈).

Now for the evaluation proofs, let 𝒖 ∈ F𝑛 be the evaluation point specified by the verifier after being
provided some commitment 𝑪. Let 𝜒(𝑋,𝑌 ) := 𝑋𝑖𝑌𝑖 + (1 − 𝑋𝑖) (1 − 𝑌𝑖) (e.g., see Eq. (2)). Then, for any
𝒄 ∈ {0, 1}𝑛/2, the verifier defines

𝜒+(𝒖, 𝒄) :=
∏︂𝑛/2

𝑘=1
𝜒(𝑢𝑘 , 𝑐𝑘) 𝜒− (𝒖, 𝒄) :=

∏︂𝑛/2
𝑘=1

𝜒(𝑢𝑘+𝑛/2, 𝑐𝑘).

Finally, vectors 𝑳, 𝑹 are defined as 𝑳 = (𝜒+(𝒖, 𝑖))
√
𝑁−1

𝑖=0 and 𝑹 = (𝜒− (𝒖, 𝑖))
√
𝑁−1

𝑖=0 , where we interpret 𝑖 as a
vector in {0, 1}𝑛/2 in the natural way. The prover and verifier then run Hyrax-VMV.Eval(𝑪, 𝑳, 𝑹, 𝒈; F) with
the above definitions. From Hyrax [WTS+18], it can be show that for 𝑳, 𝑹, and A defined this way, we have
𝑳A𝑹⊤ = ˜︁𝑓 (𝒖), where ˜︁𝑓 is the multilinear extension of 𝑓 (defined in Eq. (1)).

Now, translating Hyrax-PCS to the OMA model is nearly identical to Hyrax-VMV. The only changes are:
(1) we specify 𝑎 = 𝑏 =

√
𝑁 for 𝑁 = 2𝑛 and even 𝑛; and (2) how the vectors 𝑳, 𝑹 are sampled by the verifier.

These two changes are reflected by the following minor modifications to Figure 1.

1. Merlin’s input is (F, 𝒖), Bob’s input is 𝒖 ∈ F𝑛, and Alice’s input is F ∈ F
√
𝑁×
√
𝑁 . Notice that

𝑓 : {0, 1}𝑛 → F uniquely defines F and vice versa.
2. Merlin, during step (1) of the protocol, will appropriately define 𝑳 and 𝑹 as in Hyrax-PCS (described

above).
3. Bob, during step (3) of the protocol, will also appropriately define 𝑳, 𝑹 as in Hyrax-PCS.

In particular, the messages sent by both Alice and Merlin to Bob remain the same; they just now all have
length Θ(

√
𝑁). Moreover, this is clearly just an instance of Figure 1 with 𝑎 = 𝑏 =

√
𝑁 , and has the same

soundness error as Figure 1 (Claim 4.3) since each entry of 𝒖 is uniformly random.
By Theorem 4.1, this implies a lower bound of Ω(

√
𝑁) for the OMA protocol representing Hyrax-PCS.

Notice that in Hyrax-PCS, the verifier computes 3 inner products of size
√
𝑁; two are inner products between a

G and a F vector, and one is an inner product between two F vectors. This implies at most 𝑂 (
√
𝑁 polylog |G|)

bit-operations for these computations, assuming G/F operations can be done in polylog |G| bit-operations.
For univariate polynomials, the above argument is identical; we simply need to specify how the prover

constructs the matrix A from a univariate polynomial and how the verifier constructs 𝑳, 𝑹 from an evaluation
point. Let 𝑝 ∈ F[𝑋] be a univariate polynomial such that deg(𝑝) < 𝑁; write 𝑝(𝑋) = 𝑝0 + 𝑝1𝑋 + · · · +
𝑝𝑁−1𝑋

𝑁−1. Then, the prover defines a
√
𝑁 ×
√
𝑁 matrix P representing 𝑝 as P[𝑖, 𝑗] = 𝑝 (𝑖−1)+

√
𝑁 ( 𝑗−1) for

𝑖, 𝑗 ∈ [
√
𝑁]. So to commit to 𝑝, the prover outputs 𝑪 ← Hyrax-VMV.Commit(P, 𝒈).
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𝐶 𝑀 (A, (𝑳, 𝑹))

𝐴

A ∈ F𝑎×𝑏

𝐵

𝑳 ∈ F𝑎, 𝑹 ∈ F𝑏

(1)

{︄
𝑦 = 𝑳A𝑹⊤

𝑳′ = 𝑳A

𝒓 $← F𝑏

(2) (𝑳, 𝑹
)

(2) 𝑪 = A𝒓 ⊤

(3)

(3) 𝐶 does the following.
• Sample 𝛼 $← F.
• Check 𝛼⟨𝑳,𝑪⟩ ?

= 𝛼⟨𝑳′, 𝒓⟩ and 𝛼𝑦
?
= 𝛼⟨𝑳′, 𝑹⟩.

• Output accept (i.e., output 𝑦) if and only if all checks pass.

Figure 6: Hyrax-VMV as a SMH[1] protocol. The red dashed line indicates private randomness shared
between the respective parties. The protocol executes (1), followed by (2), followed by (3).

For the evaluation proofs, let 𝑟 ∈ F be the evaluation point specified by the verifier after receiving some
commitment 𝑪. The verifier defines 𝑹 = (1, 𝑟, 𝑟2, . . . , 𝑟

√
𝑁−1) and 𝑳 = (1, 𝑟

√
𝑁 , 𝑟2

√
𝑁 , . . . , 𝑟 (

√
𝑁−1)

√
𝑁 ).

Then, the prover and verifier run Hyarx-VMV.Eval(𝑪, 𝑳, 𝑹, 𝒈; P) with the above specifications. One can
readily verify that 𝑝(𝑟) = 𝑳P𝑹⊤ under these definitions of 𝑳, 𝑹,P. The rest of the proof follows identically
as in the case of multilinear Hyrax-PCS, except that the final OMA protocol for the univariate Hyrax-PCS
has soundness error at most 𝑛/|F| due to using powers of 𝑟 instead of uniformly random vectors. □

4.3 Hyrax-VMV as an SMH Protocol

In this section, we reformulate Hyrax-VMV as a SMH[1] protocol, mostly for completeness and to showcase
that the protocol is essentially identical to Figure 1. However, we believe this to be a useful exercise to
motivate our SMH model, showcasing that the OMA model is not special for Hyrax.

The protocol, presented in Figure 6, is nearly identical to Figure 1. The only change now is that we have
parties 𝐴, 𝐵, and 𝐶, along with helper 𝑀 . We now give vectors 𝑳, 𝑹 as input to 𝐵. Moreover, the protocol
is simple: 𝐴 and 𝐶 share private random string 𝒓 ∈ F𝑏, 𝑀 sends the same messages to 𝐶 as in the OMA
protocol, and now we simply have 𝐵 send the vectors 𝑳, 𝑹. In other words, 𝐵 is deterministic; moreover, 𝐶
simultaneously verifies both a vector-matrix product an inner product. The inner product claim has size 𝑏,
so Theorem 3.10 implies that 𝐵 must send Ω(𝑏) bits to 𝐶. For 𝑏 = 𝑎 =

√
𝑁 , this matches the OMA lower

bound we obtain for Hyrax-PCS.

5 Bulletproofs: Information-Theoretic Core and Evidence of Optimal Verifier
Time

We now turn towards our second main result: giving strong evidence that the Bulletproofs’ verification time is
inherently linear. That is, the underlying information theoretic core of Bulletproofs requires a linear amount
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of communication. We prove the following theorem in Section 5.2.1.

Theorem 5.1. Let G be a prime-order group with scalar field F, and let 𝑁 = 2𝑛. Then, for private prover
input 𝒘 ∈ F𝑁 and public parameters 𝒈 ∈ G𝑁 for the Bulletproofs proof of knowledge for opening a Pedersen
vector commitment over G, there exists a SMH[𝑛] protocol Π which verifies the same function as Bulletproofs
with inputs 𝒘, 𝒈 such that C(Π) = Ω(𝑁).

As a direct corollary, we obtain strong evidence that Bulletproofs-PCS has (nearly) optimal verifier time.

Corollary 5.2. Let 𝑁 = 2𝑛, G be a finite group with scalar field F.

• For inputs 𝑓 : {0, 1}𝑛 → F, 𝒖 ∈ F𝑛, and 𝒈 ∈ G𝑁 to Bulletproofs-PCS for multilinear polynomials,
there exists a SMH[𝑛] protocol Π which verifies the same function as Bulletproofs-PCS with inputs
𝑓 , 𝒖, 𝒈 such that C(Π) = Ω(𝑁).

• For inputs 𝑓 ∈ F<𝑁 [𝑋], 𝑢 ∈ F, and 𝒈 ∈ G𝑁 to Bulletproofs-PCS for univariate polynomials, there
exists a SMH[𝑛] protocol Π which verifies the same function as Bulletproofs-PCS for inputs 𝑓 , 𝑢, 𝒈
such that C(Π) = Ω(𝑁).

Moreover, the prescribed Bulletproofs-PCS verifier (for both multilinear and univariate polynomials) performs
at most𝑂 (𝑁 polylog |G|) bit-operations, assuming a singleG/F operation requires polylog |G| bit-operations.

We prove Corollary 5.2 in Section 5.3. The rest of this section is dedicated to showing this lower bound.
First, we cast Bulletproofs as an instantiation of the sum-check protocol. Then, we capture the information-
theoretic core of Bulletproofs as a communication protocol. Finally, we show a linear communication lower
bound in this information-theoretic core, giving strong evidence that the Bulletproofs verifier is optimal.

5.1 Bulletproofs is Sum-Check (Revisited)

Let 𝒈 ∈ G𝑁 be (random) group generators and 𝒘 ∈ F𝑁 , where F is the scalar field of G, and 𝑁 = 2𝑛. At
a high-level, Bulletproofs is a proof of knowledge of an opening of the Pedersen commitment 𝐶 = ⟨𝒈,𝒘⟩;
i.e., the prover “knows” a vector 𝒘 (hidden from the verifier) that is within the Pedersen commitment 𝐶
under public parameters 𝒈. It utilizes a “split-and-fold” recursive technique to continuously reduce the claim
𝐶 = ⟨𝒈,𝒘⟩ for length 𝑁 vectors 𝒈, 𝒘 to a new claim 𝐶′ = ⟨𝒈′, 𝒘′⟩ for length 𝑁/2 vectors 𝒈′, 𝒘′, until the
final vectors are of length 1 and the prover simply sends the final “folded” witness. Here, 𝒈′ and 𝒘′ are
a random linear combination of the left and right halves of the (respective) vectors 𝒈 and 𝒘, where the
randomness is given by the verifier in the protocol.

It was originally observed by Bootle et al. [BCS21] that the Bulletproofs PoK is simply an instantiation
of the sum-check protocol [LFK+92] for proving the inner product of two vectors 𝒘, 𝒈. The sum-check
proves 𝐶 =

∑︁
𝒄∈{0,1}𝑛 ˜︁𝒈(𝒄) · ˜︁𝒘(𝒄), where ˜︁𝒘 and ˜︁𝒈 are appropriately defined multilinear extensions of 𝒘 and

𝒈, respectively. [BCS21] give a different definition of ˜︁𝒘 and ˜︁𝒈 then what is “standard” (e.g., [LFK+92]).
However, we are interested in presenting Bulletproofs as a sum-check protocol using the “standard” definition
of multilinear extensions; i.e., Eqs. (1) and (2).

5.1.1 Bulletproofs as a Standard Sum-Check Protocol

Let 𝒈 ∈ G𝑁 be the public parameters of the Bulletproofs protocol and let 𝒘 ∈ F𝑁 be the private input (the
witness) of the Bulletproofs prover. Now, the Bulletproofs protocol precisely corresponds to a sum-check
over the polynomial 𝐹 (𝑿) = ˜︁𝒈(𝑿) · ˜︁𝒘(𝑿). The initial commitment to the vector 𝒘 under generators 𝒈 is
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Algorithm 5.1: BP-Sum-Check
Public Params: 𝑁 = 2𝑛, G with scalar field F, 𝒈 ∈ G𝑁 .
Private Input: 𝒘 ∈ F𝑁 .

1 Commit Phase: (𝒈 ∈ G𝑁 , 𝒘 ∈ F𝑁 )
Output: 𝐶 = ⟨𝒈,𝒘⟩ ∈ G

2 Proof of Knowledge Phase: (𝐶1 ∈ G, 𝒈 ∈ G𝑁 ;𝒘 ∈ F𝑁 )
Output: Accept or reject.

3 The prover defines 𝑛-variate polynomial 𝐹 (𝑿) := ˜︁𝒈(𝑿) · ˜︁𝒘(𝑿) ∈ G[𝑿].
4 for 𝑖 ∈ [𝑛] do
5 The prover defines and sends polynomial 𝑞𝑖 (𝑋𝑖) : F→ G as

𝑞𝑖 (𝑋𝑖) :=
∑︁

𝒄∈{0,1}𝑛−𝑖
𝐹 (𝛼1, . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄).

6 The verifier checks 𝐶𝑖
?
= 𝑞𝑖 (0) + 𝑞𝑖 (1) and deg(𝑞𝑖) ⩽ 2; reject if not.

7 The verifier samples and sends 𝛼𝑖
$← F, and defines 𝐶𝑖+1 := 𝑞𝑖 (𝛼𝑖).

8 The prover sends 𝑤 = ˜︁𝒘(𝜶) for 𝜶 ∈ F𝑛.
9 The verifier computes 𝑔 = ˜︁𝒈(𝜶). The verifier checks 𝐶𝑛+1

?
= 𝑔 · 𝑤 and rejects if not equal;

otherwise the verifier outputs accept.

𝐶 =
∑︁

𝒄 𝐹 (𝒄) = ⟨𝒈, 𝒘⟩, which follows by the definition of multilinear extensions: 𝐹 (𝒄) = ˜︁𝒈(𝒄)·˜︁𝒘(𝒄) = 𝒈𝒄 ·𝒘𝒄 ,

where we index the vectors 𝒈 and 𝒘 using the binary vector 𝒄 ∈ {0, 1}𝑛 in the natural way. Then, proving
knowledge of 𝒘 such that 𝐶 = ⟨𝒈, 𝒘⟩ amounts to running a sum-check protocol using the polynomial 𝐹
defined above. We present this formal sum-check protocol in Algorithm 5.1.
Remark 5.3 (Sum-Check with Knowledge Soundness). Bootle et al. [BCS21] explore which properties
needed by instances of the sum-check protocol in order to imply knowledge soundness. We do not explore
this further in this work, and we make no claims on the connection between soundness in our communication
protocols and (knowledge) soundness in our cryptographic protocols.
Remark 5.4 (Optimizing the Proof Size and Verifier Checks). During each round of the sum-check, the prover
sends 3 group elements to specify the polynomial 𝑞𝑖. This can be optimized using a standard sum-check
optimization: (1) the prover sends 𝑆𝑖 = {𝑞𝑖 (0), 𝑞𝑖 (2)}; (2) the verifier sets 𝑞𝑖 (1) := 𝐶𝑖−𝑞𝑖 (0) and interpolates
{𝑞𝑖 (0), 𝑞𝑖 (1), 𝑞𝑖 (2)} to obtain 𝑞𝑖 (𝑋𝑖); and (3) the verifier sets 𝐶𝑖+1 = 𝑞𝑖 (𝛼𝑖). This saves one group element
per round of the sum-check, and the verifier does not have to check consistency every round. Furthermore,
this protocol has the same soundness guarantees as the standard sum-check, and, in fact, sends the same
number of group elements per round as the original Bulletproofs protocol.

5.2 Information-Theoretic Core of Bulletproofs

Given Bulletproofs is a standard sum-check protocol, we now turn to distilling the information-theoretic
core of Bulletproofs as a communication protocol. Indeed, one motivation for recapturing Bulletproofs as
a (standard) sum-check is due to the prevalence of sum-check in interactive proofs, SNARK design, and
communication complexity.

In Section 3, we discussed two flavors of communication protocols: the OMA model and our new
SMH model. To capture the IT core of Bulletproofs, we use our new SMH model; that is, we’ll present
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an analogue of Algorithm 5.1 as a SMH protocol. Note that while it is possible to capture some form of
the information-theoretic core of Bulletproofs as a OMA model protocol, we do not believe this framing
meaningfully captured the properties of Bulletproofs (see Section 5.4).

5.2.1 Bulletproofs as a SMH Protocol

Recall that a SMH[𝑘] communication protocol (Section 3.2) involves 4 parties: 𝐴, 𝐵, 𝐶, and 𝑀, where 𝐴

and 𝐵 communicate “one-way” with 𝐶, and 𝐶 and 𝑀 execute 𝑘-round (or (2𝑘 − 1)-move) interactive proof.
We present the formal SMH protocol for Algorithm 5.1 in Figure 2. Roughly speaking, the 4 parties in our
protocol operate as follows.

• Party 𝐴 receives input 𝒓 ∈ F𝑁 , representing the scalars of the group generators. Moreover, 𝐴 will be
deterministic. Intuitively, 𝐴 represents the public parameters/setup of Bulletproofs.

• Party 𝐵 receives input 𝒘 ∈ F𝑁 , representing the input to the prover of the cryptographic protocol.
• Party 𝑀 receives both (𝒓, 𝒘) as input and plays the role of the interactive prover from Eval Phase of

Algorithm 5.1.
• Party 𝐶 will play the role of the cryptographic verifier. It will run a 𝑛-round sum-check protocol

with 𝑀, where 𝑀 tries to convince 𝐶 of the claim 𝑣 = ⟨𝒓, 𝒘⟩. Moreover, 𝐶 and 𝐵 will share private
randomness 𝜶 $← F𝑛 for 𝑁 = 2𝑛, which is used in the sum-check.

• At the end of this sum-check, 𝐴 sends their entire vector 𝒓 to 𝐶. 𝐵 sends the value 𝑤 = ˜︁𝒘(𝜶) to 𝐶.
• 𝐶 then performs all the appropriate sum-check verification checks, outputting accept or reject.

Notably, in this information theoretic setting, (1) the vector 𝒓, which intuitively represents the “hidden”
vector in the group generators, is given in the clear to both 𝐶 and 𝑀; and (2) 𝐶 is guaranteed the correct
evaluation ˜︁𝒘(𝜶) from 𝐵. (2) captures exactly what happens in the cryptographic setting: in Bulletproofs, the
prover sends the value 𝑤 claimed to be ˜︁𝒘(𝜶). Now, by knowledge soundness and hardness of the discrete-log
assumption, 𝑤 will be the correct value, otherwise either the prover has broken the discrete-log assumption, or
we can extract 𝒘 from the transcript of the interaction. For (1), it would be impossible for 𝐶 and 𝑀 to execute
the sum-check protocol without 𝑀 knowing the vector 𝒓. Similarly, 𝐶 could not compute˜︁𝑟 (𝜶) without the
vector 𝒓 (moreover, 𝐴 cannot send˜︁𝒓 (𝜶) since 𝐴 does not receive 𝜶).

With our SMH[𝑛] protocol (Figure 2) specified for 𝑛 = log(𝑁), we now prove Theorem 5.1.

Proof of Theorem 5.1. We begin by establishing the security of Figure 2; namely, it is a valid SMH protocol.

Claim 5.5. Figure 2 is a (0, 2𝑛/|F|)-secure SMH[𝑛] protocol for 𝑁-sized inner products.

This claim immediately follows from the completeness and soundness of the sum-check protocol. In
particular, 𝐶 always receives the correct 𝑤 = ˜︁𝒘(𝜶), and will always be able to compute the correct 𝑟 =˜︁𝒓 (𝜶),
which gives 𝐶 access to the correct value 𝐹 (𝜶) at the end of the sum-check. Since 𝐹 has 𝑛 variables, each
with degree at most 2, the soundness error of the sum-check is at most 2𝑛/|F|.

With the claim established, Figure 2 is a valid SMH[𝑛] protocol for verifying the inner product of 𝐴’s
and 𝐵’s inputs. By construction, party 𝐴 is deterministic, so Theorem 3.10 tells us that for soundness to hold,
party 𝐴 must send Ω(𝑁) bits of communication, where 𝑁 is the length of 𝐴’s input. □

5.3 Evidence that Bulletproofs-PCS has Optimal Verifier Time

Bulletproofs is readily adaptable into a polynomial commitment scheme for any polynomials which can
express evaluation as an inner product; in particular, multilinear and univariate polynomials satisfy this
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property. In fact, to obtain a PCS from Bulletproofs, we first give a more general protocol for proving an
opening to a Pedersen commitment, and that the inner product of this opening and some public vector is some
value. This allows us to prove Corollary 5.2.

Proof of Corollary 5.2. We modify Algorithm 5.1 to obtain a new scheme which satisfies the above property;
we present this new algorithm in Algorithm 5.2. As with Algorithm 5.1, we let 𝒘 ∈ F𝑁 be the prover’s input
and 𝒈 ∈ G𝑁 be the public parameters of the scheme. The commitment phase remains the same: the prover
provides 𝐶 = ⟨𝒈,𝒘⟩. Now, we modify the proof of knowledge phase as follows. First, there is an additional
public input: 𝒚 ∈ F𝑁 , provided by the verifier, and 𝑣 ∈ F, provided by the prover. Now, for the proof of
knowledge, the prover now proves it knows 𝒘 such that 𝐶 = ⟨𝒈, 𝒘⟩ and 𝑣 = ⟨𝒚, 𝒘⟩ ∈ F. This is actually
simple to handle: another instantiation of the sum-check protocol is added in parallel, one for the polynomial
𝐻 (𝑿) := ˜︁𝒚(𝑿) · ˜︁𝒘(𝑿).

Translating Algorithm 5.2 to an SMH protocol, we augment Figure 2 by additionally giving party 𝐴 the
input 𝒚 and by having party 𝑀 send the claimed value 𝑣 = ⟨𝒚, 𝒘⟩ as part of the first message during the
sum-check protocol and run an additional sum-check in parallel for this claim. Moreover, we also specify
the function 𝑓 computed by the SMH[𝑛] protocol to be 𝑓 (𝒘, 𝒚, 𝒓) = (⟨𝒘, 𝒚⟩, ⟨𝒘, 𝒓⟩). Then, party 𝐴 also
sends 𝒚 along with 𝒓 as her message, and party 𝐶 additionally augments their checks in line with the checks
performed by the verifier in Algorithm 5.2. Clearly, our lower bound still remains for this protocol as now the
protocol verifies two inner products in parallel.

To obtain a polynomial commitment scheme, we impose structure on the vectors 𝒘 and 𝒚 such that if 𝑝 is
the polynomial in question, then 𝑝(𝒙) = ⟨𝒘, 𝒚⟩. We first show how to instantiate Algorithm 5.2 to obtain
a multilinear polynomial commitment scheme. Let 𝑝 : {0, 1}𝑛 → F be a function and ˜︁𝑓 be its multilinear
extension. Then, set 𝒘 = (𝑝(0), 𝑝(1), . . . , 𝑝(2𝑛 − 1)), where we interpret 𝑖 ∈ {0, 1, . . . , 2𝑛 − 1} as an 𝑛-bit
string in the natural way. Simply put, 𝒘 is the list of evaluations of 𝑝 (and thus ˜︁𝑝) on the Boolean hypercube.

Now, if we wish to evaluate ˜︁𝑝 at some point 𝒙 ∈ F𝑛, we can express this as an inner product between the
above 𝒘 and 𝒚 ∈ F𝑁 defined as 𝒚𝑖 := eq(𝒙, 𝑖 − 1), where eq is defined in Eq. (2), and we again interpret 𝑖 − 1
as an 𝑛-bit string in the natural way. Clearly, by Eq. (1), we have that ˜︁𝑝(𝒙) = ⟨𝒘, 𝒚⟩ for our defined 𝒘 and 𝒚.
Therefore, Algorithm 5.2 for 𝒘 and 𝒚 defined this way for the prover’s input 𝑝 and the verifier’s challenge 𝒙
yields a polynomial commitment scheme for multilinear polynomials.

Now, if 𝑝 is a univariate polynomial of degree at most 𝑁 − 1, we write 𝒘 = (𝑝0, 𝑝1, . . . , 𝑝𝑁−1), where
𝑝𝑖 is the 𝑖thcoefficient of 𝑝. For any evaluation point 𝑥, we write 𝒚 = (1, 𝑥, 𝑥2, . . . , 𝑥𝑁−1). Now clearly, we
have 𝑝(𝑥) = ⟨𝒘, 𝒚⟩. Doing this transformation in Algorithm 5.2 readily yields a polynomial commitment
scheme for univariate polynomials. □

5.4 Why the OMA Model does not Suffice for Bulletproofs

While it is possible to frame Bulletproofs as a OMA protocol (e.g., one can apply Lemma 3.9 to Figure 2),
we give our reasoning for why we do not believe this is the right model for capturing Bulletproofs. As with
the SMH protocol for Bulletproofs, we can reimagine Bulletproofs as a OMA[𝑛] protocol with parties Alice,
Bob, and Merlin such that Merlin and Bob will interact, followed by Alice sending a single message to Bob.
In this OMA protocol, Bob and Merlin execute the same 𝑛-round sum-check as in Figure 2, and Bob will
perform all the same verification checks as 𝐶.

The main question with framing Bulletproofs as an OMA protocol is the following: which party gets
which input? First, suppose that Alice is given the input 𝒘 and Bob is given the input 𝒓. If Alice is
deterministic and does not share randomness with Bob, then we obtain our same lower bound as in Figure 2
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Algorithm 5.2: BP-Sum-Check-2
Public Params: 𝑁 = 2𝑛, G with scalar field F, 𝒈 ∈ G𝑁 .
Private Input: 𝒘 ∈ F𝑁 .

1 Commit Phase: (𝒈 ∈ G𝑁 , 𝒘 ∈ F𝑁 )
Output: 𝐶 = ⟨𝒈,𝒘⟩ ∈ G

2 Proof of Knowledge: (𝐶1 ∈ G, 𝒈 ∈ G𝑁 , 𝒚 ∈ F𝑁 , 𝑣1 ∈ F;𝒘 ∈ F𝑁 )
Output: Accept or reject.

3 The prover defines 𝑛-variate polynomials 𝐹 (𝑿) := ˜︁𝒈(𝑿) · ˜︁𝒘(𝑿) ∈ G[𝑿] and
𝐻 (𝑿) := ˜︁𝒚(𝑿) · ˜︁𝒘(𝑿) ∈ F[𝑿].

4 for 𝑖 ∈ [𝑛] do
5 The prover defines and sends polynomials 𝑞𝑖 (𝑋𝑖) : F→ G and 𝑝𝑖 (𝑋𝑖) : F→ F as

𝑞𝑖 (𝑋𝑖) :=
∑︁

𝒄∈{0,1}𝑛−𝑖
𝐹 (𝛼1, . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄); 𝑝𝑖 (𝑋𝑖) :=

∑︁
𝒄∈{0,1}𝑛−𝑖

𝐻 (𝛼1, . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄).

6 The verifier checks 𝐶𝑖
?
= 𝑞𝑖 (0) + 𝑞𝑖 (1), 𝑣𝑖 ?

= 𝑝𝑖 (0) + 𝑝𝑖 (1), deg(𝑞𝑖) ⩽ 2, and deg(𝑝𝑖) ⩽ 2;
reject if not.

7 The verifier samples and sends 𝛼𝑖
$← F, and defines 𝐶𝑖+1 := 𝑞𝑖 (𝛼𝑖) and 𝑣𝑖+1 = 𝑞𝑖+1(𝛼𝑖).

8 The prover sends 𝑤 = ˜︁𝒘(𝜶) for 𝜶 ∈ F𝑛.
9 The verifier computes 𝑔 = ˜︁𝒈(𝜶) and 𝑦 = ˜︁𝒚(𝜶). The verifier checks 𝐶𝑛+1

?
= 𝑔 · 𝑤 and 𝑣𝑛+1

?
= 𝑦 · 𝑤

and rejects if not equal; otherwise the verifier outputs accept.

due to Corollary 3.11: Alice must send the entire vector 𝒘 to Bob. In this case, if Alice needs to do this, then
Bob does not need to interact with Merlin at all, as Bob can simply compute ⟨𝒘, 𝒓⟩ from Alice’s message.
Moreover, this does not make sense if we try to map this behavior back to the cryptographic protocol: it
essentially says that if the prover sends their input 𝒘 to the verifier, then the verifier can compute the inner
product. This is just the trivial proof system for computing inner product, and is not what Bulletproofs is
doing as a cryptographic protocol.

Now, if Alice is randomized with input 𝒘 and shares randomness 𝜶 ∈ F𝑛 with Bob, then Bob and Merlin
can execute the sum-check protocol and Alice’s message is ˜︁𝒘(𝜶). Then, Bob computes˜︁𝒓 (𝜶) and performs
the sum-check verification. In this case, this is identical to what the verifier of Bulletproofs does, where the
verifier computes˜︁𝒈(𝜶) to implicitly compute˜︁𝒓 (𝜶). Notice that this OMA protocol communicates 𝑂 (log(𝑁))
field elements, but clearly the cryptographic verifier in this case performs 𝑂 (𝑁) group operations! So we have
lost our connection between the communication complexity and the verifier time in the cryptographic protocol.
In particular, the work done by Bob to compute˜︁𝒓 (𝜶) is not captured in the OMA model. However, we believe
the OMA model may be a viable path to obtain lower bounds on proof sizes of interactive arguments; we
leave this as future work for exploration.

Next, consider switching the inputs of Alice and Bob: let Alice’s input be 𝒓 and Bob’s input be 𝒘. In this
case, again if Alice is deterministic, by Corollary 3.11, she must send Ω(𝑁) bits, and in the protocol, she
would send her whole vector 𝒓 as her message, and Bob can compute ⟨𝒓, 𝒘⟩ without interacting with Merlin.
If Alice shares private randomness 𝜶 with Bob, then Bob and Merlin can execute the sum-check protocol and
have Alice send˜︁𝒓 (𝜶) as her message, allowing Bob to compute the sum-check verification.

However, both of these scenarios does not make sense in the context of the cryptographic protocol. If
Bob is playing the role of the cryptographic verifier, then his input being 𝒘 represents the cryptographic
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verifier having the prover’s private input 𝒘 already. So the verifier does not need to check anything or talk to
any other parties! Thus, we do not believe that the OMA model is sufficient to capture the verifier time in
Bulletproofs (or in Dory).

5.5 Rounds vs. Communication Tradeoffs for Bulletproofs

Bulletproofs as originally given in [BCC+16, BBB+18] has 𝑂 (log(𝑁)) rounds, where 𝑁 = 2𝑛 is the length of
the prover’s input, allowing the proof size to be succinct and also of size 𝑂 (log(𝑁)). As shown by [BCS21]
and restated by us in this section, Bulletproofs is an instantiation of the sum-check protocol. This allows us to
trade off rounds versus proof size. In this section, we generalize the Bulletproofs sum-check to allow for this
trade off. Specifically, for constant 𝑟, we show how to construct an 𝑟-round Bulletproofs sum-check with
proof size 𝑂 (𝑟 · 𝑁1/𝑟 ).

An important observation is that the number of rounds in a sum-check protocol corresponds to the number
of variables in the polynomial over which the sum-check operates. To construct an 𝑟-round sum-check
protocol, the underlying polynomial must be defined over 𝑟 variables. Given that we have 𝑁 points to
interpolate, we require a multivariate polynomial of degree 𝑑 such that it satisfies the condition (𝑑 + 1)𝑟 ⩾ 𝑁

to ensure all the points are interpolated. Hence, we can derive 𝑑 = 𝑁1/𝑟 − 1. Notably, in the standard
Bulletproof (and sum-check) protocol for proving the inner product between two vectors, 𝑟 = log 𝑁 and 𝑑 = 1
which satisfies the condition (𝑑 + 1)𝑟 ⩾ 𝑁 .

To generalize to any 𝑟-round protocol, we modify the extension of vectors and polynomials from multilinear
to 𝑟-variate, 𝑑-degree multivariate polynomials, for degree bound 𝑑 = 𝑁1/𝑟 − 1. We then apply the sum-check
protocol over this multivariate polynomial. This generalization results in an 𝑟-round Bulletproofs/sum-check
protocol, presented in Algorithm 5.3, where all modifications are highlighted with a gray box. The key
change lies in representing the vectors 𝒘, 𝒈, 𝒚 using a multivariate polynomial extension. This representation
can be constructed in two primary ways. The first method involves direct interpolation: we construct the
polynomial ˜︁𝒘(𝑋1, . . . , 𝑋𝑟 ) by interpolating over the evaluation points corresponding to the vector entries:˜︁𝒘(𝑖1, . . . , 𝑖𝑟 ) = 𝒘 [𝑖1 · (𝑑 + 1)𝑟−1 + 𝑖2 · (𝑑 + 1)𝑟−2 . . . + 𝑖𝑟−1] .

For all 𝑖1, . . . , 𝑖𝑟 ∈ [0, 𝑑], the index mapping is defined as ℓ = 𝑖1 · (𝑑 + 1)𝑟−1 + 𝑖2 · (𝑑 + 1)𝑟−2 . . . + 𝑖𝑟−1,
which converts the multi-index (𝑖1, . . . , 𝑖𝑟 ) in a (𝑑 + 1)-ary number system into a unique index in the standard
decimal system (i.e., ℓ ∈ [𝑁]). This mapping ensures a one-to-one correspondence between the vector entries
and the multivariate evaluation domain. Using the same approach, we construct the multivariate interpolating
polynomials ˜︁𝒈(𝑋1, . . . , 𝑋𝑟 ) and˜︁𝒚(𝑋1, . . . , 𝑋𝑟 ) corresponding to the vectors 𝒈 and 𝒚, respectively.

The second method for constructing the multivariate polynomial is to define it as a multivariate extension,
analogous to the multilinear extension described in Eq. (1) and Eq. (2). In this approach, the polynomial ˜︁𝒘(·)
can be represented as:˜︁𝑤(𝑋1, . . . , 𝑋𝑟 ) :=

∑︁
𝒄∈[0,𝑑 ]𝑟

𝒘ℓ (𝒄 ) · eq(𝑿, 𝒄), where ℓ(𝒄) = 𝒄1(𝑑 + 1)𝑟−1 + · · · + 𝒄𝑑 and

eq(𝑿, 𝒄) :=
𝑟∏︂
𝑖=1

𝑑∏︂
𝑗=0, 𝑗≠𝒄𝑖

𝑋𝑖 − 𝑗

𝒄𝑖 − 𝑗

Other minor modifications include requiring the verifier to compute 𝑑 evaluations of the polynomials
𝑞𝑖 (·) and 𝑝𝑖 (·), and to verify that their degrees do not exceed 2𝑑.

Translating Algorithm 5.3 into a SMH protocol follows the same methodology used to convert Algo-
rithm 5.2 into its SMH counterpart. The primary differences are how the multivariate extensions ˜︁𝒘,˜︁𝒈,˜︁𝒚 are
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Algorithm 5.3: BP-Sum-Check-Round-vs-Comm

Public Params: 𝑟, 𝑑 = 𝑁1/𝑟 − 1, G with scalar field F, 𝒈 ∈ G𝑁 .
Private Input: 𝒘 ∈ F𝑁 .

1 Commit Phase: (𝒈 ∈ G𝑁 , 𝒘 ∈ F𝑁 )
Output: 𝐶 = ⟨𝒈,𝒘⟩ ∈ G

2 Proof of Knowledge: (𝐶1 ∈ G, 𝒈 ∈ G𝑁 , 𝒚 ∈ F𝑁 , 𝑣1 ∈ F;𝒘 ∈ F𝑁 )
Output: Accept or reject.

3 The prover defines 𝑟-variate degree-𝑑 polynomials ˜︁𝒘,˜︁𝒚 ∈ F[𝑿] and ˜︁𝒈 ∈ G[𝑿] and compute
𝐹 (𝑿) := ˜︁𝒈(𝑿) · ˜︁𝒘(𝑿) ∈ G[𝑿] and 𝐻 (𝑿) := ˜︁𝒚(𝑿) · ˜︁𝒘(𝑿) ∈ F[𝑿].

4 for 𝑖 ∈ [𝑟] do
5 The prover defines and sends polynomials 𝑞𝑖 (𝑋𝑖) : F→ G and 𝑝𝑖 (𝑋𝑖) : F→ F as

𝑞𝑖 (𝑋𝑖) :=
∑︁

𝒄∈[0,𝑑 ]𝑟−𝑖
𝐹 (𝛼1, . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄) 𝑝𝑖 (𝑋𝑖) :=

∑︁
𝒄∈[0,𝑑 ]𝑟−𝑖

𝐻 (𝛼1, . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄).

6 The verifier checks 𝐶𝑖
?
=

∑︁
𝑎∈[0,𝑑 ]

𝑞𝑖 (𝑎), 𝑣𝑖 ?
=

∑︁
𝑎∈[0,𝑑 ]

𝑝𝑖 (𝑎), deg(𝑞𝑖) ⩽ 2𝑑, and deg(𝑝𝑖) ⩽ 2𝑑 ;

reject if not.
7 The verifier samples and sends 𝛼𝑖

$← F, and defines 𝐶𝑖+1 := 𝑞𝑖 (𝛼𝑖) and 𝑣𝑖+1 = 𝑞𝑖+1(𝛼𝑖).
8 The prover sends 𝑤 = ˜︁𝒘(𝜶) for 𝜶 ∈ F𝑛.
9 The verifier computes 𝑔 = ˜︁𝒈(𝜶) and 𝑦 = ˜︁𝒚(𝜶). The verifier checks 𝐶𝑛+1

?
= 𝑔 · 𝑤 and 𝑣𝑛+1

?
= 𝑦 · 𝑤

and rejects if not equal; otherwise the verifier outputs accept.

defined, as well as the checks performed by party𝐶 (similar to the changes made in the protocol). Additionally,
the number of messages sent by party 𝑀 and the number of interaction rounds between party 𝑀 and party 𝐶

are modified. However, these changes do not impact the overall complexity analysis of the verifier or Party 𝐶.
Overall, these changes give a SMH[𝑟] for computing the inner product function, where 𝑀 sends 𝑂 (𝑟 · 𝑁1/𝑟 )
messages to 𝐶.

6 Dory: Information-Theoretic Core and Evidence of Optimal Verifier Time

We now turn our attention to Dory [Lee21]. Essentially, Dory is Bulletproofs in the setting of pairing-friendly
groups, but with logarithmic verification. This succinct verification crucially relies on the pairing setting,
where parties can commit to scalars in F as well as elements of the underlying group(s) G. The seemingly
simple addition of this fact allows for succinct verification. We seek to extract the information-theoretic
core out of Dory to understand what is happening at a deeper level. We prove the following theorem in
Section 6.2.1.

Theorem 6.1. Let G,G𝑇 be prime-order, pairing friendly groups with pairing function 𝑒 : G × G → G𝑇 ,
with scalar field F, and let 𝑁 = 2𝑛. Then, for private prover input 𝒘 ∈ G𝑁 and public parameters 𝒈 ∈ G𝑁

for the Dory proof of knowledge for opening a AFGHO vector commitment over G, there exists a SMH[𝑛]
protocol Π which verifies the same function as Dory with inputs 𝒘, 𝒈 such that C(Π) = Ω(log(𝑁)).

As a direct corollary, we obtain strong evidence that Dory-PCS has (nearly) optimal verifier time.
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Corollary 6.2. Let G,G𝑇 be prime-order, pairing friendly groups with pairing function 𝑒 : G ×G→ G𝑇 ,
with scalar field F, and let 𝑁 = 2𝑛.

• For inputs 𝑓 : {0, 1}𝑛 → F, 𝒖 ∈ F𝑛, and 𝒈 ∈ G𝑁 to Dory-PCS for multilinear polynomials, there exists
a SMH[𝑛] protocol Π which verifies the same function as Dory-PCS with inputs 𝑓 , 𝒖, 𝒈 such that
C(Π) = Ω(log(𝑁)).

• For inputs 𝑓 ∈ F<𝑁 [𝑋], 𝑢 ∈ F, and 𝒈 ∈ G𝑁 to Dory-PCS for univariate polynomials, there exists
a SMH[𝑛] protocol Π which verifies the same function as Dory-PCS for inputs 𝑓 , 𝑢, 𝒈 such that
C(Π) = Ω(log(𝑁)).

Moreover, the prescribed Dory-PCS verifier (for both multilinear and univariate polynomials) performs at
most 𝑂 (log(𝑁) polylog |G|) bit-operations, assuming a single G/F operation (including pairings) requires
polylog |G| bit-operations.

We proceed as follows. First, we examine a simpler version of Dory we call Proto-Dory with 𝑂 (log2(𝑁))
verification time (when operating over vectors of length 𝑁).6 We then frame Proto-Dory as another sum-check
protocol, as we did with Bulletproofs. From this sum-check, we extract the information theoretic core as
a communication protocol in our SMH model. Finally, we frame the full Dory protocol (with 𝑂 (log(𝑁))
verification) as a sum-check, and give its communication analogue in the SMH model. To the best of our
knowledge, we are the first to formalize the connection between Dory and the sum-check protocol.

Remark 6.3. For simplicity, we state (Proto-)Dory in the context of symmetric pairings (i.e., G1 = G2), even
though the symmetric external Diffie-Hellman assumption does not hold in this case. We do this for two
reasons: (1) it greatly simplifies the presentation; and (2) the information-theoretic core is agnostic to the use
of (a)symmetric pairings (since there will be no pairings in this model anyway).

Similar to Bulletproofs, (Proto-)Dory is a proof of knowledge for the statement 𝐶 = ⟨𝒈, 𝒘⟩ ∈ G𝑇 ,
where 𝒈, 𝒘 ∈ G𝑁 for pairing friendly group G, and where ⟨𝒈, 𝒘⟩ := ⟨𝒈,𝒘⟩𝑒 for pairing function 𝑒 defined
in Section 2. In other words, it is (essentially) the same proof of knowledge statement being proven in
Bulletproofs: given generator ℎ ∈ G and vector 𝒖 ∈ F𝑁 , we can commit to 𝒖 by setting 𝒘𝑖 = ℎ · 𝒖𝑖 for all
𝑖 and computing 𝐶 = ⟨𝒈, 𝒘⟩𝑒 At first, Dory proceeds identically as Bulletproofs: it proves the statement
𝐶 = ⟨𝒈,𝒘⟩ via a sum-check over the polynomial 𝐹 (𝑿) = ˜︁𝒈(𝑿)˜︁𝒘(𝑿) for appropriately defined multilinear
extensions (see Section 2). However, recall in Bulletproofs that the verifier at the end of the protocol must
compute the value ˜︁𝒈(𝜶), which lead to our linear lower bound. In Dory, we take explicit advantage of the
pairing setting: Dory instead forces the prover to commit to ˜︁𝒈(𝜶) and prove that the commitment is valid.
This is done via another set of random generators 𝚪, which will be commitment keys used to commit to 𝒈
(and its correct foldings) during every round of the sum-check. For a more thorough treatment on the insights
of Dory, see [Tha22, Chapter 15].

6.1 Proto-Dory is (a variant of) Sum-Check

We first present a simpler version of Dory, which we call Proto-Dory, with 𝑂 (log2(𝑁)) verification for vectors
of length 𝑁 = 2𝑛. The public parameters of Proto-Dory are group generators 𝒈 ∈ G𝑁 and 𝚪 ∈ G𝑁/2. To aid
in the sum-check protocol, Proto-Dory uses pairings to precompute some preprocessing polynomials that the
verifier will use throughout the sum-check protocol.

Consider the first round of the Proto-Dory sum-check, which is identical to the first round of the
Bulletproofs sum-check. The prover is trying to convince the verifier it knows 𝒘 such that 𝐶 = ⟨𝒈,𝒘⟩. So

6Proto-Dory is presented in [Lee21] as a warm-up protocol to the 𝑂 (log(𝑁)) verification time Dory.
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the prover and verifier engage in the sum-check protocol over the polynomial 𝐹 (𝑿) = ˜︁𝒈(𝑿) · ˜︁𝒘(𝑿). Let
𝑆1(𝑋1) be the sum-check polynomial sent by the prover this round. After the first round of the sum-check, the
verifier has the claim 𝐶2 = 𝑆1(𝛼1), which is equivalent to the claim (if the prover is honest) 𝐶2 = ⟨𝒈′, 𝒘′⟩ for
𝒈′ = (1 − 𝛼1)𝒈𝐿 + 𝛼1𝒈𝑅 and 𝒘′ = (1 − 𝛼1)𝒘𝐿 + 𝛼1𝒘𝑅.

Intuitively, to overcome the limitations of the discrete-log setting of Bulletproofs, Dory takes advantage
of pairings and gives the verifier the ability to compute the commitment 𝐷1 = ⟨𝒈′, 𝚪⟩ without explicitly
computing 𝒈′. Once the verifier has this commitment, then during the next round of the protocol, the prover
and verifier engage in two parallel sum-check protocols, one for the claim 𝐶2 =

∑︁
𝒄 𝐹 (𝛼1, 𝒄) and another for

the claim 𝐷 = ⟨𝒈′, 𝚪⟩ = ∑︁
𝒄 ˜︁𝒈(𝛼1, 𝒄) · ˜︁𝚪(𝒄).

How does Dory ensure the verifier can compute the claim 𝐷1 above without reading the entire 𝒈 or 𝚪?
This is handled during a linear-time preprocessing phase. Notice that the verifier can compute 𝐷1 for any
𝛼1 sampled if given the polynomial 𝑄(𝑋1) =

∑︁
𝒄 ˜︁𝒈(𝑋1, 𝒄) · ˜︁𝚪(𝒄), where ˜︁𝒈 : G𝑛 → G𝑇 and ˜︁𝚪 : G𝑛−1 → G𝑇 .

Notice further that this polynomial 𝑄 has degree at most 1, so the verifier can compute 𝐷 by reading two
group elements (i.e., the description of 𝑄) from the preprocessing.

Proto-Dory’s preprocessing enables the verifier to repeat this process each round of the sum-check. In
particular, in round 𝑖 of the sum-check, the prover is trying to prove 𝑖 parallel sum-check claims. The first
claim is still for proving the original inner product claim 𝐶 = ⟨𝒈, 𝒘⟩. The second claim is for proving the
first folding 𝐷1 = ⟨𝒈′, 𝚪⟩. The third claim now makes sure that the prover folds 𝚪 to 𝚪′ under challenge 𝛼2
correctly, using some other commitment key 𝚫 ∈ G𝑁/4; that is, proving the claim 𝐷2 = ⟨𝚪′,𝚫⟩. This process
is repeated during every round of the sum-check, leading to the 𝑂 (log2(𝑁)) proof size.

The formal protocol for Proto-Dory as a sum-check is presented in Algorithm 6.1. First, given public
𝒈 ∈ G𝑁 and 𝚪 ∈ G𝑁/2, the linear-time preprocessing phase constructs 𝑛 degree-1 polynomials 𝑄 𝑗 , 𝑗 (𝑋 𝑗)
as follows. Set 𝚪 (1) = 𝒈, 𝚪 (2) = 𝚪, and for 𝑖 ∈ {3, . . . , 𝑛}, define 𝚪 (𝑖) = 𝚪 (𝑖−1)

𝐿
∈ G𝑁/2𝑖−𝑖 . Finally,

set Γ (𝑛+1) = 𝚪 (𝑛)
𝐿
∈ G. Here, the subscript 𝐿 represents the left half of the vector. Then we define

𝑄 𝑗 , 𝑗 (𝑋 𝑗) =
∑︁

𝒄
˜︁𝚪 ( 𝑗 ) (𝑋 𝑗 , 𝒄) ·˜︁𝚪 ( 𝑗+1) (𝒄) for all 𝑗 ∈ [𝑛]. The preprocessing outputs all 𝑄 𝑗 , 𝑗 along with Γ (𝑛+1) .7

At the start of round 𝑖 of the sum-check, the prover (in parallel) proves 𝑖 sum-check claims. First, it
computes 𝑆𝑖 (𝑋𝑖) =

∑︁
𝒄 𝐹 (𝛼1, . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄) for verifier challenges 𝛼 𝑗

$←F for 𝑗 ∈ [𝑖−1]; this corresponds to
the sum-check for the original claim 𝐶 = ⟨𝒈,𝒘⟩. Then, for each 𝑗 ∈ [𝑖 − 1], the prover additionally computes
polynomials 𝑄 𝑗 ,𝑖 (𝑋𝑖) =

∑︁
𝒄 𝑃 𝑗 (𝛼 𝑗 , . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄), where 𝑃 𝑗 (𝑿 [ 𝑗:𝑛]) = ˜︁𝚪 ( 𝑗 ) (𝑿 [ 𝑗:𝑛])˜︁𝚪 ( 𝑗+1) (𝑿 [ 𝑗+1:𝑛]).

Here, 𝑿 [ 𝑗:𝑛] denotes the variables 𝑋 𝑗 , . . . , 𝑋𝑛. Intuitively, each polynomial 𝑄 𝑗 ,𝑖 corresponds to the sum-
check claim 𝐷 𝑗 = ⟨(1 − 𝛼 𝑗)𝚪 ( 𝑗 ) + 𝛼 𝑗𝚪 ( 𝑗 ) , 𝚪 ( 𝑗+1)⟩ = ∑︁

𝒄
˜︁𝚪 ( 𝑗 ) (𝛼 𝑗 , 𝒄) · ˜︁𝚪 ( 𝑗+1) (𝒄). At the end of round 𝑖, the

verifier updates its 𝑖 sum-check claims as 𝐶𝑖+1 = 𝑆𝑖 (𝑋𝑖) and 𝐷 𝑗 ,𝑖+1 = 𝑄 𝑗 ,𝑖 (𝛼𝑖) for 𝑗 ∈ [𝑖 − 1]. Additionally,
the verifier now adds a new sum-check claim 𝐷𝑖,𝑖+1 = 𝑄𝑖,𝑖 (𝛼𝑖) by using the preprocessing polynomial 𝑄𝑖,𝑖 ,
increasing the number of sum-check claims from 𝑖 to 𝑖 + 1 for the next round.

In the final round of the protocol, the prover sends the claimed evaluations 𝑤 = ˜︁𝑤(𝜶) and Γ ( 𝑗 ) =˜︁𝚪 ( 𝑗 ) (𝛼 𝑗 , . . . , 𝛼𝑛) for 𝑗 ∈ [𝑛]. Using these values and the preprocessing value Γ (𝑛+1) , the verifier checks
consistency of the values sent by the prover with the set of claims it has been tracking 𝐶𝑛+1 and 𝐷 𝑗 ,𝑛+1 for
𝑗 ∈ [𝑛]. Intuitively, because Dory is a proof of knowledge, the prover is forced to send the correct values
unless it can break the discrete-log assumption, otherwise (1) the verifier will reject (with high probability),
or (2) we can extract the prover’s witness from the protocol transcript.

7Notice that 𝑄 𝑗 , 𝑗 (0) = ⟨𝚪 ( 𝑗 )𝐿
, 𝚪 ( 𝑗+1) ⟩ and 𝑄 𝑗 , 𝑗 (1) = ⟨𝚪 ( 𝑗 )𝑅

, 𝚪 ( 𝑗+1) ⟩. That is, 𝑄 𝑗 , 𝑗 contains the commitments to the left and right
halves of 𝚪 ( 𝑗 ) under the commitment key 𝚪 ( 𝑗+1) , which is exactly the output of the Dory preprocessing [Lee21].
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Algorithm 6.1: Proto-Dory-Sum-Check
Public Parameters: 𝑁 = 2𝑛, pairing-friendly (G,G𝑇 , F) , 𝒈 ∈ G𝑁 , 𝚪 ∈ G𝑁/2.
Private Input: 𝒘 ∈ G𝑁 .

1 Preprocessing (𝒈 ∈ G𝑁 , 𝚪 ∈ G𝑁/2 )
Output: Γ (𝑛+1) ∈ G and {𝑄 𝑗, 𝑗 (𝑋 𝑗 ) } 𝑗∈ [𝑛] .

2 Define 𝚪 (1) := 𝒈, 𝚪 (2) := 𝚪 and set 𝚪 (𝑖) := 𝚪 (𝑖−1)
𝐿

∈ G𝑁/2𝑖−1 for 𝑖 ∈ {3, . . . , 𝑛}. Set Γ (𝑛+1) := 𝚪 (𝑛)
𝐿
∈ G.

3 For 𝑗 ∈ [𝑛], define polynomials

𝑄 𝑗, 𝑗 (𝑋 𝑗 ) =
∑︁

𝒄∈{0,1}𝑛− 𝑗
˜︁𝚪 ( 𝑗) (𝑋 𝑗 , 𝒄 ) · ˜︁𝚪 ( 𝑗+1) (𝒄 ) ∈ G𝑇 [𝑋 𝑗 ].

4 Output Γ (𝑛+1) and {𝑄 𝑗, 𝑗 (𝑋 𝑗 ) } 𝑗∈ [𝑛] .
5 Commit Phase (𝒘, 𝒈 ∈ G𝑁 )

Output: 𝐶 = ⟨𝒈,𝒘⟩ ∈ G𝑇

6 Proof of Knowledge (𝐶 ∈ G𝑇 , 𝒈 ∈ G𝑁 , 𝚪 ∈ G𝑁/2, {𝑄 𝑗, 𝑗 (𝑋 𝑗 ) ∈ G𝑇 [𝑋 𝑗 ] } 𝑗∈ [𝑛] Γ (𝑛+1) ∈ G; 𝒘 ∈ G𝑁 )
Output: Accept or reject.

7 The prover defines 𝑃𝑗 (𝑿 [ 𝑗:𝑛] ) = ˜︁𝚪 ( 𝑗) (𝑿 [ 𝑗:𝑛] ) · ˜︁𝚪 ( 𝑗+1) (𝑿 [ 𝑗+1:𝑛] ) ∈ G𝑇 [𝑿 [ 𝑗:𝑛] ] for 𝑗 ∈ [𝑖 − 1] and
𝑆 (𝑿 ) = ˜︁𝒈 (𝑿 ) · ˜︁𝒘 (𝑿 ) ∈ G𝑇 [𝑿 ].

8 The verifier defines 𝐶1 := 𝐶.
9 for 𝑖 ∈ [𝑛] do

10 The prover defines polynomials

𝑆𝑖 (𝑋𝑖 ) :=
∑︁

𝒄∈{0,1}𝑛−𝑖
𝑆 (𝛼1, . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄 )

𝑄 𝑗,𝑖 (𝑋𝑖 ) :=
∑︁

𝒄∈{0,1}𝑛− 𝑗−𝑖−1 𝑃𝑗 (𝛼𝑗 , . . . , 𝛼𝑖−1, 𝑋𝑖 , 𝒄 ) ∀ 𝑗 ∈ [𝑖 − 1].

11 The prover sends 𝑆𝑖 (𝑋𝑖 ) and {𝑄 𝑗,𝑖 (𝑋𝑖 ) } 𝑗∈ [𝑖−1] .
12 The verifier checks 𝐶𝑖

?
= 𝑆𝑖 (0) + 𝑆𝑖 (1) , {𝑄 𝑗,𝑖 (0) +𝑄 𝑗,𝑖 (1) ?

= 𝐷 𝑗,𝑖 } 𝑗∈ [𝑖−1] , and that all polynomials have degree at most 2;
reject if not.

13 The verifier samples and sends 𝛼𝑖
$← F.

14 The verifier defines 𝐶𝑖+1 = 𝑆𝑖 (𝛼𝑖 ) and {𝐷 𝑗,𝑖+1 = 𝑄 𝑗,𝑖 (𝛼𝑖 ) } 𝑗∈ [𝑖 ] .

15 The prover sends 𝑤 = ˜︁𝒘 (𝜶) and {Γ ( 𝑗) = ˜︁𝚪 ( 𝑗) (𝛼𝑗 , . . . , 𝛼𝑛 ) } 𝑗∈ [𝑛] .
16 The verifier checks 𝐶𝑛+1

?
= 𝑤 · Γ (1) and {𝐷 𝑗,𝑛+1

?
= Γ ( 𝑗) · Γ ( 𝑗+1) } 𝑗∈ [𝑛] , rejecting if not all are true.

6.1.1 Proto-Dory as a SMH Communication Protocol

As with Bulletproofs, the benefit of framing Proto-Dory as a sum-check protocol is that we can cleanly capture
the information-theoretic core using our new SMH communication model. We present the formal SMH[𝑛]
protocol for Proto-Dory in Figure 3. This protocol is nearly identical to Figure 2, with two notable exceptions.
First, we have 𝑀 send an additional message p𝑅(𝑋𝑛) in round 𝑖 = 𝑛, and second is that 𝐴 is now randomized.

In more detail, party 𝐴 of Figure 3 has the same input as in our Bulletproofs protocol (Figure 2):
𝒓 ∈ F𝑁 representing the scalar vector “hidden” within 𝒈 ∈ G𝑁 . Now, we allow 𝐴, 𝐵, and 𝑀 to sample
shared randomness 𝜸 (𝑖+1) $← F𝑁/2𝑛−𝑖 for 𝑖 ∈ [𝑛], intuitively representing the “hidden” scalars within vectors
𝚪 (𝑖+1) ∈ G𝑁/2𝑛−𝑖 . There is one major difference when translating Algorithm 6.1 to Figure 3 regarding how
the commitment keys 𝚪 (𝑖) are sampled and how the private shared randomness 𝜸 (𝑖) are sampled. In Figure 3,
the vectors 𝜸 (𝑖) for 𝑖 ∈ [2, 𝑛 + 1] are sampled uniformly at random, whereas in Algorithm 6.1 only the first
vector 𝚪 ∈ G𝑁/2 was random (and the remaining were the left halves). In the actual specification of Dory
[Lee21], this vector is chosen as 𝚪 (2) = 𝒈𝐿 , with each subsequent commitment key being set as 𝚪 ( 𝑗+1) = 𝚪 ( 𝑗 )

𝐿
,

with the subscript 𝐿 denoting the left half of the vector. Note that in the actual definitions of our models
(Definitions 3.1 and 3.6), parties must sample shared randomness before receiving any inputs to the protocol.
However, suppose we do allow parties to sample shared randomness after receiving their inputs.

When selecting vectors 𝚪 (𝑖) in Algorithm 6.1, they do not need to be sampled randomly, as the hardness
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of discrete-log, intuitively, lets us treat each vector 𝚪 (𝑖) as random, even though they are structured. This,
however, is not possible in the information theoretic setting. In particular, one can demonstrate an attack in
the information theoretic setting when using such structured vectors; see Remark 6.5 for more discussion.
Notably, if we mimic how Dory chooses the intermediate keys, where they are simply a function of the initial
input 𝒈, then this would translate to a SMH protocol with a deterministic party 𝐴, and thus we would run into
the lower bound of Theorem 3.10. The aforementioned attack lines up with the proof of Theorem 3.10: party
𝑀 can run the protocol with respect to some 𝒓′ ≠ 𝒓 but party 𝐴’s messages would send the same messages for
both 𝒓 and 𝒓′ as their input. However, if we select the commitment key 𝜸 (2) uniformly and independently at
random from 𝜸 (1) = 𝒓 in the communication protocol, then we can set 𝜸 (𝑖+1) = 𝜸 (𝑖)

𝐿
for 𝑖 ⩾ 2 and retain the

soundness of the protocol; for ease of presentation, we choose all 𝜸 (𝑖+1) uniformly at random.
Now, why do we allow 𝐴 to share this same randomness with 𝐵? Allowing 𝐴 and 𝐵 to share this same

randomness enables 𝐵 to send the correct values 𝛾 (𝑖+1) = ˜︁𝜸 (𝑖+1) (𝛼𝑖+1, . . . , 𝛼𝑛) for 𝑖 ∈ [𝑛 − 1] at the end of
the protocol, along with the correct 𝑤 = ˜︁𝒘(𝜶). Intuitively, this is capturing the proof of knowledge property
of Dory, which forces the cryptographic prover to send these correct values, otherwise we can extract the
prover’s witness 𝒘 from the transcript of the interaction, or the prover has broken the discrete-log assumption.

The final subtle difference between Algorithm 6.1 and Figure 3 is the extra message ˜︁𝑅(𝑋𝑛) sent by 𝑀 in
round 𝑛 of the sum-check. We enforce this to again, intuitively, try to capture the cryptography in Proto-Dory.
In Algorithm 6.1, the discrete-log assumption and proof of knowledge property force the cryptographic prover
to correctly send 𝛾 (𝑖) = ˜︁𝜸 (𝑖+1) (𝛼𝑖 , . . . , 𝛼𝑛) for 𝑖 ∈ [𝑛]. By giving party 𝐵 the random vectors 𝜸 ( 𝑗 ) , we allow
party 𝐵 to emulate this behavior for all but the value 𝛾 (1) . Under the specification of Figure 3, 𝜸 (1) = 𝒓,
which is 𝐴’s input. Notice that if 𝐴 could share their input with 𝐵, then there is no need to interact with 𝑀

and no need to share any random strings with any party: 𝐵 can simply send ⟨𝒘, 𝒓⟩ directly. The randomness
allows 𝐵 to aid 𝐶 in the computation of ⟨𝒘, 𝒓⟩ even though 𝐵 does not have access to 𝐴’s input 𝒓.

However, to compute all the necessary checks for the sum-check protocol, 𝐶 is missing one final piece
of information: the value 𝛾 (1) =˜︁𝒓 (𝜶). We give 𝐶 access to this value through 𝑀 sending p𝑅(𝑋𝑛), which is
claimed to be the polynomial˜︁𝒓 (𝛼1, . . . , 𝛼𝑛−1, 𝑋𝑛). This is to simplify the analysis; we could also add one
more round of interaction where 𝑀 receives 𝛼𝑛 and sends p𝛾 (𝑛+1) which is claimed to be˜︁𝒓 (𝜶). In this case,
𝑀 could try to cheat by computing p𝛾 (𝑛+1) = 𝑣 (𝑛+1)/𝑤 (𝑀 can compute 𝑤 now that it has received 𝛼𝑛), but
we explicitly disallow this because in the cryptographic setting, this would translate to the cryptographic
prover finding a non-trivial discrete-log relation. So, intuitively, forcing 𝑀 to send p𝑅(𝑋𝑛) is trying to also
enforce that the cryptographic prover would be forced to send˜︁𝒓 (𝜶) honestly.

Note also that 𝐶 actually doesn’t need to receive this value from 𝑀 . Instead, 𝐶 could recover 𝛾 (1) through
computing 𝛾 (1) := 𝑣 (𝑛+1)/𝑤, then running all the remaining checks with respect to the honestly received
𝛾 ( 𝑗 ) for 𝑗 ⩾ 2. But then 𝐶 is doing something impossible in the cryptographic setting, since computing this
𝛾 (1) is actually happening in the exponents of the cryptographic scheme, and this would require 𝐶 to find a
non-trivial discrete-log relation. So we explicitly disallow this and have 𝐶 compute this value from 𝑀’s extra
message in the last round of the sum-check protocol.

With the discussion on the discrepancies between Algorithm 6.1 and Figure 3 complete, we now show
that the protocol of Figure 3 is a valid SMH protocol.

Claim 6.4. Let 𝑁 = 2𝑛 and let 𝑓 (𝒙, 𝒚) = ⟨𝒙, 𝒚⟩ for any 𝒙, 𝒚 ∈ F𝑁 and any finite field F. Then, Figure 3 is a
(0, 𝑂 (𝑛2)/|F|))-secure SMH[𝑛] protocol for 𝑓 .

Proof. Perfect completeness follows from the sum-check protocol. Similarly, soundness follows almost
directly from the sum-check protocol. During round 𝑖 of the sum-check, 𝐶 is verifying 𝑖 claims, and
constructing claim 𝑖 + 1 using random challenge 𝛼𝑖. Each of these claims is about a degree at most 2
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polynomial, so the total soundness error contribution is at most 2𝑖/|F|. Taking a union bound over all rounds
𝑖 ∈ [𝑛] gives us a 2𝑛2/|F| upper bound.

However, in the last round of the sum-check, 𝑀 sends p𝑅(𝑋𝑛), which is claimed to be˜︁𝒓 (𝛼1, . . . , 𝛼𝑛−1, 𝑋𝑛).
If 𝑀 has been cheating so far and has lucked out with all the sum-check verification checks for 𝑖 ∈ [𝑛], the
final checks that need to pass are ˜︁𝑣 (𝑛+1) ?

= 𝑤 · p𝑅(𝛼𝑛) and p𝐷 𝑗 ,𝑛+1
?
= 𝛾 ( 𝑗 ) · 𝛾 ( 𝑗+1) for 𝑗 ∈ [𝑛]. Here, we use

“p· ” to denote potentially tampered values sent by 𝑀. Notice that since p𝑅 is sent without knowing 𝛼𝑛, 𝑀
never learns the value of 𝑤 = ˜︁𝒘(𝜶). So the probability the first check passes if p𝑅 is not honestly sent is 1/|F|.
Notice also that the values p𝐷 𝑗 ,𝑛+1 are defined by polynomials sent by 𝑀 without knowing the value 𝛼𝑛, while
𝛾 ( 𝑗+1) is honestly sent by 𝐵 for 𝑗 ∈ [𝑛]. So the probability each of these checks pass is also 1/|F|. This gives
a final soundness upper bound of 𝑂 (𝑛2/|F|). □

Remark 6.5. We demonstrate how to break the soundness of the above protocol if we choose 𝜸 (1) = 𝒓 and
𝜸 (𝑖+1) = 𝜸 (𝑖)

𝐿
for all 𝑖 ∈ [𝑛]. Consider 𝑁 = 4 and 𝑛 = 2. Let 𝒓 = 𝜸 (1) = (𝑟00, 𝑟01, 𝑟10, 𝑟11). Then, we have

𝜸 (2) = (𝑟00, 𝑟01) and 𝜸 (3) = 𝑟00.
We construct another vector 𝒔 ≠ 𝒓 such that party 𝐴’s messages to 𝐶 are identical when 𝐴’s input is

𝒔 and 𝒓. Let 𝒔 = (𝑠00, 𝑠01, 𝑠10, 𝑠11) First, note that 𝐴 sends two polynomials 𝑄1,1, 𝑄2,2, and the value 𝛾 (3) .
Since we want 𝐴 to send the same messages for both input 𝒔, 𝒓, we set 𝑠00 = 𝑟00 = 𝛾 (3) . Now, the polynomial
𝑄2,2(𝑋2) can be expressed as 𝑄2,2(𝑋2) = (1 − 𝑋2)⟨𝜸 (2)𝐿

, 𝜸 (3)⟩ + 𝑋2⟨𝜸 (2)𝑅
, 𝜸 (3)⟩ = (1 − 𝑋2)𝑟2

00 + 𝑋2𝑟01𝑟00.
Since we have set 𝑠00 = 𝑟00, in order for this message to be identical for input 𝒔, we must set 𝑠01 = 𝑟01.

Finally, we demonstrate how to set 𝑠10 ≠ 𝑟10 or 𝑠11 ≠ 𝑟11 such that the message 𝑄1,1(𝑋1) remains the
same. From the definition of 𝑄1,1(𝑋1), it can be shown that for 𝐴’s input 𝒓:

𝑄1,1(𝑋1) = (1 − 𝑋1)⟨𝜸 (1)𝐿
, 𝜸 (2)⟩ + 𝑋1⟨𝜸 (1)𝑅

, 𝜸 (2)⟩
= (1 − 𝑋1)⟨𝜸 (2) , 𝜸 (2)⟩ + 𝑋1⟨𝜸 (1)𝑅

, 𝜸 (2)⟩
= (1 − 𝑋1)⟨(𝑟00, 𝑟01), (𝑟00, 𝑟01)⟩ + 𝑋1⟨(𝑟10, 𝑟11), (𝑟00, 𝑟01)⟩
= (1 − 𝑋1) (𝑟2

00 + 𝑟
2
01) + 𝑋1(𝑟10𝑟00 + 𝑟11𝑟01)

Now, if 𝐴’s input is 𝒔 such that 𝑠00 = 𝑟00 and 𝑠01 = 𝑟01, we can write 𝑄1,1(𝑋1) as

𝑄1,1(𝑋1) = (1 − 𝑋1) (𝑟2
00 + 𝑟

2
01) + 𝑋1(𝑠10𝑟00 + 𝑠11𝑟01).

In order for 𝐴 to send the same message for both 𝒓 and 𝒔 as input, the above equations tell us that the following
must hold:

𝑟10𝑟00 + 𝑟11𝑟01 = 𝑠10𝑟00 + 𝑠11𝑟01.

Letting 𝑠10 be any value such that 𝑠10 ≠ 𝑟10, we can rewrite the above (assuming 𝑟01 ≠ 0) as

𝑠11 =
𝑟00(𝑟10 − 𝑠10) + 𝑟11𝑟01

𝑟01
.

So party 𝐴 sends the same 𝑄1,1, 𝑄2,2, and 𝛾 (3) to party 𝐶 with inputs 𝒓 ≠ 𝒔, breaking soundness of the
protocol (in fact, demonstrating the exact attack derived in the proof of Theorem 3.10).
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6.2 Full Dory as Sum-Check

Building upon Proto-Dory, the full Dory protocol compresses the proofs from 𝑂 (log2(𝑁)) size to 𝑂 (log(𝑁))
size. While the full details of this compression are (somewhat) messy, the intuition behind the compression
is quite simple. Recall that in round 𝑖 of the Proto-Dory sum-check, the prover and verifier were running 𝑖

parallel instances of the sum-check protocol in order to prove the claims ⟨𝒈, 𝒘⟩, ⟨(1 − 𝛼1)𝒈𝐿 + 𝛼1𝒈𝑅, 𝚪
(2)⟩,

⟨(1 − 𝛼2)𝚪 (2)𝐿
+ 𝛼2𝚪

(2)
𝑅

, 𝚪 (3)⟩, . . . , ⟨(1 − 𝛼𝑖−1)𝚪 (𝑖−1)
𝐿

+ 𝛼𝑖−1𝚪
(𝑖−1)
𝑅

, 𝚪 (𝑖)⟩. This essentially lead to the
𝑂 (log2(𝑁)) sized proofs. The key insight to the full Dory protocol is that we can still force the prover to
track all of these claims, but only using a constant number of claims (specifically 3) per round. We outline
the intuition behind this insight.

After round 1 of Proto-Dory, we went from one claim to two claims. Rather than have the verifier track
these claims, Dory actually has the verifier specify an additional random value 𝛽1 and force the prover to “fold”
together all the claims via a random linear combination (through 𝛽1). Formally, the full Dory sum-check is
simultaneously proving 3 claims. Let 𝒘, 𝒈, 𝚪 (1) ∈ G𝑁 . Then Dory is a sum-check protocol for simultaneously
proving the claims 𝐶1 =

∑︁
𝒄 ˜︁𝒘(𝒄)˜︁𝒈(𝒄), 𝐶2 =

∑︁
𝒄 ˜︁𝒘(𝒄)˜︁𝚪 (1) (𝒄), and 𝐶3 = ˜︁𝒈(𝒄)˜︁𝚪 (1) (𝒄). Let 𝚪 (2) ∈ G𝑁/2.

The Dory sum-check will reduce the above claims to three new claims of the form 𝐶′1 =
∑︁

𝒄
˜︂𝒘′(𝒄)˜︁𝒈′(𝒄),

𝐶′2 =
∑︁

𝒄
˜︂𝒘′(𝒄)˜︁𝚪 (2) (𝒄), and 𝐶′3 = ˜︁𝒈′(𝒄)˜︁𝚪 (2) (𝒄), where for verifier challenges 𝛼1, 𝛽1, we have 𝒘′ =

(1 − 𝛼1) (𝒘 + 𝛽1𝚪 (1) )𝐿 + 𝛼1(𝒘 + 𝛽1𝚪 (1) )𝑅 and 𝒈′ = (1 − 𝛼1) (𝒈 + 𝛽1𝚪 (1) )𝐿 + 𝛼1(𝒈 + 𝛽1𝚪 (1) )𝑅. As
polynomials, notice that˜︂𝒘′(𝑿 [2:𝑛]) = ˜︁𝒘(𝛼1, 𝑿 [2:𝑛]) + 𝛽1˜︁𝚪 (1) (𝛼1, 𝑿 [2:𝑛]) ˜︁𝒈′(𝑿 [2:𝑛]) = ˜︁𝒈(𝛼1, 𝑿 [2:𝑛]) + 𝛽1˜︁𝚪 (1) (𝛼1, 𝑿 [2:𝑛]).

So Dory has forced the prover to track the original polynomials ˜︁𝒘,˜︁𝒈, and the preprocessing polynomial˜︁𝚪 (1) . This continues recursively each round: after round 2, the prover is forced to track ˜︁𝒘,˜︁𝒈,˜︁𝚪 (1) , and ˜︁𝚪 (2) .
Meanwhile, the verifier only needs to track a constant number of claims, and to update these claims, the
verifier uses the preprocessing polynomials, along with two additional auxiliary polynomials given by the
prover each round of the protocol. We give the full Dory protocol as a sum-check protocol in Algorithm 6.2.

6.2.1 Full Dory as a SMH Protocol

With the specification of full Dory as a sum-check protocol, we now move extract the information-theoretic
core of Dory as a SMH protocol, which will be similar to Figure 3. The full protocol is presented in Figure 7,
and we give an overview of the protocol here. Intuitively, 𝐴 is capturing the public setup of Dory, 𝐵 is
capturing the (most) of the information that the cryptographic prover sends at the end of the protocol, and 𝑀

is capturing a potentially dishonest prover interacting with the cryptographic verifier.
Before the start of the protocol, 𝐵 and 𝐶 share private randomness 𝜶, 𝜷 $← F𝑛, and 𝐴, 𝐵, and 𝑀 share

private randomness 𝜸 (𝑖) $← F𝑁/2𝑛+1−𝑖 for 𝑖 ∈ [𝑛 + 1]. Now, 𝐶 and 𝑀 engage in a sum-check protocol that
is identical to the proof of knowledge of Algorithm 6.2, except that in round 𝑖 = 𝑛, 𝑀 additionally sends a
degree at most 1 polynomial p𝑅(𝑋𝑛), claimed to be the polynomial˜︁𝒓 (𝛼1, . . . , 𝛼𝑛−1, 𝑋𝑛). Next, 𝐴 computes
preprocessing polynomials 𝑄 𝑗 , p𝑄 𝑗 identically to the preprocessing in Algorithm 6.2, except using the sampled
vectors 𝜸 ( 𝑗 ) . 𝐴 sends these polynomials and the value 𝛾 (𝑛+1) to 𝐶. 𝐵 computes and sends 𝑤 = ˜︁𝒘(𝜶) and
𝛾 ( 𝑗 ) = ˜︁𝜸 ( 𝑗 ) (𝛼 𝑗 , . . . , 𝛼𝑛) for 𝑗 ∈ [2, 𝑛]. Finally, 𝐶 performs all the verification checks of Algorithm 6.2„ plus
one more check with the polynomial p𝑅(𝑋𝑛): 𝐶 checks that this polynomial has degree at most 1. Moreover,
𝐶 sets 𝑊 (𝑛+1) = 𝑤 +∑︁ 𝑗∈[𝑛] 𝛽 𝑗𝛾

( 𝑗 ) and 𝑅 (𝑛+1) = p𝑅(𝛼𝑛) +
∑︁

𝑗∈[𝑛] 𝛽 𝑗𝛾
( 𝑗 ) . Note that with standard algebraic

manipulation, if 𝑀 is honest, it can be seen that 𝑊 (𝑛+1) and 𝑅 (𝑛+1) computed in this way are identical to the
honest prover messages 𝑊 (𝑛+1) , 𝐺 (𝑛+1) from Algorithm 6.2.
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Algorithm 6.2: Full-Dory-Sum-Check (Preprocessing and Commit)
Public Parameters: Instance size 𝑁 = 2𝑛, prime-order pairing-friendly group G with scalar field F, and random 𝒈, 𝚪 ∈ G𝑁 .
Private Input: Prover has private input 𝒘 ∈ G𝑁 .

1 Preprocessing
Input: Group elements 𝒈, 𝚪 from public parameters.
Output: { (𝑄 𝑗 (𝑋 𝑗 ) , p𝑄 𝑗 (𝑋 𝑗 ) ) } 𝑗∈ [𝑛] of degree at most 1 and Γ (𝑛+1) ∈ G.

2 Define 𝚪 (1) := 𝚪 and set 𝚪 (𝑖) := 𝚪 (𝑖−1)
𝐿

∈ G𝑁/2𝑖−1 for 𝑖 ∈ {2, . . . , 𝑛}. Set Γ (𝑛+1) := 𝚪 (𝑛)
𝐿

.

3 For 𝑗 ∈ [𝑛], define polynomials 𝑃𝑗 (𝑋 𝑗 , . . . , 𝑋𝑛 ) := ˜︁𝚪 ( 𝑗) (𝑋 𝑗 , . . . , 𝑋𝑛 ) · ˜︁𝚪 ( 𝑗) (𝑋 𝑗 , . . . , 𝑋𝑛 ) ,
p𝑃𝑗 (𝑋 𝑗 , . . . , 𝑋𝑛 ) := ˜︁𝚪 ( 𝑗) (𝑋 𝑗 , . . . , 𝑋𝑛 ) · ˜︁𝚪 ( 𝑗+1) (𝑋 𝑗+1, . . . , 𝑋𝑛 ) , and

𝑄 𝑗 (𝑋 𝑗 ) =
∑︁

𝒄∈{0,1}𝑛− 𝑗
𝑃𝑗 (𝑋 𝑗 , 𝒄 ) p𝑄 𝑗 (𝑋 𝑗 ) =

∑︁
𝒄∈{0,1}𝑛− 𝑗

p𝑃𝑗 (𝑋 𝑗 , 𝒄 ) .

4 Output Γ (𝑛+1) and {𝑄 𝑗 (𝑋 𝑗 ) , p𝑄 𝑗 (𝑋 𝑗 ) } 𝑗∈ [𝑛] .
5 Commit Phase (𝒘, 𝒈, 𝚪 ∈ G𝑁 )

Output: Commitments 𝐶1 = ⟨𝒈,𝒘⟩, 𝐶2 = ⟨𝒘, 𝚪⟩, 𝐶3 = ⟨𝒈, 𝚪⟩ ∈ G𝑇

6 Proof of Knowledge
Input: Commitments 𝐶1, 𝐶2, 𝐶3 ∈ G𝑇 , public parameters 𝒈, 𝚪 ∈ G𝑁 , public preprocessing (Γ (𝑛+1) , { (𝑄 𝑗 (𝑋 𝑗 ) , p𝑄 𝑗 (𝑋 𝑗 ) ) } );

private input 𝒘 ∈ G.
Output: Verifier accepts or rejects.

7 The verifier defines 𝐶 (1)
𝑗

:= 𝐶 𝑗 for 𝑗 ∈ [3]. The prover defines 𝐽 (𝑛+1) = Γ (𝑛+1) and

𝑊 (1) (𝑿 ) = ˜︁𝒘 (𝑿 ) , 𝐺 (1) (𝑿 [1,𝑛] ) = ˜︁𝒈 (𝑿 ) , {𝐽 (𝑘) (𝑿 [𝑘:𝑛] ) = ˜︁𝚪 (𝑘) (𝑿 [𝑘:𝑛] ) }𝑘∈ [𝑛] .

8 for 𝑖 ∈ [𝑛] do
9 The prover defines and sends polynomials

𝑆
(𝑖)
1 (𝑋𝑖 ) =

∑︁
𝒄∈{0,1}𝑛−𝑖

𝑊 (𝑖) (𝑋𝑖 , 𝒄 ) · 𝐺 (𝑖) (𝑋𝑖 , 𝒄 ) 𝑆
(𝑖)
2 (𝑋𝑖 ) =

∑︁
𝒄∈{0,1}𝑛−𝑖

𝑊 (𝑖) (𝑋𝑖 , 𝒄 ) · 𝐽 (𝑖) (𝑋𝑖 , 𝒄 )

𝑆
(𝑖)
3 (𝑋𝑖 ) =

∑︁
𝒄∈{0,1}𝑛−𝑖

𝐺 (𝑖) (𝑋𝑖 , 𝒄 ) · 𝐽 (𝑖) (𝑋𝑖 , 𝒄 ) 𝑆
(𝑖)
4 (𝑋𝑖 ) =

∑︁
𝒄∈{0,1}𝑛−𝑖

𝑊 (𝑖) (𝑋𝑖 , 𝒄 ) · 𝐽 (𝑖+1) (𝒄 )

𝑆
(𝑖)
5 (𝑋𝑖 ) =

∑︁
𝒄∈{0,1}𝑛−𝑖

𝐺 (𝑖) (𝑋𝑖 , 𝒄 ) · 𝐽 (𝑖+1) (𝒄 ) .

10 The verifier checks 𝐶 (𝑖)
𝑗

?
= 𝑆

(𝑖)
𝑗
(0) + 𝑆 (𝑖)

𝑗
(1) for 𝑗 ∈ [3] and deg(𝑆 (𝑖)

𝑗
) ⩽ 2 for 𝑗 ∈ [5].

11 The verifier samples and sends 𝛼𝑖 , 𝛽𝑖
$← F.

12 The verifier defines

𝐶
(𝑖+1)
1 = 𝑆

(𝑖)
1 (𝛼𝑖 ) + 𝛽𝑖

(︂
𝑆
(𝑖)
2 (𝛼𝑖 ) + 𝑆 (𝑖)3 (𝛼𝑖 )

)︂
+ 𝛽2

𝑖 𝑄𝑖 (𝛼𝑖 ) 𝐶
(𝑖+1)
2 = 𝑆

(𝑖)
4 (𝛼𝑖 ) + 𝛽𝑖 p𝑄𝑖 (𝛼𝑖 )

𝐶
(𝑖+1)
3 = 𝑆

(𝑖)
5 (𝛼𝑖 ) + 𝛽𝑖 p𝑄𝑖 (𝛼𝑖 )

13 The prover defines

𝑊 (𝑖+1) (𝑿 [𝑖+1,𝑛] ) = 𝑊 (𝑖) (𝛼𝑖 , 𝑿 [𝑖+1,𝑛] ) + 𝛽𝑖𝐽
(𝑖) (𝛼𝑖 , 𝑿 [𝑖+1,𝑛] )

𝐺 (𝑖+1) (𝑿 [𝑖+1,𝑛] ) = 𝐺 (𝑖) (𝛼𝑖 , 𝑿 [𝑖+1,𝑛] ) + 𝛽𝑖𝐽
(𝑖) (𝛼𝑖 , 𝑿 [𝑖+1,𝑛] ) .

14 The prover sends 𝑤 (𝑛+1) = 𝑊 (𝑛+1) and 𝑔 (𝑛+1) = 𝐺 (𝑛+1) to the verifier.
15 The verifier checks 𝐶 (𝑛+1)

1
?
= 𝑤 (𝑛+1) · 𝑔 (𝑛+1) , 𝐶 (𝑛+1)

2
?
= 𝑤 (𝑛+1) · Γ (𝑛+1) , and 𝐶

(𝑛+1)
3

?
= 𝑔 (𝑛+1) · Γ (𝑛+1) ; reject if not all hold.

Given the above high-level overview of Figure 7, we now prove Theorem 6.1.

Proof of Theorem 6.1. We begin by showing that Figure 7 is a valid SMH protocol.

Claim 6.6. Let 𝑁 = 2𝑛 and let 𝑓 (𝒙, 𝒚) = ⟨𝒙, 𝒚⟩ for any 𝒙, 𝒚 ∈ F𝑁 and any finite field. Then, Figure 7 is a
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G

(1) 𝑛-round
sum-check

G 𝐶 𝑀 (𝒓 ,𝒘)

𝐴

𝜸 (1) := 𝒓 ∈ F𝑁

𝐵

𝒘 ∈ F𝑁

G = {𝜸 (𝑖) $← F𝑁/2𝑛+1−𝑖 }𝑖∈ [𝑛+1]

...

𝜶, 𝜷 $← F𝑛

(2)

{︄
𝑤 = ˜︁𝒘 (𝜶)
{𝛾(

𝑗) = ˜︁𝜸( 𝑗) (𝜶( 𝑗) ) } 𝑗∈ [𝑛]

(2)

{︄
{𝑄

𝑗 (𝑋
𝑗 ) , p𝑄

𝑗 (𝑋
𝑗 ) }

𝑗∈ [𝑛]

𝛾 (𝑛+1)

(3)

(0) 𝐵 and 𝐶 sample shared private randomness 𝜶, 𝜷 ∈ F𝑛. 𝐴, 𝐵, and 𝑀 sample shared private randomness 𝜸 (𝑖) ∈ F𝑁/2𝑛+1−𝑖 for 𝑖 ∈ [𝑛 + 1].
(1) 𝑀 and 𝐶 engage in an 𝑛-round sum-check protocol. 𝑀 defines 𝑊 (1) (𝑿 ) = ˜︁𝒘 (𝑿 ) , 𝑅 (1) (𝑿 ) =˜︁𝒓 (𝑿 ) , and 𝐽 (1) (𝑿 ) = ˜︁𝜸 (1) (𝑿 ) . For 𝑖 ∈ [𝑛]:

• 𝑀 defines 𝐽 (𝑖+1) (𝑿 [𝑖+1:𝑛] ) = ˜︁𝜸 (𝑖+1) (𝑿 [𝑖+1:𝑛] ) and the following 5 polynomials.

𝑆
(𝑖)
1 (𝑋𝑖 ) =

∑︁
𝒄
𝑊 (𝑖) (𝑋𝑖 , 𝒄 )𝑅 (𝑖) (𝑋𝑖 , 𝒄 ) 𝑆

(𝑖)
2 (𝑋𝑖 ) =

∑︁
𝒄
𝑊 (𝑖) (𝑋𝑖 , 𝒄 )𝐽 (𝑖) (𝑋𝑖 , 𝒄 ) 𝑆

(𝑖)
3 (𝑋𝑖 ) =

∑︁
𝒄
𝑅 (𝑖) (𝑋𝑖 , 𝒄 )𝐽 (𝑖) (𝑋𝑖 , 𝒄 )

𝑆
(𝑖)
4 (𝑋𝑖 ) =

∑︁
𝒄
𝑊 (𝑖) (𝑋𝑖 , 𝒄 )𝐽 (𝑖+1) (𝒄 ) 𝑆

(𝑖)
5 (𝑋𝑖 ) =

∑︁
𝒄
𝑅 (𝑖) (𝑋𝑖 , 𝒄 )𝐽 (𝑖+1) (𝒄 ) .

• 𝑀 sends {𝑆 ( 𝑗)
𝑖
(𝑋𝑖 ) } 𝑗∈ [5] . If 𝑖 = 1, then also send 𝑣1 = ⟨𝒓 ,𝒘⟩, 𝑣2 = ⟨𝒓 ,𝜸 (1) ⟩, 𝑣3 = ⟨𝒘,𝜸 (1) ⟩. Else if 𝑖 = 𝑛, then also send

p𝑅 (𝑋𝑛 ) =˜︁𝒓 (𝛼1, . . . , 𝛼𝑛−1, 𝑋𝑛 )
• 𝐶 sends 𝛼𝑖 , 𝛽𝑖 if 𝑖 < 𝑛.
• If 𝑖 < 𝑛, then 𝑀 defines new polynomials

𝑊 (𝑖+1) (𝑿 [𝑖+1:𝑛] ) = 𝑊 (𝑖) (𝛼𝑖 , 𝑿 [𝑖+1:𝑛] ) + 𝛽𝑖𝐽
(𝑖) (𝛼𝑖 , 𝑿 [𝑖+1:𝑛] ) 𝑅 (𝑖+1) (𝑿 [𝑖+1:𝑛] ) = 𝑅 (𝑖) (𝛼𝑖 , 𝑿 [𝑖+1:𝑛] ) + 𝛽𝑖𝐽

(𝑖) (𝛼𝑖 , 𝑿 [𝑖+1:𝑛] ) .

(2) 𝐴 computes 𝑄 𝑗 (𝑋 𝑗 ) =
∑︁

𝒄 ˜︁𝜸 ( 𝑗) (𝑋 𝑗 , 𝒄 )2 and p𝑄 𝑗 (𝑋 𝑗 ) =
∑︁

𝒄 ˜︁𝜸 ( 𝑗) (𝑋 𝑗 , 𝒄 ) · ˜︁𝜸 ( 𝑗+1) (𝒄 ) for 𝑗 ∈ [𝑛] and sends ({𝑄 𝑗 , p𝑄 𝑗 } 𝑗∈ [𝑛] , 𝛾 (𝑛+1) ) . 𝐵

computes and sends 𝑤 = ˜︁𝒘 (𝜶) and 𝛾 (𝑖) = 𝜸 ( 𝑗+1) (𝜶 ( 𝑗+1) ) for 𝑗 ∈ [𝑛 − 1] and 𝜶 ( 𝑗+1) = (𝛼𝑗+1, . . . , 𝛼𝑛 ) .
(3) 𝐶 does the following.

• Set 𝑣 (1)1 = 𝑣1, 𝑣 (1)2 = 𝑣2, and 𝑣
(3)
3 = 𝑣3. For each 𝑖 ∈ [𝑛]:

– Check if 𝑣 (𝑖)
𝑗

?
= 𝑆

(𝑖)
𝑗
(0) + 𝑆 (𝑖)

𝑗
(1) for 𝑗 ∈ [3] and that deg(𝑆 (𝑖)

𝑗
) ⩽ 2 for 𝑗 ∈ [5].

– Set 𝑣 (𝑖+1)
1 = 𝑆

(𝑖)
1 (𝛼𝑖 ) +𝛽𝑖 (𝑆 (𝑖)2 (𝛼𝑖 ) +𝑆 (𝑖)3 (𝛼𝑖 ) ) +𝛽2

𝑖
𝑄𝑖 (𝛼𝑖 ) , 𝑣 (𝑖+1)

2 = 𝑆
(𝑖)
4 (𝛼𝑖 ) +𝛽𝑖 p𝑄𝑖 (𝛼𝑖 ) , and 𝑣

(𝑖+1)
3 = 𝑆

(𝑖)
5 (𝛼𝑖 ) +𝛽𝑖 p𝑄𝑖 (𝛼𝑖 ) .

• Check that deg( p𝑅) ⩽ 1.
• Compute 𝑊 (𝑛+1) = 𝑤 +∑︁ 𝑗∈ [𝑛] 𝛽 𝑗𝛾

( 𝑗) and 𝑅 (𝑛+1) = p𝑅 (𝛼𝑛 ) +
∑︁

𝑗∈ [𝑛] 𝛽 𝑗𝛾
( 𝑗) .

• Check if 𝑣 (𝑛+1)
1

?
= 𝑊 (𝑛+1) · 𝑅 (𝑛+1) , 𝑣 (𝑛+1)

2
?
= 𝑊 (𝑛+1) 𝐽 (𝑛+1) , and 𝑣

(𝑛+1)
3

?
= 𝑅 (𝑛+1) 𝐽 (𝑛+1) .

• Accept if and only if all checks pass.

Figure 7: Dory-Sum-Check as a SMH[𝑛] Protocol for 𝑁 = 2𝑛. The red dashed line indicates private
randomness shared between the respective parties. The protocol executes (1), followed by (2), followed by (3).

(0, 𝑂 (𝑛/|F|))-secure SMH[𝑛] protocol for 𝑓 .

Completeness immediately follows from completeness of the sum-check protocol, along with the
observation that taking a random linear combination of two multilinear extensions (i.e., how 𝑀 computes
𝑊 (𝑖+1) and 𝑅 (𝑖+1) ) is itself a multilinear extension (so all polynomials in the protocol have degree at most 2).

Soundness also immediately follows from the sum-check protocol. During round 𝑖 of the sum-check,
since 𝐶 is taking a random 𝛽𝑖 combination of polynomials, the soundness error incurred is proportional to the
largest power of 𝛽𝑖 taken in the combination. Notably, 𝐶 updates 𝑣 (𝑖+1)

1 using 𝛽2
𝑖
, and the other two values
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with only 𝛽𝑖 . Thus, the total contribution to the soundness error of this round is 4/|F|. Additionally, 𝐶 could
sample a bad 𝛼𝑖 as a root of one of the polynomials it is checking consistency with. Since all the polynomials
have degree at most 2, this again contributes at most 2/|F| to the soundness error per polynomial. So we
have an upper bound of 14/|F| for the soundness error in round 𝑖. Now, in the final round of the protocol,
when 𝑀 sends the additional message p𝑅(𝑋𝑛), 𝑀 sends this without knowing the final challenge 𝛼𝑛, so it
only passes 𝐶’s check using p𝑅(𝛼𝑛) with probability at most 1/|F|. A union bound over all rounds 𝑖 plus the
soundness error of this final check gives us the final bound of 𝑂 (𝑛/|F|), establishing the claim. With the
claim established, the rest of the proof is trivial. The specified protocol has 𝑛 rounds, and by definition, the
amount of information exchanged between parties is Ω(𝑛) = Ω(log(𝑁)) bits. □

6.3 Evidence that Dory-PCS has Optimal Verifier Time

As with Bulletproofs, (Proto-)Dory is readily adaptable into a polynomial commitment scheme for any
polynomials which can express evaluation as an inner product (again, multilinear and univariate polynomials
satisfy this property). We present this modification below as we prove Corollary 6.2.

Proof of Corollary 6.2. We modify Algorithm 6.2 to obtain a new scheme satisfying the above property,
but for brevity specify it here. The modification we present is first for univariate polynomials; the case of
multilinear polynomials is similar.

First, suppose that the prover has private input a univariate polynomial 𝑝 ∈ F<𝑁 [𝑋]. To commit to 𝑝, let
𝒑 = (𝑝0, . . . , 𝑝𝑁−1) ∈ F𝑁 denote the coefficients of 𝑝. We additionally add a new generator ℎ ∈ G to the
public parameters. Then, the prover first computes a vector 𝒘 = (ℎ · 𝑝0, . . . , ℎ · 𝑝𝑁−1) ∈ G and commits to 𝑝

via 𝐶1 = ⟨𝒘, 𝒈⟩ for public parameters 𝒈, identical to Algorithm 6.2 (note it also computes 𝐶2 = ⟨𝒘, 𝚪⟩ as
well; 𝐶3 remains the same). Now, at the start of the proof of knowledge phase of Algorithm 6.2, the verifier
additionally specifies an evaluation point 𝑟 ∈ F. The prover and verifier then run the proof of knowledge of
Algorithm 6.2 with the prover using 𝒘 defined above, and additionally adding another sum-check polynomial
𝐹 (𝑿) := ˜︁𝒑(𝑿) ·˜︁𝒓 (𝑿), where 𝒓 := (1, 𝑟, 𝑟2, 𝑟3, . . . , 𝑟𝑁−1), and with the prover additionally sending 𝑦 ∈ F in
the first round, claimed to be the value ⟨ 𝒑, 𝒓⟩ = 𝑝(𝑟).

In the final round of the proof of knowledge (round 𝑛 + 1), the prover additionally sends a value 𝑞 ∈ F,
claimed to be ˜︁𝒑(𝜶), and a value 𝜎 (𝑛+1) ∈ G, claimed to be

∑︁
𝑖 𝛽𝑖𝐽

(𝑖) (𝛼𝑖 , . . . , 𝛼𝑛). The verifier additionally
checks that (ℎ · 𝑞) +𝜎 (𝑛+1) = 𝑤 (𝑛+1) , where 𝑤 (𝑛+1) ∈ G is claimed to be ˜︁𝒘(𝜶) +∑︁𝑖 𝛽𝑖

˜︁𝚪 (𝑖) (𝛼𝑖 , . . . , 𝛼𝑛) sent
by the prover (i.e., the final folded sum-check polynomial 𝑊 (𝑛+1) ). Now, let 𝑦 (𝑛+1) be the final value obtained
from the prover and verifier running the sum-check on the polynomial 𝐹 (𝑿), claimed to be 𝐹 (𝜶). In order to
verify this check as well, the verifier needs to compute˜︁𝒓 (𝜶) and check 𝑞 ·˜︁𝒓 (𝜶) = 𝑦 (𝑛+1) .

The verifier takes advantage of the tensor structure of 𝒓 to efficiently compute˜︁𝒓 (𝜶) in only logarithmic
time. To see this, first consider the value

∑︁
𝒄˜︁𝒓 (𝛼1, 𝒄). Using the definition of multilinear extensions, we see

that this value is computed as∑︁
𝒄∈{0,1}𝑛−1

˜︁𝒓 (𝛼1, 𝒄) =
∑︁

𝒄∈{0,1}𝑛−1

∑︁
𝒃∈{0,1}𝑛

𝒓𝒃 · eq((𝛼1, 𝒄), 𝒃) =
∑︁

𝒄∈{0,1}𝑛−1

𝒓0𝒄 (1 − 𝛼1) + 𝒓1𝒄𝛼1.

By definition of 𝒓, 0𝒄 indexes the left half of 𝒓 and 1𝒄 indexes the right half of 𝒓. The left half is given
by 𝒓𝐿 = (1, 𝑟, 𝑟2, . . . , 𝑟𝑁/2−1), and the right half id given by 𝒓𝑅 = (𝑟𝑁/2, 𝑟𝑁/2+1, . . . , 𝑟𝑁−1). Notice that
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𝒓𝑅 = 𝑟𝑁/2 · 𝒓𝐿 . So we can rewrite the summation as∑︁
𝒄∈{0,1}𝑛−1

𝒓0𝒄 (1 − 𝛼1) + 𝒓1𝒄𝛼1 =
∑︁

𝒄∈{0,1}𝑛−1

𝒓0𝒄 (1 − 𝛼1) + 𝑟𝑁/2 · 𝒓0𝒄 · 𝛼1

= [(1 − 𝛼1) + 𝛼1𝑟
𝑁/2]

∑︁
𝒄∈{0,1}𝑛−1

𝒓0𝒄 .

We can continue this expansion and manipulation for each round 𝑖 with respect to
∑︁

𝒄˜︁𝒓 (𝛼1, . . . , 𝛼𝑖 , 𝒄),
which yields the following equality:

˜︁𝒓 (𝜶) = 𝑛∏︂
𝑖=1
(1 − 𝛼𝑖) + 𝛼𝑖 · 𝑟𝑁/2

𝑖

.

This equation tells us that the verifier only needs the powers 𝑟, 𝑟2, 𝑟4, . . . , 𝑟𝑁/2 for 𝑁 = 2𝑛 in order to compute˜︁𝒓 (𝜶), which by repeated squaring are computable in 𝑂 (log(𝑁)) field operations, so˜︁𝒓 (𝜶) is computable in
𝑂 (log(𝑁)) field operations, culminating in the final verification check by the verifier 𝑦 (𝑛+1) ?

= 𝑞 ·˜︁𝒓 (𝜶).
Translating this modification of Algorithm 6.2 to a SMH[𝑛] protocol, we additionally give party 𝐴 the

input 𝑟 ∈ F. Then, 𝐶 and 𝑀 execute the same protocol as Figure 7, adding in the minor modifications above.
The only additional change is that 𝐴 now additionally sends 𝐶 the vector (𝑟, 𝑟2, 𝑟4, . . . , 𝑟𝑁/2) ∈ Flog(𝑁 ) so
𝐶 can perform the additional checks above. The protocol, being log(𝑁) rounds, still has a communication
lower-bound of Ω(log(𝑁)), which is (nearly) matched by the communication sent in the SMH[𝑛] protocol
and the work of the verifier in Algorithm 6.2 (up to polylog |G| factors).

For multilinear polynomials, the modifications to Algorithm 6.2 are nearly identical to the above for
univariate polynomials. Now, given 𝑝 : {0, 1}𝑛 → F as a multilinear polynomial, the prover commits to
the vector 𝒑 = (𝑝(0), 𝑝(1), . . . , 𝑝(𝑁 − 1)) (the vector of evaluations) by computing 𝒘 = (ℎ · 𝑝(0), ℎ ·
𝑝(1), . . . , ℎ · 𝑝(𝑁 − 1)) as above. The only other modification we need to address is how to efficiently
compute˜︁𝒓 (𝜶) for a vector 𝒓 ∈ F𝑁 such that ⟨ 𝒑, 𝒓⟩ = 𝑝(𝒖) for 𝒖 ∈ F𝑛. First, using Eq. (1) (and work we
already did in Section 5.3), the vector 𝒓 is defined as 𝒓𝑖 = eq(𝒖, 𝑖 − 1) for 𝑖 ∈ [𝑁].

We just need to argue that 𝒓 also has sufficient tensor structure to allow the verifier to compute˜︁𝒓 (𝜶) in
logarithmic time. As before, first consider

∑︁
𝒄˜︁𝒓 (𝛼1, 𝒄), which can be written as∑︁

𝒄∈{0,1}𝑛−1

˜︁𝒓 (𝛼1, 𝒄) =
∑︁

𝒄∈{0,1}𝑛−1

𝒓0𝒄 (1 − 𝛼1) + 𝒓1𝒄𝛼1.

Let 𝒖 (1) := 𝒖 and let 𝒖 (2) := (𝒖2, . . . , 𝒖𝑛). By definition of 𝒓, we see that

𝒓0𝒄 = eq(𝒖 (1) , 0𝒄) = (1 − 𝒖1) ·
𝑛∏︂
𝑗=1
(1 − 𝒖 𝑗) (1 − 𝒄 𝑗) + 𝒖 𝑗𝒄 𝑗 = (1 − 𝒖1) · eq(𝒖 (2) , 𝒄)

𝒓1𝒄 = eq(𝒖 (1) , 1𝒄) = 𝒖1 ·
𝑛∏︂
𝑗=1
(1 − 𝒖 𝑗) (1 − 𝒄 𝑗) + 𝒖 𝑗𝒄 𝑗 = 𝒖1 · eq(𝒖 (2) , 𝒄).

Thus, we can simplify the summation as∑︁
𝒄∈{0,1}𝑛−1

𝒓0𝒄 (1 − 𝛼1) + 𝒓1𝒄𝛼1 =
∑︁

𝒄∈{0,1}𝑛−1

(1 − 𝒖1)eq(𝒖 (2) , 𝒄) (1 − 𝛼1) + 𝒖1eq(𝒖 (2) , 𝒄)𝛼1

= [(1 − 𝛼1) (1 − 𝒖1) + 𝛼1𝒖1]
∑︁

𝒄∈{0,1}𝑛−1

eq(𝒖 (2) , 𝒄).
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As before, continuing to expand the summation for˜︁𝒓 (𝛼1, . . . , 𝛼𝑖 , 𝒄), we can write˜︁𝒓 (𝜶) as:

˜︁𝒓 (𝜶) = 𝑛∏︂
𝑖=1
(1 − 𝛼𝑖) (1 − 𝒖𝑖) + 𝛼𝑖𝒖𝑖 .

Clearly, this computation can be done in 𝑂 (log(𝑁)) = 𝑂 (𝑛) field operations. Finally, in the SMH[𝑛]
protocol, party 𝐴 receives the additional input 𝒖 ∈ F𝑛 and simply sends 𝒖 to 𝐶 at the end of the protocol, and
𝐶 computes˜︁𝒓 (𝜶) as specified above, yielding the same upper and lower bounds as in the univariate case. □

7 Conclusions and Open Problems

In this work, we initiate the study of the connection between SNARK verification times and the communication
complexity of the underlying information-theoretic cores of the SNARKs. Our work examines the polynomial
commitment schemes of Hyrax, Bulletproofs, and Dory, extracts their information-theoretic cores as
communication protocols, and lower bounds the number of bits that must be exchanged between parties in
these protocols. This connection gives us strong evidence that these polynomial commitment schemes all
have optimal verifier time. Moreover, our results unfortunately support evidence that the Bulletproofs verifier
is inherently linear-time, possibly settling a long-standing open question.

Natural future directions in this line of work are extending the results in this paper to other polynomial
commitment schemes. For example, based on groups of unknown order [BFS20, BHR+21], based on the FRI
protocol [BBH+18, ZCF24, ACF+24], based on Ligero/Brakedown [AHI+23, BFH+20, BBH+22, GLS+23,
BFK+24], and the KZG scheme [KZG10]. There is also potential to extend our results to the verification
costs of lookup arguments [PT12, PT13, GW20, STW24, AST24]. Finally, it is natural to question whether
the connections we made in this paper can extend to the Groth16 SNARK [Gro16]. We believe these are all
exciting and promising future directions to explore.

Another direction is towards understanding the connections we began to make in this paper. Specifically,
can we strengthen the connections between polynomial commitment schemes and communication protocols,
and get provable guarantees to actually prove optimality of the verifier of polynomial commitments (and
potentially other cryptographic protocols) using communication complexity? To the best of our knowledge,
we are the first to explore such a connection and the first to consider verifier time lower bounds, so there
is immense potential in this line of work to gain a deeper understanding of polynomial commitments and
SNARKs at a deeper level.

We also believe that our SMH model is of independent interest in the field of communication complexity.
Though we can simulate any SMH model protocol as an OMA model protocol, it is natural to wonder if we
can obtain different (better or worse) lower bounds on computing functions in the SMH model versus what is
known for the OMA model.
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