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Abstract

Fully Homomorphic encryption (FHE) allows computation without
decryption, but often suffers from a ciphertext expansion ratio and
overhead. On the other hand, AES is a widely adopted symmetric
block cipher known for its efficiency and compact ciphertext size.
However, its symmetric nature prevents direct computation on
encrypted data. Homomorphic transciphering bridges these two
approaches by enabling computation on AES-encrypted data using
FHE-encrypted AES keys, thereby combining the compactness of
AES with the flexibility of FHE.

In this work, we present a high-throughput homomorphic AES
transciphering based on the CKKS scheme. Our design takes advan-
tage of the ring conversion technique to the conjugate-invariant
ring [23] during the transciphering circuit, including bootstrap-
ping, along with a suite of optimizations that reduce computational
overhead. As a result, we achieved a throughput (per-block evalua-
tion time) of 0.994ms—less than 1ms— outperforming the state-of-
the-art [25] by 1.58X when processing 2> AES-128 blocks under
the same implementation environment, and support processing 2°
blocks within 3s on a single GPU.
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1 Introduction

As data continues to grow exponentially, the need for secure data
processing, particularly under strict privacy regulations such as
GDPR [19] and CCPA [28], has become increasingly critical. Fully
Homomorphic Encryption (FHE), which enables computation di-
rectly on encrypted data, has emerged as a promising solution in
this context. Since Gentry’s seminal work [21], FHE has seen signif-
icant advancements and is now gaining traction as a foundational
technology for privacy-preserving Machine Learning as a Service.

A variety of FHE schemes have been proposed to support differ-
ent computational models, including B/FV [10, 20] and BGV [11] for
arithmetic over finite fields, DM [18]/CGGI (TFHE) [14] for bit-level
operations, and CKKS for approximate arithmetic over real num-
bers. Among these, CKKS is particularly well-suited for large-scale
real-valued data processing, as required in modern machine learn-
ing models, due to its support for single-instruction-multiple-data
(SIMD) operations that enable efficient parallel computation.

The Advanced Encryption Standard (AES), standardized by NIST
in 2002 [26], is a widely used symmetric-key block cipher. Its ability
to produce ciphertexts without size expansion makes it ideal for
secure data storage in databases, filesystems, and cloud environ-
ments. AES is also efficient across hardware and software, enabling
broad use in mobile and communication systems. However, like
other symmetric schemes, AES does not support computation on
encrypted data. This limitation is increasingly problematic in a
data-driven world, where extracting value from data often requires
processing without compromising privacy.

Transciphering refers to the process of converting ciphertexts
from one encryption scheme to another, allowing the advantages
of both systems to be jointly leveraged. In particular, homomorphic
transciphering enables computation on AES-encrypted data by
decrypting it with FHE-encrypted AES keys, without revealing
the plaintext or key. This technique combines the compactness
and efficiency of AES with the computational capabilities of FHE,
making it a promising tool for privacy-preserving applications.

Since AES operates on discrete data, early homomorphic AES
transciphering approaches [22, 27, 29, 30] typically relied on schemes
such as DM/CGGI and BGV, which are well-suited for such inputs.
However, this direction shifted with the introduction of BLEACH [17],
which demonstrated that binary circuits can be efficiently evalu-
ated within the CKKS scheme using a newly introduced cleaning
function. This breakthrough showed that CKKS could outperform
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DM/CGGI in bit-level computations in terms of throughput, espe-
cially when handling large input sizes. Building on this insight, a
series of works [4, 5, 15] explored and improved the efficiency of
CKKS for processing discrete data, revealing its potential beyond
approximate real-number computations. Subsequently, studies such
as [2, 25] proposed optimized circuit designs for high-throughput
homomorphic AES transciphering based on CKKS.

In this work, we propose an efficient homomorphic AES transci-
phering method using the CKKS scheme, with a focus on achieving
high-throughput, measured as the time per AES block within the
total latency. To this end, we revisit and extend a context conver-
sion technique in Lattigo [1] between the standard CKKS ring and
the conjugate-invariant ring (CI-CKKS) [23], and adapt it to our
AES transciphering framework. While this conversion has been
previously introduced, we refine the concrete algorithm, implement
its application, and incorporate it into both the bootstrapping phase
and the AES circuit to reduce computational complexity.

In addition, we present optimization techniques that complement
the conversion, improving overall performance while remaining
compatible with a wide range of homomorphic frameworks that rely
on SIMD-style parallelism. With these enhancements, and by lever-
aging the progress of advanced CKKS techniques, particularly batch
bits bootstrapping [5], we construct a high-throughput and prac-
tical homomorphic AES transciphering circuit. Our contributions
include tailoring and orchestrating these methods into an optimized
design that delivers concrete performance improvements.

As a result, our approach achieves a throughput of 0.994ms—less
than 1ms— per AES block, which is 1.58x faster than the state-of-
the-art CKKS-based transciphering method XBOOT [25], under the
single thread CPU and a NVIDIA RTX-4090 GPU. We also present
a low-latency circuit that processes 2° AES-128 blocks in just 2.67s.
Furthermore, by integrating our approach with the XBOOT, we
achieve a latency of 1.86s.

1.1 Our Contribution

We propose an efficient homomorphic AES transciphering circuit,
especially for AES-CTR mode, utilizing the CKKS scheme, designed
to achieve high-throughput. Our key contributions are as follows:

o Revisiting and extending CKKS to CI-CKKS Conversion:
We revisit the context conversion technique between the CKKS
and CI-CKKS rings introduced in Lattigo [1], originally designed
to utilize the imaginary part of complex ciphertexts even when
handling real-valued data. In this work, we extend the tech-
nique for use in homomorphic AES transciphering, enabling
independent operations on the real and imaginary parts to ef-
fectively double the throughput. Furthermore, we refine the
conversion to support its efficient integration into homomor-
phic operations such as bootstrapping (BTS). Specifically, we
incorporate this conversion into the BTS procedure to accel-
erate evaluation on EvalMod, and further apply it within the
AES circuit to reduce ciphertext usage and improve throughput
across the entire pipeline.

e Lazy SubByte evaluation: We optimize the SubByte operation
by interpreting it as a polynomial evaluation and applying lazy
key-switching and rescaling. By postponing these costly op-
erations, we significantly reduce their total number, thereby
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lowering the latency of SubByte, the most time-consuming
component in AES circuits, and ultimately achieving higher
throughput in AES transciphering.

e Packing structure for various block sizes: While much of
our design emphasizes throughput, we also explore a latency-
focused direction by proposing an optimized packing. This ap-
proach is designed to minimize additional homomorphic opera-
tions while fully utilizing the available slots in each ciphertext,
making it particularly effective for smaller numbers of AES
blocks. The technique is broadly applicable to any FHE scheme
that supports SIMD.

1.2 Related Work

After Gentry et al. [22] first introduced homomorphic transcipher-
ing by implementing AES using lookup tables (LUTs) over the BGV
scheme, numerous studies have sought to improve performance.
Since AES circuits are primarily composed of LUT evaluations,
most follow-up works [6, 8, 27, 29, 30] have adopted the DM/CGGI
scheme, which enables efficient LUT evaluation via programmable
bootstrapping. However, these schemes lack the SIMD property,
and thus, their throughput degrades significantly when processing
many AES blocks simultaneously.

Following the BLEACH [17], which introduced a method for
handling discrete data with the CKKS scheme, the work of [2] first
proposed a homomorphic AES transciphering using CKKS under
GPU implementation. This work demonstrated that CKKS achieves
significantly higher throughput than DM/CGGI-based methods
when evaluating many AES blocks simultaneously. Subsequent
studies [4, 5, 15] analyzed the internal mechanisms of CKKS to
improve performance for discrete data processing, further moving
beyond BLEACH’s black-box use of CKKS. While [15] introduced
a homomorphic AES transciphering method using LUTs on CKKS,
its throughput still lags behind that of [2].

Recently, XBOOT [25] presented improved throughput results
by exploiting specific characteristics of the BTS process. In their
approach, the XOR operation is replaced with a homomorphic
addition, and the result is recovered through a BTS evaluation,
specifically, BinBoot as proposed in [4]. Since homomorphic XOR
requires one level of multiplicative depth while addition does not,
this substitution reduces the circuit depth. Consequently, they were
able to optimize parameters such as the ring degree and gadget
rank, resulting in improved latency and throughput.

While our work shares the same goal of enhancing through-
put, it takes a different direction. Instead of focusing solely on
circuit-level substitutions, we explore a broader design space by
leveraging the algorithm of CKKS itself. In particular, we reinterpret
an existing context conversion technique and extend it across our
AES transciphering circuit, including during BTS. Together with
lazy homomorphic operations and batching multiple-bit cipher-
texts during BTS, we uncover previously overlooked optimization
opportunities. Our results demonstrate that such integration leads
to improvements beyond those achieved by previous approaches.
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2 Preliminaries

2.1 Notations

For a power-of-two integer N, we define the ring Ry = Z[X] /(XN +
1) and its residue ring Ry n = Rn/qRn for an integer g > 2. When
the ring degree N is clear from context, we simply write Ry and
Rgn as R and R, respectively. We use ct and pt to denote a ci-
phertext and a plaintext, respectively. The notation log denotes the
base-2 logarithm unless specified otherwise. Vectors are in bold
lowercase. For z; € C" and z; € C™, we write z = (z,2,) € C"*™
for their concatenation.

2.2 Cheon-Kim-Kim-Song scheme

The Cheon-Kim-Kim-Song (CKKS) [13] scheme is one of the fully
homomorphic encryption (FHE) schemes and it enables single in-
struction multiple data (SIMD)-style processing of encrypted data
through its encoding and decoding maps, denoted as Ecd and Dcd.
More precisely, we define the Discrete Fourier Transform (DFT)
DFTy : Ry — CN/2 as

DFTN(a(X)) = (a(Z”))o<j<nya

where { is a complex (2N)-th root of unity. The inverse Discrete
Fourier Transform (iDFT) is defined as the inverse of this map. For
a message vector z € CN/2 with a scaling factor A, the encoding
map Ecdy : CN/2 — Ry is defined as

Ecdn(z) = |A - iDFTN(2)].

The decoding map Dedy : Ry — CN/2 is defined as Dedy(z) =
DFTn (z)/A. In the CKKS scheme, each of Ecd and Dcd is processed
before encryption or after decryption, respectively.

A CKKS ciphertext ct = (a,b) € R‘ZL y that encrypts a plaintext
pt = Ecdy (z) for a secret key s € R satisfies the following:

Decs(ct) =a-s+b=pt (mod g).

Key switching (KS) is required after homomorphic multiplication
and automorphism with an appropriate switching key swk. Given a
ciphertext ct encrypted under a secret key s, KS(ct, s, s”) outputs a
ciphertext ct’ that decrypts to the same plaintext under a target se-
cret key s’, i.e., Decy (ct”) & Decs(ct). The switching key swkq,
which is used to convert from s to s, is pre-generated during the
key generation phase. We recall the homomorphic operations in
CKKS as follows.

o Add(cty, cty): Given ciphertexts cty, cty € RLZI, return ctygg =
ct; + cty € R2, where the underlying message corresponds to
the component-wise addition of the input messages.

e Mult(cty, cty): Given cty,cty € R(Zl, return cty € R2 satis-
fying Decs(ctmur) & Decs(cty) - Decs(ctz)/A with ¢ =~ g/A,
where the underlying message corresponds to the component-
wise multiplication of the inputs. It requires a switching key
swkgz, .

o CMult(ct, pt): Given pt € R and ct € R2, return ctepyy € 7?(21,
with Decs(ctemuit) = pt - Decs(ct)/A with ¢’ = q/A, resulting
in the component-wise product in the message space.

o EvalAuto(ct, o; : X — X*): Given a ciphertext ct = (b, a) € ﬂé
encrypting a plaintext pt under a secret key s = s(X), first
compute o;(ct) = (b(X'), a(X?)), which encrypts pt(X’) under
the new secret key o;(s) = s(X?). Then apply key switching to
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obtain ctyye = KS(03(ct), 0;(s),s) € R2, which encrypts pt(X’)
under the same secret key s.

(1) Rot(ct,r): Given a ct € ‘R(ZI that encrypts a message vec-
tor z = (2i)o<i<ny/2 € CN/2 and an integer r > 0, return
EvalAuto(ct, o5-) that encrypts a message Rot(z,r) = (z,, .. .,
ZN/2-1, 20 - - -» Zr—1). The rotation index r acts modulo N /2.

(2) Conj(ct): Given a ct € R;’N that encrypts a message z =

(zi)o<i<N/2 € CN/2 | return EvalAuto(ct, o_;) € R(ZI that en-
crypts a message z = (Zi)o<i<N/2-

2.2.1 Bootstrapping (BTS). BTS restores the modulus budget by
taking a ciphertext with a small modulus and outputting a refreshed
ciphertext at a larger modulus, while approximately preserving the
original plaintext. The procedure consists of the following steps.

(1) Slots-To-Coefficients (STC): Given a ciphertext encrypting a
message z in its slots, STC converts it to a ciphertext encrypt-
ing z(X) € R whose coefficients correspond to entries of z.
This can be interpreted as a homomorphic evaluation of DFT.

(2) Modulus Raising (ModRaise): Given a ciphertext at base
modulus gy, we embed it to Ré with a larger modulus Q > qo.
Resulting in a ciphertext decrypting to z(X) +qo - I(X) modulo
Q, where I(X) is an integer polynomial with small coefficients.

(3) Coefficients-To-Slots (CTS): We convert a ciphertext that en-

crypts a polynomial plaintext z(X) + qo - I(X) into a ciphertext

encrypting a vector z + qo - I whose entries are the coefficients
of z(X) + qo - I(X). This can be interpreted as a homomorphic
evaluation of iDFT.

Modular Reduction (EvalMod): We homomorphically evalu-

ate the modulo-q, function to remove the g - I term in slots.

This can be achieved by a polynomial approximation to the

x - £ . sin (2—”x)
TT 9

“

=

2.2.2  CKKS over conjugate-invariant ring (CI-CKKS). The standard
CKKS scheme encodes complex data into plaintexts via the Ecd
map. However, when the target data is real-valued, the imaginary
components of the encoded ciphertext remain unused, wasting
nearly half of the available slot capacity.

To address this inefficiency, [23] proposes a CKKS variant based
on the conjugate-invariant ring, which supports real-number arith-
metic without increasing the security level or computational cost.
By avoiding the encoding of unused imaginary parts, it effectively
doubles the throughput for real inputs. For a power-of-two integer
N, we define the conjugate invariant ring as

Ry = {a(X) € Ry : a(X) = a(X~H}.

Each element in Ry can be uniquely written as

N/2-1
a(X) =ap + Z aj(X! +X77)
=
for some integer ay, . .., an/2-1. The image of Ry under the encod-

ing map Ecd is exactly RN/2 not CN/? | establishing a one-to-one
correspondence between Ry and the real message space RN/2,

In this paper, we refer to the CKKS variant operating under the
real context as CI-CKKS, in contrast to the original complex context
scheme. CI-CKKS improves efficiency by avoiding unnecessary
encoding of imaginary parts, while preserving the cryptographic
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guarantees of the original scheme. We refer to [23] for an algebraic
background of CI-CKKS and its security proof.

2.2.3 CKKS over discrete data. Following the BLEACH [17], an
initial attempt to evaluate bit data using the CKKS scheme, more
optimized methods have been proposed for handling discrete data
types in CKKS [4, 5]. BLEACH showed that symmetric binary gate
operations can be emulated using arithmetic over real numbers.
BLEACH emulates binary gates using arithmetic; for instance, the
XOR gate can be expressed as x®y = (x—y)?. To improve precision
when operating over discrete data, BLEACH applies a cleaning
function h(x) = 3x? — 2x%, which satisfies h(b + €) = b + O(€?) for
b € {0, 1} with error |¢| < 1.

While BLEACH treated CKKS BTS as a black box for binary gate
evaluation, [4] introduced BinBoot by explicitly optimizing the
internal EvalMod procedure for bit-oriented inputs. This approach
reduces modulus consumption and provides inherent error cleaning,
resulting in a more efficient alternative to the original method.
Although CKKS was originally designed for real or complex values,
its SIMD property enables efficient parallel processing of bit data,
often surpassing CGGI in throughput for large-scale applications,
despite CGGI being tailored for discrete inputs.

More recently, the authors in [5] propose a small-integer boot-
strapping algorithm, SI-BTS, for ciphertexts encrypting small inte-
gers (e.g., 8 bits). After STC and ModRaise for a ciphertext encoding
m € Zﬁ\l/z where Z; = Z N [0,t), SI-BTS replaces EvalMod with
EvalExp, which homomorphically evaluates x +— e?7*. For each
slot, it sends m/t + I to

exp (27ri (% +I)) = exp (zm%) .

SI-BTS then evaluates a polynomial interpolation over roots of
unity suggested in [15], which maps exp (Zm'%) to m for each slot.

2.2.4 Batch bits bootstrapping (BB-BTS). In [5], the authors pro-
posed the batch bits bootstrapping (BB-BTS) algorithm, which en-
ables simultaneous bootstrapping of multiple ciphertexts, each en-
crypting a vector of bit messages. For k ciphertexts cty, . .., ctg_; of
the above form, BB-BTS evaluates (by, ..., bx_1) = ; Zjbj homo-

morphically, resulting in a single ciphertext encoding z € Z}tv/ ? for
t = 2%, The algorithm then invokes the SI-BTS pipeline applying
EvalExp o CTS o ModRaise o STC, and finally homomorphically
evaluates the following polynomial interpolation:

Zk—l 2_] b}

exp (zm%) — {bj}ogj<k.

Since interpolation over roots of unity is known to yield stable
and efficient performance [15], leveraging BB-BTS significantly
reduces the overhead of BTS compared to performing on each
ciphertext individually. BB-BTS is used to evaluate multiple BTS in
parallel within our circuit, requiring 128 ciphertexts for evaluation.

2.3 Advanced Encryption Standard

AFS operates on fixed-size 128-bit blocks and supports key sizes of
128, 192, or 256 bits. The number of encryption rounds, 10, 12, or
14, is determined by the key size, with each round consisting of the
operations SubByte, ShiftRows, MixColumns, and AddRoundKey.
The final round omits the MixColumns step.
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Among various AES modes such as ECB, CBC, CTR, and GCM,
we focus on the CTR (Counter) mode in this paper. CTR mode is
particularly attractive for parallel processing because each block is
processed independently. Furthermore, it uses the same procedure
for both encryption and decryption, making it symmetric in oper-
ation. These properties make CTR mode well-suited for efficient
homomorphic AES transciphering under the CKKS scheme, which
inherently supports SIMD-style parallel computation.

2.3.1 Homomorphic AES transciphering evaluations. Here, we as-
sume that we use bit-wise packing: to encrypt 128 bit data, we need
128 ciphertexts and encrypt each bit of data into the same slot posi-
tion. And, the overall AES transciphering follows circuit flow in a
similar direction to [2]:

(1) SubByte: This is a nonlinear operation that replaces 1 byte
of data with a predefined 1-byte lookup value. As [2], we
evaluate SubByte in a bit-wise homomorphic manner. A more
optimized approach will be explained in Section 4.

(2) ShiftRows: This transposition step cyclically shifts each matrix
row in a predefined order. Since bit-wise packing is used, this
operation is implemented by adjusting the vector indices.

(3) MixColumns: This linear mixing operation processes each
matrix column by combining its four bytes. In the context of
homomorphic AES-CTR mode, this can be implemented using
XOR operations and bit shifting, as suggested in [2].

(4) AddRoundKey: Each byte is XORed with the corresponding
byte from the pre-generated round key. This step is performed
as a homomorphic XOR operation.

(5) Cleaning: Each ciphertext is evaluated a cleaning function
h(x) at last per round to preserve message precision.

Here, we insert BB-BTS in the position of BTS, originally intended
in [2], that is between SubByte and ShiftRows. The outline of our
model can be seen in Figure 3.

3 Revisit Conversion Between CKKS and
CI-CKKS

As the CKKS scheme natively supports polynomial operations, bit-
wise operations must be expressed as polynomials to be processed
within the scheme. However, these representations often fail to
fully leverage the computational advantages of complex-number
arithmetic, since both the approximating polynomials and input
data are typically confined to real values. This limitation makes
complex-valued computations less efficient than their real-valued
counterparts. To address this, adopting the CI-CKKS variant is
preferable for achieving higher throughput.

To fully utilize both bit-level operations over CI-CKKS and the
BB-BTS mechanism, efficient conversion between CKKS and CI-
CKKS is essential. Although such conversion algorithms have al-
ready been proposed in Lattigo [1], we conducted a detailed anal-
ysis of these techniques to implement them within the HEaaN
library [16]. This reinterpretation not only allowed us to faithfully
reimplement the conversions but also to integrate them into our
AES transciphering circuit, including their application to the opti-
mized BB-BTS procedure, as described in the next section.

In this section, we denote the indeterminate in Ry = Z[Xn]/(X 1{}7 +
1) by Xy, and the one in Ron = Z[Xon]/(X2N + 1) and Ron by
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XN for clarity. Define a ring homomorphism i : Ry — Ran by
1(Xy) = XZy,. The image :(Ry) is a subring of R,y generated by

XZZN. For a secret vector s = (s, 81, ,SN-1) € 7N we denote
_ VN-1_ v : N-1_ (v -j D
s =Xz SiXy € Ry and § =50 + X0 s; (X0 + Xo8) € Ron,

respectively.

3.1 Format conversion: CI-CKKS to CKKS

We analyze the conversion algorithm from the CI-CKKS to CKKS.
The input ciphertext ct = (b,a) € ‘Rg n is @ CI-CKKS ciphertext en-
crypting a real vector X = (Xo, X1, * , XN/2-1, Y0, Y1, » YUNj2-1) €
RN, with a secret key § € Ryn. The goal of the conversion is to gen-
erate a CKKS ciphertext encrypting the complex-packed message
z=(20,21," " ,2ZN/2-1) € CN/2 where zj = xj +1i-y;, with a secret
key s € Rn. The algorithm consists of five steps as below, requiring
one multiplicative depth and a KS. The messages encrypted in the
ciphertexts of each step are depicted in Figure 1.

(1) Ring embedding: Embed the input ciphertext ct = (b, a)
into Ryn. This step is simply treating the components of
ct as elements of Ryn. Assuming we use the same roots of
unity for DFT in both Ron and Ry, the resulting ciphertext
ct; = (by,a1) € RSN still encrypts the same message x, but on
complex slots.

Dcdyn o Decz(cty) = x.

(2) Masking: Compute ct, = CMult(cty, pt;) where pt; € Ron
encodes a message m; = (1V/2,iN/2) € CN. Then ct, encrypts
XOmy = (X0, X1, L XN/2=1 L Yo, L Y1+ 5 1 YNja—1)-

Dcdyn o Deci(cty) =x O my.

(3) Key-switching: Switch the secret key from § to i(s) using
key switching, where i(s) is a secret key over 1(Ry) satisfying
i(s) = Zf;l stZZIJV.The resulting ciphertext ct; = KS(cty, S, i(s))
satisfies

Dcd,n o Decy(s) (ct3) = x © my.

(4) Evaluate automorphism: Compute cty = (o(b3),0(as)),
where 0 = o3n+1 is the automorphism on R,y defined by
o(Xon) = XZZI{}I“. This corresponds to the N/2-rotation for

CKKS/CI-CKKS ciphertexts, since XZZIJ\\,] +H - XZSJI:,]/Z. Note that
the secret key i(s) is o-invariant, ct4 is an encryption of N /2-
rotated message Rot(x © my,N/2) = (i - yo, i - Y1, ,i -
YN/2-1, X0, X1, - - , XN/2—1) With the same secret key i(s).

Dcdan o Dec,(s) (cty) = Rot(x © my, N/2).

(5) Add & Ring projection: Compute ctyy, = Add(cts, cty) =
(btmp» Gtmp) € RSN' The ciphertext ctymp, encrypts x © m; +
Rot(x ©® my, N/2) = (z,z) € CN with the secret key §’. Note
that bimp = by +by = b3 +0(b3) and ayyp = az+ay = az+o(as)
are o-invariant, thus they are elements of ((Ry). Therefore,
there exists byes, Gres € Ry such that ((bes) = bump and
1(ares) = Gump. In other words, all coefficients of the poly-
nomials bimp, aump are zero except for those of even-degree
terms, and we can pick the non-zero (even-degree) coeffi-
cients to form the degree N polynomials b,.s and a,.s. The
decrypted polynomial m(Xzn) = Decy (ctump) € (Rn) is
also o-invariant. If we let ((m) = m where m € Ry, then
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rh({;jv) = m({IZV'Sj) for 0 < j < N/2. Thus, the resulting
Ctres = (bres, Gres) € RJZ\I encrypts z with secret key s.

Dcdy o Decs(ctyes) = z.

|(x0, X100ty XNJ2=15 Yos Uttt YNj2-1) € RN |

l Ring embedding

|(Xo, X1,y XNJ2=1> Yo» Y o0 s YUNj2-1) € cN |

Masking

(Xoy X1+ 5 XNJ2—15 1Yo, i Y, v+, i Ynjz-1) € cN |

— Automorphism
(Yo, iy, i Ynja—1, Xo, X1, , Xnj2—1) € CN |
] Add
|(Zo, Zi, vy ZNj2-15 205 21,0005 ZNj2-1) € cN |

Ring projection

|(Zo, Z1,00 0, ZNj2-1) € CN/2 |

Figure 1: Conversion from CI-CKKS over the ring RN to
standard CKKS over the ring Ry, where both rings provide
the same slot capacity N. Each step illustrates the transfor-
mation of the encoded message.

3.2 Format conversion: CKKS to CI-CKKS

After level recovery and digit extractions via BB-BTS, we switch
back to the CI-CKKS to increase throughput for the remaining
AES circuits. The conversion process converts an input ciphertext
ct = (b,a) € RIZV with a secret key s to ctyes = (bres, ares) € RSN
with §. The messages encrypted in the ciphertexts of each step are
depicted in Figure 2.

(1) Ring embedding: Embed the input ciphertext ct into Ran
via 1. The resulting ciphertext ct; = (b1, a1) = (1(b), 1(a)) is
an encryption of (z,z) € CN with the embedded secret key
1(s) € Ron.

Dcd,n o Dec,(s) (cty) = (2, 2).

(2) Key-switching: Switch the secret key from i(s) € Ran to
§ € Ryn using key-switching. The resulting ciphertext ct; =
(bs, az) is an encryption of (z,z) with the secret key s.

Dcdyn o Deci(cty) = (2, z).

—
SY)
=

Masking: Compute ct; = CMult(cty, pt,) where pt, € Ron
encodes a message m; = ((1/2)NV/2,(=i/2)N/?) € CN. The
cty = (b3, a3) encrypts (z,z) Omy = (20/2,21 /2, , Znj2-1/2
—i-20/2,=i-21/2,- -, =i ZN/2-1/2).

Dcdyn o Decs(cts) = (z,2) O my = w.

(4) Evaluate automorphism: Compute cty = (o(b3),0(as))
where o = 0_ is the automorphism on R,y such that (X,n) =
X; - The automorphism ¢ is the conjugation on slots. Since



WAHC 25, October 13-17, 2025, Taipei, Taiwan

the secret key § is an element of Ryn, it is o-invariant. There-
fore, ct4 is an encryption of W where w = (z, z) ® my, with the
secret key S.

Dcdyy o Deci(cty) = w.

(5) Add & Ring projection: Compute ctiyp = Add(cts, cty) =
(btmp» Gtmp) € RgN. The ciphertext ctymp encrypts w+w = x €
CN with the secret key §. Note that bump = b3 + 0 (b3), atmp =
as +o(as) are o-invariant i.e., they are elements of R, There-
fore, one can treat the ciphertext ctym, € RSN as Ctyes € ﬁgN
In implementation, this step is extracting N coefficients from
btmp» Gtmp to form byes, Gres.

Dcdyn o Deci(ctyes) = X.

|(Zo, Z1,00 0, ZNj2-1) € CN/2 |

1 Ring embedding

|(7-0, Zi,cct, ZNj2-15 205 21,5 ZNj2-1) € cN |
Masking
1/2- (20, 21, » ZNj2-1, =1+ 20, =i+ 21,-++, =i -2Nj2-1) € CN
Automorphism
12 G 7 BN & - E ) € O
LAdd
|(x0, X1, XNJ2-1> Yo Y1,° "5 YNja-1) € cN |
1Ring projection
|(x0, X1, v, XNJ2-15 Yoo Yoo Ynja-1) € RN |

Figure 2: Conversion from standard CKKS over the ring Ry
to CI-CKKS over the ring R,y

4 Application to AES transciphering

In this section, we present optimizations for AES circuit evaluation
based on context conversion. By incorporating conversions into
the BB-BTS procedure, which constitutes a substantial portion
of the overall evaluation time (see Table 6), we achieve notable
performance improvements. Extending context conversion across
the entire AES circuit further enhances throughput, as all AES
operations can be executed in the real context, halving the number
of required input ciphertexts and yielding up to a 2x theoretical
improvement.

However, the actual performance gain does not reach the theo-
retical limit due to scheduling and execution characteristics of the
underlying hardware. As this gap stems from hardware-specific
behavior rather than algorithmic constraints, we omit a detailed
analysis here.

Youngjin Bae, Jung Hee Cheon, Minsik Kang, and Taeseong Kim

4.1 Optimizing BB-BTS using Conversions

Typically, BTS is performed by combining two real ciphertexts
into one complex ciphertext, allowing the STC, ModRaise, and
CTS steps to be executed jointly on a single complex ciphertext.
This strategy effectively halves the cost of these steps compared
to processing each real ciphertext independently. However, this
cost-saving does not extend to EvalMod. In practice, EvalMod must
still be applied separately to the ciphertexts holding the real and
imaginary parts.

Our key observation is that both ciphertexts contain only real val-
ues. Therefore, we apply context conversion from complex to real,
allowing EvalMod to be evaluated within the CI-CKKS framework.
As a result, we reduce the number of trigonometric polynomial
evaluations by half, improving the overall efficiency of BTS.

During BB-BTS, especially EvalExp, we can also take advantage
of the conversions by reducing the number of trigonometric evalu-
ations. Since our goal is to generate roots of unity for efficient digit
extraction in BB-BTS, the input to EvalExp is a complex number of
the form ZﬂiZMk' By Euler’s formula, this can be expressed as:

exp (27iKx) = cos (2nKx) + i - sin(27Kx),

where K = 2Mk Thus, we can reduce the number of trigonometric
evaluations by half with the conversions.

4.1.1 Context conversions before and after EvalExp. We proceed
by converting the input of EvalExp from the complex to the real
context. After evaluation, since the output of EvalExp needs to
be a complex number, we convert the result back to the complex
context to make a suitable input for the subsequent digit extraction
in BB-BTS.

More precisely, after the CTS step, each ciphertext slot stores a
complex number, with the real and imaginary parts representing
distinct values. We then switch to CI-CKKS, which reduces the
number of trigonometric function evaluations by half and enables
more efficient computation. Without this strategy, evaluating a
complex ciphertext in BB-BTS would require separate cosine and
sine evaluations for both the real and imaginary components, re-
sulting in four function calls. By converting to the real context, this
is reduced to two, improving both latency and throughput. After
the evaluation, we switch back to the complex context to generate
the corresponding roots of unity, which are used as interpolation
points for digit extraction, as described in [5].

It is worth noting that if the interpolation method allows real-
valued interpolation points, returning to the complex context is
unnecessary. In this case, the circuit of EvalExp can remain in the
real context, and its output can be directly consumed by subsequent
AES circuits that also operate in the real context. This context-aware
strategy reduces the need for context conversion, which involves
homomorphic operations, thereby accelerating the evaluation.

The complete algorithm for our optimized BB-BTS procedure,
including context conversions, is provided in Algorithm 1, where
Conv4_,p denotes a context conversion from A to B, and its per-
formance impact is summarized in Table 3, where ShiftRows is
positioned before conversion to complex context, this reason will
be explained in the following Section 4.2
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Algorithm 1 BB-BTS with context conversions

Input: Ciphertext ct
Output: Ciphertexts ctrea|, Ctimag
1: ct; « CTS o ModRaise o STC (ct)
> Step 1: Evaluate BTS before EvalExp

2 cty «— Convcomplexﬁreal(Ctl)
> Step 2: Conversion from complex to real context

3: Cteos < EvalCos (ctz)
4: ctgy < EvalSine (cty)
> Step 3: Evaluate trigonometric function over real context

’
5 Clegs ConVrealﬁcompIex(thos)
’
6: Ctsin — Convreal—momplex(Ctsin)
> Step 4: Conversion from real to complex context

7. et (ct!,, + Conj(ct’y,))/2

cos cos
8 Ctoos® — CMult((Conj(ctlys) — ctlos), i)/2
9 ct;iesl — (cty, + Conj(cty, ))/2
10: ct'sri';ag — CMult((Conj(cty, ) —cty; ),i)/2
> Step 5: Extract real and imaginary parts

11: Ctyeql < ct'e@ + CMuIt(ct;ie:l", i)

cos

12 Climag — ctim2® + CMult(ct™, )

4.2 AES Circuits over CI-CKKS

When designing an efficient homomorphic AES pipeline, we ob-
serve that most of the AES circuit can be evaluated in the real
context. This enables significant improvements in throughput by
reducing the number of ciphertexts required during evaluation. For
instance, given a circuit encrypted into 128 ciphertexts, only 64
ciphertexts need to be processed.

As discussed in the previous section, both the input and out-
put of BB-BTS reside in the complex context. However, since the
surrounding AES circuits are better evaluated in the real context,
we insert additional context conversion steps around BB-BTS to
fit the context. Specifically, we convert the ciphertext from real to
complex context before entering BB-BTS, and convert it back to
the real context afterward. This conversion flow is the reverse of
the internal conversions within BB-BTS. While these conversions
introduce additional homomorphic operations, in terms of we can
get about 2X more throughput, this can be minor. The complete
circuit, including these conversions, is shown in Figure 3.

4.2.1 Packing-aware transformation using BB-BTS output. For SubByte

and AddRoundKey operations, which are applied independently to
each slot, we don’t need to consider the data order in the bit-wise
packing. On the other hand, for ShiftRows and MixColumns, which
depend on the relative ordering of blocks, we need to consider the
packing order; that is, we may require an additional KS operation
for those operations to fit the slot position of data.

Instead of evaluating homomorphic operations to make a corre-
sponding order for those steps, we propose a strategy that leverages
the intermediate structure of the BB-BTS procedure. By carefully
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Subbyte
v

| ConVreaI — complex |

BB -BTS

ShiftRows

| Convcomplex—> real
2
MixColumns
7
AddRoundKey

v
Cleaning

Figure 3: Overall AES evaluation flow, incorporating con-
text conversions and the BB-BTS operation. The ShiftRows
is directly applied to the output of BB-BTS, as described in
Section 4.2.1. The entire flow is repeated according to the
number of rounds determined by the AES key size. Opera-
tions in the real and complex contexts are highlighted in
blue and orange, respectively.

designing the packing layout by positioning the outputs of BB-BTS,
we can implement ShiftRows and further organize the data for
efficient evaluation of MixColumns.

More precisely, during the BB-BTS process, bit extraction pro-
duces two ciphertexts for each input: one containing the real part
and the other containing the imaginary part [5]. We then imme-
diately rearrange the extracted bits according to the block order
required by ShiftRows, following the same approach as in the con-
ventional bit-wise packing method.

Since the AES circuit is evaluated in CI-CKKS, the placement
of real and imaginary values must be aligned with the ordering
required by MixColumns during the context conversion. For exam-
ple, in the MixColumns operation, bytes 1, 5, 9, and 13 of each AES
block need to be processed together, which requires that these bytes
be placed in the same slot after the conversion. Therefore, when
merging the two real ciphertexts into a single complex ciphertext
after BB-BTS to do context conversion, we design the packing so
that the bytes within each AES block column are mapped to the
same slots in CI-CKKS.
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Byte; | Byte, | Bytes | Byte, Byte; | Byte, | Byte; | Bytes
Real 1~8 | 9~16 | 17~24 | 25~32 BB -BTS 1~8 | 33~40 | 1~8 | 33~40
+
Bytes | Bytes | Byte; | Byteg Shiftrows Bytes | Byte; | Byteg | Bytes
33-40| 41-48 | 49-56 | 57~64 | _ _ T " Y > 9~16 | 41~48 | 9~16 | 41~48
Byteg | Byteo | Byte; | Byter, Byte;; | Byte;, | Byteg | Byteyy
| mag 1~8 9~16 | 17~24 | 25~32 17~24 | 49~56 | 17~24 | 49~56
Byteys | Byteys | Bytess | Byteys Bytejs | Bytes | Byteys | Bytess
33~40 | 41~48 | 49~56 | 57~64 25~32 | 57~64 | 25~32 | 57~64
Real Imag

Byte; | Byte, | Bytes | Byte,
1~8 9~16 | 17~24 | 25~32

BB -BTS Transformation
Bytes | Byte; | Byteg| Bytes

33~40 | 41~48 | 49~56 | 57~64

Byte;; | Bytey, | Byteg | Byteyg
65~72 | 73~80 | 81~88 | 89~96

Bytes | Byteis | Byteys | Bytess Bytey
97~104 |105~112]113~120|121~128] Ctxt index
Real

Figure 4: The resulting ciphertexts are in the ShiftRows form
and are prepared for efficient subsequent MixColumns by
aligning column-wise bytes in the same slot via Transforma-
tion.

Figure 4 illustrates the overall flow and the corresponding changes
in the packing structure. Here, the resulting ciphertext is converted
to the ShiftRows format while its slots are arranged to prepare
for MixColumns. This step both realizes ShiftRows and establishes
an appropriate packing layout for the subsequent MixColumns
operation.

5 Further Optimizations

This section suggests additional optimizations. For the homomor-
phic evaluation of SubByte, which is the main performance bottle-
neck in the AES circuit aside from BB-BTS (see Table 6), we express
the operation as a polynomial with many monomials and apply lazy
relinearization and lazy rescaling [7, 12, 24]. Deferring these costly
steps until the latest possible moment helps reduce overall compu-
tational complexity by minimizing the number of those operations.
We also introduce a compact packing scheme that preserves high
throughput even when fewer than 2'> AES blocks are processed,
thereby minimizing the number of ciphertexts required.

5.1 Homomorphic SubByte Evaluation

We begin by revisiting the homomorphic SubByte evaluation method
under bit-wise packing. We then propose an optimization strategy
to enhance efficiency. Since the SubByte operation involves the
largest number of FHE operations among all AES components,
optimizing this part can significantly enhance overall throughput.

Youngjin Bae, Jung Hee Cheon, Minsik Kang, and Taeseong Kim

5.1.1 Revisiting bit-wise LUT evaluation. In [2], the authors evalu-
ate an LUT with the following: for the x-th table value vy,

0x = (Xlog(n—1) * Xlog(n—2) *** X1 * X0) * Vo
+ (xlog(n—l) * Xlog(n—2) " " X1 * Xo) - 1

+ oo
+ (Xlog(n-1) * Xlog(n-2) * * * X1 * X0) * Un

, where v; denotes j-th LUT elements and X; = 1 — x; for x; €
{0, 1}. This expression can be reformulated as a polynomial with n
monomials, composed of combinations such as 1, xo, - - -, Xlog(n-1)
and xx1 * * * Xlog(n-1)*

Ox =09 + (01 —0p) - Xo + (V2 —0g) - x1 + (04 —Vg) - Xp + -+

Since the coefficients of this polynomial correspond to pre-defined
LUT values, they can be precomputed in advance. As a result, LUT
evaluation is reduced to evaluating a polynomial with 255 terms.
In the context of leveled FHE schemes, this requires an evaluation
strategy that minimizes level consumption while enabling efficient
polynomial computation.

5.1.2  Optimal level usage for monomial generation. Although the
SubByte operation can be represented as a polynomial with 255
terms, its structure consists of multiple monomials rather than a
single indeterminate. As a result, the required multiplicative depth
is 3, not 8, which would be needed for evaluating a degree-255
polynomial in a single variable. To achieve this, the key strategy
is to construct higher-degree monomials by combining existing
monomials that are at similar levels. For example, to generate the
monomial x;x2X3xs, we choose to multiply x;x; and x3x4, rather
than x;x2x3 and x4, since the former pair has more balanced levels.
This strategy aligns with prior works [2, 25].

5.1.3 Lazy relinearization and rescaling. Evaluating high-degree
polynomials requires many FHE operations, including Mult, CMult,
and Add. Among these, Mult is the most expensive due to the
associated KS, or relinearization (Relin). Reducing the number of
KS operations is therefore essential for performance.

When the same KS would be applied to multiple ciphertexts
eventually summed, the operation can be safely deferred until after
addition. By performing additions first and applying KS only once
to the result, redundant key-switches are avoided. This optimization
is known as lazy key-switching [7, 12, 24]. A similar technique, lazy
rescaling [12], delays rescaling (Rescale) operations in Mult until
strictly necessary, reducing overhead and improving efficiency.

We apply both techniques to the homomorphic evaluation of
SubByte. As discussed in Section 5.1.2, monomials are built from
ciphertexts of similar levels and then multiplied by pre-defined LUT
values. Many intermediate terms are not reused and appear only in
the final result, meaning Relin and Rescale can be postponed until
after summation. In our implementation, this optimization reduces
the total number of Relin and Rescale operations from 247 to 99,
and the resulting improvements in latency are presented in Table 4.

5.2 High-Throughput Packing Method for
Fewer AES Blocks

We propose an efficient packing strategy tailored for cases where
the number of AES blocks to be evaluated is smaller than 2!°. In
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the naive approach, 64 ciphertexts, the same as in the 2'° blocks
case, are retained to preserve the original circuit structure. As a
result, AES block data is packed into 64 ciphertexts, leaving the
imaginary parts or some slots unused. Consequently, overall latency
remains unchanged, since all components, including BB-BTS, must
still be evaluated over 64 ciphertexts, and so, the throughput will be
degraded. In contrast, by fully utilizing both the real and imaginary
parts across all slots, the same data can be packed more compactly,
allowing evaluation with fewer ciphertexts.

5.2.1 Fully utilizing slots with byte-wise packing. The key point is
to fully exploit all available slots, including both real and imaginary
parts, by packing byte-wise AES data in a column-wise manner
across 8 ciphertexts. This significantly reduces the number of ci-
phertexts and homomorphic operations, thereby improving over-
all latency and throughput. Moreover, packing at the byte level
aligns naturally with the AES structure, reducing additional trans-
formation costs in subsequent operations such as ShiftRows and
MixColumns. As illustrated in Figure 5, each byte is distributed
over 8 ciphertexts, consistent with the bit-wise encryption struc-
ture of the AES circuit. The slot ordering must be carefully aligned
to match the expected output of the ShiftRows transformation.

5.2.2  ShiftRows via BB-BTS output transformation. To efficiently
achieve the required alignment for ShiftRows, we apply a transfor-
mation to the output of BB-BTS, positioning each byte appropri-
ately while minimizing latency, similar to the strategy described in
Section 4.2, to prepare data layout for ShiftRows. Specifically, the
transformation involves the following operations:

o Rot: to shift byte positions for required by ShiftRows.

e Masking and Add: to merge two real-valued ciphertexts with
shifted positions into a single complex-valued ciphertext for
the following conversion to real context.

The required amount of rotation depends on the slot distance
between adjacent bytes within each ciphertext. For example, when
evaluating 2'* AES blocks packed into 32 ciphertexts (Figure 6), a
half-slot rotation is applied, as each pair of adjacent bytes within a
ciphertext is spaced by half the slot size.

After the appropriate rotation is applied to the outputs of BB-BTS,
a zero-one masking operation is used to retain only the desired byte
positions that correspond to the ShiftRows transformation. Once
this masking is complete, the two real ciphertexts are merged into
a single complex ciphertext via addition and multiplication with
the imaginary unit. The result is a packed ciphertext where the
ShiftRows output is correctly encoded and ready for the subsequent
circuit evaluation.

In certain cases, the masking step can be omitted entirely by
our byte-wise packing order and leveraging structural properties
of homomorphic rotation. For example, when encrypting 2!* AES-
128 blocks into 16 ciphertexts, the desired ShiftRows layout can
be achieved using only Rot operations. After BB-BTS, the outputs
are represented by 32 ciphertexts, containing real and imaginary
parts, respectively. Since we pack the data in byte-wise order, the
slots in each ciphertext naturally preserve the row-wise structure
of a 4 X 4 byte matrix. Applying Rot then directly produces the
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Figure 5: Packing method using both real and imaginary
parts. The blocks are packed in byte order across 8 cipher-
texts, each of which fully utilizes its slots. The packing sat-
isfies k X m = N, where N is the ring degree and m bytes are
stored across 8 ciphertexts.
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Figure 6: Evaluation of BB-BTS and ShiftRows for 32 cipher-
texts containing 2!* AES blocks. The process consists of three
steps: BB-BTS, Rot to prepare the ShiftRows order (highlighted
in red in the figure), and masking and addition to form a
complex number from two real numbers following the cor-
responding ShiftRows order.

desired ShiftRows result within each ciphertext, exploiting the sym-
metry property Rot(:, i) = Rot(-, N/2 + i), which preserves the row
alignment of bytes across real and imaginary parts.

6 Experiments

We implemented our homomorphic AES-CTR mode transciphering
based on the C++ HEaaN library [16] and report the experimental
results. All throughput and latency measurements represent the
average of 100 runs. The experiments were conducted on a single-
thread CPU (Intel Xeon Gold 6542Y) and a single GPU (NVIDIA
GeForce RTX 4090). Except for key generation, which was per-
formed on the CPU, all computations were performed on the GPU.
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Table 1: Summary of parameters used in our experiments.
The upper table shows the basic encryption parameters,
while the lower table provides details on the size and number
of primes used in each operation.

6.1 Parameter

The variable N denotes the ring degree of the parameter, while h
and h represent the Hamming weights of the dense and sparse keys,
respectively. Sparse key is used to improve BTS evaluation via the
sparse secret encapsulation algorithm [9]. log(PQ) indicates the
maximum modulus, and dnum represents the gadget rank. Here,
base denotes the base prime size, Conv represents the conversion
prime sizes, and Temp denotes a temporary prime size used in key-
switching. The detailed parameter sizes are summarized in Table 1.
The usage scenarios for each parameter are as follows:

e Paramyu: Used for AES transciphering with a focus on high-
throughput evaluation, 2! AES-128 blocks.

Paramp, and Param¢: Designed for cases where the number of
AES blocks to be evaluated is less than 2! blocks.

XBOOT4: Proposed in [25] for throughput-optimized result.
XBOOTpg: modified version of XBOOT 4 tailored for scenarios
with fewer than 2'° blocks.

XBOOTc: Used for a hybrid approach that integrates XBOOT
and our techniques for low-latency evaluation.

All the parameters used in our experiments reach 128-bit security,
according to the lattice estimator [3].

6.2 Homomorphic AES Circuit Evaluations

This section reports the latency of AES circuit components, in-
cluding BB-BTS and conversions, under the evaluation of 215 AES-
128 blocks with Param,. We also demonstrate the effectiveness
of our optimizations, such as context conversion in BB-BTS and
lazy SubByte, by comparing the performance improvements. The
detailed figures are shown in Table 2.

6.2.1 Latency breakdown of AES circuit components. We report
the latency of each AES circuit component per round, including
BB-BTS and conversions. BB-BTS occupies most of the time and

log(N) (h,h) | log(PQ) | dnum | base ' R'eal context
Param, 16 1589 5 S;Jtt; f:\:vfz co:\:rl;(ns R::Ifey Clean | BB-BTS | Conv
EaramB 12 izii ‘21 Time () | 0.898 | 0.009 | 0213 | 0035 | 0.081 | 2172 | 0.113
aramce Ratio (%) | 25.6 | 03 6.1 1.0 23 61.5 32
XBOOT4 15 (256,32) 829 4 38 ®
XBOOTg 15 828 5 Complex context
XBOOT¢ 15 831 10 Sub | Shift Mix Add Clean | BB-BTS | Conv
Byte | rows | columns | Rodkey
Conv | STC | Mult | EvalMod | CTS | Temp Time (s) | 1.384 | 0.009 03 0.053 | 0.105 | 2.594 —
Param, 33%3 33%17 62%6 Ratio (%) | 31.3 0.2 6.7 1.2 2.4 58.3 -
Paramp +38 60 | 33°18 38*3 | +50 Table 2: Latency and ratio of each AES circuit component
Paramc | 33 + 38 33711 X 6278 when evaluating 2'5 AES blocks using Param, per round.
XBOOT4 373 3877 385 The upper table shows results in the real context (64 cipher-
XBOOTg - 36*2 N 38*4 A texts), and the lower in the complex context (128 ciphertexts).
XBOOTC | 37 + 38 374 38°4 Since the real context requires only half input ciphertexts, it

achieves better performance despite considering the conver-
sion overhead. All circuits are evaluated at the same level.

the SubByte is following. Even though there is an additional con-
version time in real context, the gains are better than evaluating in
a complex context.

6.2.2  Performance gains from optimizations. We present the perfor-
mance improvements achieved by each optimization. We compare
the improvement by applying context conversion to BB-BTS with
the original BB-BTS in Table 3. And, we report the latency reduc-
tion achieved by applying lazy Relin and Rescale in the SubByte
evaluation in Table 4. All comparisons assume the evaluation of 2'°
blocks using 64 ciphertexts and Paramy4 under a GPU.

Applying context conversion to BB-BTS yields an additional
improvement of 1.19%. And, the lazy-optimized SubByte is 1.37%
faster than the original implementation, demonstrating the effec-
tiveness of lazy Relin and Rescale.

BB-BTS | BB-BTS + Conv
Time (s) | 2.594 2.172
Table 3: Latency comparison between BB-BTS and BB-BTS
with context conversion. Applying context conversion re-
duces the overall execution time by reducing the computa-
tional complexity during evaluation.

SubByte | Lazy SubByte
Num. of Relin/Rescale 247 99
Time (s) 1.23 0.898
Table 4: Comparison of SubByte and lazy-optimized SubByte
in terms of the number of Relin and Rescale, and overall la-
tency. The lazy variant significantly reduces the number of
costly operations, resulting in improved performance.
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6.3 High Throughput AES Transciphering,.

We present high-throughput results for our AES-CTR transcipher-
ing circuit, incorporating all proposed optimizations. We com-
pare our throughput against the previous state-of-the-art method,
XBOOT [25], under identical execution environments by imple-
menting XBOOT on our machine using their recommended through-
put parameter, referred to as Param-AES-14, which corresponds
to XBOOT,4 in our parameter set (see Table 1).

While XBOOT was originally implemented on a CPU, we ported
their code to a GPU to match our execution environment. Our cir-
cuit processes 21> AES-128 blocks with a per-block throughput of
0.99 ms, achieving 1.58X faster performance than XBOOT. Further-
more, even for the same 2'* block size they originally targeted, our
circuit demonstrates superior throughput, as shown in Table 5.

6.3.1 Throughput according to the number of AES blocks. We ana-
lyze how throughput varies according to the number of AES blocks,
allowing us to identify which method—ours or XBOOT—is more
suitable under different scenarios. In general, when the number
of AES blocks exceeds 2!, our model consistently outperforms
XBOOT. Conversely, for smaller block sizes (fewer than 2!° blocks),
XBOOT shows better performance. This is because, in such cases,
fewer ciphertexts are required to represent AES bit data, and the
impact of our optimizations, such as BB-BTS and lazy SubByte,
becomes relatively minor.

The detailed throughput results are summarized in Table 5 and
the trend of throughput is illustrated in Figure 7. To ensure a fair
comparison, we apply our packing optimization to both ours and the
re-implemented XBOOT model when evaluating smaller numbers
of AES blocks. As mentioned in Section 5.2, certain cases require
additional masking operations depending on the packing layout,
which in turn affects the required circuit depth. To accommodate
this, we fix the parameter settings accordingly: we define Paramp
for our model and XBOOTpg for XBOOT to achieve the most favor-
able performance in such cases.

Specifically, we use Paramy for 215 213 211 and 210 AES-128
block evaluations; Paramp for 2'4 and 2'2; and Param¢ for 2°. On
the XBOOT side, we adopt XBOOT,4 for 215 214 and 22, and
XBOOTj for the remaining cases.

6.3.2  Precision for each parameter. We report the average precision
achieved for each parameter setting. For Paramy, the average
precision is AVG(|pt — Decg(ct)|) ~ 2713, For Paramp, it is
~ 27199 and for Paramc, ~ 2721, These are similar to the precision
reported in previous works [2, 25].

log;(Blocks) | 15 | 14 | 13 | 12 | 11 | 10 | 9
Ours (ms) 099 | 1.09 | 1.13 | 1.4 | 1.67 | 3.13 | 5.21
XBOOT (ms) | 1.57 | 1.57 | 1.87 | 1.58 | 1.99 | 2.25 | 3.62
Table 5: Throughput comparison depending on the number
of blocks. Ours shows better throughput until 2!' AES blocks.
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Figure 7: Throughput comparison between Ours and XBOOT
over different numbers of blocks.

6.4 Achieving Low Latency

We further try to achieve low latency through our optimized model.
To demonstrate the best-case performance, we consider the imple-
mentation of 2° AES-128 blocks, where only a single ciphertext
is required by fully utilizing both the real and imaginary parts in
the message. This results in a latency of 2.67s using Paramc. Fur-
thermore, to reduce the latency even more, we introduce a hybrid
approach that combines our conversion optimization in BTS with
the XBOOT method, yielding a lower latency of 1.86s.

6.4.1 Low latency for our model. In Table 6, we present latency
results for varying numbers of AES blocks. As the number of blocks
decreases, latency improves due to fewer BB-BTS evaluations, the
most time consuming part of our circuit. For the 2° blocks, all
bit data fits into a single ciphertext, eliminating the need for a
full BB-BTS and allowing our context conversion optimization to
efficiently support EvalMod.

We observe that when fewer than 8 ciphertexts are required to
encrypt the input, it becomes more efficient to evaluate the AES
circuit in complex context. This is because our optimized SubByte
generation inherently expands inputs to 8 ciphertexts, reducing
the benefit of starting with fewer. Moreover, evaluating over the
conjugate-invariant ring introduces about 1.4X higher latency than
the standard ring on GPUs due to hardware-level differences.

To this end, we design Param¢ to minimize both depth and ring
size. With this setting, we evaluate the entire AES circuit in the
complex context, applying lazy SubByte and context conversion
optimization only within BTS. All other components follow the
standard AES structure described in [2], with parameter tuning
inspired by [4, 5]. As a result, we achieve a latency of 2.67s. In
comparison, without the conversion optimization in BTS, the best
latency obtained is 2.72s, demonstrating the effectiveness of our
approach even in minimal configurations.
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log;(Blocks) 15 14 13 12 1 | 10 9
Data (KB) 512 256 128 64 32 16 8
Ours (s) 32.52 | 17.77 | 9.28 | 5.74 | 341 | 3.2 | 2.67
Table 6: Latency depending on number of blocks.

6.4.2 Hybrid approach. As noted in the previous paragraph, achiev-
ing low latency requires careful parameter tuning, as it has a more
significant impact than other optimizations. Our approach is in-
spired by XBOOT, which reduces the circuit depth by replacing
the XOR operation with Add and BinBoot as proposed in [4]. This
optimization saves one level per XOR operation, and the cleaning
step is merged into BinBoot, enabling the entire AES circuit to be
evaluated with just 3 levels per round. Consequently, it allows the
use of a smaller ring degree and improves latency.

In latency-oriented scenarios such as the 2? blocks, we adopt the
XBOOT technique to reduce circuit depth and further enhance per-
formance by combining it with our own lazy SubByte and context
conversion optimizations during BinBoot. This hybrid approach
achieves a latency of 1.86s, outperforming our original evaluation.

7 Conclusion

In this work, we propose a high-throughput AES transciphering
method using the CKKS scheme over discrete data. We reinterpret
and implement a context conversion technique between CKKS and
CI-CKKS within the HEaaN library, enabling flexible switching
between real and complex contexts. By applying this technique not
only to the BTS process but also across the entire AES transcipher-
ing circuit, we fully exploit the message space and improve compu-
tational efficiency. Furthermore, we integrate optimized SubByte
evaluation and a tailored packing strategy, collectively contributing
to additional improvements in both throughput and latency. Our
method remains compatible with real-valued computation and can
be extended to other CKKS-based applications that benefit from
high-throughput processing.
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