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Abstract. Lattice-based key-homomorphic encodings introduced by Boneh
et al. (Eurocrypt’14)—known as BGG+ encodings—underpin many prim-
itives, including key-policy attribute-based encryption (KP-ABE). Many
applications beyond KP-ABE require simulating the homomorphic eval-
uation of FHE ciphertexts over BGG+ encodings, which involves nonlin-
ear operations on integers of magnitude up to the ciphertext modulus q.
However, due to noise growth incurred by multiplication, the encodable
integers must be kept small, typically bits, thereby forcing nonlinear op-
erations to be simulated by Boolean circuits and incurring a circuit-size
blow-up polynomial in log2 q. Apart from resorting to costly bootstrap-
ping for BGG+ encodings, no method is known to beat this baseline.
We propose a method to evaluate lookup tables (LUTs) over BGG+ en-
codings that operates directly on base-B digit representations for 2 <
B <

√
q, with noise growth independent of the magnitudes of the encoded

integers. Consequently, this replaces the log2 q factor in the circuit-size
blow-up with logB q, yielding a reduction in evaluation time by a fac-
tor polynomial in log2 B. We obtain: (i) small-integer arithmetic with
base-B outputs in constant size; (ii) modulo-q multiplication with circuit
size quadratic in logB q; and (iii) homomorphic ciphertext multiplication
in the Gentry–Sahai–Waters FHE scheme (Crypto’13) with circuit size
approximately cubic in logB q. As an application, we build a KP-ABE
scheme that is selectively secure under the Ring-LWE assumption and
compatible with our LUT evaluation method. This reduces decryption
cost by a factor polynomial in log2 B at the expense of a polynomial-
in-B increase in decryption-key generation cost and decryption-key size,
which is an attractive trade-off because decryption is invoked far more
frequently than key generation in ABE applications.
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1 Introduction

Boneh et al. [BGG+14] introduced a lattice-based key-homomorphic encod-
ing (BGG+ encoding) to construct key-policy attribute-based encryption (KP-
ABE), in which ciphertexts are labeled with public attributes and decryption
keys embed access policies represented as arithmetic circuits. Beyond KP-ABE,



BGG+ encodings have been widely adopted in cryptographic primitives that,
under application-specific conditions, non-interactively reveal either statically
fixed or dynamically derived secrets. The following are non-exhaustive examples
that directly employ BGG+ encodings:

– Predicate encryption [GVW15].
– Private constrained PRF [BTVW17].
– Laconic function evaluation, single-key functional encryption (FE), and reusable

garbled circuits [GKP+13, QWW18, HLL23, AMYY25].
– Indistinguishability obfuscation (iO) [SBP25].

These applications require simulating the homomorphic evaluation of fully
homomorphic encryption (FHE) ciphertexts over BGG+ encodings. Many FHE
schemes rely on nonlinear operations on integers of size up to the ciphertext
modulus q—typically the same modulus used by the underlying BGG+ encod-
ings [GVW15, BTVW17, HLL23, AMYY25, SBP25]—such as modulo-q mul-
tiplication, digit decomposition, and floor operations [Bra12, FV12, CKKS17,
GSW13, CGGI18].

However, when performing multiplication over BGG+ encodings, encodable
integers must be bounded in absolute value by a small parameter p� q—typically
p = 1 (i.e., bits)—thereby forcing these nonlinear operations to be simulated
by Boolean circuits [GVW15, BTVW17, HLL23] 1. The resulting Boolean cir-
cuits have size poly(log2 q) and depth poly(log2 log2 q). For example, simulating a
modulo-q arithmetic circuit of size N and multiplicative depth D with a Boolean
circuit yields size O(N(log2 q)

2) and depth O(D log2 log2 q) = Õ(D) [KS73,
Wal64, Mon85].

One way to reduce this circuit-size blow-up is to resort to the expensive
bootstrapping methods for BGG+ encodings introduced in [HLL23, AKY24a],
which remove the dependence of q on the circuit depth D so that the log2 q factor
in the circuit-size blow-up is bounded by poly(λ). However, these methods rely on
evaluating FHE over BGG+ encodings, which itself requires efficient nonlinear
operations. Therefore, the central question of this work is:

Can we evaluate nonlinear operations over BGG+ encodings of
integers with absolute value up to the encoding modulus q more
efficiently than Boolean-circuit simulation, without resorting to
bootstrapping?

1.1 Our Results

We give an affirmative answer to the above question. We propose a new method
for evaluating lookup tables (LUTs) over BGG+ encodings. It operates directly
on base-B digit encodings for B > 2 rather than on bit encodings, thereby re-
placing the log2 q factor in the circuit-size blow-up incurred when simulating
1 This limitation arises because, when evaluating an arithmetic circuit of multiplicative

depth D over BGG+ encodings with intermediate integers bounded in absolute value
by p, the modulus q must scale as pD to ensure correctness [BGG+14].
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nonlinear operations with logB q. The noise growth incurred by LUT evaluation
is independent of the absolute values of the encoded integers; thus, increasing
B does not require a larger modulus q than Boolean-circuit simulation. Conse-
quently, even without bootstrapping, increasing B yields a poly(log2 B)-factor
reduction in the evaluation time of nonlinear operations over BGG+ encodings,
at the expense of a multiplicative poly(B) increase in the preprocessing time and
in the output size needed to generate public keys for BGG+ encodings.

Specifically, we show that the following nonlinear operations can be im-
plemented more efficiently than the Boolean-simulation baseline, omitting the
poly(λ) factor:

– Small-integer arithmetic with outputs decomposed into base-B digits: circuit
size O(1) and depth O(1).

– Modulo-q multiplication: circuit size O((logB q)2) and depth O(log2 logB q).
– Homomorphic ciphertext multiplication in the Gentry–Sahai–Waters (GSW)

FHE scheme [GSW13]: circuit size Õ((logB q)3) and depth O(log2 logB q).

As an application, we propose a KP-ABE scheme that is provably secure un-
der the Ring-LWE assumption and compatible with our LUT evaluation method.
This reduces decryption cost at the expense of higher decryption-key generation
cost and a larger decryption-key size. For example, when the access policy rep-
resents a modulo-q arithmetic circuit of size N and multiplicative depth D, the
decryption-time complexity scales as Õ(N poly(λ,D)

(log2 B)2 ), which is smaller than that
of prior KP-ABE schemes with B > 2. However, the key-generation time and
the decryption-key size in our scheme are Õ(B

2N poly(λ,D)
(log2 B)2 ), which may exceed

those of prior schemes. This is an acceptable trade-off because decryption is
typically performed much more frequently than key generation in ABE applica-
tions. Under this setting, Table 1 compares the asymptotic data sizes and the
decryption and key-generation time complexities of our scheme against those of
prior schemes.

1.2 Technical Overview

Review of BGG+ encodings in a ring setting: We first review the key-
homomorphic property of BGG+ encodings [BGG+14] in a ring setting. With
a public key a ∈ Rmg

q , which is a vector of mg polynomials chosen uniformly
at random, the BGG+ encoding of a polynomial z(X) under a is defined by
cT := s(X)(aT − z(X)gT ) + eT , where s(X) ∈ Rq is a secret polynomial,
gT := (1, . . . , 2dlog2 qe) is a gadget vector, and e ∈ Rmg

q is a vector of error
polynomials.

Addition and multiplication over Rq can be publicly performed over BGG+
encodings in a key-homomorphic manner. For example, to multiply encodings of
two input polynomials zu(X), zv(X) ∈ Rq, where the encodings have the form
cTu := s(X)(aTu − zu(X)gT ) + eTcu and cTv := s(X)(aTv − zv(X)gT ) + eTcv , one
can deterministically compute a public key aw ∈ R

mg
q and a matrix H×,w,z ∈
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Table 1: Comparision with prior lattice-based KP-ABE schemes where access
policies are modulo-q arithmetic circuits with input size L, circuit size N , and
depth D. For a base B ≥ 2, set a modulus q := λΘ(D·log2(D·log2 λ)) with B2 < q.
The first column lists the scheme name and its underlying lattice assumption,
where assumptions marked with † are non-falsifiable and have been attacked.
In all columns, Õ(·) hides poly(λ) and polylog(λ,D) factors. The second, third,
and fourth columns indicate the data size complexities of the components in
the header row of each column. The fifth and sixth columns report the per-gate
time complexities for decryption-key generation and decryption. Our scheme
processes n integers simultaneously; the data size and time complexities shown
in the last row are amortized per integer.
Scheme and
Assumption

|mpk| |ct| |dk| |KeyGen|/N |Dec|/N

[BGG+14]
/LWE

Õ(L poly(D)) Õ(L poly(D)) Õ(poly(D)) Õ(poly(D)) Õ(poly(D))

[HLL23]†
/evasive
circular LWE

Õ(L) Õ(L) Õ(1) Õ(1) Õ(1)

[AKY24a]†
/private-coin
evasive LWE

Õ(1) Õ(1) Õ(1) Õ(1) Õ(1)

[Wee24]
/succinct LWE

Õ(L2 poly(D)) Õ(poly(D)) Õ(poly(D)) Õ(poly(D)) Õ(poly(D))

[Wee25]
/succinct LWE

Õ(poly(D)) Õ(poly(D)) Õ(poly(D)) Õ(poly(D)) Õ(poly(D))

This work
/Ring-LWE

Õ(L poly(D)
log2 B

) Õ(L poly(D)
log2 B

) Õ(B
2N poly(D)

(log2 B)2
) Õ(B

2 poly(D)

(log2 B)2
) Õ( poly(D)

(log2 B)2
)

R2mg×mg
q such that(

aTu − zu(X)gT ,aTv − zv(X)gT
)
H×,w,z = aTw − zu(X)zv(X)gT

⇒(cTu , c
T
v )H×,w,z = s(X)

(
aTw − zu(X)zv(X)gT

)
+ (eTu , e

T
v )H×,w,z,

where aw is derived from au and av, and H×,w,z additionally depends on zu(X)

and zv(X). The norm of H×,w,z—denoted by
∥∥H×,w,z

∥∥
∞ and defined as the

maximum absolute value of the coefficients across all polynomial entries—satisfies∥∥H×,w,z

∥∥
∞ ≤ O(|zu(X)|), where the norm |zu(X)| is defined by the maximum

absolute coefficient of zu(X). Consequently, the error
∥∥(eTu , eTv )H×,w,z

∥∥
∞ can-

not be bounded if the norm |zu(X)| is as large as the modulus q; hence BGG+
encodings cannot directly perform arithmetic modulo q.

Lookup table evaluation over BGG+ encodings: We next introduce
our novel method to evaluate LUTs over BGG+ encodings. A LUT L consists
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of R rows, each containing an input–output pair; formally,

L :=
(
(x̄k(X), ȳk(X))

)
k∈[R]

∈ (Rq ×Rq)
R.

Given a BGG+ encoding of z(X), the method should return the encoding of
ȳk(X) if and only if there exists k ∈ [R] such that z(X) = x̄k(X) holds.

Intuitively, for each k ∈ [R], the method prepares a ciphertext carrying a
BGG+ encoding of ȳk(X) that is decryptable given the encoding of x̄k(X).
Concretely, the ciphertext is instantiated via lattice trapdoor preimage sampling.
Prior works [Ajt99, AP11, GPV08, MP12] provide an algorithm TrapGen that
samples a vector b ∈ Rmb

q together with a trapdoor b−1
σb

. Given any u ∈ Rm
q ,

the trapdoor enables sampling a preimage K ←$ b−1
σb

(u) such that bTK = uT ,
with ‖K‖∞ bounded by O(poly(λ) · log2 q). With input wire u and output wire
w of each LUT evaluation gate, the method first samples a public key aw ∈ R

mg
q

that is common for all k ∈ [R] and, for each k, defines the ciphertext associated
with the k-th input–output pair (x̄k(X), ȳk(X)) as the following preimage:

Kw,k ←$ (b,au − x̄k(X)g)−1 (aw − ȳk(X)g) ,

which can be sampled with the trapdoor b−1
σb

(and without a trapdoor for au −
x̄k(X)g) using the SampleRight algorithm in [BGG+14]2. Given an encoding of
zu(X) on wire u, we can obtain(

s(X)(bT ,aTu − zu(X)gT ) + eT
)
Kw,k = s(X)

(
aTw − ȳk(X)gT

)
+ eTKw,k

if and only if x̄k(X) = zu(X) except with negligible probability; hence, the
preimage serves as the desired ciphertext. Unlike multiplication between BGG+
encodings, the noise growth by the LUT evaluation is independent of the norm
|zu(X)|, i.e., ∥∥∥eTKw,k

∥∥∥
∞

‖eT ‖∞
≤ O(poly(λ) · log2 q).

Using the above method, we define key-homomorphic evaluation over BGG+
encodings for polynomial circuits that take polynomials in Rq as inputs and
whose gates are one of the following types: (1) addition on input-dependent poly-
nomials; (2) fixed-operand multiplication (i.e., multiplying an input-dependent
polynomial by an input-independent polynomial); and (3) evaluation of an input-
independent LUT. Notably, they do not natively support multiplication of input-
dependent polynomials, which is performed via LUTs as shown in Section 4. The
key-homomorphic evaluation provides the following deterministic algorithms for
polynomial circuits with input size L and output size M :

– EvalC Rq
(aone, (ainp,i)

T
i∈[L],b

−1
σb

, C) → ((aout,i)
T
i∈[M ],KC,LUT): This takes as

input vectors aone,ainp,1, . . . ,ainp,L ∈ R
mg
q , a trapdoor b−1

σb
, and a circuit C.

This outputs vectors aout,1, . . . ,ainp,M ∈ R
mg
q and a set of matrices KC,LUT

containing preimages sampled for all LUT evaluation gates in C.
2 Our formal construction uses SampleRight in a non-black-box manner because the

security proof in Subsection 5 relies on the internal structure of Kw,k.
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– EvalCX Rq
(aone, (ainp,i)

T
i∈[L], C,KC,LUT,xL)→ HC,x: This takes as input vec-

tors aone,ainp,1, . . . ,ainp,L ∈ R
mg
q , a circuit C, the set of matrices KC,LUT

output by the above algorithm, and a vector of input polynomials xL ∈ RL
q .

This outputs a matrix HC,x ∈ R
(mb+(L+1)mg)×Mmg
q , provided that all inputs

to LUT evaluation gates lie in the domains of their corresponding LUTs.

Then it holds that(
bT ,aTone − gT ,aTinp,1 − x1(X)gT , . . . ,aTinp,L − xL(X)gT

)
HC,x

=
(
aTout,1 − y1(X)gT , . . . ,aTout,M − yM (X)gT

)
,

where yµ(X) ∈ Rq is the µ-th output of C for every µ ∈ [M ]. When the cir-
cuit C has depth D, we have

∥∥HC,x

∥∥
∞ ≤ O(B

D
max) with a constant parameter

Bmax = O(poly(λ) · log2 q). By fully replacing multiplication of input-dependent
polynomials with LUTs, we circumvent the limitation in BGG+ encodings,
thereby making the accumulated error independent of the norms of the encoded
polynomials.

In a polynomial circuit with NLUT LUT evaluation gates, each defined for a
LUT of size at most Rmax, the time complexity of the EvalC Rq

algorithm scales
linearly with RmaxNLUT because it generates a preimage for every row of every
LUT. This implies that the size of KC,LUT is also proportional to RmaxNLUT. In
contrast, the time complexity of the EvalC Rq

algorithm is proportional only to
NLUT. This is because, with O(1) access to the preimage for row matching the
input, multiplying the selected preimage by the input BGG+ encoding has cost
independent of Rmax.

Efficient Nonlinear Operations over BGG+ Encodings: In Section 4,
we show that the following nonlinear operations can be implement in polynomial
circuits with LUTs:

– Small integer arithmetic whose output is decomposed into base-Bp dig-
its (Subsection 4.1).

– Modulo-q arithmetic (Subsection 4.2).
– Homomorphic multiplication of GSW FHE ciphertexts (Subsection 4.3).

Importantly, the circuits for all these operations have sizes that do not depend
on log2 q. This is achieved by encoding integers of bounded size into polynomials
carried by BGG+ encodings and completing each nonlinear operation on those
integers with a single LUT evaluation gate. In this subsection, we detail the
implementation of modulo-q arithmetic and explain how it relates to the other
two operations.

Modulo-q arithmetic over BGG+ encodings: In Subsection 4.2, we
formally pack n integers into the evaluation slots of each polynomial and perform
arithmetic modulo q in parallel. For simplicity, however, we first present the
single-slot case, where one integer is placed in the constant term. Since only a
small integer can be encoded in each BGG+ encoding, we represent the integer
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in a multi-precision form. Let wp :=
⌈
logBp

q
⌉

and [wp] := {1, . . . , wp}3. For
any x̃ ∈ Zq, let x̃ := (x̃1, . . . , x̃wp)

T ∈ {0, Bp − 1}wp denote the base-Bp digit
decomposition of x̃, i.e., x̃ =

∑
`∈[wp]

x̃` B
`−1
p . In the following, we employ BGG+

encodings of x̃ instead of a single encoding of x̃ 4.
We discuss how to simulate modular multiplication over BGG+ encodings

using the operations available in the polynomial circuits introduced above. The
procedure consists of two steps: first we compute the product over the integers,
and then we reduce the result modulo q. The first step outputs BGG+ encodings
of the multi-precision representation of the integer product of two inputs x̃, ỹ ∈
Zq by invoking the method for small integer multiplication in Subsection 4.1.
Given encodings of the multi-precision forms x̃ := (x̃l)l∈[wp] and ỹ := (ỹr)r∈[wp]

in Zwp
q , we apply two LUTs, Lmod and Lfloor, to every pair (x̃l, ỹr) with l, r ∈ [wp]

5:

– For each k1, k2 ∈ {0, . . . , Bp−1}, the (k1+k2Bp+1)-th pair in Lmod contains
an input k1 + k2Bp ∈ Rq and an output k1k2 mod Bp ∈ Rq.

– For each k1, k2 ∈ {0, . . . , Bp−1}, the (k1+k2Bp+1)-th pair in Lfloor contains
an input k1 + k2Bp ∈ Rq and an output bk1k2/Bpc ∈ Rq.

We supply the encoding of x̃l + ỹrBp to these LUTs so that matching entries
exist. The low digit returned by Lmod and the high digit returned by Lfloor are
accumulated into the (l+ r)-th and (l+ r+1)-th unreduced limbs, respectively.
We reduce these limbs and obtain the normalized product digits by simulating
a carry-lookahead adder such as Kogge–Stone adder [KS73], where the depth is
bounded by O(log2 wp).

The second step, namely modular reduction, is performed via Montgomery
reduction [Mon85]. This replaces division by q with division by and reduction
modulo Rp := B

wp
p , which are free operations since the product out of the first

step is already represented by its base-Bp digits. By implementing the above as a
polynomial circuit and evaluating it over BGG+ encodings, we obtain encodings
of the multi-precision form of the modular multiplication result.

Excluding polynomial additions, the depth of the polynomial circuit for
modulo-q multiplication is bounded by O(log2 wp) = O(log2 logBp

q). The size
of the circuit along with the number of LUT evaluation gates is O(nw2

p) =
O(n(logBp

q)2). The formal implementation processes n integers with this cir-
cuit size6; hence the amortized size per integer is O((logBp

q)2). This is smaller
than the O((log2 q)2) size required to simulate modulo-q multiplication with a

3 We will later redefine wp as wp :=
⌈
logBp

qmax

⌉
.

4 In our formal definiton in Definition 5, the multi-precision form of x is defined as
the digits of xRp, where Rp is a constant to implement Montgomery multiplica-
tion [Mon85].

5 The inputs and outputs in these LUTs are treated as constant polynomials in Rq

rather than as integers since our LUT evaluation method is defined for polynomials.
6 However, our method cannot fully benefit from SIMD optimizations because the

LUT evaluation technique must still be applied separately to each evaluation slot.
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Boolean circuit, thereby—for the same q—yielding a O((log2 Bp)
2) speedup in

evaluating BGG+ encodings over prior schemes. As a trade-off, the time com-
plexity of public-key generation in our scheme increases to O((Bp logBp

q)2),
which is acceptable since it is performed only once per circuit during preprocess-
ing.

Our implementation of GSW FHE evaluation in Subsection 4.3 uses arith-
metic modulo q to multiply the matrices corresponding to FHE ciphertexts.
However, ciphertext multiplication additionally requires decomposing each en-
try of the right-hand input matrix into base-Bg digits [GSW13]. Fortunately,
when Bp = Bg, the integers processed above are already in decomposed form,
so we can directly reuse the above modulo-q multiplication with minor modifi-
cations to multiply a digit-decomposed matrix.

KP-ABE for polynomial circuits with LUTs: As an application of our
new BGG+ encoding evaluation technique, Section 5 presents a KP-ABE scheme
for polynomial circuits with LUTs. The construction is almost the same as one
proposed by Boneh et al. [BGG+14] and extended to a ring setting in [DDP+18],
and the security is proven based on Ring-LWE [LPR10]. However, the decryption
key additionally includes preimages for all LUT evaluation gates in C, as output
by the EvalC Rq

algorithm.
Our scheme supports arbitrary access policies expressed as polynomial cir-

cuits and thus accommodates the aforementioned nonlinear operations. For ex-
ample, when the modulo-q multiplication described above is adopted, ignoring
the poly(λ) factor, the asymptotic data size and time complexities of our scheme
are summarized as follows:

– The decryption time scales as Õ(w2
p poly(log2 wp)).

– The decryption-key size and generation time scale as Õ(B2
pw

2
p poly(log2 wp)).

– The encryption time and the ciphertext size scale as Õ(wp poly(log2 wp)).

Since wp :=
⌈
logBp

q
⌉
< dlog2 qe with Bp > 2, our scheme reduces the decryption

and encryption time and the ciphertext size, while increasing the key-generation
cost and the decryption-key size. This is an acceptable trade-off because decryp-
tion is typically performed much more frequently than key generation in ABE
applications.

1.3 Related Work

Lattice-based KP-ABE for circuits: We review prior lattice-based KP-ABE
schemes for circuits building on [BGG+14]. Hsieh et al. [HLL23] proposed a
KP-ABE scheme whose access policies support circuits of unbounded depth,
thereby removing depth dependence from parameters. This is achieved by a new
bootstrapping technique: performing FHE evaluation over BGG+ encodings to
refresh the accumulated noise in encodings. Consequently, the master public key,
ciphertext, and decryption key sizes in that scheme are independent of the circuit
depth D. Agrawal et al. [AKY24a] further improved these sizes to optimal com-
plexities by combining FE for pseudorandom functions, iO for pseudorandom
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Table 2: Comparison with prior lattice-based KP-ABE schemes for read-only
RAM, in which the access policy sequentially evaluates D distinct LUTs
Li ∈ (ZR × ZS)

R ⊂ (Rq ×Rq)
Ri ∈ [D]. Full details of the setting are presented

in Subsection 1.3. In all columns, O(·) hides the poly(λ,D) factor, and O(·)†

additionally hides the poly(log2 R) factor.
Scheme and
Assumption

|ct| |dk| |KeyGen| |Dec|

[AFS19]
/LWE

O(poly(log2 R))
(Ω(D4))

O(R · log2 S)† O(R · log2 S)† O(log2S)†

[DHM+24]
/LWE

O(poly(log2 R)) O(R · log2 S)† O(R · log2 S)† O(log2S)†

[AMR25]
/Decomposed-LWE

O(poly(log2 R)) O(log2 S)† O(R · log2 S)† O(log2 S)†

This work
/Ring-LWE

O(1) O(R · logR S) O(R · logR S) O(logR S)

functions with polynomial-sized input domain [AKY24b], and additional primi-
tives known to exist assuming one-way functions and the LWE assumption; the
first two components also require evaluating FHE over BGG+ encodings. How-
ever, their scheme composes multiple cryptographic primitives in a largely black-
box manner, making it unclear whether its concrete efficiency surpasses that of
other schemes. In addition, these depth-unbounded schemes [HLL23, AKY24a]
rely on the evasive LWE assumption, which is non-falsifiable and has been at-
tacked [BUW24, DJM+25, HJL25, AMYY25].

By contrast, Wee [Wee24] achieved ciphertexts of size poly(λ,D)—and hence
independent of the input size L—under a falsifiable lattice assumption known
as succinct LWE. Subsequently, under the same assumption with different pa-
rameters, Wee [Wee25] further reduced the master public key size so that all
component sizes depend only on poly(λ,D). In these KP-ABE schemes, a cipher-
text needs to carry only an LWE instance for a succinct commitment matrix—
whose size is poly(λ,D)—rather than raw BGG+ encodings. The evaluation
of the expanded BGG+ encodings during decryption is essentially the same
as in [BGG+14]; therefore, our decryption improvements also apply to Wee’s
schemes.

In summary, recent work has mainly focused on improving data-size com-
plexity; apart from eliminating depth dependence via expensive bootstrapping
in [HLL23, AKY24a], improvements to the time complexity of decryption have
received little attention. More concretely, because prior schemes are designed to
evaluate Boolean circuits over BGG+ encodings, evaluating full-domain arith-
metic circuits incurs a multiplicative overhead of roughly (log2 q)

2—ignoring
lower-order polylogarithmic factors—in the decryption complexity. These are
precisely the limitations our work addresses (Table 1).
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Key-homomorphic encodings for read-only RAM: To the best of our
knowledge, no prior work has studied LUT evaluation over BGG+ encodings.
However, LUT evaluation can be viewed as a special case of read-only RAM,
where the database contents are fixed in advance. Prior works [AFS19, DHM+24,
AMR25] proposed methods that, over BGG+ encodings, map a database address
to the bit stored at that address. Table 2 compares our method for sequentially
evaluating D distinct LUTs Li ∈ (ZR × ZS)

R ⊂ (Rq ×Rq)
Ri ∈ [D] with prior

work, in the setting where each output value is stored at the database location
indexed by its corresponding input, and the output of each LUT serves as input
to the next LUT.

The method proposed by Ananth et al. [AFS19] is similar to ours because
both methods employ lattice preimages [MP12] to transform the encoding of the
input into that of the output, where preimages for all inputs in the LUT are
provided in preprocessing. Consequently, for both methods under the KP-ABE
setting, the decryption-key generation time and key size grow linearly with R.

However, there are two important differences. First, their method encodes
only bits, whereas ours encodes the input as a single integer in ZR; consequently,
their method incurs an O(log2 R) overhead for each output bit. Second, their
preimages are agnostic to the LUT outputs; instead, they use a separate encoding
of the output under a public key that is unique to the index of each input–output
pair. This encoding requires Θ((log2 q)

2) vectors in Zm
q , where m := Θ(n log2 q)

with a lattice dimension n, and log2 q scales as Ω(D); hence the number of their
ciphertext size grows as Ω(D4).

Dong et al. [DHM+24] achieves a ciphertext size such that the number of
Zq elements is independent of D. Instead of relying on lattice preimages, their
method views the reading process as a log2 R-step recursion applying a selector
function on input the i-th input bit for each i ∈ [log2 R]. In the KP-ABE setting,
the decryption-key generation time and key size also grow linearly with R log2 R,
and the decryption time incurs an O(log2 R) overhead for each output bit.

Abram et al. [AMR25] reduces the decryption-key size to be independent
of R, except for a log2 R factor. Specifically, when we use their method for
LUT evaluation, outputs of each LUT can be compressed into a succinct digest.
Their method provides a procedure that on input the BGG+ encodings of the
digest and the read address—i.e., the input to LUT—returns the encoding of
the corresponding output in the LUT, which is associated to a public key that
depends on neither the digest nor the address. During the evaluation of BGG+
encodings, i.e., decryption in KP-ABE, the evaluator does not need to expand
the tree; instead they climbs up the branch of the tree corresponding to each bit
of the input in time O(poly(λ,D, log2 R)). The public key corresponding to the
output read from the database can be derived only from the public keys for bits
of x; however, the digest computation requires O(poly(λ,D,R)).

The key difference from prior methods is that our method encodes a log2 R-bit
integer directly into a single encoding, whereas prior work still encodes only indi-
vidual bits. Consequently, we can feed log2 R bits directly to a LUT and obtain
log2 R bits directly from it, avoiding the log2 R and log2 S overheads. However,
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compared to the state-of-the-art of Abram et al. [AMR25], our decryption-key
size remains proportional to R.

2 Preliminaries

2.1 Notations

For any integers i, j ∈ Z such that i ≤ j holds, let [0], [i], [i, j], respectively,
denote sets ∅, {1, . . . , i}, and {i, i+ 1, . . . , j}. We write a vector and a matrix in
bold letters, e.g., a and A. Unless explicitly noted, vectors are column vectors.
An entry of a vector a and a matrix A are specified by ai and ai,j . Let (ai)i∈[n]

represent a vector with n rows. The size of a is denoted by |a|. For n elements
a1, . . . , an, For a matrix A with n rows and m columns, the `2-norm and the
entry-wise infinity norm of A are, respectively, defined as below:

‖A‖2 := max
‖x‖

2
=1
‖Ax‖2 , ‖A‖∞ := max

i∈[n],j∈[m]
{|ai,j |},

where ‖x‖2 :=
√
Σi∈|x|x

2
i .

We denote by (A,B) the column-wise concatenation of two matrices A and
B with n rows and m1 and m2 columns, respectively. For a matrix A :=
(a1, . . . ,am) with n rows and m columns, let flatten(A) denote a function to
flatten the columns of A, i.e.,

flatten(A) :=

a1
...

am

 .

For any m ∈ N and i ∈ [m], let ui,m and 0m denote the i-th unit vector of
size m and the zero vector of size m, respectively. An identity matrix of size m
and a zero matrix of row size n and column size m are denoted by Im, 0n×m,
respectively.

A security parameter is denoted by λ. A function negl(λ) : N → R is said
to be negligible, if for every constant c > 0, there exists an integer n ∈ N such
that negl(λ) < λ−c holds for all λ > n. We use the notation x ←$ X to indi-
cate that x is sampled from a distribution X . For two distributions X and Y,
X c≈ Y means that X and Y are computationally indistinguishable for all proba-
bilistic polynomial-time (PPT) adversaries except with a negligible probability.
Similarly, X s≈ Y means that X and Y are statistically indistinguishable for all
unbounded distinguishers except with a negligible probability.

Let Zq := Z/qZ be the integers modulo q for the modulus q ≥ 2. An integer
x ∈ Zq has the representative element in [0, q). For two vectors x,y ∈ Zn

q , we
write x � y, x � y, and x � y for the entrywise addition, subtraction, and
multiplication modulo q, respectively; that is, x � y := (xi + yi mod q)i∈[n],
x � y := (xi − yi mod q)i∈[n], and x � y := (xiyi mod q)i∈[n].

11



We denote a cyclotomic ring by R := Z[X]/(Xn + 1), where n := poly(λ)
is a power-of-two integer. Let Rq := R/qR be the quotient ring for an integer
modulus q ∈ N. We write R2,R3 ⊂ Rq to denote the sets of polynomials in
Rq such that each coefficient of the polynomial is chosen uniformly at random
from {0, 1} and {0,±1}, respectively. A function Roundq/4 : Rq → R2 on input
a polynomial a(X) ∈ Rq outputs another polynomial b(X) ∈ R2 such that, for
each i ∈ [n], the i-th coefficient of b(X) is 1 if that of a(X) is within [ q4 ,

3q
4 ) and

0 otherwise.
For a polynomial a(X) ∈ Rq, let |a(X)| denote the maximum absolute value

of the coefficients of a(X). For two matrices A ∈ Rl×m
q and B ∈ Rm×`

q , it
holds that ‖AB‖∞ ≤ nm ‖A‖∞ ‖B‖∞. For a base integer B ≥ 2 and m :=
dlogB qe, a digit decomposition of an integer a ∈ Zq is defined by digitsB,m(a) :=

(a1, . . . , am)T ∈ Zm
q , where ai is the i-th least significant digit of a, i.e., a =∑

i∈[m] B
i−1ai. Similarly, for a polynomial a(X) ∈ Rq, we define digitsB,m(a(X)) :=

(a1(X), . . . , am(X))T ∈ Rm
q , where for every j ∈ [n], the j-th coefficient of

ai(X) is the i-th least significant digit of the j-th coefficient of a(X), i.e.,
a(X) =

∑
i∈[m] B

i−1ai(X).
There exists a primitive 2n-th root of unity ω ∈ Zq. Let number-theoretic

transform (NTT)—NTT : Rq → Zn
q —be defined as below:

NTT (a(X)) := (a(ω1), a(ω3
i ), . . . , a(ω

2n−1
i ))T .

The output of NTT (a(X)) is referred to the evaluation slots of a(X). We also
define an inverse function of NTT —NTT −1 : Zn

q →Rq—as below:

NTT −1((a(ω1), a(ω3), . . . , a(ω2n−1))T )

:= Σi∈[n]a(ω
2i−1)`i(X)

= a(X),

where `i(X) :=
∏

k∈[n]/{i}
X−ω2k−1

ω2i−1−ω2k−1 mod qR is the i-th Lagrange basis poly-
nomial in Rq whose domain is (ω1, ω3, . . . , ω2n−1).

2.2 Lattices

Lattices and Gaussian: Fix positive integers n,m, q ∈ N. For a vector a ∈ Rm
q ,

define a q-ary orthogonal lattice by Λ⊥(aT ) := {x ∈ Rm
q : aTx = 0 mod qR}.

Its coset for a polynomial u(X) ∈ Rq is defined by Λ⊥
u(X)(a

T ) := {x ∈ Rm
q :

aTx = u(X) mod qR}.
Let D

Λ⊥
u(X)

(aT ),σ
denote a discrete Gaussian distribution over a lattice coset

Λ⊥
u(X)(a

T ) for a parameter σ and a center 0. For a vector u = (ui(X))i∈[`] ∈
R`

q, let DΛ⊥
u (aT ),σ ⊂ R

m×`
q be a distribution such that each column of K ←$

DΛ⊥
u (aT ),σ is sampled from D

Λ⊥
ui(X)

(aT ),σ
for every i ∈ [`], i.e., aTK = uT holds.

Following Lemma 1 in [HLL23], we truncate DR,σ to make the bound deter-
ministic as below.
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Lemma 1 (Tail Bound of DR,σ [MP12, HLL23]). There exists B0 ∈ Θ(
√
λ)

such that

Pr
[
|e(X)| ≥ σB0 : e(X)← DR,σ

]
≤ 2−λ for all σ ≥ 1 and λ ∈ N.

Let B ≥ 0, the distribution DR,σ,≤B is sampled by first sampling e(X)←$ DR,σ,
then returning e(X) if |e(X)| ≤ B, and 0 otherwise. Let σ ≥ 1 and B = σ ·
Θ(
√
λ), then DR,σ,≤B is 2−Ω(λ)-close to DR,σ.

Gadget matrix: For a base Bg ≥ 2 and mg :=
⌈
logBg

q
⌉
, define a gadget

vector as follows:

g := (B0
g , B

1
g , . . . , B

mg−1
g )T ∈ Rmg

q .

For a polynomial u(X) ∈ Rq, a vector g−1(u(X)) ∈ Λ⊥
u(X)(g) is defined by

g−1(u(X)) := digitsBg,mg
(u(X)) ∈ Rmg

q .

For a vector u ∈ R`
q, a matrix g−1(u) := (g−1(u1(X)), . . . ,g−1(u`(X))) ∈

Rmg×`
q satisfies gTg−1(u) = uT .

Trapdoor and preimage sampling: We use PPT algorithms for trapdoor
generation and preimage sampling in the ring setting introduced in prior works:

– TrapGen(1n, 1m, 1q)→ (a,a−1
σ ) [Ajt99, AP11, GPV08, MP12]: This takes as

input integers n, q ∈ N and m = Θ(log2 q). This outputs a vector a ∈ Rm
q

and a trapdoor a−1
σ . The vector a is negl(n)-close to uniform. For a parameter

σ = O(n log2 q)ω(
√
log2 m) and a vector u ∈ R`

q, the trapdoor a−1
σ allows

one to efficiently sample a preimage K ←$ a−1
σ (u) such that aTK = uT ,

‖K‖∞ ≤ σ
√
λ, and K is negl(n)-close to a coset DΛ⊥

u (aT ),σ ⊂ R
m×`
q .

– SampLeft(a,S, z(X),u, σ)→ L [ABB10, BGG+14, DDP+18]: This takes as
input a vector a ∈ Rm

q , a matrix S ∈ Rm×`
q , a polynomial z(X) 6= 0, a vector

u ∈ R`
q, and a parameter σ >

√
5 ‖S‖2 ω(

√
log2 m). This outputs a matrix

L ∈ Rm×`
q such that L is negl(n)-close to a coset DΛ⊥

u ((aT ,aTS+z(X)gT )),σ.7

Statistical lemmas: We introduce the following lemmas regarding statisti-
cal indistinguishability.

Lemma 2 (Distribution of Preimages [GPV08, AP16]). For (a,Ta) ←
TrapGen(1n, 1m, 1q), σ = O(n log2 q)ω(

√
log2 m), and ` ∈ N, the following dis-

tributions are statistically indistinguishable:{
(a,K,u) : u ←$R`

q,K ← a−1
σ (u)

} s≈
{
(a,K,u) : K ←$ Dm×`

R,σ ,uT := aTK
}
.

7 In the original definition in [ABB10], given a trapdoor b−1
σ corresponding to a vector

b, one can sample a preimage close to DΛ⊥
u ((aT ,aTS+bT )),σ. However, in similar

to [BGG+14], our definition fixes b to the gadget vector g.
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We prove the following lemma about randomness extraction in a ring setting
in a similar manner to Lemma 13 in [ABB10].

Lemma 3 (Randomness Extraction [DRS04, ABB10, BCH+24]). Let
1 < d1, . . . , dh ≤ n be powers of two. Fix distinct prime integers q1, . . . , qh such
that qi = 2di + 1 mod 4di for every 1 ≤ i ≤ h, and 3 ≤ mini∈[h]

q
1/di
i√
di

. Let
positive integers B and q =

∏
i∈[h] qi. For a security parameter λ, set

m ≥ 1

log2 3

(
log2 q + log2 B +

2λ

n

)
. (1)

For all vectors e ∈ Rm
q such that |e| ≤ B and a ←$Rm

q , it holds that{
(a,aT r, eT r) : r ←$Rm

3

} s≈
{
(a,uT , eT r) : u ←$Rm

q

}
.

Proof. The Proof is deferred to Appendix A.1. ut

Hardness assumptions: Our security proof in Section 5 relies on the hard-
ness of the Ring Learning with Errors (Ring-LWE) assumption.

Assumption 1 (Ring Learning with Errors (Ring-LWE) [LPR10]). Fix
positive integers q ≤ 2,m = poly(λ) and let n be a power of two. Let χs, χe be
distributions over Rq. The Ring-LWE assumption is said to be hard if for every
PPT adversary, the following holds:{

(a,b) : bT := s(X)aT + eT
} c≈

{
(a,b) : b ←$Rm

q

}
,

where a ←$Rm
q , s(X)←$ χs, and e ←$ χm

e .

The original definition [LPR10] recommends instantiating the error distribu-
tion χe as a discrete Gaussian DR,σ with sufficiently large σ. It further suggests
taking the secret distribution χs to be either the same as the error distribution
or uniform over Rq. In practice, however, χs is often instantiated with a ternary
distribution R3 to improve efficiency [ACC+21]. We therefore use R3 for χs.

2.3 Key-Homomorphic Encoding à la BGG+

We recall key-homomorphic properties of BGG+ encodings [BGG+14] with mi-
nor modifications to the construction in a ring setting introduced in [DDP+18].
However, we omit multiplication of encodings because we can replace it with a
LUT evaluation as shown in Subsection 4.2.

Lemma 4 (Key-Homomorphic Properties of BGG+ Encodings [BGG+14,
DDP+18]). Fix a positive integer q,Bg ≥ 2, and let n be a power of two. Set
mg :=

⌈
logBg

q
⌉
. There exist the following deterministic algorithms that satisfy

key-homomorphic properties defined as below.

– EvalAdd(au,av) → aw: This takes as input two vectors au,av ∈ R
mg
q and

outputs a vector aw ∈ R
mg
q .
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– EvalAddX() → H+,w,z: This takes no input and outputs a matrix H+,w,z ∈
R2mg×mg

q such that the following holds:(
aTu − zu(X)gT ,aTv − zv(X)gT

)
H+,w,z = aTw − (zu(X) + zv(X))gT ,

where aw ← EvalAdd(au,av) and
∥∥H+,w,z

∥∥
∞ = 1.

– EvalFixedMul(au, α(X))→ aw: This takes as input a vectors av ∈ R
mg
q and

a polynomial α(X) ∈ Rq. This outputs a vector aw ∈ R
mg
q .

– EvalFixedMulX(α(X)) → Hα,w,z: This takes as input a polynomial α(X) ∈
Rq. This outputs a matrix Hα,w,z ∈ R

mg×mg
q such that the following holds:(

aTu − zu(X)gT
)
Hα,w,z = aTw − (α(X)zu(X))gT ,

where aw ← EvalFixedMul(au, α(X)) and
∥∥Hα,w,z

∥∥
∞ ≤ Bg − 1.

Proof. The proof is deferred to Appendix A.2. ut

2.4 Key-Policy Attribute-based Encryption

We recall the definition of KP-ABE for a circuit class Cλ := {C : Xλ → Yλ}
and message spaceM, following [BGG+14]. The algorithms are defined with the
following syntax:

– Setup(1λ) → (mpk,msk): This takes as input a security parameter λ and
outputs a master public key mpk and a master secret key msk.

– Enc(mpk, att, µ) → ct: This takes as input a master public key mpk, at-
tributes att ∈ X , a message µ ∈M. This outputs a ciphertext ct.

– KeyGen(msk, C) → dkC : This takes as input a master secret key msk and a
circuit C ∈ C. This outputs a decryption key dkC .

– Dec(mpk, att, C, ct, dkC) → µ or ⊥: This takes as input a master public key
mpk, attributes att ∈ X , a circuit C ∈ C, a ciphertext ct, and a decryption
key dkC . This outputs a message µ ∈M or a symbol ⊥.

Definition 1 (Correctness of KP-ABE). An KP-ABE scheme KP-ABE =
(Setup,Enc,KeyGen,Dec) for a circuit class Cλ and a message class M is said
to be correct if for all λ ∈ N, messages µ ∈ M, attributes att ∈ X , and circuits
C ∈ C such that C(att) = 0, it holds that

Pr

Dec(mpk, att, C, ct, dkC) = µ :

(mpk,msk)← Setup(1λ),
ct← Enc(mpk, att, µ),
dkC ← KeyGen(msk, C)

 = 1− negl(λ).

We follow [BGG+14] in defining selective security for KP-ABE; the only dif-
ference is that our key-generation oracle KG requires C(att?) 6= 0 and C(att?) 6=⊥,
ruling out cases where a LUT-evaluation gate outputs ⊥ in Section 5.
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Definition 2 (Selective Security for KP-ABE). An KP-ABE scheme KP-ABE =
(Setup,Enc,KeyGen,Dec) for a circuit class Cλ and a message class M is said
to be selectively secure if for all PPT adversaries A = (A1,A2,A3), there is a
negligible function negl(λ) such that

Advsel
KP-ABE,A(λ) :=

∣∣Pr[EXP 0
KP-ABE,A(λ) = 1

]
− Pr

[
EXP 1

KP-ABE,A(λ) = 1
]∣∣

≤ negl(λ),

where for each b ∈ {0, 1} and λ ∈ N. The experiment EXP b
KP-ABE,A(λ) is defined

as follows:

1. (att?, state1)← A1(λ), where X̃? ∈ Zn×L
q

2. (mpk,msk)← Setup(1λ)
3. (µ0, µ1, state2)← A

KG(msk,att?,·)
2 (mpk, state1)

4. ct∗ ← Enc(mpk, X̃?, µb)

5. b′ ← AKG(msk,att?,·)
3 (ct∗, state2)

6. Output b′,

where KG(msk, att?, C) on input a circuit C ∈ C returns a decryption key dkC ←
KeyGen(msk, C) if C(att?) /∈ {0,⊥} and ⊥ otherwise.

3 Lookup Table Evaluation over BGG+ Encodings

3.1 Key-Homomorphic Evaluation of Lookup Tables

We provide two algorithms to key-homomorphically evaluate a lookup table
(LUT), converting a BGG+ encoding and the corresponding public key for an
input polynomial x̄k(X) ∈ Rq into those for an output polynomial ȳk(X) ∈
Rq. Notably, these input and output encodings are allowed to encode arbitrary
polynomials in Rq, not just bits.

The LUT for polynomials is formally defined as below:
Definition 3 (Lookup Table for Polynomials). A LUT for polynomials with
a size R, denoted by L, is an ordered R-tuple of pairs, each of which consists of
a key x̄i(X) ∈ Rq and a value ȳi(X) ∈ Rq:

L :=
(
(x̄1(X), ȳ1(X)), . . . , (x̄R(X), ȳR(X))

)T
∈ (Rq ×Rq)

R.

We require inputs to be pairwise distinct: for all k 6= k′ ∈ [R], x̄k(X) 6= x̄k′(X).
Additionally, for a LUT L, two deterministic functions LUT idx

L : Rq → [R]∪
{⊥} and LUT out

L : Rq →Rq ∪ {⊥} are defined as follows:

LUT idx
L (z(X)) :=

{
k if ∃ k ∈ [R] s.t. x̄k(X) = z(X),

⊥ otherwise,

LUT out
L (z(X)) :=

{
ȳk(X) if ∃ k ∈ [R] s.t. x̄k(X) = z(X),

⊥ otherwise.
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Algorithm 1 EvalLut
Input: au ∈ R

mg
q , trapdoor b−1

σb
for b ∈ Rmb

q , L ∈ (Rq ×Rq)
R.

Output: aw ∈ R
mg
q , Kw,1, . . . ,Kw,R ∈ R

(mb+mg)×mg
q .

1: aw ←$Rmg
q .

2: Parse L as
(
(x̄1(X), ȳ1(X)), . . . , (x̄R(X), ȳR(X))

)
.

3: for k ∈ [R] do
4: Kw,k, lo ←$ Dmg×mg

R,σb,≤σb

√
λ
.

5: pT
w,k := aT

w − ȳk(X)gT −
(
aT
u − x̄k(X)gT

)
Kw,k, lo.

6: Kw,k, hi ←$ b−1
σb

(pw,k).

7: Kw,k :=

(
Kw,k, hi
Kw,k, lo

)
.

8: end for
9: return aw, Kw,1, . . . ,Kw,R.

Algorithm 2 EvalLutX

Input: L ∈ (Rq ×Rq)
R, Kw,1, . . . ,Kw,R ∈ R

(mb+mg)×mg
q , zu(X) ∈ Rq.

Output: HL,w,z ∈ R
(mb+mg)×mg
q or ⊥.

1: k := LUT idx
L (zu(X)).

2: if k =⊥ then
3: return ⊥.
4: end if
5: HL,w,z := Kw,k.
6: return HL,w,z.

The concrete algorithms for evaluating a LUT L over BGG+ encodings are
given in Algorithm 1 and 2. Then these algorithms satisfy the properties stated
in the following lemma.

Theorem 1 (Key-Homomorphic Evaluation of Lookup Tables). Fix pos-
itive integers q,Bg ≥ 2, R and let n be a power of two. Set mg :=

⌈
logBg

q
⌉
,

mb := Θ(log2 q) and σb := O(n log2 q)ω(
√
log2 mb). For any LUT L ∈ (Rq ×

Rq)
R (Definition 3), any vector au ∈ R

mg
q , and a polynomial zu(X) ∈ Rq such

that LUT idx
L (zu(X)) 6=⊥, EvalLut in Algorithm 1 and EvalLutX in Algorithm 2

satisfy the key-homomorphic property defined as below:(
bT ,aTu − zu(X)gT

)
HL,w,z = aTw − zw(X)gT , (2)∥∥HL,w,z

∥∥
∞ ≤ σb

√
λ, (3)
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where

(b,b−1
σb

)← TrapGen(1n, 1mb , 1q),

(aw,Kw,1, . . . ,Kw,R)← EvalLut(au,b−1
σb

,L),
HL,w,z ← EvalLutX(L,Kw,1, . . . ,Kw,R, zu(X)),

zw(X) := LUT out
L (zu(X)).

Proof. For Eq. 2, let k := LUT idx
L (zu(X)) 6=⊥. We have(

bT ,aTu − zu(X)gT
)
HL,w,z

=
(
bT ,aTu − zu(X)gT

)(Kw,k, hi
Kw,k, lo

)
=
(
aTw − ȳk(X)gT −

(
aTu − x̄k(X)gT

)
Kw,k, lo

)
+ (aTu − zu(X)gT )Kw,k, lo

=aTw − zw(X)gT .

The second equality follows because by the property of the preimage sampling
described in Subsection 2.2, i.e., bTKw,k, hi = pT

w,k. The last equation also holds
since x̄k(X) = zu(X) and ȳk(X) = zw(X).

We now prove Inequality 3. Recall that HL,w,z = Kw,k is a concatena-
tion of Kw,k, lo ←$ Dmg×mg

R,σb,≤σb

√
λ

and Kw,k, hi ←$ b−1
σb

(pw,k). By Lemma 1 and

the property of the preimage sampling, it holds that
∥∥∥Kw,k, lo

∥∥∥
∞
≤ σb

√
λ and∥∥∥Kw,k, hi

∥∥∥
∞
≤ σb

√
λ, respectively. Hence, it follows that

∥∥∥Kw,k

∥∥∥
∞
≤ σb

√
λ. ut

3.2 Key-Homomorphic Evaluation of Polynomial Circuits

We extend the above key-homomorphic evaluation method to circuits that per-
form arithmetic on polynomials in Rq and use LUTs, in particular (1) addition
on input-dependent polynomials, (2) fixed-operand multiplication (i.e., multiply-
ing an input-dependent polynomial by an input-independent polynomial), and
(3) evaluation of an input-independent LUT on an input-dependent polynomial.
In Definition 4, multiplication of input-dependent polynomials is not supported,
which can be implemented via these supported operations as proven by Theo-
rem 3.

Definition 4 (Polynomial Circuit with Lookup Tables). Fix a positive
integer q ≥ 2, and let n be a power of two. Let a class CRq,L,M denote the set of
circuits C : RL

q →RM
q that involve lookup tables. For a polynomial-sized circuit

C ∈ CRq,L,M , let N and D denote the number of gates and the depth of C,
respectively. Given inputs xL := (xi(X))i∈[L], each wire u ∈ [L+N + 1] carries
a polynomial zu(X) ∈ Rq derived from the inputs, and each gate is assigned an
output wire w ∈ [N ] and is of one of the following gate types:

– Addition: given zu(X), zv(X) ∈ Rq, output zw(X) := zu(X) + zv(X) ∈ Rq.
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– Fixed-operand multiplication by a polynomial α(X) ∈ Rq: given zu(X) ∈ Rq,
output zw(X) := α(X)zu(X) ∈ Rq.

– LUT evaluation for a LUT Lw ∈ (Rq ×Rq)
Rw , where Rw denotes the table

size: given zu(X) ∈ Rq, output zw(X) := LUT out
Lw

(zu(X)) if LUT idx
Lw

(zu(X)) 6=⊥,
and output ⊥ otherwise.

The first wire u = 1 always carries the constant polynomial 1 ∈ Rq. Its outputs
C(xL) are polynomials yM := (yi(X))i∈[M ] ∈ RM

q carried by the output wires
in the D-th layer if no LUT evaluation gate outputs ⊥; otherwise C(xL) =⊥.
A subset XC ⊆ RL

q is said to be an admissible input set if C(xL) 6=⊥ for all
bfV arx[L] ∈ XC .

We call fixed-operand multiplication and LUT evaluation gates non-free gates.
For a circuit C ∈ CRq,L,M , its non-free depth DNF is the depth of C after ignoring
all addition gates. The addition width of C is the least integer W+ such that any
input wire of every non-free gate or any circuit output wire can be written as a
sum of at most W+ wires, each either the output of a non-free gate or a circuit
input wire.

By combining algorithms described in Lemma 4 and Theorem 1, we can
define algorithms that key-homomorphically evaluate a polynomial circuit with
lookup tables over BGG+ encodings as proven below.

Theorem 2 (Key-Homomorphic Evaluation of Polynomial Circuits).
Fix positive integers q,Bg ≥ 2 and let n be a power of two. Set mg :=

⌈
logBg

q
⌉
,

mb := Θ(log2 q) and σb := O(n log2 q)ω(
√
log2 mb). For a class CRq,L,M (Defi-

nition 4), there exist two deterministic algorithms that satisfy key-homomorphic
properties defined as below.

– EvalC Rq
(aone, (ainp,i)

T
i∈[L],b

−1
σb

, C) → ((aout,i)
T
i∈[M ],KC,LUT): This takes as

input a vector aone ∈ R
mg
q , a matrix (ainp,i)

T
i∈[L] ∈ R

mg×L
q , a trapdoor b−1

σb
,

and a circuit C ∈ CRq,L,M . This outputs a matrix (aout,i)
T
i∈[M ] ∈ R

mg×M
q

and a set of matrices KC,LUT ⊂
⋃

R∈[Rmax]
R(mb+mg)R×mg

q , where Rmax is
the maximum lookup table size in C.

– EvalCX Rq
(aone, (ainp,i)

T
i∈[L], C,KC,LUT,xL) → HC,x: This takes as input a

vector aone ∈ R
mg
q , a matrix (ainp,i)

T
i∈[L] ∈ R

mg×L
q , a circuit C ∈ CRq,L,M , a

set of matrices KC,LUT ⊂
⋃

R∈[Rmax]
R(mb+mg)R×mg

q , and a vector xL ∈ RL
q .

This outputs a matrix HC,x ∈ R
(mb+(L+1)mg)×Mmg
q if C(xL) 6=⊥ and ⊥

otherwise.

For any vector aone ∈ R
mg
q , any matrix (ainp,i)

T
i∈[L] ∈ R

mg×L
q , any circuit C ∈

CRq,L,M , and any vector xL := (xi(X))i∈[L] ∈ XC , it holds that(
bT ,aTone − gT ,aTinp,1 − x1(X)gT , . . . ,aTinp,L − xL(X)gT

)
HC,x

=
(
aTout,1 − y1(X)gT , . . . ,aTout,M − yM (X)gT

)
, (4)
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where

(b,b−1
σb

)← TrapGen(1n, 1mb , 1q),

((aout,i)
T
i∈[M ],KC,LUT)← EvalC Rq

(aone, (ainp,i)
T
i∈[L],b

−1
σb

, C),

HC,x ← EvalCX Rq
(aone, (ainp,i)i∈[L], C,KC,LUT,xL),

(yi(X))i∈[M ] := C(xL).

Additionally, for any vector e ∈ Rmb+(L+1)mg
q , it holds that∥∥eTHC,x

∥∥
∞ ≤W+ ‖e‖∞ (n(mb + 2mg)BmaxW+)

DNF , (5)

where Bmax := max(Bg − 1, σb

√
λ) and DNF is the non-free depth of C.

Proof. Let D denote the number of layers in the circuit C. Let Nd and wd,i,
respectively, represent the number of gates and the output wire of the i-th gate
in the d-th layer, and zwd,i

is a polynomial carried by the wire wd,i during the
evaluation of C(xL). The EvalC Rq

(resp. EvalCX Rq
) algorithm is defined by pro-

ducing (awd,i
)Ti∈[Nd]

∈ Rmg×Nd
q and KC,LUT ⊂

⋃
R∈[Rmax]

R(mb+mg)R×mg
q (resp.

HC,x,d ∈ R
(mb+(L+1)mg)×Ndmg
q ) for every d ∈ [D]—successively from the first

up to the D-th layer—that are deterministically derived from the inputs to the
each algorithm, respectively. We claim that the following relations hold for every
d ∈ [D]: (

bT ,aTone − gT ,aTinp,1 − x1(X)gT , . . . ,aTinp,L − xL(X)gT
)
HC,x,d

=
(
aTwd,1

− zwd,1
(X)gT , . . . ,aTwd,Nd

− zwd,Nd
(X)gT

)
. (6)

Starting with KC,LUT = ∅, we add the preimage matrices to KC,LUT layer by layer.
The EvalC Rq

(resp. EvalCX Rq
) algorithm outputs (awD,i

)Ti∈[ND] and KC,LUT
(resp. HC,x,D) after processing the last layer. We prove the above claim by in-
duction on d ∈ [D].

Base case (d = 1): For every i ∈ [N1], the i-th gate g1,i in the first layer
falls into one of four gate types defined in Definition 4. Let u1,i (resp. v1,i)
represents the left-hand input (resp. right-hand input) to g1,i, which are either
input wires of C or the first wire carrying the constant one Polynomial. We show
that the claim holds for all gate types as below:

1. The first case is that g1,i represents addition in Rq. Since u1,i and v1,i are
a part of the input wires, namely u1,i, v1,j ∈ [L], we have(

bT ,aTinp,1 − x1(X)gT , . . . ,aTinp,L − xL(X)gT
)
Hu1,i,x

=aTu1,i
− zu1,i(X)gT ,(

bT ,aTinp,1 − x1(X)gT , . . . ,aTinp,L − xL(X)gT
)
Hv1,i,x

=aTv1,i
− zv1,i(X)gT ,
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where au1,i
(resp. av1,i) is either ainp,u1,i

(resp. ainp,v1,i
) if u1,i 6= 1 (resp.

v1,i 6= 1), or aone if u1,i = 1 (resp. v1,i = 1), zu1,i(X) (resp. zv1,i(X))
is either xu1,i(X) (resp. xv1,i(X)) if u1,i 6= 1 (resp. v1,i 6= 1), or 1(X) if
u1,i = 1 (resp. v1,i = 1), and

Hu1,i,x :=

0(mb+mg(u1,i−1))×mg

Img×mg

0mg(L+1−u1,i)×mg

 ∈ R(mb+(L+1)mg)×mg
q ,

Hv1,i,x :=

0(mb+mg(v1,i−1))×mg

Img×mg

0mg(L+1−v1,i)×mg

 ∈ R(mb+(L+1)mg)×mg
q .

By Lemma 4, we have

aw1,i
← EvalAdd(au1,i

,av1,i), Hw1,i,x :=
(
Hu1,i,x Hu1,i,x

)
H+,w1,i,z,

where H+,w1,i,z ← EvalAddX(). It holds that(
bT ,aTone − gT ,aTinp,1 − x1(X)gT , . . . ,aTinp,L − xL(X)gT

)
Hw1,i,x

=
(
aTu1,i

− zu1,i(X)gT ,aTv1,i − zv1,i(X)gT
)
H+,w1,i,z

=aTw1,i
− (zu1,i

(X) + zv1,i(X))gT .

2. The second case is that g1,i represents fixed-operand multiplication by α(X) ∈
Rq. Since it takes only one input wire u1,i, we obtain

aw1,i
← EvalFixedMul(au1,i

, α(X)), Hw1,i,x := Hu1,i,xHα,w1,i,z,

where Hα,w1,i,z ← EvalFixedMulX(α(X)). It holds that(
bT ,aTone − gT ,aTinp,1 − x1(X)gT , . . . ,aTinp,L − xL(X)gT

)
Hw1,i,x

=aTw1,i
− (α(X)zu1,i

(X))gT .

3. The last case is that g1,i represents LUT evaluation for a LUT Lw1,i ∈
(Rq × Rq)

Rw1,i . Recall that xL is assumed to be in the admissible input
set XC (Definition 4); thus we have LUT out

Lw1,i
(zu1,i

(X)) 6=⊥. Hence, we can
define

(aw1,i
,Kw1,i,1, . . . ,Kw1,i,Rw1,i

)← EvalLut(au1,i
,b−1

σb
,Lw1,i

),

Hw1,i,x :=
(
Hb Hu1,i,x Hu1,i,x

)
HL,w1,i,z,

where

HL,w1,i,z ← EvalLutX(Lw1,i ,Kw1,i,1, . . . ,Kw1,i,Rw1,i
),

Hb :=

(
Imb

0(L+1)mg×mb

)
.
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It holds that(
bT ,aTone − gT ,aTinp,1 − x1(X)gT , . . . ,aTinp,L − xL(X)gT

)
Hw1,i,x

=aTw1,i
− LUT out

Lw1,i
(zu1,i(X))gT .

We update KC,LUT to KC,LUT ← KC,LUT ∪ {Kw1,i,1, . . . ,Kw1,i,Rw1,i
}.

It follows that HC,x,1 :=
(
Hw1,1,x . . . Hw1,N1

,x

)
satisfies Eq. 6.

Inductive step (d ∈ [2, D]): For every d′ ∈ [d− 1], assume that there exist
matrices (awd′,i

)Ti∈[Nd′ ]
∈ Rmg×Nd′

q and HC,x,d′ ∈ R(mb+(L+1)mg)×mgNd′
q such

that Eq. 6 holds. We show that the same holds for (awd,i
)Ti∈[Nd]

∈ Rmg×Nd
q and

HC,x,d ∈ R
(mb+(L+1)mg)×mgNd
q .

For every d′ ∈ [d− 1], we can parse HC,x,d′ as below:

HC,x,d′ :=
(
Hwd′,1,x

. . . Hwd′,N
d′

,x

)
,

By the inductive hypothesis, for every i ∈ [Nd′ ], it holds that(
bT ,aTone − gT ,aTinp,1 − x1(X)gT , . . . ,aTinp,L − xL(X)gT

)
Hwd′,i,x

=aTwd′,i
− zwd′,i(X)gT . (7)

For every i ∈ [Nd], let ud,i (resp. vd,i) represents the left-hand input (resp.
right-hand input) to gd,i. Since ud,i and vd,i are the output wires of the gates
in some layer d′ with d′ ∈ [d − 1], we have (aud,i

,Hud,i,x
) and (avd,i ,Hvd,i,x

),
each of which satisfies Eq. 7. For each gate type of gd,i, we can define awd,i

and
Hwd,i,x

as follows:

1. If gd,i is for addition in Rq, we define

awd,i
← EvalAdd(aud,i

,avd,i), Hwd,i,x
:=
(
Hud,i,x

Hud,i,x

)
H+,wd,i,z

,

where H+,wd,i,z
← EvalAddX().

2. If gd,i is for fixed-operand multiplication by α(X) ∈ Rq, we define

awd,i
← EvalFixedMul(aud,i

, α(X)), Hwd,i,x
:= Hud,i,x

Hα,wd,i,z
,

where Hα,wd,i,z
← EvalFixedMulX(α(X)).

3. If gd,i performs LUT evaluation for a LUT Lwd,i
∈ (Rq×Rq)

Rwd,i , we define

(awd,i
,Kwd,i,1

, . . . ,Kwd,i,Rwd,i
)← EvalLut(aud,i

,b−1
σb

,Lwd,i
),

Hwd,i,x
:=
(
Hb Hud,i,x

Hud,i,x

)
HL,wd,i,z

,

where

HL,wd,i,z
← EvalLutX(Lwd,i

,Kwd,i,1
, . . . ,Kwd,i,Rwd,i

).

We update KC,LUT to KC,LUT ← KC,LUT ∪ {Kwd,i,1
, . . . ,Kwd,i,Rwd,i

}.
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In the same manner as the base case, we can prove that

HC,x,d :=
(
Hwd,1,x

. . . Hwd,Nd
,x

)
satisfies Eq. 6. By induction, Eq. 6 holds for all d ∈ [D].

We next confirm the bound of
∥∥HC,x

∥∥
∞. Recall that DNF denotes the non-

free depth of C as defined in Definition 4. For any non-free gate g in C, we say
that g is in the dNF-th non-free layer if the number of non-free gates on any path
from the circuit input wires to any input of g (ignoring addition gates) is at most
dNF − 1. Consequently, 1 ≤ dNF ≤ DNF holds.

For the i-th gate in the first non-free layer, let input wires (resp. output wire)
of the gate be denoted by u1,NF,i and v1,NF,i (resp. w1,NF,i). The input of any gate
in the first non-free layer is a sum of at most W+ input wires only (no prior
outputs of non-free gates). Therefore, it follows that∥∥∥eTHu1,NF,i,x

∥∥∥
∞

,
∥∥∥eTHv1,NF,i,x

∥∥∥
∞
≤W+ ‖e‖∞ .

We obtain ∥∥∥eTHw1,NF,i,x

∥∥∥
∞

≤n(mb + 2mg)
∥∥∥(eTHb, e

THu1,NF,i,x
, eTHv1,NF,i,x

)∥∥∥
∞

Bmax

≤‖e‖∞ n(mb + 2mg)BmaxW+.

For dNF > 1, we have∥∥∥eTHwdNF,NF,i,x

∥∥∥
∞

≤n(mb + 2mg)
∥∥∥(eTHb, e

THudNF,NF,i,x
, eTHvdNF,NF,i,x

)∥∥∥
∞

Bmax

≤n(mb + 2mg)Bmax Σj∈[W+]

∥∥∥eTHwdNF−1,NF,j ,x

∥∥∥
∞

≤n(mb + 2mg)Bmax W+ ‖e‖∞ (n(mb + 2mg)BmaxW+)
dNF−1

≤‖e‖∞ (n(mb + 2mg)BmaxW+)
dNF

Since any output wire of C is a sum of at most W+ outputs of non-free gates, it
follows that

∥∥eTHC,x

∥∥
∞ ≤ W+ ‖e‖∞ (n(mb + 2mg)BmaxW+)

DNF . We can con-
clude the outputs of the EvalC Rq

and EvalCX Rq
algorithms—namely (aout,i)

T
i∈[M ] =

(awd,i
)Ti∈[ND] and HC,x = HC,x,D—satisfies Eq. 4 and Inequality 5. ut

4 Nonlinear Operations over BGG+ Encodings

We present gadgets that implement nonlinear operations in polynomial cir-
cuits (Definition 4). Specifically, each operation is implemented using polynomial
addition, multiplication by an input-independent polynomial over Rq, and LUT
evaluation. Multiple gadgets can be composed in the same circuit C ∈ CRq,L,M ,
which can be evaluated over BGG+ encodings via algorithms shown in Theo-
rem 2.
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Algorithm 3 IntMod&Floorq,n,Bp,◦

Parameter Settings: Bp > 2, B2
p < q, ◦ ∈ {+,×}, and

D◦ :=

{
[0,

⌊
(B2

p − 1)/2
⌋
] (◦ = +)

[0, Bp − 1] (◦ = ×)
.

Input: a(X), b(X) ∈ Rq.
Output: d(X), c(X) ∈ Rq.
1: for i ∈ [n] do . `i(X) is input-independent.

2: ti(X) :=

{
`i(X)(a(X) + b(X)) (◦ = +)

`i(X)a(X) +Bp `i(X)b(X) (◦ = ×)
.

3: For every k1, k2 ∈ D◦ ×D◦,

f◦(k1, k2) :=

{
k1 + k2 (◦ = +)

k1 + k2Bp (◦ = ×)
.

4: d′i(X) := LUT out
Lmod,i(ti(X)), where

Lmod,i := (f◦(k1, k2) `i(X), (k1 ◦ k2 mod Bp) `i(X)) (k1,k2)
∈D◦×D◦

∈ (Rq ×Rq)
B2

p .

5: c′j(X) := LUT out
Lfloor,i(ti(X)), where

Lfloor,i :=

(
f◦(k1, k2) `i(X),

⌊
k1 ◦ k2
Bp

⌋
`i(X)

)
(k1,k2)

∈D◦×D◦

∈ (Rq ×Rq)
B2

p .

6: end for
7: d(X) := Σi∈[n]d

′
I(X) and c(X) := Σi∈[n]c

′
i(X).

8: return (d(X), c(X)).

4.1 Small Integer Arithmetic with Digit Decomposition

Algorithm 3 implements a gadget that compute the sum or product of two
input integers sufficiently small relative to q, and output its digit decomposition.
Let Bp > 2 be a base with B2

p < q. In the case of multiplication, the gadget
takes as input two polynomials whose evaluation slots encode vectors of integers
ã, b̃ ∈ [0, Bp − 1]n and outputs polynomials representing the low digits (ã � b̃)

mod Bp and the high digits
⌊
(ã � b̃)/Bp

⌋
. The algorithm provides analogous

functionality for the sum ã � b̃; we write ◦ ∈ +,× to indicate the operation.
Importantly, to apply the lookup table to each evaluation slot individually, the
algorithm multiplies the input polynomial by the Lagrange basis polynomial
`i(X) for each i ∈ [n]. Lemma 5 describes more detailed properties.
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Lemma 5. Let q, n ∈ N be the modulus and the degree of the ring Rq. Fix a pos-
itive integer Bp > 2 with B2

p < q. For every ◦ ∈ {+,×}, a circuit CIntMod&Floor,◦
implementing IntMod&Floorq,n,Bp,◦ (Algorithm 3) belongs to the class CRq,2,2

and satisfies the following properties:

1. The below set is a subset of the admissible input set of CIntMod&Floor,◦:

XCIntMod&Floor,◦ :=

{(
NTT −1 (ã)

NTT −1
(
b̃
))} ,

where ã, b̃ ∈ Dn
◦ with D◦ :=

{
[0,
⌊
(B2

p − 1)/2
⌋
] (◦ = +)

[0, Bp − 1] (◦ = ×)
.

2. For any polynomial a(X), b(X) ∈ XCIntMod&Floor,◦ , it holds that

d(X) = NTT −1

((
ãi ◦ b̃i mod Bp

)
i∈[n]

)
,

c(X) = NTT −1

(⌊ ãi ◦ b̃i
Bp

⌋)
i∈[n]


hold, where

(ãi)i∈[n] := NTT (a(X)), (b̃i)i∈[n] := NTT (b(X)),

(d(X), c(X))← IntMod&Floorq,n,Bp,◦(a(X), b(X)).

3. The non-free depth and addition width of CIntMod&Floor,◦ are 2 and n, respec-
tively. The number of gates in CIntMod&Floor,◦ is O(n), containing 2n LUT
evaluation gates.

Proof. In the following, we prove the lemma only for the case ◦ = ×; the case
◦ = + is analogous.
Proof of the first property: Recall that inputs a(X), b(X) ∈ XCIntMod&Floor,× are
defined as below:

a(X) := NTT −1(ã) mod qR,
b(X) := NTT −1(b̃) mod qR,

where ã := (ãi)i∈[n], b̃ := (b̃i)i∈[n] ∈ [0, Bp − 1]n.
By the orthogonality and idempotence of `i(X) = NTT −1(ui,n), we have

ti(X) = a(X)`i(X) + (Bp b(X)) `i(X)

=
(
ãi +Bp b̃i

)
`i(X).

Since ãi, b̃i ∈ [0, Bp − 1], the key ti(X) ∈ Rq must exist both in Lmod,i and
Lfloor,i. Therefore, CIntMod&Floor,×(a(X), b(X)) 6=⊥ holds for any a(X), b(X) ∈
XCIntMod&Floor,× .
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Proof of the second property: From the definitions of Lmod,i and Lfloor,i,
for every i ∈ [n], it follows that

d′i(X) = (ãib̃i mod Bp)`i(X), c′i(X) =

(⌊
ãib̃i
Bp

⌋)
`i(X).

Their sum satisfies the second property.
Proof of the third property: The loop of i in Algorithm 3 contains fixed-

operand multiplications in the first non-free layer and the LUT evaluations in
the second non-linear layer. Since there is no dependence between processes for
any distinct i and i′, the non-free depth is 2. Each circuit output is a sum of n
outputs of the LUT evaluations, and all non-free gate takes only one input wire.
Hence, the addition width is n. The number of gates are trivially O(n), where
2n gates are LUT evaluation gates.

4.2 Modulo-q Arithmetic

We next present gadgets to perform arithmetic modulo q. For efficiency, we
adopt the Montgomery multiplication [MVOV18]. This employs the Montgomery

reduction that provides a method to multiply R−1
p mod q with Rp := B

⌈
logBp

q
⌉

p

without division by q, which is well-defined if gcd(q,Bp) = 1. In these gadgets,
evaluation slots of polynomials hold a vector of integers in a multi-precision form
in Definition 5.

Definition 5 (Multi-precision form). Let q, n ∈ N be the modulus and the
degree of the ring Rq. Fix a positive integer Bp > 2 such that B2

p < q and
gcd(q,Bp) = 1 holds. Set wp =

⌈
logBp

q
⌉

and Rp := B
wp
p . The multi-precision

form of a vector ã := (ãi)i∈[n] ∈ Zn
q is given by the function MultiPreq,n,Bp

:

Zn
q →R

wp
q defined as follows:

MultiPreq,n,Bp
(ã) :=

(
NTT −1(ã′l)

)
l∈[wp]

,

where ã′l := (ãi,l)i∈[n] and (ãi,l)l∈[wp] := digitsBp,wp
(ãiRp). Equivalently, letting

a := MultiPreq,n,Bp
(ã) = (al(X))l∈[wp], the i-th evaluation slot of al(X) equals

the l-th Bp-digit of ãiRp.

Appendices B.1 and B.2 present implementations and properties of polyno-
mial circuits for multi-precision integer addition, subtraction, and multiplication.
These are used in the circuits for modulo-q arithmetic described in Lemma 6 and
Theorem 3.

Lemma 6. We keep the same parameter settings in Definition 5. There exist
two circuits, denoted by C+,q ∈ CRq,2wp,wp and C−,q ∈ CRq,2wp,wp such that the
following properties hold:
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1. The below set is a subset of the admissible input sets of C± in common:

XC±,q
:=

{(
MultiPreq,n,Bp

(ã)

MultiPreq,n,Bp
(b̃)

)}
,

where ã, b̃ ∈ Zn
q .

2. The non-free depth of C±,q is bounded by 4dlog2 wpe+14. The additive width
of both circuits is n. The number of gates in C±,q is O(wpn log2 wp), involv-
ing O(wpn log2 wp) LUT evaluation gates.

3. For any vector
(
a
b

)
∈ XC±,q , it holds that

C+,q

(
a
b

)
= MultiPreq,n,Bp

(ã � b̃), (8)

hold, where there exist ã, b̃ ∈ Zn
q such that a = MultiPreq,n,Bp

(ã) and b =

MultiPreq,n,Bp
(b̃).

4. For any vector
(
a
b

)
∈ XC±,q , it holds that

C−,q

(
a
b

)
= MultiPreq,n,Bp

(ã � b̃),

hold, where there exist ã, b̃ ∈ Zn
q such that a = MultiPreq,n,Bp

(ã) and b =

MultiPreq,n,Bp
(b̃).

Proof. The circuits C+,q and C−,q implement Algorithms 13 and 14, respectively.
The proof that they satisfy stated properties is deferred to Appendix B.3. ut

Theorem 3. We keep the same parameter settings in Definition 5. There exists
a circuit, denoted by C×,q ∈ CRq,2wp,wp such that the following properties hold:
1. The below set is a subset of the admissible input sets of C×,q:

XC×,q
:=

{(
MultiPreq,n,Bp

(ã)

MultiPreq,n,Bp
(b̃)

)}
,

where ã, b̃ ∈ Zn
q .

2. The non-free depth of C×,q is bounded by O(log2 wp). The additive width of
both circuits is n. The number of gates in C×,q is O(w2

pn), involving O(w2
pn)

LUT evaluation gates.
3. For any vector

(
a
b

)
∈ XC×,q

, it holds that

C×,q

(
a
b

)
= MultiPreq,n,Bp

(ã � b̃), (9)

hold, where there exist ã, b̃ ∈ Zn
q such that a = MultiPreq,n,Bp

(ã) and b =

MultiPreq,n,Bp
(b̃).
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Proof. The circuit C×,q implementing Algorithm 16 first performs integer mul-
tiplication via Algorithm 11 and then applies Montgomery reduction via Algo-
rithm 17. We defer the proof of the stated properties to Appendix B.4. ut

4.3 GSW FHE via Digit-Decomposed Matrix Multiplication
We finally present polynomial circuits that perform addition and multiplica-
tion of GSW FHE ciphertexts [GSW13]. These operations are implemented via
matrix arithmetic over Zn×nmg

q along with digit decomposition.
Lemma 7 (GSW FHE Evaluation [GSW13]). Let q, n ∈ N be positive inte-
gers. Fix a positive integer Bg ≥ 2 and mg :=

⌈
logBg

q
⌉
. Define a gadget matrix

G̃ := In ⊗ (B0
g , B

1
g , . . . , B

mg−1
g ). The ciphertexts of two integers ṽ1, ṽ2 ∈ Zq

are represented by matrices C̃ṽ1
, C̃ṽ2

∈ Zn×nmg
q , respectively, and their homo-

morphic evaluation is defined by the following functions HomAdd,HomMul :

Zn×nmg
q × Zn×nmg

q → Zn×nmg
q :

– The ciphertext of the sum v1 + v2 mod q is homomorphically computed by
HomAdd(C̃ṽ1

, C̃ṽ2
) := C̃ṽ1

+ C̃ṽ2
.

– The ciphertext of the product v1v2 mod q is homomorphically computed by
HomMul(C̃ṽ1

, C̃ṽ2
) := C̃ṽ1

G̃−1(C̃ṽ2
), where, for C̃ṽ2

= (c̃ṽ2,i,j)i∈[n],j∈[nmg ],

G̃−1(C̃ṽ2) :=
(

digitsBg,mg
(c̃ṽ2,i,j)

)
i∈[n],j∈[nmg ]

∈ Znmg×nmg
q .

Ciphertext addition is straightforward using the modulo-q addition circuit of
Lemma 6; hereafter, we discuss only ciphertext multiplication. Modulo-q multi-
plication does not, by itself, implement ciphertext multiplication because (1) the
right-hand ciphertext must be digit-decomposed and (2) matrix multiplication
computes sums of products. Fortunately, when Bg = Bp, the multi-precision
form of integers in Zn

q already digit-decomposes then in the evaluation slots8.
The matrix multiplication can be implemented without unpacking the integers
in the evaluation slots by encoding the diagonal entries of the matrix into the
same polynomial and applying slot rotation, as shown in [HS14].
Lemma 8. We keep the same parameter settings in Definition 5 and Lemma 7;
however, we assume Bg = Bp, implying wp = mg. There exists a circuit, de-
noted by CHomMul ∈ CRq,2nw2

p,nw
2
p
, and a deterministic function MultiDiagsq,n,wp

:

Zn×nwp
q →Rnw2

p
q such that the following properties hold:

1. The below set is a subset of the admissible input sets of CHomMul :

XCHomMul :=

{
MultiDiagsq,n,Bp

(Ã),

MultiDiagsq,n,Bp
(B̃)

}
,

where Ã, B̃ ∈ Zn×nwp
q .

8 This can be easily generalized to any Bg ≤ Bp if we additionally involve LUT
evaluation to further decompose each base-Bp digit into base-Bg digits.
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2. The non-free depth of CHomMul is O((log2 wp)·(log2 n)) with log2 n > log2 wp.
The additive width of the circuit is n. The number of gates in CHomMul is
O(n3w3

p log2 wp), where the number LUT evaluation gates has the same or-
der.

3. For any vector
(
a
b

)
∈ XCHomMul , it holds that

CHomMul

(
a
b

)
= MultiDiagsq,n,wp

(HomMul(Ã, B̃)), (10)

hold, where there exist Ã, B̃ ∈ Zn×nwp
q such that a = MultiDiagsq,n,wp

(Ã)

and b = MultiDiagsq,n,wp
(B̃).

Proof. The circuit CHomMul implements Algorithm 18. The proof of the stated
properties is shown in Appendix B.5. ut

From Lemmas 7 and 8, we finally obtain the following Theorem:

Theorem 4. We keep the same parameter settings and functions in Lemma 8.
Given the ciphertexts of two integers ṽ1, ṽ2 ∈ Zq represented by matrices C̃ṽ1

, C̃ṽ2
∈

Zn×nmg
q , the polynomial circuit CHomMul ∈ CRq,2nw2

p,nw
2
p

computes the ciphertext
of the product v1v2 mod q in the evaluation slots, i.e., the output satisfies Eq. 10.

5 KP-ABE for Polynomial Circuits with Lookup Tables

Using the key-homomorphic algorithms introduced in Theorem 2, we construct
a KP-ABE scheme for the function class CRq,L,1 with message class M = R2;
see Algorithms 4, 5, 6, and 7. These algorithms employ the following parameters
in common:
Parameters:

– The security parameter λ ∈ N.
– Input size L, maximum additive width W+, maximum non-free depth D,

maximum circuit size N , the maximum number of LUT evaluation gates
Nmax ≤ N and the LUT size Rmax ≤ poly(λ).

– A power of two n = poly(λ) and a modulus

q = 2Θ(D log2 poly(λ,D,W+)·log2(D log2 poly(λ,D,W+))),

equivalently,

log2 q = Θ(D log2 poly(λ,D,W+) · log2(D log2 poly(λ,D,W+))) .

– Positive integers Bg ≥ 2, mg :=
⌈
logBg

q
⌉
, and mb := Θ(log2 q) such that

Inequality 1 holds.
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Algorithm 4 ABE.Setup
Parameter Settings: Parameters defined in Section 5.
Input: 1λ.
Output: mpk,msk.
1: (aone,ainp,1, . . . ,ainp,L)←$Rmg×(1+L)

q .
2: (b,b−1

σ )← TrapGen(1n, 1mb , 1q).
3: u(X)←Rq.
4: mpk := (aone, (ainp,i)

T
i∈[L],b, u(X)).

5: msk := (aone, (ainp,i)
T
i∈[L],b, u(X),b−1

σ ).
6: return mpk, msk.

– Gaussian parameters σe = poly(λ) and σb := O(n log2 q)ω(
√
log2 mb) such

that the following holds:
q

4
> 3σeσbλ (n(mb + 2mg)BmaxW+)

D+2
, (11)

where Bmax = max(Bg − 1, σb

√
λ).

Efficiency: The asymptotic data sizes and time complexities of our scheme
are summarized as follows:

|mpk| = n log2 q ((1 + L)mg +mb + 1) = n · Õ(L · poly(λ,D)),

|ct| = n log2 q ((1 + L)mg +mb + 1) = n · Õ(L · poly(λ,D)),

|dkC | = n log2 q · O((mb +mg) +NLUTRmaxmg(mb +mg))

= n · Õ(NLUTRmax · poly(λ,D))

|Setup| = n · O(L · poly(λ, log2 q)) = n · Õ(L · poly(λ,D)),

|Enc| = n · O(L · poly(λ, log2 q)) = n · Õ(L · poly(λ,D)),

|KeyGen| = n · O((N +NLUTRmax) · poly(λ, log2 q))

= n · Õ((N +NLUTRmax) · poly(λ,D)),

|Dec| = n · O(N · poly(λ, log2 q)) = n · Õ(N · poly(λ,D)),

where all dependence on W+ is polylogarithmic and absorbed into the Õ(·)
notation in the efficiency bounds.

Lemma 9. The KP-ABE scheme (Setup,Enc,KeyGen,Dec) described in Algo-
rithms 4, 5, 6, and 7 is correct according to Definition 1.
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Algorithm 5 ABE.Enc
Parameter Settings: Parameters defined in Subsection 5.
Input: mpk, att := xL = (xi(X))i∈[L] ∈ RL

q , µ ∈ R2.
Output: ct.
1: Parse mpk as (aone, (ainp,i)

T
i∈[L],b, u(X)).

2: s(X)←$R3 and eb ←$ Dmb

R,σe,≤σe
√
λ
.

3: R ←$Rmb×(1+L)mg

3 .
4: cTb := s(X)bT + eT

b .
5: cTa := s(X)

(
(aT

one,a
T
inp,1, . . . ,a

T
inp,L)− (1,xT

L)⊗ gT
)
+ eT

b R.
6: eu(X)←$ DR,σe,≤σe

√
λ

and cu(X) := s(X)u(X) + eu(X) +
⌈
q
2

⌉
µ.

7: ct := (cb, ca, cu(X)).
8: return ct.

Algorithm 6 ABE.KeyGen
Parameter Settings: Parameters defined in Subsection 5.
Input: msk, C ∈ CRq,L,1.
Output: dkC .
1: Parse msk as (aone, (ainp,i)

T
i∈[L],b, u(X),b−1

σ ).
2: (aout,KC,LUT)← EvalC Rq

(aone, (ainp,i)
T
i∈[L],b

−1
σb

, C).
3: kC, lo ←$ Dmg

R,σb,≤σb

√
λ
.

4: t(X) := u(X)− aT
outkC, lo.

5: kC, hi ←$ b−1
σ (t(X)).

6: kC =

(
kC, hi
kC, lo

)
.

7: dkC = (KC,LUT,kC).
8: return dkC .

Proof. We show that Dec(mpk, att, C, ct, dkC) = µ holds if ct← Enc(mpk, att, µ),
dkC ← KeyGen(msk, C), and C(xL) = 0 hold. We have

cTy

=(cTb , c
T
a )HC,x

=s(X)
(
bT , (aTone,a

T
inp,1, . . . ,a

T
inp,L)− (1,xT

L)⊗ gT
)
HC,x + eTb

(
Imb

,R
)
HC,x

=s(X)
(
aTout − C(xL)g

T
)
+ eTb

(
Imb

,R
)
HC,x

=s(X)aTout + eTy ,

where eTy := eTb
(
Imb

,R
)
HC,x. In the above derivation, the third equality follows

from Theorem 2, and the final equality holds since C(xL) = 0.
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Algorithm 7 ABE.Dec
Parameter Settings: Parameters defined in Subsection 5.
Input: mpk, att := xL = (xi(X))i∈[L] ∈ RL

q , C ∈ CRq,L,1, ct, dkC .
Output: µ ∈ R2 or ⊥.
1: Parse mpk as (aone, (ainp,i)

T
i∈[L],b, u(X)).

2: Parse ct as (cb, ca, cu(X)).
3: Parse dkC as (KC,LUT,kC),
4: HC,x ← EvalCX Rq

(aone, (ainp,i)
T
i∈[L], C,KC,LUT,xL).

5: cTy := (cTb , c
T
a )HC,x.

6: z(X) := cu(X)− (cTb , c
T
y )kC .

7: µ := Roundq/4(z(X)).
8: return µ.

By the property of the preimage, it follows that

(cTb , c
T
y )kC

=cTb kC, hi + cTy kC, lo

=s(X)
(
u(X)− aToutkC, lo

)
+ eTb kC, hi + s(X)aTout,ikC, lo + eTy kC, lo

=s(X)u(X) + eTb kC, hi + eTy kC, lo.

Therefore, we can obtain

z(X) =cu(X)− (cTb , c
T
y )kC =

⌈q
2

⌉
µ+ ez(X),

where ez(X) := eu(X)− eTb kC, hi − eTy kC, lo.
Recall that, for every i ∈ [n], the i-th coefficient of Roundq/4(z(X)) is 1 if

that of z(X) is in [ q4 ,
3q
4 ) and 0 otherwise. Since µ ∈ R2, it suffices to confirm

that |ez(X)| < q
4 .

From Inequality 5 in Theorem 2, it follows that∥∥eTy ∥∥∞ ≤ ∥∥eTb (Imb
,R
)∥∥

∞ W+ (n(mb + 2mg)BmaxW+)
D

≤ nmb

∥∥eTb ∥∥∞ ∥∥(Imb
,R
)∥∥

∞ W+ (n(mb + 2mg)BmaxW+)
D

≤ nmbW+(σe

√
λ) (n(mb + 2mg)BmaxW+)

D
.

Therefore, we obtain

|ez(X)| ≤|eu(X)|+ nmb

∥∥eTb ∥∥∞ ∥∥kC, hi
∥∥
∞ + nmg

∥∥eTy ∥∥∞ ∥∥kC, lo
∥∥
∞

≤σe

√
λ+ nmb(σe

√
λ)(σb

√
λ)

+ nmg(σb

√
λ)
(
nmbW+(σe

√
λ) (n(mb + 2mg)BmaxW+)

D
)

≤3σeσbλ (n(mb + 2mg)BmaxW+)
D+2

.

By Inequality 11, we can conclude q
4 > |ez(X)|. ut
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Theorem 5. Assuming that the Ring-LWE assumption (Assumption 1) is hard
with integers q, n, the secret distribution R3, and the error distribution DR,σe,≤σe

√
λ
,

the KP-ABE scheme (Setup,Enc,KeyGen,Dec) described in Algorithms 4, 5, 6,
and 7 is selectively secure according to Definition 2.

Proof. Proof sketch: We follow the proof of Theorem4.2 in [BGG+14], except
that we must also show that the preimages produced by EvalLut (Algorithm 1) can
be simulated without access to the trapdoor b−1

σ . For k? = LUT idx
L (z(X)), we will

show that the target vector of the preimage Kw,k?, hi, defined by pw,k? in Algo-
rithm 1, is indistinguishable from a uniformly random vector; therefore, Lemma 2
guarantees that the preimage Kw,k? is statistically indistinguishable from a ran-
dom Gaussian matrix sampled from D(mb+mg)×mg

R,σb,≤σb

√
λ

. For k 6= LUT idx
L (z(X)), we

will invoke SampLeft to publicly sample the preimage Kw,k, hi without the trap-
door.

Sequence of hybrids: We first define a sequence of hybrids as follows.

– Hyb 0: This hybrid corresponds to the real distribution in EXP b
KP-ABE,A(λ).

– Hyb 1: This hybrid modifies the output of KG for each query C ∈ CRq,L,1 as
follows. For every output wire w of the LUT evaluation gate gw in C, which
is associated to a LUT Lw ∈ (Rq × Rq)

Rw , this hybrid replaces a vector
aw ∈ R

mg
q output by EvalLut(au,b−1

σb
,Lw) as follows:

aTw := āTw + ȳk?(X)gT +
(
aTu − x̄k?(X)gT

)
Kw,k?, lo,

where āw ←$Rmg
q , k? = LUT idx

Lw
(zu(X)), zu(X) ∈ Rq is a polynomial carried

by the input wire u of gw during the evaluation of C(x?
L) with att? = x?

L,
and the definitions of the other variable follow from ones in Algorithm 1.

– Hyb 2: For each query C ∈ CRq,L,1 to KG, this hybrid replaces a preimage
Kw,k? and a vector aTw, which is contained by KC,LUT in dkC and output by
EvalLut(au,b−1

σb
,Lw) for every output wire w of the LUT evaluation gate gw

in C, as follows:

Kw,k? ←$ D(mb+mg)×mg

R,σb,≤σb

√
λ

,

aTw := bTKw,k?, hi + ȳk?(X)gT +
(
aTu − x̄k?(X)gT

)
Kw,k?, lo,

where Kw,k?, hi ∈ R
mb×mg
q (resp. Kw,k?, lo ∈ R

mg×mg
q ) is the first mb rows

(resp. the last mg rows) of Kw,k? .
– Hyb 3: This hybrid replaces

(
aone, (ainp,i)

T
i∈[L]

)
∈ Rmg×(1+L)

q output by
Setup(1λ) as follows:

(aTone,a
T
inp,1, . . . ,a

T
inp,L) := bTR + (1,x? T

L )⊗ gT ,

where b ∈ Rmb
q and R ∈ Rmb×(1+L)mg

3 are defined in Algorithms 4 and 5,
respectively.
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– Hyb 4: This hybrid replaces (cTb , u(X)) ∈ R1×(mb+1)
q output by Enc(mpk, att, µb)

with vT ←$R1×(mb+1)
q .

In Hyb 4, the simulated view is completely independent of the challenge bit b, so
the adversary’s advantage is negligible. Consequently, it remains to prove that
each pair of consecutive hybrids is indistinguishable to the adversary except with
negligible probability.

Indistinguishability between Hybs 0 and 1: For every output wire w of
the LUT evaluation gate, aw remains uniformly distributed across both hybrids.
Therefore, the adversary’s view is identical between these hybrids.

Indistinguishability between Hybs 1 and 2: The only difference between
these hybrids is the distributions of Kw,k?, hi and āTw for every output wire w of
the LUT evaluation gate because the last mg rows of Kw,k? is already identically
distributed in both hybrids. Since the target vector of the preimage Kw,k? , namely
aTw−ȳk?(X)gT−

(
aTu − x̄k?(X)gT

)
Kw,k?, lo = āTw is uniformly distributed in Hyb

1, we can apply Lemma 2 as below:{
(b, Kw,k?, hi, āw) : āw ←$Rmg

q ,Kw,k?, hi ← b−1
σ (āw)

}
s≈
{
(b, Kw,k?, hi, āw) : Kw,k?, hi ←$ Dmb×mg

R,σ , āTw := bTKw,k?, hi

}
.

The LHS and RHS correspond to Hybs 1 and 2, respectively; therefore these
hybrids are statistically indistinguishable.

Indistinguishability between Hybs 2 and 3: The only difference between
these hybrids is the distribution of the matrix

(
aone, (ainp,i)

T
i∈[L]

)
∈ Rmg×(1+L)

q .
Recall that the vector b ∈ Rmb

q output by TrapGen(1n, 1mb , 1q) is negl(n)-close
to uniform. By applying Lemma 3 to b and eb (1 + L)mg times, we obtain(

b,bTR, eTb R
) s≈

(
b, āTinp, e

T
b R
)

s≈
(
b, (aTone,a

T
inp,1, . . . ,a

T
inp,L)− (1,x? T

L )⊗ gT , eTb R
)
,

where āinp ←$ R(1+L)mg
q . In the above derivation, the first Indistinguishabil-

ity is derived by Lemma 3, and the second one holds because both āTinp and
(aTone,a

T
inp,1, . . . ,a

T
inp,L)−(1,x? T

L )⊗gT are uniformly distributed over R1×(1+L)mg
q .

By adding (1,x? T
L )⊗gT to both the first and the last distributions, the former be-

comes the distribution in Hyb 3 and the latter becomes the distribution in Hyb 2;
therefore these hybrids are statistically indistinguishable.

Indistinguishability between Hybs 3 and 4: We show that these hybrids
are computationally indistinguishable from each other assuming the Ring-LWE
assumption. However, to do so we must ensure that the preimages can be sampled
without the trapdoor b−1

σb
.

For each query C ∈ CRq,L,1 to KG, we claim that there exists a short matrix
Rw ∈ R

mb×mg
q for every wire w in C such that the following holds:

aTw = bTRw + zw(X)gT , (12)
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where zw(X) ∈ Rq is a polynomial carried by the wire w during the evaluation
of C(x?

L). The replacement performed in Hyb 3 guarantees that Eq. 12 holds for
every input wire u ∈ [L]. Specifically, when we parse

R = (Rinp,one,Rinp,1, . . . ,Rinp,L),

x? T
L = (xone(X), x1(X), . . . , xL(X)),

we have

aTinp,one = bTRinp,one + gT ,

∀u ∈ [L] aTinp,u = bTRinp,u + xu(X)gT .

For each gate type defined in Definition 4, we show that Eq. 12 holds for
the output w of every gate gw. Assuming that there are matrices Ru,Rv for the
inputs u, v to each gate gw that satisfy Eq. 12, we can define the matrix Rw that
also satisfies it in order from the gates in the first layer to those in the last layer,
according to each gate type in Definition 4 as follows.

1. If gw is for addition in Rq, let Rw := Ru +Rv. It follows that

bTRw + zw(X)gT

=bTRu + zu(X)gT + bTRv + zv(X)gT

=aTu + aTv

=aTw,

where zu(X) ∈ Rq and zv(X) ∈ Rq are polynomials carried by the input
wires u and v, respectively.

2. If gw is for fixed-operand multiplication by α(X) ∈ Rq, let Rw := Rug
−1(α(X)g).

It follows that

bTRw + zw(X)gT

=bTRug
−1(α(X)g) + zw(X)gT

=(aTu − zu(X)gT )g−1(α(X)g) + zw(X)gT

=aTug
−1(α(X)g)

=aTw.

3. If gw performs LUT evaluation for a LUT Lw ∈ (Rq × Rq)
Rw , let Rw :=

Kw,k?, hi +RuKw,k?, lo, where k? = LUT idx
Lw

(zu(X)) and

Kw,k? =

(
Kw,k?, hi
Kw,k?, lo

)
←$ D(mb+mg)×mg

R,σb,≤σb

√
λ

.
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Recall that aTw := bTKw,k?, hi + ȳk?(X)gT +
(
aTu − x̄k?(X)gT

)
Kw,k?, lo both

in Hybs 3 and 4. It follows that

bTRw + zw(X)gT

=bTKw,k?, hi + bTRuKw,k?, lo + zw(X)gT

=
(
aTw − ȳk?(X)gT −

(
aTu − zu(X)gT

)
Kw,k?, lo

)
+ bTRuKw,k?, lo + zw(X)gT

=aTw − bTRuKw,k?, lo + bTRuKw,k?, lo − ȳk?(X)gT + zw(X)gT

=aTw,

where ȳk?(X) := LUT out
Lw

(zu(X)), equivalent to zw(X).

Finally, for each query C ∈ CRq,L,1 to KG, we obtain a matrix Rout ∈
Rmb×mg

q such that aTout = bTRout + y(X)gT holds, where y(X) := C(x?
L). Re-

call that kC ∈ R
(mb+mg)
q is a preimage such that

(
bT ,aTout

)
kC = u(X) holds,

implying
(
bT ,bTRout + y(X)gT

)
kC = u(X). Since y(X) 6= 0 by the definition

of KG, a preimage kC output by KG can be simulated without the trapdoor b−1
σb

as follows:

kC ← SampLeft(b,Rout, y(X), u(X), σb),

which is negl(n)-close to a coset D
Λ⊥

u(X)
((bT ,bTRout+y(X)gT )),σb

.
Additionally, for every input wire u of the LUT evaluation gate gw, there is

a matrix Ru ∈ R
mb×mg
q such that aTu = bTRu + zu(X)gT holds. Recall that

for k? := LUT idx
Lw

(zu(X)), the preimage Kw,k? is already replaced with a random
Gaussian matrix sampled from D(mb+mg)×mg

R,σb,≤σb

√
λ

both in Hybs 3 and 4. Therefore,
it suffices to show that preimages for k 6= LUT idx

Lw
(zu(X)) can be sampled without

the trapdoor. We have

aTu − x̄k(X)gT

=
(
bTRu + zu(X)gT

)
− x̄k(X)gT

=bTRu + (zu(X)− x̄k(X))gT .

By Definition 3, for all distinct k, k′ ∈ [R], x̄k(X) 6= x̄k′(X). Hence, for any
k 6= LUT idx

Lw
(zu(X)), we have zu(X) − x̄k(X) 6= 0. Consequently, for every

k 6= LUT idx
Lw

(zu(X)), a preimage Kw,k ∈ R
(mb+mg)×mg
q —satisfying (bT ,aTu −

x̄k(X)gT )Kw,k = aTw − ȳk(X)gT —can be simulated without the trapdoor b−1
σb

as
follows:

Kw,k ← SampLeft(b,Ru, zu(X)− x̄k(X),aTw − ȳk(X)gT , σb),

each of which is negl(n)-close to a coset D
Λ⊥

aTw−ȳk(X)gT ((bT ,bTRu+(zu(X)−x̄k(X))gT )),σb
.

Hence, all preimages can be simulated without the trapdoor.
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We finally prove the computational indistinguishability between Hybs 3 and
4 assuming the Ring-LWE assumption. Suppose an adversary A that can dis-
tinguish between them with a non-negligible advantage, an adversary B can be
constructed that can break the hardness of the Ring-LWE assumption in Assump-
tion 1 by internally invoking A.
B receives a challenge (b̄, c̄) ∈ Rmb+1

q × Rmb+1
q from a challenger of the

RLWE security game, where b̄ ←$ Rmb+1
q , and c̄ is either c̄T = s(X)b̄T + ēT

for s(X) ←$ R3 and ē ←$ Dmb+1

R,σe,≤σe

√
λ

in the real case or c̄ ←$ Rmb+1
q in the

ideal case. B parses b̄ and c̄ as follows:

b̄T = (bT , u(X)),

c̄T = (cTb , cu(X)),

where cTb = s(X)bT + eTb and cu(X) = s(X)u(X) + eu(X) in the real case.
A first provides a challenge attribute att? = x?

L. B provides A a master public
key mpk that contains the given bT and u(X) along with

(
aone, (ainp,i)

T
i∈[L]

)
∈

Rmg×(1+L)
q such that

(
aone, (ainp,i)

T
i∈[L]

)
:= bTR + (1,x? T

L )⊗ gT . For each A’s
query C ∈ CRq,L,1 to KG, B can simulate the output decryption key dkC without
the trapdoor b−1

σb
as shown above.

A then returns challenge messages µ0, µ1 ∈ {0, 1} to B. B constructs a ci-
phertext ct by employing the given (cTb , cu(X)) and ca ∈ R

(1+L)mg
q defined by

cTa := cTb R. In the real case of the RLWE security game, ct corresponds to one
in Hyb 3 because it holds that

ca =cTb R

=
(
s(X)bT + eTb

)
R

=s(X)bTR + eTb R

=s(X)
(
(aTone,a

T
inp,1, . . . ,a

T
inp,L)− (1,x? T

L )⊗ gT
)
+ eTb R.

In the ideal case of the RLWE security game, ct corresponds to one in Hyb 4
because cTb R is statistically indistinguishable from a uniformly random vector by
Lemma 3. Hence, by providing ct, B can simulate the A’s view in both hybrids.
B finally forwards b′ output by A to the RLWE challenger. Since b = b′ with a

non-trivial probability, B also distinguishes between the real and ideal cases of the
RLWE challenge. By contradiction, we can conclude that assuming the hardness
of RLWE, Hybs 3 and 4 are computationally indistinguishable from each other.

ut

6 Implementation and Evaluation

6.1 Implementation
We have implemented KP-ABE for access policies representing modulo-q arith-
metic circuits. The code is available at https://github.com/MachinaIO/arithmetic-
abe.
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Our implementation introduces minor optimizations to the polynomial cir-
cuit in Subsection 4.2. The most significant is the adoption of a double-CRT
representation [GHS12]. Specifically, q is a product of h co-prime odd primes,
i.e., q =

∏
i∈[h] qi. We assume qmax := maxi∈[h] qi is bounded by poly(λ), and the

size of q is adjusted by the number of primes h. Each qi satisfies qi ≡ 1 (mod 2n)
with the ring dimension n, which ensures the existence of a primitive 2n-th root
of unity ωi ∈ Zqi . Additionally, to ensure that the multiplication circuit for small
integers in Subsection 4.1 functions correctly, we require B2

p < qmax.
The double-CRT representation enables the following two optimizations.

First, because arithmetic modulo each qi can be evaluated in parallel, the non-
free depth of the polynomial circuits for modulo-q arithmetic is determined by
qmax rather than by q. Second, we can pack nh integers into a single polynomial;
however, the number of LUT-evaluation gates required per modulo-q arithmetic
operation scales linearly with nh.

6.2 Size and Depth Analysis of the Polynomial Circuit

We evaluated the concrete size and depth of the polynomial circuit for modulo-q
multiplication, as shown in Table 3. The evaluation fixes log2 qmax = 32, h = 1,
n = 215, ranging the limb bit size log2 Bp from 1 to 16. When log2 Bp = 1, i.e.,
each BGG+ encodings encode a bit, each LUT evaluation gate is replaced with
a circuit composed of bit-wise additions and multiplications that implements the
same functionality. The evaluated circuit packs only a single integer into a single
polynomial rather than nh integers. Unless log2 Bp = 1, the number of gates
grows linearly in the number of packed integers.

The non-free depth and size of the polynomial circuit are visualized in Fig-
ure 1. For limb bit sizes of three or more, both quantities fall to less than half
of their values when the limb bit size is one. This shows that even a modest
increase in limb bit size yields a substantial optimization.

However, even with the largest limb bit size under our parameter constraints,
i.e., when log2 Bp = 16, the non-free depth exceeds 150. Consequently, we were
unable to find a modulus q that satisfies Inequality 11 for correctness within
practical parameter ranges.

Acknowledgments. We thank Pia Park for her substantial contributions to
our KP-ABE implementation while she was at Machina iO.
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A Omitted Proofs from Section 2

We provide proofs omitted from Section 2.

A.1 Proof of Lemma 3

By Lemma 3 and Corollary 2 in [BCH+24], the function Ha,m : Rm
3 → Rq

defined by Ha,m(r) := aT r is a universal hash function. Therefore, by the gen-
eralized leftover hash lemma [DRS04, ABB10], we obtain

∆
(
(a,aT r, eT r), (a,uT , eT r)

)
≤ 1

2

√
(qB)n

3nm
.

Inequality 1 implies 1
2

√
(qB)n

3nm ≤ 2−λ. Combining these inequalities, we conclude
that the statistical distance above is at most 2−λ. ut

A.2 Proof of Lemma 4

The concrete constructions of these algorithms are provided in [BGG+14, DDP+18].
However, to keep the exposition self-contained, we present the constructions in
detail below.

– EvalAdd(au,av)→ aw: This outputs aTw := aTu + aTv .

– EvalAddX()→ H+,w,z; This outputs H+,w,z :=

(
Im
Im

)
.

– EvalFixedMul(au, α(X))→ aw: This outputs aTw := aTug
−1(α(X)g).

43



– EvalFixedMulX(α(X))→ Hα,w,z: This outputs Hα,w,z := g−1(α(X)g).

The outputs of EvalAdd and EvalAddX algorithms satisfies required properties
since it holds that (

aTu − zu(X)gT ,aTv − zv(X)gT
)
H+,w,z

=(aTu − zu(X)gT ) + (aTv − zv(X)gT )

=aTw − (zu(X) + zv(X))gT ,

and
∥∥H+,w,z

∥∥
∞ = 1 also holds.

The outputs of EvalFixedMul and EvalFixedMulX algorithms satisfies required
properties since it holds that(

aTu − zu(X)gT
)
Hα,w,z

=aTug
−1(α(X)g)− zu(X)gTg−1(α(X)g)

=aTw − (α(X)zu(X))gT ,

and
∥∥Hα,w,z

∥∥
∞ ≤

∥∥g−1(α(X)g)
∥∥
∞ ≤ Bg − 1 also holds.

B Omitted Algorithms and Proofs from Section 4

This section illustrates the algorithms to perform modular arithmetic operations.
We then analyse the properties of the corresponding arithmetic circuits.

The inputs to the following algorithms are vectors inRwp
q , where polynomials

in each vector represent the base-Bp limbs of the input integer vector in Zn
q placed

in evaluation slots. By the ring-homomorphism property of the evaluation slots,
all ring operations over Rq correspond to component-wise arithmetics over Zn

q .
Consequently, for any a(X), b(X) ∈ Rq, it holds that

a(X) + b(X) = NTT −1
1,...,h(ã � b̃),

a(X)− b(X) = NTT −1
1,...,h(ã � b̃),

a(X)b(X) = NTT −1
1,...,h(ã � b̃),

where ã := NTT1,...,h(a(X)) and b̃ := NTT1,...,h(b(X)).

B.1 Multi-Precision Addition and Subtraction

We first instantiate multi-precision addition and subtraction circuits C+, C− ∈
CRq,2wp,wp+1 described by Algorithms 8 and 9, respectively. The inputs to these
circuits are two vectors a,b ∈ Rwp

q . The former circuit outputs a vector inRwp+1
q

that corresponds to the wp + 1 limbs of the sum obtained when treating ã and
b̃ respectively as multi-precision integers. The latter circuit outputs a vector in
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Algorithm 8 SlotwiseAddq,n,Bp

Parameter Settings: B2
p < q and wp = dlogBp

qe.
Input: a := (a1(X), . . . , awp(X))T ∈ Rwp

q , b := (b1(X), . . . , bwp(X))T ∈ Rwp
q .

Output: c ∈ Rwp+1
q

1: for l ∈ [wp] do
2: sl(X), gl(X)← IntMod&Floorq,n,Bp,+(al(X), bl(X)).
3: _, pl(X)← IntMod&Floorq,n,Bp,+(sl(X), 1).
4: end for
5: g := (gl(X))l∈[wp], p := (pl(X))l∈[wp].
6: g′ ← SlotwiseKoggeStonePrefixSumq(g,p).
7: s′ := (0, g′1(X), . . . , g′wp−1(X))T ∈ Rwp

q .
8: for l ∈ [wp] do
9: cl(X),_← IntMod&Floorq,n,Bp,+(sl(X), s′l(X)).

10: end for
11: cwp+1(X) := g′wp

(X).
12: c := (c1(X), . . . , cwp(X), cwp+1(X))T .
13: return c.

Rwp
q along with one more polynomial in Rq such that the vector corresponds to

limbs of the difference of these big integers, and the last polynomial represents
borrow-out bits in the evaluation slots. In both circuits, polynomials represent-
ing per-limb generate/propagate bits, denoted by gl(X), pl(X) for l ∈ [wp], are
obtained by Algorithms 3 and 10, More detailed properties of these circuits are
stated and proved in Lemma 6, which for simplicity assumes the number of limbs
is wp = dlogBp

qe; the results readily generalize to any multiple of dlogBp
qe.

Lemma 10. We keep the same parameter settings in Definition 5. Two circuits
C+, C−, implementing Algorithm 8 and Algorithm 9, respectively, belong to the
class CRq,2wp,wp+1 and satisfy the following properties:

1. The below set is a subset of the admissible input sets of C±:

XC± :=



(
NTT −1 (ãl)

)
l∈[wp]

,(
NTT −1

(
b̃l

))
l∈[wp]

 ,

where ãl, b̃l ∈ [0, Bp − 1]n.
2. The non-free depth of C+ is bounded by 2dlog2 wpe+ 6. The non-free depth

of C− is bounded by 2dlog2 wpe + 7. The additive width of both circuits is
n. The number of gates both in C+ and C− is O(wpn log2 wp), where the
number of LUT evaluation gates has the same order.

3. For any vector
(
(al(X))l∈[wp]

(bl(X))l∈[wp]

)
∈ XC±,i , it holds that

c =
(
NTT −1 (c̃l)

)
l∈[wp+1]

,
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Algorithm 9 SlotwiseSubq,n,Bp

Parameter Settings: Bp > 2, B2
p < q and wp = dlogBp

qe.
Input: a := (a1(X), . . . , awp(X))T ∈ Rwp

q , b := (b1(X), . . . , bwp(X))T ∈ Rwp
q .

Output: d ∈ Rwp
q , c(X) ∈ Rq

1: for l ∈ [wp] do
2: sl(X), hl(X)← IntMod&Floorq,n,Bp,+(al(X), (Bp − 1)− bl(X)).
3: _, pl(X)← IntMod&Floorq,n,Bp,+(sl(X), 1).
4: for i ∈ [n] do
5: gl,i(X) := LUT out

LSub,g((hl(X) + 2pl(X))`i(X)), where

LUT out
LSub,g := ((k1 + 2k2)`i(X), ((¬k1) ∧ (¬k2))`i(X))(k1,k2)∈{0,1}2

∈ (Rq ×Rq)
4.

6: end for
7: gl(X) := Σi∈[n]gl,i(X).
8: end for
9: g := (gl(X))Tl∈[wp]

, p := (pl(X))Tl∈[wp]
.

10: g′ ← SlotwiseKoggeStonePrefixSumq(g,p).
11: s′ := (0, g′1(X), . . . , g′wp−1(X))T ∈ Rwp

q .
12: for l ∈ [wp] do
13: dl(X),_← IntMod&Floorq,n,Bp,+(al(X), Bp − bl(X)− s′l(X)).
14: end for
15: d := (d1(X), . . . , dwp(X))T .
16: c(X) := g′wp

(X). . borrow-out polynomial
17: return d, c(X).

where

∀l ∈ [wp] ãl := NTT (al(X)) ∈ Zn
q ,

∀l ∈ [wp] b̃l := NTT (bl(X)) ∈ Zn
q ,

c := C+

(
(al(X))l∈[wp]

(bl(X))l∈[wp]

)
,

and (c̃l)
T
l∈[wp+1] ∈ Zn×(wp+1)

q satisfies

�l∈[wp+1]B
l−1
p c̃l =

(
�l∈[wp]B

l−1
p ãl

)
�
(
�l∈[wp]B

l−1
p b̃l

)
over integers. (13)

4. For any vector
(
(al(X))l∈[wp]

(bl(X))l∈[wp]

)
∈ XC± , it holds that

d =
(

NTT −1
(
d̃l

))T
l∈[wp]

,

c(X) = NTT −1 (c̃) ,
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Algorithm 10 SlotwiseKoggeStonePrefixSumq

Input: g = (g1(X), . . . , gwp(X))T ∈ Rwp
q , p = (p1(X), . . . , pwp(X))T ∈ Rwp

q .
Output: g ∈ Rwp

q .
1: d← 1.
2: while d < wp do
3: for l ∈ [d+ 1, wp] do
4: for i ∈ [n] do
5: g′l,i(X) := LUT out

LKS,g((gl(X) + 2gl−d(X) + 4pl(X))`i(X)), where

LUT out
LKS,g := ((k1 + 2k2 + 4k3)`i(X), (k1 ∨ (k2 ∧ k3))`i(X))(k1,k2,k3)∈{0,1}3

∈ (Rq ×Rq)
8.

6: p′l,i(X) := LUT out
LKS,p((pl(X) + 2pl−d(X))`i(X)), where

LUT out
LKS,p := ((k1 + 2k2)`i(X), (k1 ∧ k2)`i(X))(k1,k2)∈{0,1}2

∈ (Rq ×Rq)
4.

7: end for
8: g′l(X) := Σi∈[n]g

′
l,i(X) and p′l(X) := Σi∈[n]p

′
l,i(X)

9: end for
10: d← 2d.
11: g ← (g1(X), . . . , gd(X), g′d+1(X), . . . , g′wp

(X)).
12: p ← (p1(X), . . . , pd(X), p′d+1(X), . . . , p′wp

(X)).
13: end while
14: return g

where

d, c(X) := C−

(
(al(X))l∈[wp]

(bl(X))l∈[wp]

)
,

(
d̃l

)T
l∈[wp]

∈ Zn×wp
q satisfies

�l∈[wp]B
l−1
p d̃l =|

(
�l∈[wp]B

l−1
p ãl

)
�
(
�l∈[wp]B

l−1
p b̃l

)
| over integers,

and c̃ ∈ {0, 1}n is a vector such that, for every j ∈ [n], the j-th element cj is
1 if the j-th element of

(
�l∈[wp]B

l−1
p ãl

)
is less than that of

(
�l∈[wp]B

l−1
p b̃l

)
and 0 otherwise.

Proof. We prove the claim for the addition circuit C+,i; the proof for C−,i is
analogous with the same depth and admissibility analysis. We decompose the
process in Algorithm 8 into two stages.
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Stage 1: Per-limb addition.

Functionality: For every l ∈ [wp], let tl(X) = al(X) + bl(X) and execute
the IntMod&Floor algorithm (Algorithm 3). By Lemma 5, it follows that the
outputs sl(X) and gl(X) correspond to the digit and carry of the integer in the
l-th evaluation slot of the sum tl(X) := al(X) + bl(X), respectively, as follows:

sl(X) = NTT −1
(
(t̃l,j mod Bp)j∈[n]

)
,

gl(X) = NTT −1

(
(

⌊
t̃l,j
Bp

⌋
)j∈[n]

)
,

where (t̃l,j)j∈[n] := NTT (tl(X)). The IntMod&Floor algorithm is called again
to obtain pl(X) that represents bits (p̃l,j)j∈[n] ∈ {0, 1}n in its evaluation slots
such that p̃l,j is 1 if t̃l,j mod Bp is equal to Bp − 1 and 0 otherwise. Since⌊
t̃l,j mod Bp+1

Bp

⌋
= 1 if and only if p̃l,j = 1, we obtain

pl(X) = NTT −1

(
(

⌊
t̃l,j mod Bp + 1

Bp

⌋
)j∈[n]

)
= NTT −1

(
(p̃l,j)j∈[n]

)
.

Input admissibility: The definition of XC±,i ensures that ãl, b̃l ∈ [0, Bp −
1]n for every l ∈ [wp]. Therefore, al(X), bl(X) belongs to the admissible input
set of the IntMod&Floor algorithm as defined in Lemma 5, implying that the first
call to the IntMod&Floor algorithm in Algorithm 8 never returns ⊥. Similarly,
since sl(X) contains t̃l,j mod Bp ≤ Bp − 1 in the evaluation slots, the second
call to the IntMod&Floor algorithm does not return ⊥.

Non-free depth, additive width, and circuit size: We can easily con-
firm that the additive width in this stage is same as that of the IntMod&Floor
algorithm, namely n. The second call to the IntMod&Floor algorithm depends
on sl(X) output by the first call to the IntMod&Floor algorithm. Therefore, the
non-free depth in this stage is twice the non-free depth of IntMod&Floor, namely
4. The number of gates in this stage is O(wpn), involving 4nwp LUT evaluation
gates.

Stage 2: Kogge–Stone prefix sum.

Functionality: The inputs g,p to Algorithm 10 are assumed to encode bits
in their evaluation slots, i.e.,

∀l ∈ [wp] gl(X) = NTT −1(g̃l),

∀l ∈ [wp] pl(X) = NTT −1(p̃l)

for some g̃l, p̃l ∈ {0, 1}n. The call to this algorithm in Algorithm 8 satisfies this
condition because

⌊
x
Bp

⌋
≤ 1 if x ≤ 2Bp − 1, which is true for gl(X) and pl(X)

computed in Algorithm 8.
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Lines 5 and 6 in Algorithm 10 perform binary operations in each i-th evalu-
ation slot via LUT evaluation. It follows that

g′l(X) = NTT −1
(
(g̃l,j ∨ (g̃l−d,j ∧ p̃l,j))j∈[n]

)
,

p′l(X) = NTT −1
(
(p̃l,j ∧ p̃l−d,j)j∈[n]

)
,

where g̃l = (g̃l,j)j∈[n], p̃l = (p̃l,j)j∈[n]. Therefore, in the evaluation slots of
polynomials, Algorithm 10 carries out essentially the same computation as the
textbook Kogge–Stone prefix sum algorithm [KS73].

Consequently, in Algorithm 8, for every l ∈ [2, wp] and j ∈ [n], the j-th
evaluation slot of g′l−1(X) represents the carry that should be added to the l-th
limb of the sum tl(X), i.e., sl(X). The last polynomial g′wp

(X) represents the
carry of the addition in the evaluation slots. Hence, the output c satisfies

c =
(
NTT −1 (c̃l)

)T
l∈[wp+1]

,

where c̃l ∈ Zn×(wp+1)
q is a vector such that Eq. 13 holds.

Input admissibility: At Line 5 in Algorithm 10, the input

(gl(X) + 2gl−d(X) + 4pl(X))`i(X)

must match some input within the LUT LKS,g because, for every i ∈ [n], the i-th
evaluation slot of polynomials gl(X), gl−d(X), pl(X) always hold bits. The same
holds for the call to the LUT LKS,p at Line 6. The inputs to the IntMod&Floor
algorithm at Line 9 in Algorithm 8 belongs to the admissible input set of this
algorithm because sl(X) and s′l(X) encode integers less than Bp and bits in the
evaluation slots, respectively. Therefore, no LUT evaluation gate returns ⊥ in
the second stage.

Non-free depth, additive width, and circuit size: The loop from Lines
2–13 in Algorithm 10 iterates at most dlog2 wpe times. The non-free depth in
each loop is 2, one is for fixed-operand multiplications, and the other is for
LUT evaluation. Since there is no other non-free gate in Algorithm 10, its non-
free depth is bounded by 2dlog2 wpe. The additional call to the IntMod&Floor
algorithm in Algorithm 8, which is called in parallel for every l ∈ [wp], increase
the non-free depth by 2 (Lemma 5). Therefore, the non-free depth in the second
stage is 2dlog2 wpe+2. The additive width in the second stage is n, which comes
from that of the IntMod&Floor algorithm. The number of gates in this stage is
O(wpn log2 wp), where the number of LUT evaluation gates has the same order.

Properties of C+.
We prove that the three properties of C+ hold. Recall that the first property claims
the admissible input set of C+. By the input admissibilities of the first and second
stages, we can immediatly show that no LUT evaluation gate returns ⊥. The non-
free depth in the second property is obtained by adding non-free depths in two
stages, resulting in 2dlog2 wpe+ 6, and the additive width is n. The circuit size
along with the number of LUT evaluation gates are in total O(wpn log2 wp). The
third property—the expected functionality of C+,i—is also derived by combining
the functionalities in the first and second stages.
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Algorithm 11 SlotwiseMulq,n,Bp

Parameter Settings: Bp > 2, B2
p < q and wp = dlogBp

qe.
Input: a := (a1(X), . . . , awp(X))T ∈ Rwp

q , b := (b1(X), . . . , bwp(X))T ∈ Rwp
q .

Output: c ∈ R2wp
q .

1: Initialize columns C := (c1, . . . , c2wp
) as empty lists in Rq.

2: for l ∈ [wp] do
3: for r ∈ [wp] do
4: `l,r(X), hl,r(X)← IntMod&Floorq,n,Bp,×(al(X), br(X)).
5: Append `l,r(X) to cl+r−1.
6: if l + r ≤ 2wp then
7: Append hl,r(X) to cl+r. . for l + r > 2wp drop the high limb
8: end if
9: end for

10: end for
11: (s′, c′)← SlotwiseWallaceTreeCompressq,n,Bp

(C).
12: c′′ := (c′k(X))k∈[2wp].
13: c̄ ← SlotwiseAddq,n,Bp(s

′, c′′).
14: c := (c̄1(X), . . . , c̄2wp(X))T . . Drop the top limb from the addition’s result
15: return c.

Properties of C−.
The non-free depth of the subtraction circuit C− accounts for an additional LUT
evaluation gate at Line 5 in Algorithm 9, therefore resulting in 4dlog2 wpe+ 7.

ut

B.2 Multi-Precision Multiplication

We instantiate a multi-precision multiplication circuit C× ∈ CRq,2wp,2wp
as de-

scribed by Algorithm 11, internally calling Algorithm 12. The input consists of
two vectors a,b ∈ Rwp

q whose evaluation slots encode the base-Bp limbs of two
integer vectors in Zn

q . The circuit outputs c ∈ R2wp
q such that the evaluation slots

of c represent the 2wp limbs of the product of two multi-precision integers rep-
resented by limbs of a and b. Concretely, it first forms all w2

p limbwise products
tl,j(X) = al(X)bj(X), splits each into two base-Bp limbs via the IntMod&Floor
algorithm (Algorithm 3), and stacks them into weight-aligned columns. The
SlotwiseWallaceTreeCompress algorithm (Algorithm 12) compresses each column
to at most two limbs using grouped additions followed by the IntMod&Floor al-
gorithm, yielding two rows (s′ , c′). A final step calls the SlotwiseAdd algorithm
to add these rows, and the toppest limb is dropped to obtain exactly 2wp limbs.

Lemma 11. We keep the same parameter settings in Definition 5. There exists
a circuit C× implementing Algorithm 11 such that C× ∈ CRq,2wp,2wp and the
following properties hold:
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1. The below set is a subset of the admissible input set of C×:

XC× :=



(
NTT −1 (ãl)

)
l∈[wp]

,(
NTT −1

(
b̃l

))
l∈[wp]

 ,

where ãl, b̃l ∈ [0, Bp − 1]n for all l ∈ [wp].
2. The non-free depth of C× is bounded by O(log2 wp), and the additive width is

n. The number of gates in C× and that of LUT evaluation gates are O(w2
pn).

3. For any input
(
(al(X))l∈[wp]

(bl(X))l∈[wp]

)
∈ XC× , it holds that

c =
(
NTT −1 (c̃l)

)
l∈[2wp]

,

where

∀ l ∈ [wp] : ãl := NTT (al(X)) ∈ Zn
q ,

∀ l ∈ [wp] : b̃l := NTT (bl(X)) ∈ Zn
q ,

c := C×

(
(al(X))l∈[wp]

(bl(X))l∈[wp]

)
,

and (c̃k)
T
k∈[2wp]

∈ Zn×2wp
q satisfies

�k∈[2wp]B
k−1
p c̃k =

(
�l∈[wp]B

l−1
p ãl

)
�
(
�r∈[wp]B

r−1
p b̃r

)
over integers.

(14)

Proof. We prove the claim for the multiplication circuit C× by decomposition
into two stages.

Stage 1: Partial products.
Functionality. For every pair (l, r) ∈ [wp] × [wp], the circuit calls the

IntMod&Floor algorithm on al(X) and bl(X) for multiplication. By Lemma 5,
it follows that the outputs (`l,r(X), hl,r(X)) correspond to the low/high limbs of
tl,r(X) := al(X) br(X) in the evaluation slots, respectively, as follows:

`l,r(X) = NTT −1
((

t̃l,r,j mod Bp

)
j∈[n]

)
,

hl,r(X) = NTT −1

((⌊ t̃l,r,j
Bp

⌋)
j∈[n]

)
,

where (t̃l,r,j)j∈[n] = NTT (tl,r(X)). The polynomials `l,r(X) and hl,r(X) are ap-
pended to columns cl+r−1 and cl+r, respectively. After the column-stacking steps
(Lines 5–7) in Algorithm 11, for each k ∈ [2wp], the evaluation slots of polyno-
mials in the column ck contain the unreduced partial products corresponding to
the k-th limb of the big integer product

(
�l∈[wp]B

l−1
p ãl

)
�
(
�r∈[wp]B

r−1
p b̃r

)
.
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Input admissibility. By the admissible-input property, we have

ãl, b̃r ∈ [0, Bp − 1]n.

Therefore, al(X) and bl(X) are the admissible inputs of the IntMod&Floor algo-
rithm (Lemma 5), implying that no call to the IntMod&Floor algorithm at Line 4
returns ⊥.

Non-free depth, additive width, and circuit size. The computation
path in Stage 1 contains one call to the IntMod&Floor algorithm at Line 4. This
is called in parallel for each (l, r) ∈ [wp] × [wp]; therefore the non-free depth
in this stage is 2 (Lemma 5). The additive width is equivalent to that of the
IntMod&Floor algorithm, namely n. The number of gates is O(w2

pn), where the
number of LUT evaluation gates is also O(w2

pn).

Stage 2: Wallace-tree compression [Wal64] and final addition.

Functionality. Recall that Stage 1 outputs columns C = (c1, . . . , c2wp
)

where each column ck contains polynomials encoding the unreduced partial prod-
ucts corresponding to the k-th limb of the big integer product in the evalua-
tion slots. In Stage 2, Algorithm 12 employs the Wallace-tree compression algo-
rithm [Wal64] to reduce these partial products.

If ck contains 3 partial products in each evaluation slot, the algorithm adds
them and splits the sum into two base-Bp limbs by calling the IntMod&Floor
algorithm at Line 10. The polynomial for the lower limb, i.e., u lo(X), stays in
the k-th limb column, and the polynomial for the higher limb, i.e., u hi(X), is sent
to the (k+1)-th limb column (Line 11). This process is repeat for each k ∈ [2wp]
until all columns contains at most two polynomials.

In the final loop starting on line 18, for every k ∈ [2wp], if the column ck con-
tains two polynomials, the algorithm decomposes their sum into two base-Bp dig-
its again. Then, it adds the polynomial for the lower limb (resp. higher limb), i.e.,
v lo(X) (resp. v hi(X)), to the sum vector s′ (resp. carry vector c′). This process is
simplified when the column ck contains less than two polynomials. Consequently,
Algorithm 12 outputs two vectors s′ := (s′k(X))k∈[2wp], c

′ := (c′k(X))k∈[2wp+1] ∈
R2wp

q such that the following holds:(
�l∈[wp]B

l−1
p ãl

)
�
(
�r∈[wp]B

r−1
p b̃r

)
(15)

=
(
�k∈[2wp]B

k−1
p s̃′k

)
�
(
�k∈[2wp]B

k−1
p c̃′k

)
over integers,

where s̃′k := NTT (s′k(X)) and c̃′k := NTT (c′k(X)) for every k ∈ [2wp + 1].
Notably, the last carry can be ignored because (Bp− 1)2 < B2

p, i.e., c̃2wp+1 = 0n

holds.
We now return to the description of the SlotwiseMul algorithm. It forwards

the output of Algorithm 12 to the SlotwiseAdd algorithm (Algorithm 8), dropping
only the final carry. By Lemma 10, the output of the SlotwiseAdd algorithm
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denoted by c̄ := (c̄k(X))k∈[2wp+1] satisfies(
�k∈[2wp]B

k−1
p s̃′k

)
�
(
�k∈[2wp]B

k−1
p c̃′k

)
(16)

=
(
�k∈[2wp]B

k−1
p c̄k

)
over integers,

where c̄k := NTT (c̄k(X)) for every k ∈ [2wp]. The last carry c̄2wp+1 can be
ignored for the same reason.

Combining Eqs. 15 and 16 yields the following equation:(
�k∈[2wp]B

k−1
p c̄k

)
=
(
�wp

l∈[wp]
B l−1

p ãl

)
�
(
�r∈[wp]B

r−1
p b̃r

)
over integers.

Therefore, the output of the SlotwiseMul algorithm satisfies Eq. 14, proving the
third property in this lemma.

Input admissibility. In Stage 2, LUT evaluation gates are employed within
the SlotwiseWallaceTreeCompress algorithm (Algorithm 12) and the SlotwiseAdd
algorithm (Algorithm 8). The former calls the IntMod&Floor algorithm (Al-
gorithm 3) at Lines 10 and 24. These calls input three polynomials ck,i(X),
ck,i+1(X), and ck,i+2(X) each of which encodes digits in [0, Bp−1]n in the eval-
uation slots. Since 2(Bp−1) ≤

⌊
(B2

p − 1)/2
⌋

for Bp > 2, the input belongs to the
admissible input set of the IntMod&Floor algorithm (Lemma 5). Additionally, we
can easily confirm that the input to the SlotwiseWallaceTreeCompress algorithm
also belongs to its admissible input (Lemma 10).

Non-free depth, additive width, and circuit size. In each compression
round of Algorithm 12, for each k ∈ [wp] and for each group of size 3 extracted
from ck, we perform one call to the IntMod&Floor algorithm, and these calls
contribute non-free depth 2 per round (Lemma 5). The total depth depends on
the number of rounds for this loop because this call in each round executes in
parallel.

Each call for three polynomials ck,i(X), ck,i+1(X), and ck,i+2(X) produces
two polynomials, in particular u lo for column cnext

k and u hi for column cnext
k+1. It

follows that the maximum column length shrinks by a factor 3
2 . Therefore, the

number of rounds is at most dlog 3
2
wpe. The final loop starting from Line 18 adds

a further non-free depth 2 for one more call to the IntMod&Floor algorithm.
The concluding call to the SlotwiseAdd algorithm at Line 13 in Algorithm 11

has non-free depth 2dlog2(2wp)e+6—the number of limbs is not wp but 2wp—as
shown by Lemma 10. Therefore, in total, Stage 2 contributes non-free depth

2
⌈
log 3

2
wp

⌉
+ 2 +

(
2dlog2(2wp)e+ 6

)
= O(log2 wp).

For the additive width, in each round and for each column, Algorithm 12
computes ck,i(X) + ck,i+1(X). However, since n >= 1, Stage 2 has additive
width n.

We finally analyze the number of gates in State 2. The number of calls to the
IntMod&Floor algorithm between Lines 1–17 is bounded as follows:

2w2
p

3
+

2w2
p

32
+ · · ·+O(wp) ≤ O(

2w2
p

3

1− (1/3)log3 wp

1− 1/3
)

≤ O(w2
p).
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By Lemma 5, it follows that the number of gates and that of LUT evaluation
gates are O(w2

pn). Hence, those in Algorithm 12 are also O(w2
pn). Since those

in Algorithm 8 are O(wpn log2 wp) ≤ O(w2
pn) (Lemma 10), the same bounds are

true in Stage 2.

Properties of Cx.
We prove that the three properties of Cx hold. For the first property, by the
input admissibility in the first and second stages, every call to the IntMod&Floor
algorithm and to SlotwiseAdd lies within the admissible domain, hence no LUT
returns ⊥. For the second property, summing the non-free depths of the two
stages gives

2︸︷︷︸
Stage 1

+O(log2 wp)︸ ︷︷ ︸
Stage 2

= O(log2 wp).

The additive width is n in both stages, and the number of gates is bounded by
O(w2

pn). The third property follows from the correctness of Stages 1 and 2 as
described above.

B.3 Proof of Lemma 6

The polynomial circuits C+,q, C−,q ∈ CRq,2wp,wp
stated in Lemma 6, respectively,

implement Algorithms 13 and 14, which perform entrywise modular addition and
subtraction over Zn

q in Montgomery form. We show that C+,q satisfies all of its
properties; the proof for C−,q is analogous.

Functionality and proof of the third property: The modular addi-
tion circuit C+,q, performs the SlotwiseAddMod algorithm implementing Algo-
rithm 13. Given two inputs a := (al(X))l∈[wp],b := (bl(X))l∈[wp] ∈ R

wp
q , each

of which encodes base-Bp limbs of n integers over Zn
q in evaluation slots, the cir-

cuit first computes their unreduced sum s′ := (s′l(X))l∈[wp+1] ∈ R
wp+1
q via the

SlotwiseAdd algorithm, which returns wp + 1 limbs. From Lemma 6, the output
c′ := (c′l(X))l∈[wp+1] ∈ R

wp+1
q satisfies(

�l∈[wp]B
l−1
p ãl

)
�
(
�l∈[wp]B

l−1
p b̃l

)
=
(
�l∈[wp+1]B

l−1
p c̃′l

)
over integers,

where

∀l ∈ [wp] ãl := NTT (al(X)) ∈ Zn
q ,

∀l ∈ [wp] b̃l := NTT (bl(X)) ∈ Zn
q ,

∀l ∈ [wp] c̃′l := NTT (c′l(X)) ∈ Zn
q .

The circuit then subtracts the (padded) modulus n′ via the SlotwiseSub the
algorithm, obtaining a vector of differences d and a polynomial s(X) represent-
ing borrow bits in evaluation slots as proven in Lemma 10. Notably, although
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nl(X) is a constant polynomial of the l-th digit of q, all of its evaluation slots
are identical to that digit; thus n is admissible as an input to the SlotwiseSub
algorithm.

Finally, for each limb l ∈ [wp] and j ∈ [n], Algorithm 15 sets the j-th eval-
uation slot of cl(X) to that of c′l(X) if that of s(X) is 1 (i.e., that slot of c̃′l is
less than the l-th limb of q) and that of dl(X) otherwise. This selection ensures
that the following holds:(

�l∈[wp]B
l−1
p ãl

)
�
(
�l∈[wp]B

l−1
p b̃l

)
=
(
�l∈[wp]B

l−1
p c̃l

)
mod q,

where for every l ∈ [wp], c̃l := NTT (cl(X)) ∈ Zn
q .

Since a and b are outputs of the MultiPre algorithm, by Definition 5, it
follows that

ãl = (ãl,j)j∈[n] , b̃l =
(
b̃l,j

)
j∈[n]

,

where ãl,j is the l-th output of digitsBp,wp
(ā′j) with (ā′j)j∈[n] := ãRp mod q, and

b̃l,j is the l-th output of digitsBp,wp
(b̄′j) with (b̄′j)j∈[n] := b̃Rp mod q. Combining

these equalities, we can conclude that Eq. 8 holds.
Proof of the first property: We can easily confirm that the inputs to the

SlotwiseAdd and SlotwiseSub algorithms are admissible, i.e., the inputs belongs
to XC±,i

.
Proof of the second property: The non-free depth of C±,qi is described

as follows:

2dlog2 wpe+ 6︸ ︷︷ ︸
SlotwiseAdd

+2dlog2 wpe+ 7︸ ︷︷ ︸
SlotwiseSub

+ 1︸︷︷︸
SlotwiseSelect

=4dlog2 wpe+ 14,

where the last term accounts for one depth by 2wp parallel LUT evaluations in
Algorithm 15. The circuit also inherits the maximum additive width from the
called algorithms, namely n. We immediatly obtain the number of gates in C±,q

from Lemma 6, i.e., O(wpn log2 wp).
The fourth property can be shown in a similar manner to the third property

by analyzing the functionality of Algorithm 14.

B.4 Proof of Theorem 3

The polynomial circuit C×,q ∈ CRq,2wp,wp stated in Theorem 3 implements Al-
gorithm 13 and 16, which perform entrywise modular multiplication over Zn

q in
Montgomery form. We show that C×,q satisfies all of its properties.

Functionality and proof of the third property: The modular mul-
tiplication algorithm circuit C×,qi implements Algorithm 16. This consists of
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a call to the SlotwiseMul algorithm (Algorithm 11) followed by a call to the
SlotwiseMontgomeryReduce algorithm (Algorithm 17). By Lemma 11, it follows
that (

�k∈[2wp]B
k−1
p t̃k

)
=
(
�l∈[wp]B

l−1
p ã′l

)
�
(
�r∈[wp]B

r−1
p b̃′

r

)
over integers,

where for every l ∈ [wp], r ∈ [wp], and k ∈ [2wp],

ã′l := NTT (al(X)),

b̃′
r := NTT (br(X)),

t̃k := NTT (tl(X)).

By the definition of XC×,q
, there exist ã, b̃ ∈ Zn

q such that a = MultiPreq,n,Bp
(ã)

and b = MultiPreq,n,Bp
(b̃) hold. Therefore, by Definition 5, we have(

�l∈[wp]B
l−1
p ã′l

)
= (ãRp mod q) over integers.,(

�l∈[wp]B
l−1
p b̃′

l

)
= (b̃Rp mod q) over integers..

Consequently, it follows that(
�k∈[2wp]B

k−1
p t̃k

)
= (ãRp mod q)� (b̃Rp mod q) over integers.

It remains to multiply t by R−1
p modulo q to obtain the Montgomery form of

the modular multiplication result via the SlotwiseMontgomeryReduce algorithm.
Recall that the textbook Montgomery reduction algorithm [Mon85] computes
tR−1

p mod q for an input t ∈ [0, qRp − 1] as follows:

tR−1
p mod q =

{
c′ if c′ < q,

c′ − q otherwise,

where

c′ :=
t+ q

(
(t mod Rp)(−q−1 mod Rp) mod Rp

)
Rp

.

Algorithm 17 straightforwardly simulates this algorithm in evaluation slots of
polynomials by invoking the SlotwiseAdd, SlotwiseSub, and SlotwiseMul algo-
rithms. Notably, since Rp = B

wp
p , reduction modulo Rp and division by Rp are

free: they are realized by taking the lower wp limbs and by shifting the upper
limbs down (discarding the lower wp limbs), respectively.

In summary, it holds that(
�k∈[wp]B

k−1
p c̃k

)
= R−1

p

(
(ãRp mod q)� (b̃Rp mod q)

)
mod q,

= (ã � b̃)Rp mod q,
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where for every k ∈ [wp], c̃k := NTT (ck(X)). Therefore, the output c is the
base-Bp digits of the Montgomery form of the slotwise products a � b modulo
q.

Proof of the first property: The circuit C×,q, implementing Algorithm 16
and internally invoking Algorithm 17, involves LUT evaluation gates in the calls
to SlotwiseMul, SlotwiseAdd, and SlotwiseSub algorithms. The inputs to these
algorithms trivially belong to their admissible input sets (Lemma 10) since they
encode base-Bp limbs in evaluation slots. Hence, all calls to LUT evaluation in
C×,q are well-defined.

Proof of the second property: Summing the certified non-free depths of
the called algorithms gives

O(log2 wp)︸ ︷︷ ︸
One call to SlotwiseMul in Algorithm 16

+ 2O(log2 wp)︸ ︷︷ ︸
Two calls to SlotwiseMul in Algorithm 17

+ (2dlog2 wpe+ 6)︸ ︷︷ ︸
One call to SlotwiseAdd in Algorithm 17

+ (2dlog2 wpe+ 7)︸ ︷︷ ︸
One call to SlotwiseSub in Algorithm 17

+ 1︸︷︷︸
One call to SlotwiseSelect in Algorithm 17

=O(log2 wp).

The additive width equals the maximum of those of the called algorithms, which
is n. By Lemmas 10 and 11, we can conclude that the number of gates is O(w2

pn),
involving O(w2

pn) LUT evaluation gates.

B.5 Proof of Lemma 8

Definition of the diag function: We first present the definition of the MultiDiags
function. Given a matrix A ∈ Zn×nk

q , it decomposes A into k blocks each of
which is a matrix in Zn×n

q , i.e.,

A =
(
A′

1, . . . ,A
′
k

)
.

We define the following function:

diagn,i : Zn×n
q → Zn

q ,

diagn,i(A′) := (a′j,(i+j−1 mod n)+1)j∈[n].
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Then the output of MultiDiags : Zn×nk
q →Rnwpk

q is defined as follows:

MultiDiagsn,q,Bp,k(A) :=



MultiPreq,n,Bp
(diagn,1(A′

1)),
...

MultiPreq,n,Bp
(diagn,n(A′

1)),
...

MultiPreq,n,Bp
(diagn,1(A′

k)),
...

MultiPreq,n,Bp
(diagn,n(A′

k))


∈ Rnwpk

q ,

where the function MultiPre returns wp polynomials. By Definition 5, for each ` ∈
[k], i ∈ [n], j ∈ [n], the j-th evaluation slots of polynomials out of MultiPreq,n,Bp

(ā`,i)
hold Bp-limbs of a`,i,i+j mod n. Each inputs to the circuit CHomMul is the output
of the MultiDiags function with k = wp.

The MultiDiags function is injective. Moreover, if the output vector is well-
formed—namely, for each block and each diagonal, the polynomials MultiPreq,n,Bp

(diagn,i(A′
`)) ∈

Rwp
q encode base-Bp digits whose recomposition in every evaluation slot yields a

value in [0, q)—then there exists a unique input to the MultiDiags function that
maps to that vector.

Implementation of CHomMul and proof of the third property: The
implementation of the circuit CHomMul is provided by Algorithm 18. We first
explain the functionalities of building blocks, i.e., Algorithms 19, 20, and 21.
The first algorithm performs matrix addition over Zn×n

q in the evaluation slots.
Formally, for any input A,B ∈ Rwp×n

q , the output C ∈ Rwp×n
q out of the

BlockMatAdd algorithm satisfies

flatten(C) = MultiDiagsn,q,Bp,1(Ã + B̃), (17)

where Ã, B̃ ∈ Zn×n
q are matrices such that flatten(A) = MultiDiagsn,q,Bp,1(Ã)

and flatten(B) = MultiDiagsn,q,Bp,1(B̃) hold, respectively. The SlotRot algo-
rithm (Algorithm 21) rotates integers in the evaluation slots. The correctness
of these algorithms is clear.

The BlockMatMul algorithm (Algorithm 20) performs matrix multiplication
over Zn×n

q in the evaluation slots. However, this algorithm assumes that each el-
ement of the matrix represented by the right-hand input is a base-Bp limb rather
than an integer in Zq; therefore b has only n polynomials. The SlotwiseMulModDeco
algorithm, called at Line 4, is same as the SlotwiseMulMod algorithm (Algo-
rithm 16) except that the right-hand input is restricted to a single limb. Conse-
quently, this reduces the circuit size to O(wpn log2 wp).

We confirm that the output of the BlockMatMul algorithm, denoted by Cµ,` ∈
Rwp×n

q , satisfies the following equation for any input A
(µ)
` and b

(µ)
` defined in
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Algorithm 18:

flatten(Cµ,`) = MultiDiagsn,q,Bp,1(Ã
(µ)
` B̃

(µ)
` ), (18)

where Ã
(µ)
` ∈ Zn×n

q is a matrix such that A
(µ)
` = MultiDiagsn,q,Bp,1(Ã

(µ)
` ), and

B̃
(µ)
` ∈ Zn×n

q is another matrix such that(
bµ,i,`(X),
0wp−1

)
i∈[n]

= MultiDiagsn,q,Bp,1(B̃
(µ)
` ). (19)

Recall that B̃ is a matrix such that b = MultiDiagsq,n,wp
(B̃). As shown in Eq. 19,

B̃
(µ)
` contains only a single limb of elements in B̃.

Let c
(`,µ)
i ∈ Rwp

q be the vector updated at Line 11 in Algorithm 20 when
this algorithm is called on input A

(µ)
` and b

(µ)
` . By the functionalities of the

algorithms called in Algorithm 20, for every i ∈ [n], it holds that

c̃
(`,µ)
i = �j∈[n]

(
diagn,j(Ã

(µ)
` )�

(
diagn,s(B̃

(µ)
` ) << (j − 1)

))
,

where c̃
(`,µ)
i ∈ Zn

q is a vector such that MultiPreq,n,Bp
(c̃

(`,µ)
i ) = c

(`,µ)
i , and x̃ <<

j denotes circularly shift the elements of the given vector x̃ ∈ Zn
q left by j

positions. As shown in [HS14], if C̃µ,` is a matrix such that flatten(Cµ,`) =

MultiDiagsn,q,Bp,1(C̃µ,`), c̃
(`,µ)
i is equal to diagn,i(C̃µ,`); therefore, Eq. 18 holds.

We finally verify the functionality of the HomMul algorithm (Algorithm 18).
By Eqs. 17 and 18, for every µ ∈ [wp], we obtain

flatten(Cµ) = MultiDiagsn,q,Bp,1(Σ`∈[wp]Ã
(µ)
` B̃

(µ)
` ).

Since each B̃
(µ)
` represents each corresponding block of G̃−1(C̃ṽ2

), the RHS
corresponds to the µ-th block matrix of HomMul(A,B). Therefore, the third
property holds.

Proof of the first property: During the execution of the HomMul algo-
rithm, every polynomial—except for those derived inside SlotwiseAddMod and
SlotwiseMulModDeco algorithms—stores integers in the range [0, Bp − 1] in its
evaluation slots. Therefore, the input to any LUT evaluation is within its ad-
missible input set.

Proof of the second property: In Algorithm 18, the BlockMatMul algo-
rithm is invoked in parallel for every µ ∈ [wp] and ` ∈ [wp]. If BlockMatAdd has
non-free depth D+, then the balanced reduction over ` incurs an additional non-
free depth of dlog2 wpeD+. By Lemma 6, the non-free depth of Algorithm 19 is
D+ = O(log2 wp). By Theorem 3, that of Algorithm 20 is O((log2 wp) · (log2 n));
hence, the non-free depth of Algorithm 18 is O((log2 wp) · (log2 n)) assuming
that log2 n > log2 wp.

The size of Algorithm 19 is O(n2wp log2 wp). Recall that the size of the
SlotwiseMulModDeco algorithm is O(wpn log2 wp) since its right-hand input has
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only one limb, thereby bounding the size of Algorithm 20 by O(n3wp log2 wp).
Therefore, the size of Algorithm 18 is O(n3w3

p log2 wp), where the number of
LUT evaluation gates scales on the same order.
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Algorithm 12 SlotwiseWallaceTreeCompressq,n,Bp

Parameter Settings: Bp > 2, B2
p < q and wp = dlogBp

qe.
Input: Columns C := (c1, . . . , c2wp

), where each ck is a list in Rq.
Output: s′ ∈ R2wp

q , c′ ∈ R2wp+1
q

1: while maxk∈[2wp] |ck| > 2 do
2: Initialize Cnext := (cnext

1 , . . . , cnext
2wp+1) as 2wp+1 empty columns.

3: for k ∈ [2wp] do
4: Parse ck as (ck,1(X), . . . , ck,|c

k
|(X))T .

5: i := 0.
6: while i < |ck| do
7: if |ck| − i ≤ 2 then
8: cnext

k ← ck.
9: else

10: (u lo(X), u hi(X))

← IntMod&Floorq,n,Bp,+(ck,i(X) + ck,i+1(X), ck,i+2(X)).

11: Append u lo(X) and u hi(X) to cnext
k and cnext

k+1, respectively.
12: end if
13: i← i+ 3.
14: end while
15: end for
16: C ← (cnext

1 , . . . , cnext
2wp

) . Discard tail cnext
wp+1

17: end while . All columns now have height ≤ 2
18: for k ∈ [2wp] do
19: if |ck| = 0 then
20: s′k(X) := 0 and c′k+1(X) := 0.
21: else if |ck| = 1 then
22: s′k(X) := ck,1(X) and c′k+1(X) := 0.
23: else . |ck| = 2
24: (v lo(X), v hi(X))← IntMod&Floorq,n,Bp,+(ck,1(X), ck,2(X))

25: s′k(X) := v lo(X) and c′k+1(X) := v hi(X)
26: end if
27: end for
28: s′ := (s′1(X), . . . , s′2wp

(X))T and c′ := (0, c′2(X), . . . , c′2wp
(X), c′2wp+1(X))T .

29: return (s′ , c′).

Algorithm 13 SlotwiseAddModq,n,Bp

Parameter Settings: Bp > 2, B2
p < q, wp = dlogBp

qe, and Rp := B
wp
p . Modulus

n := digitsBp,wp
(q).

Input: a := (a1(X), . . . , awp(X))T ∈ Rwp
q , b := (b1(X), . . . , bwp(X))T ∈ Rwp

q .
Output: c ∈ Rwp

q .
1: c′ ← SlotwiseAddq,n,Bp(a,b). . c′ has wp + 1 limbs

2: n′ :=

(
n
0

)
∈ Rwp+1

q . . Pad the modulus to wp + 1 limbs

3: (d, s(X))← SlotwiseSubq,n,Bp(c
′,n′).

4: c ← SlotwiseSelectq,n,Bp(c
′,d, s(X)).

5: return c.
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Algorithm 14 SlotwiseSubModq,n,Bp

Parameter Settings: Bp > 2, B2
p < q, wp = dlogBp

qe, and Rp := B
wp
p . Modulus

n := digitsBp,wp
(q).

Input: a := (a1(X), . . . , awp(X))T ∈ Rwp
q , b := (b1(X), . . . , bwp(X))T ∈ Rwp

q .
Output: c ∈ Rwp

q .
1: (d, s(X))← SlotwiseSubq,n,Bp(a,b)
2: c′ ← SlotwiseAddq,n,Bp(d,n) . c′ has wp + 1 limbs
3: c ← SlotwiseSelectq,n,Bp(c

′,d, s(X)).
4: return c.

Algorithm 15 SlotwiseSelectq,n,Bp

Parameter Settings: B2
p < q and wp = dlogBp

qe.
Input: a := (a1(X), . . . , awp(X))T ∈ Rwp

q , b := (b1(X), . . . , bwp(X))T ∈ Rwp
q ,

s(X) ∈ Rq.
Output: c ∈ Rwp

q .
1: for l ∈ [wp] do
2: a′

l(X),_← IntMod&Floorq,n,Bp,×(s(X), al(X)).
3: b′l(X),_← IntMod&Floorq,n,Bp,×(1− s(X), bl(X)).
4: cl(X) := a′

l(X) + b′l(X).
5: end for
6: c := (cl(X))l∈[wp].
7: return c.

Algorithm 16 SlotwiseMulModq,n,Bp

Parameter Settings: B2
p < q, and wp = dlogBp

qe.
Input: a,b ∈ Rwp

q .
Output: c ∈ Rwp

q .
1: t ← SlotwiseMulq,n,Bp(a,b). . t has 2wp limbs
2: c ← SlotwiseMontgomeryReduceq,n,Bp

(t).
3: return c.
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Algorithm 17 SlotwiseMontgomeryReduceq,n,Bp

Parameter Settings: B2
p < q, wp = dlogBp

qe, and Rp := B
wp
p . Modulus n :=

digitsBp,wp
(q) and constant digits n′ := digitsBp,wp

(−q−1
i mod Rp).

Input: t ∈ R2wp
q .

Output: c ∈ Rwp
q .

1: t lo := (t1(X), . . . , twp(X))T . . Lower wp limbs of t
2: u′ ← SlotwiseMulq,n,Bp(t lo,n

′).
3: u := (u′

1(X), . . . , u′
wp

(X))T . . Lower wp limbs of the product
4: v ← SlotwiseMulq,n,Bp(u,n).
5: w ← SlotwiseAddq,n,Bp(t,v). . w has 2wp + 1 limbs
6: c′ := (wwp+1(X), . . . , w2wp+1(X))T . . Upper wp + 1 limbs of w

7: m :=

(
n
0

)
. . Pad modulus to wp + 1 limbs

8: (d, s(X))← SlotwiseSubq,n,Bp(c
′,m).

9: c ← SlotwiseSelectq,n,Bp(c
′,d, s(X)).

10: return c.

Algorithm 18 HomMulq,n,Bp

Parameter Settings: B2
p < q, wp = dlogBp

qe, and n is power of two.

Input: a :=
((

a`,i

)
i∈[n]

)
`∈[wp]

∈ Rnw2
p

q ,b :=
((

bµ,i

)
i∈[n]

)
µ∈[wp]

∈ Rnw2
p

q .

Output: c ∈ Rnw2
p

q .
1: for µ ∈ [wp] do
2: for ` ∈ [wp] do
3: A

(µ)
` :=

(
a`,i

)
i∈[n]

.
4: b

(µ)
` := (bµ,i,`(X))i∈[n], where bµ,i := (bµ,i,`(X))`∈[wp].

5: T
(0)
` := BlockMatMulq,n,Bp(A

(µ)
` ,b

(µ)
` ).

6: end for
7: L← wp.
8: for d ∈ [dlog2 wpe] do
9: for j ∈ [bL/2c] do

10: T
(d)
j := BlockMatAddq,n,Bp(T

(d−1)
2j−1 ,T

(d−1)
2j ).

11: end for
12: if L mod 2 = 1 then
13: T

(d)

bL/2c+1 := T
(d−1)
L .

14: L← bL/2c+ 1.
15: else
16: L← L/2.
17: end if
18: end for
19: Cµ := T

(dlog2 wpe)
1 .

20: end for
21: c := (flatten(Cµ))µ∈[wp].
22: return c.
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Algorithm 19 BlockMatAddq,n,Bp

Parameter Settings: B2
p < q, and wp = dlogBp

qe.
Input: A := (ai)

T
i∈[n] ∈ R

wp×n
q ,B := (bi)

T
i∈[n] ∈ R

wp×n
q .

Output: C ∈ Rwp×n
q .

1: for i ∈ [n] do
2: ci ← SlotwiseAddModq,n,Bp(ai,bi).
3: end for
4: C := (c1, . . . , cn).
5: return C.

Algorithm 20 BlockMatMulq,n,Bp

Parameter Settings: n is power of two.
Input: A := (ai)

T
i∈[n] ∈ R

wp×n
q ,b := (bi(X))i∈[n] ∈ Rn

q .
Output: C ∈ Rwp×n

q .
1: for i ∈ [n] do
2: for j ∈ [n] do
3: b

(j)
s (X)← SlotRotq,n,Bp,j−1(bs(X)), where s := (i− j mod n) + 1.

4: t
(0)
j := SlotwiseMulModDecoq,n,Bp(aj , b

(j)
s (X)). . SlotwiseMulModDeco is

defined in Appendix B.5
5: end for
6: for d ∈ [log2 n] do
7: for j ∈ [n/2d] do
8: t

(d)
j := SlotwiseAddModq,n,Bp(t

(d−1)
2j−1 , t

(d−1)
2j ).

9: end for
10: end for
11: ci := t

log2 n
1 .

12: end for
13: C := (c1, . . . , cn).
14: return C.

Algorithm 21 SlotRotq,n,Bp,r

Parameter Settings: Bp > 2, B2
p < q, and r ∈ [n− 1].

Input: a(X) ∈ Rq.
Output: b(X) ∈ Rq.
1: for i ∈ [n] do . `i(X) is input-independent.
2: a′

i(X) := a(X)`i(X).
3: σr(i) := ((i− r − 1) mod n) + 1
4: b′i(X) := LUT out

LSlotRot,i,r (a
′
i(X)), where

LSlotRot,i,r := (k `i(X), k σr(i)(X))k∈[0,Bp−1] ∈ (Rq ×Rq)
Bp .

5: end for
6: b(X) := Σi∈[n]b

′
i(X).

7: return b(X).
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