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Abstract. Accumulation is a core technique in state-of-the-art Incre-
mentally Verifiable Computations (IVCs), enabling the avoidance of re-
cursively implementing costly SNARK verification within circuits. How-
ever, the recursion overhead in existing IVCs remains significant due
to the accumulation verifier complexity, which scales linearly with the
number of accumulated instances. In this work, we present a novel accu-
mulation scheme for multiple instances based on polynomial commitment
schemes, achieving a theoretical verifier complexity that is sublinear in
the number of instances. Technically, our scheme leverages partial eval-
uation of polynomials to replace random linear combinations, thereby
minimizing the costly Commitment Random Linear Combination (CRC)
operations on the verifier side. Building on this accumulation scheme, we
introduce Quasar, a multi-instance IVC with small recursion overhead
in practice. Notably, Quasar reduces the number of costly CRC opera-
tions in the recursive circuit from linear to quasi-linear, substantially im-
proving practical performance. By instantiating Quasar with appropriate
polynomial commitment schemes, it can achieve linear-time accumula-
tion prover complexity, plausible post-quantum security, and support for
parallelizable proving at each step.

Keywords: Zero-Knowledge Proofs - Recursive Arguments - Zero-Knowledge
Virtual Machines - Accumulation Schemes.

1 Introduction

Succinct Non-interactive ARguments of Knowledge (SNARKS) are powerful cryp-
tographic primitives that enable efficient and succinct verification of computa-
tions across a wide range of applications, including zero-knowledge virtual ma-
chines [2I36], verifiable databases [45l[47], and verifiable inference systems [35/40].
As the complexity of computational tasks continues to grow real-world appli-
cations, existing SNARKs face significant scalability challenges. The primary
bottleneck arises from the requirement that the prover must explicitly record
all intermediate values throughout the computation and generate a proof for
the entire computation trace with a general-purpose proof system. Nguyen et



al. in [38] categorized the class of proof systems with this feature as monolithic
SNARKSs. For instance, consider generating a proof for a typical zkEVM rep-
resented as an arithmetic circuit with 226 gates: a monolithic SNARK (such as
Plonk [28]) requires around 1 hour of proving time [2I] and more than 200GB of
memory [4I]. Despite substantial research efforts aimed at optimizing the prover
performance of monolithic SNARKSs in terms of both time complexity and mem-
ory consumption [ITI3TI29], the improvements have been incremental and often
insufficient for large-scale computations.

IVC and PCD. In contrast to monolithic SNARKSs, an alternative approach
is partitioning a large computation into multiple smaller chunks, allowing the
prover to transform each chunk into a predicate instance (typically as a SNARK
or NARK proof) and aggregate them using specialized techniques such as proof
composition or aggregation [9I0]. This strategy is typically referred to as In-
crementally Verifiable Computation (IVC) [42], a cryptographic primitive that
supports sequential computations while enabling efficient verification of the exe-
cution at any point. A generalization of IVC to directed acyclic graphs is known
as Proof-Carrying Data (PCD) [22]. IVC/PCD clearly offers several advantages
over monolithic SNARKs: (1) the proving algorithm operates on a much smaller
input at any given time, dramatically reducing memory requirements, (2) the
prover can generate predicate instances for any finished chunk rather than wait-
ing for the entire computation to finish, and (3) some IVCs based on multi-
accumulation /folding (explained later) and PCDs enable parallelization of the
prover, thereby decreasing the overall proving time.

Accumulation/folding schemes. The traditional approach to constructing IVC
employs a general-purpose Succinct Non-interactive Argument of Knowledge
(SNARK) at each step i to attest to the correctness of the predicate instance out-
put by step ¢ — 1 recursively. Such recursive-composition-based schemes [98/[24]
require implementing the entire verification logic of the (i —1)-th SNARK within
the i-th SNARK proving circuit (i.e., the recursive circuit), which incurs signifi-
cant overhead because the verification involves costly cryptographic operations,
such as elliptic curve pairings, as noted by Chiesa in [24]. Therefore, a more
practical construction is based on a primitive called an accumulation or folding
scheme [12IT7/T6/T0I34]. Generally speaking, these schemes enable the prover to
efficiently accumulate the predicate instance for each chunk (a NARK proof)
into a running “accumulator” and defer their verification to the final step. As a
result, the recursive circuit only needs to additionally encode the verification of
each accumulation step, and the final accumulator can be checked by a decider
in time that is independent of the number of recursive steps.

1.1 Problem statements.

Although IVCs/PCDs provide a more memory-efficient approach for proving
large-scale computations, the recursion overhead introduced at each step remains
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Fig. 1. Comparisons between workflows of IVCs and PCDs: the grey block represented
the computation chunk represented as predicate ¢, which is integrated into (1) the
white block for an empty circuit and (2) the dotted block for a recursive circuit.

significant, resulting in new efficiency challenges. Taking Nova as an example,
its recursive circuit consists of two main parts:

e the trace for computing a new chunk, denoted as computational overhead;
e the trace for verifying the accumulation between a predicate instance and an
accumulator at previous step.

In practical implementations, the recursion overhead for verifying a single-instance
accumulation proof consumes around 10,000 gates [32], which restricts the prover
from instantiating an IVC with too many recursive steps.

The same issue exists in PCDs [33I25/46l38] based on multi-accumulation
schemes. As discussed in ProtoGalaxy [25], by employing a multi-accumulation
scheme, a prover can process more than one instances or accumulators at each
step, thereby reducing the total number of recursive steps. However, we empha-
size that the improvement in recursion overhead is still limited. This is because
for each step, the recursive cost is dominated by the linear combination of com-
mitments, which scales linearly with the number of predicate instances accumu-
lated. Specifically, let CRC (Commitments Random linear Combination) denote
the operation of computing C := ry - C; + ro - Cs. For the IVC on the left-hand
side of Figure [I] running N steps of single-instance accumulation schemes, the
total number of CRC operations in the recursive circuits among all steps is IV - t,
where ¢ is the maximum number of commitments contained in an accumulator.
Correspondingly, for the PCD on the right-hand side, the prover runs N/{ steps
of an f-accumulation scheme, ¢ > 2, and the total number of CRC operations
is Nt + Nt/f+---+ 1 < 2Nt. Though a recent work [38| concretely reduces
this overhead, its complexity is still linear in N. Since CRC operations typi-
cally involve non-native computations, such as scalar multiplication over group
for curve-based commitments and Merkle path checking for code-based commit-
ments, they take a dominated proportion in the recursive circuit.

We observe that the main cause for the above bottleneck is that, for £ accumu-
lated predicate instances, the accumulation verifier must perform O(¢) computa-
tions (including O(¢) CRC operations). As a result, although multi-accumulation
schemes reduce the number of recursive steps and thereby decrease some of the



prover’s marginal work, such as circuit synthesis, the overall recursion overhead
does not improve (and may even worsen). We provide more detailed data in
Table [I] to illustrate this point and illustrate our motivation as follows.

Motivations. Can we propose a new accumulation scheme with verifier time
sublinear in the predicate instances £7 More practically, can we further reduce
the ComBatch operations to a constant size?

1.2 Our Results

We overcome the aforementioned limitations by proposing an efficient multi-
instance accumulation scheme based on polynomial commitment schemes (PCS).
In general, we focus on a special case where the prover only takes ¢ predicate
instances and one accumulator as inputs. Under this setting, we show that there
exists an theoretical construction of an accumulation scheme with verifier com-
plexity sublinear in ¢. Based on this, we further built Quasar, a multi-instance
IVC with the following features:

e Small recursion overhead. The total recursive circuits for all steps of the
multi-instance IVC only contains quasi-linear O(yv/N) number of CRC opera-
tions among all steps. Specifically, the recursive circuit at each step includes
O(¥) field operationsﬂ and O(1) CRC operations.

e Linear accumulation prover time. If the underlying PCS provides linear
proving complexity, e.g., [31J43] based on linear-time-encodable codes, and
[26] based on elliptic curves, the constructed accumulation scheme can achieve
linear-time prover complezity. Moreover, if the NARK is instantiated with an
linear-time IOP, e.g., Hyperplonk, then the IVC also has linear prover time.

e Plausible post-quantum security. The multi-instance IVC can achieve
plausible post-quantum security by instantiating with PCS based on crypto-
graphic hash functions or lattice-based assumptions.

e Parallelizable proving algorithm. Although the multi-instance IVC does
not have the tree structure of PCD, which naturally admits parallel proving
strategies, we claim that it still allows parallelism of the accumulation prover
at each step, thereby enhancing prover scalability.

1.3 Performance Analysis

We briefly summarize the theoretical performance of our new multi-instance
accumulation scheme. We instantiate Quasar with a NARK for (multilinear)
plonkish constraint systems and two PCSs including an elliptic-curve-based one
[26] and a linear-code-based one [31]. We denote them as Quasar (curve) and
Quasar (code) respectively in Table |1} Since the code-based PCS relies on mini-
mal assumptions to achieve plausible post-quantum secure, the constructed accu-
mulation scheme also preserves this property. For the theoretical complexity, the

3 We do not reduce the F operations to sublinear is because there exists more efficient
implementations with linear cost



Table 1. Comparisons between multi-accumulation schemes: let RO, G denotes an
random oracle query and a group operations respectively, the parameters ¢ denotes
the input predicate instances, d is the maximum degree of the relation, m is witness
length, p is the code rate.

Schemes Constraints PCS type PQ Verifier cost
ProtoGalaxy [25] Plonkish ~ Elliptic Curves No O(1)RO,0(¢ - d)G
KiloNova [46] CCS Elliptic Curves No O(logn)RO,0(0)G
Quasar (curve)  Plonkish  Elliptic Curves No O(log )RO,0(1)G

Arc [20] R1CS RS codes Yes ol - m -logn)RO
WARP [15] PESAT Linear codes  Yes ol - ﬁ -logn)RO
Quasar (code) Plonkish Linear codes  Yes O(m - (logn 4 log £))RO

key point is that both our two constructions have accumulation verifier cost sub-
linear in ¢, while all other solutions scale linearly in £. For curve-based schemes,
Quasar (curve) achieves a notable performance gain by requiring only a constant
number of group operations in the verification process, thereby substantially re-
ducing recursion overhead in practical deployments.



2 Technical Overview

We provide a technical overview of our work from a top-down perspective to
facilitate understanding, which differs from the order presented in Sections [A}{6}

2.1 Multi-Instance IVC

We first introduce the new notion of multi-instance IVC. As mentioned in the
introduction, a multi-accumulation scheme allows the prover to accumulate ar-
bitrary ¢ € N predicate instances and m € N accumulators at each step, thereby
restricting the number of recursive steps to an acceptable range. However, when
considering practical applications, such as building a zkVM, it is sufficient to
consider a simplified model: the prover still performs sequential computations as
in standard IVCs, but can accumulate multiple instances and one accumulator
at each stef[] We illustrate this new notion as multi-instance IVC in Figure
where the prover updates the running accumulator until ¢ chunk instances have
been generated. Since the multi-instance IVC is an extension of the existing IVC
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Fig. 2. Overview of multi-instance IVC: ¢ denotes the predicate function representing
a computation chunk, s.t., ¢(zo0, 2i, zi+1, w;) = 1 indicates the compliance of inputs.

model, it is able to capture zkVM and other IVC applications. Additionally, the
ability to handle multiple instances further allows the prover to achieve a trade-
off between the number of recursive steps and the recursion overhead, which
enables the implementation of parallel proving algorithms. We present the def-
inition of multi-instance IVC as a new cryptographic primitive in Definition [T}

Definition 1 (Multi-instance IVC). A multi-instance IVC is a tuple con-
sisting of a prover and a verifier algorithm with the following interfaces:

4 We find it difficult to achieve an accumulation for multiple accumulators, i.e., PCD,
with sublinear verification time, which is left as an open problem



o IVC.P(20, zi,w;, zip1, I1;) — II; 1 : Takes as input the initial vector zo € FY,
a vector z; € F¢ output by ¢ predicate functions at step i — 1, witness w; € F*,
the expected outputs z;41 € F* at step i, and an IVC proof II;. The prover
outputs a new proof Il;11.

o I\VC.V(zq, zi41, ;1) — b: Takes as input the initial vector zo € F*, a vector
zi11 € FY output at step i, and an IVC proof IT; 1. The verifier outputs 1 for
‘accept’ and 0 otherwise.

The IVC scheme is expected to preserve completeness and knowledge sound-
ness, as formally defined in Appendix [A.6] We draw a conclusion by adopting
from [I7] for the construction of multi-instance IVC in Theorem [1} reducing our
task to constructing an appropriate multi-instance accumulation scheme that
accumulates ¢ instances and one accumulator into a new accumulator.

Theorem 1 (Multi-instance IVC from accumulation (informal)). In
the standard model, given a NARK for NP relations and a multi-instance accu-
mulation scheme for the NARK, with verifier complexity sublinear in its input
length, there exists an efficient transformation that outputs a multi-instance IVC
scheme for constant-depth compliance predicates. Moreover, if the accumulation
verifier complexity is sublinear in the accumulated instance number ¢, then the
recursive cost of the IVC scheme is sublinear in the total instance number N.

Remark 1. We clarify that the IVC constructed from a multi-accumulation scheme
for ¢ chunks is distinct from the one constructed using a single-instance accu-
mulation scheme for a single chunk of ¢ times larger size. The key difference is
that the final proof of the latter is also £ times larger.

2.2 New Construction for Accumulation Scheme
We first present the definition of a multi-instance accumulation scheme.

Definition 2 (Multi-instance accumulation scheme). A multi-instance
accumulation scheme ACC for a NARK := (P, V) consists of three algorithms: a
prover P, a verifier V, and a decider D, with the following interfaces:

o ACC. P({xt}refy,m acc) — (acc’, pf): The accumulation prover takes as input
a multi-predicate tuple ({x}repq, m), where 7 is a NARK proof 7, and an
old accumulator acc, outputs a new accumulator acc’ together with a proof pf.

o ACC.V({x ke[, m.x,acc.x) — b: The accumulation verifier takes as input a
multi-predicate instance ({Xy}repq, 7.X), and an accumulator instance acc.x,
outputs 1 for ‘accept’ and 0 otherwise.

e ACC.D(acc) — b: The decider takes as input an accumulator acc and outputs
1 for ‘accept’ and 0 otherwise.

We highlight the notion of a multi-predicate tuple as the instant-witness pair
(x = ({=r}re, 7.x),w := m.w). By accumulating {x}xec[q into one x, the
verifier can obtain a tuple ((x,7.x),7.w) with the same form as (acc.x, acc.w).
A multi-instance accumulation scheme ACC should provide completeness and



knowledge soundness formally defined in Appendix [A-3] For the construction,
Biinz et al. in previous works [I6J20] introduced a general framework for building
accumulation schemes from the following components:

e A cast reduction NIR . from an NP relation R to a committed relation RS

acc*

e A many-to-one reduction NIRgg from (RS%)* to RST, where (RSM)* is a

multi-instance relation {({xx}reg, {Wr }repg) : Yk € [], (x<x, Wi) € RS}

where cm can be any applicable commitment scheme, [¢] denotes the range
[0, £ — 1]. However, this framework can not fulfill our requirements on efficiency.
Note that NIRfg takes inputs as ¢ predicate instances as {X(k),ﬂ'(k).x}ke[g],
which is different from our multi-predicate instance ({x}refq, 7.x) in Defini-
tion Since each 7(®) generated by NIRcas: is a NARK proof consists of multiple
commitments, accumulating them into one 7 incurs O(¢) CRC operations on
the verifier side. Alternatively, we propose a new construction as formalized in
Theorem [2| and provide a formal proof of its correctness in Appendix [B23]

Theorem 2 (Multi-instance accumulation construction (informal)).
Given the following non-interactive reductions in the random oracle model:

e a multi-cast reduction NIRmuiicast from the multi-instance relation RE to a
committed relation REM

acc’

e a 2-to-1 reduction NIRgq from (RS™)? to RS,

there exists a transformation T[NIRmytticasts NIRfold, R5m] = (NARK, ACC), where
NARK is a non-interactive argument for R and ACC is an accumulation scheme
for NARK;, both in the random oracle model.

Unlike the previous framework, our new construction requires a primitive
called mult-cast reduction and a relatively simple 2-to-1 reduction, as depicted
in Figure 2l The general idea is to shift the task of combining ¢ committed
predicate instances from NIRsg to NIR.s:. Since the cast reduction takes as
inputs non-committed instances in £(R), it will perform far less CRC operations.
In particular, the reduction NIRyiticast €nables the prover to accumulate and cast
multiple non-committed predicate tuple {(X(k),w(k))}ke[g] into one committed
instance-witness tuple ((x, 7.x), 7.w) (with the same form as an accumulator) in
R%. Additionally, NIR¢iq accumulated the output committed tuple with another
accumulator into a new accumulator for the next step.

Remark 2. Note that the multi-instance accumulation scheme in Definition 2] can
not achieve a verification complexity sublinear in ¢ because the verifier still needs
to perform the accumulation for {x(®)} kele over F. This cost can be further opti-
mized by extending the multi-cast reduction NIRuticast for both ¢ instances and
witnesses as discussed in Section [5.3] A more practical-although linear—solution
in existing work [34JT4] is hashing them into one value, which is concretely better.

2.3 Building Blocks

To build the multi-instance accumulation schemes, we (1) propose a novel multi-
cast reduction in Sectionand (2) derive a 2-to-1 reduction in Sectionbased
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Fig. 3. Two components NIRmutticast, NIRfold for multi-instance accumulation schemes.

on the previous techniques in [25I5]. For simplicity, we follow the Interactive
Oracle Reduction (IOR) paradigm and present the “compiled” version of these
two primitives in this part.

Multi-cast reduction. Let cm be a polynomial commitment scheme, a multi-
cast reduction IOR[Vic.s compiled with cm takes as inputs £ tuples of {(xr, wk) }repy
in R* and outputs one tuple (z,w) in RM, where x; € F™ w;, € F*, Vk € [{].
Instead of sending ¢ commitments {Cy = Commit(wg)} e[y as in previous solu-
tions [14], the prover of IOR[ icast first sends a union polynomial commitment
Cy of the multilinear extension of all witness vectors {wy}rcjg as

(Y, X) =Y éq(Bits(k),Y) - Y éq(Bits(i), X) - wli] € F<? V]| X].
kel(] i€[n]

Clearly, the partial evaluation @ (T, X) at Y = 7 € F'°8¢ equals to a multilinear
extension w(X) € F(<?)[X] of the accumulated witness vector

w =Y éq(Bits(k), ) - wy. (1)

kell]

Again, the prover sends a polynomial commitment C' of w(X). To ensure that
the vector w is indeed the linear combination of all {wy }re[g in terms of T as in
Equation (] the verifier only needs to check that @y (7, ;) = @(r;) at a random
r, € F°8" The soundness error is upper-bounded by logn/|F|, which is the
probability that a malicious prover forges an invalid @' € F(<?)[X] happens to
equal to wy(7,7;) at r,. We sketch the protocol as follows:

e The prover sends a commitment Cy, of wy,(Y, X).

e The verifier replies a challenge vector T < Fl°8 ¢,

e The prover sends a commitment C' of w(X) := wy(T, 7).

e The verifier samples r, <s F'°¢™ and queries for evaluations w,(T,r,) and
w(r,); outputs ‘accept’ if they are equal.



The reduced relation RST. is given below, which has a constant number of com-
mitments (independent of ¢):

Cy = Commit(pp, wy(Y, X))
R (pp) = < (CL, C, 7, 7wy (Y, X),w(X)) :  AC = Commit(pp, w(X))
Ay (T,75) = w(ry)

Sublinear complexity. We can apply the same technique on multiple instances
{x®)},.c; to check that Z, (T, r,) = Z(r,), where Z is the multilinear extension of
the accumulated instance vector. As a result, the obtained multi-cast reduction
can achieve sublinear-¢ verifier cost.

2-to-1 reduction. The construction of 2-to-1 reduction IOR{y is relatively
trivial, which inputs two instance-witness tuples and outputs one all in the same
R:&. Note that the relation RiL can be written as two polynomial evaluation
claims R, x RL, where

tvai (PP) = { (C.{=i, vi}i: p(X) = C = Commit(pp, p(X)) A p(;) = vi) Vi } .

Then, we can adopt a similar construction in [I5]: a 2-to-1 reduction can be built
from an oracle batching reduction IORp,icn With the following definition:

Definition 3 (Oracle batching reduction [15]). A (committed) oracle batch-

ing protocol I0R, is a reduction from R§™ to RN, where

eval’

~ C; = Commit(pp, p;(X)) Vi = 1,2
cm . __ o e 12 - 2 . ’ ’
Ro” = {{C“m“m}l_l’v’ (X i ATy p1(X) + 1o pe(X) =v -

We sketch the 2-to-1 reduction as follows:

e Run a sum-check protocol to reduce the claims Wy ;(7,7,) = v; A Wi(ry) =
’Ui,i = 1, 2 to

Zri Sy (T Ty) =V (2)

Zm~zbi(rz) =0 (3)
i=1

e Run IOR},, protocols separately for the statements satisfying Equation

We additionally require the IOR{ ., to satisfy a succinctness property such that
the proof it generates is sublinear to the length of p;(X)’s. This property ensures
that the constructed accumulation scheme has a verifier complexity sublinear in
¢.In Section[5.3] we investigate state-of-the-art PCS and analyze their theoretical
performance in NIRp - Then in Section |§|, we provide a concrete instantiation
of IORE)y based on linear error correcting codes [15], which derives an efficient ac-
cumulation scheme with linear-time prover and plausible post quantum security.
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Remark 3. For the two primitives above, we omit the additional constraint in-
volved in R for simplicity. In the full definitions, we assume the instance and
witness R also satisfies a constraint F(x,w) = 0, where F : F+"
rightarrowF is a d-degree algebraic map. We show that this assumption is al-
ready sufficient to capture the Special-sound protocol in Section [5.1] which is a
fundamental primitive with many applications [14].

3 Preliminaries

3.1 Notations

In this paper, we use A to denote the security parameter. Accordingly, negl(\)
denotes a function that is negligible in A. Let F denote a finite field, e.g., F
is a prime field for a large prime p. The vector is denoted as a € F"™ with
ai,...,a, € F, where the i-th element of a is referred to as a; or afi] when
the element is not specified with a concrete value. For notations of sets, let [n]
indicate the set {0,...,n — 1} C N, and also let {a;};c[,) be a short-hand for
{ag, ..., an—1}. For the algorithm notations, we use “PPT algorithms” to refer to
Probabilistic Polynomial Time Algorithms. For a finite set S, let z <$ S denote
sampling x from S uniformly at random.

Relations and oracles. For a non-deterministic polynomial time (NP) indexed
relation R parameterized over public parameters pp (e.g., including the field ),
it consists of a triple of index 1, instance x, and witness w (the secret inputs).
We denote R as an oracle relation if it has an additional oracle string y that
consists of several oracles. For an indexed oracle relation R(pp) = {(1,x,y,w)},
let L(R) = {(i,x,y): Iw,s.t., (1,x,y,w) € R} be the language induced by R
(pp is sometimes written implicitly). To represent multi-instance relations, we
define for ¢ € N instances in a relation R as:

RE = {t, (15« oy x0)y (Y155 Y0), (Wi, ..o wy) 0 Vi €[4, (L, x4, v, w;) € R}

Let O(1,x) := {y : (I,x,y) € L(R)} be the set of oracles in the relation in-
duced by the instance. To cover the code-based polynomial oracles, we define
the distance of a statement (i,x,y) from the relation R to be Ag (1, x,y) :=
Mincco,x) A(Y, ¢), where A is the relative Hamming distance. More details about
the code-based setting can be found in Appendix

3.2 Multilinear Extensions and Sum-check Protocols

Multilinear extensions. Let f() : F* — F be a multivariate polynomial with n
input elements over F, its total degree deg(f) € N is defined as the maximum
degree over all monomials. A multivariate polynomial is a multilinear polynomial
if the degree of each variable is at most one. Next, we denote the multilinear
extension of a vector f as a unique multilinear n-variate polynomial f ():F" —

FF such that f(Bits(i)) = f[i] for all i € n, where the binary representation Bits(7)

11



belongs to the boolean hypercube Biog, = {0,1}!°6™. The multilinear extension
can be computed as f(X) = > iem Flil - eq(X, Bits(i)), where €q(X, Bits(i)) is
an extension of the equality function eq(-). For simplicity, we sometimes use the
integer index instead of a binary vector to represent the equality function as
é4;(X) = (X, Bits(i)) = [[%5"" (Bits(i)[j] - X; + (1 = Bits()) j))(1 - X)), i €
[n]. Denote F(<9[X] where X € F" as 7.~ for short.

Sum-check protocol. The sumcheck protocol is an interactive proof proposed by
Lund et al. [37]. Assume f(X) as an n-variate polynomial with the maximum
individual degree of d. The prover aims to convince the verifier that sum =
Y weB, f (X). To achieve this, the prover and verifier participate in an n-round
interactive proof. At each i € [1,n] round, the prover computes an intermediate
univariate polynomial as

fz(X): Z f(Tl,...,7’2',17X7£L'i+17...,$n), (4)

Tit1,e-sTn€Bn—;

the verifier checks sum = f1(0) + f1(1) for « = 1 and checks f;_1(r;—1) = f;(0) +
fi(1) else. At the final step, the verifier checks if f,(rn) = f(r1,...,m). We
mention that the interactive sum-check protocol satisfies both completeness and
soundness according to [21].

Lemma 1 (Ore-DeMillo-Lipton-Schwartz-Zippel lemma). Assume an n-

variate non-zero polynomial f € .7-'1(02?, then it holds that

Prye s [(r) = 0] < ”(ﬁFf” (5)

3.3 Interactive Oracle Reductions

Interactive Oracle Reduction (IOR) [620] is an information-theoretic proof sys-
tem that generalizes the Interactive Oracle Proofs (IOPs) to the language of
reduction. The key difference is that an IOR verifier may output claims about
proof strings (oracles) without fully reading them. In this paper, we consider
public-coin polynomial IORs from relation R to R’ with p rounds of interac-
tions between a prover and a verifier. In the i-th round, i € [u], the verifier
sends a challenge to the prover, and the prover replies either a full message or a
polynomial oracle that the verifier can query.

Definition 4 (Interactive oracle reductions [20]). A public-coin interac-
tive oracle reduction from oracle relation R to R’ is a tuple of polynomial-time
algorithms IOR = (Z, P, V) with the following syntax

e The indexer T is a deterministic algorithm that receives as input an index i
for relation R. It outputs a short index v, index string T and a new index i’
for R'.

12



o The prover P is an interactive algorithm that receives as input the index 1,
instance x, oracle string y and witness w. It engages in u rounds of inter-
action. In the i-th round, it either sends a proof string m; as an oracle or a
non-oracle string m, then receives a challenge r;.

o The verifier V is an interactive algorithm that receives as input the short in-
dex 1, the instance x and query access to y,l. It engages in p rounds of
interactions. In each round, it receives oracle access to a proof string m; or
a non-oracle string m, then sends a uniformly random challenge r; sampled
from challenge space {0,1}" r; € N. After the interaction, the verifier queries
the oracles including 1,y , .

o At the end of the protocol, the verifier either rejects or outputs a new statement
(x',y"). The prover outputs a new witness w' such that (i’,x",y", w') € R’.

An IOR is assumed to satisfy perfect completeness and soundness with prox-
imity radius ¢* € [0,1] (to cover proximity proof) as defined in Definitions
and [I6) in Appendix [A74] To ensure Fiat—Shamir security of the corresponding
non-interactive reduction in the ROM (i.e., against state-restoration attack),
we highlight a stronger security notion for IORs as the round-by-round (RBR)
knowledge soundness proposed in [7]. The formal definitions of RBR knowledge
soundness can be referred to Definition [I§in Appendix [A24]

4 Technique: Multi-Cast Reductions

In this section, we introduce the concept of multi-cast reduction, which serves as
the core building block for our multi-instance accumulation scheme described in
Section [5} To begin, we first review existing multi-cast solutions in Section
where the verifier is required to compute a random linear combination over O(¥)
homomorphic commitments, i.e., CRC. Subsequently, in Section [4.2] we present
a new approach that reduces the complexity from O(¢) to O(1) by leverag-
ing PCS, thereby achieving significant performance improvements over previous
works when applied to accumulation schemes.

4.1 Existing Solutions

A many-to-one reduction is a key component in accumulation schemes [20/15].
Informally, it enables the “batching” (we avoid using “accumulation” due to the
repetition in Section of £ input statement-witness tuples into a single new one
that satisfies the same relation, allowing the verifier to check the validity of the
original ¢ instances at the cost of verifying only one. In this section, we generalize
the many-to-one reduction to what we call a multi-cast reduction, which allows
the prover to convince the verifier that a reduction from a multi-instance relation
R{ to a different relation Ry is correct. In other words, this reduction enables
the prover to batch multiple instances and, at the same time, cast them to an
instance satisfying a different relation.

To illustrate, we first consider a tuple {1, (x(¥, w(")},¢ (¢ satisfying the multi-
instance relation ’ReL with respect to a linear map L : F" — [F, where each
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x(® = (2 € F™i y(®) and each w(? = w® € F*, where y*) = L(z®,w®).
The naive approach would require the prover to publish all {w(i)}ie[g] in plain-
text, with the verifier computing the random linear combination among them.
This results in an inefficient protocol with O(£-n) proof size and O(¢-n) verifica-
tion cost. A more practical approach, used in compressed Sigma protocols [3J30]
(known as amortization), is to first commit to the witnesses and then open
them together. We describe the reduction in a 3-move protocol as follows, where
Commit is an algorithm from the homomorphic commitment scheme (Setup,
Commit, Open), such as the Pedersen commitment scheme. For simplicity, we
omit the randomness used for hiding.

e The prover computes C¥ = Commit(ck, w(?) for each i and sends {CV};¢(y
to the verifier.

e The verifier randomly samples a challenge a <$ F as a response.

e The prover outputs the new witness w := w = Zf;é o - w . The verifier

outputs the same index 1, the new instance x := (x,y, C') where x = Zf:é at-

2@,y = Zf;é Y@, C = Zf;é al . O,
To demonstrate the validity of the new instance x, the verifier checks (1) Open(ck, w) =
C,and (2) L(w) =y = Zf;é o' - y®. Since L is a linear map, it holds that
Lt 2@ Yot w®) = Y00 ol L(2®, w®) as long as (x®, w®)
are valid. We highlight the security of this approach in Lemma 2] The verifier

only needs to compute an O({)-sized linear combination for all C)’s, where the
commitment is assumed to be succinct.

Lemma 2. Given that the underlying homomorphic commitment scheme is bind-
ing, the above 3-move interactive protocol is a reduction of knowledge from the
multi-instance relation (Rp)" to an indeved committed relation RS™ as below:

R = {(i,x = (2,49,C).y = Lw =w) : L(w) =y A Open(ck, w) = C}.

Efficiency Problem. The above approach remains impractical for constructing
recursive SNARKSs due to two main issues: First, the verifier needs to compute
the linear combination of commitments, i.e., O(¢)-sized CRC operations, which
is circuit-unfriendly as we discussed in Section[I] Second, the target relation Ry,
only considers a linear map, which is too simple for practical use.

4.2 New Solution based on Polynomial Evaluations

To address the above issue, we propose a new protocol for multi-cast reductions
that checks the witness batching with polynomial evaluations, which significantly
reduces the cost for CRC on the verifier side. For simplicity and generality, we
present our scheme under the IOR model; therefore, only the denotations of poly-
nomial oracles are used in the protocol rather than polynomial commitments.
Later in Section we discuss how to compile the oracles with different PCS
candidates. We start with a more complicated high-degree relation as R below,

Rr(pp) = {(ﬁ7x =T,w :w) : F(SC,’LU) = 0}7
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where F(z,w) := Z?:o Jf (x,w) is a function with each f/" as a homogeneous
degree-d algebraic map that outputs a zero element in F, e € F. Our target is
to propose an IOR from the multi-instance relation Rf; to a new oracle relation

Race defined later.

Multi-cast IOR. Consider inputs as a tuple {i, (x(*), \W(i))}iem satisfying RY,
the IOR outputs a new tuple (1,x,y,w) satisfying an oracle indexed relation
Race, Where y is the set of oracles. We first interpret each witness vector w® e
F™ as a function mapping a boolean hypercube to the field F. For simplicity, we
assume ¢, n are both powers of 2. Then each witness vector can be represented
as a multilinear polynomial as ﬁ)(i)(X) by an extension over X € Biggp, i.e.,
@ (Bits[j]) = w[j] for all j € [n]. We first present a step-by-step description
of our multi-cast reduction as an IOR in Figure [ with prover inputs as an index
i, ¢ instances {x};c,, and ¢ witnesses {w(?};c, for the prover. The verifier
takes inputs as a short index ¢, an oracle I, and ¢ instances {x*};c;, where
(¢,1,1') « Z(1), i’ = i. We explain the technical details afterward.

Generally speaking, the protocols have two main tasks: (1) showing that
{W(i)}ie[é] are correctly batched into one w = w, (2) deriving a correct e as
the image of the function F' with input w. For task 1, the prover first computes
the union multilinear polynomial (Y, X), where @y (Bits(i), X) = @ (X)
for all i € [¢], and sends its oracle [wy] at step 1,2. Then he proves that @
partially evaluates to wy (T, X) at Y = 7, where wy (7, X) is exactly the batched
witness under a random linear combination with {€g; ,(7)}icj¢. However, there
is no construction of polynomial oracles for answering such “partial evaluation”.
Alternatively, the prover sends another oracle [@] at step 9 and claims that
w(X) is honestly computed from wy (Y, X). To check this claim, the verifier
samples another random vector r, at step 10 and queries for wy(7,7,) and
w(r,). Clearly, when the two evaluations agree at a randomly sampled r,, then
with a high probability @(X) = @y (7, X) as per Schwartz-Zippel lemma [39].

For task 2, we first establish the following equality about the constraint £’ on
the new instance-witness tuple (x, w), which relies on the following corollary:

Corollary 1 (adopted from [25]). A multilinear equality polynomial éq;(b)
defined over the Boolean hypercube Biog ¢ satisfies the following facts:

e (€q;(b))? = €g;(b) holds for alld € N and b € Biogy,
e for all b € Biogy, €q;(b) - €q;(b) = 0 holds if and only if i # j € [(].

Proof. Note that €q,;(X) := H?Zl(Bits(i)[j] - X ;4 (1—-Bits(4)[5])(1—X})). Hence,
for a multivariate polynomial g(X) = ég;(X)? — éq;(X), it vanishes to zero on
all b € Bigg¢, which proves fact 1. For the second fact, since €g;(b) = 1 when
Bits(i) = b € Bioge, then €g;(b) = €q;(b) if and only if i = j for all b € Bioge. U

Given above, we observe that the polynomial F(Z(Y),w(Y)) derived from
constraint F' evaluates to zero for all y € Bjyg¢, where the two vectors of poly-
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P’s inputs: 1, {x(i)}iem; {W(i)}ie[[]
V’s inputs: ¢, I, {x(i)}iem
Interaction phase.
1: P computes: wu(Y,X) := Z €q;_1(Y) (X))
i€l
2: P —V: oracle message [wu]
3: Vo Piry <sFost
4: P computes Z(Y), w(Y) as per Equation [f]
5: P computes G(Y) as per Equation
6: P and V engage in a (log¢)-round sumcheck protocol for Z G(y) =0,
YEBlog e
where the prover sends log ¢ sumcheck polynomials, and the verifier replies
with random vector T € F'°%*
7: YV checks: G1(0) + G1(1) = 0 A Gix1(0) + Gi41(1) = Gi(m), Vi € [logl — 1]
8: P computes: W(X) := wu(T, X)
9: P —V: oracle message [0]
10: V samples: 7, +$ Flos™
Output phase.
11: Define & = Z €q;_1(7)- @
i€ 4]
12:  Define e = Giog¢e(Tioge) - €¢° " (T,7y)
13:  Voutputs: x = (@, T, 7z, €),y = ([wu], [@])

Fig. 4. Interactive Oracle Reduction |ORcst from ’Rfa t0 Race

nomials are defined as (step 4):

2(Y) =Y g (Y) =D e (Fohm, (6)
i€[(]

w(Y):= Z éq; 1(Y)-w' e (.7:15)2273)" (7)
i€[f]

Accordingly, we can apply a common trick [21] to reduce this zero-check problem
to a sum-check problem. Simply, given a randomly sampled vector r,, the fol-
lowing polynomial with maximum individual degree d+ 1 satisfies the sum-check

relation ZyeBloge G(y) =0 (step 5), where

GY):=F@Y)wY)) e(Y,ry). (8)
The prover and verifier runs a log /-round sum-check protocol at step 6. At the

final step of the sum-check reduction, the verifier outputs an evaluation claim
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Gloge(Tioge) = G(7) = F(&(1),w(T)) - €q(7,ry), which is equivalent to the
following constraint consistent with Rpg:

F(zx,w)=¢ (9)

where = &(T), w = w(7) are batched vector, and e = Glog ¢(Tiog¢)-€q~ ' (T, 7).
Since the virtual oracle [G] can be derived from [w], the reduced oracle string
y does not include [G].

At the output phase, the verifier outputs the reduced instance at step 14,
which satisfies the R, relation as below

Race(pPp) = {

i,x=(x,7,74,¢), = F(z,w)=eA }
y = [[@UH’ [[\W]]),W =w’ 'LDU(TvT'x) = ’LT)(’I"J)

For easier discussion, we introduce an intermediate value v = wy(7,7;) = W(ry),
and rewrite the relation R, into a ternary one as Reval X Reval X R where

(1, x = (7,72,0),y = [Wu],w = L) € Reval (10)
(I, x = (ryv),y = [W],w = 1) € Reval (11)
(ﬁ,X: ($,T‘r,’0),y:L,\W:’U)) 67-\)'F (12)

Here, we define Reya as an oracle relation for a list of multilinear evaluation
claims for generality

Reval(pp) = {fl,X = {(Tjavj)}jay = Hf]]aw =_1: f(rj) =Yj V]}

Lemma 3. The protocol IOR st is an interactive oracle reduction from the multi-
instance relation pr to an indexed oracle relation Racc. It satisfies completeness
and RBR knowledge soundness. The complezity is measured as follows:

e The protocol has logf + 2 rounds.

e The proof length includes dlog ¥ field elements for the sum-check protocol. The
oracle proof length is ¢n + n field elements for [wy] and [@].

e The verifier makes no polynomial queries.

e The verifier time is dominated by the O(£ -n) Field operations for computing
X.

o The reduced relation Racc only contains two polynomial oracles.
Suppose that the polynomial commitment scheme PC satisfies extractability, the

Fiat-Shamir transformed FS[IOREC ] is a non-interactive reduction of knowledge
under the random oracle model.

The proof of Lemma [3]is given in Appendix
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5 Multi-Instance Accumulation Scheme

In this section, we propose a novel accumulation scheme specialized for multiple
predicate instances. We first propose a multi-cast reduction for special sound
protocols in Section which captures a wide range of relations as per [14138].
Then in Section we construct a multi-instance accumulation scheme by com-
bining the multi-cast reduction with the 2-to-1 reduction. Finally, we discuss the
concrete instantiations of our accumulation scheme on different PCS. We also
expand the recipe for candidate PCS by covering code-based ones [44]T] as long
as they provide a so-called oracle batching succinctness.

5.1 Multi-Cast Reductions for SPS

Recap of Special-Sound Protocols. We adopt the denotations in Protostar
and Protogalaxy [1425] as follows. Define a (21— 1)-move special-sound protocol
Il for relation R according to Definition with verifier degree d, output
length m and two PPT algorithms Pgps, Vsps. Let public parameters pp contain
1, m, d, public input instance be x = x, private input witness be w = w. At each
round ¢ € [u — 1], the prover runs P, to compute the next message m; € F*
based on previous information including instance vector x, witness vector w
and transcripts {m,r;},c[; in previous i rounds (set as empty if i = 0). After
receiving the i-th round message from the prover, the verifier randomly samples
a challenge 7; as a response. Then the two parties repeat the above procedure
until ¢ = p. After receiving the final message m,,, the verifier runs the algorithm
Veps for checking the validity of the witness w. Since Vgps is an algebraic map
with maximum degree d, it can be further written as a sum of d homogeneous
algebraic maps fj\-/s"s7 each with degree of j:

d
Vsps v
Vsps( {mz i€fuls T Zf] v{mi}iE[/t]vr) =07, (13)
7=0

where r = {r;},c[,—1]. To further reduce the v degree-d checks in the verification
into one equabtlorﬁl7 the verifier additionally samples a challenge a@ <% F and
the prover responds with a vector ¢ = (a ag,a4, .. .,a210g o 1) (assume v is
a power of 2) For j € [v], let S C {0,...,logv — 1} be the set such that
J =Y kes2¥ + 1. The verifier derives o/ = pow;(ax), where pow; is a t-variate
polynomial pow;(X) = [, c¢ X- Accordingly, the prover and verifier agree on

a linearly combined map with degree D = d + log v as follows,
F(CC, {mi}ie[u]7r7 « Z pOW SPS( ) {mi}fiL:lv T)[.]] =0, (14)
Je]

where Vgps(, {72 }ic(u), 7)[j] is the j-th equation checked by V. We denote
the transformed (2p + 1)-move protocol in terms of F' as CV[IIsps] and provide
the step-by-step description as follows.

5 Note that this reduction does not improve the performance for Isps, but optimizes
accumulation schemes based on it.
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P’s inputs: pp, xX; w

V'’s inputs: pp,x

1: Forie [y
a: m; < Pos(z,w, {mj,r]-};’;ﬁ)
b: P—=V:m,
c: V—oP:ri+sF

2: Seta:=r,

3: P computes o := (a, a2,a4, N .’a210€V71)
4: P=V:ia
5: V checks that

a: F(z,{mi}ticp,r,a) =0

b: ar=«

c: oy = ol Yie [logm — 1]

Fig. 5. Transformed Special-Sound Protocol CV[Ils] for relation R

Lemma 4. Given that the (2p + 1)-move interactive protocol sy in terms of
polynomial time algorithms (Psps, Vsps) 45 (Ko, . .., ku—1)-special-sound for rela-
tion R, then the (2u+3)-move transformed protocol CV[Ilsps] in terms of (Psps, F')
is (ko, ..., ku—1,v + 1)-special-sound for relation R.

Proof Sketch. Given an extractor Egs for Ilgps and (ko, ..., ky—1, v+1)-tree of
transcripts, we can build an extractor Ecy for CV[IIs| under the same relation.
Typically, the extractor Ecy can invoke E,s to extract the witness from the depth-
(u) transcript sub-tree. To demonstrate the validity of the extracted witness, we
notice that F(x, {m;}ic, ™, @) with degree v equals zero at v 4 1 distinct
points. Therefore, the original V¢,s must output a zero vectmﬂ

Applying multi-cast reductions. Although the SPS protocol CV[IIg] is not
an IOR, we can encapsulate its transcript as a tuple (i,x,y,w) satisfying the
following relation.

R i,x=(x,7r,a), ' F(x, {m}icpu, T, ) = OA
s y=Llw={mi}icy a=ala =0o Viellogr—1]f"

where 1 includes the description of finite field F and the function F'(-) and max-
imum degree d. Next, we consider the situation for multiple predicate instances,
i.e., given a tuple (i, {x* y*), W(k)}ke[e]) satisfying the multi-instance relation
RE. To design a multi-cast reduction from R to a single relation R e, the prover
and verifier can straightforwardly run the following process:

5 The formal proof can be referred to [I4].
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o execute CV[IIgy| for each tuple (1,x®), y*®) wk) vk € [4],
e apply the multi-cast reduction |IORge from RE . t0 Race.

sps

Although the above process fulfills our requirement, its practical efficiency is not
satisfactory because the random oracles (later instantiated as hash functions)
take inputs as O(¢n)-sized messages {mik)} keley When applying Fiat-Shamir
transform in step 1.c and 2 of Figure

To solve this problem, we slightly modify this process by interleaving the SPS
protocol and the multi-cast reduction. The general idea is first to execute the
original SPS protocol for each i, and send the oracle of the union polynomial (i.e.,
Wy in steps 1,2 of IOR.st) computed with all round-i messages from different
instances. We present the detailed protocol of IORcs in Figure [6] Specifically,
the indexer outputs (¢, I,1") < Z(1), where I = 1,1’ = 1. The prover takes inputs
(1, {x®, w}icig), and the verifier takes inputs ¢, {x(®};c(y). For each round
©
Then he collects the messages together as {ml(-k) }reepg and computes my (Y, X)
at step 1.b and sends its oracle at step 1.c. The verifier replies with a challenge r;
at step 1.d. When applying the Fiat-Shamir transform here, the random oracles
only need to take inputs as O(n)-sized messages my; Vi € [u] instead of O(¢n).
After the i rounds interaction, the prover and verifier negotiate a random vector
a with the p-round challenge r,, at step 2-5. Given that vectors r, o are properly
generated, we have the following equation for each k € [{]:

i € [u], the prover runs m; "’ + Psps(w(k),w(k)7{mg-k),rj}je[i_l]) at step 1l.a.

F(z® (m" )iy, rr) =0 (15)

where rr := 7||a for simplicity.

As a result, the prover and verifier run the remaining process of the multi-
cast reduction for the £ number of oracles {[muy i]}icq with the function F'.
The reduced instance should satisfy the language £(R,cc), where R = ’Rgval X
RE ., % Rp such that:

(i, x = (T,72,v:),y = [Mu;],w = L) € Reval Vi € [u] (16)
(ﬁ,X = ('l"m,’Ui)7y = [[ﬁld],w = J—) S 7zeval Vi € [M] (17)
(i,x=(z,rp,e),y =L w={m}icy)) €Rp (18)

where © = &(7), m; = m;(T) Vi € [u].

According to Theorem [4 the protocol IORcst can be further transformed
into a non-interactive oracle proof NIR.,s, with a detailed description given in
Appendix [BI] Lemma [f] highlights both the security of IORcs: in Figure [6] and
NIReast, of which the security proof is omitted since it can be trivially derived
from the security proofs of Lemma [3] and [4]

Lemma 5. Let CV[Ilg] be (ko,...,ku—1,m + 1)-special-sound for relation R
for the relation R in terms of (Peps, F'). Let |ORcst be an interactive oracle
reduction from the multi-instance relation Rf,, to an indexed oracle relation Racc.
The above protocol I0R,st is an interactive oracle reduction from the multi-
instance relation R® to an oracle relation Racc. It satisfies completeness and
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P’s inputs: (i, {x(k),w(k)}ke[g])
V’s inputs: {ﬁ,x(k)}kem
Interaction phase.

1: Forie[y]:

a: Vke [Z},mgk)  Pops(@™, w®, {m;-k),rj};;é)
b: P computes myu,(Y,X) := Z éq,_1(Y) - ﬁlik)(X)
kell]

c: P —=V:[mu
V—o>P:iri+sF

2: Seta:=r1,
logm—1
3: P computes a := (a,az,a4, .. .,a2
4: P>V i«
5: YV checks that
a: o=«

b: iy = oe? Vi € [logv — 1]
6: P and V run the remaining process of IORst (step 3-9).
Output phase.
7: Define x = Z €qy,_1(T) e
kele]
8: Define e = Glog ¢(Tiog ¢) - 67]71(7'7"'@/)

9: 1% Outputs X = (m7 TF, T,Tx, e)v Yy = ({[[mu7i]]}i€[u]7 {[[Thzﬂ}’LG[H])

Fig. 6. Interactive Oracle Reduction IORst from R* to Race

RBR knowledge soundness. By applying the compilation with an extractable PCS
and the Fiat-Shamir transform, we obtain a non-interactive reduction NIRcst =
FS[IORCPacst] under the random oracle model, with complezity measured as follows:

e The proof length includes 2u elements for the commitments, and O(log ) field
elements for the sum-check protocol.

e The random oracle query complexity includes p + logl O(1)-sized query, 1
O(logm) query, 1 O(logm) query, 1 O(u+ log¥) query and 1 O(¢n) query.

e The verifier time is dominated by the O(¢n) field computation for x.

o The reduced relation Racc only contains 2u polynomzial oracles.

5.2 2-to-1 Reduction

We introduce the second component for building an accumulation scheme, i.e.,
the 2-to-1 reduction, which aims to reduce RZ.. to Racc. A key technique neces-

sary in this construction is to batch multiple oracles into one, which corresponds
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to a polynomial aggregation scheme as described in Halo Infinite [I0]. In this
part, we only present a definition for this oracle batching protocol while leaving
the concrete instantiations in Section (.3

Definition 5 (adopted from [15]). An oracle batching protocol I0Ryatch
with proximity radius §* is an interactive oracle reduction from indexed oracle
relation Rq to indexed oracle relation Rq:

o li,x:N(a:,v,r), . o (r) - Fo(z) — v
Ro:= 0 o (R LAl w = (Fo, f1) 2= ) Fil@) = o

Ri= {LX: {(z,0)};.5 = [f]w=L: flzy) :Uj}'

Concretely, the verifier gets as input randomness r € F, a multilinear evaluation
claim on 3,1y €4;(r) - fi(x) = v and oracle access to fo, fi € ]-'1(O<gzn The prover
additionally gets the witness fo, f1. After the interaction, the verifier outputs
a list of multilinear evaluation claims on f(wj) = v; and an oracle [[f]] We

highlight the protocol’s property:

o Completeness: if 3 ey €¢;(r) - filx) = v, then f(x;) = v;

e Soundness: for every 5 € (0,8%), if Ary(x,y) > & then, except for a small
error probability €y, Ar,(x,y) > 0.

o Succinctness: the proof mpatch 0f IORpatch (excluding the oracles) should be sub-
linear of the polynomial size |f\

We now describe the 2-to-1 Reduction IOR¢q from (Racc)? t0 Race as follows.
Lemma 6] highlights the security and theoretical performance of IORq4, of which
the proof is given in the following.

Construction 1 (2-to-1 Reduction 10R¢4). Given inputs as two instance-

wintness tuples (face, X362, yoee, weee) € R, x R, x R into one, where

xE) = (@@, 70 2B P o0 (0, (19)
k k

ﬂgzw{mbiw#>m£m (20)
k

wit) = {m{M} i (21)

e The prover first computes the following univariate polynomials:

2(2) =Y eq(2) =P e (F{)m, (22)
kel]

Fr(2) =Y g (2) vl e (F{TV)ptlosr, (23)
ke(l]

T(2)= 3 a(2) m® e (FT)est, (24)
kel]
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Po(2) = Y eq(2) i) e (FT)eEn (25)

ke(1]
(7 Z éq,(Z e (FI) vi e [u), (26)
mi(Z) = Z e~qk<Z> -m" e (F*)" vi e [u). (27)
kel]

Note that the above polynomials &(Z2), rr(Z2), T, r+(Z), {mu(Z)}icp)s
{m(Z) }iepu should satisfy the following equations for all z € {0, 1} according
to Lemma [I}

F(&(2), {mi(2) Viep) mr(2) = Y éai(z) - e®) = é(2), (28)

kel]
mi(z,ma(2) = > g (2) o = 0,(2) ¥i € [u], (29)
ke(l]
M2 7(2),ma(2) = Y €gp(z) o) = Bi(2) Vi € [u]. (30)

ke(l]

e Given challenges ~ s Flog(t+1) 1« s F, the prover first combines above 2- i+
1 equations in Equation 28}30] into one by «. Then, similar to Section .2} the
prover computes the following polynomial with degree max(d+1,log ¢+logn)
with r,:

G(Z) =eq(rz, Z) - [(F(@(Z)v {mi(2) i, rr(2)) —e(2))  (31)

+ Y pow; () - (mi(Z,74(2))) — 5(2))
i€ [u]

+ Y pow,, () - (Mui(Z2,7(Z),r:(2)) — 5:(2))]
i€y

e The prover and verifier engage in a 1-round sum-check protocol for the state-

ment 226{071 G(z)=0:

- the prover directly sends the polynomial G(Z)

- the verifier checks that G(0) + G(1) =0

- the verifier outputs an evaluation claim G(o) = vg in terms of a virtual

oracle [G].
e Similarly, the verifier can define the virtual oracle [G] based on all batched

oracles {[myi]}icpu), {[Mil}icp € Ysps that are multilinear extended from
{muyu,i(r2) Yie), {mi(r2)}iep)- Hence the prover sends

n = F(&(o),{mi(0)},rr(0) - ¢(0)) (32)
i = 1mi(0,74(0)) = vi(0) (33)
Nui = Mu,i(0,7(0),72(0)) = vi(0) (34)

e The verifier checks if

G(o) = éqrz, o) - (n+ D> pow, () 1+ Y pow,;(v) - mui).  (35)
i€ i€lu]
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e Finally, the prover and verifier engage in 2 oracle batching protocols in par-
allel [ORpatch with the random o € F. This is to batch the oracles in ysps above
from those in y§§3 for all k € [1]. The derived tuple is (lacc, Xace, Yaces Wacc)

satisfying Racc = R’Jm X Rgval X RF

(ﬁacux = {(ij mjﬂfj)}j,y = [[mU{i]]a‘W = J—) € Reval Vi € [HJ} (36)
(ilacc’X = {(wtzvt)}tay = [[ﬁzz]],w = J~) € Reval Vi € [M] (37)
(iacmx = (wa TF, 6)73’ =l,w= {mz}ze[u}) ERF (38)

where my; = my;(o),m; = m;(o) for all i € [p], and {(y;,x;,v;)}; and
{(x+,v¢)}+ are newly generated evaluation claims in the oracle batching pro-
tocols IORpatch-

Remark 4. Construction |1} is a 2-to-1 reduction from (Racc)2 to Race, Where
Race = Rg\m x RL ., % Rp. While the newly generated relation Reval contains a
list of evaluation claims instead of one. As mentioned in [20/I5], the mismatch
can be resolved by adding extra evaluation claims in R, at an arbitrary point,

e.g., 0, which does not have to be chosen at random.

Optimization. In the above IOR protocol, the prover and verifier batch two oracle
strings y®), k € [1], where each string consists of 2y oracles. In fact, the number
can be reduced to p + 1 by running a sub-protocol for preprocessing. For an
instance-wintness tuple (x,y,w) € RL | with (x = (7,7, v;),y = [mu,], w =
1) € Reval Vi € [p], the prover and verifier run an oracle batching protocol to

obtain a new instance-witness tuple

(ﬁacmx = ((T,’I‘z,v), {(yj7mj’vj)}j)vy = [[Thu]],w = J—) € Reval, (39)

where v = Zie[#] pow;,(3) - v; is checked by the verifier, and 7y is computed as

mu(Y,X) =Y pow,(B) - mu (Y, X), (40)
i€lu]

Finally, the reduced new relation is Reyal X Rgval X Rp.

According to Theorem [4] the protocol IORgg can be further transformed
into a non-interactive oracle proof NIRs,q, with a detailed description given in
Appendix [B:2] The proof of Lemma[f]is given in Appendix [C.2]

Lemma 6. Let |IORy,icn be an interactive oracle reduction from an indexed or-
acle relation R1 to an indexed oracle relation Ro. The above protocol 10Rgq
is an interactive oracle reduction from the multi-instance relation (Rh.)? to an
indexed oracle relation Rl .. It satisfies completeness and RBR knowledge sound-
ness. By applying the compilation with an extractable PCS and the Fiat-Shamir
transform, we obtain a non-interactive reduction NIRgg = FS[IORES] under the
random oracle model, with complexity measured as follows:

e The protocol has 3 rounds.
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e The proof length includes O(d + ) field elements for the sum-check protocol
and the proof elements for NIRpatch. The oracle proof length is O(utn) field
elements (optimized to O(un)) for [wy ] ’s and [w;]s.

e The verifier makes no queries.

o The verifier time is dominated by the O(¢n) field computation for computing
x and the verification times of NIRpatch-

o The reduced relation Racc only contains 2- u polynomial oracles (optimized
top+1).

5.3 Putting them together

In this part, we discuss how to construct an accumulation scheme based on
different PCS candidate and analyze their theoretical performance. We first in-
troduce a conclusion in Theorem [3| similar to [20] for the general construction
of the multi-instance accumulation scheme from the two components presented
previously. We defer the proof of Theorem [3|to the Appendix[B-3] For simplicity,
we only consider distance-preserving accumulation scheme in this paper. Never-
theless, we claim it is straightforward to extend the above theorem to promise
relations by following the proof in [20].

Theorem 3. There exists a polynomial-time transformation T such that the
following holds. Let R be an indexed relation parameterized by public parameters
pp- Let Race be an indexed oracle relation parameterized by the same pp and be
implicitly relative to a random oracle RO. Given the following non-interactive
reductions in the random oracle model:

e NIRcast = (Geasts Peasts Veast), @ multi-cast reduction from (REC)¢ to RES.

o NIRoid = (Gtold> Prold, Viold ), @ 2-to-1 reduction from (RES)? to RES with the
same generator algorithm as NIR ast,

there exists T[NIRcast, NIRfold, Race] = (NARK,ACC), where NARK is a non-
interactive argument for R and ACC is an accumulation scheme for NARK, both
in the random oracle model. Denote by |m|, |x|, |r| the number of elements in
the prover messages [ml;c,,], instances [x(k)]kem, and random challenges 7, c.
Let n = max;ep,) |m;| be the mazimum length among all messages. We claim
that the accumulation scheme can achieve the following theoretical performance.

e The accumulation prover cost is dominated by 2 G operations, O(£-m+p-n) F
operations, and p+logl RO queries, and the cost of 214 NIRpaien- P algorithm.

e The accumulation verifier cost is dominated by 2u G operations, O£ - m) F
operations for accumulating {X(k)}k€[£]7 and pu+logl RO queries, and the cost
of 214 NIRpaten- V' algorithm.

e The decider cost is dominated by checking the O(u) evaluation claims with
respect to the oracles, which is dependent on the PCS evaluation algorithm
complexity.

Next, we review a list of practical PCS candidates in real-world implemen-
tations and analyze their performances. Note that throughout the accumulation
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Table 2. Comparisons between Multi-Accumulation Schemes: denote n as the poly-
nomial size, the last column compares the proof size of the oracle batching protocols
instantiated on the corresponding PCS

Schemes Assumptions Prover Proof size Batch proof size
Bulletproofs [13] DL O(nlogn) O(logn) O(logn)
Mercury [26] DL O(nlogn) 0O(1) 0(1)

RS codes [20] Hash O(nlogn) O(logn) O(m -logn)
Linear codes [I5] Hash O(n) O(logn) O(m -logn)

scheme, only the oracle batching protocols contains the oracle queries. Hence,
we mainly focus on this part. To make our improvement approach distinguish-
able, the key point is that the batching cost should be as small as possible. Or,
theoretically speaking, the cost should be independent of the oracle size, i.e., the
succinctness property as defined in Definition 5] Thankfully, most PCS satisfy
our requirements as shown in Table [2] Typically, for polynomial commitments
providing homomorphic property, the oracle batching protocol is trivial to in-
stantiate because, the verifier can simply checks if C' =}, €g;(r) - C; where
C = Commit(ck, >,y €4,(r) - fi(x)). For non-homomorphic polynomial com-
mitments such as the code-based ones [5I3T43//44], a recent line of work [T9/20/15]

conducted a comprehensive research on this problem. We present a more detailed
description on the code-based instantiations in Section 6.

6 Quasar

As stated in Theorem [T} there exist efficient constructions for a multi-instance
IVC based on a NARK system and a multi-instance accumulation scheme. We
sketch the general process:

e Given a multi-predicate input (x,(cke)[g]ﬂr), where 7 is a NARK proof, and an
accumulator acc, the IVC prover first runs the proving algorithm ACC.P to
obtain a new accumulator acc’ as well as a proof pf.

e Next, the IVC prover constructs ¢ recursive circuits each consists of the fol-
lowing parts:

- the trace for computing the predicate ¢ with k-th instance-witness pair.

- if k = 0: the trace for verifying the accumulation between a multi-predicate
instance ({x(*} kele, 7-X) and an accumulator acc at the previous step; else
a dummy trace.

- if k = 0: the trace for compressing the accumulator acc by cryptographic
hash functions; else a dummy trace.

e For each in the ¢ recursive circuits, the IVC prover first arithmetizes it into a
tuple (i/,x’,w’) € R under an existing constraint system. Then he calls the
proving algorithm of multi-cast reduction NIRticast complied with a polyno-
maal commitment scheme, which outputs a reduced witness w’ and a NARK
proof 7’.
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e The IVC prover outputs the multi-predicate tuple (({(X/)(k)}ke[g], ' x), w'),
and a new accumulator acc’.

e The verifier takes as inputs a multi-predicate tuple (({x(k)}kem, m.x),w) and
an accumulator acc, he first runs the verification algorithm of NIRuyjticast tO
derive x. Then he can check the validity of x, w and acc by running the decider
algorithm.

In this work, we additionally require Quasar to provide some cutting-edge prop-
erties, including the linear-time prover and plausible post-quantum security.
Typically, we claim that such an IVC can be constructed from a multilinear
plonkish constraint system (hyperplonk) and a linear-code-based PCS. We de-
scribe the detailed instantiations in the Section [6.1] and [6.21

6.1 SPS for HyperPlonk Relations

We present special-sound protocols for multilinear plonkish relation (Hyper-
plonk) as defined below.

Definition 6 (Multilinear plonkish relation). Fiz public parameters includ-
ing the field F, the instance length m, the total number of gates u, the number of
possible gate types s, i.e., the number of selectors, the number of fan-in/fan-outs
of each gate n, and an algebraic map f : F¥T" — F with degree d. The indexed
oracle relation Ryionk 15 the set of all tuples

{i:=(q,0),x=p,y = [u],w = w)}
where 0 : {0, 1 og ytiogn — {0, 1} og ytiogn 95 @ permutation, § € ‘/_'.1(0<ggu)+logs’

pE
(<2) ~ (<2) . .

log i+logm> W € flog Jitlogn OT€ multilinear extensions of the selector vector q,
the wnstance vector p and the witness vector w, such that

e the gate identity: f(x) =0 holds for all x € {0,1}'°8# where
F(X) = f({a(Bits(0), X) 15, {@(Bits (), X)}j5o)-

e the wiring identity: w(x) = w(o(x)) for all x € {0,1}1°8~,
e the instance consistency: p(x) = w(00erHosn=logm 2) v c [0, 1}o8™,

We present the special sound protocols in Appendix [B:4]

6.2 Linear Time Accumulation Scheme

Section [5.3] provided a general idea for instantiating the multi-instance accu-
mulation schemes with homomorphic PCS. In this part, we present a concrete
instantiations on the code-based PCS to achieve more desirable features. We
first recap several notions, which are formally defined in Appendix

e A linear code is a linear injective map C : F¥ — F” with message length &
and codeword length n.
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e The rate of a code C is p := k/n.

e For a code C, the list decoding of a codeword w € C within distance ¢ is
denoted as A(C,u, ).

e Out-of-domain sampling allows a verifier to sample the codeword u at a ran-
dom point 7 € F'°8™ \ {0,1}!°8” and obtain an evaluation @(7) of the multi-
linear extension of w.

To instantiate the accumulation scheme, the key is to construct an efficient ora-
cle batching protocol NIRpatcn compiled with a commitment scheme. The authors
in [I5] introduces a practical codeword batching protocol for every linear codes,
which can be further compile into Merkle commitments by BCS transform. Typ-
ically the protocol reduces two proximity claims: codewords wi,us are d-close
to C, to a new proximity claim: codeword w is §-close to C, where an extra eval-
uation constraint holds as vy - @1 (@) + v2 - Us(x) = u(x). Intuitively, we can
simply encode the multilinear polynomials in relation Rq in Definition [§ into
codewords, and instantiate the codeword batching protocol accordingly. How-
ever, there is a technical gap: the relation Rg includes of evaluation claims on
multilinear polynomials fo, fl. while the codeword batching protocol requires
the evaluation claims on wu; := C(f;),i € [1] instead of f;’s. Thankfully, this
mismatch can be easily solved if we assume the coding algorithm is systematic,
i.e., for all € F*, the first k entries of C(x) are equal to . Assume the recip-
rocal of the code rate p is in 2V, the multilinear extension of a codeword u; can
be written as

_ log(1/p) log k—1
W(Y, X) = eqo(Y) - f(X)+ D éai(Y) Y éqy(X) wili-k+ ).
i=1 =0

Simply, for an evaluation claim ﬂ(w) = v;,x € F'°8" the prover can pad it with
zero into a vector (0, x) € Fl°8(1/P)+1ogn where the claim also holds @;(0, x) = v;.
Hence given a relation R, the prover and verifier first encode it as the following
relation

) : Z €qy(r) - ag(x) =v
kell]

where ug = C(fo),u1 = C(f1). We present the oracle batching protocol based
on codewords in Figure [[4] in Appendix [B.4]
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A Formal Definitions

A.1 Linear Codes

Definition 7 (Linear code). A code over an alphabet X with message length
k and codeword length n is an injective map C : X¥ — X™. A code C is linear
code if ¥ =T is a field and C is linear. In this paper we assume that n € 2V,
The minimum distance of a code C is defied as 6(C) := miny£yecA(u,v).

We often view C C X" as the map’s image and codewords u € C as function
u:n] = X.

Definition 8 (Zero-evaders). A zero-evader over F with error €,er is a func-
tion ZE : Dzg — F™ such that

Vo € F™\ {0}, Procpye[(ZE(p), v) = 0] < €zero. (41)

Moreover, let G € F™** be an injective linear map. Let G be the multilinear
extension of G. The function ZE : F1°8™ — F* defined by

ZE(av) == (é(a, b))be{o,l}log k

logn
[F] -

is a zero-evader with error

Definition 9 (Out-of-domain samples). Let C : F¥ — F" be a linear code,
f:[n] = F be a function, s € N be a repetition parameter, and 6 € [0,1] be a
distance parameter. Let ZE : Dzg — F* be a zero-evader with error ezero. Then,

Py 3 distinct u,v € A(C, f,0) < |A(C,0)[? s
et sPae Vi € |5, (ZE(p,) € ) = (ZE(p), € o) | S 2 G

A.2 Polynomial Commitment Scheme

Definition 10 (Multilinear polynomial commitment scheme [44]). A
multilinear polynomial commitment scheme PC consists of a tuple of efficient
algorithms (Setup, Commit, Eval, Verify):

e Setup(1*,n) — ck: takes security parameters A and the variable length n € N,
outputs commitment key ck for polynomials in ]—',(L<2).

e Commit(ck,p(X)) — C: takes a multilinear polynomial p(X) € F<? and
outputs a commitment C.

e Open(ck,C,p(X)) — b takes a commitment C' and a multilinear polynomial

p(X) € ]-"7(1<2), outputs a bit b.
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e Eval(P(p(X)),V(ck,C, z,y)) is a protocol between P and V with public inputs
a commitment C, an evaluation point z € F™ and a value y € F. P additionally
knows a polynomial p(X) € F$? and aims to convince V' that p(X) is an
opening to C' and p(z) = y. The verifier outputs a bit b.

For the security properties, we require the multilinear PCS scheme above to
satisfy completeness, binding property, and knowledge soundness (also known as
extractability in [23]) as defined in Appendix

For security definitions, we require the PC in Definition to retain com-
pleteness, binding, and knowledge soundness.

Definition 11 (Completeness). The scheme PC satisfies completeness if for
any bound n € N, for any polynomial p(X) € .7:7(1<2) and any point z € F™,

ck < Setup(1*,n)

C + Commit(ck,p(X)) | — L

Pr | Eval(P(p(X)),V(ck,C, z,y)) =1
Definition 12 (Binding.). The scheme PC is (computationally) binding if for
any n € N and PPT adversary A,

ck < Setup(1*, n

bp=b1 =1 (Cypo(X), p1(X)) + Alck

A po(X) #pi(X)| by + Open(ck, C, po(X)
b1 < Open(ck, C,p1(X)

Definition 13 (Knowledge soundness). PC satisfies knowledge soundness
if Eval is an argument of knowledge for the relation

Reval(ck) := {(C, z,y;p(X)) : p(2) = y A Open(ck, C,p(X)) = 1}

)
Pr ; < negl(\).
)

where ck < Setup(1*,n). That is, for any n € N and any PPT adversaries A and
P, there is an expected polynomial-time extractor € such that for any random r,

A
ck < Setup(1*,n) (g( ;_ys)ezp;l(ci(nv)ﬁ)
Pr (C,z,y) « A(ck,7) ~ Pr p(X) < E(ck, )
EV3|(P(7’), V(Ck7 Cv z, y)) =1 (07 z, y,p(X)) S ,R,/Eval(Ck)

A.3 Multi-Instance Accumulation Schemes

We adopt the definition of the accumulation scheme for NARK given in BCLMS21
[16]. To accommodate the Virtual Machines setting, we explicitly define the no-
tations related to the multi-predicate instance as a special case of the multiple
accumulation scheme [I7]). Specifically, we define a non-interactive argument
of knowledge NARK := (G,Z,P,V) in the random oracle model for an indexed
relation R relative to a radnom oracle RO such that the proofs have a canonical
partition into pairs 7 := (7.x,m.w). Typically, the NARK system should satisfy
the following security properties.
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Completeness. NARK is complete if for every (unbounded) adversary A, the
following probability equals to 1

RO «+ U(N)
(ﬁv {X(k)aw(k)}k) € R*(pp) pp < g(lA)
Pr il (i, {=®, w}y) « ARO(pp) | =1.
VRO (vk, {x®)}p, ) =1 (pk, vk) < ZRO(pp, 1)
T PRO(pk, {x(k), W(k)}k>

Knowledge soundness. NARK is knowledge sound with respect to auxiliary
input distribution y if for every (non-uniform) polynomial-time malicious prover
P, there exists a deterministic polynomial-time extractor £ such that the follow-
ing holds

RO «+ U(N)

g(1*

N VRO(Vk7 {X(k)’/\w(k)}k’ 77) =1 papi : Xgl/\g
)

)

)

(ﬁ7 {X(k)7 W(k)}k) ¢ R*(pp)

- < negl(\).
(3, {x ), wh ), tr « P (pp,ai) | = negl(})

(pk, vk) < Z%%(pp, i
w E(ppa ].17 {X(k)}k, ™, ai, tr

Definition 14 (Multi-instance accumulation schemes). A multi-instance
accumulation scheme for NARK in the random oracle model consists of a tuple
of algorithms as ACC = (G,Z,P,V, D), where G is the same as NARK, Z, P,V

have access to the same random oracle RO:

e ACC.G(1*") — pp: samples and outputs public parameters pp.

° ACC.IRO(pp, i) — (apk, avk, adk): takes as inputs public parameters pp, index
i, and access to random oracle RO, ACC.Z deterministically computes and
outputs a triple (apk,avk,adk) consisting a pair of accumulator proving and
verification key (apk,avk), and a decision key adk.

. ACC.PRO(apk, {x®)}, m,acc) — (acc’, pf) takes as inputs multiple predicate
instances {x®}y and a NARK proof m = (7.x,7.w), and an old accumulator
acc = (acc.x, acc.w), ACC. P outputs a new accumulator acc’ = (acc’.x,acc’.w)
and an accumulation proof pf.

e ACC. VRO(avk7 {x®)}y, m.x,acc.x, acc x, pf) — b: takes as inputs avk, multiple
predicate instances {x(k)}k, a NARK proof instance w.x, an old accumulator
instance acc.x, a new accumulator instance acc’.x, and an accumulation proof
pf, ACC.V outputs a bit for accepting or rejecting the proof.

e ACC.D(adk,acc) — b takes inputs adk := (pp,1i’), and an accumulator acc,
ACC.D outputs a bit indicating whether acc is a valid accumulator for the
index 1.

The multi-instance accumulation scheme ACC must satisfy two properties,

completeness and knowledge soundness. The (perfect completeness) requires that
given any valid NARK proof 7 and valid accumulator acc, the proof 7 and the
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new accumulator acc’ generated by the honest prover can always pass the verifi-
cation and decider algorithms. The knowledge soundness requires the existence
of an extractor algorithm outputting a valid NARK proof witness 7.w and a
valid accumulator witness acc.w by black-box accessing a malicious prover. The
formal definitions are given below.

Completeness. For every (unbounded) adversary A, the probability Pr[E;|Es]
equals to 1, where

NARK. VRO (vk, {x®)},, ) = 1A
ACC.D(adk,acc) =1
El = ‘U )
ACC.VRO(avk, {x(M},, 7.x,acc.x,acc’ . x, pf) = 1
A ACC.D(adk,acc’) =1

RO « U(\)

pp < ACC.G(1*")

(i, {x®) Yy, 7.5, m.w, acc) < ARC(pp)
(pk,vk) + NARK.Z(pp,Z)"

(apk, avk, adk) «+ ACC.Z(pp, 1)

(acc/, pf) < ACC. PRO(apk, {x™}, 7, acc)

By, =

Knowledge soundness. ACC is knowledge sound with respect to auxiliary
input distribution x if for every non-uniform polynomial-time malicious prover
P, there exists a polynomial-time extractor £ such that the probability Pr[E; | E]
is negligibly close to 1:

ACC.VRO(avk, {x(M},, 7.x,acc.x, acc’ . x, pf) = 1
AACC. D(adk,acc’) =1
E, = A ,
NARK. VRO (vk, {x()},, ) =1
AS.D(adk,acc’) =1

RO « U())

pp « ACC.G(1")

ai «+ x(1%)

E; = (i, {x®}y, 7.x, acc.x, acc’, pfi tr) < 7~9Ro(apk7 ai)
(pk,vk) <+ NARK.Z(pp,Z)

(apk, avk, adk) «+— ACC.Z(pp, 1)

(m.w,acc.w) + E(pp, i, {x"},, 7.x,acc.x, acc’, pf; ai, tr)

A.4 Definitions for Interactive Oracle Reductions

Definition 15 (Completeness). IOR is complete if the following holds. For
any (Il, x,Vy, W) € R;

(¢, I,1") « Z(1)

(3" W) (Pl y, w), V¥ (x)) | =

Prirticin i, x",y,w')eR
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Definition 16 (Soundness). For every proximity bound § € (0,8*), statement
(i,x,y) & L(R) with Ag(i,x,y) > 8, and unbounded malicious prover P*,

(., I,1") « Z(1)

i
, =7/ ! ! <
Privicn | AR EX0) SO0 rgn e V19 (x)

< (i, x,y,0).
Note that we omit 4 when there is no proximity gap, i.e., d = §* = 0.
We follow the definition given in WARP [I5] to cover IORs built on linear
codes that do not have an efficient error-tolerant decoder.

Definition 17 (Knowledge state function for IOR [15]). Let IOR = (Z, P, V)
be a p-round IOR from a relation R to R’ with proximity radius 6*. A knowledge
state function for IOR is a (possibly inefficient) function State, parameterized by
a prozimity bound & € [0,0%) that, on input a statement x,y, an interaction
transcript tr, and knowledge state witness w, outputs a bit and has the following
syntax:

o Empty transcript: if tr = (), then States(i,x,y,tr,w) = 1 if and only if there
exists yu satisfying (1,%X,y«, w) € R and A(y,y«) < 9.

e Prover moves: if tr is a transcript where the prover is about to move, States (1, X, y,
tr,w) = 0, then for every prover message 7, State(i, x,y, tr||m,w) = 0.

o Full transcript: iftr = (w1,71, ..., 7, ry) 15 a full transcript, then States (1, x,y, tr,
w) = 1 if and only if VI-{midicw (x, {r; };cn)) outputs x',y' such that there
exist yl satisfying (1, x',y,, w) € R' and A(y.,y.) < 4.

Definition 18 (A variant of round-by-round knowledge soundness [15]).
A p-round IOR = (Z,P,V) from relation R to R’ with prozimity radius 6* has
RBR knowledge soundness errors (e1,...,€,) and extraction time (ety,...,et,)
if there exist a knowledge state function State for IOR and a deterministic extrac-
tor £ with the following property: for every proxzimity bound é € (0,0%), statement
(1,x,y), round index i € [u], and interaction transcripttt = (71,71, ..., Ti—1,Ti—1,
mi), 1 € [u] where the verifier is about to move, € runs in time at most et; and

_ States(1,x,y,tr, E(1,x,y, tr||r;, w)) =0

: . < (i )
Pr 3w Stateg(n,x,y7tr||ri,w) =1 = 61(n7x7y76)

The authors in [15] also prove that the above RBR knowledge soundness im-
plies (straightline) state-restoration knowledge soundness to ensure Fiat—Shamir
security. According to previous conclusions [7JI820], there exists a transform
from a public-coin interactive oracle reduction IOR to a non-interactive reduc-
tion NIR := FS[IOR"] based on a polynomial commitment scheme PC and Fiat-
Shamir transform FS.

Next, we highlight the definition of non-interactive reductions. We adopt the
conclusion for polynomial IOP compilation given in [2I] to the polynomial IOR
here. The proof of Theorem [4] can be referred to [20].

Theorem 4 (Polynomial IOR compilation adopted from [21]). There
s a transformation T from public-coin polynomial interactive oracle reduction
IOR to a non-interactive reduction NIR with compilation in two steps:
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e replace every oracle in IOR with a polynomial commitment PC to obtain IORPC;
e apply the Fiat-Shamir transform to the committed IOR to obtain a non-
interactive reduction FS[IORPC].

Denote the resulting protocol as NIR := FS[IORPC]. If IOR is RBR knowledge
sound and PC is extractable, then NIR is RBR knowledge sound under the random
oracle model. The efficiency of NIR depends on the efficiency of IOR and PC:

e The prover time is equal to the sum of (1) prover time of IOR, (2) the oracle
length times the commitment time, and (3) the query complexity times the
prover time of PC.

o The verifier time is equal to the sum of (1) verifier time of IOR, and (2) the
verifier time of PC times the query complezity of IOR.

e The proof size is equal to the sum of (1) the message complexity of the IOR
times the commitment size and (2) the query complezity times the proof size
of PC.

A.5 Definitions for Special Sound Protocols

For an NP relation R := {(x;w)}, an interactive proof for R allows a prover P to
convince a verifier V that a statement x admits a witness w. Typically, in a (2u—
1)-move protocol, the prover and the verifier interactively send p messages and
it — 1 challenges. If V generates and sends all its messages uniformly at random
and independently of the prover’s messages, then the protocol is called a public
coin protocol. Public coin protocols can be transformed into non-interactive
forms according to the Fiat-Shamir heuristic [27]. For security definitions, we
require the interactive proof to satisfy completeness and knowledge soundness.
Furthermore, to simplify the security proof, researchers may refer to the special
soundness definition that implies knowledge soundness (see Lemma . Briefly
speaking, an interactive proof satisfies special soundness if there exists an efficient
extractor outputting a valid witness with inputs of the instance x and a tree of
transcripts, which is a collection of accepting transcripts generated by a malicious
prover, where the challenges differ in a specific pattern across the transcripts.
For defining the special soundness property, we first present a denotation of the
tree of transcript.

Definition 19 (Tree of transcripts). Let k € N and (a1, ...,a;) € N¥. A
(a1, ...,ax)-tree of transcripts constitutes a set of Hle a; transcripts of a tree-
like structure. The edges within this tree represent the challenges of the verifier,
while the vertices are the messages from the prover, which can be empty. Fach
node at depth i has a; child nodes, corresponding to a; distinct challenges. Fvery
transcript is uniquely represented by one path from the root node to a leaf node.

Definition 20 ((ai, ..., ar)-special soundness). IT provides (a1, ..., ax)-special
soundness, if there is an effective PPT extraction algorithm & that is capable of

extracting the witness w given x and any (ai, ..., a)-tree of accepting transcripts
T [4] (defined above). Specifically, for all PPT adversaries A

Pr [pp < G(1*), (z,T) < A(pp),w + E(pp,x, T) : (x;w) € R] ~ 1.
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According to the conclusion given in [3], we can imply knowledge soundness
from special soundness:

Lemma 7 ((ai,...,ar)-special soundness implies knowledge soundness
[4]). Letk,ai,...,ar €N, (G,P,V) be a (a1, ..., ar)-special sound (2k + 1)-move
interactive protocol for relation R, where V samples each challenge uniformly at
random from F. Then (G,P,V) is knowledge sound with knowledge error

Zf:l ai — 1

Kk <
||

A.6 Definitions for Multi-Instance IVC

We extend the definitions of IVC in [34] with a single instance at each step to a
multi-instance IVC by referring to [I6]. To achieve generality, we also consider
multiple predicate settings, i.e., at each step ¢ the IVC prover is allowed to select
a distinct predicate ; from a specified set @.

Definition 21 (Multi-instance IVC). A tuple of PPT algorithms defines a
multi-instance incrementally verifiable computation (IVC) as INVC = (G,Z,P,V)
with the following interfaces:

e G(1*) — pp on input security parameter \, samples and outputs public param-
eter pp.

e Z(pp, ) — (ipk,ivk) on input public parameter pp, a predicate vector ¢ C P,
outputs a prover key ipk and a verifier key ivk.

e P(ipk,i, {z,gk),wgk),zgﬂ}k,ﬂi) — II; 1 on input public key ipk, a counter i,
multiple public inputs {zl(k)}k, private inputs {wgk)}k, outputs {zi(i)l};g, and
an IVC proof 1I;, the prover outputs a new IVC proof Il; 11 to attest the
correctness of {Zz(i)l}k

o V(ivk,1, {zi(k)}k, I1;) — b on input verifier key ivk, a counter i, multiple public
inputs {sz)}k, and an IVC proof II;, the verifier checks whether II; is valid
for testing {sz)}k, and outputs a bit b to indicate reject or accept.

A multi-instance IVC quadruple (G,Z, P, V) should satisfy the perfect com-
pleteness, (computational) knowledge soundness, and (statistical) zero knowl-
edge properties as defined below.

Perfect Completeness. IVC has perfect completeness if for every adversary A,
the probability Pr[F;|FE2] equals to 1, where

0i € & AV(ivk, i, {zF ), 11) =1

. k k k
B, = Ngi (i, {Zz( )7wz§ )721(-&-)1 k) =1

V(ivk,i + 1, {28 b, i) = 1
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pp < G(1%)

go ) @i =Y e 2 1) < Alpp)
? (ka ivk) < Z(pp, ¢)
H'LJrlFP(ka?Za{zz ) (k)7 z(i)l} H)

’L

Knowledge soundness. IVC has knowledge soundness (w.r.t. an auxiliary input
distribution D) if for every expected polynomial time adversary P, there exists
an expected polynomial time extractor Extp~ such that for every set Z, the
difference of the following two probabilities is negligible:

[pce pp  G(1%);
oD, ai (k) ai < D(pp);
Pr | A(pp,ai, ¢, {zn, ,ao cZ k % ’
/\gzp (W{j }k )(k) )=1 (o =" w2, i€ln-1) ao)
- A ’ i 7 Kaask + Ext” (pp, ai)
and
(oco PP = G(1%);
o i < D(pp);
Pr /\(ppaah@; {Zglk)}}g,ao) ez (k) al B (pp)7
AV(ivk,m, (=01, 11,y = 1| (P 1z e [T, 20) < P(pp, ai)
L sy 20tk Uy (ipk, ivk) < Z(pp, ¥)

where ai and ao are auxiliary inputs and outputs. These modifications aim to en-
sure closeness in distribution between the outputs of the prover and the extractor
for the strong extraction guarantee [9].

According to [I6], such an IVC/PCD can be constructed from a NARK with
its corresponding accumulation scheme, we draw a similar conclusion for our
multi-instance IVC in Theorem [5| of which the proof can be referred to [16].

Theorem 5 (Multi-instance IVC from accumulation schemes [16]).
Given a NARK for circuit satisfiability and a multi-instance accumulation scheme
for that NARK under standard model, there exists an efficient transformation
that outputs a multi-instance IVC scheme for constant-depth compliance predi-
cates, assuming that the circuit complexity of the accumulation verifier is sub-
linear in its input. Moreover, if the NARK and accumulation scheme are secure
against quantum adversaries, the PCD is also secure against quantum adver-
saries. If both the NARK and accumulation scheme are zero-knowledge, the
PCD is also zero-knowledge.

B Complementary Protocols

B.1 Non-Interactive Multi-Cast Reduction for SPS

We define the non-interactive prover and verifier algorithms for the non-interactive
reduction NIRest := (G,Z,P,V) with respect to a random oracle RO as men-
tioned in Section [4.2] Assume the generator algorithm outputs public parame-
ters as pp ¢ NIRest- G(17), the indexer algorithm outputs a pair of key and a
new index as (pk, vk, 1) < NIRcst- Z(pp,1). We describe the prover and verifier
algorithms in Figures [7] and [§
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Inputs: (pk, {x(k>,w(k)}k€[¢])
1: 7o+ RO({x""Yuer)
2: Forie[y]:
a: Set m{® « Psps(x<k),w(k),{ ) e Yizh) Yk € [€]

m;

b: Set mu:(Y,X) Z €qp_+( ﬁlik)(X)
ke

c: Set Cu,; = Commit(ck, mu (Y, X))

d: Ty < RO(T‘Z;l, Cu,i)

2 2logm
3: Seta:=ry,a:=(qa,...,« )

41 Ty RO(a)
5: SetsG(Y):=F Z éqp 1 (V) -x® { Z eq,_1(Y) 'mék)}ie[u],"'F) -eq(Y,ry)
kel kele]
6: Runs a (log¢)-round non-interactive sumcheck for Z G(y) =0,
YEBlog v
and obtains log ¢ sumcheck polynomials, and the random vector 7 € F log £
7:  Sets e := Glog¢(Tioge)
8: Sets m;(X) :=mu(7T,X) Vi € [y
9: Sets C; = Commit(ck,m;(X)) Vi € [u]
10 : Ty < RO(’I"y7 {Ci}ie[#])

11: P implicitly outputs the witness wacc and the proof 7 including;:
a: Commitments{Cu.}ic[u), {Ci}icu
b: Challenges rr, 7,7,

c: Sumcheck proofs {Gi(Y)}iclu)s Glog £(Tiog £)

Fig. 7. The Prover Algorithm NIRcst. PRO for Non-Interactive Oracle Reduction
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Inputs: (vk, {X(k)}ke[g], )
1: Parse 7 = {Cu,i}ticu» {Citiciu) Tr, T T {Gi(Y) Yicpu) €
2: Parserp =r||la
3: Setb =1if

ro + RO({x"}icp)

a

b: Ti RO(’/‘¢71, Cu,i) Vi € [u]

¢ Gi(0)+Gi(1) =0

d: Gi+1(0) + Gi+1(1) = Gi(Ti), Vi € [log[ — 1]

4: Setby=1if
a: 7y RO(a)
b: 7, =RO(Gi(Y)),i € [log/]
c: 1y < RO(ry, {Ci}ic)
Sets € = Glog ¢(Tioge) - €4 (1, T)

6: Setsx= Ze~qk71(7) ™)
ket

ot

7:  Outputs instance: Xacc := (&, {Cu,i }ie(), {Ci}iclu), TF: T, Tar €)

Fig. 8. The Verifier Algorithm NIRs. VRO for Non-Interactive Oracle Reduction

B.2 Non-Interactive 2-to-1 Reduction

We define the non-interactive prover and verifier algorithms for the non-interactive
reduction NIRyyiticast := (G,Z, P, V) with respect to a random oracle RO as men-
tioned in Section[1.2] Assume the generator algorithm outputs public parameters
as pp ¢+ NIRp. G(17), the indexer algorithm outputs a pair of key and a new
index as (pk, vk,1’) <= NIRsq- Z(pp,1). We describe the prover and verifier algo-
rithms in Figures [0] and

B.3 Construction for Accumulation Scheme

NARK construction First, we build the NARK system from the non-interactive
reduction NIR . The general idea is simple. Given an instance-witness tuple
(x,w) € RPFC, the prover and verifier can respectively run the proving and veri-
fying algorithms of reduction NIR.s from ’RIP;C to REC. Since the NARK system
does not require the proof to be succinct, the prover can directly sends the re-
duced witness wyc as the argument proof. The verifier simply derives the reduced
instance x,c and oracle string ya.c and then checks whether (Xacc, Yace, Wacc)
satisfies the relation RFS. We sketch the algorithms for NARK = (G,Z,P, V) as

acc*
follows:

e NARK.G (1) takes inputs as the security parameter \ in unary and outputs
public parameters pp.
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Inputs: (pk, {accm.x7 acc

[~ TR BEN- NN BN

S

Q O

D whiem)

VT RO({acc(i).x,acc(i).\w}iem)
Sets G(Z) as per Equation
Runs a 1-round non-interactive sumcheck for Z G(z) =0,
z€{0,1}
and obtains a sumcheck polynomial G(Z), and a random value o € F
Sets vg := G(0)
Computes batched witness {wu,i(o), Mi(0)}icqu
Computes 1, {n:,mU,i }ie[u) s per Equations [32}[34]
Computes &(0), {0:(0) }icqy
Runs 2y times oracle batching proving algorithm NIRpatch. P and obtains
batched commitments {Cu i }icu); {Ci}iefu), and proof mpatch
P implicitly outputs the witness acc.w and the proof 7 including;:
Challenges ~,7.,0
Sumcheck proofs G(Z),va
Evaluation claims 7, {n:, 10, }ic[u)
Commitments {Cu,i }iefu), {Ci }iclu

Batch proof 7patch

Fig. 9. The Prover Algorithm NIR¢yq. PRC for Non-Interactive Oracle Reduction

Inputs: (vk, {accw.x}ie[l],ﬂ)

1:
2:

3:

(¢

N, Ty RO({acc(i).x,acc >'W}i€[1])

Checks if G(0) + G(1) =0

Checks if vg = éq(rz,0) - (n+ Z pow; () - ni + Z POWHM("/) M)
i€[p] i€[p]

Computes é(0), {0:(0) }ie[u)

Runs 2p times oracle batching verifying algorithm NIRpatch. V to check

batched commitments {Cy i }icu), {Citielu), With proof mhatch

Parses {y;, x;.v;};, {@t, ve }+ from mpatch

Computes the batched instance Z(co)

Outputs instance:

acC.X 1= (:B, {CU»i}iE[u]7 {C’i}ie[u]7 TF,€ {yj? Zj, ’Uj}j, {mtv ’Ut}z)

Fig. 10. The Verifier Algorithm NIR¢q4. VRO for Non-Interactive Oracle Reduction
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e NARK.Z(pp,1) takes 1nputs as pp and an index 1, the indexer computes (pk,q,

vheast, 1) 6 NIRcast, I~ (pp, 1), and outputs (pk, vk) := (Pkeast, (VKeast, 1, PP))-
e NARK. PRO(pk {x®) wl }ke[g]) takes inputs as pk and an instance-witness

pair {x () w (k) Yreepg satlsfylng the multi-instance committed relation (R &,
the prover first computes (7cast, Wace) — NIRCast.PRO(pkcast, {X(k),W(k)}ke[g])
and assign (7.x, 7.w) := (Tcast, Wace). Then the prover outputs 7 := (7.x, 7.w).
e NARK. VRO(vk, {x(k)}ke 7) takes inputs as vk = (VKeast, 1’, pp), £ instances
{x(* )}ke 1, and proof 7 = (m.x,m.w), the verifier first computes Xacc <
NIRcast.VRo(vkcast,{x(’“)}ke[z],wcast) and assign (acc.x,acc.w) := (Xaec, T.W).

Then the verifier checks if (i’,acc.x,acc.w) € RR(pp).

Given that NIRcst = (Z, P, V) has completeness and knowledge soundness in the
random oracle model according to Lemma [f] it is obvious that the NARK also
has completeness and knowledge soundness in the random oracle model.

Proof Sketch. Since NARK is a trivial wrapper around the non-interactive reduc-
tion NIR,st, completeness follows immediately from the completeness of NIR ;.
For the knowledge soundness, we prove that for an arbitrary polynomial-time

adversary P against NARK, an adversary 77
follows:

cast against NIRest can be built as

. ~ RO .

e compute (i, {x*) wk) . mtr) < P (pp,ai);

o assign (Teast, Wacc) := T;

e output (i, {x"}, Teast, Wace; tr).
By the knowledge soundness of the non-interactive reduction NIR,st, there exists
a corresponding extractor E.s. Then we can construct an extractor for NARK
as follows:

® assign Teast, Wace := T

L ComPUte W <— 5cast(pp7 7{X( )}ka Tcasts Wacc» ai tr)
e output w.

We claim that the error bound is tight, i.e., the following two probabilities are
negligibly close:

RO «+ U(N) T
NARK. VRO (vk, {x(®)},, 7) =1 ap, i: gE A;
Pr /\ . k) (k) ~ RO x( < negl(A).
(i, {X(k) wl } ) & R*(pp) (n,{x( )a‘W( bi) tr <= P (pp, ai)
(pk, vk) <= Z%(pp, i)
w « E(pp, 1, {x®}y, 7, ai, tr) |
i RO + U(N) T
pp + G(1%)
(i’,acc.x, acc.w) € RS (pp) ai + x(1)
Pr A (1, X, Teast, Wace; tr) <= Peast (PP, ai) | < negl(N).
(ﬁ7 {X(k)vw(k)}k ¢ R*(pp)) (pkcasthCast) < NIRcast. IR (ppa]l)
Xace ¢ NIRcast- VRO(chaSU {X }lm 7Tcast)
L W < 5cast(ppa 7{X }ka Teasty Wace, al tr)
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Accumulation scheme Similarly, we build an accumulation scheme for the
NARK above from the non-interactive reduction NIRsy¢. Given a tuple (i, {x(¥),
w (k) }refe) satisfying the multi-instance relation (RPC), the accumulation prover
first runs NIR,s:. V to obtain a reduced instance acc.x = x,cc. Now that we have
a tuple {i, (x, y®), \W(i))}ie[l] in multi-instance relation (RF$)?2, the accumula-
tion prover and verifier together runs the reduction NIR¢q from (RES)? to RES.
The decider simply checks whether the reduce tuple satisfies R,c.. We sketch the

algorithms for ACC = (G,Z,P,V, D) as follows:

e ACC.G(1?) takes inputs as the security parameter A\ in unary and outputs
public parameters pp.

e ACC.Z(pp,1) takes inputs as pp and an index 1, the indexer
- computes (pKeaer, VKeast, 1) < NIRcast.IRo(pp,ﬁ).

- computes (pky, VKfoid, 1) < NIRgia. ZRC (pp, 1).
- outputs apk := (VKcast, PKfoids VKfold ), avk := (VKcast, VKfold ), and adk := (i’, pp).

e ACC.PRO (apk, {X(k)}ke[g] ,m,acc(?)) takes inputs as apk := (VKcast, PKsois VKfold)
¢ instances {X(k)}ke[g], a proof 7 = (7.x, m.W) = (Tcast, Wacc) and an accumu-
lator acc(®). Then the prover
- computes Xace ¢+ NIR st. VRO(vkCast7 {X(k)}ke[g],ﬂ'cast) and assigns (acc(M) x,

accM . w) 1= (Xace, T W).
- computes (moid, acc.w) < NIRfoia. PRO (pkgygs {acc® x, acc . w}c ).
- computes acc.x < NIRgig. VRO (VKo {acc™ x}icqi), Told)-
- outputs acc + (acc.x,acc.w) and pf < 7.

e ACC.VRO(avk, {x"}epe, m.x, acc®) x, ace.x, pf) takes inputs as avk := (VKcast, VKfold),
¢ instances {{X(k)}kem and proof vk = (vkeast, ', pp), instance x, a proof in-
stance m.x = mcast, an old accumulator instance acc(o), a new accumulator
instance acc.x and accumulation proof pf. Then the verifier

- computes Xacc ¢ NIRcag. VRO (VKcasts {X(k)}kem,ﬂ'cast) and assigns (acc() x,
accM . w) 1= (Xace, T W).
- checks that acc.x = NIRgyg. VRO (vkioid, {acc(i).x}ie[l],acc.x, pf).

e ACC.D(adk, acc) takes inputs as adk := (i, pp) and an accumulator acc. The

decider checks that (i’,acc.x, acc.w) € RES (pp).

Given that NIR.s: = (Z, P, V), NIRtwig = (Z, P, V) has completeness and knowl-
edge soundness in the random oracle model according to Lemma [5| and Lemma
[6] it is obvious that the ACC also has completeness and knowledge soundness in
the random oracle model.

Proof Sketch. For completeness, given that NARK.VRO(vk, {x®}p,7) =1 and
ACC.D(adk,acc) = 1, then {acc™.x,acc.wh;cy) € (RES(pp))?. Since ACC
is a trivial wrapper around the non-interactive reduction NIR¢y,4, completeness
follows immediately from the completeness of NIR 4. For the knowledge sound-

ness, we prove that for an arbitrary polynomial-time adversary P against ACC,

~ RO
an adversary Py, q against NIRsq can be built as follows:

~ RO
e compute (i, {x®}, 7.x,acc?) x, acc, pf;tr) < P (pp, ai);
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assign (acc.x,acc.w) := acc and g = pf

Compute (pkcastachaSU ) &~ NIRCBSt I (ppﬂl),
compute acc™™ . x  NIRqst. VRO (Vkeast, {x*) i, m.x);
output (', {acc® .x};eq1), Told, acc.ws tr).

By the knowledge soundness of the non-interactive reduction NIR¢,q, there exists
a corresponding extractor &q.- Then we can construct an extractor for ACC as
follows:

assign (acc.x,acc.w) := acc and 7ol := Ppf;

compute {acc( Whien] < Erld(pp, 1, {acc® X }ie[1]s Tfold, ACC.W, i, tr);
assign 7.w := acc().w

output (W.W,aCC(O).W).

We claim that the error bound is tight, i.e., the two probabilities, Pr[E1|Es] and
Pr[E3|Ey4], are negligibly close:

ACC.VRO(avk, {x(®},, 7.x, acc.x, acc’ .x, pf) = 1
AACC. D(adk,acc’) =1
E, = A )
NARK. VRO (vk, {x®},,7) =1
AS.D(adk,acc’) =1

RO « U(N)
pp < ACC.G(1")
ai + x(1%)
Ey; = (i, {x® 1}y, 7.5, acc.x, acc’, pf; tr) < 7~3Ro(apk ai)
(pk, vk) +— NARK.Z(pp,Z)
(apk, avk, adk) «+— ACC.Z(pp, 1)
(m.w,acc.w) < E(pp, 1, {x(k)}k,wx acc.x, acc’, pf; ai, tr)
(i’acc.x,acc.w) € RES (pp)
Ey = A ,
(i*{acc® x, acc.w}icpy) € (RES (pp))?
RO « U(A )
pp < ACC.G(1%)
ai + (1)
E, = (1, {acc(i).x}ie[l],mom, acc.w; tr) + NIR¢oq. PRO(pp, i)
(Pkfoldekfoldf ) < NIRgig. Z%° (pp, i)
ACC.X <— NIRf0|c| V (kaold {acc( @) X}ze[l]aﬂ'fold)
{acc! )W}le[l] < Esola(pp, i/, {acc® X }ie[1]s Tfold, ACC.W, ai; tr)
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B.4 Construction for Multi-Instance IVC

We provide the special sound protocols for the necessary components in building
a polynomial IOP for Rpjonk, including protocols for checking the gate identity,
wiring identity, and instance consistency, which can be further transformed into
compressed versions as mentioned in Section As a result, we can instanti-
ate an accumulation scheme for these special-sound protocols via the techniques
mentioned in Section [5] and further instantiate an IVC with the plonkish con-
straint systems.

‘P’s inputs: f, ), w(X)
V’s inputs: f, )
1: PV wX)

2: V checks if f({g(Bits(0), X)};=y, {@(Bits(j), X)}}=y) = 0.

(X
a(x

Fig. 11. Special-Sound Protocol Iz for the gate identity

P’s inputs: o, w(X)

V’s inputs: o

1: P—=V:w(X)

2: Y checks if w(x) — w(o(x)) = 0 for all & € {0,1}'°5*.

Fig. 12. Special-Sound Protocol Il for the wiring identity

P’s inputs: p(x), w(X)
V’s inputs: p(x)
1: P—=V:wX)

2: Y checks if p(x) = @(0'5#TETI8™ 2 for all € {0,1}1°8™.

Fig. 13. Special-Sound Protocol I for the instance consistency

Next, we provide the oracle batching protocols based on codeword batching
techniques [I5] in Figure[14] and highlights it security property in Theorem 6] of
which the proof can be referred to [15].
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Theorem 6. The reduction NIRpaich based on linear codes has round-by-round
knowledge soundness error < 2 for every 6 € (0,1), if the field F and repetition
parameters t,s satisfy

A
F| > 2N~ 1 |LC, 8> At > —
|F| > |L(C,6)[7* A e o

‘P’s inputs: pp,1,X,y; W
V’s inputs: pp,1,x,y
Interaction phase.

1: P computes u := Z €q,(r) - ux and its oracle [a]

ke(l]
2: P—=V:[4]
3: Vo P, .., 0pps «sF8A/PHOER ) of domain samples
4: P computes frii, ..., Ur+s € F, where prij := ()

5: P =V lrtiy ey hrts
6: Vsamples by, ..., by <=5 {0,1}°8/PHeE™ 4nq queries [ (X)] / shift queries
Output phase.
7: Define prqs4j := Z €q,(r) - ur(by) Vi € [t].
ke(l]
8 : V outputs the new instance-oracle pair as

(x:=A{ai, i ticrtstt,y == [[ﬂ]])

Fig. 14. Oracle batching protocol NIRpach based on linear codes

C Security Proofs

C.1 Proof of Lemma [3]

Proof. To conduct the proof, we follow the roadmap in [IJ20]. The complete-
ness holds trivially. For the RBR knowledge soundness, the protocol ITa,, has
soundness error €, €3, . .., efggé, €88 with extraction time O(¢? - n?), where:

€ = dU/|F|, e = d/|F|, Vi € [log (], &% = n/|F|.

We define the state function and prove bounds on the RBR knowledge soundness
error as follows:

e State function for empty transcript. Given inputs i,x = {x(i)}ie[g], we set
State(i,x, ) = 1 if and only if x(*) € L(Rp) for all i € [¢].
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e Bounding €*. At this stage, the partial transcript has the form tr = ([wy])
and the verifier sends r,. We set the state function State(i, x, tr||r,) = 1 if
and only if the following hold:

- Yyen,, G(y) = 0 as in Equation

The extractor outputs the witness wy, := {w®};c(y in time O(¢2 - n?), where
w[j] = by (Bits(i), Bits(5)). For the knowledge error, we show that if the ex-
tracted witness is invalid, i.e., State(1, x, wy, tr) = 0, then State(i, x, tr||r,) =
1 holds with a negligible probability d¢/|F|. Concretely, if any F(z®, w®) = 0
does not holds, the sum equation Zye Biog ¢ G(y) as a multilinear extension,
evaluates to zero at a randomly sampled point 7, with probability less than
d¢/|F|, which is ensured by Schwartz-Zippel lemma.

e Bounding €°. We discuss the two cases below. For the first round of sum-check,
the partial transcript has the form tr = ([wu], 7y, G1(Y)). We set the state
function State(i, x, tr||71) = 1 if and only if the following hold:

- Gl(ﬁ) = Za/?w--yxlogZeBlogéfl G(Tl, T2,... ,leogg).

Since the error is always below €*, we do not need the extractor to be able
to extract, i.e., the extractor outputs L given x,tr. To bound the error, if
State(i,x,tr) = 0, i.e., ZyeBlogz G(y) # 0, then State(i, x, tr||71) = 1 holds
with a negligible probability d/|F|. Note that the only way the prover can con-
vince the verifier is by sending a univariate polynomial G (X) that does not
equal the prescribed polynomial G1(X) and yet G} (71) = G1(m1), of which the
probability is bounded by d/|F|. For i-th round of the sum-check protocol (i >
1), the partial transcript has the form tr = ([wy], 7y, G1(Y), ..., Gi(Y ), T4, ..., Tiz1)-
We set the state function State(l, x, tr||71) = 1 if and only if the following hold:
- Gi(Ti) = Zfﬂi+1,~~~,wlog£€310ga_i G(Tl, ey Ty L1y - - ,.’L‘logg).

The error is also bounded by d/|F| similar to the case i = 1.

e Bounding €88, At this stage, the partial transcript has the form tr = ([@u], 7y,
G1(Y),...,Gioge(Y),T1,...,Tog ¢, [W]) and the verifier sends r,. We set the
state function State(l, x, tr||r,) = 1 if and only if the following hold:

- W(ry) = wu(T,ry)

The extractor outputs the witness w’ in time O(n?), where w'[j] = w(Bits(5)), j €
[n] queried to [@]. For the knowledge error, we show that if the extracted wit-
ness is invalid, i.e., State(i, x, w, tr) = 0, then State(i, x, tr||r,) = 1 holds with

a negligible probability d¢/|F|. Since State(i, x,tr) = 0, we have

éQ(Tvry)F(wa w) = Glogf(ﬂogf) 7é G/(T) = éQ(Ta Ty)F(w’ w/)’ (42)

where w is computed from the previously extracted witness. Since F' is defined
as a sum of homogeneous algebraic maps, the inequality ég(T,r,)F(z, w) #
éq(t,ry)F(x,w') indicates that w # w’. Note that w(X) = w(r, X) and
W' (X) = > e €8:—1(X)-wli], the probability that two different polynomials
happen to be equivalent at a randomly sampled point r, is at most n/|F|.

O
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C.2 Proof of Lemma

Proof. To conduct the proof, we follow the roadmap in [IJ20]. The complete-
ness holds trivially. For the RBR knowledge soundness, the protocol IORs4 has
soundness error €2, €%, 23N with extraction time O(¢? - n2), where:

¢ = (u+1)/[F|, ¢ = max(d + 1,1og(¢n))/|F|, e = p/[F|, 2" = 24 - .

where ¢y is the soundness error for the oracle batching protocol IORp,ich. We
define the state function and prove bounds on the RBR knowledge soundness
error as follows:

e State function for empty transcript. Given an input x {x( N e Ky =

{v® }rep, we set State(i,x,y,0) = 1 if and only if (x®),y*)) € L(Rp) for
all k € [£].

e Bounding €*°. At this stage, the partial transcript is empty as tr = () and the
verifier sends v € Fl°8(#+1) 1 € F. We set the state function State(i, x, y, tr||y, 7.)
= 1 if and only if the following hold:

- Zze{o,l} G(z) =0
The extractor outputs the witness w = ({mukl}ie[wke[l],{mgk)}ie[u])ke[l})
vectors in time O(u - n?), where m( )[]] = m& Z(Bits(j)),j € [fn] queried to

[mu.]’s, and m(k) [4] = mi(Bits(j)),j € [n] queried to [m;]’s. For the knowl-
edge error, we show that if the extracted witness is invalid, i.e., State(, x, y, w, tr)
= 0, then State(i,x,y,tr||y,7.) = 1 holds with a negligible probability €.
Concretely, we define {G(k)(Z,y7 Zy) }rep) as a multivariate polynomial below

a2, 2,) = éq(Z,, k) - [( (@(k), {mi(k) tieu, (k) —e(k))  (43)
+ Y pow;(Z,) - ((k, mo(k))) = vi(k))

i€ [u]

+ Y P, i(Z5) - (u(k, T(k), 74 (k) — vi(k))].
i€[u]
Since G**)(Z.,, Z,.) has total degree at most p + 1, then > kel] G*(z,,72)
equals to zero with probability € < (u+ 1)/|F|.
e Bounding €. For the sum-check protocol, the partial transcript has the form

tr = (v, 7., G(Z)). We set the state function State(i,x,y, tr||o) = 1 if and only
if the following hold:

G(o) = éq(rz, 0) - [(F(i(tf% {mi(o)}iecpu), mr(0)) —e(0)) (44)
+ ) pow; () - (Mi(Z,74(2))) = vi(2))

i€[u]

+ Y pow, () - (M i(Z,7(2),7:(2)) — vi(2))]
1€[u]
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To bound the error, we prove that if State(i, x, y, tr) = 0, i.e., Eze{o,l} G(z) #
0, then State(i,x, y, tr||o) = 1 holds with a negligible probability €. Note that
the only way the prover can convince the verifier is by sending a univariate
polynomial G'(Z) with maximum degree max(d + 1,log(¢n)) that does not
equal the prescribed polynomial G(Z) and yet G'(0) = G(0), of which the
probability is bounded by max(d + 1,1log(¢n))/|F|.

Bounding €®¥2. At this stage, the partial transcript has the form tr = (v, 7., G(Z),
0,G(0)). The prover sends the new evaluation claims as 1 := (9, {n;, 10,i }ie[u])-
We set the state function State(i,x,y,tr||n) = 1 if and only if the following
holds:

- n=F(&(0),{mi(0)},7r(0) —e(0))

- 1 = mi(o,r.(0)) — vi(o)

- Nus = mU,i(o, (o), r5(0)) —vi(0)

For the knowledge error, we show that if the claim G(o) is invalid, i.e.,
State(x,y,w,tr) = 0, then State(i,x,y,tr||n) = 1 holds with a negligible
probability €ea. Clearly, given a randomly sampled v € F°8#+1 the prover
can forges a vector n’ satisfying the following equation with probability at
most u/|F|:

G(o) = éqrz, o) - [0 + D pow, () - mi + pow,y ,(¥) -1, (45)
i€lu]

Bounding e®2". At this stage, the partial transcript has the form tr = (v, 7., G(Z),
o, G(0), n) and the verifier sends ¢ = ({(y;,x;)};, {x:}+). We set the state
function State(i,x,y, tr||c) = 1 if and only if the following hold:

- (x={(yj,xj,v;)};, 5y = [Mul, w= 1) € Revar Vi € []

- (x = {(@0 o) by = [ = 1) € Revar Vi € [1

- (x=(z,rpe),y = Liw = {m;}icy) € Rr

where m; = m;(0) and my; = my (o) for all ¢ € [p]. For the knowledge error,
we show that if the batched witnesses are invalid, i.e., State(l, x,y, w, tr) = 0,
then State(i,x,y,tr||/c) = 1 holds with a negligible probability epatch. Since
each protocol IORp,icp has soundness error €g, the overall probability is re-
stricted by a union bound as 2u - €.

O
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