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Abstract. Homomorphic Encryption (HE) allows parties to securely
outsource data while enabling computation on encrypted data, protect-
ing against malicious parties and data leakages. More recent HE schemes
enable approximate arithmetic on complex vectors and approximation of
non-linear functions, specifically useful for image processing algorithms.
The Fourier Shape Descriptor (FSD) is a classical method for shape
matching via frequency-domain representation, and we show that FSD
can be computed entirely in the encrypted domain. To the best of our
knowledge, this is the first work to implement secure shape descriptors
and matching via HE. We also present two experiments for similar and
different shapes, and measure the performance of the encrypted algo-
rithm.
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1 Introduction

A variety of computer vision tasks, such as object classification, retrieval, pat-
tern recognition and matching, etc., include clever ways of defining and finding
objects in digitized images. The final goal is to distinguish and recognize different
items in a collection of images. Given the vast number of objects, their possi-
ble orientations, and the presence of noise or distortions, computer vision tasks
become even more challenging. The shape of the objects has been considered
a foundational feature for detection and classification tasks. In the literature,
numerous computer vision algorithms exploit various shape representations to
capture dominant features of objects while ignoring minor details and noise.
While some algorithms use the full object content, the shape boundary informa-
tion can be as effective for some applications. The effectiveness of these methods
lies in their simplicity and efficiency, compared to today’s trending large ma-
chine learning models [19]. For shape matching, we aim to find the features
to select similar shapes from a database with the same feature representation.
One of the effective and fast shape descriptor methods is the Fourier Shape De-
scriptor (FSD), and it has been widely used for analysis of shapes [16]. It is
a contour-based descriptor and works by converting contour locations to com-
plex numbers, and then to the frequency domain by using the Discrete Fourier



2 Agha Aghayev and Yadigar Imamverdiyev

Transform (DFT). The earlier descriptors capture the important features and
are effective for global matching, while the later descriptors capture finer details
and noise. Moreover, in cases of large amounts of data, one may want to use
other third-party services, such as cloud services, and may want to store the fea-
tures in a database. Cloud services may provide extensive computational power,
large memory capacity, and a variety of information services. However, the well-
known problem of cloud services is their safety and data security. Cloud services
may face data privacy leaks during the process, or malicious providers can keep
the identifying elements of clients or sensitive data long after the relationship
with the client [1, 13]. Even big tech companies face data leakages with today’s
cutting-edge security precautions. In the context of cloud services, the use of
shape descriptors with raw access to private and sensitive images raises concerns
in areas such as medical imaging and biometric verification. Taking advantage
of the power of external services while ensuring security, we see the importance
of privacy-preserving techniques. Hence, we adopt homomorphic encryption to
enable secure computation on encrypted data, without decrypting it in the first
place.

While many traditional cryptographic schemes overcome high security is-
sues, they do not allow any computation on encrypted data. In a mathematical
context, the term homomorphism is a structure-preserving map between two al-
gebraic structures of the same type. In cryptography, homomorphic encryption
is a novel type of encryption paradigm that allows certain types of operations
on encrypted data without decryption. The first Fully Homomorphic Encryption
(FHE) scheme was proposed by Craig Gentry [7] in his thesis work, allowing for
homomorphic addition and multiplication unlimited times. Since then, there has
been a great development in private computation, bringing it to a practical level
for real-world applications. Following his work, leveled homomorphic encryption
was introduced [4], allowing a predefined number of operations on ciphertexts.
Generally speaking, such cryptographic schemes differ in the domains they op-
erate on—complex numbers, real numbers, integers, or binary data. The last
generation of FHE schemes, also known as the CKKS scheme [5], allows for ap-
proximate computation on complex numbers C, meaning that it can approximate
smooth functions via Chebyshev interpolation. It can also be used as a leveled
HE scheme, e.g., allowing up to L number of operations on a ciphertext. Fur-
thermore, the Fourier Shape Descriptors (FSD) require computation on complex
numbers and include non-linear operations, making the CKKS scheme a suitable
solution. Because its mathematical operations translate naturally into the homo-
morphic domain over complex numbers, the FSD algorithm is an ideal candidate
for privacy-preserving applications. Hence, our work focuses on employing ho-
momorphic encryption for secure FSDs, and to the best of our knowledge, it is
the first of its kind for shape comparison.

Our contributions. In this work, we demonstrate how to perform shape match-
ing directly over encrypted shape vectors, enabling secure computation in the
encrypted domain. We present two real-world experiments involving both sim-
ilar and different shapes, and we verify the correctness of the underlying com-
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putations. Furthermore, we establish the security requirements of our approach,
analyze its efficiency with packed images, and provide an open-source imple-
mentation based on the OpenFHE library [2]. Our experiments show that shape
comparison with the optimal parameters—1024 point samples and 32 descrip-
tors—can be executed in (approximately) 0.89s. The implementation is available
at https://github.com/aghayevagha/FSDHE.

2 Literature Review

Shape descriptors have been widely adopted for similarity matching in the im-
age domain. FSDs have diverse applications across multiple domains, including
detection of military objects like UAV [15], traffic sign recognition [10], biomedi-
cal applications [16], topographic classification [9], zero-watermarking [17], plant
leaf recognition [18], biometric authentication [3], sign language recognition [14],
etc. Despite its various applications, the core algorithm is almost the same for
most use cases.

On the other hand, most of the work on Homomorphic Encryption (HE) has
centered around either theoretical advancements to improve scheme efficiency
or the development of software and hardware specifically tailored for HE. Fi-
nally, HE has been applied to a variety of real-world use cases, such as machine
learning, private database search, and secure data analysis. For a comprehen-
sive overview of the current state-of-the-art in HE, we refer interested readers
to the recent survey by Marcolla et al. [11]. As our algorithm uses the discrete
Fourier transform, there are improved and efficient implementations of it [8].
Some non-linear functions like the inverse of the square root function have been
investigated with the CKKS scheme in [12]. The Chebyshev interpolation has
been widely used for approximating various non-linear functions, and OpenFHE
supports the adoption of this method for many non-linear lambda functions that
are employed in our work.

Despite many recent applications of homomorphic encryption (HE) in variety
of areas, there has been little work on privacy-preserving shape descriptors. This
study presents, to the best of our knowledge, the first practical approach to
privacy-preserving shape matching using FSDs.

3 Notations

We denote the set of complex numbers by C, and represent a complex number as
c = a+bi, where a, b ∈ R (real numbers) and i2 = −1. The complex conjugate of c
is computed by c̄ = a−bi, and its magnitude is defined as |c| =

√
c · c̄ =

√
a2 + b2.

Throughout the paper, we implicitly use Euler’s formula, which plays a central
role in the computation of the Discrete Fourier Transform (DFT):

eiθ = cos θ + i sin θ

We denote vectors by bold letters, for example, v. The standard basis vector eTk
(transpose) is defined as (0, 0, .., 1, .., 0), where the k-th element equals 1.

https://github.com/aghayevagha/FSDHE
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4 Methodology

In this section, we first provide the details of the FSD algorithm: how to select a
subset from boundary points, converting them to the frequency domain, how to
use the Euclidean distance between descriptor vectors to verify shape similarity,
etc. Then we follow by briefly defining the CKKS scheme [5] and its functions,
how to build the algorithm on the encrypted domain, and finally design experi-
ments for the correctness of the algorithm.

4.1 Fourier Shape Descriptors

As mentioned earlier, FSDs are contour-based shape descriptors. The algorithm
begins by extracting the boundary from a binary image (i.e., an image consist-
ing of 0s and 1s). Once the boundary is obtained, we can employ two strate-
gies for the selection of a set of points. Let N represent the total number of
points that will be selected for representing the boundary of the shape. To ben-
efit from advanced techniques such as the Fast Fourier Transform (FFT), the
number of points is typically chosen as a power of two, although this is not
mandatory. The algorithm operates under the assumption that the points are
sampled either at equal angular intervals (θ = 2π/N) or uniformly with re-
spect to arc length. In our work, we adopt the equal arc-length representation
for the rest of the paper. Once the set of points (x1, y1), (x2, y2), . . . , (xN , yN )
are extracted from the object boundary, they are mapped into the complex do-
main as (z1, z2, . . . , zN ) = (x1 + y1i, x2 + y2i, . . . , xN + yN i). There are several
challenges to be considered when comparing various shapes using descriptors
to ensure meaningful results. These include the placement of the object in the
image, differences in the scale of shapes that can increase the magnitude of the
descriptor values, and rotational variations that may increase the difference of
plain descriptors. Therefore, effective shape descriptors should be invariant to
translation, scale, and rotation.

Translation invariance Before computing the Discrete Fourier Transform
(DFT), subtracting the centroid (mean) of the points eliminates coordinate bias,
effectively centering the object at the origin. Let zavg denote the centroid of the
shape, then

zavg =
1

N

N∑
k=1

zk

and subtract it from all of the points: zi ←− zi− zavg, for i = 1, 2, . . . , N , while
preserving the centroid distance.

DFT on shape signatures Given the set of zero-mean complex points, we
compute the discrete Fourier transform of {zn}Nn=1 by
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Zk =
1

N

N−1∑
n=0

zn e
−i 2π

N kn, for k = 0, 1, . . . , N − 1

We refer to the coefficients Zk, for k = 0, 1, . . . , N − 1 as the Fourier descriptors
(FD) of the shape. The first FD component Z0 reflects the absolute position of
the shape and is therefore discarded in shape matching.

4.2 Scale and Rotation Invariance

The Fourier descriptor can be improved to achieve invariance with respect to
both shape scale and arbitrary rotation. To ensure rotation invariance, we con-
sider only the magnitudes of the shape descriptors, discarding the first descriptor
Z0 . Scale invariance is achieved by normalizing the magnitudes of all descrip-
tors with respect to the magnitude of the second descriptor, |Z1|. The invariant
descriptor will have the final form:

FD =

[
|Z2|
|Z1|

,
|Z3|
|Z1|

, . . . ,
|ZN ′ |
|Z1|

]
(1)

On the latter, N ′ denotes the truncation parameter, referring to the number of
retained descriptors used for shape matching. The low-frequency descriptors (
early descriptors) contain overall geometry and structure of shapes, useful for
general shape matching (see figure 4). However, the high-frequency descriptors
capture small details, local changes and variations, and noise. Hence, they in-
crease algorithm sensitivity and computational cost. In practice, the selection of
2 ≤ N ′ ≪ N balances efficiency and generalization; a small N ′ is enough for
general shape matching. Finally, we compute the Euclidean distance between
normalized shape descriptors as a similarity metric:

Dist(FDA, FDB) =

√√√√ N ′∑
k=2

(
|ZA

k |
|ZA

1 |
−
|ZB

k |
|ZB

1 |

)2

(2)

4.3 The CKKS scheme

As discussed earlier, Homomorphic Encryption is a cutting-edge cryptographic
technique for secure computation on encrypted data. In this section, we will
provide some basic functions of HE, especially in the context of the CKKS scheme
proposed by Cheon et al. [5], which supports approximate arithmetic on complex
numbers. The vector message is a complex vector z = (z0, z1, . . . , zN−1) ∈ CN/2

and they are mapped into cyclotomic rings Z[X]/(XN + 1) as plaintext domain
and encrypted to ZQ[X]/(XN+1) domain, where Q is the modulus element. The
CKKS homomorphic encryption scheme consists of the following components:

– KeyGen(λ) → s, pk: generates the secret key s and public key pk based on
security parameter λ.
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– Enc(pk,m)→ c: encrypts the plaintext vector m under the public key pk.
– Dec(s, c) → m′ ≈ m: decrypts the ciphertext and returns an approximate

version of the original plaintext.
– Add(c1, c2) → c: performs addition of two encrypted vectors; also works for

subtraction.
– PMult(c,m)→ c: performs element-wise multiplication between an encrypted

vector and a plaintext vector.
– Mult(c1, c2) → c: performs element-wise multiplication between two en-

crypted vectors.
– RotateKeyGen(s, {ki}) → rtks and Rot(c, k) → c′: generates rotation keys

and performs cyclic rotation by k steps on the encrypted vector using the
corresponding rotation key rtkk.

– Conj(c) → c′: computes the complex conjugate of the encrypted vector via
an automorphism of index 2N − 1.

It is worth noting that rotation keys may occupy a large amount of memory
and should be considered in practical applications. Another important consid-
eration when deploying homomorphic encryption schemes is the multiplicative
depth of the instance.” Each multiplication operation increases the multiplicative
depth of the ciphertext, and once the threshold is exceeded, decryption becomes
impossible because the message is lost in the accumulated noise of the ciphertext.
Approximation of Non-linear functions Some operations on the FSD algo-
rithm require non-linear functions that are not natively supported by the CKKS
scheme. The difference between approximate and plain computation depends on
the parameter choices used for approximating non-linear functions, and can be
adjusted with respect to the sensitivity of the algorithm. For instance, the magni-
tude calculation of a complex number requires a square root operation, and scale
normalization is achieved by division over the magnitude of the second descrip-
tor, which works over small numbers, as we will see in experiments. In our work,
we approximate such functions with Chebyshev interpolation method. Cheby-
shev interpolation is an efficient method for approximating smooth functions
with bounded error. It approximates a given function f(x) defined on predefined
closed interval [a, b] using Chebyshev polynomials Tk(x)

Pn(x) =

n∑
k=0

ckTk(x),

and the coefficients ck are computed from the function values at Chebyshev
nodes:

xj =
a+ b

2
+

b− a

2
cos

(
2j + 1

2n+ 2
π

)
, j = 0, . . . , n.

The latter interpolation method is nicely abstracted by some libraries and can
be used to approximate any smooth lambda function in OpenFHE library. Such
approximations can be considered accurate enough for many practical compu-
tations with high-degree polynomials, which may also require higher multiplica-
tive depths. In our case, we go for a trade-off between approximation error and
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multiplicative depth to provide a solution within the practical limits of leveled
homomorphic encryption.

4.4 Homomorphic evaluation

For translation invariance, we first compute the sum of the encrypted vector’s
components across all slots, obtain the mean, and subtract it from each ele-
ment. The sum of slots can be performed in O(logN) rotations and summation
of ciphertexts. This method also improves space complexity by decreasing the
number of rotation keys. After receiving the shape ciphertexts cA and cB from
the client, we can apply

Algorithm 1 Sumslot(·) Homomorphic Summation of slots
1: Input: Ciphertext c encrypting [m0,m1, . . . ,mN−1]
2: Output: Ciphertext csum encrypting a vector with each slot being

∑N−1
i=0 mi

3: csum ← c
4: for i← 1 to N − 1 by i = i · 2 do
5: crot ← Rot(csum, i)
6: csum ← Add(csum, crot)
7: end for
8: return csum

To compute the average, we multiply the ciphertext by the scalar 1/N , i.e.,
cavg = PMult(csum, 1/N), and then subtract the resulting mean from the original
ciphertext vectors, respectively:

cA ← Sub(cA, cAavg), cB ← Sub(cB , cBavg).

Achieving translation invariance, we compute the FSD components by first gen-
erating the k-th Fourier weights (k ≤ N ′) as an N -dimensional complex vector
wk ∈ CN , scaled by a factor of 1/N for normalization to avoid additional ci-
phertext–plaintext multiplications

wk =
1

N

[
e−2πi k·0

N , e−2πi k·1
N , . . . , e−2πi

k·(N−1)
N

]
.

Finally, the k-th FSD component is computed by multiplying the centered ci-
phertext with the weight vector element-wise, followed by slot-wise summation
(basically computing the dot product of two vectors):

SA
k = Sumslot(PMult(cA,wk)).

for k = 1, ..N ′, where SA
k is an encrypted vector whose all components are ZA

k .
Scale and Rotation Invariance. To build an instance of the FSD vector
that is invariant to all conditions, we need to build vector (1) in the encrypted
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domain. This is first achieved by plugging the corresponding ciphertexts into a
single descriptor ciphertext, multiplying each Ck by a mask of vector eTk−1 (since
numbering starts from 1), and summing together:

N ′∑
k=2

PMult(Sk, e
T
k−1) = (C2, C3, . . . , CN ′ , c0, c0, ..)

resulting in CA = (CA
2 , CA

3 , .., CA
N ′ , c0, c0, ..) and CB = (CB

2 , CB
3 , .., CB

N ′ , c0, c0, ..)
where CX

i = ZX
i for i = 2, .., N ′ (c0 denotes encryption of a number very close

to zero). The latter result can also be achieved with 1 lower multiplicative depth,
but it would require N rotations. To achieve rotation invariance, we compute
the magnitudes of the encrypted descriptors:

|C| =
√
Mult(C, Conj(C)) = [|C2|, |C3|, .., |CN ′ |, c0, c0, ..]

as for a complex number c = a + bi, its magnitude is |c| =
√
c · c̄. Af-

ter computing the multiplications, we apply the square root approximation of
f(x) =

√
x via Chebyshev interpolation with approximately 120 degree polyno-

mial on [0 : 5000] interval, which requires 8 multiplicative depth (for pairings
of various degree of polynomials and required multiplicative depth, see [6]). For
scale invariance, the descriptors are normalized by the magnitude of the first
non-zero component (typically |C1|) as a reference. Since homomorphic division
is not directly supported, we can multiply them by the inverse 1/|C1|. It is equiv-
alent to directly approximating of square root function, with the components by
magnitude of the second FD component SA

1 and SB
1 , accordingly:

1/|CA
1 | = 1/

√
Mult(SA

1 , Conj(S
A
1 ))

1/|CB
1 | = 1/

√
Mult(SB

1 , Conj(SB
1 ))

After computing square of the gradient by element-wise multiplication of
ciphertext with its conjugate, we approximate the function f(x) = 1/

√
x on the

interval [0 : 10000] with the same degree polynomial (requiring 8 multiplicative
depth) for each shape, resulting in 1/|CA

1 | and 1/|CB
1 |. Coming together, we

apply normalization by the latter, finally achieving the desired descriptor vector:

FD = Mult(|C|, 1/[C1]) =

[
|C2|
[C1]

,
|C3|
[C1]

, ..,
|CN ′ |
[C1]

, c0, c0..

]
As a result, the set FDA and FDB form a translation-, scale-, and rotation-

invariant representation of the encrypted shape. Finally, after obtaining the en-
crypted descriptors FDA and FDB , we compute the Euclidean distance (2)
between them by first subtracting one from the other

FDdiff = Sub(FDA, FDB)
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We then compute element-wise multiplication, sum the slots of the resulting
ciphertext, and take square root:

Dist(FDA, FDB) =
√
Sumslot(Mult(FDdiff , FDdiff ))

Consequently, this yields the Euclidean distance entirely within the encrypted
domain, without any decryption.

Experimental results. The homomorphic equivalent of the algorithm was
benchmarked using the OpenFHE library version 1.5.4 on a system with 64GB
RAM and an AMD Ryzen 9 9950X processor. The algorithm requires a mul-
tiplicative depth of 23, corresponding to a ring dimension of 65,536 for 128-
bit security, with the ciphertext modulus limited to 1,448 bits (automatically
determined by the library). We computed FSDs for two shapes using multi-
threading to accelerate the computation. We design two experiments: one be-
tween two similar aircraft, and another between a tree and an aircraft. We use
arc-length sampling, where points are sampled at equal distances along the con-
tour. The figure below shows an example of uniform arc-length sampling with
128 points. In contrast, real point sampling results in almost a curved line along
the boundary due to the small distance between points, as the algorithm benefits
from a high number of points.

Fig. 1. Example of point sampling with 128 points

The first experiment includes two similar aircraft, one of them being rotated.
We sampled 1,024 points from each and computed the Euclidean distance be-
tween 32, 64, and 128-dimensional Fourier descriptors.
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Fig. 2. First experiment: similar shapes

In practice, except for the first Fourier component, which carries the most
information, other descriptors tend to have small magnitudes, especially the
higher-frequency descriptors, minimally affecting the distance metric of general
shape matching. However, we carefully need to consider the input boundaries
for the functions we approximate (e.g. square root). When computing the mag-
nitudes, some descriptors had squared magnitudes reaching values up to 500.
Hence, considering unknown samples and potential squared values, we set the
boundary to [0, 1000], ensuring that all descriptor magnitudes are properly cap-
tured within this range. For similar objects like the latter example, we expect
the result of the Euclidean distance to be closer to zero. Chebyshev approxima-
tions tend to blow up near zero when applied over large ranges; therefore, we
use a different square root approximation with a polynomial of approximately
120 degrees over the range [0, 10] to achieve higher precision. Although the ap-
proximated functions introduce small differences (particularly near zero), the
result of encrypted evaluation can be considered sufficiently accurate for practi-
cal applications. The following table shows Euclidean distances over 3 different
dimensions of Fourier descriptors:

Table 1. Evaluation results for similar shapes

Domain / Dimension N ′ = 32 N ′ = 64 N ′ = 128

Plain 0.07991 0.08139 0.08163

Encrypted 0.08606 0.08958 0.09679
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Fig. 3. Second experiment: different shapes.

The second experiment includes the same aircraft with tree, illustrating an
example for non-similar objects. For different shapes, we expect the difference
to be greater than at least one; we compute the difference metric on previous
settings with 32, 64, 128-dimensional Fourier descriptor vectors, reflected in the
table below.

Table 2. Evaluation results for different shapes

Domain / Dimension N ′ = 32 N ′ = 64 N ′ = 128

Plain 1.68790 1.71584 1.72405

Encrypted 1.70075 1.72698 1.74338

Results from both experiments indicate that a Fourier descriptor with a trun-
cation parameter as small as N ′ = 32 dimensions suffices for shape comparison,
and higher-dimensional descriptors are generally unnecessary for effective shape
matching. It is worth noting that there is no known general threshold for se-
lection of N ′ or the Euclidean distance, as these may depend on the specific
application. A visual reconstruction of shapes from the descriptors shows the
generalized shape we use for comparison.
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Fig. 4. Reconstruction of the shape with 16 and 32 dimensional FSDs, respectively

The construction can also be achieved via the latter algorithms, except that
there is no division. The above illustration shows that even 16-dimensional de-
scriptor can capture the shape very well, enabling us to reduce the dimension of
FSDs and the execution time of the overall algorithm.
Execution performance. The following table illustrates the efficiency of the
algorithm over the above experiments. The most time consuming part of the
algorithm is descriptor computation, due to rotation operations.

Table 3. Execution performance over different dimensions

Dimension N ′ N ′ = 32 N ′ = 64 N ′ = 128

Execution time 28.7s 47.8s 92.1s

The 32-dimensional FSD provides a good illustration of the performance–
precision trade-off, requiring 28.7 seconds for execution. However, the runtime
can be significantly reduced by packing 32 images into a single ciphertext (since
65,536/2 = 32,768 slots are available, and 32,768 = 32 · 1024). With this pack-
ing strategy, the execution time decreases by a factor of 32, yielding 28.7

32 ≈
0.89 seconds, for the case N ′ = 32 per shape on a high-performance machine—thus
making shape comparison feasible in under one second per shape.

5 Conclusion

In this work, we examined, for the first time, a use case of Homomorphic Encryp-
tion for privacy-preserving shape matching via FSDs. We have demonstrated an
effective method of employing leveled homomorphic encryption with the CKKS
scheme to execute the algorithm on encrypted data, thereby protecting users’
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information on external services while allowing secure computation. We used
the OpenFHE library [6] to provide a proof-of-concept implementation of the
algorithm and conducted two experiments on similar and different shapes. Our
results show that approximate homomorphic encryption can be successfully ap-
plied to a shape matching algorithm in less than a second. Future work includes
exploring more advanced similarity algorithms in the encrypted domain.
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