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Over time, cryptographically deniable systems have come to be associated in computer-science literature with the idea of “denying”
evidence in court — specifically, with the ability to convincingly forge evidence in courtroom scenarios, and relatedly, an inability
to authenticate evidence in such contexts. Indeed, in some cryptographic models, the ability to falsify mathematically implies the
inability to authenticate. Evidentiary processes in courts, however, have been developed over centuries to account for the reality that
evidence has always been forgeable, and relies on factors outside of cryptographic models to seek the truth “as well as possible” while
acknowledging that all evidence is imperfect. We argue that deniability does not and need not change this paradigm.

Our analysis highlights a gap between technical deniability notions and their application to the real world. There will essentially
always be factors outside a cryptographic model that influence perceptions of a message’s authenticity, in realistic situations. We
propose the broader concept of credibility to capture these factors. The credibility of a system is determined by (1) a threshold of
quality that a forgery must pass to be “believable” as an original communication, which varies based on sociotechnical context and
threat model, (2) the ease of creating a forgery that passes this threshold, which is also context- and threat-model-dependent, and (3)
default system retention policy and retention settings. All three aspects are important for designing secure communication systems
for real-world threat models, and some aspects of (2) and (3) may be incorporated directly into technical system design. We hope that
our model of credibility will facilitate system design and deployment that addresses threats that are not and cannot be captured by
purely technical definitions and existing cryptographic models, and support more nuanced discourse on the strengths and limitations

of cryptographic guarantees within specific legal and sociotechnical contexts.

1 INTRODUCTION

Deniable encryption, and cryptographically deniable systems more broadly, refer to privacy-protective communication
systems in which parties can convincingly “deny” their past communications to a powerful coercive adversary. Originally
proposed in the 1990s as a theoretical concept [6], deniable communication has become highly practical since, and
reached billions of users through popular messaging applications including WhatsApp and Signal [29, 12].

Over time, cryptographic deniability has become increasingly associated with the idea of “denying” evidence in
court — more specifically, of (1) the ability to forge evidence in courtroom scenarios, and relatedly, (2) an inability to
authenticate evidence in such contexts. Some prior literature on cryptographic deniability has suggested that, if deniability
is implemented properly, courts should be unable to utilize any evidence derived from deniable communication systems
— and even further, that if courts treat evidence from such systems as credible, then the purpose of deniability is
undermined [12, 45]. Such literature also suggests that if judges fully understood deniability, they might not allow
evidence from deniable communications to be admitted [12, 45]. Of course, not all literature on deniability ties the
success of deniable communication this closely to courtroom applications; however, the association is prominent, with
about half of relevant recent papers mentioning courts and/or prosecution as a threat model that deniability addresses.!

Mathematical definitions of deniability do directly imply an ability to forge? evidence (i.e., (1) above). Within many of
the models considered in the deniability literature, if deniability is properly implemented, then there is a mathematical

guarantee that any message someone claims to have sent or received is just as likely as any other message to have

ISeven of the sixteen papers mentioning cryptographic deniability on the IACR’s Cryptology ePrint Archive [22] from January 1, 2020 to June 1, 2025
mentioned courts and/or prosecution as a threat model that deniability addresses. The original paper proposing deniability [6] did not mention courts or
prosecution.

%In this paper we do not use the word “forgery” and its variants to refer to a specific common law crime (as codified, for example, in 18 U.S.C. ch. 25).
Rather, we use the term with its colloquial definition: “The act of forging something, especially the unlawful act of counterfeiting a document or object
for the purposes of fraud or deception” [36].
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been the one actually sent or received, even given the cryptographic transcript. Applying this reasoning, treating any
particular message as more credible than another would be unfounded (i.e., (2) above). Indeed, within these mathematical
models, (1) the ability to forge messaging history may logically imply (2) the inability to authenticate messaging history.

But in almost any realistic context, the ability to forge messaging history does not imply an inability to authenticate
messages, when other contextual and circumstantial evidence and possible witnesses are taken into account. That is,
the above logical implication holds only within a mathematical model that strictly limits the information available.

In our view, the deniability literature’s focus on courtroom applications is misplaced. Even if deniability is implemented
perfectly, we expect evidence derived from deniable communication systems to be often relied upon in courts — not
because of a lack of understanding of deniability, but as part of the proper operation of evidentiary systems.

Courts authenticate evidence using processes that have been developed over centuries to account for the reality that
evidence has always been forgeable. These processes are heavily reliant on circumstantial evidence and witnesses, and
deliberately admit evidence that could conceivably have been forged — such as verbal testimony, letters, photographs,
and so on — for evaluation by a jury or judge (who may eventually decide they were actually faked). Just like chat
transcripts, these other types of evidence are generally admitted in legal proceedings absent strong evidence of their
unreliability, which must go well beyond the mere possibility of forgery.

None of this means that cryptographic deniability is useless; in our view, courtrooms were never the killer application
for cryptographic deniability. Moreover, deniability may play an important role in limited contexts within legal
proceedings, even if the fact of deniability by itself should not be grounds for evidence to be excluded from a courtroom.
In routine use, deniable communication preserves a stronger ability to argue against evidence that lacks strong
authentication (i.e., as noted above, most evidence), compared to other more attributable communication methods. As
such, the use of deniable communication places a renewed emphasis on traditional fact-finding processes within the
legal system, which were designed to deal with unreliable and forgeable evidence, shifting the focus to questions such
as: is the witness who brought the transcript to the court reliable? How was the evidence discovered? Is it corroborated
by other parties, and what are their incentives? Is the transcript consistent with the relevant party’s other conduct?

Deniability could be an explicit issue in a legal proceeding if a party raises a challenge to evidence that they can back
up with a concrete reason to believe that that particular evidence has been modified or forged — again, beyond the
mere possibility of forgery. This need not be based on technological expertise; it could be as simple as a party to the
conversation claiming that they never received the message in question, and perhaps backing this up by pointing to the
message history in their app. Such a claim would then lead to a more detailed investigation of the evidence, in which
technological expertise on deniability might well be relevant. If so, there are existing, if imperfect, processes in the legal
system to bring in the testimony of experts.

Just because evidence could be forged does not mean it has been. Indeed, if no evidence of a type that could in
principle be forged were admissible in court, then pretty much no evidence could be admitted. Verbal testimony would
be prohibited because people can lie, essentially all documents would be excluded because they can be faked, and items
found at the scene of a crime would be inadmissible because they could have been planted. Even cryptographically
signed communications can be forged if someone steals the signing key.

The intended role of evidence law is to ensure accurate fact-finding by, among other mechanisms, filtering out
evidence that is clearly irrelevant or prejudicial in certain ways® — and to admit the rest, even though it may be
unreliable, for the jury or judge to form their own opinion and their own doubts. Although existing evidentiary

3For example, a victim’s past sexual behavior is inadmissible in cases against their accused abusers. FEp. R. EVID. 412. There are other reasons prejudicial
evidence and limited other types of evidence could be excluded, which are beyond the scope of this paper.
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frameworks are far from perfect, they have been honed over hundreds of years in an effort to administer justice in
an environment where almost all evidence is unreliable, the risk of forgery is omnipresent, and these inconvenient
facts often present real practical problems (as in the example below). In this sense, we see deniability as furnishing an
additional example of a old — and challenging — problem with which the legal system is well acquainted, rather than

introducing problems that newly disrupt or confound the existing system.

“Deniability” in court in the Cold War. The high profile Cold War case of Alger Hiss, from the 1940s, is one example
where the possible forgery of evidence featured prominently. The case elicited extensive commentary on the Anglo-
American evidentiary system and the merits and drawbacks of admitting evidence known to be possibly unreliable [37].
Hiss strenuously argued over the course of two trials and an appeal that the government’s evidence against him was
insufficient. He claimed that they key evidence in the case — contested letters — were forgeries written on different
typewriters. Despite contrasting testimony from experts, the letters were introduced as evidence, Hiss’s conviction was
upheld, and over protracted discussion in the following years, the legal profession decided against making any changes
to the system that allowed the contested letters to come into trial [37]. To this day, it is unclear whether the letters were
forged. In the absence of certainty, it was determined that admitting the letters was the right thing to do. It allowed the
jury to weigh the testimony of Hiss, other witnesses, and experts, to select the verdict they believed reflected the truth.
That two juries entered the same verdict, despite different testimony and different presentations by the defense and

prosecution, supports the claim that this system works as designed in the face of uncertainty.

Credibility, not deniability. Acknowledging that there are almost always factors outside of cryptographic models that
influence perceptions of an artifact in practice,* we introduce a new model of credibility, comprised of three elements.
The first is the threshold of believability that must be surpassed for a forgery to be taken as authentic by a relevant
viewer in a specific sociotechnical context and threat model; while this is generally not precisely quantifiable, it is
nonetheless useful to identify explicitly and reason about. Given this threshold, then, credibility is determined by two
related axes: the ease of forgery within the system and the default retention policy of the system or conversation.

We see credibility as an essential and overlooked component of threat modeling for deniable communications, in
realistic contexts not limited to courtroom scenarios. As such, we hope that our conceptual framework can guide the
design and implementation of secure communication systems in practice, to facilitate the design of technologies better

to equipped deliver on the promise of deniability in diverse sociotechnical contexts.

Outline and contributions. Section 2 discusses related work, and Section 3 provides background on deniable commu-
nication. Sections 4 and 5 present our novel contributions. In Section 4, we introduce the new conceptual framework of
credibility and explain its implications for deniable communication within and beyond the courtroom. In Section 5,
we analyze how evidence derived from deniable communication systems is likely to be treated in court, including
an overview of existing mechanisms in US legal systems that are meant to deal with unreliable or forged evidence
(including complex evidence of a technical nature), and a discussion of these mechanisms’ likely application to cases

involving deniable communication.” Section 6 offers further discussion and Section 7 concludes.

4See, e.g., https://www.xked.com/538.
SWhile our analysis in this section focuses on the US system, many aspects are generalizable. In particular, the general principles underlying rules of
evidence and the idea that unreliable or contested evidence may be excluded are reflected in many court systems.


https://www.xkcd.com/538
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2 RELATED WORK

In the last two years, four studies conducted by computer scientists aimed to determine legal and/or social perceptions

of deniability [45, 12, 41, 40]. The next two subsections discuss these prior works and how they relate to this paper.

Deniability in Courts. Yadav et al. [45] and Collins et al. [12], searched judge-written orders and decisions in court
cases in the United States and Switzerland respectively for situations where evidence relating to secure messaging
was referenced. Both papers highlighted that the judges writing the surveyed orders unquestioningly allowed the
introduction of evidence from messaging platforms which have cryptographic deniability features. We searched legal
databases using the queries developed in Yadav et al. [45] for the time period since the piece’s publication and found
that the trend has continued. The tone both studies use when discussing this finding is notably crestfallen, with Collins

et al. stating:

“Our study, along with with Yadav et al’s findings show that deniability seems irrelevant in court cases
in Switzerland and the United States. Although the results cannot be generalised to other countries, they
provide evidence that cryptographic deniability does not translate into real-world deniability and that
a purely cryptographic approach does not impact the legal setting. When one party claims a forgery,

judges consistently reject these claims” [12]

Yadav et al. takes an even more negative tone; its discussion section contains paragraphs labeled: “Deniability is
ineffective,” “Deniability is hard to achieve in legal cases,” and “Even a screenshot is not deniable” [45] These two sets
of researchers, with the knowledge and expertise of cryptographers, rightly understand that a message displayed on
a platform which has implemented deniability can never be cryptographically verified as legitimate; nor, typically,
can a screenshot. They may moreover be right that not every judge will understand this. From this perspective, it
can be surprising or disappointing that judges are willing to permit chat transcripts or screenshots to be presented as
evidence, and such an approach may appear correlated to a lack of technical understanding.® However, we argue that
this approach reflects the correct functioning of the evidentiary system, even — or perhaps all the more so — given a
full understanding of the cryptographic guarantees of deniability.

Furthermore, Yadav et al. write that “[d]eniability requires social and legal acceptance to be effective” where “legal
acceptance means that the courts accept deniability and may not consider messages as evidence.” [45] These statements
make explicit a sentiment present in many earlier quotes: that deniability is “ineffective” unless judges exclude evidence
from deniable communication systems from court. In contrast, this paper argues that deniability is valuable even if it is

not treated as grounds to throw evidence out of court; that indeed, the value of deniability lies largely elsewhere.

Perceptions of Deniability. Reitinger et al. [41] and Rajendran et al. [40] developed prototypes of a Signal-like messaging
service with cryptographic deniability built-in. They surveyed potential users for understanding and opinions on the
functionality and desirability of such a feature. Reitinger et al’s experimental setup involved participants who were
asked to act as if they were potential jurors in a politician’s bribery trial, while Rajendran et al. surveyed participants
on whether they would want or utilize this feature in their own messaging.

These works sought to determine how users perceived deniability, how to best educate people on how and why to
use deniability, and to estimate people’s preferences, respectively in legal and social contexts. Our work has the distinct

and complementary motivation of examining how deniable communication is and should be treated under the law of

%“We need to raise awareness with legal stakeholders that deniability allows bad actors to forge messages and use them in court since courts accept

WhatsApp chat [sic] as evidence”” [45]
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evidence. The question of how potential jurors are likely to understand electronic communication evidence (with or
without deniability), in particular, is closely related to our topics of interest. A better understanding of this question
could influence how cases involving this type of evidence are litigated, and how such evidence is presented in courts.

Both studies found that before participants were given explanations about deniability, they were very likely to believe
chat transcripts presented to them were authentic [41, 40]. However, both found non-cryptographic, non-legalese
techniques to get users to question chat transcripts. The simplest technique was to allow users to interact with a user

interface that had implemented deniability in a way intended to enhance conceptual understanding [41, 40].

Other Related Works. A breadth of research across varied disciplines has demonstrated that individuals communicate
and understand communication differently depending on the medium and its perceived attributes. Academic marketing
literature addressing this topic, for example [34], notes that the effectiveness of a message can vary widely by medium
because of changes in the perception of the recipient. The communication technology in use changes the way individuals
communicate to make decisions, making a group more or less collaborative [26]. Intuitively, users are less likely to
share information that can be categorized as “intimate” if they are communicating a channel that they perceive to be
open or insecure [16]. Individuals tend to change their behavior when they believe they are being surveilled, whether
or not they are in fact [5], and to speak less freely when they know their communication can be monitored [15].

Many privacy theorists struggle with a “privacy paradox,” that individuals often choose to share more information
about themselves publicly as communications technology has advanced, a decision in apparent conflict with their stated
value for privacy [1, 21]. Some prominent theories of privacy suggest that at least some of these apparent conflicts may
arise from conflating different notions of privacy [42, 33]. Other literature has shown that users tend to be unaware
of data practices and don’t often know what data is being collected about them and for what use [43], and that it is
onerous or impractical to maintain such detailed knowledge [27, 30]. Voluntary disclosure aside, individuals still view a
choice to disclose information differently from (risk of) exposure that is inadvertent or against their will [21].

The above literature shows that individuals communicate and understand communications differently based on
perceived security and privacy properties of the communication medium. A diversity of options allows individuals to

choose the technology most suited to purpose, and deniability occupies an important space in that spectrum.

3 DENIABILITY

What is deniability? The simplest meaning of “deniable” is “possible to deny,” and the verb “deny” is defined commonly
as to declare untrue or refuse to believe or acknowledge (e.g., [35]). The dictionary definition we found most relevant to
the context of deniable communication within computer science is “being such that plausible disavowal or disclaimer
is possible” [35]. Technical definitions within computer science consider the disavowal or disclaimer of either the
content of a communication (transcript deniability),” or its authorship or provenance (conversation deniability),® often
by providing plausible evidence that a different communication took place instead. Broadly, the goal of deniable
communication systems is to eliminate or reduce the availability of cryptographic evidence that would provide
convincing documentation of the contents or provenance of an electronic communication. As further discussed below,

the precise technical definitions proposed to achieve this goal vary, as do the adversaries and threat models they address.

A walk in the woods. A commonly invoked scenario to illustrate the ideal of deniable communication is a “walk in

the woods.” A conversation held during a walk in the woods is ephemeral, as is the mere fact that the conversation

7As in deniable encryption, e.g., [6].
8As in deniable authentication, e.g., [10].
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occurred. As such, the contents of the conversation can only be repeated through the individuals’ memory. Whether or
not a third party believes that the conversation occurred, or the relayed contents, depends in practice on their view of

the trustworthiness of the person repeating the conversation.’

In contrast, electronic communication often creates long-lived evidence trails distributed across multiple parties
including non-parties to the communication (such as intermediary platforms), which can systematically support
convincing and detailed documentation of past communications.!? This can be the case even for communication
systems that support strong privacy guarantees of other types, such as end-to-end encrypted (E2EE) systems. This is
not an oversight, but rather, simply not the type of threat that E2EE is designed to protect against.

A key motivation of deniable communication is to create electronic communication systems that have similar denia-
bility properties to the walk in the woods. Why? Secure and private communication, including deniable communication,
is valuable for privacy and freedom of expression.!! Deniable communication techniques can also be valuable as a
building block for other security- or privacy-enhancing systems.'? Furthermore, research on deniable communication
can enhance our understanding of the theoretical and practical boundaries of cryptographic techniques. It is debatable
whether an electronic communication system could ever achieve deniability commensurate to in-person communication,

and it is an interesting open question how close we can get both in theory and in practice.

Deniable communication primer. Standard secure communication often involves two components: (1) authentication,
where senders attest that they are the originators of the messages, in a way that recipients can verify, and (2) encryption,
where senders encrypt content before sending, in such a way that only intended recipients can decrypt it. Both these
properties rely on the secrecy of some information known only the sender or recipient, respectively, called a secret key
(much like a password). By using their secret key, a sender can attest that they wrote a message by cryptographically
signing it, and they can decrypt messages addressed to them. Nobody else, without the relevant secret key, has these
capabilities. But if an adversary compromises a secret key, then all bets may be off: they may be able to impersonate and
decrypt messages intended for the victim. A cryptographic transcript and the associated secret keys would typically
constitute pretty solid evidence both of who participated in a conversation and what they said.!?

Deniable encryption, then, adds a layer of security on top of standard encryption, to provide protection even against
a strong coercive adversary who can demand access cryptographic transcripts and secret keys from conversation
participants, by allowing the participants to generate alternative secret keys that look consistent with the cryptographic
transcript of the conversation, but make it look like either (1) something else was said (transcript deniability, which
relates to encryption) or (2) they did not participate in the conversation (conversation deniability, which relates to
authentication). For example, if Alice and Bob are using an encryption scheme which has implemented cryptographic

deniability, the result of Eve’s “decryption” could be any string of Bob’s choosing, or a decoy string set in advance.

9A party could surreptitiously record the conversation, and this has gotten progressively easier with modern recording technology. But importantly,
the “default” way that a walk-in-the-woods conversation happens is without surreptitious recording. That is, a party must go out of their way in order
to make and conceal a recording, and moreover must do so in the moment as it becomes impossible after the fact. In this paper, when we discuss the
walk-in-the-woods ideal, we generally assume there is no surreptitious recording.

10Such evidence is not irrefutable, as we discuss more later. For example, an adversary who compromised a user’s password could send messages in the
user’s name that would pass cryptographic verification, but would in fact not have been sent by the user. Our point here is that such evidence trails are
quite reliable in general, and available systemically.

HFor example, research has shown that people speak less freely when they know their communication can be monitored [15], and the UN Office of the
High Commissioner on Human Rights has emphasized that strong encryption is essential to fundamental human liberties including free expression [23].
12The original proposal of deniable encryption suggested two fairly specific cryptographic applications: receipt-free voting protocols and incoercible
multi-party computation [6]

13Someone who had both of these could use the keys to decrypt the transcript themselves — and typically, without deniability features designed specially
for the purpose, it is not feasible to decrypt encrypted transcripts in multiple plausible-looking ways.
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Cryptographically deniable systems are already in widespread use. Most notably, the Signal protocol, used by
the popular end-to-end encrypted WhatsApp and Signal messaging apps as well as other secure messaging systems,
implements conversation deniability [44]. This allows conversation participants to deny their participation (conversation
deniability), but not to deny the contents of specific messages (transcript deniability).

If two people are communicating using an encryption scheme that implements (either kind of) cryptographic
deniability, this precludes any cryptographic evidence that a specific message has been sent by a specific person [6],
either because the conversation or because the transcript is deniable. If Bob ever leaks a message from Alice, Alice has a
mathematical way of repudiating that message. The mere possibility that any participant can repudiate a message in
this way shows that Bob could be lying. Thus, conversations over deniable encryption bring us a step closer to the
“walk in the woods” With message deniability, for example, there may be evidence that a conversation occurred (Eve
could have watched Alice and Bob walk into the trees), but proving what was said has become much harder. Eve may
eventually think that she knows what was discussed and who said what, but Eve’s impression would have to be based

on interviews with Alice and Bob and her perception of their trustworthiness.

Variants of deniability. A range of variant definitions of deniability exist. For this work, we construe the term broadly.
As our work is largely agnostic to definitional variants, we refer to [7, §1.5] for an overview of variation in cryptographic
definitions. We highlight one non-cryptographic deniability notion, as it relates to our later discussion of credibility:
hidden volumes constitute a form of deniability in the context of operating systems. The now-defunct application
TrueCrypt provided a fairly mainstream implementation of this [2].!* It allowed users to type a preset fake password
into a locked computer, revealing a “safe” partition and hiding the original [11]. This allowed users to deny the existence
of files saved on their device. In this case, a user acknowledged that a device was their own, but effectively denied the

existence of whatever was on the hidden partition.'>

4 CREDIBILITY: BRIDGING CRYPTOGRAPHIC DENIABILITY AND REAL-WORLD ATTRIBUTION

Cryptographic deniability is an important property with precise mathematical definitions. But as discussed above, for
reasons that lie beyond the scope of cryptographic models, even perfectly implemented strong deniability does not
render communications impossible to attribute in practice.

We propose a new framework to address this gap. Our new definition of credibility breaks down the key sociotechnical
and contextual considerations that influence the imperfect art of attribution in real-world contexts. Cryptographic
deniability and other technical system properties are important factors that influence credibility; at the same, credibility
is an inherently sociotechnical concept, and cannot be analyzed based on technical properties alone.

Analyzing communication systems through the lens of credibility make explicit the sociotechnical considerations
that impact how “denials” are enacted and received in practice, providing a much-needed language to reason about
critical aspects and likely outcomes of deniable system use, which are typically considered “outside the model”

Next, Section 4.1 elaborates on the gaps we seek to bridge, Section 4.2 presents our credibility framework and its

three elements, and Section 4.3 provides broader discussion on our framework.

4The application is said to have been downloaded 30 million times over the 10 years it was active [39].
5This is not a true implementation of deniability. Rather, it is referred to as “false bottom” encryption. As far as we are aware, true deniability has never
been implemented for data at rest. Deniability for data at rest is generally outside the scope of this paper.
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4.1 Three gaps to bridge

Gap #1: Is the record preserved? Written (or otherwise recorded) communication is inherently less repudiable than
an oral conversation due to the creation of the record. Consider the example of a handwritten letter. Anyone (with a
writing sample, time, and patience) could produce the exact same letter, yet in many realistic contexts, the document
would be considered stronger evidence than an oral retelling.

Deniable communications schemes are likewise less repudiable than a walk in the woods. If Bob shows Eve a chat
transcript on his phone of a conversation between Bob and Alice, there may be no proof that Alice actually sent the
displayed messages, but the display in front of Eve may well give her more confidence in their veracity and detailed
accuracy than Bob orally relaying a conversation. This intuition reflects the work required by Bob in both states. If the
transcript were real, then there would be a record that looks exactly like this which would be easy for Bob to show Eve.
If it were fake, Bob would have had to undertake some effort to create the fake, thereby diverging from the default
condition of the system. This state of affairs contrasts with a walk in the woods, where the work required to relay the
true or forged contents of the conversation is effectively identical.

Similarly, if Alice and Bob communicated over a platform implementing cryptographic deniability and Eve is a
cryptographer who is in a position to examine Bob’s device memory, then if the secret keys and randomness are on Bob’s
device at the time of Eve’s (surprise) examination, Eve may be more likely to believe them as the originals. Although
Bob could in principle have prepared fake secret keys and randomness and left them on his phone for Eve to find, this
is not the default state of affairs; Bob would have had to go out of his way to prepare the fakes. As such, Eve may or
may not believe it is more likely that the secret keys and randomness are unmodified, depending on the context.

In all these cases, the starting point is the original records proffered, records which remain intact unless someone
deletes them or goes out of their way to do tampering or forgery: the letter, the message, or the cryptographic material.
The field of forensic science encompasses scientific approaches to investigating and analyzing such records and their
traces which may be used as evidence in legal proceedings (e.g., [32, 3]). Broadly, forensic science concerns all kinds of
evidence, from handwritten letters to blood splatters and much more. Digital forensics is the sub-field that focuses on
digital evidence and investigations (e.g., [9, 25]). Successfully passing off a forged letter or a forged Signal transcript as
authentic is much more difficult under forensic examination, than towards casual observers; and where a plausible
doubt is raised about a particular piece of evidence in court, forensics experts are likely to be called in.'

The walk in the woods mitigates this issue by minimizing the possibility of any original records of the communication
being available at all. Electronic communication media generally leave more traces than a literal walk in the woods;
nonetheless, in a similar spirit, we can design systems that minimize retention of records. A common example available
on many popular messaging platforms is “disappearing messages”!” A more thorough alternative might involve
constantly wiping keys and refreshing randomness in device memory. Indeed, the Signal protocol does something
similar [29];!® that said, simple deletion in software is unlikely to withstand forensic examination in practice, and secure
deletion is very difficult to get right [24, 14]. These types of features are not cryptographic in nature,'® so naturally lie
outside cryptographic deniability definitions; they relate to system design and defaults, and are still within the scope of

security engineering.

16While this is not a very high bar, we note again that the threshold is to cast concrete doubt on the authenticity of a specific piece of evidence (e.g., this
particular letter), and pointing out the possibility of forgery of evidence (e.g., letters in general) in a given medium, without more, is generally not enough.
7“Disappearing messages” aren’t perfect in practice, but they shift defaults of retention in an impactful way [19].

18Signal deletes per-message keys upon decryption.

191t is not currently possible to prove non-retention cryptographically. Recent papers have suggested quantum techniques to do so, but these are not
practically feasible at the moment [4].
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Gap #2: How much effort? The preceding hypotheticals note not only that Bob would have to go out of his way
to forge records, but also the effort that Bob would have had to invest in so doing. Existing definitions tend to focus
on whether or not forgery is possible, and treat forgery as “easy” if there exists an efficient algorithm to perform
it. In practice, the perceived likelihood of forgery may depend on how much effort is required. While the concrete
efficiency of the algorithm is one relevant consideration, many other practical considerations are non-technical or
only partly technical in nature. Do forgery tools come with the communication platform, or would they have to be
obtained separately? Are there existing libraries or applications that perform forgery, or would one have to write the
code oneself? Does forgery require technical expertise? Are existing tools easy to use? For a coder, or for a layperson?
Could a layperson pay an expert to do the forgery instead? How much would that cost, and how hard would it be for

them to find a competent and discreet expert?

Gap #3: Who is trying to convince whom, in what context? Finally, context and relationships matter in whether
someone is likely to be believed. For example, if Eve knows Bob is a serial liar who has faked letters before, she will be
less likely to believe him (even if provided a detailed communication transcript). If Bob is a long trusted friend or family
member of Eve, then she will be more likely to believe him (even without a detailed communication transcript). In
either case, if Alice is also friends with Eve and corroborates Bob’s story to Eve directly, this may boost Bob’s credibility;
if Alice says Bob is lying, this may damage his credibility. Incentives and content are critical contextual factors. If Alice
is Bob’s creditor and she corroborates that she released him from a debt, that is especially credible. A chat transcript
between politicians about matters of national concern, or a chat transcript that appears to be evidence of a crime, will

receive much more scrutiny than personal messages of no public concern that do not make anyone look bad.

The three gaps that we identify highlight a range of contextual “outside-the-model” factors that feature in realistic
assessments of credibility — whether or not cryptographic attribution methods are available. The importance of
contextual factors in assessing credibility is naturally heightened in those situations where cryptographic attribution is
not available — that is, most situations, as most kinds of evidence have no cryptographic attribution.

Within a cryptographic model, if messages can in principle be forged, there may be nothing more that can be done
to ascertain the likelihood that a given message has been forged — that is, forgeability may imply impossibility of
attribution. But outside of the cryptographic model, as underscored by the discussion above, it is essentially never the
case that there is nothing more that can be done to ascertain the likelihood that a specific message in a specific context
has been forged. Neither Eve, nor the judge in the courtroom scenario, needs to pack up and go home upon discovering
the possibility of forgery; instead, they turn outside the cryptographic model, to contextual factors that they would
have considered in any case, but are now their primary recourse. And indeed, the contextual factors highlighted above

are the sort of things that could well feature in courtroom scenarios trying to assess the reliability of evidence.

4.2 The three elements of credibility

Crystallizing the above discussion, communications technologies can be seen as “implementing” credibility on two axes.
The first is message retention (related to Gap #1). The less time a message is retained by default, the more often
it will be credible it will be for message participants to say that they no longer have the original. As discussed in
Section 4.1, retention is outside the scope of cryptographic deniability.
The second is ease of forgery (related to Gap #2). If it is easy to create a false message that will be believable as

a possible original message, then the mechanism implementing deniability also benefits credibility. Cryptographic
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deniability focuses entirely on this axis. As noted in Section 4.1, technical features such as cryptographic deniability are
necessary but not sufficient to determine ease of forgery in practice, as other contextual factors also matter.

The third factor of our credibility framework is the threshold of believability (related to Gap #3): that is, the bar
which a forgery must pass to be likely to be believed in a relevant sociotechnical context. As we explain further below,
unlike the preceding two axes, the threshold of believability is independent of the communication medium.

The following subsections provide more detailed discussions on the three elements and how they fit together.

4.2.1 Retention. The retention of past communications refers to the default amount of time a message is retained
after viewing. This default could be either at the service level or the conversation level. Any communication could
be recorded without consent, such as a surreptitious audio recording of a conversation during a walk in the woods
or a screenshot of a message sent in Snapchat. However, these require additional effort in the moment, meaning that
parties to the communication would have to be actively adversarial at the time of the communication. This axis instead
measures the default where the parties communicating are non-adversarial. Retention varies greatly, with one end being
no retention past the initial viewing (i.e. a walk in the woods, Snapchat), and the other being permanently retained by
many parties (i.e. an official government edict).

Disappearing messages are sometimes not included in discussions of deniability because they are not cryptographic.
But retention is an important aspect of secure system design, in part because disappearing messages can mirror many
of the characteristics of the prototypical walk in the woods. Assuming messages are “disappeared” thoroughly, which
comes with its own host of technical challenges, a disappearing message also means that there is, by default, no record
of a conversation after it happens. The Signal protocol implements deniability through a short-retention scheme [29],

so significant thought has gone into this axis in practice, albeit not in this explicit framing.

4.2.2 Ease of forgery. A forgery is relatively “easy” if it can be easily done by an untrained individual using readily
available resources or cheaply done by a trained individual — either means that it is widely accessible.?’> 2 One end of
this axis is deniability by nature or forgery that is as easy as telling a lie (e.g., a walk in the woods), and the other is
cryptographically non-repudiable messaging with no way to edit messages (e.g., an encrypted, cryptographically signed
email).?? In between these extremes, towards the “easy” end, we place deniability implemented through an easy-to-
access, easy-to-use interface built in to a communication platform (e.g., the system prototype devised in [40]).?> While
the computational efficiency of the forgery process is a relevant factor, we find that socio-technical and non-technical

considerations tend to dominate the analysis of ease of forgery in practice (e.g., in all examples in Figure 1).

4.2.3 Threshold of believability. Consider the threshold for creating a credible forged photograph of Alice’s head on
Carol’s body. Say the photograph looks believable at first glance but when zoomed in there are pixels that are clearly

artifacts of an edit in Photoshop. For a personal post to a small audience on Instagram, this might pass the threshold of

20However, paying a trained individual creates an additional potential vulnerability outside the cryptographic model, in that the trained individual now
knows about the forgery and could be a potential witness.

210ften, as the technical skill becomes more specialized, the cost of performing the skill as a service increases. But this is not true of deepfakes created
using generative Al which are increasingly used to create images passing a requisite threshold of believability. The technical skill required to make a
convincing deepfake is fairly high, but skilled individuals currently offer to create deepfakes for relatively cheap because online platforms, at least until
recently, have incentivized this behavior [28].

22The relevant threshold of believability may affect where on the ease of forgery axis a service falls. Consider a technology which allows for the easy
creation of non-believable forgeries but which requires exponentially higher skill and time to make believable forgeries. For a low threshold, this service
would be very high on this axis, but for a high threshold, it would likely be lower. Having one plot, as in Figure 1, assumes that the rate at which the
quality of the forgery improves is proportional for all technologies depicted.

ZNotably, existing applications do not currently offer a readily accessible, user-friendly interface for denying communications, even where they do have
cryptographic deniability features. The example in [40] was a research prototype only.
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believability. But if that Instagram post went viral and made the national news, then the heightened scrutiny it would
receive would likely bring these artifacts to light. Similarly, for a law enforcement investigation or court case, this
forgery likely would not pass the threshold. In other words, a forgery that suffices for one purpose may not for another.
This simple fact is made significant by the reality that there is almost always scope to consider contextual factors more
thoroughly in assessing an artifact’s credibility — so how thoroughly people are likely to investigate contextual factors
ends up a critical consideration for credibility in practice. Court cases, and especially criminal cases, present a context
which is specifically designed to try to bring into consideration as many contextual factors as feasible, even at relatively
high cost, as someone’s life or liberty may be at stake.

We define the threshold of believability as independent of the communication medium,; instead, it focuses on questions
such as who is trying to convince whom, and in what context, as discussed under Gap #3 in Section 4.1. Although we
have introduced it as our third element of credibility, it will often be the first point of inquiry in analyzing the credibility
properties of a real-world application context, such as when designing systems. Deciding on a(n approximate) threshold
of believability as a initial step allows a more structured inquiry into the two axes with respect to the chosen threshold.
The relevant threshold of believability in a given context could help system designers determine where on the other
two axes of retention and ease of forgery a service should be located to provide the desired level of credibility for an
application context, or for individuals deciding which communications technique to use. In this sense, the threshold of

believability may shade an area on the graph constructed by the two axes as a target; it is not a third axis in itself.

4.24 Big picture. These three elements are distinct but overlapping ways of approaching credibility, not fully separate
from each other. No direction or quadrant on the axes is “better” than another; the best configuration for an application
depends on its context. Identifying methods of communication as existing in this problem space is helpful both to better
understand the space of possibilities, and to promote a diversity of options.

In Figure 1, we plot a variety of communication methods on the first two axes of credibility. We have opted for
a two-dimensional plot as the third element, the threshold of believability, is independent of the communication
medium as noted above. None of the elements are precisely quantifiable or defined by a precise metric, due to inherent
qualitative and socio-technical considerations, so there is necessarily some imprecision involved in the plot. We believe
the graphical representation is nonetheless helpful to convey our own approximate and comparative sense of where

different communication technologies lie within the new space that our credibility framework defines.

4.3 Discussion on credibility

How does credibility connect deniability to real-world attribution? There are many different reasons credibility can be
low, including easy external verification — someone may claim that the front page of today’s New York Times says X,
but it is generally easy for a listener to determine the veracity of that claim, so the claim is not credible if New York
Times front page in fact does not say X. For rather different reasons, a tornado siren would be difficult to fake credibly,
because it relies on city-, or even region-wide equipment, and should be perceived by an entire region of people at once
if it in fact happened. (Both of these examples appear in the plot in Figure 1.)

Examples such as these illustrate that credibility expands on the scope of deniability in a way that captures important
aspects of whether true and false claims about past communications are likely to be believed in practice, which are
outside of the scope of deniability alone. As theorized in literature, deniability is intended to eliminate the possibility of
the coercer ever believing they have the true plaintext, thereby making the whole exercise of coercion futile (e.g., [6]).

But the mere fact of the ability to generate false secrets realistically carries little significance if the coercing party
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Fig. 1. Different communications techniques on the two axes of credibility

believes, for reasons outside the model, that they have a reasonable likelihood of having decrypted the true plaintext.
Thus, credibility is the practical stopgap connecting purely technical notions of deniability to real-world attribution.
Put differently, deniable encryption (resp., authentication) ensures that Bob, in assessing claims made about a plaintext
(resp., Alice’s participation) in a disputed interaction, cannot credibly point solely to the claimed original record of
communication, but rather must rely on contextual information beyond that record — and that is where credibility
comes in. Deniability does not imply an inability to attribute, but rather, pushes us to look beyond the transcript by

eliminating the apparent “smoking gun” of the link between the message, its encryption, and claimed keys.?*

Why does credibility matter? As previously noted, no point in Figure 1 is the ideal; we define this concept to highlight
the importance of the availability of options that mimic the full range of analogue communication.

There are many situations where a difficult to forge, permanently retained communication is the ideal. For example,
the buyer of a house would be unlikely to go through with the transaction unless they were promised a difficult to forge,
permanently retained contract. On the other hand, young adults developing their self expression may value or benefit
from low retention, and from scenario to scenario, prefer more or less credible forgeability [13]. The related literature

discussed in Section 2 suggests that developing a variety cryptographic techniques enabling digital communications

24 As also noted above, even this link is not a true smoking gun, as keys may be compromised.
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services to be provided at many points on the axes of credibility has a positive impact on the lives and welfare of everyday
individuals, whether or not they are aware of the advances. Having more variety in the credibility properties offered
by digital communications technologies, including the ability to mimic a wider spectrum of analog communication
methods, allows individuals freer choice over proper technology for their expression.

These considerations are outside the cryptographic model, but it is still important to have a structured way of
approaching them. Credibility provides such a framework for designing systems that take into account aspects of

real-world threat models that would previously have been considered outside the scope of deniability.

The three elements of credibility are not comprehensive, but we believe they capture essential aspects. While no theoretical
framework can include all practical considerations, we believe that the three elements we identified present a valuable
approach to reasoning about credibility, which capture aspects beyond those explicitly named in the discussion above.

For example, usability is an important consideration not directly not captured by the three elements, but it interacts
in subtle ways with all three. If deniability is implemented in a way that users do not understand, they may not use that
feature or may use it incorrectly, and would therefore lose out on the security protections it promises. A system with

poor usability may make creation of forgeries more difficult, which would be reflected under ease of forgery.

5 HOW EVIDENCE IS AUTHENTICATED IN COURT

Courts have developed a variety of mechanisms to determine what evidence can be presented at trial, within the
longstanding context that most evidence introduced in courts does not have the possibility of cryptographic verification.
In the US system, judges decide whether evidence can be admitted and the evidence that is admitted is presented to
the jury, who may choose to take it into account in rendering a verdict. The jury does not need to view the evidence
presented as inherently reflecting the truth of the matter; it is instead presented to help the jury determine what the
truth of the matter is, on the understanding that the jury should do their best to determine the truth even though some
of evidence presented may be contradictory or unreliable.

Consider the example of verbal testimony, which is always forgeable in principle, as people can lie. What is more,
“he said, she said” situations do arise in courtroom scenarios, and in general, both witnesses are permitted to testify —
even if, logically speaking, at least one of them must be lying. It is the jury’s role in the system to consider the accounts
presented to them and use their best judgment to reach a verdict. To try to ascertain who is right and who is wrong, and
only present the one who is right, would create a recursive problem — it is the jury’s role to consider all the evidence
and determine who is right or wrong, and taking that away from them not only invalidates their role in the system (and
the defendant’s right to a jury trial, where applicable), but also leaves wide open the question of how then to reach such
a determination, having thrown out the very mechanism designated by the legal system to do so. To block both stories
from being presented, on the grounds that they are possibly unreliable — to exclude all verbal testimony on the grounds
that it is, in principle, forgeable — could be to block what might be some of the most relevant information available to
the jury, and leave them little or nothing to work with. On balance, legal systems have determined that admitting some
possibly unreliable evidence, and letting the court system take it all into consideration with the knowledge that it may
be unreliable, is ultimately more conducive to truth-seeking than the alternative.

At the same time, legal systems do have checks and limits on what evidence can be admitted and presented. To be
introduced, evidence must satisfy an extensive list of rules defined in each jurisdiction.?® In the US system, evidence
%5In United States federal court, the rules governing these topics are the Federal Rules of Evidence. Each state court system has its own set of rules, but

they are largely modeled after the federal rules, usually only deviating slightly [8]. Each country’s court system has its own rules regarding evidence as
well, but for simplicity, only the federal U.S. rules are discussed here.
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must be both authenticated’® and relevant?®’ to be presented in court; the judge decides whether a piece of evidence is
satisfies these requirements. When helpful, expert testimony may be brought in. We elaborate on these concepts below.
Finally, it is important that the legal system provides parties recourse against actual forgeries that others may

attempt to use against them in court.?®

We do not believe the permissiveness of the evidentiary system generally
means that parties are likely to be without recourse against actual forgeries — at least not any more for deniable
communications than for other types of forged evidence such as false verbal testimony, handwritten letters, doctored
images, or cryptographically signed messages forged by password hacking. If one party forges a deniable communication,
in practice, the other is likely to realize?” — often even without any technical expertise. (“Wait, I never received that
message!”) Essentially, the courts are designed to preempted this kind of forgery through their adversarial nature.
The system is far from perfect. But we believe, at least, that the same principles that underlie the current court

system’s imperfect efforts to address forgery of evidence apply and generalize well to deniable communication.

5.1 Authentication

Authentication in court does not verify that a piece of evidence is true or “authentic” in the sense understood in colloquial
speech or in computer science. It means that the party presenting the evidence must also “produce evidence sufficient
[that a jury could reasonably find by a preponderance of the evidence] that the item is what the proponent claims it
is.30 A screenshot of a chat transcript, for example, could be sufficiently authenticated if the witness whose phone it is
taken from testifies: “That is a transcript of a conversation between me and the defendant. We had that conversation in
Signal on Friday at 9 P.M3!

This may seem incredibly insufficient for those accustomed to cryptographic definitions of authentication.*> However,
the goals of cryptographic authentication and authentication of evidence in court are different; the latter is not weaker,
but incomparable in its goals. The authentication process for evidence is not designed to determine that a piece of
evidence is certain to be what the party introducing it says it is. It is designed to allow the parties to introduce their
evidence while creating an opportunity for their opponent to challenge it. Authentication via witness facilitates the
assessment of whether evidence is credible based on the trustworthiness of the witness, not just the evidence itself. The
witness is incentivized against lying because there are criminal penalties (for the crime of perjury) for doing so.3*
If the witness lies anyway, that may be indicated by other clues or contradictory evidence. This process works the
same whether the evidence is a cryptographically deniable chat transcript, an unsigned letter, or a burnt piece of toast.
The opposing party has a chance to cross-examine the witness in front of the jury. If there is reason to believe that
the witness used deniability to alter the messages presented, they can ask the witness about it. The jury then decides
how much bearing, if any, the transcript has on their verdict. Thus, the idea is that authentication of a deniable chat
transcript via witness could be judged by the jury similarly to a witness describing a conversation held during a walk in
the woods.
26FgD. R. EvID. 901(2). Here, authentication is a legal term of art, whose meaning differs completely from the cryptographic term of art in Section 3.
2TFED. R. EvID. 104(b).
28We are not aware of specific instances where forgeries of secure communication transcripts have come up as evidence in courts. We would be interested
to hear of any examples. The closest we have come across is an interesting (as far as we know) hypothetical concern expressed by a Kenyan attorney that
the blue “double checkmark” indicating that a WhatsApp message has been received and read might be misused as a “proof” in court that a recipient read
a message, even if that message was deliberately deleted by the sender immediately afterward to prevent the recipient from reading it [31, §3.2.1].

29 An opposing party might not be able to identify a discrepancy if the evidence was in the sole custody of their opponent, such as a business record. But
then deniability is not needed for a forgery, so deniability still does not introduce any novel challenges.

30FED. R. EVID. 901(a).

31See FED. R. EvID. 901(b)(1).

32When we write “authentication,” we mean authentication of evidence, not cryptographic authentication, unless otherwise specified.
33ee, for example, 18 U.S.C. § 1621 (1994).
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5.2 Relevance

A piece of evidence is considered relevant when it “has a tendency to make a fact more or less probable than it would be

»34 and the fact is “of consequence” to the case.3® “Tendency to make a fact more or less probable”

without the evidence
is a flexible and inclusive phrasing that tries to get at the question of whether a person might reasonably assess a fact’s
likelihood of being true differently if they didn’t have the evidence. The system is designed to put as much potentially
useful evidence in front of the jury as possible.

From a pure mathematical understanding of deniability, introducing a transcript from a communications service
which implements deniability would not seem to have a tendency to make any fact more or less probable. After all, such
a transcript is not cryptographic evidence that any party to the communication actually sent the pictured messages.
What is more, within the cryptographic model, the deniability of the communication scheme may mean that any
proffered message is as likely as any other one to be the real one sent. By that same reasoning, introducing verbal
testimony from a witness to a crime would not seem to have a tendency to make any fact more or less probable,
because people can lie. However, when taking into account additional contextual factors, such as those introduced in
our credibility framework, both the verbal testimony and the WhatsApp transcript could reasonably influence a juror’s
assessment of what likely happened — and accordingly, both would generally meet the relevance standard.

The rules of evidence were written to determine the relevance of evidence before cryptographic verification existed,
and aim to handle, as fairly as possible, the scenarios in which it is most difficult to determine original from forgery.
Cryptographic verification is not irrelevant to this process, and can streamline it when applicable — but the broader
process still exists to handle the vast majority of evidentiary situations where cryptographic verification is not deter-
minative, including situations involving deniable communication. As there will almost always be factors outside of
cryptographic models that indicate whether a transcript is the original or not, even judges who deeply understood
cryptographic deniability would be justified in determining that a deniable chat transcript, in the context of broader

circumstances and other evidence, could have at least a tendency to make a fact more or less probable.

5.3 Expert testimony

Where a technical or scientific concept that is not widely understood is relevant to the case, courts also have mechanisms
regarding expert testimony to explain that concept. Thus, a cryptographer by trade or education would be able to testify
as to the effects of deniability on the veracity of chat transcripts. However, it is worth noting that cases often suffer
from “dueling experts” where both sides call expert witnesses with relevant qualifications who present apparently
opposite information, even though there is only one side well supported by scientific evidence [46]. Because judges and
juries are not experts in the topics covered by most of the cases they try, they may side with the expert presenting bad
evidence [46]. Law enforcement agencies have a history of introducing dubious forensic evidence, including ballistic
and fingerprint analysis, that is scientifically unsound, sometimes while attacking defendants’ scientific experts inside
and outside of the courtroom [18]. Similarly, for decades the tobacco industry avoided liability by presenting experts
who dismissed the epidemiologic association between smoking and lung cancer because no one knew how cells actually
became cancerous [20]. Thus, bringing in experts is no panacea; it is important to consider the possibility that if a
party tried to combat the presentation of forged deniable transcripts by presenting expert testimony, their opposing
party might find an expert who would find some way to argue that the transcript was in fact the original, even though
34This phrasing may rankle the frequentists among us. Indeed, the Federal Rules of Evidence implicitly endorse Bayesian over frequentist probabilistic

reasoning. We believe this is the right choice for the context; a full discussion is beyond the scope of this paper.
35FED. R. EvID 401.
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deniability is a settled cryptographic method. (To our knowledge, no such example has yet occurred.) Simply pointing
out a discrepancy in a transcript without presenting expert testimony may sometimes be the best way to call the jury’s
attention to a possible forgery, without starting a battle of experts. That said, in some situations, such as where forgery
by a sophisticated actor leveraging cryptographic deniability is suspected, bringing in an expert may be necessary to

thoroughly explain the situation in the courtroom.

5.4 Example

To walk through the introduction of evidence at trial, consider a basic example: Prosecutor Pat is litigating the trial of
Defendant Dan. Pat is claiming that Dan stole Witness Wendy’s wallet and admitted to it in a handwritten ransom
letter. Wendy approached Pat with the letter, shown in Figure 2, which requests $100 in exchange for the wallet. Pat

wants to introduce that letter as evidence at trial.

Dear Wendy,

I have stolen your wallet. If you ever
want fo see it again, you must pay me $100
in cash,

Dan

P.S. Don't bother showing this to the cops,
you'll never catch mel

Fig. 2. Dan’s ransom note to Wendy

To introduce the letter, Pat has to show it to Dan’s lawyer, authenticate it through a witness, in this case, Wendy, and
ask the judge to enter it into evidence. To block Pat from introducing the evidence, Dan’s lawyer can argue that it is
insufficiently authenticated, or that it is not relevant and/or admissible. Unless Wendy comes off as clearly lying, the
judge will allow Pat to present it to the jury. The jury will then have to decide how credible they think the letter is.

Now, imagine instead of giving Pat a handwritten letter, Wendy shows Pat a transcript from Signal. To introduce the
transcript at trial, Pat will follow the exact same steps as the letter. Dan’s lawyer can still argue that it is insufficiently
authenticated, or that it is not relevant and/or admissible. And again, unless Wendy comes off as clearly lying, the judge
will allow Pat to present it to the jury, which will decide how credible they think the transcript is.

There are few scenarios where it would be worth the time of Dan’s lawyers to argue against the introduction of the
Signal transcript. The most likely would be if Pat tried to introduce a transcript copied from Wendy’s phone that did not
match the transcript on Dan’s phone. It is important to note that this discrepancy would be immediately apparent to
Dan’s lawyers and easily impeachable even without technical knowledge of deniability. The mere fact of the discrepancy
would enable Dan’s lawyers to argue against the introduction of the evidence. While they could introduce technical
experts to explain deniability, even without expert testimony, the jury’s consideration of the evidence would be similar

to consideration of conflicting testimony about a walk in the woods.
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Even if expert testimony led to the dismissal of the evidence, it is unlikely to be instrumental in acquitting Dan.
It is implausible that a case with only a chat transcript as evidence would make it to trial. While transcripts could
theoretically be pivotal in securing a conviction, it is more common for an investigation to begin with law enforcement

receiving a communication and only lead to charges once it finds more extensive evidence.

6 DISCUSSION

Existing legal systems are deeply imperfect. This paper is not intended to extol courts or evidentiary systems. Our
points are conditioned on a legal system existing in its current form (and we believe many of our points are likely to
generalize to a range of other legal systems). We argue that legal systems generally handle deniable communication
evidence as their current evidentiary rules intend, rather than mishandling it due to a lack of technical expertise;
and moreover, that those evidentiary rules have been developed with a detailed and explicit consideration of exactly
the kinds of issues that cryptographic deniability raises, over a long time. As such, the legal system does not require
a paradigm shift to deal with deniability; rather, to the extent that the legal system does not deal with deniability
satisfactorily, deniability is an additional example of the problems that the system has grappled with and will continue

to face.

Judges’ and laypeople’s understanding of communication technologies does matter. Although, as we have discussed, all
types of evidence are in some sense forgeable, judges’ and jurors’ perception of the fact and ease of forgeability varies
between types of evidence and can have a significant bearing on the outcome of a case. For example, when hearing oral
testimony, a jury will intuitively consider the fact that people can lie, but they may not as readily think of forgeability
when weighing a chat transcript. A jury will also, in most cases, have an intuitive way of evaluating whether a witness
is lying but likely will not have the same skills to evaluate digital evidence [40]. As noted above, the evidentiary system
offers some “bootstrapping” of this gap in knowledge by tying the authenticity of evidence back to oral testimony.

The intuition of the average person, and therefore the average juror, regarding forgeability naturally changes over
time. When photo editing software was first introduced, similar concerns were raised about whether juries could
trust photographic evidence. Now, we expect that many jurors would intuitively understand that photographs can
be manipulated (even if not exactly how), and to evaluate evidence with that knowledge even without prompting.
Deepfakes, discussed in the following paragraph, are the newest technology to present similar challenges. Explaining
the difficulty and likelihood of forgery to jurors in an intuitive way can be outcome determinative in court cases, so
it is important for the administration of justice to better understand how people receive and interpret this kind of

instruction. The studies discussed in Section 2 are important initial steps in this process.

Deepfakes raise interesting new issues. Deepfakes make the creation of believable forged images far easier than prior
technologies. Although the process of creating a deepfake is technically sophisticated, access to forgeries is quite easy
at low cost for laypeople because, at least until recently, online platforms incentivized this access [28]. They also impact
the threshold of believability — because of media hype and political relevance, the public is hyper-aware of the existence
of deepfakes even if they do not understand the underlying technology. In the courtroom, generally understanding
how the technology works may be relevant to prevent the most absurd uses (such as [17]). This is likely to present
significant challenges in the future, as the technology is complex and difficult for laypeople to understand. Perhaps
courtrooms are not the most important venue for this concern. Because of the high level of scrutiny and the likelihood

that forensics will be applied to evidence in a legal case, a deepfake presented as an authentic image would be fairly
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likely to be discovered. In any case, we expect deepfakes to raise high profile issues in courtrooms in the coming years,

and anticipate further public discussion on this topic with interest.3

7 CONCLUSION

The value of deniability lies largely outside the courts. But deniability can help provide users with communications
secured against a variety of real threats, which support freedom of expression in practical scenarios. Credibility
is an essential consideration for implementing deniability features in practice, and plays a major and previously
underacknowledged role in the utility of deniable communications. Since credibility is inherently sociotechnical, we

believe there is a great breadth of possible systems which could integrate this concept to provide novel value.
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