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Abstract. TFHE bootstrapping is typically limited to a small plaintext space, with an
exponential increase in cost for larger plaintext spaces. To bootstrap larger integers, one
can use digit decomposition, a procedure that iteratively extracts and bootstraps a part
of the larger plaintext space. Conventional state-of-the-art methods typically extract
bits starting from the least significant bits (LSBs) and progress to the most significant
bits (MSBs). However, we introduce a DirtyMSB extraction procedure that enables
the digit decomposition from MSBs to LSB for the first time. However, this procedure
introduces a small error during the extraction procedure. We demonstrate how to
compensate this error in subsequent iterations. Compared to traditional LSB-to-MSB
digit decomposition, our method improves the throughput, with for example an increase
of 20% for a 5-bit plaintext and 50% increase for an 8-bit plaintext. In contrast to
LSB-to-MSB methods, our extracted output ciphertexts have fresh noise, allowing us
to directly use the extracted outputs for further computation without the need for an
additional bootstrap or less efficient parameters. We demonstrate the applicability of
our method by improving large-scale addition and scalar multiplication. Our method
is particularly effective for vector addition operations, accelerating the addition of 1000
16-bit numbers by a factor of ×2.75. Furthermore, we demonstrate a ×2.27 speedup
over the state-of-the-art implementation of scalar multiplication.
Keywords: FHE · TFHE · Bootstrapping · Vector Addition

1 Introduction
By enabling computations directly on encrypted data, Fully Homomorphic Encryption
(FHE) allows sensitive information to be processed without exposing it. Therefore, this
technology unlocks the ability to securely analyse private data in the cloud. For instance, it
enables the computation on financial data to detect fraud [Max21], and on medical records
to conduct medical research [ZLS+19]. Additionally, FHE can facilitate secure collaboration
among multiple data holders, such as hospitals or research institutions, allowing them to
jointly train machine learning models or conduct analyses without revealing their underlying,
sensitive datasets [GGP+23].

Several FHE schemes have been developed to support computations on encrypted data.
These schemes are generally categorised into two broad classes. The first class includes
schemes that support batched computations, allowing for SIMD-style (Single Instruction,
Multiple Data) parallelism. However, these schemes typically incur substantial computa-
tional and memory overhead, particularly during bootstrapping, a critical procedure used to
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manage ciphertext noise growth. Notable schemes in this category include BGV [BGV14],
BFV [FV12], CKKS [CKKS17] and GBFV [GV25].

The second class comprises schemes that operate on ciphertexts encrypting only a sin-
gle, comparatively small integer each. This way, they offer significantly more lightweight
ciphertexts and more efficient bootstraps at the cost of reduced parallelism. This class
includes TFHE [CGGI16], FHEW [DM15] and FINAL [BIP+22]. Furthermore, during
bootstrapping, these schemes can apply any function to the encrypted message by using
programmable bootstrapping (PBS) as described by Chillotti et al. [CGGI16] and follow-up
works [CGGI20, CJP21]. In this paper we will focus on this second class of FHE schemes and
more specifically on the Torus Fully Homomorphic Encryption (TFHE) scheme [CGGI16].

Originally, TFHE bootstrapping worked on Boolean functions [DM15, CGGI20, BMMP18,
ISZ19], which was later extended to support larger inputs/functions [CIM19]. Bergerat et
al. [BBB+23] showed that the programmable bootstrapping procedure increases exponen-
tially in cost with the number of plaintext input bits, with a maximal input plaintext of 11
bits. Lee and Yoon later introduced [LY23] a technique to increase the plaintext space, at
the cost of extra blind rotation operations. Other techniques to increase the programmable
bootstrapping size for general function evaluations include circuit bootstrapping [CLOT21,
BBB+23, WWL+24, WHS+25, WBS+25] or tree-based bootstrapping [GBA21, TBC+25].

While general function evaluation is useful, it is typically costly and therefore overkill in
some applications. One specific variant is digit decomposition, where a ciphertext with
a large plaintext is bootstrapped and converted into multiple ciphertexts with smaller
plaintext that together encode the original message. Chilotti et al. [CLOT21] and Liu et
al. [LMP22] described a method to perform digit decomposition with a large plaintext space
into multiple ciphertexts each encrypting a small chunk of the original message. Similar to
the digit decomposition methods for BGV/BFV in [HS15, CH18], they start from the least
significant bits (LSBs) and work their way to the most significant bits (MSBs). Crucially,
their technique relies on a specific type of bootstrap that functions even with the padding bit
filled. This method, known as WoP-PBS or Full Domain Functional Bootstrapping (FDFB),
was introduced concurrently by Chillotti et al. [CLOT21] and Kluczniak and Schild [KS23],
with subsequent improvements detailed in [YXS+21, LMP22, CZB+22, KS24].

Another approach to encode large messages is to use multiple ciphertexts with each a
smaller plaintext size. Two main approaches have been proposed: a CRT-based approach
by Kluczniak et Schild [KS23], and a radix-based approach [DM15, CGGI20] where a large
integer m is split into blocks of less than β so that m=

∑
imiβ

i. Bergerat et al. [BBB+23]
introduced a methodology that splits a plaintext in a dedicated message and a carry space,
where after bootstrapping the carry space is empty, and it gets filled in follow-up operations.
This method is used for example in the implementation of the TFHE-rs library [Zam22].

Our contribution In this work, we improve digit decomposition, i.e., the extraction of the
message encoded in a large plaintext space into multiple ciphertexts each encrypting a chunk
of the original message. In contrast to previous methods, which perform this extraction from
the least significant bits (LSBs) to the most significant bits (MSBs), we work the other way
around, starting with the MSBs. This approach allows us to avoid a significant downside of
prior work —the necessity of compensating for a filled padding bit— at the cost of making
a small error that needs to be compensated later.

Specifically, we introduce the DirtyMSB extraction technique, which extracts the most
significant bits of the message in a ciphertext up to a bounded error δ. This extraction
technique only uses one programmable bootstrap and we perform an in-depth analysis of this
bounded error. Using the DirtyMSB extraction as a building block, we construct a complete
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and accurate digit decomposition algorithm that remains robust despite the imperfect nature
of the DirtyMSB extraction.

Our method is cheaper than state-of-the-art methods for plaintext bit sizes larger than 3
(excluding padding bit), as we use only one bootstrapping operation to extract log2(p)−2
bits, whereas the state-of-the-art LSB-to-MSB extraction methods require two bootstraps to
extract log2(p) bits. Moreover, our method has the additional benefit that the outputs have
lower noise, enabling us to directly use the outputs in further computations. Additionally,
one can perform an approximate decomposition where only the most significant bits are
extracted, which might be interesting for neural network applications where approximations
are typically tolerated.

We also apply our method in the context of adding large batches of ciphertexts more efficiently,
under the message-carry framework of [BBB+23]. The key idea is to convert ciphertexts from
the standard message-carry representation to an extended plaintext representation with
a larger plaintext space. Although this intermediate form lacks (efficient) programmable
bootstrapping, it enables the summation of more ciphertexts before the plaintext space is
full. At that point, the ciphertext needs to be reconverted into multiple ciphertexts with
the original plaintext space to facilitate further operations.

We compare our method for various vector addition sizes and achieve a speedup of up to×2.75
compared to the efficient implementation in the TFHE-rs library [Zam22]. Furthermore,
we demonstrate that this technique can be applied to other operations by combining our
approach with a recent work by Pottier et al. [PDdRV25], which accelerates the (multi-)scalar
multiplication. This further enhances the speed of the scalar multiplication operation: up
to ×16.74 compared to the TFHE-rs library and ×2.23 compared to the work by Pottier
et al. An implementation of our method is available on our Github repository 1.

2 Preliminaries
2.1 Notation
Let Zq be the ring of integers modulo an integer q. In this paper, the modulus q is a power
of two for simplicity, although the results of the paper can be generalised to other moduli.
Let x

$←χ denote sampling an element x from a distribution χ, and let x
$←U(Zq) denote

sampling the element x uniformly from the elements of Zq. Denote with ⌊x⌋ (⌈x⌉) flooring
(ceiling) the number x to the closest lower (higher) integer, and with ⌊x⌉ rounding the
number x to the closest integer, rounding down in case of a tie.

2.2 Learning With Errors
A Learning With Errors (LWE) ciphertext encrypts a message m∈Zp under a secret key s∈Zn

q ,
where p|q, by generating a uniformly random vector a

$←U(Zn
q ) and a small error e

$←χe(Zq)
from a small distribution χe. The ciphertext is then calculated as ct=(a,b=a·s+e+∆·m),
with ∆=q/p. Decryption involves computing b−a·s, which results in e+∆·m, and rounding
to the nearest multiple of ∆: ⌊(e+∆·m)/∆⌉. Decryption is correct as long as the error e
lies within the range ]−∆/2,∆/2].

LWE ciphertexts are additively homomorphic, meaning that two ciphertexts ct1 =(a1,b1 =
a1 ·s+e1+∆·m1) and ct2 =(a2,b2 =a2 ·s+e2+∆·m2) can be added coefficient-wise to obtain:

ct1+ct2 =(a1+a2,b1+b2 =(a1+a2)·s+e1+e2+∆·(m1+m2)), (1)

1https://github.com/KULeuven-COSIC/Head_Start
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which is a valid LWE ciphertext with larger noise e1+e2.

Multiple additions can be performed, and decryption remains correct under two conditions:

1. The messages do not overflow the plaintext space, meaning that the messages should
be smaller than the plaintext size p=q/∆ to avoid overflows.

2. The total error etot remains small enough, specifically within the range ]−∆/2,∆/2].

2.3 Programmable Bootstrapping
As shown above, certain operations on ciphertexts increase the noise, which eventually can
lead to incorrect decryption after a certain number of operations. To reset the noise to
allow more operations to be performed, one can use a bootstrapping procedure. In this
paper, we focus on third-generation schemes such as FHEW, TFHE, or FINAL, using TFHE
bootstrapping as an example. We refer to [CLOT21] for details on the exact bootstrapping
procedure. However, we highlight some details that are important for this paper.

In TFHE bootstrapping, a ciphertext CT =(A,B =A·s+E+∆·m) with large noise E is trans-
formed into a ciphertext ct=(a,b=a·s+e+∆·m) encrypting the same message m with small
noise e. Additionally, it is possible to compute any function on the input message essentially
for free through a procedure called programmable bootstrapping (PBS). During a pro-
grammable bootstrap, one can choose any lookup table (LUT) that maps an input i∈ [0,p/2[
to an output LUT(i) and apply this LUT to the encrypted message while reducing the noise.

Programmable bootstraps are limited by two constraints. First, the most significant bit of
the message, called the padding bit, should generally remain zero. Due to the negacyclic
nature of the ring Rq =Zq[X]/(XN +1) (which means a·XN =−a), the lookup table has
a negacyclic nature as well: LUT(i)=−LUT(i−p/2) for i∈ [p/2,p[. By keeping the padding
bit zero, we only find values that were freely chosen and therefore implement the desired
functionality. In special cases where the padding bit is one, the result for input values i larger
than p/2 is −LUT(i−p/2). By using WoP-PBS by Chillotti et al. [CLOT21] or FDFB by
Kluczniak and Schild [KS23], one can overcome this first constraint to choose all outputs
of the LUT, at the cost of additional operations.

Second, the plaintext space is typically limited. It has a maximum size of 11 bits, and is
ideally chosen between 1 and 5 bits [BBB+23]. This means that we are limited to working
with small integers in a single ciphertext. Programmable bootstraps are generally the most
expensive operations in TFHE calculations. In this paper, we will use the number of PBS
required as a benchmark for its efficiency.

Noise: After bootstrapping, the ciphertext contains an initial noise component denoted ebr,
which originates from the blind rotations performed during the bootstrapping process. When
multiple ciphertexts are added together, their respective noise terms accumulate, leading
to an increase of the overall noise. The total noise present after these linear operations, prior
to the next bootstrap, is denoted elin. The accumulated noise variance is expressed as:

σ2
lin =C ·σ2

br,

where the coefficient C depends on the number and type of operations performed on the cipher-
texts. For example, adding an independent, freshly bootstrapped ciphertext increases C by 1.

To maintain correctness, the value of C should be constrained by limiting the number of
operations before triggering another bootstrap. In this paper, we follow the assumption of
independence between bootstrapped ciphertexts ([CGGI16]; Assumption 3.11).

When bootstrapping a ciphertext, preprocessing operations such as key switching and
modulus switching are performed before the noise is actually removed. These preprocessing
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operations introduce their own noise, eks and ems respectively. Fortunately, these noise
sources are not increased by adding ciphertexts together and only occur once in the noise term.

Bootstrapping is successful if the total noise elin + eks + ems remains within the range
]−∆/2,∆/2]. Typically, parameters are chosen so that this condition is met with overwhelm-
ing probability, for example an error probability of 2−64 or 2−128.

ManyLUT: In some circumstances, it is possible to perform two lookups at the cost of only
one PBS, as discussed in [CLOT21]. More specifically, we can perform a double lookup if
one of the plaintext bits (excluding the padding) is guaranteed to be zero. This is typically
the MSB or the LSB of the plaintext. In this case, we can perform a regular lookup, but
knowing that this bit is zero, we use only half of the LUT. The remaining half of the LUT
can be filled with a second function evaluation. After PBS, the value of the first LUT can
be extracted as usual, and the value of the second LUT can be extracted by rotating the
ciphertext by 2i ·N/p positions, where i is the position of the zero bit in the plaintext. This
technique allows for a double lookup, with the constraint that only half of the LUT is used
for each function. We will refer to this technique as manyLUT.

2.4 Radix-based integer representations
Radix-based representations [DM15, CGGI20] divide larger messages into smaller chunks
that are each encrypted in separate ciphertexts, called shortints. For example, a large
message m is encrypted using radix β as:

Enc(m)=[ctB,...,ct2,ct1]

where cti =Enc(mi), mi∈ [0,β−1], and m=
B∑

i=1
miβ

i−1.
(2)

Linear computations can be performed on these encrypted large integers by considering each
shortint ciphertext separately. For example, adding two integer ciphertexts can be achieved
by adding the corresponding shortint ciphertexts.

Bergerat et al. [BBB+23] proposed a specific structure where some least significant bits of
the plaintext space are designated message bits and are filled after a bootstrap, and the
more significant bits, called the designated carry bits, are reserved to be filled during the
linear operations. In this framework, after a certain number of additions, the carry space
of the shortint ciphertexts becomes completely filled. A message-carry extraction is then
performed, where each shortint ciphertext is split into two ciphertexts using PBS operations:
one ciphertext encrypts the message, and the other encrypts the carry. This carry can then
be added to the next more significant message block.

Vector Addition: An important operation on integer ciphertexts is vector addition, which
is a foundation for tasks such as scalar multiplication and large-scale additions. These tasks
are critical in applications such as neural network computations. Vector addition operates
on N integers, each composed of B shortint ciphertexts. Initially, only the message spaces
of these shortints are filled, with the carry spaces initialised to zero. The objective is to
compute the sum of the N integers as efficiently as possible.

The process begins by grouping all shortint ciphertexts with the same significance in the
encrypted large integers into blocks. Each block is then summed independently by adding
shortints together until the plaintext is saturated. At that point, two programmable boot-
strapping (PBS) operations are used to split the result into a message and a carry ciphertext.
The extracted message ciphertext is added back into the current block, while the extracted
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carry ciphertext is propagated to the next more significant block. When all blocks have been
processed and all carries propagated, the final result is obtained.

Due to the small plaintext modulus, many message-carry operations are required. For
instance, with a 4-bit plaintext size (excluding the padding bit), one can add 5 ciphertexts
together to produce 2 new ciphertexts (the message and carry). This means that, at the
cost of 2 PBS operations, the number of ciphertexts to be added is reduced by 3, resulting
in an efficiency of 3/2. In this paper, we focus on increasing the plaintext space to reduce
the computational cost of vector addition and similar operations.

3 General overview of our method
In this section we will focus on extracting (and bootstrapping) a ciphertext with a large integer
plaintext into multiple ciphertexts each encrypting a chunk of the original message. Notably,
we will work under the constraint that the extended plaintext space pext is larger than the
original plaintext space p, that can be reliably bootstrapped under the chosen parameters.

Bootstrapping these extended-plaintext ciphertexts is not trivial, as we can only reliably
bootstrap a log2(p)-bit plaintext (including the padding). Furthermore, the noise on this
ciphertext must be small enough, as key switching and modulus switching introduce additional
noise, which could lead to wrong bootstrapping results when combined with the present noise.

The state-of-the-art method approaches such an extraction from LSB to MSB, while we will
show a method that works in the opposite direction.

3.1 LSB-first approach
In the LSB-first approach, the entire ciphertext is shifted upward by multiplying it with a fac-
tor of pext/p. This alignment makes sure that the least significant bits (LSBs) of the extended
plaintext space correspond to the bootstrappable region of LWE ciphertexts. However, this
shift can cause the padding bit to become non-zero, preventing the correct extraction of
information using an identity LUT. To address this issue one can use a WoP-PBS/FDFB
technique [CLOT21, KS23, YXS+21, LMP22, CZB+22, KS24] that allows bootstrapping
with a filled padding bit.

The downside of these approaches is that they all use multiple PBS operations, and result in
an increased output error. More specifically, WoP-PBS can correctly extract log2(p)−1 bits
in two bootstrap operations (Algorithm 4 in [CLOT21]) or log2(p) bits in three bootstrap
operations (Algorithm 5 in [CLOT21]). Moreover, the extracted ciphertext in both cases
will contain more noise compared to a ciphertext resulting from standard bootstrapping,
as it is the result of an LWE multiplication. Similarly, FDFB uses two sequential bootstraps
to extract log2(p) bits (Algorithm 3 in [KS24]) and results in higher output noise as this
ciphertext was rotated during two full blind rotation steps and multiplied by a polynomial
encoding the LUT. The extraction procedure based on the homomorphic flooring by Liu et
al. [LMP22] (Algorithm 4) uses two sequential bootstraps to extract log2(p) bits. However,
this procedure will pass on any noise from the input ciphertext to the extracted output
ciphertexts. In conclusion, the LSB-first approach can extract log2(p) bits in two bootstrap
operations at best, for an average 2/log2(p) bootstraps per extracted bit. In this work, we
aim to improve the efficiency and reset noise in the output ciphertexts.

3.2 MSB-first approach
Our MSB-first approach, on the other hand, attempts to bootstrap the log2(p)−1 most signifi-
cant bits first (that is, the LWE plaintext space without padding bit). However, due to the pres-
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Figure 1: DirtyMSB approach: This multi-step process involves: (i) bootstrapping the
log2(p)−1 most significant bits (a∥b∥c∥d), resulting in (ii) a dirty ciphertext ctabcd∗ that
may be off by a value δ. By subtracting this from the original ciphertext, we obtain (iii) a
representation of the LSB plus δ. Finally, shifting this value up yields (iv) a bootstrappable
ciphertext that can be processed with a regular PBS.

ence of unknown lower significant bits, and the additional noise introduced during key switch-
ing and modulus switching, this method fails to bootstrap these most significant bits correctly.

Our approach follows what we call a DirtyMSB approach. The main idea is to extract
the log2(p)−1 most significant bits first in an approximate way, and only later account for
any error δ that might have occurred. The procedure is illustrated intuitively in Figure 1,
where we start from a ciphertext with an extended plaintext size pext (i). When extracting
the MSBs (a∥b∥c∥d), the result may be slightly inaccurate due to fg and the noise, yielding
ciphertext ctabcd∗ (ii) encrypting value (0∥a∥b∥c∥d)−δ. In the rest of the paper, we will
denote with ctx∗ an approximate, ‘dirty’ version of ciphertext ctx.

Next, we subtract the bootstrapped ciphertext (ii) from the original ciphertext (i), resulting
in a new ciphertext (iii) that encrypts (0∥0∥0∥0∥δ∥f∥g). By shifting this ciphertext by a
factor of pext/p, we align the remaining bits for a second PBS that extracts the LSBs: (δ∥f∥g).

The outcome of this procedure is two standard TFHE ciphertexts: one encrypting the MSBs
minus δ, and the other encrypting the LSBs plus δ ·(pext/p). Together, these ciphertexts
form a correct integer encryption of the original integer, now represented as two ciphertexts
encrypting mmsb−δ and mlsb+δ ·(pext/p):

(mmsb−δ)· pext

p
+(mlsb+δ · pext

p
)=mmsb ·

pext

p
+mlsb =m.

The above procedure can also be applied to larger plaintext sizes pext, by applying the
procedure iteratively. More specifically, after extracting a dirty version of the MSBs and
subtracting this from the original ciphertext to find a new extended-plaintext ciphertext
with MSBs reset to zero, we can shift it with log2(p)−2 bits, to obtain a new ciphertext on
which we can apply the DirtyMSB technique again.

With our approach, it is possible to extract log2(p)−1 bits using only a single bootstrapping
operation. However, since an error δ was introduced, only log2(p)−2 bits are removed from
the original ciphertext. Consequently, we need an average of 1/(log2(p)−2) bootstraps
per extracted bit. For instance, if log2(p) = 5, a commonly used plaintext size in TFHE
applications, this results in a theoretical 20% increased throughput compared to the LSB-first
approach, while for log2(p) = 8 we get a 50% increased throughput. Our technique also
outputs ‘clean’ ciphertexts with low noise, resulting in more optimal parameter sets, as
will be explained later. In the next section, we will give more details into the DirtyMSB
technique and analyse the bounds of the error, δ.
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Figure 2: Visualisation of the error distribution during normal bootstrapping. The upper
part indicates the resulting value from the bootstrap. The bottom part is the probability
density distribution of the error, with the bounds that contain the error with overwhelming
probability (e.g., 1−2−64) indicated in red.

4 Digit Decomposition using DirtyMSB Extraction
In this section, we will go into detail on the conversion of a ciphertext with an extended
plaintext size pext to multiple ciphertexts with the original plaintext size p.

4.1 DirtyMSB bootstrap
First, we will examine what happens during the first DirtyMSB bootstrap. When bootstrap-
ping a standard TFHE ciphertext, we operate on encryptions of m ·∆+e, where e is the
noise. The scaling factor ∆ provides robustness against this noise, and the parameters are
chosen such that the error lies within the range ]−∆/2,∆/2] with high probability. This
ensures that encryptions of m·∆+e are correctly mapped to encryptions of the lookup value
LUT(m), as shown in Figure 2.

However, in the extended plaintext case, the LSBs that do not fit into plaintext space p must
also be considered. The bootstrapped value becomes:

mmsb ·∆+(mlsb ·∆ext+e),

where ∆=q/p and ∆ext =q/pext, and where mlsb is unknown and not intended to influence
the result. This new term mlsb effectively acts as a second noise source. This noise source
has a range:

[0,max(mlsb ·∆ext)[=[0,∆−∆ext[=
[
0,∆·

(
1− p

pext

)[
,

which tends to [0,∆[, in the worst-case scenario where pext is large. This means we have
a noise sources with range ]−∆/2,∆/2] and one with [0,∆[, for a total noise range of
]−∆/2,∆·3/2[. This situation is illustrated in red in Figure 3. As a result, the output of
the DirtyMSB bootstrap may deviate slightly, yielding mmsb∗ =mmsb−δ with δ∈{−1,0}.

This DirtyMSB value can then be subtracted from the original extended-plaintext ciphertext
to isolate the remaining part of the message. The resulting ciphertext encrypts:

m·∆ext−mmsb∗ ·∆=
(

m−(mmsb−δ)· pext

p

)
·∆ext =

(
mlsb+δ · pext

p

)
·∆ext.

However, if δ =−1, this subtraction causes an underflow. One trivial way to address this is
to always add a constant scalar pext/p to the ciphertext before continuing, and compensate
for this offset at the end of the conversion process.

To avoid dealing with this constant offset later, we can instead ensure that underflows during
the DirtyMSB bootstrap are impossible. By subtracting ∆ from the input extended-plaintext
ciphertext before the DirtyMSB extraction, we can shift the noise range around the message
from ]−∆/2, ∆·3/2[ to ]−∆·3/2, ∆/2[. This ensures that the error term δ can only take
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Figure 3: Visualisation of the error distribution during DirtyMSB bootstrapping. The upper
part indicates the resulting value from the bootstrap. The bottom part is the probability
density distribution of the error, with the bounds that contain the error with overwhelming
probability (e.g., 1−2−64) indicated in red. The total noise now includes a contribution from
the LSB and spans two LUT positions, potentially causing an error of δ =−1. To prevent
any underflows, ∆ is subtracted such that the probability bounds are shifted, as indicated in
green.

values 0 or 1, guaranteeing that the subtraction will not cause underflow. The bounds that
contain the noise range after this subtraction are indicated in green in Figure 3.

After subtracting ∆ from the original extended-plaintext ciphertext and applying the
DirtyMSB extraction technique, we obtain a dirty value mmsb∗ =mmsb−δ, with δ∈{0,1},
which is then subtracted from the original extended-plaintext ciphertext. This results in a
new ciphertext encoding mlsb+δ · pext

p . Together, these two ciphertexts represent the correct
original message, since:

(mmsb−δ)· pext

p
+(mlsb+δ · pext

p
)=m.

This shows that the error introduced during the DirtyMSB extraction is fully compensated in
the LSB component and the final result correctly reconstructs the original plaintext. On the
other hand, as the error δ is now 0 or 1, an underflow can occur on the extracted MSB value
mmsb∗ =mmsb−δ. In the next section, we will discuss how we can prevent this underflow
using a special LUT setup.

4.2 Dealing with MSB underflows
In the previous section, we made sure that the subtraction of the dirty MSB from the original
extended-plaintext ciphertext does not cause an underflow by ensuring that the error term δ∈
{0,1}. In this section, we examine possible underflows of the MSB value due to this error term.

When extracting the MSB, there is a realistic chance of finding an encryption of mmsb−1
due to the error δ in the extraction procedure. In general, this is not problematic, as the
error is compensated by a corresponding increase in the LSBs. However, if the MSBs equal
zero, this results in an underflow that should not occur. In this case, the underflow would
turn on the padding bit and the extracted value would be incorrect when using the identity
LUT. To address this, we will detect such underflows and explicitly bootstrap them to the
correct value of 0, within the same bootstrapping procedure.

To correctly detect the underflow, our modified LUT must correctly map all regular values,
including the underflowed value 0−δ =−1. In other words, besides the original p/2 values
encoded in the LUT, we have to set one additional entry to a chosen value, resulting in a
total of p/2+1 values.
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Fortunately, we can exploit a concept from boolean TFHE bootstrapping, described by
Chillotti et al. [CGGI16], to freely choose the result of bootstrapping any of p/2+1 input
values by using a linear transformation. This concept is based on the observation that we can
both choose the values of LUT[0] up to LUT[p/2−1] and add a plaintext value to the result
of that bootstrap. Moreover, we know that due to the negacyclic nature of the bootstrap,
the bootstrapping result of the additional value that we want to choose wraps around as

LUT[−1]=LUT[p−1]=−LUT[p/2−1].

To construct the desired LUT, we subtract a constant x from all entries of the LUT. After
the bootstrap, we simply add this scalar x back to the result, which does not increase the
noise as x is a plaintext value. When the desired result for input value p/2−1 is M , we can
change the result of a lookup on input -1 to zero by choosing x such that:{

LUT[p/2−1]+x =M

LUT[−1]+x=−LUT[p/2−1]+x =0
⇒ x= M

2 .

Thus, by adapting the lookup values from LUT[i] to LUT[i]− M
2 and adding M

2 to the
bootstrapping result, we obtain an identity lookup that also correctly handles underflows.

4.3 General Digit Decomposition Procedure
To create a generalised conversion procedure, we define ti as the number of MSBs that will be
extracted from the current extended-plaintext ciphertext during iteration i of the procedure.
It is important to note that, except for the first iteration, extracting ti bits effectively retrieves
only ti−1 bits of the initial extended-plaintext ciphertext, since one of the extracted bits
is replaced by the error term δ from the previous dirty extraction. Therefore, if k denotes
the total number of iterations required to extract a complete set of ciphertexts from the
extended-plaintext input, the values ti must satisfy the following condition:

t1+
k∑

i=2
(ti−1)=log2

(
pext

2

)
. (3)

Given that ti≤ log2(p/2), as we cannot bootstrap more bits than log2(p/2) at once, the total
number of iterations k is bounded by:

k≥

⌈
log2(pext/2)−1

log2(p/2)−1

⌉

This iterative procedure for converting an extended-plaintext ciphertext into a list of regular-
plaintext ciphertexts is summarised in algorithm 1. To illustrate how the algorithm operates
in practice, Example 4.1 demonstrates the process using a 6-bit extended-plaintext ciphertext
and T =[2,3,3].

Details of the algorithm: In detail, line 2 first adds an offset to ensure δ = {0,1}, as
described in Subsection 4.1. Second, line 3 performs a lookup on the ti most significant bits
(MSBs). To understand this operation, we can interpret the value (log2(p/2)−ti) as the
number of plaintext bits that are not converted at this stage.

Our lookup table evaluates f(x)=⌊x·2−(log2(p/2)−ti)⌋, which effectively performs an identity
lookup ignoring the (log2(p/2)−ti) LSBs. To prevent underflows, we subtract 2ti −1

2 from
the LUT values and later re-add this plaintext value to the ciphertext, as explained in
Subsection 4.2.
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Algorithm 1: Conversion of one extended-plaintext ciphertext to a list of LWE
ciphertexts

Input : ĉt: An extended-plaintext ciphertext with plaintext size pext

Input :T : Vector of k integers ti such that t1+
∑k

i=2(ti−1)=log2
(

pext
2

)
Output :List of regular-plaintext ciphertexts that represent the message of ĉt

1 for i=1 to k−1 do
2 ĉtoffset← ĉt−∆
3 cti∗←PBS(ĉtoffset,f(x)=⌊x·2−(log2(p/2)−ti)⌋− 2ti −1

2 ) + 2ti −1
2 // DirtyMSB

4 cti_shift∗←2log2(p/2)−ti ·cti∗

5 if i<k−1 then
6 ĉt←(ĉt−cti_shift∗)·2ti−1

7 else
8 ĉt←(ĉt−cti_shift∗)·2tk−(log2(p/2)−(ti−1))

9 end
10 end
11 ctk =PBS(ĉt,f(x)=x)
12 return ct1∗ ,...,ct(k−1)∗ ,ctk

Third, line 4 aligns the extracted MSBs with the MSBs of the initial ciphertext. Lines
5–9 then eliminate the MSBs and shift the extended-plaintext ciphertext upwards to re-
duce the plaintext size. This shift corresponds to the number of bits that have been
effectively removed (i.e., ti − 1), or in the final iteration, aligns the remaining LSB
bits.

Example 4.1. Figure 4 illustrates the step-by-step process of the general conversion for a
6-bit extended-plaintext ciphertext. The superscripts on the arrows correspond to the lines
in algorithm 1. The process begins by selecting values for ti that satisfy the condition in
Equation 3. Given that log2(pext/2)=6, a valid choice is: t1 =2, t2 =3, t3 =3.

The conversion begins by subtracting ∆ from the input ciphertext ĉt. Next, our DirtyMSB
operation extracts the t1 =2 MSBs, putting them in an LWE ciphertext as the least significant
bits of the plaintext. The extracted ct1∗ is then shifted back up and subtracted from the
input ciphertext ĉt. Afterwards, the result is shifted up with a factor 2t1−1 =2. The process
then repeats for t2 = 3. However, in the final iterating step, the result is multiplied by a
different number (2t3−(log2(p/2)−(t2−1)) =23−(4−2) =2) since the remaining number of bits
to extract (t3 =3) is smaller than log2(p/2), thus a full shift to the MSB is unnecessary. In
the last step, an identity bootstrap is performed, as there are no values that could introduce
an additional error δ in the extracted result.

4.4 Noise analysis
In this section, we will look at the noise requirements of our method. First of all, one can
clearly see that the noise in the output ciphertexts is the same noise as if they would be
generated through a normal bootstrap, that is, the noise is effectively reset.

However, our method does have slightly stricter requirements on the input noise as the
LSB-first techniques.
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.
Figure 4: Example of the conversion of a 6-bit extended-plaintext ciphertext to a list of
regular-plaintext ciphertexts. The numbers correspond to the lines of algorithm 1

DirtyMSB: For the DirtyMSB procedure, the noise analysis is relatively straightforward.
The DirtyMSB operation tolerates a small error δ∈{0,1}, which means that the noise must
be within the interval ]−∆·3/2,∆/2]. As discussed in Subsection 4.1, this condition is met
when an LWE ciphertext with identical noise e and the same message mmsb but without the
additional message bits outside of the plaintext space bootstraps correctly. This requirement
is less stringent than that of the final LSB extraction and, therefore, does not constitute
the most critical noise constraint.

Last (exact) bootstrap noise: To extract the LSBs in the final step, we perform a standard
programmable bootstrap on a ciphertext encrypting m·∆+e, where e represents the total
noise accumulated during the previous operations and MSB extraction steps. However, in
this context, the error e is larger than in typical LWE scenarios.

The variance of this error e comprises three main components. The first two are the pre-
processing noises of the PBS, that is, the modulus switching noise variance σ2

ms and the key
switching noise variance σ2

ks. The third component is the noise variance of the ciphertext
ĉt that is input into the bootstrap at line 11. We will call this noise σ2

ext. The total noise
variance can thus be expressed as:

σ2
e =σ2

ms+σ2
ks+σ2

ext. (4)

We now express σ2
ext in terms of the noise after a bootstrap: σ2

ext =Cext ·σ2
br. Larger values

of Cext require adjustments to the parameter set to ensure that the upper bound on the
error probability remains satisfied. To determine suitable parameters, we employ the lattice
estimator by Albrecht et al. [APS15], and incorporate the mean compensation technique
proposed by de Ruijter et al. [dRDV25]2. Throughout, we maintain a security of 128 bits
and ensure a fault probability of at most 2−64. As illustrated in Figure 5, the adjusted
parameters do not significantly increase the bootstrapping time for a 4-bit plaintext space
(excluding padding) as long as Cext≤1065, after which the number of levels for blind rotation
gadget decomposition is increased. These parameter sets are detailed in Appendix A.

During the digit decomposition, the noise in the main extended-plaintext ciphertext will
grow. We will denote with W ·σ2

br the noise at the input of the digit decomposition. We will
now work out the noise growth during digit decomposition by calculating the value of Cext,
based on an input noise multiplier W .

2https://github.com/KULeuven-COSIC/Head_Start

https://github.com/KULeuven-COSIC/Head_Start
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Figure 5: Latency of one bootstrap of a 4-bit plaintext space LWE ciphertext (excluding
padding) using 1 thread measured in the TFHE-rs library with 128-bit security and error
probability 2−64 on an AMD EPYC 9174F 16-core processor.

Digit decomposition noise growth: During the digit decomposition, we perform two types
of operations that increase the noise variance. First, we subtract a shifted fresh ciphertext
(cti_shift∗), adding new noise to the extended-plaintext ciphertext. Since this ciphertext
is the result of a bootstrap multiplied by a factor 2log2(p/2)−ti , its noise variance equals
22·(log2(p/2)−ti). Second, we multiply the result of this subtraction by 2(ti−1), multiplying
both the message and all present noise by a factor 2(ti−1), and thus amplifying the present
noise variance with a factor 22·(ti−1). Consequently, the noise variance multiplier of the
output of iteration i of the conversion procedure, Ci+1, is computed based on the noise
variance multiplier of its input, Ci, as:

Ci+1←(Ci+22·(log2(p/2)−ti))·22·(ti−1) with C1 =W and 1≤ i≤k−2.

In iteration k−1 of the conversion procedure, we only multiply by 2tk−(log2(p/2)−(tk−1−1)),
resulting in a noise variance change of:

Ck←(Ck−1+22·(log2(p/2)−tk−1))·22·(tk−(log2(p/2)−(tk−1−1))).

Combining these equations, and utilising Equation 3, we can derive the total noise variance
multiplier Cext for the final, critical extraction is:

Cext =C1 ·
(

2−2log2(p/2) ·22tk ·
k−1∏
i=1

22·(ti−1)
)

+
k−1∑
j=1

(
22·(tk+(tk−1−1)−tj) ·

k−2∏
i=j

22·(ti−1)
)

(5)

=C1 ·
(

pext

p

)2
+

k−1∑
j=1

2
∑k

i=j+1
2·(ti−1)

. (6)

To gain a better understanding of this formula, we can express the number of plaintext bits
(excluding the padding bit) in the TFHE ciphertext as B = log2(p/2) and the additional
bits in the extended plaintext as E =log2(pext/p)=log2(pext/2)−B. Moreover, we can see
that the second term of the noise contains a sum off different powers of two, which by the
geometric series formula is smaller than two times the largest power of two. Then, we can
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bound the above formula by:

Cext =C1 ·22·E +
k−1∑
j=1

2
∑k

i=j+1
2·(ti−1) (7)

≤W ·22·E +2·22·(E+B−t1) (8)

≤
(

W +22·(B−t1)+1
)
·22·E . (9)

This term consists of two parts: a term consisting W ·22·E which indicates the scaled input
noise, and which is similar to the noise term that would be present in LSB to MSB conversion,
and an additional noise term that is introduced during the digit decomposition of 22·(B−t1)+1.
In many cases, one would use the full plaintext to perform extraction, which results in t1 =B
or an additional noise of 2 on top of the W noise:

Cext≤(W +2)·22·E . (10)

As such one can see that the overhead of our technique in terms of input noise is very limited.

4.5 Comparison of LSB-to-MSB versus MSB-to-LSB conversion
Table 1 compares the LSB-to-MSB extraction techniques from [CLOT21, LMP22, KS24]
with our DirtyMSB extraction. First, we compare the upper bound of the input noise for
the different techniques, with W the input noise multiplier. Using WoP-PBS or FDFB, no
additional noise is added to the input ciphertext, resulting in the upper bound for Cext of
W ·22E , as we are bootstrapping ciphertexts that encode E plaintext bits more than they can
directly bootstrap. For the flooring based method from [LMP22], we find that one additional
ciphertext is subtracted from the ciphertext we decompose to remove the padding bit. This
results in an upper bound of (W +1) ·22E . On the other hand, our suggested DirtyMSB
extraction technique gives a slightly worse bound for the input noise with (W +2)·22E as
found in Subsection 4.4 compared to LSB-to-MSB approaches. However, the difference is
limited since typically the input noise multiplier W≫2, as will be shown in Section 5.

Second, we compare the noise present on the output ciphertexts encrypting the different
chunks of the extended plaintext. For WoP-PBS and FDFB, we take the formulas from
[KS24], finding O(N ·p)·σ2

br due to the LWE multiplication in WoP-PBS, and O(p3)·σ2
br due

to the polynomial multiplication for FDFB. Notably, the flooring based method in [LMP22]
does not remove the input noise from the output ciphertexts. The outputs are found by
considering the inputs modulo a smaller q, equivalent to shifting up the ciphertext to remove
the upper bits. As a result, this procedure leaves any input noise, by definition W ·σ2

br, on
the outputs. In contrast to all LSB-to-MSB extraction techniques, our outputs are the direct
result of a bootstrap, with a significantly lower σ2

br output noise. This means that for all
LSB-to-MSB conversions, if one wants to have ‘bootstrap clean’ noise in the outputs, one
needs to perform one or more additional bootstrap operations.

Third, we consider the number of PBS operations for each of the methods. As this depends on
the number of bits in the extended-plaintext encryption, we compare the number of PBS oper-
ations per extracted bit. We see that all LSB-to-MSB methods require multiple PBS per itera-
tion, leading to a 2 term in the numerator, while our method only requires 1 PBS per iteration.
However, we process two bits less than the state-of-the-art methods per iteration. In total,
the cost of the state-of-the-art is 2/log2(p) while our method improves this to 1/(log2(p)−2).

Finally, the DirtyMSB extraction method allows to perform a cheaper ‘approximate’ decom-
position on an extended-plaintext. For this, one performs an MSB extraction on only some of
the most significant chunks, dropping some of the least significant bits. While this is not an ex-
act computation, such approximate computations might be useful in some applications, such
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Table 1: Comparison of the different digit decomposition approaches. We compare the
input and output noise bounds, the cost, and the possibility to compute an approximate
decomposition.

Start. Input noise Output noise Cost / extr. bit Appr.
Point #PBS/bit Decom.

[CLOT21] LSB Cext≤W ·22E O(N ·p)·σ2
br

2
log2(p)−1 ✗

[LMP22] LSB Cext≤(W +1)·22E W ·σ2
br

2
log2(p) ✗

[KS24] LSB Cext≤W ·22E O(p3)·σ2
br

2
log2(p) ✗

Our work MSB Cext≤(W +2)·22E σ2
br

1
log2(p)−2 ✓

as neural networks, that do not require exact computations. As the state-of-the-art starts
with the LSBs, efficient approximate decomposition is not feasible with those techniques.

5 Application: Summation of a large number of ciphertexts
As previously discussed, the summation of a larger number of ciphertexts is a crucial opera-
tion in various TFHE applications. In this section, we will demonstrate how we can leverage
our DirtyMSB technique to speed-up this process. For instance, we will apply our technique
to parameter sets with a plaintext space p=32, which corresponds to 5 bits. One of these
bits is the padding bit, which is typically kept 0. This plaintext size is widely used in various
TFHE applications and has been shown by Bergerat et al. [BBB+23] to provide the optimal
trade-off between precision and accuracy. For larger integers, we employ the radix-based
integer representation technique with the message-carry representation (2-bit carry, 2-bit
message), as explained in Subsection 2.4.

To optimise the summation, we propose to use a larger plaintext space pext and denote it
with hat notation: ĉt. We show that we can use this to add a larger number of ciphertexts
together in a three-step procedure:

1. Convert input ciphertexts to the extended-plaintext format using a PBS.

2. Combine the extended-plaintext ciphertexts using traditional LWE additions or sub-
tractions.

3. Use the DirtyMSB procedure to perform digit decomposition and convert the extended-
plaintext ciphertext back into multiple standard LWE ciphertexts.

5.1 The three-step approach
Conversion to extended-plaintext: This conversion can be performed by executing an
identity bootstrap (i.e., the LUT computes f(x) = x), with the difference that the LUT
outputs are scaled by a factor of ∆ext instead of ∆. In practice, for an unencrypted LUT, this
means that all coefficients in the LUT are shifted down by log2(∆/∆ext) bits. In most cases,
this procedure can be amortised in earlier computations by already using the lower scaling
factor ∆ext in the previous final PBS step, avoiding the need for an additional conversion step.

Summation: As the ciphertexts are still valid LWE encryptions, we can perform additions
or subtractions as before, by executing the operation coefficient-wise. It is important to
keep the padding bit clean to ensure correct extractions, which limits the total number of
additions that can be performed. Alternatively, we could allow the padding bit to be used,
which would enable more additions but require us to employ the WoP-PBS technique of
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Chillotti et al. [CLOT21] for the first digit extraction. We leave how to efficiently combine
this technique with our DirtyMSB approach as interesting future work.

Digit Decomposition: In this section, we modify the previously explained general
DirtyMSB procedure to ensure that the output ciphertexts can be used in future compu-
tations. Depending on the computations, there are two distinct approaches. If the next
computation requires regular plaintext ciphertexts, we convert a single extended-plaintext
ciphertext into a list of regular plaintext ciphertexts. This conversion will be explained in
more detail in Subsection 5.3. On the other hand, if the next computation requires extended-
plaintext ciphertexts, we convert a single ciphertext into a list of new extended-plaintext
ciphertexts, which will be explained in more detail in Subsection 5.4. The primary objective
of both approaches is to generate multiple ciphertexts with an empty carry space, aligned
with the message space blocks as in Equation 2.

5.2 Optimal Extended Plaintext Size
In Subsection 4.4, we demonstrated that bootstrap latency varies depending on the value of
Cext. This is because the parameter sets must be adjusted to ensure that the fault probability
remains smaller than 2−64. Later, in Equation 9, we also showed that Cext depends on
the initial input noise multiplier W and the number of extra bits in an extended-plaintext
encryption, E. In the context of the summation operation, the initial noise multiplier W
depends on the value E and the original number of plaintext bits in a ciphertext (excluding
the padding bit), B. With increasing E and B, more summations can be performed before
the plaintext space fills up, and consequently, the noise multiplier W will be larger. By
assuming that the elements added together in our summation operation are independent from
each other, we find that the noise grows linearly with the number of additions performed.

In the typical TFHE message-carry framework, where the number of message bits equal
the number of carry bits, the initial input values before summation can be at most√

p/2− 1 = 2B/2 − 1. This means that we can at most add together
⌊

2E+B

2B/2−1

⌋
cipher-

texts before the entire extended-plaintext space may be full, and we have to perform digit
decomposition. Filling in this bound in W in Equation 9 gives us:

Cext≤
⌊

2E+B

2B/2−1

⌋
·22E +2·22E

=O(23E).

This results in a maximal noise variance on the order of σ2
ext =O(23E)·σ2

br. In other words,
increasing the plaintext size by one bit roughly doubles the number of additions that can
be performed W , but increases the noise variance of σ2

ext by a factor of 8.

Table 2 provides an overview of the minimum Cext values in relation to the number of
bits added to the extended-plaintext ciphertext E, with B =4. Additionally, it shows the
corresponding bootstrapping latency τBS achieved using a single thread. To make a fair
comparison between the different options, we introduce a figure-of-merit that quantifies the
number of ciphertexts that can be removed per millisecond: W −k

k·τBS
. This is derived from the

fact that for each option, we can combine W ciphertexts in k iterations, where each iteration
generates a new ciphertext and requires a single bootstrap operation with a latency of τBS .

For the following application, we use E =2 (and consequently, the number of total plaintext
bits is E+B =6). This approach maximises the number of ciphertexts reduced per second
while minimising the increase in bootstrapping latency. Although the parameter set with
E =3 may enable more efficient additions, it would also increase the cost of all other future
bootstrapping operations.
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Table 2: The minimum required Cext and the resulting ciphertext removal rate (ciphertexts
per second), plotted against E, the number of extra bits. Here, W indicates the number
of ciphertexts that can be added together using the extended-plaintext, and k signifies the
minimum number of bootstraps needed for the digit decomposition. The bootstrapping
latency, τBS , was measured using an optimised parameter set for 128-bit security and an
error probability of 2−64 with a single thread in the TFHE-rs library.

B E W k Cext τBS [ms] W −k
k·τBS

[ct/ms]

4 0 5 1 5 10.2 392

4 1 10 2 44 10.3 388

4 2 21 2 352 10.4 913

4 3 42 2 2752 16.6 1205

5.3 6-bit to 4-bit Carry-Clean Extraction
As previously explained, depending on the next computation, we must decompose an
extended-plaintext ciphertext into either a list of carry-free regular plaintext ciphertexts or
a new list of extended-plaintext ciphertexts. The specific conversion process varies between
these two scenarios. First, we look at the conversion into a list of regular plaintext ciphertexts.
The objective is to split a 6-bit input ciphertext into multiple ciphertexts, each aligned with
either (a∥b), (c∥d), or (f∥g), corresponding to the message space blocks from Equation 2. A
straightforward application of algorithm 1 with T =[2,3,3] (as shown in Example 4.1) results
in 3 ciphertexts. The most significant ciphertext has clean carries, while the other two are
in the range [0,7] and thus have one carry bit, as depicted on the left side of Figure 6. This
procedure utilises 3 PBS with an additional 2 PBS (using manyLUT) required to clean the
carries, resulting in a total of 5 PBS.

On the right side, we propose a different method to achieve clean conversion in 3 PBS creating
four different ciphertext. First, one performs two DirtyMSB extractions on the input ĉt to
extract both a dirty version of (a∥b) in ctab∗ and (c∥d) in ctcd∗ . Note that this is done in
parallel and that we do not first subtract ctab∗ from the input ciphertext before extracting
(c∥d). The advantage of this approach is that both ctab∗ and ctcd∗ have clean carries.

Second, to extract the remaining bits, we subtract 4·ctab∗ +ctcd∗ from the extended-plaintext
ciphertext and perform a 2-bit right shift. This allows us to use a double lookup (using
manyLUT) to extract both ctfg and the carry bit δ, aligned with (c∥d). This means that
our adapted extraction procedure results in four regular plaintext ciphertexts, (a∥b), (c∥d),
(0∥δ), and (f∥g), as shown in Figure 6. Note that both methods are identical in terms of
noise, where one can use Equation 6 with W =21 to get:

Cext =16·(21+24+1)=608.

5.4 6-bit to 6-bit plaintext Carry-Clean Extraction
If future operations once again require extended-plaintext ciphertexts, we can slightly modify
the conversion so that the resulting ciphertexts are all in that format. The only necessary
change is to replace the ∆ used in the PBS function with ∆ext. However, since the extracted
ciphertexts are in extended plaintext format, we must multiply them with an additional
factor E2 =4 before subtracting them from the original ciphertext. This extra shift causes
parts of the noise variance to be amplified with a factor E22 =42, resulting in a Cext of:

Cext =16·(21+42 ·(24+1))=4688.



18 Head Start: Digit Extraction in TFHE from MSB to LSB

Figure 6: 6-bit to 4-bit conversion using the non-carry-clean and carry-clean approach

Unfortunately, this Cext necessitates a less efficient parameter set, counteracting the benefit of
using the extended plaintext approach. Therefore, we suggest adapting the method and using
one additional PBS operation that extracts a second ciphertext containing (a∥b) in the MSBs
(using 16·∆ext, instead of ∆ext). We use this sample to subtract the relevant bits out of the ini-
tial ciphertext, which results in Cext =16·(21+24+1)=608, which is the same value we found
for the 6-bit to 4-bit conversion. However, we now require four PBS operations instead of three.

6 Results
In this section, we apply our DirtyMSB technique to the vector addition operation and scalar
multiplication and demonstrate the resulting improvements. To measure efficiency, we will
count the number of PBS required for the operation and measure the latency. We assume
that the conversion of inputs ciphertexts to extended plaintext format is already performed
in the previous operation. As explained earlier, this is a reasonable assumption as it only
requires the last bootstrap to use the different scaling factor ∆ext instead of ∆.

As explained earlier, we stick to 6-bit extended-plaintext ciphertexts. This choice is driven
by the fact that larger ciphertext spaces would lead to increased PBS costs for other op-
erations, as was illustrated in Table 2. Consequently, we will employ our carry-clean 6-bit
extraction techniques and integrate them into the vector addition operation implemented in
the TFHE-rs library [Zam22], and compare this approach to the conventional message-carry
extraction techniques. To ensure a fair comparison, we select the most optimal parameter
set for each work, considering the maximum possible value of Cext.

6.1 Vector Addition
To benchmark the efficiency of our digit decomposition in a practical application, we consider
vector addition, where multiple encrypted integers are summed. This operation is not only
useful on its own but also serves as a fundamental building block for other operations. In
the next section, we will demonstrate how this speedup impacts scalar multiplication.

As a reference, using our approach described in the previous section, we can add 21 ciphertexts
before the carry bits are saturated. At this point, we must extract them into four separate
ciphertexts using either three or four bootstraps, depending on the format of the extracted
ciphertexts. For large-scale vector additions, we repeatedly perform 6-bit to 6-bit extraction,
requiring four bootstraps until the number of ciphertexts remaining in the vector is less than
21. Then, we add them together and use the 6-bit to 4-bit extraction procedure. This means
that at the end of the vector addition, the ciphertext once again encrypts a regular-sized
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Table 3: Comparison of the number of bootstrap operations and corresponding latency for
the vector addition operation using the standard approach in the TFHE-rs library versus
our method. The latency was measured using 8 threads on an AMD EPYC 9174F 16-core
processor.

#Elements
/Bitsize

#PBS Operations Latency
TFHE-rs Ours Improv TFHE-rs Ours Improv

10/8-bit 14 11 ×1.27 29ms 33ms ×0.90
20/8-bit 33 11 ×3.00 68ms 34ms ×1.98
50/8-bit 99 37 ×2.68 193ms 92ms ×2.09

10/16-bit 30 23 ×1.30 57ms 58ms ×0.98
20/16-bit 73 23 ×3.17 142ms 58ms ×2.44
50/16-bit 219 81 ×2.70 405ms 175ms ×2.32
200/16-bit 937 330 ×2.84 1.685s 651ms ×2.59
1000/16-bit 4762 1649 ×2.89 8.676s 3.150s ×2.75

10/32-bit 62 47 ×1.32 115ms 104ms ×1.10
20/32-bit 153 47 ×3.26 274ms 106ms ×2.59
50/32-bit 459 169 ×2.72 824ms 343ms ×2.4
200/32-bit 1977 706 ×2.80 3.547s 1.347s ×2.63
1000/32-bit 10074 3529 ×2.85 18.252s 6.642s ×2.75

plaintext and can be directly used for further computation.

Theoretically, this implies that we can compress 21 ciphertexts to four ciphertexts in 4
bootstraps resulting in a theoretical PBS efficiency of (21−4)/4=4.25. Compared to the
1.5 PBS efficiency ((5−2)/2 = 1.5) of the approach used in the TFHE-rs library of Zama
[Zam22], this gives us a theoretical improvement of ×2.83.

In Table 3, an overview is provided for both the number of bootstrap operations and their
corresponding latency for various vector and bit sizes. The tests were performed on an AMD
EPYC 9174F 16-core processor with a maximum of 8 threads. Note that, since TFHE-rs
by Zama employs the standard 4-bit ciphertexts, it has a maximum Cext =5. Therefore, it
can utilise a slightly more efficient parameter set compared to our 6-bit scenario, as shown
in Table 2. Our digit decomposition approach achieves latency improvements of up to ×2.75.
It is worth mentioning that even for vector sizes smaller than 21, the digit decomposition
approach approximately achieves the same performance as the original approach.

6.2 Multi-Scalar Multiplication
In recent work by Pottier et al. [PDdRV25] on the optimization of the scalar multiplication,
the well-known Pippenger method from the domain of elliptic curves was adapted to the
TFHE case, resulting in more efficient operations. The scalar multiplication eventually comes
down to a precomputation stage and a vector addition stage. While Pottier et al. reduced the
number of elements in the vector, vector addition still remains the bottleneck in the scalar
multiplication algorithm. As discussed in the previous section, our digit decomposition
approach enables the vector addition operation to be up to×2.75 more efficient. By combining
our approach with the one of Pottier et al., we achieved a total improvement up to ×16.74
over TFHE-rs, an additional improvement of ×2.23 over Pottier et al. as shown in Table 4.
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Table 4: Comparison between recent works for the multi-scalar multiplication of 16-bit
scalars and ciphertext for different number of elements. The latency was measured using 16
threads on an AMD EPYC 9174F 16-core processor.

#Elements TFHE-rs Pottier
et al.

[PDdRV25]

This work +
[PDdRV25]

Improv over
TFHE-rs

Improv over
[PDdRV25]

2400 111.3s 16.6s 8.1s ×13.73 ×2.04
4096 186.0s 26.9s 11.84s ×15.71 ×2.27
9216 421.6s 56.1s 25.19s ×16.74 ×2.23

7 Conclusion
In this paper, we present a new digit decomposition technique that proceeds from the most
significant bit to the least significant bit. We show that our technique is faster than the
state-of-the-art for larger plaintexts (log2(p)≥4). Additionally, our technique reduces the
output noise and returns ‘bootstrap clean’ ciphertexts, while allowing approximate digit
decomposition at lower cost. We use this new digit decomposition technique to optimise the
summation of a large number of ciphertexts in the context of the message-carry framework,
achieving a speedup of ×2.79 over state-of-the-art vector addition techniques. Integration of
this technique in scalar multiplication shows a speedup of up to ×2.27 over previous works.
Interesting future work includes efficiently combining the dirty MSB approach with the
WoP-PBS algorithm from Chillotti et al. [CLOT21], resulting in a higher number of bits
extracted per iteration at the cost of more output noise. This presents an additional trade-off
that can be modified to different applications.
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A TFHE-Parameter sets
Table 5: TFHE Parameter sets depending on the range of Cext, ensuring 128-bit security
and an error probability of 2−64. Latency benchmarks were measured using the TFHE-rs
library with the mean compensation optimisation of de Ruijter et al. [dRDV25] using 1
thread on an AMD EPYC 9174F 16-core processor.

Cext, min/max Latency N k n lBS βBS lKS βKS σ2
LW E σ2

GLW E

1−42 10.181 ms 2048 1 752 1 223 7 22 2−16.71 2−50.29

43−262 10.330 ms 2048 1 758 1 223 7 22 2−16.86 2−50.29

263−441 10.432 ms 2048 1 763 1 223 7 22 2−17.0 2−50.29

442−582 10.424 ms 2048 1 769 1 223 7 22 2−17.14 2−50.29

583−695 10.609 ms 2048 1 775 1 223 7 22 2−17.29 2−50.29

696−786 10.630 ms 2048 1 780 1 223 7 22 2−17.43 2−50.29

787−856 10.691 ms 2048 1 786 1 223 7 22 2−17.57 2−50.29

857−910 10.796 ms 2048 1 792 1 223 7 22 2−17.71 2−50.29

911−954 10.835 ms 2048 1 797 1 223 7 22 2−17.86 2−50.29

955−986 10.971 ms 2048 1 803 1 223 7 22 2−18.0 2−50.29

987−1011 11.037 ms 2048 1 808 1 223 7 22 2−18.14 2−50.29

1012−1028 11.184 ms 2048 1 814 1 223 7 22 2−18.29 2−50.29

1029−1039 11.247 ms 2048 1 820 1 223 7 22 2−18.43 2−50.29

1040−1048 11.306 ms 2048 1 825 1 223 7 22 2−18.57 2−50.29

1049−1065 11.533 ms 2048 1 846 1 223 6 23 2−19.14 2−50.29

1066−1038651 16.624 ms 2048 1 752 2 215 7 22 2−16.71 2−50.29
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