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Abstract

In searchable encryption, a data owner outsources data to a server while allowing efficient search by
clients. A multimap associates keywords with a variable number of documents. We consider the setting
with multiple owners and multiple clients (Wang and Papadopolous, Cloud Computing 2023). The goal
is for each owner to store a multimap and grant access to clients. Prior work shares three weaknesses:

1. Restricting patterns of adversarial behavior,
2. Duplicating any data shared with a new client, and

3. Leaking each client’s access pattern and share pattern.

We present MARS, the first SSE for multiple owners and clients that considers security for an arbitrary
collection of adversarial parties. Our scheme only leaks the volume of the result size and the number of
requested keywords, both of which can be padded. No data is replicated.

Our scheme combines 1) private information retrieval (PIR) to protect search patterns, 2) efficient
delegation of the ability to index keywords and decrypt records, and 3) tabulation hashing to allow a
single query for locations associated with a keyword. The first two items can be thought of as a keyword
unkeyed PIR where the data owner gives the client the identifiers for individual keywords and keys to
decrypt records.

Our system is implemented on multimaps up to size 24 million (the Enron dataset) with total time
of 1.2s for keywords that match 100 documents. This is in comparison to a time .500s for Wang and
Papadapolous, which replicates data and has access, sharing, and query equality leakage.

Storage overhead is a factor of 6.6. Our implementation uses FrodoPIR as the underlying PIR. Our
system can incorporate batch or doubly-efficient unkeyed PIR as their performance improves.

1 Introduction

Searchable encryption [SWP00, BHJP14, FVYT17,[KKM ™22, AGY "22, LMM™23| considers three parties:
a data owner, Ow, a server, S, and a client, C. We consider search over databases organized as a mul-
timap |[KM18,[KMO18,/AG22,|APPT23,|GPPW24|, denoted as MM, where keywords are associated with a
variable number of documents. For each keyword w, one associates Docs,, into the multimap, where Docs,,
is a variable length list of the documents with keyword w. That is, MM[w] = Docs,,.

At search time, one looks up some w from the multimap. The goal is for a data owner, denoted Ow, to
outsource multimap MM to the server, denoted S, so that multiple clients, denoted C, can efficiently access
the data with minimal involvement from Ow. We consider the scenario where there are multiple clients and
owners known as the multi-reader and multi-writer setting respectively [BHJP14].
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Prior Work Popa et al. [PZ13| define a primitive they call multi-key searchable encryption. There are
three algorithms:

1. Setup: An owner, Ow encrypts MM and sends it to S.

2. Share: Ow delegates to a C the ability to access data. This procedure often involves the S.

3. Query: A client C searches for w over the data that has been shared with them.

The first generation of multi-key schemes [PZ13,PSV™14, KORT16] demonstrate joint access pattern
leakage: identifiers for a set of documents that match each client’s query are visible to the server. These
identifiers are persistent across queries and clients. By colluding with an adversarial C or Ow that can issue
their own queries, this leakage can be devastating [IGMN+ 16L|VRM017L|HSWW18||. The second generation
of solutions [HSWW18[WP21,|[WP23| addresses this issue by duplicating data when it is shared to each C
decoupling different clients’ access patterns. This approach causes storage to grow, server storage for a single
owner may reach O(|MM|m) for m clientsﬂ

Eliminating Leakage in the Single Client Setting Attacks on access pattern leakage have proved dev-
astating in the single-reader/writer setting [IKK12,|/CGPR15,KKNO16,WLD"17|/GSB*17,GLMP18 MT19,
KE19, KPT20,/GPP23|. New schemes have zero or very low-leakage through the judicious use of oblivious
techniques [GKLT 20, MVA+23|[DPP*16,/GPP23,[PPYY19,[GPPW24][GKM21|[KMO18|,[KMPP22,[DPPS20
LXY 23| such as oblivious RAM (ORAM) |Gol87,|(GO96| and private information retrieval (PIR) [KO97
CG97,|CKGS98, BIM00a,(CHR17, BIPW17,[LMW23||CD24]. Such oblivious techniques reveal only volume
information, which can be padded [GKLT20,MVAT23| |

A standard design of a secure MM is to build two maps, called VolMap, for volume map, and ValMap, for
value map, where

VolMap[w]| = [MM[w]],
ValMap[(w,4)] = MMw][i],1 < 4 < [MM[w]|.

We formalize this standard design in Section [3] These two maps can be secured with different techniques,
and their respective performance and leakage “adds.” MUSSE [WP21,WP23| present three strategies for
securing a Map:

1. Local: Local storage by C,

2. MUSSE: Using symmetric techniques with access pattern leakage. (There is additional leakage related
to timing of sharing, see Section )

3. OMap: A tree of Map keywords in ORAM |[WNL™14].

Unfortunately, all three solutions replicate the data. Their most secure construction uses an OMap for
VolMap and MUSSE for ValMap.

Allowing unlimited access using keyword PIR As an alternative, one could use keyword unkeyed
PIR [CGNO97,[MK22,[PSY23l/CD24] to prepare an array that can be accessed by any user. One can easily
encrypt an array before applying PIR to hide all information about the array other than length. The owner
Ow can allow C to decrypt parts of this array, see Section@ Keyword unkeyed PIRs explicitly
or implicitly create a Translate function between keywords and indices. The Translate function has to be
public. As an example, Mahdavi and Kerschbaum make the set of keywords in the map public. To
use such tools in searchable encryption, one needs to create a level of indirection between keywords and the
values stored in Translate. To make this distinction clear we use three terms: keywords which are the values
in the map (w), identifiers (Id) which are the keywords indexed by Translate, and indices (i) which are the
locations to be retrieved from the PIR.

1Hamlin et al. present a second construction where the size of the sharing is independent of the number of shared
values that relies on public-coin different inputs obfuscation . We restrict our attention to standard cryptographic tools
that can be implemented on benchmark datasets.

2We don’t discuss volume padding further; previous work on volume padding is applicable. For example, the volume of an
item can be extended to the next power of 2.




1.1 Owur Contribution

We present three contributions in this work.

1. A keyword unkeyed PIR that combines a PIR with a data independent packing (DIP) [BBFT21] for
translating identifiers into indices. The DIP guarantees that the output size of the array stored in the PIR
is independent of the Map being stored and that the packing succeeds with overwhelming probability. We
call this approach for protecting a map KPIR. We note that the guarantees of the DIP suffice if the Map is
specified before the DIP is selected, stronger primitives are needed if the map depends on the DIP [Yeo23|.

Ow can efficiently send to clients (w,ld) and w, K,, pairs to allow the C to find and decrypt the values
corresponding to a w respectively. Such a solution only leaks two things:

(a) To the server, the size of the multimap, the number of distinct keywords in the MM, and the volume,
|MM[w]|, for each searched w. In our implementation, p items are packed together in a single PIR
index so there is some padding, these values can be additionally padded.

(b) To an owner, information dependent on what policy it enforces for delegating key to clients. We
present two approaches where keys are sent after the owner learns the keyword and where this
interaction occurs through an oblivious pseudorandom function (OPRF) [CHL22|. We call such
mechanisms access control mechanisms.

2. An implementation of KPIR to protect VolMap and ValMap for a two round search where the only leaked
information is the padded volume of the search term. Identifiers and keys are sent from owner to client
using a OPRF. Using FrodoPIR [DPC23| as the underlying PIR, we implement the above on the En-
ron dataset [KY04]. The Enron dataset has 224 keyword, document pairs and 2'® distinct keywords.
Unfortunately, a natural implementation of the above ideas is too slow.

The solution requires two networks rounds and roughly 20s of computation time. For a keyword with 100
matching documents, on a 100Mb network, the network latency is roughly 12 seconds for an overall time
of 32s. This is clearly not competitive with the most secure version of MUSSE which requires roughly
.5 seconds. In all of our comparisons with MUSSE, for MUSSE we only count delay due to roundtrips,
assuming that latency due to bandwidth and computation time are 0.

3. Novel cryptographic techniques when the PIR is shift friendly, meaning the server can oblivious change the
searched position. For such PIRs, we show how to combine tabulation hashing, shift friendly
PIR, and sharding to reduce overall search time from 32s to 1.2s. Before introducing tabulation
hashing, we introduce two technical details about KPIR. For most single server PIR approaches, the query
is much larger than the response which is able to collapse from a large array to a few elements of an array.
The size of the query causes most of the 12s network delay. Our DIP is based on Cuckoo hashing. For an
(w, %) € VolMap denoting the ith matching document for w the Translate computes two hashes Hy, Hy on
Idy ; to find the relevant positions.

(a) We replace the hashes in the DIP with tabulation hashes [PT12] where instead of H(w, %), the relevant
positions are H(w) + H'(4) for 1 <4 < Vol for hash functions H, H'.

(b) We show for certain PIRs, including FrodoPIR |[DPC23] and DEPIR |[LMW23|, from the value
Query(z) the server can shift the position by a public value y to yield Query(x + y). This allows
the server to obliviously shift Query(H (w)) into Query(H(w) + H'()). This allows the server to
simultaneously craft a response for all (w,:) from just Query(H (w)). There are negative results on
the collision probability of tabulation hashing in comparison to random hashing [Thol7]|. However,
in our testing, this change does not harm the quality of packing or the number of documents that
cannot be packed. (Many packing based techniques have a small stash, in our experiments the stash
size never exceeds 1000.)

(¢) Sharding solves the computation problem; tabulation hashing solves the bandwidth problem.

i. The techniques in isolation don’t bring much improvement. Using just sharding, the query time
is 8s and using just tabulation hashing, time is 26s.

ii. Together the techniques reduce query time from 32s to 1.2s.



A. For 32 shards sharding reduces the computation time from 20 to .6s,

B. At one shard tabulation hashing reduces BW from 93MB to 19. At 32 shards it reduces BW
from 94MB to 1.6MB causing an overall network delay of .6s.

(d) We additionally show for FrodoPIR, owners can use reuse some lattice objects and Translate to allow
clients to issue a single query that works for all Ow.

In our final system, search takes 1.2 seconds, only twice that of MUSSE which has extensive leakage of 1)
access pattern [CGPR15], 2) query equality pattern, 2) sharing pattern which is leakage related to when
a keyword was shared with a client.

As a secondary approach, if one desires a single round solution, in Appendix [A] we show how to use
MUSSE in a mode that is response-revealing and considers adversarial owners to protect VolMap which using
KPIR to protect ValMap. Of course, such a combination does leak information on ValMap to the server and
through adversarial clients.

1.1.1 Further Design Details

DIP A DIP translates the Map into a sequence of locations and a stash with the guarantee that with
overwhelming probability each item can “fit.” The DIP produces a key, Kpip, used to map keywords w’s into
a set of locations in the array. The DIP can be viewed as a Cuckoo hash where Kpp is two independently
sampled hashes where the packing succeeds with overwhelming probabilityﬂ Dummy ciphertexts are added
in locations that are not used. The entire stash is accessed with every query (it can be saved by a client after
the first query). In our setting Kpjp is publicly released and parts of the encrypted array can be decrypted
by adversarial clients. However, the w to Id mapping is through a (O)PRF that is managed by the data
owner, meaning a public Kpjp does not impact security.

PIR  Our work builds on unkeyed PIRE| The DIP creates a Translate function mapping keywords to indices.
Our implementation uses FrodoPIR [DPC23], a linear scan PIR based on lattices. For the Enron Corpus,
when a keyword is associated with 100 documents, our query processing time is 0.600 seconds with 32 shards,
requiring 94MB of bandwidth while tabulation hashing reduces this bandwidth to 1.6MB. Unfortunately,
current batch PIR [BIMOOb, IKOS04,/ACLS18] and doubly efficient unkeyed [OPPW24] are slower than
FrodoPIR except for keywords with many associated documents (thousands see Section .

Summary and Future Work Our security is qualitatively stronger than prior work, the only leakage
of our system is the (padded) volume of search term and the number of shared w’s with each client. See
Table [2| for a comparison of security. Many previous techniques for hiding volume apply in our setting as
well [DPPS20L|GKL ™20, MVA™23|.

Our use of PIR does mean higher Search overhead than prior work, see Table [ Our optimizations
bring performance inline with prior work. We present a proof of concept implementation (Section [5)) with
implementation on random data and the Enron Corpus with sizes of multimaps up to [MM| = 2245, Storage
overhead is roughly 6.6 over the unprotected MM. We encourage development of a variety of access control
mechanisms. We briefly discuss two further candidates:

1. BlindSeer [FVK™15] evaluates a policy, query pair using garbled circuits between the owner and client.

2. One can use Labeled Private Set Intersection (LPSI) [CHLR18,CLR17, KKRT16,PSWW18 UCK™21]
where Ow prepares a set of (w, K,,)’s where K, is a decryption key for documents associated with w, and
C holds wg. Then for any w where w = wy, C receives K,, which allows them to decrypt the documents
corresponding to w. LPSI is equivalent to batch keyword PIR |[CHLR18], so this would correspond
to a PIR interaction between the client and owner, albeit on an array whose size is proportional the
number of keywords the owner is willing to grant to the client, which is of size at most |[VolMap|. This
approach also works for sending the identifiers to client.

3In our and previous definitions of multi-key searchable encryption, the multimaps are specified before hash functions are
sampled so the two objects are independent. In an adaptive definition where the MM depends on the hash functions, one needs
a stronger primitive, see discussion in Yeo [Yeo23|.

4The terminology unkeyed is only used in DE-PIR where there is a preprocessing step to allow for sublinear scans.



Storage Computation Communication

Scheme Client Server Search AcCtrl Search AcCtrl Rounds
" [PPY1S§] [Docs]| MM | [Docs, | 1 [Docs.| 1 1
[HSWW18| 1 S e |Docs®| 1 |Docsy | 1 1
[WP21] - NFNU 1 S e |Docsy | 1 |Docsy | 1 | |Docsy]
|[WP21] - FU K S |Docs | 1 |Docsy | 1 1
__[wP21] - FNU 1 S e |Docsy | 4 log? k| |log? k| |Docsy | + log? | log? K log K
MARS w/ DEPIR 1| () tFe® |Docs,, | [1p|°TD) 1 RS 1 2
MARS w/ FrodoPIR 1 MM |Docs,, | [MM] 1 M 1 2

Table 1: Efficiency comparison with prior works. MMC is the size of the database shared with C. |Docs,| is
the number of documents that are associated with keyword w. k := |[VolMap| represents the total number
of distinct keywords. All notation is O and dependent on security parameter A but this is omitted, except
for roundtrips, if this is a constant the constant is listed. We defer comparison of security to Table [2 We
slightly MUSSE to share keywords instead of documents, so our asymptotics do not exactly match theirs.

ValMap 0w 4 Leakage Owner 4 Leakage VolMap Replication Additional Leakage
ValMap BKAC:; ValMap
MUSSE [WP21] 4 ASC}f:::Z P:tttts:rr:’ Share requests MUSSE & VolMap VolMap Access Pattern, Most Recent Share
p KPIR ValMap
KPIR v Query Volume Policy Depd. KPIR None

Table 2: Comparison of candidate instantiations. Ow 4 indicates if the scheme considers adversarial owners.
Client 4 & Owner 4 leakages are only on interactions involving these adversarial parties. All schemes leak
|[MM| = |ValMap|, x := [VolMap|, and for a query w, the size of |Docsy|.

Organization The rest of this work is organized as follows, Section [2] covers preliminaries including sev-
eral new definitions, Section [3| presents our system, Section |4| presents our access control mechanisms, and
Section [p| presents our implementation and experimental results. Code is available at our GitHub reposi-
tory [FPR™25] for both tabulation and random hashing.

2 Preliminaries

We consider protocols involving up to three parties: a data owner Ow, server S, and a client C. At most two
parties are involved in each protocol and they are listed in the above order. As an example of notation, for
an interactive protocol Prot between two parties A and B, we use notation

OA Z.A
+ Prot™B )
oB B

with ia,0a, g, 0 denoting A and B’s inputs and outputs respectively. Throughout, we consider m clients
and n owners but only a single client or owner participates in any protocol. The numbers n, m are not input
to any protocol initialization. If a party does not participate in a protocol, they are elided. For variables,
parties are listed in superscript while other indexing (such as sequence) is done in subscript.

A map Map is an association between keywords w and a document Doc,. A multimap MM associates
keywords w and Docs,,, the set of documents associated with each keyword. We assume that each keyword
is over a universe YW and that each document is of the same length 7. Of course, documents can be split
and padded into chunks of size 7. The total size of MM is £ -7 := ., [Docs,| where £ is the number
of (w,Doc) pairs. In the above syntax, documents are counted once for each of their associated keywords.
Looking ahead we assume each Doc is an integer identifier, see Section [p| for discussion on storing the entire
document inside MM. This is common in searchable encryption, however one needs to consider how to look
up the documents from an array in a secure way [GPPW24].

For a multimap and some arbitrary binary operator <, Arryy outputs the pairs (w, Doc) and is indexed
starting from position 1 where Doc € Docs,,, and w € MM. The pairs (wq, Docy), (w2, Docy) are ordered by
keyword using <. In the case of pairs (w, Docy), (w, Docy), they are ordered by comparing Doc;, Docy using
<. We assume that the list MMw] is returned in the same order as in Arryy (using the comparator <). For a



Notation | Meaning
Map | Map
MM | Multimap
Arr | Array representation of Map or MM
1 | Length of each document
£ | Number of keyword-document pairs
% | Number of keywords in MM
w | Keyword
Docs,, | All documents associated with keyword w
Shr | Keywords that are requested to be shared
Plcy | Policy
¢ | Number of queries/policy changes, superscripted by parties
m | Number of clients
n | Number of owners
KOwn | Owner’s key
K | Key, superscripted by parties, subscripted by map, vector, or the scheme being encrypted.
p | Size of each array element stored in PIR
g | PIR query
ans | Server’s response to PIR query
| Number of buckets required by the DIP
s | Number of possible positions for each w in DIP
Pos | Bucket indices from DIP
o | Size of the Stash in DIP

Table 3: Summary of Notation

vector @ of length ¢ and permutation = : [1,4] — [1,£] we use 7(@) to be a new array in the order specified
by 7. We use similar notation for a Map.

All Arr elements consist of two parts, the first part is a w and the second part is a Doc or a ciphertext,
c. We use notation Arr[i][w] and Arr[é][Doc] or Arr[i][c] respectively for the two parts.

Simulators are assumed to be stateful, keeping inputs from their previous invocations.

Notation is summarized in Table

2.1 Searchable Encryption Definitions

We first define a multi-key searchable encryption where sharing is done before search.

Definition 1. (Multi-Key Searchable Encryption) A tuple (KeyGen®™, Setup, Search, Share) of PPT algo-
rithms is a Multi-Key Searchable Encryption Scheme (MKSE) if the following holds:

o KOwn™ « KeyGen®(1*): Takes as input the security parameter 1* and returns a data key KOwn®,

. + Setup”™*®
EMM

updated to include the necessary state.

KOwn® KOwn®, MM )
: Create an encrypted structure stored on the server. KOwn is

¢ < Share”™° c
K K*~,Shr
function of Shr and has any information needed about the encrypted multimap to make policy decisions.
The value of K° is updated. On first call, K¢ =_1.

1 KOwn®, Plcy _ )
° : C requests a list of keywords Shr. We assume that Plcy is a

C
’

il e [ EMM .
. + Search™ : C searches for keyword w and receives a response, Res.
Res K~ w



Correctness Let A be a parameter. Consider the correctness experiment shown in Figure[ll The MKSE :
MKSE(X) is correct if for all PPT adversaries A and all ¢ :== q(A\) = poly(\), it is true that

Pr[EXpCorrect,A,MKSE(1A7 q)} >1- ngl(A)

Security Let \ be a security parameter. Consider the security experiment shown in Figure[d The MKSE :

MKSE(\) is secure if for all PPT adversaries A there exists a PPT Sim such that for all ¢ :== q(\) = poly(A)

1t is true that

Pr[EXpSec,A,MKSE(]-)\a q) = 1}

< ngl(A).
_Pr[Epr,Sim,MKSE(l)\aQ) = 1]

A .
EXPCorrect,.A,MKSE(1 ’ q) .

A sends to C:

. A set of client identities Clients = {C7}7, and data owners identities Owners = {Ow’}}-;.

. For each (0w, C), ¢°¢ where "¢ < g¢.

Ow,
)

Ow,C

Ow,C
i .

1

2

3. For each (0w, C) and step 1 < i < ¢™°€, queries w ¢ policies Plcy, ", and share requests Shr;
4

. For each Ow € Owners, MM%¥.
C performs:

1. For each Ow, generates

KOwn® < KeyGeng, (1),
KOwn® KOwn®, MMO¥
< 0 > +— Setup™* ( i .
EMM™ 1

2. For each pair (0w, C), 1 <14 < ¢"€ run
1 KOwn®, P1cy™©
. | < Share®™°¢ yéw c
K K€, Shr;"

i sc EMM%¥
owc | < Search® ¢ ouc
Res,™ K> w, ™

where K¢ is initialized to L.

Output 1 if for all (0w, C), 1 < i < g€

Ow,C

Ow,C
w, ' & Shr
DOCSDW,C[WQW,C] E'] <i 7 J
ow,C i > 0w,C 0w,Cy _ 47
Res,™" = /\Plcyjw (Shrjw y=1
1 otherwise.

Figure 1: Correctness Experiment for MKSE. We let ¢ represent the maximum number of queries and share

requests both of which can be empty for some slot i,1 < i < gq.

Discussion The definition differs from previous definitions. Unlike Hamlin et al. [HSWWI18|, we use
simulation security. Unlike Wang and Papadopoulos [WP21] and Chamani et al. [CWP™21|, we consider



EXpSec,A,MKSE(l)\v q):
A sends to C:

1. A set of clients Clients = {C’}}_, and owners Owners = {0w'};%,,

2. A subset of corrupted parties Owners 4 C Owners and Clients 4 C Clients along with keys KOwn for each
Ow € Ownersu.

3. For each (0w, C), ¢°"° where ¢"° < q.
4. For each Ow € Owners, MM™.

C performs:

1. For Ow ¢ Owners .4, KOwn® <« KeyGen®™(1%),

KOwn ons [ KOwn™ MM*
o | € Setup™ .
EMM L

Send the view of parties in Owners4 U Clients4 and S to A.

3. For 1 < i < ¢ for each pair (0w, C) if i < ¢"°, A sends w2*¢, P1cy?™°, and Shrl"°.

i

€ KOwn®, P1cy?™°
. | < Share™¢ . y; .
K K", shr,"

i
1 se EMM”
o | € Search™ ¢ owc
Res;™ K w;”

In the above, the first K¢ =1., Send the view of parties in Owners4 U Clients4 and S to A.
A outputs a bit b.

2. For each Ow, run

A
EXPA,Sim,MKSE(l ,q):

1. A sends to C all items as in Steps [I| to [] of Expge. 4 mkse-

2. Viewo < Sim(£%*“P(Owners, Clients, Ow4, C.4, KOwn, Mi)) where
KOwn = { (0w, KOWN) }oucoumers 4 , MM = { (0w, MM*")}

3. For 1 < i < g for each pair (0w,C) if i < ¢®¢, A sends w)™°, P1cy>™°, and Shr’*°.

View; « Sim(L£6™™(P1cy, Shr), £ (w))
where Plcy = (0w, C,P1cys™C, ..., P1cy™ %), W = (0w, C,wi™°, ..., w?"°), Shr = (0w, C, ShrJ", ..., shr’*°). Send

the View; to A
4. Output A’s output.

Figure 2: Security Game for MKSE.




a static dataset. This limitation is due to our use of PIR. While there are developments in incremental
PIR |[MZRA22| current solutions use multiple servers. Even with an updateable PIR, a solution is not
obvious; keeping a DIP consistent requires managing evictions in a low-leakage way. We also consider
arbitrary corruption of parties including owners, clients, and the server.

2.2 Technical Tools

Definition 2 (Data-Independent Packing |[BBEF21)). Let Map : W — {0,1}7. A DIP scheme consists of
three algorithms (Size, Build, Lookup) as follows,

o (u,0,K) < Size(f). Takes the number of values in the Map and returns the number of buckets u, size
of the stash o, and the key K to evaluate the possible location of keywords.

e (Buckets, Stash) < Build(Map, K'). Takes a map Map of size £ as input and outputs the pair (Buckets, Stash),
where Buckets = (Buckets[1], ..., Buckets[u]) and each Buckets[i] is a set of at most p/n map values.

o Posgckets < Lookup(u, K,w). Takes the total number of buckets u, the DIP key K, a keyword w, and
returns a set of bucket indices Posgyckets € [1, pt]-

Correctness A DIP is correct if for all Map of size £, it holds that:

Pr VYw € Map : Map[w| C | Stash U U Buckets][j] =1.
(1,0, K)«=Size(|Map|) 4
j€Lookup(p, K,w)
Notation We abuse the notation using Buckets[w] to denote all buckets that contain a map value that was
associated with w. We will execute a DIP with keywords of the form (w,i) for an integer . When we do
this, we use

Buckets|w] := U;Buckets|(w, 7)],
Lookup (1, K, w, Vol) := U} Lookup(, K, (w, 7))

as additional notations. For a DIP we use 7pp to denote the implied permutation between ArrMapH(L7L
Jwrto=t and Buckets||Stash. This permutation is a function of the randomness of Build, K and Map. For
a Map that is transformed using a PRF before building the DIP, we use Buckets[F'(-,w)] to indicate the
locations of w in the DIP, in this notation the relevant key for the PRF will be clear from context.

When we define a multimap MM, all documents have size . When creating ValMap, this would yield
a map of size £)  |MM[w]|n . The buckets can fit p/n values, so one obtains a map of size approximately

0y [MW Notationally, we ignore the task of packing p/n together, but this is handled by our imple-
mentation.

Intuition For Construction Previous DIPs are based on ideas from Cuckoo hashing [Yeo23]. The Size
algorithm chooses two hash functions and a number of buckets. Based on these hash functions, each keyword
can go in one of the two buckets or the stash. Build is responsible for organizing the actual location of the
items to fit between the possible buckets and the stash. TethysDIP [BBF*21] showed that the minimum
size of the stash was equal to the max-flow of a graph with edges being keywords and nodes being the set
of possible buckets. We slightly abuse their construction which was proved optimal when p = 204 (1), we
consider g < 2¢ in our analysis, see Section

Definition 3. (PIR with preprocessing [CHRI17,[LMW235,(CD24)]) Let p be some positive integer and define
¥ ={0,1}*. A PIR (with preprocessing) is a tuple of PPT algorithms (Setup, Query, Resp, Rec) acting on a
size-u database with the following syntax:

e DB+ Setup(DB). Takes a database DB over {0,1}**? for alphabet {0, 1} and samples a preprocessed
database DB to be handed to the server.



e (g,st) «+ Query(i). Takes as input an address i € {1,---,u}, and returns a query q and a local state
st.

® ans Resp(D~B, q). Returns the server’s response ans given the processed database DB and query q.

e DB; <+ Rec(st, q,ans). Returns the decoded value.

Correctness Fiz some DB € . We say that the PIR is correct if for all i € 1, u),

DB « Setup(DB)
(g, st) < Query(i)
ans < Resp(DNB, q)
DB, « Rec(st, g, ans)

Pr | DB, = DBJ[i] > 1 — negl(\).

Security For a PPT algorithm A, define Expg,. 4 pir(1%,q) as:
EXpSec,A,PIR(l/\v q)

b 0,1}
. pppg < PIR.Setup(1¥)
(i(l)ﬂ . i0)7 (2%, . il) — A(pPDvaB)

sl sl

™ L v~

. Fori1=1toq:
(a) Define t, =i + b= (i} —i?).
(b) Define (q,, st) + Query(pppg,t.)

. b/ — ‘A(pPDB7 DB? a)
Output b == 0.

SR

We say that PIR is secure if for all PPT A and all ¢ = poly(\),

|Pr[EXPSec,A,PIR(1>\7 q)] — 1/2] < negl(}).

Since there are no state updates, single query correctness implies multi query correctness for a polynomial
number of queries.

Shift Friendly We additionally say that a PIR is shift friendly if there is an additional pair of algorithms
Shift, Recs such that Vi,j € [1, ], define k:=i+j mod p,
DB « Setup(DB)
(g, st) < Query(i)
Pr | DB = DBIk]|(¢', st) « Shift(j, q) > 1 — negl(\).
ans < Resp(DB, q)
DB’ + Recs(st, q, j, ans)

As we discuss in Section circular right shift exists for both DEPIR and FrodoPIR. We use this property
to condense our MKSE into a single round in Section [3]
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2.3 Access Control

We now introduce our last technical tool that we call an access control mechanism. Roughly, an access
control mechanism is an encryption of an array (corresponding to a Map) that does not reveal anything
about the contents of the map beyond what is revealed by decryptions available to the adversary. This is
true even with the adversary chooses the order of the ciphertexts by choosing a permutation to be applied
to the plaintexts. The object can be viewed as a version of real-or-random security for encryption where
there are multiple keys.

Definition 4. Let AcCtrl = (Setup, Grant, Decrypt) where Setup is a randomized function, Grant is a protocol
(between 0w and C), and Decrypt is a deterministic function. Let n,¢ be integers and W, K be finite sets
representing the domain of keywords and keys respectively. Let

(CArrEDocs, KOWN) <— Setup®™ (Arryap)

be a function that takes as input an array, of size £, corresponding to a map Map. The return value is
CArrgpocs, which is Arryap except that each Doc is replaced with a ciphertext. We use CArrgpocs[w] to mean
the array position of keyword w. CArr'E'BO‘AC’S is CArrepocs with all keywords removed. We similarly define

CArrgBO‘“C’S [w] note that this is not necessarily efficiently computable from the array itself. KOwn is a key.

The protocol
L KOwn, P1
< - > + Grant™?° ( o CX)
Ky w

retrieves the keys corresponding to w as long as the policy is satisfied. Then Doc = Decryptc(é, KW) where

C is some arbitrary subset of CA”'EIBOVZS- A AcCtrl is a good access control mechanism for leakage functions

(LSetup porant plranty yf for security parameter A and all PPT A for experiments defined as in Figure @ it s
true that

1. Correctness Define

A
EXpCorrect,_A,AcCtrl (]‘ ) q)

A sends an array Arrusp, Plcyy,...,Plcy,, and queries wi, ..., Wq.

C performs:

(a) (CArrepocs, KOwn) <— Setup(Arryap).
(b) Fori=1 to q,

i. Define ¢ = CArrp3 [w].

1. Define

i KOwn, Plcy,
( . ) + Grant®™*¢ < wn Cy")
Ki,w W;

—

Dc?csi = DecryptC(c";7 Kiw).

(c) Output Vi, s.t.Plcy,;(w;) = 1, Docs; D Arrlw;].

Then it is true that for all PPT A there exists some negligible function ngl such that PT[EXPCOrrect,A,Accm(1)\7 q) =
1] > 1 —ngl(N).

2. Security For every PPT A, there exists some PPT Sim such that

Pr [EXPsec,A,Accm (1A7 q, 5)]

< ngl(\).
- Pr[EXpSeC,A,Sim,AcCtrI(1)\’ q, Ea EUW, EC) = 1}

11



EXPsec, 4 acctr (1/\: q,£)

A sends to C: ShrSetup = Arr, 7, 1ou, 4, 1c,4 where Arr of size £, a permutation 7 : [1,£] — [1,], and two
bits 10w7A7 1(:”,4.

1. m specifies the output positions of documents.

2. The bits 1w, 4, lc, 4 specifying adversarial behavior, constrained that lgy, 4 + 1c,4 < 1. If not, output
0.

C performs:
1. (CArrepocs, KOwn) «— Setupo"(ArrMap). Send ﬂ(CArrEBO"ZS) to A and view of Ow if 1oy 4.
2. Fort=1 to g,

(a) A sends Plcy, : W — {0,1}, Pos; C [1, ] the set of positions to be revealed and ws;.

(b) Execute
1 KOwn, Plcy,
- | «+ Grant™® N y
Docs; 7(CArERocs) [wi], w;

(c) Provide view of adversarial party to A.

A outputs a bit b.
EXpSecﬁA,Sim,AcCtrI (1A7 q, é: EOW: ‘CC)

A sends ShrSetup to C as in ExpSec,A,Accm(l)‘,q,Z). Output 0 if 1o, 4 + lc,.a = 2.
If low,4 = 1, Viewo < Sim(ShrSetup) else Viewy < Sim(L%*"P(ShrSetup)).

For i =1 to ¢q perform

A sends ShrGrant; = (w;, Pos;, Plcy;) to C.

If lc.a: View; < Sim(w;, Pos;, L& (ShrSetup, ShrGrant)).

Else if 1oy 4, View; < Sim(Plcyi,[:gf"t(ShrSetup,ShrGranti)).

Else View; < Sim(1%).

Send View; to A.

A outputs a bit b.

ANl

Figure 3: Security Experiments for AcCtrl.

3 Overall MKSE Design

We provide an overview of how MKSE schemes are usually constructed (including in MARS). For input MM,
one creates two maps that we call VolMap and ValMap.

Construction 1 (MKSE from VolMap and ValMap). Let MKSEyoiuap and MKSEyaivap be MKSE schemes for
maps with leakage functions Lyoimap and Lyaimap. Then define MKSEwy for MM as in Figure .

Theorem 1. The construction of MKSEyy from Construction (1] is a good MKSE with leakage functions
Ly = Lyormap U Lyaivap UweQuery [MM[W]|. In the above, for each Share, Search invocation, there are Vol = [MM[w]|
calls to the relevant algorithm for ValMap, this reveals Vol in addition to leakage from ValMap.

We do not prove Theorem [1} the proof is straightforward.

On use of Owner sending | In Figure [4] in Share the client sends requests to the Shareyaiyap protocol
until they are told to stop. In our main construction, the Ow learns w so it can compute the relevant pairs
(w, i) from a single request. This protocol supports single round Share without requiring a stop message
from Ow.

Next we provide alternatives for an MKSE encryption of a Map. We then discuss our preferred combination
of these techniques in Construction [I] for VolMap and ValMap to yield an MKSE of an MM.

12



KOwn™ s KOwn"™ MM
+ Setup™
EMM L

Ow does:

1. Parse KOwn™ as KOWn\C}Z’lMaP, KOWn‘U,ﬁlMaP.
2. Define Mapy,1yaps MaPya1yap @S €MpPty maps.
3. For each w € MM,
(a) Define Arr[w] and Mapy,yy,,[w] = [MM[w]|.
(b) For i =1 to |Arrlw]|, set Mapy,y,,[(w, )] = Arr|w]]i]

Ow Ow
<KOWnV01Map> - Setupo"”s (KOwn ’MapVolMap>

EMapVolMap J—
Ow Ow

KOWNva1yep + Setup®™*® KOwn™, Mapy,y,,,

EMa‘pValMap €L

1 EMM
<+ Search®¢ c
Res K,w

c C C
1. Parse K~ as Kyoiuap, Kvaiwap-

2. Parse EMM as EMapyq;y,y,, EMapy, -

L1 EMapy,,.
3. Perform + Search® ¢ . VolMap
Vol KVolMap7 w

L1 EMapy, 1
V1 <4 <Vol, « Search®® . Valm 'p
RGSi KValMap7 (W7 'L)

4. Output Res = Resy, ..., Resyo .

1 KOwn®™, Plc
¢ | < Share®™*¢ c y
K K”,w

c c C
1. Parse K~ as Kyoiwaps Kvaivap-

2. Parse EMM as EMapy;y,y,, EMaPy, -

3. Parse KOwn® as KOWngiyyap, KOWNJE1y,p-

€ KOWNYY yan, P1c
4. c < Share™*° g mcp y
KVolMap KVolMap7 w

5. Until Ow sends L starting at ¢ =1

L KOWN Y1y, P1c
(a) c < Share™° Cv e y
KVolMap KValMapv (W7 Z)

(b) Seti=i+1

Figure 4: MKSE for MM from MKSE for Map.

3.1 KPIR: Low-Leakage MKSE for Map

In this subsection, we show how to achieve a low-leakage, MKSE for a Map from a:
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KOown™ s KOwn®™ =1, Map
+ Setup™
EMap L

Ow does:

—_

Sample KOWHPRF’D”: — {07 1}>‘.

For each w define Mappge [F'(KOwnpgr,pip, w)] = Map[w]
Run (1epocs, OEDocs; KDIP,EDocs) <— DIP.Size(|Mappge|)-
Define Arr = ArrMapPRF'

Append (HEDocs PHIEDocs =) ¢ Apr.

(CArrepocs, KOwnaccurt) < AcCtrl.Setup®™ (Arr).

Define CArrf3 Y. to be CArrepocs with keywords removed.
Set KOwn® = KOWnACcmHKOWnpRF’Dm.

(Buckets, Stash) <— DIP.Build(Mappgg, Kpip,EDocs )-

Let mpip the implied permutation from Buckets and define CBuck := mpip (CArrepocs)-
11. Send (CBUCk, Stash, {tEpocs; OEDocs, KDIP,EDocs) to S.

© %N oW

,_.
e

S receives (CBuck, Stash, pepocs; CEDocs; KDIP,EDocs) and:
1. Runs EMapgp, .. < PIR.Setup(CBuck).

2. EMap := EMapEDoc57 StaShEDoc57 HEDocs; OEDocs KDIP,EDocs~

Figure 5: KPIR Setup construction.

1. DIP organizes the Map into a fixed size array with a public Translate function combined with a private
PRF,

2. PIR allows private search, and
3. AcCtrl shares the relevant keys (and allows decryption).
We defer introducing constructions of access control mechanism until Section
Construction 2 (MKSE from DEPIR and AcCtrl). Let Map be a map of size £ and let:
1. F be a pseudorandom function from {0,1}* x W to {0,1}*,

2. DIP be a Data Independent Packing on maps Map : {0,1}* — {0,1}" that outputs buckets each of size
p;

3. PIR over ¥ = {0,1}” be a PIR scheme, and
4. AcCtrl = (Setupacces Grantaccin) be an access control mechanism.

Define KeyGen®™ =1 . Setup is defined in Figure IZi] and Search is defined in Figure @

* + Share®™° KOwnaccir, Plcy
Res CRes, w

L KOwnaccir, P1c
1. Run + AcCtrl.Grant®™° AcCrrl y
Res CRes,w

2. C sends w and Ow responds with F(KOwnpgre pip, W).

3. C stores LocMap[w] = F(KOwnpgg, pip, W)

14



1 EMap
+ Search®¢ ,
CRes K% w

C does:

1. POSBuckets = D|P.LOOkup(/J,ED°CS, KDIP,EDoc57 LocMap[w]).
2. For each i € Pospyckets, run:

(a) q;,sti = PIRepocs-Query(7).

(b) Send g, to S.

S for each q;, send ans = PIRgpocs.Resp(EMMepocs, ) to C. Also send Stashgpocs to C.
C does

1. CRes = CRes||PIRgpocs.Rec(st, ans) for each ans.
2. For Doc € Stashgpocs, CRes = CRes||Doc.

Figure 6: KPIR Search protocol.

Setup. As shown in Figure EI, first the owner samples a PRF key and applies a PRF evaluation to all the
existing keywords in the input Map. As described in the Introduction, this lets the owner to define a new
map called Mpgg that is indexed by PRF evaluation of keywords, instead of keywords themselves. The owner
passes the size of this map to the DIP.Size() to receive the buckets’ sizes and the key to the DIP. In line 4,
the owner initializes a new array Arr, to store the elements of Mpgrg. In the next step, the owner calls the
preferred sharing mechanism’s Setup over this array to receive an encrypted array Arrgpocs along with the
sharing key. The sharing mechanism is explained in Section [d] In line 9, the owner performs the packing
by calling DIP.Build(Mappge); after that in line 10, the owner uses the permutation implied by applying the
DIP to permute the output ciphertexts from sharing mechanism and passes them to the Server. The Server
S, runs PIR.Setup() over the received array and stores the output along with the Stash.

Search. As shown in Figure [0 for any queried keyword w, the Client C first needs to retrieve the PRF
evaluation of w to learn the keyword to input to the DIP.Lookup. Then for each position from the DIP,
the client prepares a PIR query and sends it to the server. As the server replies with an answer, the client
reconstructs the result.

Notes In the above protocol, C reveals w to learn the positions to search. We present the construction this
was as our default AcCtrl reveals w to malicious Ow. As we discuss in Section [4.1.1fone can modify AcCtrl to
use an OPRF to not reveal w of course, one can use a OPRF to communicate outputs of F'(KOwnpge pip, ).
Since all parties are semi-honest one does not need to enforce consistency between the two OPRF inputs.
Both of these approaches can be done with Share having the same number of rounds as Grant.

Theorem 2. Let all algorithms be defined as in C’onstruction@ where AcCtrl has leakage (LHSEH, LH°CH).
Then, Construction@ is a secure MKSE scheme (Deﬁm'tion with the leakage profile shown in Figure @

Proof of Theorem[3 We separately consider correctness and security according to Definition [T}
Correctness. Correctness is not guaranteed if there exist two wy, wy € Map such that F/(KOwnpgr pip, w1) =

F(KOwnpgg pip, wz) by security of the PRF, this occurs with negligible probability. Conditioned on this not

occuring, correctness follows from the overwhelming correctness of AcCtrl, DIP, and PIR in sequence (Defi-

nitions and .

15



LoetP (Qw, Ce, {KOwni Youi COuer Map) :

. The number of clients, n, owners m.
. For each 0w, % the number of keywords in the database.
. The identities and keys (KOwn; and Kj) for all users in Ow.4,C4.

1

2

3

4. Receive V0w, C, ¢°¢ (The number of queries).

5. If Ow € Ow, VC, receive Plcy " and receive Map®.
6

Setup
. Reveal Lipry -

Ligare? (Map™)

1. Run (u%, 0%, KZip) « DIP(|Map®™|).
2. Run (Buckets™, Stash®™) < Build(Map®).
3. Define Arrpjp = Buckets”™||Stash® and 73jp as the implied permutation between Arfyap00 and Arrpip.

4. Reveal K55, Affyapou, T
5. Reveal £ASCSetP (ShrSetup)

Search 0w,C 0w,C 0w,C\ .
Lgpte (Pley ™", w™™®, Shr™%):

1. Define Pos®™° = Arrygapow [w?€]. Note this includes all possible buckets and the entire stash for every W?“’C.

2. If Ow € Ow4 and C € C4 reveal (P1lcy®C, w? ¢ Shr® € Pos’™:°)
3. If Ow € Owa and C € C4, reveal Pos®™C, and £5°" %" (P1cy®¢ woC Pos®C Shr®:°).
4

. If Ow € Ow4 and C & C4 reveal P1cy®™C and £55°" (P1cy®™ ¢, wo ¢ Pos®™ ¢ 7%, Shr?™) U w°.

Figure 7: Leakage profiles

Security. Fix some adversary Amkse. Our goal is to build a simulator Simpkse such that for all ¢,t =
poly(A): R
Pr[Expsec, Ayyee, Mise(17 0, 1) = 1]
A
— Pr[EXp 4, ee Simpxse MksE (175 @5 1) = 1]
We consider mn intermediate experiments where the interactions between the experiment and the adver-

sary up to the ¢th Ow and jth C are replaced by a simulated view. Notationally, we use Expizl],;AKSE,SimMKSE,MKSE(l)\’ q,t) =
1. For the above value to non-negligible it must be the case that either j < m

< ngl()).

» \
Pr[Exp-ZAJMKSE’SimMKSEvMKSE(1 1 4s t)] 1

.7 +1 )\ 9
B Pr[Exp-ZA]MKSE’SimMKSEvMKSE(1 145 t) = 1] p(/\)
for some polynomial function p(\) or j = m and

L, A
Pr[EXp;‘ZILKSEysimMKSEvMKSE(1 145 t)] 1

i+1.1 :
B Pr[EXpAMKSE7SimMKSE7MKSE(1)\7 4 t) = 1] p()\)

Fix one such value of 7, j. Consider the relevant owner and client interaction that the simulator is attempting
to simulate denoted as Ow* and C*. For the case when 0w’ = 0 and C% = 0, the joint view of AcCtrl operations
is simulatable as per Figure[3|by Simacctr, the overall simulator for MKSE runs PIR.Setup on the first bucket’s
portion of Simaccy’s output and then runs PIR.Query on random values. Thus, the above value being non-
negligible contradicts either AcCtrl security or PIR security.

Both parties adversarial We also note in the case when both the owner and client are adversarial, the
leakage function in Figure [7] includes the multimap, all queries, and all policies as input. The simulator,
honestly prepares all of the protocol transcripts in this case, providing the relevant information in addition
to the real view. This case cannot be non-negligible as the distance is 0.
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Adversarial Client Only We proceed in this case by showing that an Apmkse for some adversarial client
implies an Aaccyr. We then also show that the Simaccin (for this Aacced) is a good simulator for the MKSE
experiment as well. Consider the following construction of Aacciy for some fixed 0w* ¢ Ow 4 and C* € C4.
Initialize Amkse, receive Map.

Sample KOwnpgr pip.

For each w € Map, run w = F(KOwnpgrg pip, w).

Define Map’|w] = Map[w] for all w € Map.

Run p, 0, K < Size(|Map’|),

(Buckets, Stash) «+ Build(Map’, K).

Define 7pjp as the implicit permutation defined by Build.

®© N o WD

For all other pairs of parties where either the index of client or owner is less that C*, 0w*, Aacct uses the
simulator to prepare the view acting as the challenger in the MKSE experiment. For other interactions,
the view is honestly prepared.

9. Send Map’ to experiment. Upon receiving Docsgyt from challenger. Let Docsgyt Buckets denote the portion
corresponding to positions in Buckets. Define Docsgy stash analogously.

10. Run PIR.Setup on Docsgyt Buckets; forward response to Aaccir along with Docsgyt, Stash-
11. For each received w define Pos[w] = DIP.Lookup(w).
12. For 1 < i < ¢% ¢ receive w;, Plcy,, Shr; forward Plcy,, Pos|w;], Shr; to experiment.

13. For queries w?“’c, honestly execute PIR.Query on the relevant queries, provide the client view of
PIR.Query.

14. Provide the client view of Grant operations to Amkse.

By the security of AcCtrl, this Aacciy is simulatable by a simulator Simaccyy with the provided leakage.
Furthermore, Simaccy represents a valid SimR},”KSE for this particular C € C4. Thus, this term being non-
negligible contradicts the security of access control.

Adversarial Owner Only Our argument that Amkse implies an Aaccin follows from the previous case.
In the case that Ow € Ow 4, let Simykse honestly prepares Map using Setup. Fix some client C. There are two
parts of the view that Sim must prepare in Search:

1. The set of queries to the underlying PIR,
2. The calls to the AcCtrl.Grant.

For the underlying PIR, Sim queries random array positions of size s. We discuss the preparation of
AcCtrl.Grant views after discussing PIR.

Then, define ¢*"** = >0 o, cac, ¢*°°. Then, this joint set of views is indistinguishable from the true
search by defining Apjr that provides two query sets either the set of true keywords (translated into locations
using Kpjp) or random locations. By Definition [3| for all adversaries Apjgr output 1 with negligibly different
probability for ¢ = s-¢**. The calls to AcCtrl.Grant are simulated for each C & C4 by calling Sim”"““*"". Since
this Sim*““*™ also represents a good simulator for this hybrid, this term being non-negigible contradicts the
security of access control. O

3.2 Preferred Instantiation of MKSE

In the last two subsections, we formally introduced KPIR as our protected map. Our preferred instantiation
of MKSE for a MM is to:

1. Use KPIR to protect VolMap.

2. Use KPIR to protect ValMap but use tabulation hashing so the C only sends 2 PIR queries to ValMap
and only the response depends on the number of matches.
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3. Lastly, we use AcCtrl mechanisms presented in Section [4] to instantiate KPIR.Share.

For w and Vol, the MKSE.Search calls KPIR.Search(w, 1), ..., KPIR.Search(w, Vol) (abusing notation and
only showing the client input). The client uses the hashes, Hy, Hy sampled in DIP.Size to find two positions
for each 1 < i < Vol, this set of 2 - Vol positions is

. Hl(F(KOWI‘IpRF’D”), (W, 1))) ceeey Hl(F(KOWI‘IpRF’D”), (W,Vol)))7
PIR Locations = W\

Hy(F(KOwnpgre pip, (W, 1)), ...., Ha(F'(KOwnprgg pip, (W, Vol))

The client inputs these positions into PIR.Query (and requests the entire stash).

Review of Tabulation Hashing For an input (z,zg), tabulation hashing [PT12,Thol7| hashes each
component separately and adds the result: H(xy,xr) = Hp(xr) + Hr(z) where the above addition is
modulo the number of possible positions. Unfortunately, in the worst case tabulation hashing can increase
the stash size in Cuckoo hashing and the resulting DIP |[Thol7]. In Section we find this does not happen
in our experiments, stash size is very small and does not vary from random hashing.

Tabulation Hashing with Shift Friendly PIR Suppose PIR is shift friendly and we replace the set of
PIR positions with the following:

Vol
H; . (F(KO , H ),
PIR Locations — { 1, (F (KOwnpge pip, w)) + H1 g (%) }

Hj 1, (F(KOwnpgrg,pip, W)) + Ho r()

i=1
Since the S learns the Vol as a result of MUSSE.Search, the client can send queries created as:

(ql,L7St) — PlR.Quel’y(,[.’[l’[/(F‘(|’<OWI’1PR|:’D|p7W)))7
(qQ’L,st) <+ PIR.Query(Hs, . (F(KOwnpgr pip, W))).

S then creates
Vol

PIR Locations = {Query, ; < Shift(Query; ;, H; r(i))}._, -

This whole set of created positions along with the Vol is returned to C. In the above, public hash functions
are crucial.
Resulting Leakage The combined system leaks the following:

1. The size of both maps,

2. The volume of each query,

3. To an adversarial owner, the entire Shr vector.

4. To an adversarial client, all portions of the two maps that they have keys to decrypt. However since the
input maps are indexed by a PRF value, the adversary gains no information about possible positions
of unqueried keywords.

Table [2| compares this leakage with prior work.

3.2.1 Index Permutation in DEPIR

Definition 5. Let v = (vo,v1, -+ ,v,_1) € R¥ be a vector over a ring R. The circular right shift (also called
a cyclic right rotation) of v by k positions, denoted by Roty(v), is defined as the vector v’ = (vj, vy, -+, ¢y_y),
where:

’U; = V(j—k) mod > fOT all] € {0717"’ 7w7 1}

When vectors are represented as polynomials in the ring R[z]/(z¥ — 1), this operation corresponds to multi-
plying the polynomial by x=% mod (x¥ — 1). That is, if:
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o(z) = LI v,
then the circular Tight shift of v by k positions yields:
v(z) =27% - v(z) mod (z¥ —1).

In the DEPIR protocol, circular right shift plays a central role in making the protocol shift friendly.
Specifically, during the query generation phase:

1. The client takes the desired query index i € [N] written in base-d representation:

1= (i1, - ,im) for m = loggN

2. Each digit ¢ is now encrypted into individual ciphertexts: {ct1,--- ,ct,, € R}. Foralli = (i1, ,im) €
[N], there is a unique polynomial fpp(Xi,- -, X, ) such that: fpp(i1,- -+ ,im) = DB[i]. The resulting
ciphertexts encode the index i' = Roty(i), that is, the base-d digits of ¢’ are cyclic permutations of
those in 1.

3. The transformation enables the PIR protocol to be evaluated over the shifted ciphertexts. The server
computes:
foB(cth, - ctl) = Enc(DBI),

where fpp is a polynomial that evaluates to DB[i’] at the shifted index 7’

3.2.2 Index Permutation in FrodoPIR

Similar to DEPIR, circular right shift enables query permutation of the client without revealing the target
index in FrodoPIR. Specifically, during the query generation phase:

1. The client selects an index ¢ € [u] that it wishes to query. A query vector f; = (0,---,0, %, 0,---,0)
is formed such that the only non-zero entry is at position i, which is scaled by %, as per the scheme

parameters.

2. To permute the i** position, the client applies a circular right-shift by k positions to the vector f;,
resulting in f' = Roty(f;), such that, the non-zero entry originally at position ¢ now appears at position
(i + k) mod N.

3. The shifted vector f’ is then used in the protocol in place of f;, ensuring that the target index is not
revealed.

3.2.3 Simultaneously querying multiple Ows

Until now, we have focused on clients interacting with a single Ow. We describe a modification of FrodoPIR
to support simultaneous queries to multiple database owners. This enables a single client to query multiple
owners in parallel. Roughly, all owners use the same LWE matrix A and same hashes to create Translate.
The size of the response does depend on the number of owners. Since the S does not know which queries
match, we do not see a way to compress the response.

The server Setup and Preprocessing steps are as per the original protocol. The only exception is that
A€ ZZ’X“ generated by a PRG, is jointly shared by owners. In more detail:

1. For each owner Ow € Owners, an encoded database D% ¢ ZE*? and a vector MY « A.-D% ¢ Z;/’Xp
are created. We use M to refer to the concatenation of such M e ZZX”’XP .

2. In the preprocessing phase, the client downloads all M € Z;‘Xd’”. For each query, the client sample a
vector s <= (x)?¥ and e  (x)*. It computes b € Z! and a matrix ¢ € Z}*”, where

b+ sl - A+el,

¥ s MY ¢ zh.
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3. In the query phase, for each intended query index j € [u], the client generates a query vector f € Zy,
where £ = (0,---,0,¢/p,0---,0). Next, it computes the final query as

b« b+feZt,
and sends b to server.
4. As a response, the server computes a matrix ¢, where each row é% is the dot product of b - D%.

5. In post-processing, the client receives matrix ¢, and outputs x < |€ —c%] € Zy*?.

The client can store s and receive M as part of the response from the query and use this to compute c%.
We believe the tradeoff between storing M between queries and sending it is application dependent.

4 Instantiating Access Control Mechanism

In this section, we present two instantiations of AcCtrl mechanism. The first construction (Construction is
based on symmetric key cryptography, the second construction uses oblivious PRFs [CHL22,[NR0O4, FIPR05]
evaluation between the owner and client. The second construction (Construction |4) allows the owner to
control how many keywords keys are provided to each client but does not show the owner the queries. The
second mechanism controls the number of decrypted keywords.

4.1 Keyword AcCtrl from PRF's

As mentioned in the definition of AcCtrl, it can be thought of as a generalization of real-or-random security
and can be constructed using PRFs. Construction [3| formalizes the scheme. During Setup, the owner
generates a PRF key K,, for each unique keyword w, and encrypts all the documents that contain w using
this key. Later during Grant the owner directly receives a set of queried keywords w; for each w that satisfies
the Plcy, owner regenerates the same PRF keys and sends them to the client. Client can then decrypt and
recover the queried documents.

Construction 3. Let F, : {0, 1}*xW — {0,1}"** be a PRF. Let Arryap € {0,1}°%". Define (Setup, Grant, Decrypt)
as in Figure[§

Theorem 3. Let all variables be as in Construction[3, and consider the following leakage functions:

LAt Setup (ShrSetup) := ¥, n

,COACCtr"G'a”t(ShrGranti) =w;

LECTErR (S Grant) = U (w,m(4), Arr[d])
w E W,
Plcy(w) =1,
i € Arr[w]

Then AcCtrl is a good access control mechanism.

Proof of Theorem[3 We separately consider correctness and security.

Correctness. For keywords wy, wy where ¢ is produced using wy, if ¢® K\, ends with A Os it means the first
A bits of F(KOwn,w) are equal to the first A bits of F(KOwn,ws). This occurring with noticeable probability
contradict the pseudorandomness of F,,. Correctness follows by union bound over all such keyword pairs.

Security We separately consider the case where 1o, 4 = 1 and 1¢_4 = 1. If neither is 0, then Sim samples
a collection of ¢ - (n + A) random bits as Mapgp,.- This array is indistinguishable from the real output by
replacing all K, with random values.
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Setup(Arryap)

1. Sample KOwn «+ {0,1}*.
2. Initialize CArrepocs to be of length /.
3.Vi<i<¢
(a) Let w = Arrepocs[i][w]
(b) CArrepocs|i] = (w, Fu (K™, w) @ Arrysp[i][Doc]||0%).
4. Output (CArrepocs, KOwn).

Grant®: KOwn, Plcy .
Shr)’

C sends Shr to Ow.

0w for each w € Shr if w € Plcy, set Kw = Fiw(KOwn,w), send K, to C.
Decrypt®(&, Ku)
1. Set Res =L

2. For each cin €

(a) Parse c as c.
(b) Let m = K & c for each K € K,.
(c) If m ends with A Os, set Res = Res||m1..,.

Figure 8: Access control from PRFs.

Adversarial Owner Recall EOA;Ctrl’Gra"t(Sh rGrant) = w. The simulator honestly runs both Setup and Grant
rearranging the output of Arrgpecs using m and then honestly executes the owner’s view of Grant as it sees w.

Adversarial Client We assume that each w is only released to a client a single time, the below can be
easily modified to be consistent with previous responses. Consider the following simulator:

1. Initialize CArrN® " of size ¢ with random values each of length 7.

2. Upon receiving a triple (w, i, Doc) set K,, = CArr[i] & (Doc||0*) send K, as View,.

The distribution of ciphertexts and keys prepared by the simulator is the same as the distribution of
ciphertexts and keys when the PRF is replaced by a random function. Thus, it holds that,

Pr[EXpSec,A,AcCtrI(1>\7t7é) =1]

< ngl(M\).
_Pr[EXpSec,A,Sim,AcCtrl(1>\’t’e) = 1] & ( )

This completes the proof of Theorem 0O

4.1.1 Replacing PRF with OPRF

Of course, one can replace the above PRF calls with an OPRF to hide the requested w from the Ow, this
same replacement needs to be made on the mapping from w to w which are used to index the DIP.

Definition 6 (Oblivious Pseudo Random Function (OPRF) |[NRO04, FIPRO5]). Let OPRF be a two-party

protocol, such that,
1 owc [ KOwn
+ OPRF™ .
FKOWn (55) x
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Setup(Arryap)
1. Sample KOwn «+ {0,1}*.
2. Initialize Arrepocs to be of length £. For all i set
Arrepocs[1]-W = Arruap[2].w.

3. For all w € Afryap, define K, = Fu(K% w).
4. V1 <i<¢:

(a) Sample r; < {0,1}*.

(b) Arrepocs[i].c = (Kw ) (ArrMap[z‘].DocHO)‘)).
5. Output (Arrepocs, KOwn).

Grant®° KOwn, Plcy .
Shr)’

C for each w € Shr:

L KOwn
+ OPRF¢ .
Kw w

2. If Plcy = 0, Ow sends L,
3. Otherwise Plcy = Plcy — 1 and perform OPRF.
4. C checks If K,, =1, go to next step.

[

C does for each c:
1. Set Res =1
2. For each cin ¢
(a) Let m = Fpoes(K,7) @ c.
(b) If m ends with A Os, set Res = Res||my..,.

3. Output Res.

Figure 9: OPRF construction of access control.

Let Fxown be mon-interactive evaluation with the same outcome. We call OPRF a secure OPRF if
1. F is a PRF family,
2. OPRF outputs Fxown(x) with overwhelming probability,

3. For every PPT A%bge that specifies a vector of inputs &, KOwn and observes Ow’s view of OPRF on
each input there exists a PPT Sim3pge(|Z]) that produces indistinguishable views, and

4. For every PPT Apge that specifies a vector of inputs &, KOwn and observes C’s view of OPRF on each

input with a uniform random KOwn there PPT Simgpgre(Z, FKo\;n(l‘)) that produces indistinguishable
views.

Construction 4. Let F, : {0,1}* x W — {0,1}* and Fpoes : {0,1}* x {0,1}* — {0,1}"* be oblivious
PRFs. Let Arny € {0,1}**7. Define Setup, Grant as in Figure @

Theorem 4. Consider construction OPRF scheme and consider the following leakage functions LS (ShrSetup) :=
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|@| and :

LR (ShrGrant) == () (w,7(i), Arr[i])
w E W,
Plcy(w) =1,
i € Arr[w]

Then AcCtrlopre is an access control mechanism.

Proof of Theorem[]] The proof proceeds analogously to Theorem [3] with additional hybrid steps where one
replaces the true transcript of the relevant OPRF with the simulated output. A similar argument is used to
show that Amkse corresponds to a valid Agprr (for either the Ow or C making Amkse into an Aaccei and the
corresponding Simacct being valid as an MKSE simulator causing a contradiction.

Adversarial Owner The simulator honestly runs Setup rearranging the output of Arrgpecs using m and
then uses the Simgprr to create the client’s view of each Grant execution.

Adversarial Client We assume that each w is only released to a client a single time, the below can be
easily modified to be consistent with previous responses. Consider the following simulator:

1. Initialize CArN° " of size ¢ with random values each of length 1.
2. Upon receiving a triple (w, i, Doc), run Sim%PRF on the leakage and send the response as View;.

We then consider a further hybrid where the simulator is initialized with K,, = CArr[i] & (Doc||0*) in place
of the OPRF output, this is indistinguishable by security of the OPRF. O

5 Implementation and Experimental Results

We present a proof-of-concept implementation in Rust 1.87.0. We instantiate both VolMap and ValMap
using KPIR and use Construction [3] for access control. Instantiating VolMap with MUSSE would lower the
computation time and yield a single round see Appendix|[A]l The only parallelism is PIR sharding [DPC23].

Throughout, we assume that documents are duplicated to be associated with each instance of w. In our
implementation, we encrypt an identifier of the document. Having search revealing identifiers of documents
rather than the documents is common in searchable encryption. We do not recommend directly associating
documents with each keyword. For computing storage overhead we treat a plaintext map as requiring
40bytes for each keyword document identifier pair, 32 bytes to store a hash of the keyword and 8 bytes for
an identifier. Using the Enron dataset, the raw dataset is 2.6GB, associating each keyword with document
identifiers is 321MB, if one associates documents with each keyword the size of the map becomes 332GB.

One can add a second round of communication to retrieve the relevant documents. The last round
would not require a keyword PIR but would require the owner to authorize decryption of documents (or
reuse keys). A secure document retrieval is critical to security of the overall system |[GPP21,|GPPW24].
SWiSSSE [GPPW24] also requires a third round for document retrieval. For the FNU version of MUSSE [WP21],
we consider a tree based oblivious map from Wang et al. [WNL™14] of size 28000 to store VolMap with a
branching factor of 8, requiring 5 round-trips to VolMap. 28000 is the number of different keywords in the
Enron dataset.

5.1 Implementation Choices

We utilize Blake3, AES-256, and ChaCha20 as our cryptographic algorithms. We use FrodoPIR [DPC23| as
our PIR due to its maturity and flexibility. We did comparative testing with state of the art batch PIR by
Mughees and Ren [MR23|. For a database of size 22° a query where |Docs,,| = 10000 Mughees and Ren’s
implementation takes 85 seconds, which is slightly faster than the same query using FrodoPIR, which took
97 seconds. However, when |Docs,,| = 700 and one scales down the batch size for Mughees and Ren, their
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Setup, Query, Bandwidth, Stash, and Storage Statistics for Enron

|MM[w]| = 100 [MM[w]| = 500 [MM[w]| = 1000 Stash
Size |Setup| Q BW BWr,,| Q BW BWryy, Q BW BWryp, |Tab. Rand. ||MM[w]| Stor.
216 8| 3 4 2| 5 14 3 9 28 4| 81 7 2 0.1
217 12| 4 6 2| .8 26 3] 15 5.2 573 81 4 0.1
218 19| 5 1.1 314 50 4l 26 9.9 6] 102 101 8 0.2
219 30| .8 2.1 51 25 938 6] 4.6 19.6 .8 110 123 15 0.2
220 50| 1.2 4.1 9| 4.5 194 1.0/ 8.5 38.8 1.2 111 119 32 04

221 83| 2.1 8.1 1.7 8.5 38.6 1.8| 155 77.2 2.0 152 156 63 0.6
222 146| 3.8 16.1 3.3|16.5 77 3.4| 30.5 153.9 3.6| 141 160 126 1.2
223 269| 7.2 32.2 6.5(32.8 153.8 6.6| 61.5 307.5 6.8 157 165 253 2.2
224 527|13.9 64.1 12.9(65.1 307.4  13.1|122.9 614.7 13| 158 152 506 4.4
24M| 778]20.1 93.3  18.8]94.8 447.7  18.9| 178 895.3 19| 154 154 737 6.3

Table 4: Comparison of Random and Tabulation hashing for Enron Corpus ¢ = 0.1 and p = 21. The
numbers in column ‘Storage’ are reported in GB. |MM[w]| is the average number matching Docs across w.
24M is the full size of the Enron Corpus. All times are in seconds. Bandwidth (BW) is reported in MB.
In Tabulation Bandwidth column, client sends two PIR queries and the server uses tabulation hashes to
compute all responses. Queries are over keywords linked to 100, 500, and 1000 documents.

query took 57 seconds while FrodoPIR was 6 seconds. We chose FrodoPIR due to superior performance on
representative queries.

We use Cuckoo Hashing [PRO1] to build our DIP with support for both random and tabulation hashing.
Cuckoo hashing enables the quick setup of our DIP with a small stash size. If Cuckoo hashing produces too
large of a stash, the implementation has TethysDIP [BBFT21]. We do note that we are considering smaller
parameters than used in TethysDIP’s [BBFT21] optimality proof. However, we see very modest stash sizes
in all experiments.

All evaluations and benchmarks are performed on a server with AMD Ryzen Threadripper PRO 7995WX
CPU with 96 physical cores and 768 GB of RAM, running Ubuntu 22.04. As mentioned above, our bench-
marks use only a single thread, except when sharding where we use between 4,8, 16,32 or 128 shards. We
utilize the Enron Corpus [KY04] to evaluate our scheme. We do not show results for the synthetic power-law
distribution dataset, as they are comparable to the Enron, a real-world example of a power-law distribution.
For Enron, we generate subsets with keyword-value maps ranging in size from 26 to 24M, which is ~ 2245,
where the upper bound corresponds to the size of the full Enron Corpus.

To evaluate our scheme, we set a configuration in which each document pointer is encrypted to 32 bytes,
along with 16 bytes of initialization vector (IV), with each bucket containing p = 21 encrypted pointers,
plus an additional 16 bytes of padding, resulting in a total of 1024 bytes of data per bucket. That is, for a
multimap of size ¢ DIP creates (1.8 +¢€) - £/p total positions in Buckets. There are two hash functions in our
DIP meaning that each w can be in two Buckets (or the Stash).

We use the default settings for FrodoPIR, which considers an array where each position is of size 2'3 bits
or 1024 bytes. The resulting DIP buckets are then transformed into a database that can be queried using
FrodoPIR. We perform queries for each dataset, considering queries over w where Docs,, is 100, 500, or 1000.
The median keyword for Enron is associated with 21 documents.

5.2 Experimental Results

Table (] shows our primary results with bandwidth, computation, storage, and stash size. As an example,
the first row represents a dataset of size 2'6, which takes 8 seconds to setup for a subset of the Enron Corpus.
The setup is a one-time process. Following this, it takes .3 seconds for each query on keywords with 100
documents linked to them.

For the full Enron Corpus setup completes in 778 seconds or about 13 minutes. We perform queries to
keywords with 100, 500, and 1000 linked documents in 20.1,94.8, and 178 seconds, respectively, with a stash
of size 154 for both random hashing and tabulation hashing. The Enron Corpus ¢ = 24 million, so this is
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Tabulation Random
Shards|Setup|| Q|BW T[BW T
[MM[w]| = 100
1 842|| 20|18.8 25.7| 93 31.6
4 227 5| 4.9 6.6| 93 13.7
8 124 3| 2.7 3.4| 9310.6
16 79 1| 1.8 2.3] 94 9.7
32 401/ 0.6| 1.6 1.2] 94 8.6
64 18] 0.3] 2.2 0.9] 95 8.3
128 11]| 0.1} 3.9 0.8] 97 8.2
[MM[w]| = 500
1 842|| 95|18.9 115.7| 448 150
4 227 24| 5.3 29.2| 448 64.5
8 1241 12| 3.5 14.5| 449 50.1
16 79 6| 3.3 7.5| 450 43.2
32 40 3| 4.8 3.6] 452 39.4
64 18 2| 8.6 2.9] 456 38.7
128 11 1/17.0  2.6| 464 38.3
[MM[w]| = 1000
1 842(|1211{19.0 213|895 283
4 227| 52| 5.8 53| 896 124
8 1241 26| 4.5 27| 897 97
16 79| 14| 5.3 15/ 899 86
32 40 6| 8.8 71903 78
64 18 4117.0 6| 911 77
128 11 2(33.0 51927 76

Table 5: Performance metrics across different numbers of shards of Enron Corpus with tabulation hashing.
All times are in seconds, bandwidth is in MB. Tabulation columns are when submitting just two PIR queries
and using tabulation hashing to generate responses, Rand is the bandwidth for random hashing. Time (T)
is computed as .2 + BW % 8/100+Q corresponding to 100ms latency and 100Mb bandwidth. Stash never
exceeds 200 in testing.

a stash size of .0006%. Furthermore, we have the storage of 6.3GB and bandwidth of 93,447, and 895MB
for |Doc,| = 100,500, and 1000 respectively. We only report bandwidth of the PIR protocol, the stash is
of size TKB and only needs to be sent once. However, by using tabulation hashing the client only needs
to send two PIR queries (one for each hash) and the server is able to craft all of the responses. Since for
FrodoPIR queries are much larger than responses this yields a drastic savings in BW, to 18.8,18.9,19.0MB
for |Docy| = 100, 500, and 1000 respectively.

Each query corresponds to two steps: first, retrieving volume from VolMap, which involves two PIR queries
for the two hash positions; second, retrieving the documents from ValMap, which involves 2 - |Docs,|/21
array positions in the PIR. As such, computational time (and bandwidth) scales linearly with the number of
matching documents. For example, querying a keyword associated with 100 documents in the entire Enron
corpus takes 510 ms using VolMap, whereas it takes 19.5 seconds using ValMap.

Size of Stash In all our experiments, the stash size never exceeded 200 entries. Similarly, we do not
observe a substantive variation in stash size between random and tabulation hashing.

Impact of Tabulation Hashing Somewhat surprisingly, occasionally, tabulation hashing demonstrates
a better DIP packing despite theory predicting a higher hash collision probability [Thol7]. We believe this
is due to an artifact of converting the cryptographic hashes to work mod p where p = |Buckets|. As this
number is not a power of 2 it does create non-uniformity in the output. Since tabulation hashing adds two
numbers that are both mod |Buckets| this can create a slightly more uniform output. To check this across
1000 runs of setup, we find that the distribution of buckets for tabulation hashing has a slightly smaller KL
divergence with the uniform distribution than random hashing.
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Sharding to Parallelize Search To improve processing time, Table [5| shows performance when using
4,8,16, 32,64 and 128 PIR shards, one obtains nearly linear speed up with 32 shards, allowing processing of
the majority of Enron Corpus queries in 0.6s with reasonable bandwidth of < 2MB for keywords associated
with 100 documents. Additionally, we answer a query in 1.2s for a round trip with 100ms of latency, and
100 Mb bandwidth. Such a change also removes the vast majority of setup time (as one operates on smaller
matrices). We do not calculate rounds, which is 2 for all our experiments.
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A Single-Round MKSE: Modified MUSSE [WP21]

In this section, we show that we can build an MKSE scheme from MUSSE [WP21| and PIR that reduces the
round of interaction to one round.

We now review the state of the art MKSE due to Wang and Papadopoulos [WP21]. We modify their
scheme to provide security when the Ow is adversarial. This is a simple change that does not impact storage
or search performance.

A.1 Modified MUSSE [WP21]

We present a modified version of MUSSE with No Forward secrecy and No User storage in Figure
Our modifications include: 1) Sampling client keys by clients and passing them from client C to owner Ow
whenever a Share is needed. 2) Using maps instead of multimaps and removing the dependency on frequency
of keywords in shared documents for data retrieval. And 3) replacing a response hiding map with a response
revealing one during search, to reduce the interaction to one round.

Roughly, the leakage is as follows:

1. The size of the map.

2. When a keyword is searched, the server learns the timestamp of the last Shr that involved that keyword
and sees the accessed location.

3. For each shared keyword, the server learns the set of timestamps this keyword was shared to the client.

4. An adversarial owner learns Shr.
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(K™) + KeyGen™ (1A)
(Kc) +— KeyGen® (1*)

+ Setup™
EMM 1

1. For each C;: Accessc;  [].

2. Access + {Accessc}cectients-

3. EMM = (DictW, Access)

1 K%, Plcy = (C, D)
EMap | <« Share™5°¢ EMap
K¢ KE, w

Ow does:

1. Accessc < Accessc U {i}
2. Send KWpes(%) to client C.
C does:
1. KeyValue « L
2. For w € KWpocs(37) :
(a) addr < Gke(0||w).
(b) val =i @ Gge(1]|w).
(c) KeyValue <— KeyValue U (addr, val).
3. Send KeyValue and C to the server.
S does:
1. Insert all (addr,val) € KeyValue into to DictW.
2. Accessc < Accessc U {i}.

1 EMa:
< Search®¢ P
CRes K® w

C does:
1. Send Gkc(0]|w) to S.
S does:
1. Res, ={}, i =0.
2. For each received value addr:
(a) If DictW[addr] = NULL:
Send ”stop” to C and break.
(b) Else: i = DictW[addr] @ Gke(0]|w).
Res. = Res,, U.

3. Send Res, to C.

Figure 10: MUSSE |[WP21] protocol.

5. An adversarial client learns the subset of the map that has been shared with them.

The leakage is formally presented in Lyysse in Figure
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Theorem 5. Let MUSSE = (Setuppysse, Sharemusse, Searchmusse) be defined as Figure with leakage
function LMYSSE(.). MUSSE is a MKSE scheme.

Proof. Consider the MUSSE construction in Figure and some adversary Amuysse. Our goal is to build a
simulator Simykse that satisfies the definition [1| such that for all ¢,¢ = poly(\):

Pr[EXpSec,AMUSSE,MUSSE(1A7 q,t) = 1]

1
< ngl(\).
N S
- Pr[EXpAMUSSE7SimMUSSE7£MUSSE (1 145 t) = 1]

Adversarial Client We prove this by the following hybrids:

1. Let hybrid Hy be the real execution of the protocol.

2. Assume that hybrid H; is the same as hybrid Hy with the following differences: The challenger keeps
a list of L = (addr,val,C,w,,0p) and updates it for each op = Share/Search. The output of the PRF
GY, in the real game is replaced by a uniformly random value.

During the initial Share operation, the challenger inserts a new entry for each shared keyword to the list.
Later, upon searching w, the simulator runs a linear search over the values assigned to each keyword, if
nothing was found it adds a new tuple including keyword w along with random addr, val, and ¢ = NULL
to the list; otherwise it retrieves the document id ¢ and insert the new entry for op = Search accordingly.
Finally, it sends the addr, val pairs to the adversary.

Later, upon further Share operations, the simulator scans L and the challenger checks if there exist
any tuple in the list that ¢ = NULL for w € Docs; with op = Search and updates its corresponding i.
Also, the challenger adds a new tuple to the list for op = Share.

Since, in the real game, G is only computed once for each w, and because the adversary does not have
access to the PRF key K, then hybrid #; is indistinguishable from .

3. Let hybrid H2 be the ideal execution of the game as described in the security definition [I] where the
stateful simulator only receives the leakage functions described in Figure [7]] Then all the operations
described in hybrid H; can also be executed using the leaked data as input. For each C, the simulator
sees the timestamp of the Share and Search operations for each shared and searched keyword, including
the location accessed on the map. Thus, hybrid s is indistinguishable from hybrid H;

Adversarial Owner In the case of Ow € Owy4, the simulator first adds the keywords w € shir™"® obtained
from the leakage function to its stored list (addr,val,C,w, 4, 0p) under a share operation op = Share. Then
the simulator, honestly fills the rest of the map upon each Share and Search based on the leakage functions
described in Figure [7] Since in both cases the map is being filled consistent to the MUSSE protocol, the

ideal experiment is indistinguishable from the simulated experiment.
O

A.2 Instantiation

In the last subsection, we formally introduced the protected maps: MUSSE and in section 3| we introduced
KPIR. In addition, MUSSE suggests two further options for the VolMap: 1) local storage and 2) a fully oblivi-
ous map (OMap) based on storing a tree in oblivious RAM [WNL™ 14]. For the Enron dataset |[VolMap| ~ 2%
while [ValMap| ~ 22° so local storage of just VolMap maybe feasible. Alternatively, clients can store results
after querying to prevent query equality leakage [KMO18]. An instantiation of MKSE for a MM that reduces
the rounds of interaction to one round is as follows:

1. Use MUSSE to protect VolMap. As a reminder, we modify MUSSE in Figure [10] to:

(a) Change sharing to support adversarial owners,
(b) Use one round of communication, and

(c) Be response revealing so the server directly learns the volume.
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2. Use KPIR to protect ValMap.

3. Lastly, we use AcCtrl mechanisms presented in Section [4] through Construction 3| or |4} to instantiate
KPIR.Share.

‘We modify MUSSE to collapse the lookups of VolMap,ValMap into a single communication
round. For w and Vol, the MKSE.Search calls KPIR.Search(w, 1), ..., KPIR.Search(w, Vol) (abusing notation
and only showing the client input). The client uses the hashes, Hy, Hy sampled in DIP.Size to find two
positions for each 1 < ¢ < Vol, this set of 2 - Vol positions is

H 1), .. H Vol
PIR Locations:{ 1(Wy 1), ey i (w, Vo )’}

HQ(W, 1), T HQ(W,VO].)

The client inputs these positions into PIR.Query (and requests the entire stash).
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