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Abstract

This paper proposes modular security proofs for some identification scheme (IDS)-based signature
schemes in the multivariate quadratic (MQ) setting. More precisely, our contributions include concrete
security reduction for both 3-pass and 5-pass MQDSS signature schemes in the random oracle model.
Although no formal security argument for the former was available in the literature, the one for the
latter provides only a qualitative treatment. Our concrete analysis shows that the 3-pass scheme enjoys
a comparatively tighter reduction. This result, considered in conjunction with a reported attack on the
5-pass MQDSS from the NIST PQC competition, thus indicates that contrary to the initial suggestion,
the 3-pass MQDSS could be a better choice at a concrete security level. Our next focus is on the only
blind signature scheme available in the MQ-setting, proposed by Petzoldt et al. While the security of
the original scheme was discussed in a non-standard and significantly weak model; we propose a concrete
security reduction for a slightly modified scheme in the standard one-more unforgeability (OMF) model.

Central to all our modular proofs are new forking algorithms. The forking algorithm/lemma has
been widely used in the formal security reduction of numerous cryptographic schemes, mainly in the
discrete logarithm and RSA setting. The abstractions proposed here allow multiple forkings at the same
index while satisfying certain additional conditions for the underlying IDS in the MQ-setting. Thus,
the forking algorithms capture the nuances of the MQ-setting while being agnostic of the underlying
structure.

Keywords: One-more-unforgeability, Existential unforgeability, Blind signature, Multivariate Cryptogra-
phy, Post-Quantum Security, Splitting Lemma, Forking Algorithm

1 Introduction

Digital signature is a fundamental cryptographic primitive which in its basic version provides authenticity
and non-repudiation service. In addition, specialised variants, like blind signature, id-based signature,
ring signature, group signature, proxy signature, etc. are available in the literature catering to myriad
applications. Blind signature, in particular, is a powerful primitive due to its application as a primary
building block in several privacy-preserving protocols, like e-Cash [Cha82, [CHL05], e-Voting [OART07],
anonymous credentials [CLO1J, etc. Chaum [Cha82] introduced the concept of blind signature that allows
a user to obtain a signature for a (blind) message through some interactions with a signing authority. In



the literature, many blind signature schemes have been studied of which several [Oka92l [(0ka92|] are built
on top of some identification scheme (IDS) like [Sch89).

IDS based (blind) signature schemes alluded to above are in the RSA /discrete-logarithm (DL) setting
and typically use rewinding or forking abstractions [PS96b, BN06, HKL19] in the security reduction. How-
ever, cryptographic schemes based on DLP or factorisation are known to be insecure in the presence of a
quantum adversary. Hence, there is a need for post-quantum alternatives that run on classical hardware
but are expected to be secure against both classical and quantum computers. For digital signature, several
potential post-quantum candidates are available in the non-linear setting of multivariate quadratic polyno-
mials (MQ). For example, two signature schemes in the MQ setting, Rainbow [DS05] and GeMSS [NIS19]
were shortlisted for the third round of evaluation in the NIST PQC standardisation competition|NIS20];
though none of them was finally chosen. Afterwords, NIST initiated a separate competition for additional
post-quantum signatures [NIS23|, focussing on two aspects: short signature and fast verification. Sev-
eral proposals in the MQ setting, namely MAYO [Beu2], QR-UOV [FIHT23|, SNOVA [WCD™24|, UOV
IKPG99] as well as one in the MPC-in-the-head setting, namely MQOM [BFR23| are currently under
consideration in the second round of these additional signatures [NIS25]. Efficiency in terms of signature
size, signing, and verification time makes MQ-based signatures a popular choice for practical applications.
However, they suffer from a relatively larger key size.

Amongst the schemes mentioned above, MQDSS is derived from an identification scheme [SSHII].
Unlike other MQ-based signatures, such as Rainbow, the 5-pass version of MQDSS enjoys a formal security
guarantee. The reduction in [CHR16] is based on the original rewinding technique of [PS96b]. Note that
the latter was proposed for signature schemes derived from 3-pass IDS and, as such, deals with only
single rewinding/forking. However, due to the use of 5-pass IDS as the underlying primitive, the security
reduction of 5-pass MQDSS is significantly more involved and requires more than one rewinding. This is
addressed in [CHR™16| by invoking the splitting-based forking of [PS96b] multiple times. In addition, the
security reduction does not follow any modular approach, like [BNOG, HKLI19]. Hence, deriving the success
probability of the underlying forking algorithm and the associated tightness measurement for the 5-pass
MQDSS appears to be quite complicated and is not provided in [CHR™16]. In fact, the paper explicitly
mentions that deriving exact probability bound leads only to a complicated statement (J[CHR™16l see the
statement after Theorem 4.8]). In other words, the security proof in [CHRT16| is qualitative in nature
only. Interestingly, the lack of tightness in the reduction actually allows an attack [KZ20] on the concrete
parameter choices of 5-pass MQDSS in NIST submission [NIS19] without invalidating the asymptotic
security assurance of [CHR™16].

The same 5-pass IDS scheme [SSHI11] has been utilised by Petzoldt et al. [PSMI17] to construct a
multivariate blind signature scheme (henceforth referred to as MBSS). To the best of our knowledge, this
is the only blind signature scheme available in the MQ-setting. The authors provide only a proof sketch in a
significantly restricted model [PSM17], but the scheme was recently broken by Beullens [Beu24]. Recently,
the 3-pass version of the IDS in [SSHI1I] has been used to construct an id-based signature in [CDP21].
The authors essentially follow the Bellare-Neven forking abstraction [BN06G] with some suitable adaptation
catering to their particular setting.

A crucial element of all the security reductions proposed in this paper is the modular application of fork-
ing. So, it is prudent to briefly recall the existing forking/rewinding abstractions. In [PS96b], Pointcheval
and Stern introduced a novel proof technique called rewinding to argue the security of schemes, such as the
Schnorr signature [Sch89], which can be obtained from an identification scheme through the Fiat-Shamir
transform [E'S86]. In follow-up works [PS96al [PS00], Pointcheval and Stern further consolidated and ap-
plied the rewinding strategy to the security argument of blind signature schemes, such as Okamoto-Schnorr
[Oka92] and Okamoto-Guillou-Quisquater [Oka92]. Recently, Hauck et al. [HKLI9] proposed a modular



framework for blind signatures from any linear function family with certain properties. A core element of
their modular approach is a generalisation of the rewinding technique [PS00].

Informally, in rewinding (a.k.a. oracle replay attack), an attacker A is run more than once on some
related input. In all these runs of A, the internal coin and a part of the input until a particular point of
execution (called the forking-index) remain fixed but differ after that index. The probability of success
in rewinding is captured through a fundamental lemma, called the “Splitting Lemma” in [PS96b]. Later,
Bellare and Neven [BNOG] further formalised this abstraction in the form of an algorithm, called the forking
algorithm. Unlike [PS96b], the analysis of the forking in [BNOG] is more algorithmic and concrete. The
forking abstraction of [BNOG| has been further generalised to the case of multiple forking [BPW12l [CK16]
with applications in proxy signature, id-based signature, zero knowledge proof, etc. [GG09, BPW12,
CKK12, [CMW12, BTZ22].

Here we give an informal and high-level idea of the forking algorithm from [BNOG]. Let B be an algorithm
that takes (I,w, h) € T x Q x R” and outputs (J, o), where J € [0, v] is called the forking index, o is called
side output, I is an instance of some computational problem such as discrete log, w is the internal random
coin of B and h is a random vector of size v. Let Succ(B) denote the probability of the event “J # 07,
where the probability is taken over the random choice of (I,w,h). Assume that the initial run on random
input (I,w,h) to B produces the output (J,0). If J # 0, then set b’ = (hy,...,hj_1,}/}, ..., hl), where
W, ..., hl, are freshly sampled from R. Run B on (I,w,h’) to obtain the output (J',0'). If J = J" # 0
and hy # h/;, then we say that the forking is successful as (¢,0’) can be used to obtain a solution of
the problem instance I. The associated forking lemma provides a bound on this probability of success.
Notice that in the above forking, the entire input domain (which includes random coins) is split around
the forking index J into two subdomains. In two different runs of B, the part of the input coming from the
first subdomain remains the same, while the part coming from the second subdomain is freshly sampled. In
other words, splitting takes place at a single point and the number of rewinding/forking (i.e., the number
of runs excluding the initial run) is 1. Henceforth, we would refer to this type of forking as “1-Single-
Splitting-Forking”. Rewinding at more than one index, on the other hand, is termed multiple forking
[BCJ08, BPW12].

In their modular treatment of blind signature security, [HKL19] introduced “Subset Splitting Lemma”
which can be seen as a generalisation of the original splitting lemma [PS96b]. Using it, they proved their
“Subset Forking Lemma”, which essentially quantifies the success probability of the underlying forking
algorithm. The authors also showed that the forking algorithm [BNOG] and its analysis can be derived
from the subset forking lemma. [HKLI9| uses a linear function family to construct blind signatures, and
their modular security reductions utilise this linearity. They instantiated many existing blind signature
schemes [Oka92l [Oka92, [PS97], where the security of the underlying linear function families rely on the
DL or RSA problem.

As noted above, most existing blind signature schemes have been studied in the linear settings of
DL and RSA where the constructions as well as security reductions directly or indirectly exploit the linear
property of the underlying trapdoor functions. For example, consider the RSA-based blind signature, where
a message can be blinded simply by multiplying with an appropriate randomizer. Such an approach does
not work in non-linear MQ-setting. So, in MBSS, a message is blinded by introducing another non-linear
map to the existing system, and the modular approach of [HKL19] is not applicable. As a consequence,
unlike blind signatures in the setting of DL or RSA, one single underlying hard problem (like one-more
RSA) appears to be insufficient to argue security of the MBSS. While we relax the ‘one-more’ restriction
in our analogous problem, PR-mSTI (Definition , we need to consider an additional problem, CMQ
(Deﬁnition. Otherwise, OMF security can be broken (see Section. Overall, the non-linear setting
significantly complicates the security reduction.



Note that all the security reductions in this paper consist of three different types of algorithms: a
WrapperEl, a forking algorithm and a problem solver. While designing these algorithms, we need to take
into consideration the underlying non-linear setting so that the security can be based on the intractability
of the corresponding hard problem(s). Note that the forking abstractions developed here suffice to produce
enough transcripts to extract the desired witness. However, they are agnostic to the underlying (non-
)inearity. Notwithstanding our focus on the application of these forking lemmas in a non-linear setting,
there is nothing inherently non-linear in them. Hence, it does not rule out their future applications in a
linear setting.

Our Result. In this work, we provide formal security reductions for the 3/5-pass MQDSS and multi-
variate blind signature scheme. All our security reductions follow a modular approach and require some
new forking abstractions to achieve concrete security bounds. More precisely, the following are our contri-
butions.

1. In Section we revisit the formal security of 3-pass and 5-pass MQDSS through two separate
reductions with concrete probability analysis. Recall that the existing security proof of 5-pass MQDSS
is only qualitative, while no formal security reduction of 3-pass MQDSS is available in the literature.
Based on our concrete security analysis of the 3-pass and 5-pass MQDSS, one can conclude that at any
particular security level, the former performs better both in terms of computation and communication
cost.

For the security reduction of the 3-pass MQDSS, we formulate a forking abstraction “2-Single-
Splitting” (Lemmas & [3.9). While this is a straightforward extension of [BNOG], for the sake of
completeness, we reformulate it using the splitting lemma. For the reduction of the 5-pass MQDSS,
we formulate a new forking abstraction “Special-(1,2)-Multi-Splitting” (Lemmas [3.8) & [3.13)). In this
case, the number of forking indices is 2 (that is, the input domain is divided into 3 subdomains).
Although multiple splitting appeared in the literature earlier, this forking abstraction satisfies some
additional constraints so that the main reduction algorithm can utilise 5-special soundness (Def-
inition to extract the underlying witness. Furthermore, unlike the existing splitting results
[BNO6, HKTL.19, BCJ08, BPW12, [CK16], all our forking abstractions consider more than one forking
in at least one forking index.

2. In [PSM17], the authors proposed a multivariate blind signature scheme which is claimed to achieve
universal-one-more-unforgeability (UOMF) security. Note that UOMF is a much weaker model and
the security of MBSS in the more acceptable standard OMF model [BNPT03| was left open in
[PSM17]. We provide a concrete security reduction for OMF security of a slightly modified version of
MBSS in Section .2l Our security argument essentially relies on two hard problems. The reduction
requires two forking abstractions: 2-Single-Splitting and a new forking abstraction, “(2,2)-Multi-
Splitting” (Lemmas & , to reduce the security of the scheme to the intractability of the two
underlying hard problems. We note that the last forking abstraction is designed to extract a pair of
witnesses (for finding a solution to the underlying hard problem) through four rewindings/forkings.

1.1 An Outline of Our Approach

We provide an informal idea of our approach to security reductions using forking abstractions. In Section
we propose three abstractions to handle the cases of forking at one index (as in [BNO6]) and more than

! An algorithm that creates the environment (see Sections|4|and |5) of digital signature or blind signature for an adversary.



one index (as in [BCJ08, BPW12]). As in previous modular approaches, the forger (attacker) is not directly
rewound in any of our security reductions. Instead, a wrapper algorithm is created using the forger as a
black-box, and the analysis works whenever the underlying wrapper is rewound.

First, consider the security reduction of 3 and 5 pass MQDSS. They are respectively built upon the
underlying IDS having a single challenge round for the former and two challenge rounds for the latter. So,
for 3-pass MQDSS, it suffices to fork the wrapper at a single point, and here we use the forking abstraction
2-single-splitting-forking (Corollary For 5-pass MQDSS, on the other hand, one needs to rewind the
wrapper at two different indices that essentially correspond to the two challenge rounds in the underlying
IDS. This is handled through the special (1,2) multi-splitting lemma (Corollary [3.14)). Unlike the security
proof in [CHR16|, our modular forking based approach yields concrete probability analysis and thus a
comparative measure of concrete security of the two versions of MQDSS.

Next comes the one-more unforgeability security of the MQ-based blind signature, MBSS. First, we
give an informal idea of MBSS from [PSM17]. An unblinded signature is nothing but a proof of knowledge
of the witness / secret (z,z) € F™ x F" corresponding to the statement (P,R,w). In other words,
P(z)+R(z) = w where P : F" — F" and R : F"* — F™ are the UOV public map and a random quadratic
polynomial map, respectively, and w = H;(M) is the hash of the underlying message M. A user with a
message M, first, creates a blinded message w = w — R(Z) by uniformly sampling z € F”. The user then
asks the signer for a signature on the blinded message w. Let z be the reply (that is, P(z) = w). The
user then generates a proof by running r parallel instances of the IDS [SSH11| with (z, 2) as a witness and
(P,R,w) as the statement followed by the Fiat-Shamir transform [F'S86].

Recall that the one-more unforgeability security of the blind signature ensures the conservation of
signature. Informally, for each unblinded signature, there must be a corresponding query to the blind
signature oracle. Suppose that for two different messages M; and M; in MBSS, an attacker can find
zi, z; € F" such that Hi(M;) — R(2;) = w; = w; = H1(M,;) — R(Z;). So, a single query on the blinded
message w; = w; yields two valid message-signature pairs, which, in turn, break the OMF security. We
say that the unblinded signatures o; and o, respectively corresponding to M; and M;, form a collision.

In a linear setting like RSA, it is implicitly assumed and, in fact, relatively easy to show that one blind
signature cannot be manipulated in this way to generate two valid message-signature pairs. However,
the scenario turns out to be much more subtle in the non-linear MQ-setting and needs to be addressed
carefully. Thus, the OMF security proof of MBSS discussed here deviates from the security treatment of
blind signature schemes in the linear setting [HKLI9).

To rule out the above attack in MBSS, we show that such a collision allows solving the following
problem, called the CMQ problem: given a random quadratic map R : F* — F™ and a target y € F™,
the task is to find a pair (21,22) € F® x F" such that R(21) — R(22) = yf| This turns out to be the
most challenging part of the reduction. Let (My,o01),(Mz,02) be the corresponding message-signature
pairs and J; and Jo be the associated hash indices. We argue that the CMQ problem can be solved
if one finds the corresponding witnesses for the statements (P, R,w;) and (P,R,wsz) of the underlying
IDS, where w1 = Hi1(M;) and we = Hi(Ms). In addition, H;(M;) and H;(Ms) are programmed in
such a way that H1(M;) — H1(M2) = vy, where y is the challenge part of the CMQ problem instance.
This, in turn, requires rewinding the underlying wrapper at two forking indices J; and Jo. That is, the
input domain (including random coins) has to be split around the indices, J; and Jy. Furthermore, our

2A reduction based on our earlier mentioned work [CDP21] leads to a similar result

3If one tries to formulate an analogous problem in the RSA setting, then it goes like this: find two distinct messages
M1, M2 € M and two random coins r1,72 € Zy such that H(Mq) - rf = H(M2) - r5 mod N, that is, (r1 ~r;1)e =y mod N,
where y = H(Mz) - H(M;)™' mod N is a random value assuming H to be a random oracle. That is, the analogous problem
in the RSA setting is to find a pair (1, r2) for a given random y € Z}, such that (r1-7;*)® =y mod N. It is easy to see that
this problem is equivalent to the RSA problem. Hence, unlike the MQ setting, this case does not need a separate treatment.



forking algorithm requires multiple forkings at each index. No existing forking abstraction can capture this
situation. Therefore, we introduce a new forking abstraction, the (2,2)-multi-splitting-forking (Corollary
. Finally, by combining the two witnesses, a solution of the CMQ problem instance can be found (for
details, see Lemma, .

Once a collision of the above type is ruled out, we show that a successful one-more forgery provides a
solution to the following problem, called PR-mSTI. Given (P, R, w) and an access to P-inversion oracle,
the task is to find (2z,2) € F" x F™ such that P(z) + R(2) = w, with the obvious restriction that
w = w — R(z) must not be queried to the oracle. For this reduction, the forking algorithm based on
2-single-splitting-forking (Corollary turns out to be sufficient, as we are using the 3-pass IDS as the
underlying primitive.

Unlike existing blind signature security treatments, such as [PS00, [HKLI19], the forking algorithms
involved in the MBSS security reduction require embedding the challenge from the PR-mSTI/CMQ problem
instance into the random oracle response. Further, in addition to the blind signature oracle, the wrapper
has to simulate two different random oracles for MBSS (and also for 5-pass MQDSS) using only a single
random vector. All these require careful programming of the respective oracles, which is handled in our
reduction through suitably defined encoding functions. For example, in the case of 5-pass MQDSS, we
define two functions using the encodings that essentially correspond to the underlying hash functions.
Encoding functions must ensure the correct distribution of the output random oracle values. Unlike the
reduction of 5-pass MQDSS, the role of the wrapper in OMF security is a bit more involved as it has
to handle queries to two different random oracles and one blind signature oracle using the same random
vector. The proof employs different encodings to construct three functions that simulate the two hash
functions and the randomizer involved in the underlying blind signature. The encodings also ensure that
the PR-mSTI/CMQ problem instance is appropriately plugged into the random oracle.

Organisation. In Section [2] we provide some background on multivariate polynomials, relevant hard-
ness assumptions, and the definition of commitment, digital signature, blind signature, and identification
schemes. In Section |3, we first formulate some fundamental lemmas and then using these lemmas develop
some forking abstractions. In Section [4] we provide concrete security reductions for 3-pass and 5-pass
MQDSS and analyse their comparative security. In Section [5] we provide a concrete OMF security reduc-
tion of multivariate-based blind signature. Finally, we conclude in Section [6 The appendix contains some
relevant definitions and omitted proofs.

2 Preliminaries

Basic notation, setting of multivariate quadratic polynomials (MQ), relevant hardness assumptions in the
MQ setting, and the UOV signature scheme are defined in this section. The syntax and security definitions
of the commitment scheme and the blind signature scheme are also provided in this section along with the
syntax and properties of identification scheme, while some instantiations in the MQ setting are reproduced
in the Appendix [B]

Notations. For a,b € NU{0}, define [a,b] = {x € NU{0} : a < z < b} and when b € N, define [b] = [1, ].

For a set X, we write x & X to mean that z is drawn uniformly at random from X. For an algorithm
A and its input z, the notation y<—A(x) denotes that when A is run on z, it outputs y. When A is a
randomised algorithm, it takes a randomness w as input in addition to x. If the random coin w is supplied

to A, then we write y«—A(z;w). For an oracle O(-) and its input z, the notation y & O(x) indicates
that when z is queried to O(-), it returns y. Sometimes in algorithmic environments, we use the notation
r<—1y to mean z is assigned to y.



We use lowercase letters in boldface, for example, h to denote vector. The notation hf; means the

first j entries of h, ie., hi,...,hj. For 1 < j <vand x € X771 the notation h’ <i XV|x means that
R’ is uniformly sampled from X" conditioned on h’[j_l] = . For positive integers ji, jo with j1 < ja, the
notation hj;, ;,; denotes entries h from index ji to jo, i.e., hyj ) = hjyy Bji1, -0 By

For algorithms A and B and their respective inputs z and y, we write z S (A(x), B(y)) to denote
that A and B interact with each other in a common interactive protocol and finally return z. The output
value z could be produced by A or B alone, or together by both A and B. During their interactions, the
messages exchanged between A and B constitute the transcript of the protocol and will be denoted by
Trans ((A(x), B(y))).

2.1 Basic Cryptographic Primitives

Definition 2.1 (Commitment Scheme). A non-interactive commitment scheme consists of three PPT
algorithms: CSetup, Commit and Open.

o CSetup: It takes a security parameter x and outputs a public commitment key ck.

e Commit: It takes as input a message M € M, the public commitment key ck and returns a pair
(ct,dct), where ct is called commitment on the message M and dct is called decommitment.

e Open: Takes a pair (ct,dct), the public commitment key ck as input, and returns M or L.
For correctness, it is required that Open(ck, Commit(ck, M)) = M for all message M € M.

If 7 is the randomness involved in Commit, then we can write (ct, dct)<—Commit(ck, M; 7). Note that
in most of the constructions, 7 appears as part of the decommitment dct. In all constructions considered in

this paper, we do not use Open. Instead, given (ct, M, 7) we simply check whether ct z Commit(ck, M; 7).
Throughout this paper, we neither explicitly mention ck nor the random coin 7 involved in Commit.

Definition 2.2 (Hiding). A commitment scheme is said to have statistical hiding property if for all
(possibly quantum and computationally unbounded) algorithms A, the advantage

Adv'i 8 (k) == |Pr [b =] - 5

|

in Expjiding(k;) (defined in Figure D is a negligible function in &.

Remark 2.1. If Adviidmg(n) = 0 (in Definition , then the hiding property is called perfect hiding.

On the other hand, if A is a PPT adversary and Adviiding (k) is negligible, then it is called computational
hiding.

Definition 2.3 (Binding). A commitment scheme is said to have computational binding property if for
all (possibly quantum) PPT algorithms A, the advantage

AdVijnding("&) — Pr EXpE"inding(’Q) =1

in Expﬁinding(/@) (defined in Figure|1]) is a negligible function in .

Definition 2.4 (Signature Scheme). It consists of three PPT algorithms - KeyGen, Sign and Ver.



Expiiding (H): Expiinding (R) .
1 ck <& CSetup(1*) 1 ck <& CSetup(1*)
2. (Mo, My, st)+—.A(ck) 2. (ct,dct,dct’)+—.A(ck)
3. b (0,1} 3. M<+—Open(ck, ct, dct)

$ 4. M’<—Open(ck, ct, dct’)
4. (ctp,dcty) +— Commit(ck, M)
5. return 1 if M # M’ and M, M #.1, else
5. b «— A(ck,ctp, st) return 0

Figure 1: Experiments for Hiding (left) and Binding (right) of commitment scheme.

e KeyGen: It takes as input a security parameter £ and outputs a pair of public and secret keys (pk, sk).

e Sign: It takes as input a message M € M and a secret key sk, and outputs a signature o, where M
is the message space.

e Ver: It takes as input a message-signature pair (M, o) and a public key pk. It outputs a value of 1 if
(M, 0) is a valid message-signature pair, else it outputs 0.

Correctness: For all (pk,sk) <+ KeyGen(1%) and for all messages M € M, it is required that
Ver(pk, M, Sign(sk, M)) = 1.

Next, we define the security model of signature scheme. A security notion which is very useful in
practice is called existentially unforgeable under chosen message attack (EUF-CMA).

Definition 2.5 (EUF-CMA). A signature scheme is said to be existentially unforgeable under chosen
message attack (EUF-CMA) if for all (possibly quantum) PPT algorithms A, the advantage

(pk, sk) < KeyGen(1");

Ad EUF-CMA — P .
VA (’i) r (M*,O'*) - A05|gn(pk)

Ver(pk, M*,0%) =1

is a negligible function in &, where A is provided access to the sign oracle Osig, With a natural restriction
that M* # M for all messages M queried to Osign. Note that Oggn acts as the original signing algorithm.
More precisely, it takes a query message and an underlying secret key sk (associated with the public key
pk), runs the signing algorithm, and returns the output.

Remark 2.2. When A does not have access to Osign, the security model is called existentially unforgeable
under no-message attack (EUF-NMA). This model is weaker than EUF-CMA.

Definition 2.6 (Blind Signature Scheme [PSM17]). It consists of three PPT algorithms - KeyGen, Sign
and Ver.

e KeyGen: It takes as input a security parameter x and outputs a pair of public and secret keys (pk, sk).

e Sign: It is an interactive protocol between a signer S and a user U. The inputs to U and S are (pk, M)
and (pk, sk) respectively. At the end of the interaction, S outputs status € {not-completed, completed}
and U outputs o € ¥ U {L}, where X is the signature space.

Notationally, the output of the protocol will be written as (o, status)«— (U(pk, M), S(pk, sk)).



e Ver: It takes as input a message-signature pair (M, o) and a public key pk. It outputs 1 if (M, o) is
a valid message-signature pair under pk, else it outputs 0.

Correctness: For all (pk,sk) <+ KeyGen(1%) and for all messages M € M, it is required that if
(o, status)<— (U(pk, M), S(pk, sk)) and status = completed, then Ver(M, o, pk) = 1.

Remark 2.3. Typically, in the interactive signing algorithm, a user U constructs a blinded message M
from the original message M using secret ephemeral information and then sends M to a signing authority
S. The signer S signs the blinded message M and returns the blind signature ¢ to the user U. The user
then generates the unblinded signature o on M from & using the same secret ephemeral information.

A blind signature scheme needs to satisfy two security attributes: blindness and one-more unforge-
ability (OMF). In [PSM17], the authors considered a weaker notion of OMF, called universal one-more
unforgeability (UOMF) to argue security of their multivariate blind signature scheme. The authors also
established the blindness of their proposal. In this paper, our focus is on unforgeability so we skip the
definition of blindness here and refer the interested readers to [PSM17] instead.

Definition 2.7 (UOMF [PSM17]). A blind signature scheme is said to be universal one-more unforgeable
if for all (possibly quantum) PPT algorithms A = (A1, A3), the advantage

AdviOMF (k) := Pr [ExpﬂOMF(/{) =1]
in Exp}f‘OMF(n) (defined in Figure [2)) is a negligible function in x, where A is given access to blind signature
oracle Ogg to which it can make at most £ many queries.

Exp%OMF(n): ExngF(n):
1. (pk,sk)«—KeyGen(1*) 1. (pk, sk)<—KeyGen(1")
(@]
2. {(Mi, Ti)ieqy ,st} A5 (pk) 2. {(Mu Ui)i€[£+1]} «—A%s (pk)
3. return 0 if 3¢ € [¢] s.t Ver(M;, o;,pk) = 0 or 3,5 € [{] 3. return 1 if Vi € [¢ + 1], Ver(M;, 04, pk) = 1 and Vi,j €
s.t M; = M; with ¢ # j [0+ 1] with i # j, M; # M;
4 M(iM\{Ml,...,Mg} 4. return 0
5. o«—Az(M,st)
6. return 1 if Ver(M, o, pk) = 1, else return 0

Figure 2: Experiments for UOMF (left) and OMF (right) of blind signature scheme.

Remark 2.4. In both experiments, UOMF and OMF, the blind signature oracle Ogg models the interactive
stage of a blind signature scheme, in which the oracle takes the underlying secret key sk and a blinded
message M as input, and outputs a blind signature o. Note that in the first phase of the UOMF experiment,
Aj outputs £ message-signature pairs and a state st. In the second phase, As receives the internal state st
and a random message M (distinct from the messages output by A;), and produces a forgery on M.

Definition 2.8 (OMF). A blind signature scheme is said to be one-more unforgeable if for all (possibly
quantum) PPT algorithms A, the advantage

AdvOMF (k) := Pr [ExpaMF(ﬁ) =1]



in ExpQMF (k) (defined in Figure [2) is a negligible function in #, where A is provided access to blind

signature oracle Ogg to which it can make at most £ many queries.

For the definition of identification scheme (IDS) and related properties, we closely follow [CHRT16].

Definition 2.9 (IDS). An identification scheme consists of three PPT algorithms - KeyGen, a prover
algorithm P and a verifier algorithm V.

o KeyGen: It takes as input a security parameter x and outputs a key pair (pk, sk).

e P(pk,sk) and V(pk) are the interactive algorithms involved in a common protocol, where the prover
P speaks first. At the end of the interaction, the verifier V outputs a bit b, where b =1 and b = 0
indicate accept and reject, respectively.

Correctness: For all (pk,sk) «— KeyGen(1%), it is required that Pr[b=1: b«— (P(pk,sk),V(pk))] = 1.

Remark 2.5. We often refer to sk and pk as witness and statement respectively. Note that for a statement,
there could be more than one witness.

Definition 2.10 (Soundness with knowledge error p). Let © € N. An identification scheme IDS =
(KeyGen, P, V) is said to be sound with knowledge error p if for all PPT A, we have

Prib=1: (pk,sk)«—KeyGen(r); b+— (A(pk, L),V(pk))] < u + negl(k).

Definition 2.11 (Statistical HVZK). An identification scheme IDS = (KeyGen, P, V) is said to be statistical
honest verifier zero-knowledge (HVZK) if there exists a simulator Simu such that the statistical distance
between the following ensembles is negligible in :

1. {(pk,sk,m) : (pk,sk)«—KeyGen(k); m<—Trans({P(pk,sk),V(pk)))},

2. {(pk,sk,7) : (pk,sk)«—KeyGen(k); m<—Simu(pk)}.

Next, we define the canonical (2n + 1)-pass IDS as follows.

Definition 2.12 (Canonical (2n + 1)-Pass IDS). Let IDS = (KeyGen,P,V) be an identification scheme
with n challenge spaces ChSy, ..., ChS,. Then the IDS is said to be canonical (2n + 1)-pass identification
scheme if the prover and the verifier can be split into (n + 1) subroutines P = (Po,Py,...,P,) and V =
(V1,...,Vn, Vuy1) respectively such that

e Py(sk) computes the initial commitment ct and sends to V as the first message.

V; for 1 < i < n samples i-th challenge ch; L ChS; after receiving (i — 1)-th response rs;_; and
sends ch; to P. Note that when ¢ =1, rs;_; = ct.

Pi(sk,ct,chy,rsy,cha, ... rs;_1,ch;) for 1 <14 < n computes i-th response rs; and sends to V.

Finally, V,,41 decides to accept or reject based on pk and 7, where @ = (ct,chy,rsi,...,chy,rsy,) is
called the transcript.

Remark 2.6. In general for practical use of IDS, we want the knowledge error i to be negl(x). If y is non-
negligible in x, then [AF22] has shown that by running IDS r-times in parallel, one can make the knowledge
error 1" = negl(k) by considering r sufficiently large. For simplicity of understanding, we use the notation
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IDS™ = (KeyGen, P", V") for r parallel instances of (2n+ 1)-pass IDS, where P" = (P{,P7,...,P}) and V" =

(Vi,..., V5, V, ). Furthermore, a transcript of IDS" is of the form 7 = (ct,chy,rsy, ..., chy,,rs,), where
ct = (ct17 ...,cty), and for 1 <i <n, ch; = (ch;1,...,ch;,) and rs; = (rs; 1,...,rs;,). Hence, 7 is nothing
but the collection of r many transcripts of IDS, i.e., 7 = (m1,...,7,) with m; = (ct;, chy i, rs14,...,¢chy i, r5,)

for 1 <i <r. Note that V"(pk,7) = 1if Vi, (pk,m;) = 1 for Vi € [r], else 0.

When n = 1 and n = 2, then we have canonical 3-pass IDS and 5-pass IDS, and the respective
transcripts can be written as m = (ct,ch,rs) and m = (ct, chy, rsy, chg,rsg). In the following, we define the
notion of special soundness for 3-pass IDS and 5-pass IDS.

Definition 2.13 (3-Special Soundness). A 3-pass identification scheme IDS = (KeyGen, P, V) with |ChS| >
3 is said to satisfy 3-special soundness if there exists an extractor Extr such that given any three accepted
transcripts of the form 7 = (ct,ch,rs), 7’ = (ct,ch’,rs') and 7" = (ct,ch”,rs”) with ch # ch’ # ch” # ch,
Extr can efficiently compute a witness sk.

Definition 2.14 (5-Special Soundness). A 5-pass identification scheme IDS = (KeyGen,P,V) with
|ChS1| > 2 and |ChS2| > 2 is said to satisfy 5-special soundness if there exists an extractor Extr such
that given any four accepted transcripts of the form m = (ct,chy,rsy, cha,rsy), 7 = (ct, ch),rs, ch), rsh),

= (ct,chf,rs],chf, rsy), and 7" = (ct,ch’,rs]’, chy’ rs’") with ch; = ch] # ch] = ch]’ and chy = ch} #
ch2 = chy’, Extr can efficiently compute a witness sk.

Note that it is not a straightforward extension of 3-special soundness; instead, the restrictions on the
challenges are bit complicated. Due to this complication, the security proof of the signature scheme based
on 5-pass IDS, like MQDSS, is more involved than its 3-pass version (see Section . In |[CHR™16], this
soundness is referred to as the g2-extractor, when |ChS;| = ¢ and |ChSq| = 2.

2.2 MAQ Setting and Hardness Assumptions

Suppose v, 0 and n are three positive integers such that n = v+o0, where v represents the number of vinegar
variables, o represents the number of oil variables and n denotes the total number of variables. Let m denote
the number of equations in a system. Without loss of generality, we assume that of the n variables, the first v
variables are vinegar variables, and the rest o variables are oil variables. If & = (x1,...,Zy, Tyt1, .-, Toto),
then we write x = (x,, x,), where &, = (r1,...,2,) and €, = (Ty4+1, - - -, Tyto). In this setting, the number
of equations is considered the same as the number of oil variables, i.e., m = o.

Let F be a fixed finite field. By a quadratic polynomial map F : F" — F of oil-vinegar type [Pat97],

we mean F = (f(l), ... ,f(m)), where each f(k) : F" — F is a quadratic polynomial of oil-vinegar type, i.e.,
of the form: .
f(k)(xlw--al’n):zzag] xzx]'i‘Zﬁ xz""’)/ (1)
i=1 j=i

where al(;?),ﬁi(k)’y(k) € F for k € [m]. When v ~ 2m, then the above map F : F" — F™ is called the UOV
central map [KPG99]. Note that when the vinegar variables are fixed, the system F : F” — F™ becomes
linear and can be solved efficiently.

Affine Maps. By invertible affine map, we mean 7 = (4, a) € GL,(F) x F", where GL,(F) denotes the
set of all n x n invertible (i.e., non-singular) matrices over F. For & € F", define 7 (x) := Az +a. So, T is
a map from F™ onto F". The notation invAff(F™ F") denotes the set of all affine invertible maps from F”"
onto F". Similarly, we can define invAff(F™ F™).

UOV Signature Scheme. In the following, we briefly reproduce the three main algorithms of the UOV
signature scheme [KPG99].
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e UOV.KeyGen(k). Let (v,0,q) denote the parameters of the UOV signature defined by the security
parameter k. Set n = v + o and m = o. Choose a finite field F of cardinality q. Let H : M — F™
be a cryptographic hash function. Randomly choose a UOV central map F : F” — F" and an affine
map 7 € invAff(F",F™), and then set the UOV public map and secret map as P = FoT : F" — F™
and (F,T), respectively. Return pk = (P, H) and sk = (F,T,H).

e UOV.Sign(sk,M). Find an @ € F" such that P(x) = y, where y = H(M). This is done by first fixing
the vinegar variables, followed by solving the reduced system using the oil variables. In fact, choose
a random assignment @, for vinegar variables x,, then solve the linear system F(x),x,) = y in oil
variables x,. If a solution does not exist, consider a different assignment for the vinegar variables.
Let 2, be a solution of the reduced system. Set ¢ = 7 !(x), where = (x}, ) and return the
signature o.

e UOV.Ver(pk,M, o). The signature is accepted if and only if P(o) = H(M).

Remark 2.7. Sometimes, we use the notation UOVInv(sk*,y) or P~1(sk*,y) for UOV.Sign for the target
value y € F™, where sk* = (F,T).

Polynomial Classes. Let P(F™, F™) denote the set of all quadratic polynomial maps P : F" — F™. Let
Fuov(F™, F™) be the set of all UOV central maps F : F" — F™ as defined above. Define P, (F",F™) =
{FoT: F € Fun(",F™) and T € invAff(F™ F™)}. This is essentially the set of all UOV public maps.
It is obvious that Pyey (F", F™) is a subset of P(F™ F™).

Polar Form. For a map P : F" — F™, its polar form G : F" x F"* — F™ is defined by

G(z,y) =Pz +y) — P(xz) — P(y) + P(0) = (pi(z + y) — pi(x) — pi(y) + pi(0));cpm)

where ,y € F" and P = (p1,...,pm)- 1t is easy to show that it is a bilinear map in each variable.

For polynomial maps P : F"* — F™ and R : F* — F™ where n € N, we treat ' = (P, R) : F" xF" — F™
as a polynomial map defined as follows:

[(2,2) = P(z) + R(2) = (pi(2) + hi(2))icpm)

where (z,2) € F* x F", P = (p1,...,pm) and R = (h1,..., hm).

Hardness Assumptions. The multivariate quadratic (MQ)-problem is one of the central problems in
multivariate public-key cryptography, and its decision version is known to be NP-hard [KPG99]. Note
that the security parameter x defines several sets of parameters consisting of the number of variables, the
number of equations, and the size of the underlying field. Let (n,m, q) be one such set of parameters with
m = o and n = v + o. For simplicity of the security reduction, we assume that the security parameter x
uniquely defines the corresponding parameter set. For ease of exposition, we may drop  from the following
hardness assumptions.

Definition 2.15 (MQ-problem [SSHII]). Given (P,y*) € P(F",F™) x F™, find an «* € F" such that
y* = P(x*). The advantage of an algorithm A in breaking the MQ-problem is defined by

Adv%Q(/{) = Pr [73(:1:*) =y*: (P,y") & P(E™,F™) x F™; x* « A(P,y*)} )

We say the MQ-problem is intractable if for every (possibly quantum) probabilistic polynomial time (PPT)
algorithm A, the advantage Adv%Q(n) is a negligible function in k.

Now, we define a new problem in the MQ-setting which we call the conjugate M@Q (CMQ)-problem.

12



Definition 2.16 (CMQ-problem). Given (R,y*) € P(F",F™) x F™, find (x},x3) € F" x F" such that
R(x7) — R(x3) = y*. The advantage of an algorithm A in breaking the CMQ-problem is defined by

* * * * $ n m m * * *
AWG9(k) = Pr [ R(@}) - R(@3) =y (R,y") < PEF™) x F™; (2, @5) « AR, y")] .

We say the CMQ-problem is intractable if for every (possibly quantum) PPT algorithm A, the advantage
AdviMQ(n) is a negligible function in .

Next, we define a problem in the MQ-setting that is no harder than the MQ-problem.

Definition 2.17 (UOV-Inversion (UOVI) problem). Given (P,y*) € Pyov(F",F™) x F™, find an «* € F"
such that y* = P(x*). The advantage of an algorithm A in breaking the UOVI-problem is defined by

AWVIOVI(R) = Pr [P(a") = 5" 5 (Py") <= Puod(F",F™) X F™; &  A(P,y")| .

We say the UOVI-problem is intractable if for every (possibly quantum) PPT algorithm A, the advantage
Adv3OV(k) is a negligible function in .

We now define another problem in the MQ-setting, which we call the PR-STI problem. A similar
kind of problem was used in [PSM17] for arguing universal one-more unforgeability of their blind-signature
scheme.

Definition 2.18 (Single Target PR Inversion (PR-STI) Problem). Given (P,R,y*) € Puov(F™, F™) X
P(F™, F™) x F™, find a pair (2,2) € F" x F" such that P(z) + R(z) = y*. The advantage of an algorithm
A in breaking the PR-STI problem is defined by

ARSI () = Pr [P(2) + R(Z) = 4" (P, R,y") ¢ Puoy(F",F™) x PE",F") x F™; (2,2) « AP, R,y")| .

We say the PR-STI problem is intractable if for every (possibly quantum) PPT algorithm .4, the advantage
AdvERSTI () is a negligible function in &.

The above problem is no harderﬁ than the UOV inversion problem. Note that the question here is
essentially to invert the one-way function (P,R) : F" x F" — F™ for a given target point y € F™. Its
analogous version in the RSA setting is the RSA inversion problem [Cor00]. In the next, we define a
variant of the PR-STI problem by providing a polynomial number of queries to the UOV-inversion oracle,
but with a restriction on the queries to rule out trivial attack. Formally, the problem is defined as follows.

Definition 2.19 (Modified Single Target Inversion (PR-mSTI) Problem). Given (P, R, w™) € Pyoyv(F",F™)x
P(F", F™) x F™ and a helper oracle O to calculate the inverse of P (i.e., P~!(sk*,.) as mentioned in Remark
2.7), find a pair (z,2z) € F" x F" such that

1. P(z) + R(z) = w* and
2. w was never queried to the helper oracle O, where w = w* — R(2).

Let us denote the above two conditions by cond. The advantage of an algorithm A in breaking the PR-mSTI
problem is defined by

AdVER™STL(0) — Pr |cond = true : (P, R, w") ¢ Puoy(F™, F™) x P(E™, F™) x F™; (2, %) + A°(P, R, w")] .

We say the PR-mSTI problem is intractable if for every (possibly quantum) PPT algorithm A, the advan-
tage AdviR'mSTI(K;) is a negligible function in .

4The two problems are equivalent when the random system R in PR-STI problem is treated as random oracle.
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When an analogous version of this problem is considered in the setting of RSA or DL, then it can be
trivially broken by manipulating the query arguments of the helper oracle. For example, in RSA-setting
the problem can be trivially solved. Suppose an attacker A is given N (RSA modulus), e € Z;( N) (public
key), y € Zn (target) and access to RSA-inversion oracle. Then A picks a € Z}; and makes a query y-a® to
the RSA-inversion oracle and gets the reply z (say). The attacker then returns z = z-a~' mod N as the
solution to the problem. For this reason, the one-more-RSA-inversion problem is considered to argue the
OMF security of the RSA based blind signature [BNPT03]. If we look closely, this attack exists mainly due
to the linear structure of the RSA function. However, the PR-mSTI problem is defined in the MQ-setting
which is non-linear by its nature. So, the aforementioned attack does not work for the PR-mSTI problem.
In fact, the non-linearity is the key property for the security of multivariate-based cryptosystems.

Let us fix the underlying field and the parameter set of the PR-mSTI problem to be F and (n,m,q)
with ¢ = |F|, m = o and n = v + 0. This means that all instances of the problem will have the same
parameter set and underlying field as above. Let the collection of all instances of the problem be denoted
by the set Prmsti = Prmsti; x Prmstis, where Prmsti; = Pyoy (F", F™) x P(F", F™) and Prmstio = F™. That

is, a random instance of the problem can be sampled as follows: ((P,R), w*) & Prmsti; x Prmstis. Note
that access to the helper oracle O(+) is also included as part of the instance. As mentioned earlier, this
oracle is implemented in a manner similar to the plain signing of the UOV, that is, using the secret key
sk* = (F,T) associated with the UOV public key P.

3 Splitting Lemmas and Forking Abstractions

First we formulate some fundamental lemmas (Lemmas and by extending the basic “Splitting
Lemma” of [PS00, HKL19]. These fundamental lemmas will be used to develop our forking abstractions in
Section We begin by reproducing the basic splitting lemma in its original form from [PS00], stated as
Lemma For the proof, we refer to the same paper. Note that item in Lemma follows from the
definition of B, given in equation [2, Our Proposition (and Proposition in Appendix [C]) is nothing
but a suitable adaptation of Lemma [3.1| and thus retains the same structure.

Lemma 3.1 (Splitting Lemma [PS00]). Let X and Y be finite sets. Let B C X XY be such that

Pr [(z,y) € Bl =e.
(x,y)<iX><Y

For any o < ¢, define
BaZ{(J:,y)GXxY: Pr [($,y’)eB]25—a}, (2)
y’(iY
Then, the following statements hold for any o < e:

(i) Pr [(z,y) € Ba] > @
(:v,y)(iXXY

(ii) ¥(z,y) € Bo: Pr [(z,y)€B]>ec—a

y/<iy

(iii) Pr [(z,y) € By | (z,y) € B] > a/e.
(w,y)(iXXY
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Claim 3.2. Let X,Y, B and B, be as in Lemma[3.1. Then, the following inequality holds.

Pr [(z,y) € Ba | (w,y) € BA(z,y/)€B] > Pr [(z,y) € Ba | (z,y) € B].
(@44 X XY XY (2y) ¢ X xY

Proof. By the definition of B, given in equation , the probability of a random point (z,y) € X x Y
belonging to the set B, increases if for the same z, it is already known that there exists another point
(x,y') € B for some y € Y. Therefore, for a random choice of (z,y,y') € X x Y x Y, we can write

Pr [(a:,y) € Ba | (z,y) € BA(2,9) EB] > Pr((z,y) € Ba | (z,y) € B].

3.1 Single-Splitting Lemmas

We recall a formalisation of the basic splitting lemma, called “Subset Splitting Lemma” [HKL19|. For the
proof, we refer to [HKLI9).

Lemma 3.3 (Subset Splitting Lemma [HKLI19]). Let X and Y be finite sets. Let B C X x Y be such that

Pr [(z,y) € Bl =e.
(x,y)<iX><Y

Then, for any a < e, we have

Pr [(z,y) e BA(z,y) € B] > (e —a)-a.
(;r,y)<iX><Y
y'(iY

The lemma essentially represents an algorithmic view of the splitting lemma. Here B is the subset that
corresponds to the success of the event (i.e., (z,y) € B) of the underlying algorithm with the probability of
success being at least e. The lemma says that if we run the algorithm twice with the input (z,y) € X xY
and (z,y’) € X x Y, respectively, then the probability of success (i.e., (z,y) € B A (z,y') € B) after two

subsequent runs of the algorithm is at least (¢ — ) - « for any a < &, where 2’ & X and v,y Sy
Henceforth, we shall refer to the lemma (3.3 as the “1-Single-Splitting Lemma”, because splitting takes
place only at a single position of the domain, resulting in two subdomains X and Y, and after the first
run, a value of Y is sampled only once.

We, now extend the previous form of splitting lemma to “2-Single-Splitting Lemma”, where one may
think that the underlying algorithm is run for a third time but with a different random sample y” € Y.
This is formally stated as follows.

Lemma 3.4 (2-Single-Splitting Lemma). Let X and Y be finite sets. Let B C X XY be such that

Pr [(z,y) € Bl =¢.
(:p,y)<iX><Y

Then, for any a < e, we have

Pr [(z,y) € BA(2,y') € BA(z,y") € B] > (e — a)?-a?/e.
(:):,y)(iXXY
y’(iY
y”(iY
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Proof. First, we look at the following conditional probability:

Ay = Pr [(z,y")€B| (z,y) € BA(z,y) € B]
(x,y)&XXY
y’(iY
y”iY
> Pr [(z,4") € BA(z,y) € Ba| (z,y) € BA(z,y') € B]
(:c,y)<iX><Y
y’(iY
y”iY
= Aq1-Agg,
where
A11 = Pr [({L’,y”) €B | (%,y) EBaA(x,y) EB/\($,y/) GB}
(:B,y)<iX><Y
y’(iY
y”(iY
> -« [follows from item of Lemma
and
AlZ = Pr [(I7y)€Boz ’ (m,y)GB/\(:c,y/)EB]
(ac,y)iXxY
y’(iY
> Pr [(z,y) € Ba | (z,y) € B]  [due to Claim [3.2]

(x,y)&XxY

> afe [follows from item [(iii)| of Lemma [3.1].
So, we can write
AL > (e—a)- afe. (3)
Finally, we have
A = Pr [(x,y) € BA(z,y) € BA(z,y") € B}
(:c,y)(iXxY
y@iY
y”(iY
= Pr [(m,y”) € B | (z,y) € BA(2,y) € B] . Pr [(x,y) € BA(x,y) € B]
(:r,y)(iXXY (:v,y)(iXXY
y/&y y/<iy
y"(iY
> (e—a)-afe-(e—a) [using equation (3) and Lemma

= (e—a)*-a?/e.

3.2 Multi-Splitting Lemmas

In this section, we consider a further generalisation of the single splitting lemmas to include splitting in
multiple positions. We, therefore, refer to them as “Multi-Splitting Lemmas”. More precisely, we consider
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X XY x Z to be our sample space. Unlike single splitting lemmas, we either fix z or (z,y) for all the runs.
We therefore split the domain into either (X,Y x Z) or (X x Y, Z). The former (resp. latter) splitting is
referred to as ‘left’ (resp. ‘right’) splitting. We also consider a special splitting (see Lemma , where
the domain X x Y x Z x U is split as (X,Y, Z,U).

We now extend Lemma to the multi-splitting environment. The following proposition is basically
an extension of the basic splitting lemma.

Proposition 3.5. Let X, Y and Z be finite sets. Let B C X xY x Z be such that

Pr (z,y,2) € B] =¢.
(z,y,z)(iXXYXZ

For any a < ¢, define

Bg_{(w,y,z)EXXYXZ: Pr [(:p,y’,z’)eB]Ze—a}. (4)
(yﬂz’)(iYXZ

Then, the following statements hold for any a < e:

(i) Pr [(z,y,2) € BY] z o
(x,y,z)(iXXYXZ

(i) V(x,y,2) € BX: Pr [(z,y,2)) € B] > ¢ —a
(y’,z’)(iYXZ

(iii) Pr [(2,y,2) € By | (z,y,2) € B] > afe.
(x,y,z)&XXYXZ

Proof. Follows immediately by setting Y as Y x Z in the proof of Lemma (3.1 OJ

In the following, we consider a scenario of splitting at multiple positions. Again, from the algorithmic
perspective, we want to quantify the success probability of an algorithm after four consecutive runs.
The first run takes random input (z,y,z) and the second run considers the input as (z,y’,2’), where

(v, 2) &V x Z which is basically 1-left splitting. The third and fourth runs, respectively, take random
2" and 2 as inputs with fixed input (z,y). This essentially represents a 2-right splitting. Therefore, we
refer to the following lemma as “(1,2)-Multi-Splitting Lemma”. Note that this lemma is used only as an
intermediary for proving our next result, (2,2)-multi-splitting lemma (Lemma .

Lemma 3.6 ((1,2)-Multi-Splitting Lemma). Let X,Y and Z be finite sets. Let B C X XY x Z be such
that
Pr [(z,y,2) € B] =e.
(x,y,z)(iXXYXZ

Then, for any a < e, we have

Pr [(,y,2) € BA(2,y,2)) € BA(2,y,2") € BA(z,y,2") € B] > (e — @) - a® /&%
(m,y,z)(iXXYXZ
(y’,z’)(iYXZ
218z

Z/// $ Z
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Proof. Let 2-Evt denote the event “(x,y,2) € BA (z,y,2") € BA (x,y,2") € B”. Then, we get,

Ay = Pr [(z,y,2') € B | 2-Evt]
(m,y,z)&XxYxZ
(yﬂz’)(iYXZ
z”(%Z
PSSy
Pr [(z,y,2') € BA(z,y,2) € BX | 2-Evt]|
(x,y,z)iXXYXZ
(y’,z’)(iYXZ

Py

Y

ZIN $ Z

= A Ay,
X . oy
where B is as defined in Proposition

Ay = Pr [(z,/,2") € B| (z,y,2) € BX A 2-Evt]|
(x,y,z)(iXXYXZ
(y’,z’)(iYXZ
z”%Z
PR
= Pr [(m,y’,z’) € B (z,y,2) € Bé{ A(z,y,2) € BA(x,y,2") € BA(x,y,2") € B]
(m,y,z)(iXXYXZ
(y’,z’)(iYXZ

Py
P
> -« [follows from item |(ii)| of Proposition
and
Ay = Pr [(z,y,2) € BX | 2-Evt]
(a:,y,z)(iX XY xZ
18 g
S g
= Pr [(z,y,2) € BY | (x,y,2) € BA(x,y,2") € BA (2,y,2") € B] (5)
(x,y,z)(iX XY xXZ
18z
P
> Pr [(z,y,2) € BY | (z,y,2) € B] (6)

(w,y,z)&X XY xZ

> afe [follows from item of Proposition [3.5].

Similarly to Claim “(z,y,2") € BA (x,y,2") € B” increases the likelihood of “(x,y,z) € BX”. This
fact is used in the transition from equation to equation (@

So, we can write

AL > (e—a)-afe. (7)
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Finally, we have

A = Pr [(a:, y,2) € BA (z,y,2)) € BA(2,y,2") € BA (z,y,7") € B]
(m,y,z)&XxYxZ
(yﬂz’)(iYXZ

P
sy
= Pr [(z,y,7") € B | 2-Evt] - Pr [2-Evt]
(m,y,z)(iX XY xZ (x,y,z)(iX XY xZ
(y’,z’)&YXZ Sz
18 7 P
sy

> (e—a) (afe) (e —a)?-a?/e [using equation and Lemma [3.4]
= (e—a)® -/

O

The following lemma is simply an extension of (1,2)-Multi-Splitting Lemma. We, essentially, consider
one more 1-left splitting in addition to (1,2)-Multi-Splitting. The lemma is formally stated as follows.

Lemma 3.7 ((2,2)-Multi-Splitting Lemma). Let X,Y and Z be finite sets. Let B C X xY x Z be such
that
Pr (z,y,2) € B] =e.
(a:,y,z)(iXXYxZ

Then, for any a < e, we have

Pr [(z,y,2) € BA (z,y/,2') € BA (2,9",2") € BA(2,y,2") € BA (2,y,2") € B] > (e—a)*a’/e’.
(:L‘,y,z)(iXXYXZ
(y’,z’)(inZ
("2 Ey x 7
1Sz
Z”//&Z

Proof. The proof is given in Section [C.2] O

Lemma 3.8 (Sp. (1,2)-Multi-Splitting Lemma). Let X,Y,Z and U be finite sets. Let B C X XY x Z xU
be such that

Pr [(z,y,2,u) € B] =«.
(m,y,z,u)(iXXYXZXU

Then, for any a < e, we have

(z,y,2,u) EBA(z,y,2" u')EBA N3 3.2
(z,y,2,u)—X XY x ZxU

(y/,Z'm’,U”,U”’)iYXZXU><U><U

Proof. The proof is given in Section O
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3.3 Single/Multi-Splitting Forking Abstractions

We are now ready to propose three forking abstractions, Lemmas and based on the splitting
Lemmas and respectively. As mentioned earlier, an algorithm B (often referred to as wrapper)
which outputs a forking index or forking indices along with some side output (possibly signature(s)) is run
several times with related inputs in each of its runs. The output of the wrapper algorithms is, in turn,
used in the reduction to solve the underlying hard problem. Here, three types of wrapper algorithm are
considered, which output (J, o), (J1, J2,01,02), and (J1, J2,0), and whose success probabilities depend on
the splitting lemmas, Lemmas and respectively. In fact, the forking lemmas basically give the
success probability that B returns the same fixed index or indices in all its runs and the h-values (involved
in these runs) at that index or indices fulfil some restrictions (required by special soundness in Definition
and 2.14)). Finally, Corollaries [3.10] [3.12] and [3.14] respectively, extend the analysis of Lemmas
and [3.8 by considering all indices, instead of fixed index or indices.

Lemma 3.9 (2-Single-Splitting-Forking Lemma). Fiz a positive integer v and a set R with |R| > 3. Also,
fix a set ¥ of side output, a set T of instances, and a randomness space §). Let B be an algorithm that,
on input (I,h) € T x R” and randomness w € Q, outputs a tuple (j,o), where j € [0,v] and ¢ € ¥. For
j € [v], define the set W; C T x Q x R” as

Wj={{I,w,h) €eZxQxR": (j,0)«—B(I,h;w)}.

For any j € [v] and C C W, define

acc(C) = Pr [(I,w,h) € (]
(Iw,h) ¢ TxQxRY
and h;#h! AR/ #h
. i#h.#Rh £hj A
frk(C,j) = fr [(I,w,h)GC/((I,cf;,h’)JGC/\J(I,w,h”)GC} :
(Iw,h)+—IxQxRY
R <R |y
R RY |hy; g
Then

acc’(C) 3
frk(C, ) > : - =),
K(C) 2 ace0) - (2509 - 2 )
Proof. Let SEvt denote the event “(I,w,h) € CA(I,w,h’) € CA(I,w,h") €C”. Set X = I x Q2 xR/~ and
Y = R¥ 771 So, we can write Z x 2 x R” = X x Y. Applying Lemma [3.4 with ¢ = acc(C) and o = £/2,
we have

acc®(C)
16

Pr [SEvt] >
(Lw,h) - TxQxRY
R ER¥|hy; )
R RY Ry
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Let HEvt denote the event “h; # h; # hj # h;”. We can then calculate the desired probability as follows.

frk(C,j) = Pr[SEvt A HEvt]
= Pr[SEvt] — Pr [SEvt A HEvt]
> Pr[SEvt] — Pr [(1,w, h) € C A HEvt] (8)
> acc®(C)/16 — Pr[(I,w,h) € C] - Pr[hj = B}V hj = hf vV Iy = ] (9)
> acc(C)/16 — acc(C) - 3/|R| [using union bound]
acc?(C 3
= acc(C)‘< 16()_|R|>

Note that from equation to equation @), we use the fact that the event “(I,w,h) € C” and HEvt are

independent as hj, h’; and h} are chosen independently. This completes the proof. O

The following result is an extension of the original Forking Lemma of [BN06] from one forking to two
forkings.

Corollary 3.10. Define

W= JW;, acc= Pr [(I,w,h) € W] and frk =Y _frk(W}, j).

j=1 (I,w,h)iIxQxR" j=1

Then, we have

acc? 3
frk > | — - — .
rk > acc <16-V2 |R\>

Proof. First, note that acc = Z;'/:1 acc(W;). Then, we calculate the desired probability as follows.

frk = ifrk(Wj J) = EV: acc(W;) - <acc2(VV]) - 3) [using Lemma [3.9]
st = = 16 R
“Lacct (W) 3 - acc 1 = ’ 3 - acc
= Z 16 J — |R| > 1612 ZaCC(Wj) - |R|
J=1 J=1
acc? 3-acc acc? 3
T 162 R _acc'(16.y2_|R|>’

where we use Proposition[A.T|with a = 3 in the above intermediate inequality. This completes the proof. [J

Lemma 3.11 ((2,2)-Multi-Splitting-Forking Lemma). Fiz a positive integer v and a set R with |R| > 6.
Also, fir a set X of side output, a set T of instances, and a randomness space 2. Let B be an algorithm
that, on input (I,h) € T x R” and randomness w € 2, outputs a tuple (j1, j2,01,02), where ji,j2 € [0,v]
and 01,09 € ¥. For ji,j2 € [v] with ji1 < ja, define the set Wj, j, CT x Q x R” as

leij = {(I,w,h) €I x O xRY: (jl,j2701,02)<—B(I, h;w)}.
For any ji,j2 € [v] with ji1 < j2 and C C Wj, j,, define

acc(C) = Pr [(I,w, h) €]
(Lw,h) - TxQxRY
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hjy 7RG AR FERgy Ny #R AR

frk(C. 71, 52) = Pr (I o) €CA (I wo B ECA(T ok ECA (T 1 h’”)eC/\(I wh"Mec]

(Iw h)<—I><Q><RV
h' <SRy |hy
h”<—R"|h
h"'<—R“|h
h””%R”\h

[71-1]

[71—1]
l2—1]
li2—1]

Then

acc*(C) 6
frk(C, j1,j2) > C)- -——].
Proof. Let SEvt denote the event “(I,w,h) € CA(I,w,h') € CA(I,w,h") € CA(I,w,h") € CA(I,w, ") €
C’. Set X =TI x QxR Y =R27 and Z = RV 72t So, we can write the sample space as
IxQ xR =X xY x Z. Applying Lemma [3.7] with £ = acc(C) and o = /2, we have

5
acc’(C
Pr [SEvt] > 25(6 )
(1w, h)<—I><Q><R”

h/(—R ‘hjl 1]

h (—Ry|h[h,1]

R R g,

$
h/“/<—R"|h[j2 1]

Let HEvt denote the event “hj, # R} # b} # hj, Ay, # hY, # B # h;,”. Then, we can calculate the
desired probability as follows.

frk(C, j1,72) = Pr[SEvt A HEvt]
Pr [SEvt] — Pr [SEvt A HEvt

> Pr[SEvt] — Pr [(I,w,h) € C ANHEvt (10)
> acc®(C)/256 — Pr[(I,w,h) € C] - Pr [HEvt (11)
Z acc5 (C)/256 - acc(C) - Pr |:];7, __I;L///\\//I;L __};L///Y\/hh/l//_hh////

> acc’(C)/256 — acc(C) - 6/|R| (using union bound)

acct(C) 6
acc(C) - ( 556 \R\) :

Note that from equation (|10)) to equation (|1 , we use the fact that the event “(I,w, h) € C” and HEvt are

independent as hj,, b , h;’l, hj,, by, and hi are chosen independently. This completes the proof. O

Corollary 3.12. Define

W= U le»]év acc = Pr [(va7 h’) € W] and frk = E frk(leJzajlv.jQ)'
jl;jQS[V} (I,w,h)(iIXQXR” j13j2§[’/}
J1<J2 J1<7J2

Then, we have
frk > acc L _ 6
- 16-(2—=v)* |R|/
Proof. The proof will be found in Section [C.3] O
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Lemma 3.13 (Special (1,2)-Multi-Splitting-Forking Lemma). Fiz a positive integer v and a set R with
|IR| > 2. Also, fir a set ¥ of side outputs, a set T of instances, and a randomness space ). Let B be
an algorithm that, on input (I,h) € T x R” and randomness w € S0, outputs a tuple (j1,j2,0), where
J1,J2 € [0,v] and 0 € ¥. For ji,j2 € [v] with ji < jo, define the set W, j, CZ x Q1 x R as

Wijijo ={{,w,h) € T x QxR : (j1,J2,0)«—B(I, h;w)}.

For any ji,j2 € [v] with ji1 < j2 and C C Wj, j,, define

acc(C) = Pr [(I,w, h) € C]
(Iw,h) < TxQxRY
o B, #hiy AR #h A
frk(C. 51, 72) = Pr (10, B)ECA (LB YECA (T o ECA (T i) C (12)
(Iw,h) T xQxRY
hl(fRV‘h[]é_l]
h”(—RV‘h[jlfl] s.t h;-/2=hj2
R e—RYRY ) st B =h
Then 30)
acc’(C 2
frk(C, j1, j2) > acc(C) - - — .
(Coinoin) 2 ace(C) - (251 - 2
Proof. The proof is given in Section O

Remark 3.1. Note that while sampling h” and A" in equation , we keep your choices h;-; = hj, and
h}, = h%,. This will be used in the proof of Theorem {4.2|to ensure the requirement on the second challenge
of 5-special soundness (Definition [2.14)) of the underlying 5-pass IDS.

Corollary 3.14. Define

W= |J Wi acc= Pr [(I,w,h) € W] and frk =Y frk(Wj, jy, j1., J2)-
j13j2§[’/} (I,w,h)(iIxQxR” j17j2§[V}
J1<7J2 J1<7J2

Then, we have
acc

3 2
frk >acc- [ — 2 — ).
o= e (8-<v2—v>3 rm)

Proof. The proof is given in Section O

4 A Modular Security Treatment of MQDSS

In this section, we provide concrete security reduction of 3/5-pass MQDSS in the random oracle model. The
5-pass MQDSS |[CHR16] is obtained by applying the Fiat-Shamir transform [FS86] to r parallel instances
of the 5-pass IDS [SSHI1]. The authors also presented a security reduction for 5-pass MQDSS, which
is qualitative and thus provides only asymptotic assurance. In fact, the paper [CHRT16| itself explicitly
states that the derivation of an exact probability bound leads only to a complicated statement.

According to [CHR™16], the reason for considering 5-pass, instead of 3-pass IDS in MQDSS is to reduce
the number of rounds, thus gaining efficiency. However, the use of 5-pass IDS leads to an interesting and
effective attack [KZ20] on the concrete parameter choices of 5-pass MQDSS that was submitted for NIST
PQC standardisation [NIS19]. To prevent this attack, the number of rounds in the underlying IDS should be
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increased. As observed in [KZ20] due to their attack, 5-pass MQDSS loses its efficiency advantage over the
3-pass variant. Note that the attack on 5-pass MQDSS works due to the lack of tightness in the security
reduction. Therefore, for a fair comparison between these two versions of MQDSS, one must take into
account the tightness of the reductions. This motivates us to investigate concrete security reductions for
3/5-pass MQDSS. In Section we provide an outline of 3-pass MQDSS followed by its concrete security
reduction. We then give an outline of 5-pass MQDSS and its concrete security reduction in Section
followed by a comparative analysis of the relative security of MQDSS variants in Section

4.1 3-Pass MQDSS

In this section, we first describe the MQDSS signature based on 3-pass IDS. The description is similar to
the 5-pass MQDSS |[CHR 16|, except that the number of passes is reduced. Let IDS = (IDS.KeyGen, P, V)
be the 3-pass IDS of Sakumoto et al. [SSHII] (see Figure [4), where the underlying challenge space is
ChS = {0,1,2}. The three subroutines of the 3-pass MQDSS are given as follows. We use the notation
IDS” for r-parallel runs of IDS (see Remark [2.6)).

1. KeyGen(k). Run (pk,sk)«—IDS.KeyGen(x). Choose a number r € N such that (2/3)" = negl(k).
This choice essentially makes the knowledge error of IDS" negligible thanks to Lemma Let
H :{0,1}* — {0,1,2}" be a collision resistant hash function. Similarly to pk, # and r are also
publicly known. Note that pk implicitly contains the public key ck of the underlying commitment
scheme.

2. Sign(sk, M). The steps of signature generation are given below.

(a) run ct := (cty,...,ct,)«—P(sk)

(b) compute ch := H(M, ct)

(c) run rs := (rsy,...,rs,)«—P7(sk, ct, ch)
(d) return o := (ct,rs)

3. Ver(pk,M, o). Verification has the following steps.

(a
(b

) compute ch := H(M, ct)
) return V" (pk, ct, ch,rs)

Next, we provide a concrete security reduction for the above construction. Note that by utilising HVZK
of the underlying 3-pass IDS (see Lemma[B.1]), an EUF-CMA forger can be reduced to an EUF-NMA forger.
This is a common technique widely used in the security reduction of signature scheme derived from an
identification scheme (for example, see [CHR ™16, Lemma 4.12] in the context of 5-pass MQDSS). Basically,
one has to ensure that an EUF-NMA forger is capable of answering signature queries. Informally, the EUF-
NMA forger synthesises a signature by generating r simulated proofs using HVZK of the underlying IDS
followed by programming the random oracle for H at some arguments using r challenges involved in the
simulated proofs. If the oracle values of the arguments are already defined by its challenger, then EUF-
NMA forger aborts. It can be shown that the probability of not aborting is overwhelming due to the choice
of r. Since, for this conversion, the advantage gets reduced by at most a negligible amount, we only focus
on the EUF-NMA security of 3/5-pass MQDSS. We point out that due to the application of our modular
forking analysis (see Corollary , the reduction appears significantly simpler and is reminiscent of the
original Bellare-Neven forking [BN0G].
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Theorem 4.1. Suppose there exists an adversary A who can break the EUF-NMA security of the 3-pass
MQ@QDSS in the random oracle model. Then, using A as a subroutine, we can create PPT algorithms By
and By for breaking the MQ problem (c.f., Definition[2.15) and the computational binding property of the
underlying commitment scheme respectively with the following relation of the respective advantages:

. 1/3
AdVEUF-NMA (o) < (16 2. (Advll\le(/f) + Advg;ndmg(ﬁ)) /f)

where v is the number of hash queries and f =1— (7/9)".

Proof. Let A be an NMA-attacker that produces a forgery after making at most v many random oracle
queries. Then, we break either the MQ problem or the computational binding property of the underlying
commitment scheme using A as a subroutine. Next, we define our wrapper algorithm.

Wrapper Algorithm. Let Mg denote the set of all MQ problem instances. The wrapper algorithm B
(defined as Algorithm 1)) takes (inst,h) € Mq x R” as input and creates an environment for .4, where
R = {0,1,2}". Throughout our analysis, 1/|R| = negl(x) due to the choice of r. When A returns a
message-signature pair as a forgery, B returns a pair (J, o), where J € [0, v] is called the forking index and
o is called side output. The random oracle is implemented using the random vector h as follows. For a
query argument arg, return #H(arg), if it is defined, i.e., arg was queried earlier. Otherwise, ctr < ctr + 1,
set H(arg) = hetr, update List < List U {(ctr, arg, H(arg))} and return H(arg). We say that the wrapper B
is successful if the output forking index J is not equal to 0. Let acc denote the success probability of B.
Then, we can write,

1
acc > (1——=)-¢
IN
~ € (13)
where ¢ = AdvEUF-NMA (15) Note that the term (1 — 1/|R|) in the above expression arises from steps |§I to

of Algorithm |1} as A may produce a valid forgery by guessing the hash value H (M, ct) with at most a
uniform probability 1/|R|. Let €2 be the domain from which A samples its randomness. Note that following
the notation W and W; developed in Lemma and Corollary we can also express acc as follows.

acc = Pr [(inst,w, h) € W],
(inst,w,h) <>~ Mgx QxRY

where W = {(inst,w,h) € Mg x Q@ x R” : J > 1; (J,0)«—DB(inst,h;w)}. It is worth mentioning that
the wrapper algorithm B does not sample any randomness. Moreover, the supplied random coin w to B

actually serves as the internal randomness for A. We can write W = UY_; W;, where W; = {(inst,w, h) €
Mg x Q x R : (j,0)«—DB(inst, h;w)} for j € [v].

Algorithm 1 Wrapper for NMA

1: procedure B(inst, h) 8: end if

2 run ck < CSetup() 9: let J € [v] such that (J, (M, ct),ch) € List

3: pick 7 € N such that (2/3)" = negl(x) 10: set o = (ct, ch,rs) .

4 List + @ and ctr < 0 > List stores tuples of the form 11 if Ver(M, o, pk) = 0 then > where pk = (inst, ck)
(ctr, arg, H(arg)) 12: re.turn (0,¢)

5: (M, (ct,rs)) +— AP (inst, ck, ) 13:  end if

6:  if (% (M,ct), *) & List then 14: return (J,0)

7 return (0, €) 15: end procedure
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Forking Algorithm. The forking steps are described in Algorithm [2| Note that it involves one additional
forking compared to the general forking algorithm of Bellare-Neven [BN0O6]. The success probability of Fg
can be expressed in terms of the forking probability frk as defined in Corollary In fact,

Succ(Fg)

= 3 fk(Wy, )
=1

)

= frk
> acc.(accz_i*)
- 16-v2  |R|
g2 3
& €'<16.V2‘\R\
63
~ 162

Pr [b —1: inst ¢ Mgq; (b, 0, a’,a”)%FB(inst)]

[by Corollary [3.10]
[using equation (13)]

(14)

where we refer to Lemma for the definition of frk(Wj, 7).

Algorithm 2 Forking for NMA

1: procedure Fp(inst) 11: if J#J or hy =h/; then
. $ . 12: return (0,¢,¢,¢€)
2. choose h <2~ ({0,1,2}7)"
c‘oose ({ }$ ) 13: end if
3 pick randorrll coin w +—  for B 14: pick B, ... b (i {0,1,2}"
4: (J,0)«—DB(inst, h;w) > 1st run . "w_ 1 "
5. £ J=0th 15: set h —(hl,...,hjfl,h‘],...,hl,)
6 ! - en 16: (J",0")«—B(inst, h'; w) > 3rd run
return (0,¢ ¢, ¢) 178 if J' #J" or hy = b or B, = b} then
7 end if 18:
3 $ : return (0, ¢,¢,€)
8 pick h/,... b}, «— {0,1,2}" 19: end if
9: set h' = (h1,....hy_1, k). b)) 20: return (1,0,0’,0")
10: (J',0")+—B(inst, h'; w) >2nd run 91: end procedure
Algorithm 3 MQ Solver
1: procedure Simu(P,y*) > output &* € F™ such that 11: if such ¢ is not found then
P(x*) =y* 12: abort
2: set inst = (P, y*) 13: end if
3: (b,0,0’,0")«—Fp(inst) 14: set m = (ct;, ch,rs;)
4: if b=0 then 15: set 7' = (cty, chy, rs})
5: abort 16: set w" = (cty,chf,rs})
6: end if 17: x* —Extr(m, 7', 7'") > Such an extractor exists due to
7 parse o as (ct, ch,rs) Lemma
8: parse o’ as (ct,ch’,rs’) 18: return x*
9: parse o'/ as (ct,ch” rs’) 19: end procedure
10: find an ¢ € [r] such that ch; # ch} # ch} # ch;.

MQ Solver. The MQ problem solver Simu is described in Algorithm [3] It takes an M(Q problem instance
(P,y*) as input and runs Fp. Recall that with probability Succ(Fg), the forking algorithm returns three
signatures o, o’, 0" for the same message. Using Proposition we get the probability of reaching step
of Algorithm [3] without abort to be Succ(Fg) - (1 — (7/9)") = Succ(Fg) - f, where f =1 — (7/9)". Note that
one can make f negligibly close to 1 by suitably choosing the value of . If the underlying commitment
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scheme is computationally binding, then P(x*) = y*, where * is the output of the extractor in step
Therefore, the success probability of finding a valid solution is

Advg/ilr?m(’%) Z SUCC(FB) f = AdeBiigtjing(/{)
3
9 Bindi
= W - AdVSiliumg(’%)a (15)
where in the last step, we use equation . This completes the proof. -

Since the underlying commitment scheme is computational binding, one can approximate equation
as

Simu

e </ (A2 (,i))l/ ’ (16)

where we assume that f is negligibly close to 1.

4.2 5-Pass MQDSS

We start with an outline of 5-pass MQDSS |[CHR16] based on the Fiat-Shamir transform [FS86] on 5-
pass IDS [SSHTI] as appeared in [CHR 16, Construction 4.7]. We refer to [CHR16] for further details on
MQDSS. Let IDS = (IDS.KeyGen, P, V) be the 5-pass IDS of Sakumoto et al. [SSH11] (see Figure |5, where
the first and second challenge spaces are ChS; = F and ChSy = {0, 1} respectively. The three subroutines
of the MQDSS are as follows.

1. KeyGen(x). Run (pk,sk)«—IDS.KeyGen(x). Choose a number r € N such that (3 + 2%1)’" = negl(k).

This choice essentially makes the knowledge error of IDS" negligible thanks to Lemma Let
Hi:{0,1}* — F" and Hz : {0,1}* — {0,1}" be collision-resistant hash functions. Similarly to pk,
Hi,Ho and r are also publicly known. Note that pk implicitly contains the public key ck of the
underlying commitment scheme.

2. Sign(sk, M). The steps of signature generation are given below.

(a) run ct := (cty,...,ct,)«—Py(sk)
(b) compute chy := H1(M, ct)

(c) run rsy := (rsy1,...,rs1,)«—Pj(sk, ct,chy)

(d) compute chy := Ha(M, ct, chy,rs;)

(e) run rsp = (I’SQ71, ce rSQ,T)<—P§(sk, ct,chy,rsq, ChQ)
(f) return o = (ct,rsi,rsz)

3. Ver(pk,M, o). The verification steps are given below.

(a) compute chy := H1 (M, ct) and chsy := Ho(M, ct, chy, rsy)
(b) return V" (pk, ct, chy,rsy, chy,rsg)

Next, we show a concrete security reduction of the 5-pass MQDSS. Similarly to the 3-pass MQDSS,
we only address EUF-NMA security. Unlike the reduction of the 3-pass MQDSS, here we consider some
encoding functions to answer the random oracle queries corresponding to two different hash functions using
a single random vector.
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Theorem 4.2. Suppose there exists an adversary A who can break the EUF-NMA security of the 5-pass
MQ@QDSS in the random oracle model. Then, using A as a subroutine, we can create PPT algorithms By
and By for breaking the MQ problem (c.f., Definition[2.15) and the computational binding property of the
underlying commitment scheme respectively with the following relation of the respective advantages:

L 1/4
AdvEUF-NMA () < (8 (V2 =)t (AdVI\B/IlQ(Ii) + Advg;ndmg(fi)>>
where v s the number of hash queries.

Proof. Recall that there are two hash functions #; : {0,1}* — F" and Ha : {0,1}* — {0,1}" which are
treated as random oracles. Since the range F" (resp. {0,1}") is a finite set, any element of it can be
uniquely expressed by the index of a suitably chosen enumeration or index set. In fact, let Ry = {1,...,4"}
(resp. Ry ={1,...,2"}) be the corresponding enumeration. If Enu; : Ry — F" (resp. Enus : R — {0,1}")
is a one-to-one function, then the i -th element in F" (resp. {0,1}") is represented by Enuy(i) (resp.
Enuz(7)). W.lo.g, we assume that such functions exist and are efficiently computable. Consider another
set of indexes R = {1,2,...,}, where ¢ = ¢" - 2". Next, define two encoding functions Enc; : R — R; and
Ency : R — Ry as follows.

2T
These encoding functions help to simulate two different random oracles using only a single random vector.
We now list some properties of the encoding functions defined above.

Enci(z) = {3] and Ency(z) = [ﬂ for z € R,

1. Ency : R — Ry and Ency : R — Ry are regularE]
2. Enuj o Enc; : R — F" and Enug o Ency : R — {0,1}" are also regular.

3. All these functions are efficiently computable.

4. When z - R, then (Enuj o Ency)(z) and (Enuy o Ency)(z) are uniformly distributed over F" and
{0,1}", respectively, due to property (2).

Let A be an NMA attacker that produces a forgery after making at most ¥ many random oracle queries
(to H1 and Hg). Then, we break either the MQ problem or the computational binding of the underlying
commitment using A as a subroutine. Following the style of our earlier reduction, we define a wrapper
algorithm as follows.

Wrapper Algorithm. Let Mg denote the set of all MQ problem instances. The wrapper algorithm B
(defined as Algorithm [4)) takes (inst, h) € Mg x R as input and creates an environment for A. Throughout
our analysis, 1/|R| = negl(x) due to the choice of r. When A returns a message-signature pair as forgery,
B returns a tuple (Ji, Ja,0), where Ji, Jo € [0,v] are called forking indices. The wrapper B handles the
random oracle queries as given below.

Oy, (arg): // fori=1,2

if H;(arg) is not defined then
ctr<ctr+1
H;(arg) < (Enu; o Enc;) (hetr)
List + List U {(ctr, arg, H;(arg))}

end if

return H;(arg)

5A function is called regular if all the elements in the range have exactly the same number of preimages. For example, any
bijective function is regular.
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Algorithm 4 Wrapper for NMA

1: procedure B(inst, h) 10: if (x, (M, ct,chq,rs1), *) € List then
2 run ck <> CSetup(k) %; re.turn (0,0,¢€)

3t pick 7 € N such that (3 + )" = negl(x) :  endif

4

2q 13: let J2 € [v] such that (J2, (M, ct,chy,rsq),chs) € List

List < @ and ctr < 0 > List stores tuples of the form 14 set o — (ct, chy, rs1, cha, rss)
(ctr, arg, H;(arg)) for i € [é o . 15: if Ver(M, o, pk) = 0 then > where pk = (inst, ck)
o: (M, (ct, rs1,rs2)) «— A~ 1"~ H2 (inst, ck, ) 16: return (0,0, ¢)
6: if (%, (M, ct), %) & List then 17: end if
T return (0,0,¢) 18: return (J1, J2,0)
8: end if 19: end procedure
9: let J1 € [v] such that (J1, (M, ct),chy) € List

By the definition of B, the indices J; and J3 involved in the output can be both zero or non-zero. Note
that when they are non-zero, then J; < Ja as the input of Ho includes the output of Hi. We say that the
wrapper B is successful if both forking indices in the output are non-zero.

Let © be the domain from which A samples its randomness. Let W = {(inst,w,h) € Mq x Q x R” :
J1 < Jo; (J1,J2,0)«—DB(inst, h;w)} and W, j, = {(inst,w, h) € Mq x Q@ x R : (j1, j2, 0)«—B(inst, h;w)}

for j1,j2 € [v]. Then W= U : }le j»- 1f acc denotes the success probability of B, then we can write
J1,J2€v
1jl2<j2
acc = Pr [(inst,w, h) € W]
(inst,w,h) <> Mqx xRV
2
> (1—-—=)-¢
R
~o€ (17)

where & = AdvEUFYMA (4) and the term (1 — 2/|R|) involved in above expression is due to steps |§| to |12 of
Algorithm [4] which basically corresponds to guessing the output of the random oracles for H; and Ho.

Extended Forking Algorithm. The extendedﬁ forking algorithm is given as Algorithm It takes
inst € Mq as input and runs B four times on related inputs to obtain four signatures (o,o’,0”,0"”). In
the first run, on input (inst, h,w), B outputs (Ji,J2,0). In the second run, B is rewound at Jo to get
(J1,J%,0"). The second argument for B in the second run is h'. Next, B is rewound at J; (i.e., third run)
such that h'j, = hy, to get (J{,Jy,0"), where h” is the second argument of B. Finally, B is rewound
at Jy (i.e., fourth run) such that b7, = A/, to get (J{",J3",¢"), where h" is the 2nd argument of B.
Note that the values hf}Z and hf}; are chosen in the above form mainly to fulfil some requirements on the
second challenge involved in the definition of g2-extractor (c.f., Deﬁnition. If all the requirements are
fulfilled by the outputs, then (0,0’ 0", 0") are four valid signatures for the same message. We emphasise
that here we rewind B at two indices that correspond to two different hash functions. Let us parse the
four signatures as o = (ct, chy,rsy,chg,rsy), o/ = (ct’,chl,rs}, ch),rsh), o” = (ct”,chl,rs] chi rs)) and

o = (ct”,ch’ rs!" chy rs]'). Note that one can easily verify that

ct=ct' =ct’ =ct”. (18)

Further, the values h'; = hy, b} = hj,, and BJ = R} and BJ = R/, set in steps |§|, and of
Algorithm [5| respectively, and the conditions on hf,g and hf}l involved in steps imply that

ch; =ch}] # ch] =ch! (19)

chy =ch] # ch)=ch. (20)

5We use the term “extended” because here the forking algorithm uses some encoding functions which is different from the
usual forking algorithm, e.g., [BNOG].
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We remark that the conditions involved in the boxes in steps [[1] and [I7] of Algorithm [f] are redundant. In
fact, Jo = Jy (resp. Jj = J3’) implies that J; = J] (resp. J{ = Ji”) due to the event “the input and the
output of 1 appear as the input of Hs for a valid signature”. The reason for keeping them in place is
simply to follow Corollary [3.14]

Algorithm 5 Extended Forking for NMA

1: procedure E?Fg(inst) 15: seth”:(hl,.‘.,th_l,h’J’l,...,h’J’2_1,hJ2,h/J’2+1,...,h’u’)
2: choose h +— R”
1008 s 161 (J7, 7Y, 0" )—Blinst, h'; w) b 3rd run
3 pick random coin w «— Q for B 17 i J) £ J or J, % JU or hy, = ', then
4: (J1, J2, 0)«—DB(inst, h; w) > 1st run ) 1 L 2 2 N1 J1
5: if J1 =0 or Jo =0 then 18: I‘E'zturn (0,¢,¢€ €, €)
6: return (0,¢,€,¢€,¢€) 19: efld 1f;” s
7 end if 20: pick A7 ... Ry R
8 pick by ,...,h, <R 21: set ' = (RY, ... B, R R R
9: set h/ Z (hi,.. o hgy—1, By ... L) 22: (Jy", Jy', o"")«—B(inst, h""; w) > 4th run
e Py
10: (J1, Jb, 0" )+—B(inst, h'; w) > 2nd run - 23: if | J{' # J{' | or JJ # JY' then
1. if or Jy # Jy or hy, = I/, then 24: return (0,¢, ¢, ¢, €)
12: return (0,¢,¢,€,¢) 32 end if o m
13: end if 27: dreturn((il,a,a yo o)
14 pick B BB B SR - end procedure

The success probability of ExtFg can be expressed in terms of the forking probability frk as defined in
Corollary In fact,

Succ(ExtFz) = Pr [b:1: inst <>~ Mq: (b, 0,0",0", ")+ ExtFs(inst)
= Z frkWjy o> J15 J2)
J1,j2€[V]
71<J2
= frk
> acc acc’ 2 by Corollary B.14]
N — = rollary |3.
- S-(2-vP IR v
g3 2 .
> e 507 P R [by equation (17))]
4
&
ol (21)

where we refer to Lemma for the definition of frk(Wj, j,, j1, j2)-

MQ Solver. Our MQ problem solver is given in Algorithm [} The solver Simu takes an MQ problem
instance (P,y*) as input and runs ExtFg. With probability Succ(ExtFg), the forking algorithm returns
four natures o,0',0” and ¢’ for the same message. Using Proposition the probability of reaching

step [19] of Algorithm [6| without abort is Succ(ExtFg) - (1 — (3 — 2£)") = Succ(ExtFg) (by the choice of
2 2q

r involved in step |3 of Algorithm . If the underlying commitment scheme is computationally binding,
then P(x*) = y*, where x* is the output of the extractor at step Therefore, the success probability of
finding a valid solution is

AdvalQ (k) > Succ(ExtFg) — Advending )

Simu Simu
> 54 Ad Binding 29
Z 5 pr—pp  Adsima (9); (22)
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Algorithm 6 MQ Solver

1: procedure Simu(P,y*) > output &* € F™ such that 12: if such ¢ is not found then
Plx*) =y* 13: abort

2: set inst = (P, y*) 14: end if

3: (b,0,0’,0",0"")«—ExtFp(inst) 15: set ™ = (ct;, chy ,rs1,4,cha i, 152 ;)

4: if b=0 then 16: set ' = (ct;, chy g, rs1,4,ch ;,rs) ;)

23 ;l?;)rt 17: set '’ = (ct;, chy ;,rs] 4, cha i, rsy ;)

: end1 18: set /" = (ct;,ch) ;,rs| ., ch) ,,rsy,

7: parse o as (ct, chy,rs1, cha, rsy) . (cts, L L L e 2”), .
’ , 7 C T 19: x*«—Extr(m,w’, 7", 7'"") > Extr Such an extractor exists

8: parse o’ as (ct,chy,rs], ch),rsh) > due to Eqn [18]- [19] , e
p Y H 4 due to Lemma [BA]

9: parse o as (ct,ch’, sy, cha,rsy) > due to Eqn [18]-[20 20: return o*

10: parse o’ as (ct,chf, s}’ ch),rsl’) > due to Eqn|18|-[20 21: end procedure

11:  find an i € [] such that chy; # chf ; and chy; # ch} . ' P

where in the last step, we use equation . O

Since the underlying commitment scheme is computational binding, one can approximate equation
as

e <12 (AdeQ (,z.;))l/ ' (23)

4.3 Comparative Security of MQDSS Variants

Recall that the 5-pass and not the 3-pass variant of MQDSS was submitted for standardisation in the NIST
PQC competition [NIST9]. In [CHR16| it was argued that the signature length in the 5-pass variant is
smaller compared to the 3-pass variant, as the number of parallel rounds required in the corresponding IDS
would be lower due to the corresponding knowledge error. However, the previously mentioned attack [KZ20]
based on concrete parameter choice of 5-pass MQDSS reveals the fallacy of this heuristic justification. In
fact, a major implication of the attack in [KZ20] is that the number of rounds in the IDS needs to be
increased for the 5-pass MQDSS. As a consequence, the 5-pass variant essentially loses its comparative
advantage over 3-pass MQDSS.

It should be noted that the attack in [KZ20] works on concrete parameter choices without invalidating
the asymptotic security guarantee provided in [CHR™16|. So, one may wonder what really went wrong! It
is precisely what was missing from the original security proof. As we already pointed out, the reduction
for 5-pass MQDSS in [CHR16] was only qualitative in nature, without any quantitative bound on the
probability of success of the MQDSS forger. It is specifically mentioned in [KZ20] that the attack on 5-
pass MQDSS stems from the lack of tightness in security reduction. A similar problem has previously been
identified for several other provably secure cryptographic schemes, as demonstrated in |[CMS11 [Zav12,
CKM™16|. In other words, the attack [KZ20] could have been avoided if the actual choice of parameter
for MQDSS had been guided by a concrete analysis of security reduction. However, no such bound was
available before our result.

As is evident from our concrete analysis, the reductions for both 3 and 5-pass MQDSS are non-tight
as there is a degradation in terms of the probability of success of the MQDSS forger compared to the
MQ solver (see equations and ) However, a quick comparison of the two equations is enough to
conclude that the degradation is far more severe in the 5-pass variant than in the 3-pass variant. In other
words, there could be some potential low-probability attacks that are ruled out by the security reduction
for the 3-pass MQDSS but not for the 5-pass. The attack proposed in [KZ20], which works on 5-pass but
not 3-pass MQDSS, seems to be a concrete example of this scenario. In that sense, the 3-pass MQDSS
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provides a better concrete security assurance. However, the reduction for the 3-pass variant still being far
from tight, some potential attacks cannot be ruled out unless the concrete parameter choice is guided by the
analysis provided in this paper. So, further cryptanalysis of MQDSS on this line or giving a reduction that
is tighter than ours to get a better concrete security assurance are some of the interesting open questions
arising from our work.

5 On the Security of Multivariate Blind Signature Scheme

Petzoldt et al. [PSMI7] introduced a multivariate-based blind signature scheme which we refer to as
MBSS. This scheme is based on the 5-pass IDS of Sakumoto et al. [SSH11] and the two-layered Rainbow
IDS05]. They claimed that the construction achieves universal-one-more-unforgeability (UOMF) (c.f.,
Definition under the intractability of the so-called PR~inversion problenﬂ in the random oracle model.
However, the security argument provided in [PSM17] is rather sketchy with several critical gaps [Maj21].
Furthermore, UOMF is a significantly weaker security model than the standard one, namely, one-more
unforgeability (OMF) (cf. Definition [2.8). Therefore, it is crucial to investigate whether MBSS realises
OMF security which is the focus of this section.

Note that Rainbow signature was introduced to improve efficiency upon the UOV signature. Due to
the recent attack by Beullens [Beu22] on Rainbow, the UOV signature gets attention again from the crypto
community. With a judicious choice of parameters, UOV withstands all the attacks available so far.

We reproduce the MBSS in Section [5.1] with slight changes from the original [PSMI7] as follows. (i) The
5-pass IDS is replaced by the 3-pass IDS [SSH11] based on the results of the previous section. (ii). Rainbow
is replaced with the UOV signature due to the attack mentioned earlier. Note that in construction, UOV is
used in a modular way, particularly as an MQ-based trapdoor function. The security reduction maintains
the same framework in which the public maps of the underlying UOV signature scheme (and not the secret
key) and commitment polynomial maps are utilised. Hence, Rainbow could be easily replaced with any of
the secure variants of UOV, such as MAYO, PROV, and TUOV. (iii) In addition, the original commitment
function R : F™ — F™ is replaced with R : F" — F™, where n < m, as suggested by Beullens [Beu24]
(see Remark [5.2)). (iv) In addition, there are some minor modifications, namely the challenge computation
involved in the underlying MQDSS (see Footnote [g)).

In Section [5.2] we show that the 3-pass MBSS is OMF secure in the random oracle model. We note
that a similar strategy can be applied to the MBSS based on the 5-pass MQDSS, though it will be a bit
complicated due to the involvement of the 5-pass IDS.

5.1 Multivariate Blind Signature Scheme

Here we describe the multivariate blind signature scheme from [PSM17], using the 3-pass IDS of [SSHII]
(see Figure . There are two hash functions H; and Hs in the construction: #Hi is involved in the
underlying UOV signature and Hs is applied in the context of the Fiat-Shamir transform [FS86]. We
consider the input and output of the hash functions in a nested manner. That is, the output of H; will be
a part of the input of Hs. Formally, the construction is as follows.

KeyGen(k). Let (n,m,q) be the set of UOV parameters defined by x with m = o and n = v+ o0. Choose 7o
to be much smaller than m (see Remark [5.2)). Let M be the message space. Choose a number r € N

"Given (P, R) € Puor(F™,F™) x P(F™,F™), find (2}, 23) € F" x F* such that P(z}) + R(z3) = 0. In other words, it is a
special case of the PR-STI problem, where the target y is set to 0.
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such that (2/3)" = negl(k). This choice essentially makes the knowledge error of IDS" negligible
thanks to Lemma [B.3] Let F be a field of size g. Let H1 : M — F™ and Hs : {0,1}* — {0,1,2}" be
cryptographic hash functions. Let C = (CSetup, Commit, Open) be an efficient commitment scheme.
The steps of the key-generation algorithm are given below.

pick F & Fuov(F™, F™) and T & invAff (F™, F™)

set P = F oT as the UOV public map

pick R < P(F7, ™)

set ' = (P,R)

run ck+—CSetup(k)

set pk = (', H1, Ha, ck,7) and sk = (S, F, T, Hi, Ha,ck,r)
return (pk, sk)

NS Gtk W N

Sign. This is an interactive protocol between a user U and a signer S. The inputs to U and S are (pk, M)
and (pk,sk), respectively. It consists of two stages: the first is interactive, and the second is non-
interactive. In the former case U gets a blind signature from S on a message of her choice, and the
latter is for the generation of the corresponding unblinded signature.

Interactive Stage. The interactive steps between S and U are given below.

1. U picks z &P and computes w = Hi (M)

2. U computes w = w — R(z) and sends w to S

3. S then runs z<—UOVInv(sk*, w), where sk* = (S, F,T) and sends ¢ = z back to U
4

5

. U checks if I'(z,2) = P(z) + R(2) L w, otherwise aborts

. U then sets the witness to v = (2, 2) for the statement (I, w), i.e., ['(y) = w

We refer to w and ¢ as blind message and signature, respectively.

Non-Interactive Stage. Through this stage U generates a proof that it knows a witness to the
statement (I',w). The proof is essentially constructed using the 3-pass IDS of Sakumoto et al.
[SSH11] followed by the Fiat-Shamir transform [F'S86] as described in the following.

1. let G be the polar form of system I' : F* x F" — F™
2. pick ag, by, S Frtnand Co,i SFmfori e [r]
3. set a1, =y —ap;, bii=ap; —by; and ¢1; =I'(ap;) — cp; for i € [r]
4. for each i € [r], compute the following.
(a) ctg;+—Commit(ay i, G(bo,i,a1,i) + co,i)
(b) cty i«—Commit(bg i, co ;)
(c) cta¢—Commit(by;,c1;)
5. set ¢t = (cto,1,ct1,1,Cta1,. .., Cty r, Ct1p, Cto,) and compute ch = Hg(w,ct)lﬂ

6. parse ch as (chy,...,ch,)

8The original paper [PSM17] did not explain the challenge computations involved in the 5-pass MQDSS. It just mentioned
that ch; (first challenge) is derived from (D, ct), where D = H(C,w), C = H(P,w) and w = H(M). That is, the first argument
D involved in the derivation of ch; is computed through three levels of hashing. Similarly, chs is derived. The paper did not
give any justification for such hashing. In contrast, we consider only one level of hashing.
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7. for each i € [r], do the following.
(a) if ch; =0, set rs; = (ao’i, b17i, Cl,i)
(b) if ch; =1, set rs; = (@14, b1, €1,)
(c) if ch; = 2, set rs; = (a1,4, by, co,i)
8. set rs = (rsy,...,rs;)

9. return unblind signature o = (ct,rs) on M
Ver(pk, M, o). It consists of the following steps.

1. parse o as (ct,rs), where ct = (ctg 1,cty 1,cta1,...,Ctor, Ctyp,Cla,) and rs = (rsq,...,rs;)
2. compute w = H;1(M) and ch = Ha(w, ct)
3. for each i € [r], do the following:

(a) if ch; = 0, parse rs; as (ao,i, b1,i,c1,) and check if cty; L Commit(ag; — b1, I'(ao,i) — c1,i)
and cty; L Commit(by i, ¢1,i)

(b) if ch; = 1, parse rs; as (a1,,b1,,¢14) and check if ctg; . Commit(a;;,w — I'(a1,;) —
G(by,a1;) —c1;+1(0)) and cty; L Commit(by 4, ¢14)

(c) if ch; = 2, parse rs; as (@1, boi, co;) and check if cto; L Commit(a; i, G(bo,i, a1,i) + coi)
and cty ; L Commit(bo,;, co,i)

(d) return 0 if any of the above checks fails

4. return 1

Correctness: For all keys (pk,sk) < KeyGen(1) and all messages M € M, we have to show that an
unblinded signature o on M generated using (pk, sk) is accepted by the verification algorithm. Note
that here o is essentially a proof that ensures that the user knows a witness (z, z) such that P(z) +
R(z) = H1(M). Since the proof is generated using the 3-pass MQDSS, the correctness of the MBSS
follows from that of the 3-pass MQDSS.

Remark 5.1. Note that rs implicitly contains the randomnesses involved in Commit of the non-interactive
stage of the sign algorithm and the same will be used in step [3| of the verification algorithm. We sometimes
express the signature as o = ({ct;, chy, rs; };e1), where ch = (chy, ..., ch,) = Ha(w, ct) and w = H;(M).

Remark 5.2. Recently, Beullens [Beu24] showed that a collision for R : F" — F™ is efficiently computable
when n > m, and therefore, the original MBSS [PSM17] is not OMF secure. Hence, we take 72 to be much
smaller than m as a countermeasure recommended by Beullens to resist his attack.

5.2 A Concrete Security Treatment of MBSS

In this section, we provide a proof of OMF security for MBSS from the PR-mSTI and CMQ problems.
Let (My,01),...,(Mps1,0041) be the unblinded message-signature pairs produced by an attacker A after
making ¢ many blind signature queries. For ¢ € [¢ + 1], let w; = H1(M;) and let J; denote the index
of Ha-oracle for the query argument (w;, ct®). Let (21,21),...,(2et11, Ze11) be the witnesses involved in
those ¢ + 1 message-signature pairs. In fact, if we rewind A at index J; twice, we can extract the witness
(zi,2;). We expect (z;, 2;) to be a solution of the PR-mSTI problem for some ¢ € [¢+1] if we appropriately
programme the random oracles. However, we first describe a scenario in which one fails to extract the
solution of the PR-mSTT problem. Suppose for the first £ signatures, A just utilises the Ogg-oracle. That is,
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for each i € [¢], A first computes/samples z; and then makes query on w; = w; — R(2;) to Ogg-oracle and
let z; be the corresponding reply. Then, A easily derive the signature o; for the message M; using (z;, ;)
as a witness. If we programme 1(M;) by the challenge w* involved in the PR-mSTI problem instance
for any i € [(] and extract out the witness (z;, 2;), still we do not get a valid solution of the PR-mSTI
problem. This is simply because the solution is trivial and therefore ruled out by the second requirement
of the problem (see Definition . On the other hand, one may expect that the signature oy for
the extra message My41 would be the forgery, because A cannot utilise the Ogg-oracle any more. However,
the reduction may still fail if the value wyi1 = w1 — R(Z¢41) appears as an argument of the Ogg-oracle,
that is, wyy1 € {w1,...,wp}. Then, this again violates the second requirement of the PR-mSTI problem.
The above scenario is captured by what we call a collision set.

Definition 5.1 (Collision Set and Collision-Free Set). Suppose an attacker produces (¢ + 1) many dis-
tinct message-signature pairs (My,01), ..., (Mgt1,0041) after making ¢ many blind signature queries. Let
(21,21), ..., (Z¢+1, Ze+1) be the witnesses involved in ¢ + 1 forgeries. Then, the above forgeries are said
to form a collision set if there exist 4,5 € [¢ + 1] with i # j such that w; = w;, where w; = Hi(M;),
w; = Hi1(M;), w; = w; — R(Z;) and w; = w; — R(Z;). When the above forgeries do not form a collision
set, the forgeries are said to form a collision-free set.

Next, we define the notion of non-trivial forgery.

Definition 5.2 (Non-trivial Forgery). Suppose an attacker produces a set of ((+1) many message-signature
pairs & = {(My,01),...,(Mgy1,0041)} after making £ many blind signature queries. Let arg,, ..., arg, be
queries to the Ogg-oracle. Let (21, 21),...,(2¢41,Z¢41) be the witnesses involved in £ 4 1 forgeries. Then,
the set & is said to contain a non-trivial forgery if there exists some ¢ € [(41] such that w; ¢ {arg,,...,arg,},
where w; = H1(M;) and w; = w; — R(Z;).

Note that a collision-free set always contains a non-trivial forgery. In fact, we have two lists of distinct
values {argy,...,arg,} and {wi,...,weq1}. Since the second list contains more elements than the first,
there exists an i € [¢] such that w; & {arg,,...,arg,}. Therefore, we can say that the set & returned by
A either forms a collision set or contains a non-trivial forgery. When there is a non-trivial forgery, we
construct a solver for the PR-mSTI problem, otherwise a solver for the CM(Q problem. For solving those
problems, we respectively use Corollaries and [3.12 which are based on the 2-single-splitting-forking
and the (2,2)-multi-splitting-forking.

Theorem 5.1. If the PR-mSTI problem (cf. Deﬁm’tz’on and the CM@ problem (c.f., Deﬁm'tion
are intractable and the underlying commitment scheme is computationally binding (c.f., Definition ,
then the MBSS described in Sectz’on is OMF-secure (c.f., Deﬁm’tz’on@) in the random oracle model.

Proof. Let A be an adversary who can break OMF-security of the MBSS. Then, we break either the CMQ-
problem or the PR-mSTT problem using A as a subroutine. In the reduction, A makes queries to random
oracles and Ogg-oracle and, at the end, produces a set & of (£ + 1) message-signature pairs, where £ is the
number of queries to Ogg-oracle. We claim that & is a collision-free set (cf. Definition . Suppose not,
then using Lemma [5.2] one can create a solver for breaking the CMQ problem. We, therefore, assume that
S contains at least one nontrivial forgery (cf. Definition . In the rest of the proof, we create a solver
for the PR-mSTT problem.

Recall that there are two hash functions H; : M — F™ and Hs : {0,1}* — {0,1,2}". We treat them
as random oracles. Since H; and Hg are finite sets, they can be represented by some enumerations. Let
Ri ={1,...,¢™} and Ry = {1,...,3"} be the enumerations of F* and {0, 1,2}", respectively. Then, the
elements of F™ and {0, 1,2}" are uniquely and efficiently determined by their indices in the enumerations
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R; and Ry, respectively. In fact, if Enu; : Ry — F™ and Enug : Re — {0, 1,2}" are two one-to-one functions,
then the i-th elements in F* and {0, 1,2}" are represented by Enu; (i) and Enus(7), respectively. W.l.o.g,
we assume that such functions exist and are efficiently computable.

Let the number of queries to the H; and Hs-oracles be v; and v, respectively. Let v = vy + 5. So, the
upper bound on the total number of queries is 7 = v + £. Let us define two index sets R = {1,2,..., ¢}
and R = {1,2,..., ¢}, where p = 3"¢™, ¢ = [F'|' - p = ¢!V - , ¢ = |F|, t is the expected number of runs
of the loop in the UOV signing algorithm and v is the number of vinegar variables. Note that (F”)t is an
enumerable set. Similarly as above, we can find an efficient computable function Enus : R3 — (F”)t such
that the i-th element of (F)" is described by Enus(i), where Rz = {1,...,¢""}.

Next, we define two first-level encoding functions Encgo : R — R and Encgs : R — R3 as follows.
x x ~
Encro(x) = [M-‘ and Encgs(x) = {-‘ for z € R.
q ¥

These encoding functions are utilized for answering the random oracle queries and sampling the randomness
involved in the blind signature generation respectively. For any y € R, the preimage set of y is given by

Encro(y) = {¢""- (y =D+ 1L,¢"" - (y = 1) +2,....,4"" - y}.

Note that one can efficiently sample a random element from Encgé(y). We now define two second-level
encoding functions Enc; : R — Ry and Ence : R — Ro as follows.

Enci(x) = [%W and Ency(z) = {;n-‘ for x € R.
For any y € Ry, the preimage set of y is defined by

Enci () ={3"-(y—1)+ 1,3 - (y— 1) +2,...,3 - y}.

Similarly as above, one can efficiently sample a uniform element from Encfl(y).

To properly answer the queries made by A, we use the following properties related to the above defined
encoding functions.

1. Encro : R — R, Encgs : R — R, Ency : R — Ry and Ency : R — Ry are regular.

2. Enuy o Enc; o Encro : R — F™, Enuy o Ency o Encro : R — {0,1,2}" and Enus o Encgs : R — (F*)" are
regular functions due to property .

3. All these functions are efficiently computable.

4. When u <>— R, then (Enuj o Ency o Encro)(u), (Enug o Ency o Encro)(u) and (Enus o Encgs)(u) are
uniformly distributed over F™, {0,1,2}" and (F”)t, respectively due to property .

5. For any z € F™, one can efficiently sample a uniform element from (Enuj o Encl)_1 (z). In fact, let

y = Enu;'(2) € Ry. Then sample z S Enci ' (y).

6. When z <>~ F™ and o «>— (Enuy o Ency) ™" (2), then z is uniform over R as the function Enuj o Enc; :
R — F™ is regular.

For better readability, the connectivity of F™, {0,1,2}", and (F?)! respectively from R through Ry, Ro,
and Rg is shown in the following diagram.
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Enuy
R —— ™

Enc

Enu Encgs _  Encro /
5 R 5 R

%

Ry — {0,1,2}"
nuo

Note that in some of the intermediate games of our hybrid argument, the secret key is included in the
PR-mSTI problem instances. We denote this problem by Prmsti with Prmsti = Prmsti; x Prmstiy, where
Prmsti; is the set consisting of all tuples of the form ((P,R),sk*) with (P,R) € Prmsti; and sk* is the
secret key associated with the UOV public key P. Of course, such a problem will be trivially easy and
our security reduction does not rely on such problem instances. Such easy instances are used to simplify
the otherwise involved security argument. In fact, we consider a series of forking algorithms to solve the
PR-mSTI problem. Using a hybrid argument, we show that the forking probability of all these algorithms
are essentially the same. Our initial version of the forking algorithms (Algorithm takes input from
Prmsti, whereas the final version (Algorithm takes input from Prmsti (the actual PR-mSTI problem).

Wrapper Algorithm. For k£ € [¢ + 1], we construct a wrapper algorithm By, (see Algorithm [7)) that
takes (inst;, h) € Prmsti; x R” as input and creates an environment for A. Throughout our analysis,
1/|IR| = negl(k) due to the choice of r. When A returns the message-signature pairs (¢ + 1), By, returns
the pair (J,0). Here o is called side output and J € [0,7] is called the forking index, where the message
M and the commitment ct associated with o are committed by Ho-hash. Note that the random oracle
and blind signature queries made by A may appear in any order. The wrapper By handles random oracle
queries by evaluating appropriate encoding functions on ¥ many points of h (see the first column of Figure
. The queries to the Ogg-oracle are handled using sk (part of inst;) and the random coins synthesised by

evaluating suitable encoding functions on ¢ many points of h (see the 2nd column of Figure . All queries
of A are perfectly handled by By, due to the property mentioned above. Note that for the k-th forgery,
except the negligible probability of guessing the correct output from {0, 1,2}", A makes a query (wy, ct®))
to Mo oracle. By, can check it by searching for the tuple (x, (wy,ct®) %) € List. When A makes such a
query, then the corresponding index (that is, the first entry in the tuple) will be denoted by Ji. Otherwise,
we say that Ji is not defined. Furthermore, note that J is basically a random variable that depends on
(insty, h;w), where w € € is the internal random coin used by A (which is supplied by By).

Algorithm 7 Wrapper for PR-mSTI

1: procedure By (insty, FL) > compute a signature o} and the  9: fori=1tol¢+1do
(:ol-uxspun(ligg forking-index Jj 10: w; & H1 (M)
2: run ck +— CSetup(k) . 11: ch(® & Ho(w;, ct®)
3: p.1ck r € N such that (2/3)" = nggl(n) . , 19: set oy = (ct(®), ch(®), rs(9)
4: List + 0 and ctr < 0 > List stores tuples of the form 13 end for
(ctr, arg, H[(arg)) [‘f" i € [2] o — 14: if Ver(pk,M;,0;) = 0 for some i € [¢] or M; = M; for some
5: {(M“ (Ct(2>7 rs(z)))ie[“_l]} +—AC%il(insty, ck, 1) > i,7 € [0+ 1] with ¢ # j then > where pk = (insty, ck)
here Oy = {O(,, O35, Ogg} and Oy, for i = 1,2 are defined  15: return (0,¢)
in Figure 3] 16: end if
6: if Ji is not defined then 17: set J = Ji and 0 = oy,
T return (0, ¢€) 18: return (J, o)
8: end if 19: end procedure

We will define the success probability of By, denoted by acc, following the style of Corollary Let
Q be the domain from which A gets its randomness. Recall that W = {(inst1,w, h) € Prmsti; x Q x R :
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Oy, (arg): // fori=1,2 Opg (w):

if H;(arg) is not defined then 1
ctr < ctr+1 2
H;(arg) < (Enu; o Enc; o Encro) (h,ctr) 3
List < List U {(ctr, arg, H;(arg))} 4

end if

return ;(arg)

Dctr<—ctr+1

: sr < (Enus o Encgs) (hctr>
2z« P 1(sk, w;sr)

. return z

Figure 3: Description of the random oracles Oy, and blind signature oracle Ogg involved in the wrapper
algorithm Bj.

J # 0; (J,0)«—By(inst;, h;w)} and W; = {(insti,w,h) € Prmsti; x Q@ x R” : (j,0)—By(insty, h; w)}.
Then, we can write W = UY_;W;. Note that W and W;’s are independent of the choice of k. So, we have
the following expression for the success probability.

acc = Pr (insty,w, h) € W]
(El,wﬁ)&Prmstil X QxRP
1
N
IR]
~ e (24)

> (1

where ¢ = AdvQM¥(x), and the term (1 — 1/ IR|) involved in the middle expression is due to the correct

guess of the output of the random oracle for Hs in steps [0] to [§] of Algorithm

Next, we design an extended forking algorithm which is given as Algorithm [8] The algorithm randomly
chooses i* € [(+1] as an index for a non-trivial forgery. This algorithm takes (insty, insty) € Prmsti; x Prmstiy
as input and runs B;» three times on related inputs to get 3 signatures on the same message that are

associated with three different sets of random values from R. This implies that when the status bit b is
equal to 1, then all the signatures o, o/ and ¢” will have the same w and ct.

Algorithm 8 Extended Forking for PR-mSTI

1: procedure ExtFp(insty, instz) > return a status bit b, and 11: (J', 0")+—B;= (insty, E/;w)
three signatures o, o’ and o’ 12: if J#£J or ﬁ] :'fli] then
2: i [0+ 1] > guess for non-trivial index  13: return (0, ¢,¢,¢€)
3: choose h «> R? 14: efld Lf;l =, 8 =
4: pick random coin w <i Q for B;= 15: plej/L/ o hs <7~ R _ _
J— ~ . — " "
5: (J,0)«—Bj« (insty, hiw) 16: set b = (R, oo b1, Wy )
6: if J =0 then 17: (J"”,0")«—B;=(inst1, h ;w)
T: r(?turn (0,¢,€,€) 18: if J' £ J" or hy = E’J’ or TL/J = 71,{} then
8: end if s 19: return (0,¢,¢,¢€)
9: pick b/}, ..., hL +—R 20: end if
10: set ﬁ/:(7117,,,77LJ_17E/J’,”,E/§) 21: return (1,0,0’,0")

22: end procedure

The success probability of ExtFg can be expressed in terms of the forking probability frk as defined in
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Corollary In fact,

Succ(ExtFg) = Pr [b =1: (insty,insty) L Prmsti; (b, 0,0, 0" )«—ExtFp(insty, instg)]

= > frk(W;, 4)
j=1

= frk

> acc- (;SCC; — %) [using Corollary

> € <16€2V~2 — %) [using equation

> S (25)

where we refer to Lemma for the definition of frk(W;, j). Note that the random choice of ¢* in step
of Algorithm |8 does not affect the success probability.

Hybrid Argument. First, note that the role of B;+ is to create an environment for A and whenever A
succeeds, B;+ also produces a forgery based on the output of A. So, if B;+ can create a proper environment
for A, then the success will totally depend on the success of A. Furthermore, the success of ExtFg depends
on the success of B;« and therefore the success of A. We will modify the extended forking algorithm so
that the control of Ogg gradually shifts from B;« to an external entity through ExtFg. Thus, sk is no longer
useful for ExtFpz and can be omitted from its input. Also, we remove some redundancy that are not useful
in handling the blind signature queries. The following hybrid argument establishes that none of these
modifications changes the view of A. Hence, the success probability of the extended forking algorithm will
remain the same.

1. Exth)(ml,instg): This is defined in a similar manner to ExtFp, except for the handling of
P~1(sk,-,-) inside the Ogg-oracle and the input to B;+. More precisely, P~!(sk,, ) (see Remark

will now be handled by Exth). In this case, B;+ will supply w (queried by A) as well as the

randomness sr involved in P~1(sk, -, -) to Exth) (see the description of Ogg given below). Note that
the supplied sk is now redundant and therefore omitted from the input of B;-.

Conceptually, there are no changes from the point of view of A. Therefore, the success probability
of the modified extended forking remains the same, i.e., Succ(Exth)) = Succ(ExtFp).

Opg(w):
1: ctr+ctr+1
2: sr < (Enuz o Encgs) (hct,)

3: z & P~1(sk,w;sr) > B;+ makes query on (w,sr) to P~ 1(sk, -, )
4: return z

2. Exth) (insty, insty): This is the same as Exth) except for the implementation of the Ogg-oracle. In

this modification, B;+ does not need to supply the randomness sr involved in P~1(sk, -, -) to Exth).

Rather, for each blind signature query w submitted by B, Exth) samples the fresh randomness
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Algorithm 9 Extended Forking-2

1: procedure Exth>(E1, insta) 13: (J',a/)<—8§(inst1, El;w)
2: Listgs dind +- 0 = =
[ Listes < 0 and in | 14:  if J#J or hy =/, then
3: it S [0+ 1] > guess for non-trivial index 15: return (0,¢,¢,¢€)
4: choose h «> R? 16: e?‘nd lj;/ =, % =
5: pick random coin w & for Bix 17: ple~],l/ A hs A R ~ ~
D /- ~ 18: set h :(hl,...,h‘],l,h{]/,...,h%’)
6: (J,0)«—Bj% (inst1, h;w) 19:
T if J =0 then Fol ~1
8: return (0,¢,¢,¢) 20: (J",U”)(—Bg (inst1,h ;w)
9: end if = = = ~
10: pick B . SR 21: if J'# J" or hy =h/] or h/; = h'] then
ARSI _ _ 22: return (0,¢,¢€,€)
11: set h' = (h1,...,hg_1,h},... L) 23: end if
12: 24: return (1,0,0’,0")

25: end procedure

by itself. To maintain consistency of the answers of the blind signature queries that appear before
the forking index, Exth) maintains a local database Listgs. Basically, in Listgs, it stores all the
answers to the blind signature queries involved in the first run. While answering blind signature
queries in the 2nd and 3rd runs, Exth) replies with the stored values if w appears before the forking
index. Otherwise, it answers by sampling fresh randomness sr. For notational simplicity, let us refer
to P~1(sk,-,-) as O(-). We denote the oracles used in the first run by O(-), and in the second and
third runs by O(-). Both oracles O(-) and O(-) are handled by Exth) (see the table below). For

completeness, Exth) is illustrated as Algorithm [9, where B?*(instl7 l~1;w) is invoked in the first run

= ~/ — ~1
and BY (insty, h ;w) and B (insty, h ;w) are invoked in the second and third runs, respectively. Note

that in steps BI, and [20| of Algorithm @ the superscripts O and O mean that the blind signature
oracle is supplied to B;«. All changes are highlighted using bounding boxes. Again, none of these

modifications affects the view of A. Therefore, Succ(Exth)) = Succ(Exth)) = Succ(ExtFpg).

O(w): // for 1st run O(w): // for 2nd and 3rd run
1:ind <~ ind +1 1: if w appears before J then
2 sr 2 (Fv)t 2: ind < ind + 1
3: z + P~ 1(sk, w;sr) 3 return Listgg[ind]

4: Listgs[ind] + 2 4: else
5: return z 5: sr (Fv)t

6: z + P~ Y(sk, w;sr)
T return z
8: end if

. Exth’) (insty, insty): This is defined in a similar manner to ExtF(?) , except that some redundancy is

removed. Note that B;« received a random vector h of size 7 = v+{, where the £ components of h are
used to synthesise randomness in handling blind signature queries by A. Since B;« is now supplied
with a blind signature oracle, these additional ¢ components of h are no longer required. Note that
Encro and Encgg were only used to split h by sending v and ¢ many components to the index sets R
and Rj, respectively. Therefore, the encoding functions Enus and Encgg are also no longer required.
In addition, B;= can simply be given ¥ many random elements from R. So, essentially, we remove ﬁ,
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Encro, and Encgs. That is, the input of B;+ will now become (inst;, h), where h € R” and the random
oracles inside B;« are now implemented as described in the table below. Likewise, some of the steps

in Exth) will be modified. For completeness, Exth’) (insty, insty) is illustrated as Algorithm All
changes are highlighted using bounding boxes.

Algorithm 10 Extended Forking-3

1:
2
3
4:
5:
6
7
8
9

10:
11:
12:

procedure Exthg)(ﬁl, insta) 13: ', U/)<_B§_Z (inst1, h'; w)

Listgs < 0 and ind < 0
LA +1] > guess for non-trivial index — 14: if‘ J#J orhy= h/; | then

s 15: return (0, ¢,¢€,¢€)
choose E' 16: end if

. . $
pick random coin w +— 2 for B;=

170 pick|hY,... Bl SR

(J,U)(—B?*(insthh;w)

18: set‘h”:(hl,.“,hj,l,hf},...,h’u’)

if J =0 then 19:  ind <0
return (0,¢,¢,¢) —

end if 20: (J",0")+—B2 (inst1, h"; w)

. / ;8
pick | Ay, by, «— R 21: 3f J £ or | hy = b} |or| by = hf | then
set |’ = (h1,...,hg_1,h7, ..., b)) 22: return (0, ¢,¢,€)
. 23: end if

d«0
n 24: return (1,0,0’,0")

25: end procedure

Oy, (arg): // fori=1,2

1: if H;(arg) is not defined then

2 ctr<ctr+1
3 \ H,(arg) < (Enu; 0 Enc;) (he)
4: List < List U {(ctr, arg, H;(arg))}
5
6

: end if
: return H,(arg)

Again, none of these modifications affects the view of A. Therefore, the success probability of Exth’)
remains the same, that is, Succ(Exth’)) = Succ(Exth)) = Succ(ExtFpg).

4. E><th‘)(inst17 insty): This is the same as Exth’) except for the implementation of P~1(sk,,-) inside

O(-) and O(-). In this modification, Exthl) will get access to an external oracle O(-) (actually the
helper oracle involved in the PR-mSTI problem). This means that to implement O(,) and 5(),
Exthl) simply forwards the query w from B;+ to the external oracle O() and gets the answer z. Note
that Listgs still needs to be maintained for consistency. Also, note that sk is omitted from the input
of Exth) as it is no longer useful. Again, this modification does not change the view of A. Therefore,

Succ(Exthl)) = Succ(Exth)) = Succ(ExtFpg).

. Exth’)(instl, insta): This is defined similarly to Exthl) except for the following. First, note that, so

far, the second input insto was not used. In this modification, the hash index, where M;~ appears
as an argument of the Hi-query, is guessed randomly. Let j* be the guess. Then, the j*-th value
of h is programmed through the encoding functions as well as the input insty (see Steps 4| to @ of
Algorithm highlighted using bounding boxes). We emphasise that h* is uniformly distributed
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over R due to property (5). Again, this modification does not change the view of A. Therefore,
Succ(Exth)) = Succ(Exth)) = Succ(ExtFg). Henceforth, we refer to ExtFl) as ExtFg to mean that

B

ExtFp has access to the external oracle O(-) (i.e., the oracle involved in the PR-mSTI problem).

Algorithm 11 Extended Forking-5

1: procedure ExtF\Y) (insty, inst2) 130 set B = (h1,...,hy_1,h)),...,hL)

2: Listgs < 0 and ind < 0 14: ind < 0 _

3: i* <i [0 +1] > guess for non-trivial index 15: (J, 0’)<—B§2 (inst1, h';w)
16: if J# J or hy = h/, then

4: j* <i V] > guess for hash index of M« 17: rz:urn (O,i,e,e).]

. $ . 18: end if

5: pick | A" «+— (Enuy o Encq) ™" (instg) 19: pick B/, ... h!! (i R

6: choose h<i RY such that 20: set b/ = (h1,~--7hJ—17h97"~7hg)
21: ind <0 _

T pick random coin w S0 for B 22: (J",0")«—B (inst1, b w)

8 (J,0)«—BQ (inst1, h;w) 23:  if J'#J" or hy = R’} or k', = h/j then

9: if J =0 then 24: return (0,¢,¢,¢€)

10: return (0, ¢, ¢€,€) 25: end if .

11: end if 26: return (1,0,0’,0")

192: pick R/, ... k!, SR 27: end procedure

PR-mSTI Solver. Finally, we design a PR-mSTI solver which will take advantage of the extended forking
algorithm ExtF§ (Algorithm and solves a given problem instance. Let ((P,R), w*) € Prmsti; x Prmstis
be a given random instance of the PR-mSTI problem. Then, the PR-mSTI solver algorithm Simu is
described as Algorithm

Algorithm 12 PR-mSTI Solver

1: pr

18:

ocedure Simu® (P, R, w*)
set inst; = (P, R) and instz = w*
(b,0,0",0")«+—ExtFg (insty, insta)
if b =0 then

abort
end if

parse 0,0’ and ¢’ as o = (ct,ch,rs), o/ = (ct,ch’,rs’) and o” = (ct,ch”, rs")

find an i € [r] such that ch; # ch} # ch} # ch;
if such 7 is not found then
abort
end if
set m = (ctj, chy, rs;), 7' = (cty, chl,rs}) and 7' = (ct;, ch}, rs]’)
(2, 2)«—Extr(m,«’, 7'
if P(z) + R(z) # w* then
abort
else
return (z, 2)
end if

19: end procedure

> Output (2, 2) such that P(z) + R(z) = w*

> Such an extractor exists due to Lemma

Using Proposition we get the probability of reaching step of Algorithm without abort is
Succ(ExtFg) - f, where f = 1 — (7/9)" is close to 1. Note that (z,2) (computed in step [13| of Algorithm
will always satisfy P(z) + R(z) = H1(M;+) as the underlying commitment scheme is computationally
binding. To ensure (z, Z) to be a valid witness of the given problem instance, we have to show the following.

1. w* = w* — R(z) was never queried to the external oracle O.

2.

Hi(M;+) = instg = w*.
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Note that (z z) is the witness involved in the i*-th signature returned by A. So, if i* is the index of a
non-trivial forgery, then w” will never appear as an argument to O (see Definition . Therefore, the
first requirement can be guaranteed with probability at least 1/(¢ + 1). Furthermore, with probability
at least 1/v, the message M;+ (associated with non-trivial forgery) appears at the index j* and H;(M;~)
gets the programmed value (Enuj o Ency)(R*). Hence, by step [5| of Algorithm |11} we can write Hq(M;+) =
(Enuj o Ency)(R*) = insta = w™*. Therefore, the success probability of finding a valid solution is

PR-mSTI o Binding
Advg (k) > iy Succ(ExtFg) - f — Advg,  "5(k)
1 Bindin
_ _ g
= 71 Succ(ExtFg) - f — Advg,., (k)
11 & Bindin
g
> s e AV (x) (26)
where the last step follows from equation )
here the last step foll f t 25 O
Algorithm 13 Wrapper for CMQ
1: procedure By, i, (inst1, k) 11: w; oa Hi(M;)
2 (pk’,sk’);—UOV.KeyGen(n) 19: ch(® & Ho(w;, ct®)
3: run ck +— CSetup(k) 13: set o = (ct(®, ch® rs(D))
4 pick r € N such that (2/3)" = negl(k) 14: end for
5 List + @ and ctr < 0 > List stores tuples of the form 15: if Ver(pk, M;, 0;) = 0 for some i € [{] or M; = M; for some
(ctr,arg, H;(arg)) for i € [2] i,7 € [€+ 1] with i # j then > where pk = ((pk’, insty), ck)
6: {(Ml, (ct®, rs(i)))ie[[+1]} ——AQan((pk’,insty), ck,r) > 16: re'zturn (0,0,¢,¢)
oracles’ description are the same as defined in Figm'@ {; end if .
7 if Jj, or Ji, is not defined then : set Ji = min{Jg,, Jy, } and J2 = max{Jk,, Jp, }
8- return (0,0, ¢, ) 19: set 01 =0y, and o2 =0,
9: end if 20: return (J1, J2,01,02)
10: fori=1to/+1do 21: end procedure

Next, we show that if there is a collision set (in the sense of Definition [5.1)), then one can construct
a solver for the CMQ problem. Let Cmq denote the set of all instances of the CMQ problem. Write
Cmg = Cmgq; x Cmgqy, where Cmq; = P(F",F™) and Cmq, = F™. Let (R,y*) S Cmqg; x Cmq, be
an instance of the CMQ problem. Let M;+ and M;s be two messages for which a collision occurs, i.e.,
ﬂ)f{ = fvié. Our wrapper algorithm B;» ;» (see Algorithm will output two indices J;x, Jis of Ho-oracle
and the associated signatures o;+ and o;;. Note that the wrapper algorithm itself samples the UOV key-
pair. Observe that the wrapper algorithm ensures J;z < J;z. Our extended forking algorithm rewinds
the wrapper algorithm twice at J;x and twice at J;z. That is, there are five runs in total of the wrapper
algorithm B;: ;=. When forking at the index J;: (resp. Jig) is considered, then the signatures associated
with the index Ji; (vesp. J;) are ignored. So, the initial run of B;: ;s followed by two rewinding at
Jiz (resp. JZ;) will give three signatures for the same message M;x (resp. M;:). These three signatures
essentially commit the same argument (wq,ct(ff)) (resp. ('wi;,ct(’é))) via the hash function Hg, where
wix = H1(M;z) (resp. wiy = H1(M;y)). To calculate the success probability of the multi-index forking, we

use Corollary [3.12]

Next, find three component transcripts 71, 7} and «} with different challenges (similarly to the PR-mSTI
solver) from the first tuple of signatures (ie, associated with M;x) and then apply the extractor to obtain
(21, 21) such that P(z1) + R(21) = w;z. Similarly, from other tuples of signatures (i.e., associated with
M), we obtain (22, 22) such that P(z2)+R(22) = ws. By collision, we have P(z1) = wi = wi = P(22).
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Thus, we have R(z1) — R(Z2) = w;x — w;z. By appropriate programming of H; via encoding functions
and the target y*, we guarantee w;+ — w;z = y*. More formally, the reduction is given as follows.

Lemma 5.2. Suppose an OMF-attacker produces (¢ + 1) many message-signature pairs after making ¢
many blind signature queries in the random oracle model. If the CMQ@Q problem (cf. Definition
intractable and the underlying commitment scheme is computationally binding (cf. Definition , then
the forgeries form a collision-free set (cf. Definition .

Proof. Let A be an OMF-attacker that produces a set & of (¢ 4+ 1) message-signature pairs after making
¢ many blind signature queries. Suppose & is not collision-free. That is, there are at least two distinct
indices 47,45 € [¢ + 1] such that w;: = w;; (cf. Definition [5.1). Then, we solve the CMQ problem using .A
as a subroutine. We use the same encoding functions and their properties as were used in Theorem

Wrapper Algorithm. For k:l,kQ € [0+ 1] with k; # kg, we construct a wrapper algorithm By, , as

Algorithm |1 . which takes (inst;,h) € Cmq; x R” as input and creates an environment for A, and when
A returns (¢ + 1) message-signature pairs, By, y, returns a tuple (Ji,Ja2,01,02). Similarly to the proof
of Theorem here 01,09 are the side outputs and Ji, Jy € [0,7] are the forking indices. The wrapper
By, k, handles the random oracle queries and the blind signature queries in a manner similar to that done
in Figure [3] Note that the wrapper algorithm knows the secret key as it samples the UOV key-pair. It is
expected that the adversary A makes queries to Ha-oracle corresponding to the messages My, and My,.
If the related query to Ha-oracle, say, for My, was not made, then we say that Ji, (forking-index) is not
defined. If Ji, or Jy, is not defined, then Algorithm returns (0, 0, €, €) (see steps mto E[) By the definition
of By, k,, the indices J; and J involved in the output can be both zero or non-zero. Furthermore, when
they are non-zero, then J; < Jy due to step [18 of Algorithm

Let W = {(mstl,w h) € Cmg, x QX R” : J; < Jo; (Jl,Jg,ol,02)<—Bk17k2(inst1,f~z;w)} and

Wi, .j» = {(insty,w, h) € Cmgy x 2 x R” . (j]_,j?,0'1,0'2)<—Bk17k2(in5t]_,E;W)} for j1,j2 € [v]. Then

W= u HWJMT Note that the definitions of YW and W}, j, are independent of the choice of k1, ko € [(+1].
Ji,j2€v
ljl 2<j2
Here, the success of By, 1, captures the fact that “J; < J”. If acc denotes the success probability of By, .,
then using Corollary we have the following.

acc = Pr (inst;,w,h) € W
(instl,w,ﬁ)<iCmql x QxR
2
> (1-—=)-¢
IR]
S (27)

where ¢ = AdvQMY (k) and the term (1 — 2/ IR|) involved in the middle expression is due to the correct
guess of the output of the random oracle for Hs in steps[7] to 0] of Algorithm

Extended Forking Algorithm. The extended forking algorithm (Algorithm samples a pair of indices
if,1%5 € [+ 1] as a guess of a collision. This algorithm takes (insty, instz) € Cmq; x Cmqy as input and runs
B;x is five times on related inputs to get two tuples of signatures (01,07,07) and (02,05, 05"). In the first
run, B;: ;x outputs (J1,J2,01,092). Then Bzf 23 is rewound at the index J; twice (i.e., the second and third
runs) to obtain (Jy, Jy, 01, 05) and (J{, Jy, 0, 04). Similarly, B;: ;» is rewound at the index Jp twice (that
is, fourth and fifth runs) to get (J{", J)', o ’” o) and (J{", J5", 0", o). 1f all the required conditions are

met, then (o1, 0%,07) and (o2, 0%, crg” ) are three valid 51gnatures for messages M;: and M;y, respectively.

Similarly to Theorem [5.1] the success probability of ExtFp can be expressed in terms of the forking
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Algorithm 14 Extended Forking for CMQ

1: procedure ExtFp(insty,insta) 18: if J{ # J{ or or 7LJ1 = ﬁ’}l or Eih = Tlf}l then
2: 17,45 L [0+ 1] > guess for collision indices 19: return (0, (¢, €, €), (¢, €, €))
3 choose h <i R” g? eflcl: 1Hf;// W $ R
4 pick random coin w &9 for Bix i3 ’ pie B R (~_ _ _
~ . — " "
5: (J1, J2,01,02)—B;* ;= (inst1, h;w) > 1st run 22: set h = (hl""’h‘]’ﬁ*l’h"’z"“’hﬁ )
6: . _ a2 23: JUJU gl g Bis i (i E”/. Ath 1
if J1 =0or J> =0 then : (J1", 33" 0", 08" ) +— zf,z;(mStlv ;W) > 4th run
g en;ei;urn (0, (e, ¢,€), (€, €, €)) 2: if or Jy £ JY or by, = EG; then
T .8 5 25: return (0, (¢, €, €), (€, €, €))
9 pick b’} ,...,hL <—R PAEHEHEL S S
v 26: end if
A ~ ~ ~ i B B
10 st B = (v o0 Ty D) 2T pick WY, B R
11: (J1, Jé,d’l,aé)%lgif{’i; (inst1, h ;w) > 2nd run 28: set E”" _ (}VLL ) 7};‘]2_1"};{]/;/7 o 7Eg//)
12: if Ji # J] or or hy, = h!; then 29: J7", Jé”/v0111”70/2///)<_Bi1‘,i’2" (instl,fz””;w) > 5th run
13: return (0, (¢, €, ¢€), (€€, € . . = = = =
| s 3 A oo r b= T <
. T =y % 3 then
15: pleJ,L///l R hg T R _ _ 31: return (0, (¢, ¢, €), (¢, €,¢€))
16: set h :(hlv'"7hJ1—1vhlJl1""vhlﬁl) 32: end if
17: Jy, Jy, o, ag)<—l32-f % (insty, E/l; w) > 3rd run gi ;eturn (S[L (01,01,07),(02,03",05"))
: end procedure
probability frk as follows.
. . $ . .
Succ(ExtFp) = Pr [b =1: (insty,insty) +— Cmgq; (b, (01,07, 07), (02,0% , 05"))+—ExtFpz(insty, |nst2)]
= Y k(Wi o1, d2)
J1,j2€[v]
71<72
= frk
4
acc 6
> acC | ————=5 — = using Corollary |3.12
— 16_(1/2_1/)4 ‘R‘ [ g y
g 6
> el =g = using equation ([27))
5
g
N == 28
16 - (72 — v)* (28)

where we refer to Lemma for the definition of frk(Wj, j,, j1, j2)-

Note that the checks that are performed inside the boxes of Algorithm [I4] are sort of redundant. In
fact, the success probability is expected to improve if they are removed. This, however, requires a more
involved forking abstraction and associated analysis which we leave as an interesting open question.

Modified Extended Forking Algorithm ExtFg(insti,instz): Now, we modify the extended forking
algorithm to embed part of the problem instance insty into a specific index of h. Basically, first, we guess
two indices ji,j; € [V], where M;x and M;; could appear in the Hj-oracle. Then, we programme ji-th

entry of h using our encoding functions, the j5-th entry of h and insty. These changes are highlighted using
bounding boxes in Algorithm We emphasise that these modifications do not change the view of A as hjs

remains uniform over R. In fact, by the properties of the encoding functions, w3 is uniformly distributed
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over ™, so insta 4+ w3 is uniformly distributed over Fmﬂ Therefore, by the properties of the encoding

functions, the programmed value hjy is uniformly distributed over R. Hence, Succ(ExtFp) = Succ(ExtFg).

Algorithm 15 Modified Extended Forking for CMQ

1: procedure ExtFg(insty,inst2)

2:
3:

4:

10:

12:
13:
14:
15:

16:

17:
18:

17,15 «— [£+1] > guess for collision indices

k. 3

m <SR

’ compute w3 = (Enuy o Ency o Encro) (h3)

> guess for hash indices of A\l” , Maj

pick Ay S (Enuy o Ency o Encro) ™! (insty + w3)

choose h <i RY such that Ejf = h] and 7133 = h3

. . $
pick random coin w <—  for Bi{,i;

(J1, J2,01, zm)(—l’)’q’i; (instq, ﬁ;w) > 1st run
if J1 =0 or J2 =0 then
return (0, (¢, ¢, €), (¢, €,¢€))
end if
pick 1) ..., Wb« R
0 -~ ~ ~
set h = (h1,...,th_l,hfh,...,h%)

(J1, Jé,a’l,oé)<—3q,i§ (insty, h,;w) > 2nd run
if J1 # J] or Jo # J} or TLJI :Aﬁfjl then

return (0, (¢, ¢,€), (€€, ¢€))
end if

19:
20:
21:

22:

23:
24:

25:
26:
27:

28:
29:
30:

31:
32:
33:
34:

then
35:
36:
37:

pick E”l,...,ﬁg <i R
~1r ~ ~ -~ -~
set h = (hh~~~7hJ1—17h{;17~~~7hi~,/)
) ~1
(Jy, gy, o, Ué’)(—[)’i;’i; (inst1, A ;w) > 3rd run
: / 1" / 1" T _Fn T _Fn
if Jj # J{ or J5 # J or hy, —hJ1 oth1 —hJ1 then
return (0, (¢, ¢, €), (¢, €,¢€))
end if
LT S 8 S
" "
pick thv"'7hl7 «~—R
~11 ~ ~ ~ ~
set h =(hl,...,hjz_l,h/j;,...,hg/)
i ~I
(Jy", gy, e, Ué”)<_8i{,i§ (inst1,h ;w) > 4th run
if Jy # J{" or Jo # JY or hy, = h’}; then
return (0, (¢, €, €), (¢, €, €))
end if
pick &7, R SR
2 v
~11f ~ ~ ~ ~
set h :(hl,‘..,hh,l,hf;;’,...,hg”)
. ~1111
gy, gy, (711”/,0'/2/")(—81-{’1; (inst1,h ;w) > 5th run
: " 111 11 111 7 _ Jpun THur _ g
if Ji" # J{"" or JJ' # JY" or hy, = hJ2 or hJ2 = hJ2
return (0, (¢, ¢,€), (¢, €,¢€))
end if
return (1, (01,01, 07), (02,05, 05"))

38: end procedure

CMQ Solver. Our CMQ problem solver is illustrated in Algorithm Here, the solver Simu takes a
CMQ problem instance (R, y*) as input, runs ExtFpz and returns a solution of the problem. Similarly to
the PR-mSTI solver, the probability of reaching step [15| of Algorithm [16| without abort (using Proposition
is Succ(ExtFg) - f2, where f = 1 — (7/9)" is close to 1. Note that (21, 2;) and (22, Z2) (computed in
step |15| of Algorithm always satisfy the following equations, as the underlying commitment scheme is
computationally binding.

P(z1) + R(Z1)
P(z2) + R(z2)

Ha
H

)

M;x) (29)
M;

). (30)

=%

1
1

(

N ¥

1. If 4} and i5 are correctly guessed, then P(z1) = P(z2) (using the hypothesis that & is a collision set.

In fact, a collision will be found for the indices i] and i5. So, P(z1) = wi; — R(21) = wiz = wy; =
wi; — R(22) = P(22), where we write z1, 22,21 and 23 for z;:, i3, z;» and z;;, respectively. Then
by subtracting the above two equations and , we have R(2z1) —R(z2) = H1(M;x) — H1(Mgz).

. If j7 and j5 are the correct guesses, then we have the following situation. By the construction of ExtFp,

H1(M;;) = (Enug o Ency o Encro) (hy;) = w3 and H1(M;:) = (Enuy o Ency o Encro) (hy:) = insta +w3
(due to step |§| of Algorithm . Then, we have R(z1) — R(z2) = H1(Miz) — H1(M;;) = y*.

Therefore, if ExtFg can make the guesses correctly, then (2, 2z2) will be a correct solution. Hence, the
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Algorithm 16 CMQ Solver

1: procedure Simu(R,y*) > output (21, 2Z2) such that R(z1) — R(z2) = y*

2 set inst; = R and insty = y*

3 (b, (o1,07,07), (02,04, 04"))«—ExtFg(insty, instz)

4: if b =0 then

5: abort

6: end if

7 parse 01,0} and o} as o1 = (ct®, ch® rs(1)), o) = (ct@, ch®) rs(2)) and ol = (ct®, ch®) rs(3))

8 parse 02,04’ and o}’ as o2 = (ct™®, ch® rs(®), oy = (ct®,ch®) rs(3)) and oyl = (ct®, ch(®) rs(6))

9:  find 1,42 € [] such that ch{!) # ch{? # ch(® # ch() and ch{? # ch(® # ch(® 2 ch(V

i1 @2

10: if such 71 and 79 are not found then

11: abort

12: end if . .

13: set m = (ctﬁ),chﬁ), rsgll))7 = (ctgi),chgf), rsgf)) and 7] = (ctgll),chz(.f)7 rsgd))
14: set my = (ctg;l)7 chg), rsz(.;l))7 = (ctg;l)7 chg), rsz(.j)) and 7" = (ctl(.;l), chgg), rsz(.g))
15: (z1,21)«—Extr(my, w}, 7)) and (22, 22)«—Extr(ma, w4/, ") > Such an extractor exists due to Lemma
16: if R(z1) — R(22) # y* then

17: abort

18: else

19: return (21, 22)

20: end if

21: end procedure

success probability of finding a valid solution is

1 1 N o
Advgmi (k) > TR G Suec(BEFs) - £ = A ()
1 1 Bindin,
= Teap e SeeclBefn) o Advn, )
1 1 e’ 2 Bindin
> W GR 6 aropp | A (K) (31)
where the last step follows equation . -

Corollary 5.3. Suppose that there exists an adversary A who can break the OMF-security of the MBSS
described in Section[5.1] in the random oracle model. Then, using A as a subroutine, we can create PPT
algorithms By, Bo and Bs for breaking the CM(Q problem, the PR-mSTI problem and the computational bind-

ing property of the underlying commitment scheme respectively with the following relation of the respective
advantages:

indi 1/5 . 1/3
AV (k) < 01-(AdvglMQ(H)+Advg;ndmg(m)) +Cy- (Advgg-mSTI(K)+Advg;ndmg(,{)>

where Cy = (16‘(€+1)2~D”2-(52—17)4/]02)1/5, Cy = (16-(€+1)~1/'§2/f)1/3, v=v+/{ and ¢ and v
are respectively the numbers of blind signature queries and hash queries, and f=1— (7/9)".

Proof. Follows from the security bounds in equations [26| and O

6 Conclusion

The paper has proposed modular security reductions for 3 and 5-pass MQDSS [CHR™16] and a slightly
modified version of the multivariate blind signature scheme from [PSMI17]. To the best of our knowledge,
this is the first work to provide concrete security analysis for digital signature and blind signature schemes
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in the MQ-setting. We have introduced several new forking abstractions that serve as a core tool in security
reductions. The proposed forking algorithms are likely to find further applications, in particular in the MQ
setting. Although the (modified) MBSS uses UOV as a black-box primitive signature scheme, other UOV
variants, like MAYO, QR-UOV, and SNOVA, can also be used. Therefore, finding a suitable UOV-based
signature and judicious parameter settings for the MBSS, based on our concrete security analysis, could
be an interesting question of practical relevance.

For blind signature security, we have introduced two new hardness assumptions in the non-linear MQ-
setting that do not seem to have any analogue in the more familiar linear settings like RSA. Studying the
classical/quantum intractability of these new assumptions as well as finding their further cryptographic
applications are some of the interesting potential future works.

The security reductions discussed in this paper rely on the rewinding technique in the random oracle
model. In general, security proofs that involve rewinding or random oracles do not naturally extend to
the quantum setting due to limitations such as the no-cloning theorem and reliance on the forking lemma.
Therefore, studying concrete security reductions of such schemes in the quantum random oracle model,
especially in the context of Fiat-Shamir-style conversion, remains an interesting open problem.
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A Some Essential Results

The following proposition follows from the Jensen’s inequality.

Proposition A.1. Let a and n be positive integers. Let x1,...,x, > 0 be real numbers. Then
n 1 n a
a
s bS]
i=1 i=1

Proof. When a = 1, then the inequality becomes equality. Now, we assume that a > 2. Let X be a random
variable such that Pr[X = z;] = 1/n for all ¢ € [n]. Then, we have

E[xY] = % Y af and (E[X])" = % (Z x) :
=1

=1

Consider the following function f(x) = z® for all real x > 0. One can easily check that f is a convex
function for all non-negative real values of a. Then, by Jensen’s inequality [Jen06], we have

n

E[f(X) > f(E[X]) = E[X° > (E[X)" = ) af>

1
na—l

The following propositions are required to argue the security of MQDSS and MBSS.

Proposition A.2. Let v be a positive integer. If ch,ch’ and ch” are chosen uniformly and independently
from {0,1,2}", then we can find with probability at least 1—(7/9)" an i € [r] such that ch; # ch} # ch # ch;.

Proof. For each i € [r], let Event; denote ch; # ch # ch! # ch;. Using a simple counting argument, we can
write Pr[Event;] = 6/27 = 2/9 for any i. Now, the probability of its complement is given by
Pr [=Event;] = Pr [ch; = ch] V ch; = ch] V chj = ch]]
=1— Pr[Event;] = 7/9.

Since the components of ch,ch’ and ch” are chosen uniformly at random from {0, 1,2}, we can write
Pr[3i € [r] s.t Event; = true] = 1 — Pr[—Event; A --- A =Event,| =1 — (7/9)".
O

Proposition A.3. Let r be a positive integer and F be a set of size q. Let chy, ch) £ F" and chy, ch), £
{0,1}". Then, we can find with probability at least 1 — (3 — 2—1(])’" an i € [r] such that chi; # chy; and

Proof. For each i € [r], let Event; denote the event “chy; # chj, and chy; # ch),;”. Note that each
component chu,ch’lﬂ-,chg’i and ch’2ﬂ- is chosen independently and uniformly from the respective spaces.

So, Prchy; # chl; Achg; # chy ;] = Prchy; # chy,] - Pr[chy; # chy,] = (1 — %) 1-5H=0G- 2—1(1)

Therefore, Pr[3i € [r] : Event; = true] = 1 — Pr[Event; A--- A Event,] =1 — (5 — 2%1)’”. O
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B IDS in MQ-Setting

In this section, we reproduce the 3-pass IDS and the 5-pass IDS of [SSH11] and also discuss their properties.
3-Pass IDS. Here we first recall the 3-pass identification scheme of Sakumoto et al. [SSHI11]. Choose

(P, s) L P(F™, F™) x F™ and set v = P(s). Run ck«—CSetup(x), where C = (CSetup, Commit, Open)
is an efficient commitment scheme. The public key and the secret key are given by pk = (P, v,ck) and
sk = s, respectively. For simplicity of notation, we often omit ck from pk. Let G : F”* x F” — F™ be the
polar form of P. The interaction between a prover P and a verifier V is shown in Figure [4]

P(('P,’U),S): V(P,v):

pick ag, by <i F™ and ¢g <i Fm
set a1 = s —ag and by = ag — by
c1 =P(ag) —co
ct0<—Commit(a1||G(bo, a1) + Co)
ct;+—Commit(bo||co)
cta«—Commit(b1||c1)

set ct = (cto, cty, cta)

—_—
ch <% chs
ch

s
if ch =0, set rs = (ao, b1, c1)
if ch =1, set rs = (a1, b1, c1)
if ch = 2, set rs = (a1, bo, co)

s

if ch = 0, parse rs as (ao, b1, c1) and check,
if cty z Commit(ag — b1||P(ao) — c1)

and cty = Commit(bi]|e1)

if ch = 1, parse rs as (a1, b1, c1) and check,
if cty = Commit(a1|jv — P(a1) — G(b1,a1) — 1 + P(0))

and cto z Commit(bi]|c1)

if ch = 2, parse rs as (a1, b, ¢p) and check,
if cto z Commit(a1]|G(bo, a1) + co)

and cty < Commit(bo||co)

Figure 4: Illustration of 3-pass IDS of Sakumoto et al. [SSHI1I].

Sakumoto et al. [SSH11] showed that their 3-pass IDS is statistical zero-knowledge against any cheating
verifier which essentially implies the following result.

Lemma B.1 (Statistical HVZK). The 3-pass IDS described in Figure | is statistical HVZK if the under-
lying commitment scheme has statistical hiding property.

Lemma B.2 (Extractor). Assume that the underlying commitment scheme is computationally binding.
Then, the 3-pass IDS described in Fz'gure satisfies the 3-special soundness (cf. Definition .

Proof. The proof essentially follows from that of Theorem 3 of [SSHII]. O

Lemma B.3 (Knowledge error). Suppose the MQ-problem is intractable and the underlying commitment
scheme is computationally binding. Then, the 3-pass IDS presented in Figure || is sound (cf. Definition

with knowledge error 2/3.
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Proof. First, we show the existence of a cheating prover P who can impersonate (without knowing the
witness s) with probability 2/3. In fact, the cheating prover P will simply follow the protocol given in
Figure |4 with some random s’ as a witness. Note that P always successfully impersonates when ch # 1 as
v = P(s) is not involved in the verification. When ch = 1, the prover P fails to convince the verifier as v
is now involved in the verification process. Hence, the success probability of P is 2/3.

Now, suppose there exists an adversary A who can impersonate with probability 2/3 + e for some
non-negligible e. That means that whatever the challenge ch € {0, 1,2}, the adversary A can cheat with
probability at least e. If we rewind A on the same commitment ct, but with three different challenges
ch =0, ch =1 and ch = 2, we will get three accepting transcripts mp = (ct,0,rsp), m1 = (ct,1,rs;) and
g = (ct, 2, rsg) with probability at least e. Now, apply the extractor Extr defined in Lemma on input
(7o, m1,m2) and get the witness s which is a contradiction to the intractability of the MQ—problenﬂ This
completes the proof. O

5-Pass IDS. We now illustrate the 5-pass IDS of Sakumoto et al. [SSH11]. The description of the key-pair
is the same as that of the 3-pass IDS. The interaction between a prover P and V is shown in Figure
Note that here ch; = «a,rs; = (a1, ¢1),chy = ch and rsp = rs.

P((P,v), s): V(P,v):

pick ag, bo & Fnoand co Sopm
set a1 = s —ag
cto«—Commit(ao||bo]|co)
ct;+—Commit(a1||G(bo, a1) + co)
set ct = (cto, ct1)

_—
« <i F
[e%
%
set by = a-ag — bg
set ¢; = a-P(ag) — co
(b1,c1)
—
$
ch «— {0,1}
ch
“—
if ch =0, set rs = ag
if ch =1, set rs = a3
rs
_

if ch = 0, check whether

cto Z Commit (aolla - ag — bi||la-Plag) —c1)

if ch = 1, check whether
cty 2 Commit (a1]|la- (v —P(a1) + P(0)) — G(b1,a1) — e1)

Figure 5: Illustration of 5-pass IDS of Sakumoto et al. [SSHI1T].

The authors showed in [SSHII] that their 5-pass IDS is statistical zero-knowledge against any cheating
verifier. Hence, we have the following result.

Lemma B.4 (Statistical HVZK). The 5-pass IDS presented in Figure @ 1s statistical HVZK if the under-
lying commitment scheme has statistical hiding property.

Lemma B.5 (Extractor). Assume that the underlying commitment scheme is computationally binding.

Then, the 5-pass IDS Fz'gure@ satisfies 3-special soundness (cf. Definition .

°Tn fact, a formal reduction can be given such that if A cheats with probability 2/3-+¢, then we can break either MQ-problem
or the computational binding property of the underlying commitment scheme.
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Proof. The proof essentially follows from that of Theorem 5 of [SSHII]. O

Lemma B.6 (Knowledge error). Suppose MQ-problem is intractable and the underlying commitment
scheme is computationally binding. Then, the 5-pass IDS presented in [SSH11] is sound (cf. Definition
with knowledge error % + z—lq.

Proof. For proof, see [CHR™16, Theorem 3.1]. O

C Omitted Proofs of Splitting Lemmas/Forking Abstractions

The following proposition is required for the proof of our special splitting lemma (see Lemma [3.8)).

Proposition C.1. Let X,Y,Z and U be finite sets. Let B C X XY x Z x U be such that

Pr [(m,y,z,u) € B] =E£.
(2,y,2,0) = X XY X ZxU

For any o < ¢, define

Bf:{(x,y,z,u)EXXYXZXU: Pr [(m,yljzlju')EB]Ze—a}. (32)

(y’,z’,u’)&YXZXU

Then, the following statements hold for any a < e:

(1) Pr [(z,y,2,u) € BY| > «
(I»y,Z,U)iXxYxeU

(ii) ¥(z,y,z,u) € BX: Pr [(z, /.2 \W) € B]ze—a
(2 )Y X ZxU

(iii) Pr (2,9, 2,u) € BY | (z,y,2,u) € B] > afe.
(:v,y,z,u)iXXYXZX U

Proof. Follows immediately by setting ¥ as Y x Z x U in the proof of Lemma [3.1 O

C.1 Proof of Special (1,2)-Multi-Splitting Lemma

Proof. Let 1-Evt and Evt denote the events “(z,y,z,u) € B A (z,y,2,4') € B” and “(x,y,z,u) € BA
(x,y,2',u') € BA(z,y,2,4") € B”, respectively. Then, we get, Then, we get,

A = Pr [(z,y/,7',u") € B | Evt]
(J:,y,z,u)(iXxYXZXU

! ! i 1 "

(v 2" ' u )(iYXZXUXUXU
(YA X
$Pr [(x,y,z,u ) € BA(x,y,z,u) € B} |Evt]
(2,y,2,u)— X XY x ZxU
(y/,Z',U’,u”,u”’)inZ><U><U><U

= Aqp- Ao,

v
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where B is as defined in Proposition

A/ X
Ay = Pr [(m,y,z,u )€B|(I,y,z,u)€Ba/\Evt]
(2y,2,u0) = X XY x ZxU
(y’,z’,u’,u”,u”’)&yxzx UxUxU

> -« [follows from item of Proposition |C.1]

and

Ay = Pr [(z,y,2,u) € BX | Evt] (33)
(x,y,z,u)&XXYXZXU
(y’,z’,u’,u”,u"’)(iY><Z><U><U><U
> Pr [(:L‘,y,z,u) c Bgf | (z,y,2,u) € B] (34)
(:r,y,z,u)(iXXYXZXU

> afe [follows from item of Proposition |C.1].

Similarly to Claim [3.2) “(z,y,2',u') € BA (z,y', z,u") € B” increases the likelihood of “(x,y, z,u) € BX".
This fact is used in the transition from equation to equation .

So, we can write

A > (e—a)-afe. (35)
Now, we want to calculate the following conditional probability.

Ay = Pr [(z,y,2,u") € B| 1-Evt]
(r,y,z,u)iXxYxeU
(y',Z',U’,u”)<iY><Z><U><U
Pr [(z,9,2,u") € BA (z,y,2',u) € BX | 1-Evt]
($7y,Z,u)<iXxY><Z><U
(y',z’,u’,u”)&YxeUxU

= Aoy Aoy,

Y

where B is as defined in Proposition

Az = Pr [(z, 9, 2,u") € B| (z,y,2',u') € By N1-Evt]
(z,y,z,u)(iXXYXZXU
(2 )Y x ZxUxU

> -« [follows from item of Proposition
and
Aoy = Pr [(z,y,2,u') € BY | 1-Evt] (36)

(2,y,20) = X XY X ZXU
(' W) zxU
Pr [(:Evy, Z,,U,) € Bgf ‘ (‘rvyvzlvul) € B] (37)
(Iyy,Z,U)ﬁXxYxeU
(' W) zxU

> afe [follows from item of Proposition [C.1].

Note that from equation to equation , we use the fact that “(z,y, z,u) € B” increases the likelihood
of “(l‘,y, Z’,’U/) c Bé(”.

Y
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So, we can write

Ay > (e —a)-afe. (38)
Finally, we have
A = Pr [(:E,%z,u) € B/\(x’y7zl7ul) € B/\(l’,y/,27uﬁ) €B/\(x,y/,z/,u”/) GB]
(x,y,z,u)&XXYXZXU
(y’,z',u’,u”,u’”)&YXZXU><U><U
= Pr [(z,y,2,u") € B| Evt] - Pr [Evt]
(:v,y,z,u)iXXYXZXU (x,y,z,u)iXXYXZXU
(y’,z’,u’,u”,u”’)(iYXZXU><U><U (y’,z’,u’,u”,u’”)(iYXZXU><U><U
= Ay Pr [(z,9,2,u") € B| 1-Evt] - Pr [1-Evt]
(z,y,z,u)iXXYXZXU (a:,y,z,u)(iXXYXZXU
(y',z’,u’,u”)&YXZXUXU (z’,u’)<iZ><U
= Aj-Ay- Pr [(:c,y,z,u)EB/\(:c,y,z',u’)GB]

(z,y,z,u)(iXXYXZXU
(z’,u’)<iZ><U
> (e—a)-(afe)- (e—a) - (afe) (e —a) « [using equations (35)), and Lemma [3.3]

= (e—a)® - a?/e

C.2 Proof of (2,2)-Multi-Splitting Lemma

Proof. Let (1-2)-Evt denote the event “(z,y,z) € BA (z,y/,2') € BA (z,y,2") € BA (x,y,2") € B".
First, calculate the following conditional probability.

A = $Pr [(z,y",2") € B| (1-2)-Evt]
(2,y,2)—X XY XZ
(y’,z’)(iYXZ
(y",z”)(iYXZ
3 g
Z////&Z
X
$Pr [(x,y",z") € BA(z,y,2) € By | (1—2)—Evt]
(z,y,2)«—XXY XZ
(y’,z’)(iYXZ
(y”,z”)(iYXZ
3 g
Z//I/(iZ

= A - Ay,

v

where B is as defined in Proposition

Ay = Pr [(a:,y",z”) €B | (z,y,2) € Bf A (1-2)—Evt]
(:L‘,y,z)(iXXYXZ
(y’,z’)(inZ
(W'Y sz

28z
Z””{iZ
> e—a [follows from item |(ii)| of Proposition
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and

Ay = Pr [(z,y,2) € By | (1-2)-Evt]
(x,y,z)<iX><Y><Z
(yﬂz’)(iYXZ
(y”,z”)(iYXZ

S g

z””(iZ
_ X | (z.y,2)EBA(z,y,2")EBA
= Pr |:(.’L',y,2) S Ba | (z,y,2""VEBA(z,y,2""")€B

(m,y,z)(iXXYXZ
(g/,z’)(iYXZ
g
Z””(iZ

P ( ) e BX | ( )€ B
r x’ y’ z « '/1:7 y7 z
(x,y,z)&XXYXZ
(y’,z’)(iYXZ
e
z”"(iZ

> afe [follows from item of Proposition [3.5].

Y

] (39)

(40)

Note that from equation to equation (40)), we use the fact that “(z,y,2') € B A (z,y,2") € B A
(z,y,2™) € B” increases the likelihood of “(z,y,z) € BX".

So, we can write

Ay > (e—a)- ale.

Finally, we have

AV

Pr [(z,y,2) € BA(2,y/,2) € BA(z,y",2") € BA (,y,2") €
(a:,y,z)iXXYXZ
(y’,z’)&YXZ
(y”,z”)iYXZ

18 g
2z
Pr [(z,y",2") € B| (1-2)-Evt] - Pr [(1-2)-Evt]
(x,y,z)iXXYXZ (x,y,z)(iXXYXZ
(y’,z’)<iY><Z (y’,z/)&YXZ
(y”,z”)&YXZ 18 g
s iy
2z
(e—a)-(aje) (e —a)® a3/ [using equation and Lemma [3.6]

(e —a)t-at/es.

C.3 Proof of Corollary

Proof. First, note that

acc = E accWj, s, )-
J1,J2€[V]
J1<72

o8
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Then, we calculate the desired probability as follows.

o acc*(Wj, 4,) 6 _
frk = Z frkWiy ja» 1, J2) = Z acc(Wj, j») - (256Jlj2 - m|> [using Lemma [3.11]
J1,52€[V] J1,52€[V]
J1<j2 J1<j2
5
acc® W, j,) 6 - acc 16 6 - acc
— ) — > L _
2 256 IR = 256- (12— v)t | Z acc(Wivjs) R]
J1,J2€[V] J1,52€[V]
J1<J2 J1<J2
_ acc® _ 6-acc aec acc? 6
16 (V2 —v)d R| 16-(v2—v)* |R|/)’

where we use Proposition[A.T|with a = 5 in the above intermediate inequality. This completes the proof. [

C.4 Proof of Special (1,2)-Multi-Splitting-Forking Lemma

Proof. Let SEvt denote the event “(I,w,h) € C A (I,w,h’) € CA (I,w,h") € CA (I,w,h") € C". Set
X =IxQxR'1 Y =RP2N Z =Rand U = R“72. So, we can write the sample space as
IxQxR" =X xY xZxU. Applying Lemma [3.8 with &€ = acc(C) and o = £/2, we have

4
Pr SEw) > 2(©).
(Iwh)(—IXQXR” 64
h'+—R”|hy

[G2—1]
' «—R¥|hyj, 1) st W =hs,

R'—RYIRY ) st h”’ h’

Let HEvt denote the event “h’ # hj, A b7 # hj”. Then, we can calculate the desired probability as
follows.

frk(C, j1, j2) Pr[SEvt A HEvt]
= Pr[SEvt] — Pr [SEvt A HEvt]
> Pr[SEvt] — Pr[(I,w,h) € C AHEVt] (42)
> acc'(C)/64 — Pr[(I,w,h) € C] - Pr [HEvt] (43)
> acc*(C)/64 — acc(C) - Pr [h;Z = hj, Vh = hi, |
> acct(C)/64 — acc(C) - 2/|R| (using union bound)

— acc(C) - <3C°634(C) _ é') .

Note that from equation (42)) to equation , we use the fact that the event “(I,w, h) € C” and HEvt are
independent as hjy , hj,, b}, and b, are chosen independently. This completes the proof. O

C.5 Proof of Corollary

Proof. First, note that

acc = g acc(Wj, j»)-
J1,52€V]
J1<j2

29



Then, we calculate the desired probability as follows.

3
Wiis) 2
fk = > FkWimodide) = 3 acc(wjl,h)-<acc(“”)— > [using Lemma [3.13]

£ £ 64 IR|
J1,J2€[V] J1,J2€[V]
71<72 71<J2
4
acctWj, j,) 2-acc 8 2-acc
— > _ > W . —_
, Z 64 R —64-(2—v) | Z acc(Wiz2) R]
J1,J2€V] J1,J2€V]
21<J2 71<J2
acc? 2 - acc acc? 2
= — —acc- | ———m — — |,
8- (2 —-v)* R 8- (2 -v)* |R|

where we use Proposition[A.T|with a = 4 in the above intermediate inequality. This completes the proof.
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