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Abstract. End-to-end encrypted (E2EE) messaging platforms serving
hundreds of millions of users face a fundamental vulnerability: users must
trust service providers to distribute authentic public keys. This problem
creates opportunities for sophisticated man-in-the-middle attacks and
surveillance. While key transparency systems promise to eliminate this
trust requirement, existing solutions have failed to achieve practical de-
ployment due to prohibitive cost in computation and bandwidth, and
inadequate infrastructure.

Our main innovation is the integration of a zero-knowledge virtual ma-
chine to create a “rollup” architecture on a third-party data availability
layer via which every user automatically checks the integrity of the whole
key directory. Counterintuitively, this approach yields substantial per-
formance improvements over custom-built zk proof circuits and enables
verification of targeted policies within the cryptographic proof system.
We introduce PRISM, the first practically deployable key transparency
protocol that eliminates hidden backdoors in E2EE services through au-
tomatic, trust-minimized verification. Our system advances beyond pre-
vious approaches by proving not just structural validity of key directory
updates, but their semantic correctness as well.

Previous solutions require some form of manual interaction by the user.
This burden prevented wide spread adoption. Our solution however elim-
inates user intervention entirely.

This paper is intended as an overview rather than an exhaustive specifica-
tion. Our implemented system® already integrates additional components
whose full complexity exceeds the scope of this short presentation.

Keywords: key transparency - data availability - STARK - SNARK

1 Introduction

The proliferation of end-to-end encrypted communication systems has funda-
mentally transformed digital privacy and security, enabling billions of users to

3 Source code available at https://github.com/deltadevsde/prism
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communicate sensitive information with cryptographic guarantees of confiden-
tiality. How much trust does this guarantee require? Such an assurance critically
depends on the integrity of the underlying public key distribution mechanism.

Assume, for instance, that Alice initiates a secure communication with Bob
via a messenger. Alice retrieves Bob’s public key from the service provider. A
corrupted or compromised messenger service could simply send Alice their own
key instead, allowing them to possibly read, alter or inject messages.

This fundamental challenge in public key cryptography was articulated early
in its development. As Zimmermann (1994) already observed:

This whole business of protecting public keys from tampering is the
single most difficult problem in practical public key applications. It is
the ’Achilles heel’ of public key cryptography, and a lot of software
complexity is tied up in solving this one problem.

Even modern key distribution mechanisms remain vulnerable to sophisticated
attacks by adversaries capable of compromising key servers, let alone attacks by
malicious service providers themselves.

In this paper, we introduce PRISM, a scalable key transparency protocol
that enables real-time auditing by all users and prevents key tampering by con-
struction. PRISM is the first practically deployable key-transparency solution to
enable automatic verification of the service provider. This is achieved by pro-
viding constant size succinct proofs (SNARKS) to embedded light clients over a
decentralized Data Availability (DA)(Al-Bassam et al. (2019)) layer.

Current approaches to key verification place substantial burdens on end users,
requiring manual verification procedures such as comparing cryptographic fin-
gerprints or scanning QR codes. Empirical research (Vaziripour et al., 2017)
demonstrates that these manual verification methods are fundamentally imprac-
tical for widespread adoption. Only a small percentage of users successfully com-
plete these verification procedures and an even smaller fraction understands their
purpose or implications for security. This usability gap represents a critical bar-
rier to the effectiveness of current security mechanisms, as security systems that
cannot be used practically by their intended audiences fail to provide meaningful
protection.

In contrast, PRISM removes this burden entirely: no intervention is required
from the user. PRISM batches updates into epoch-based state transitions and
produces succinct proofs that can be verified automatically by clients on user de-
vices in the background, ensuring a globally consistent directory and preventing
split-view attacks.

To achieve the latter, most of the prior works we present in the next chapter
make the mysterious assumption of a public bulletin board (PBB): an incorrupt-
ible, append-only medium where updates are posted. In much of the literature
the PBB is treated like a law of nature - gravity, speed of light, and the bulletin
board. PRISM also relies on this abstraction, but unlike previous work, we state
concrete requirements for such a PBB. Later, we show how a real-world data
availability layer can provide exactly these properties.
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Architecturally, PRISM is positioned between a data availability layer and
end-user applications such as messenger services. By relying on multiple layers,
PRISM leverages the immutability and global consistency of the DA layer while
providing lightweight, verifiable proofs directly to clients.

In each epoch, PRISM publishes a succinct state commitment together with
public succinct proofs attesting to the correctness of the state transition on the
PBB. Crucially, end-user applications embed light clients that need only the
latest commitment and proof to verify the entire history. This allows every user
to obtain the same global view without trusting the service provider. Previous
systems demand active intervention by a user to even verify her own keys at
high costs of bandwidth and computing. PRISM does this automatically for all
user and all keys with a lightweight load.

PRISM also makes a clear separation of concerns: the Key Directory (KD)
maintains the authenticated, account-based state and proves correct batched
updates, while Service Providers handle user authentication and label derivation.

Figure 1 illustrates the responsibilities and data flow in PRISM. Users register
or update keys through the Service Provider (SP), which manages identifiers
and public keys. PRISM is agnostic to the identifier format (e.g. raw, hashed, or
VRFed). It proves valid state transitions, posts proofs to the PBB, and provides
the SP with lookup proofs and stored data. Users then fetch the relevant proof
data for the global state directly from the bulletin board while receiving lookup
proofs and public keys from the SP. This design ensures that the SP cannot
create a split-view, since every user can independently verify the global state.

2 Related Work

Traditional public key infrastructures (PKIs) operate under a “trust on first use”
(TOFU) model, whereby users implicitly trust that the public keys they receive
correspond to their intended communication partners. It is under this model that
the aforementioned opportunities for man-in-the-middle attacks and surveillance
arise. Some argue that TOFU is good enough. Trust will always be required at
some level, and delegating key distribution to a reputable entity seems like a
safe bet at first glance. We are unfortunately not only required to trust the
entity’s own goodwill on first use. This trustworthy provider may control servers
that have been compromised, or may later be compelled to interfere in key
distribution for targeted users by a nation state. For instance, Microsoft created
a backdoor in Skype in 2013 (Greenwald et al. (2013)) allowing the NSA to
surveil all officially “end-to-end encrypted” messages.

Key Transparency improves upon TOFU by establishing cryptographically
verifiable logs of public key bindings that enable all participants in a crypto-
graphic system to audit and verify the consistency of key distribution. Drawing
inspiration from Certificate Transparency (CT) (Laurie et al. (2013)) , which rev-
olutionized the detection of misissued TLS certificates, key transparency extends
these principles to provide comprehensive auditability for public-key mappings
in secure messaging. The core insight is that by making key bindings publicly ob-
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Fig. 1. Responsibilities and data flow between Service Provider (SP), PRISM, Public
Bulletin Board (PBB), and user.

servable and cryptographically verifiable through append-only logs, systems can
detect and prevent attacks where adversaries present different keys to different
users for the same identity.

The practical importance of key distribution has grown substantially as
encrypted messaging platforms (such as Signal, WhatsApp (Lawlor and Levi
(2023)), Zoom (Blum et al. (2023)), and iMessage) scale to serve hundreds of
millions of users, where manual key verification becomes impractical and tradi-
tional PKI approaches fail to provide adequate security guarantees (Lawlor and
Levi (2023)).

The existing Key Transparency (KT) systems build on the idea that service
providers should not be blindly trusted to serve correct public keys. Instead,
providers must commit to a global directory and publish cryptographic proofs
so that inconsistencies can be detected. Since CONIKS (Melara et al. (2014)), a
large body of work has refined this idea, each with different security goals and
performance trade-offs. Despite the progress, a unifying characteristic is that all
existing approaches rely on strong assumptions about external verification.

All current KT systems place the primary auditing burden on end users:
each client is expected to monitor its own key state and detect if it has been
misbound. In Melara et al. (2014) this requirement was explicit, but later systems
such as Chase et al. (2018), Len et al. (2023), Malvai et al. (2023), and Len et al.
(2024) follow the same model, differing mainly in how efficiently they allow users
to fetch and verify their key history. In practice this means that users are still
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responsible for checking their own keys, while implicitly relying on all other users
to do the same. If enough users behave diligently, inconsistencies will eventually
be detected, but at internet scale this assumption is fragile: many users are
often offline, inconsistent in their checks, or unwilling to perform continuous
verification with multiple devices.

Many works (Melara et al. (2014), Chase et al. (2018), Hu et al. (2021),
Len et al. (2023), Len et al. (2024)) propose gossip as a mechanism for de-
tecting equivocation: clients exchange observed commitments with peers to en-
sure they all see the same global state. While elegant in theory, the described
gossiping mechanisms require reliable out-of-band channels between otherwise
unconnected users, and it is unclear how to deploy such mechanisms globally
without partitions. Gossip can certainly serve as an additional safeguard, such
as by embedding commitments in-band within encrypted messages, but it should
not be relied upon as the sole consistency mechanism, since the assumption that
gossip is both universal and timely remains too strong for practical deployment.

Another fundamental assumption underlying most KT designs is the exis-
tence of some public bulletin board or equivalent global append-only log. Bon-
neau (2016) and Tomescu and Devadas (2017) make this explicit by relying on
Ethereum or Bitcoin, which are far too slow, heavyweight and expensive for most
messaging settings. More recent systems like Chase et al. (2018), Tyagi et al.
(2021), Tzialla et al. (2021), Len et al. (2023) and Len et al. (2024) implicitly
assume that such a bulletin board exists, but rarely specify what exactly it is,
how it is implemented, or how availability and censorship-resistance are ensured.
In practice, this leaves a critical gap: without a concrete, lightweight realization
of the bulletin board, consistency remains theoretical.

More recent systems introduce independent auditors or witness committees.
Chase et al. (2018) formalizes the verifiable key directory and assumes that at
least one honest auditor checks every update. Malvai et al. (2023) strengthens
this by collecting signatures from about two thirds of the auditors, resembling
Byzantine quorum systems. Furthermore, Len et al. (2023) and Len et al. (2024)
assume the existence of dedicated entities (auditors or users acting as auditors)
who monitor all commitments. Although more computationally efficient than
gossip or blockchains, these designs still rely on the existence and long-term
honesty and integrity of external parties, creating a significant deployment hur-
dle.

Another conceptual difference to prior systems is that they typically assume
the service provider to maintain the key directory. Our design explicitly separates
these roles: the messenger provider only consumes directory proofs, while the key
directory is maintained independently. This separation changes the trust model
and makes certain mechanisms (e.g., provider-controlled VRF's or their periodic
rotation) less central. Instead, our focus is on minimizing external assumptions
at the directory layer itself. This issue becomes even more acute with more
interoperability requirements.

Across all these works, KT systems rely on one of four external mechanisms:
(1) users verifying their own keys, (2) gossip among clients, (3) global bulletin
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boards or blockchains, or (4) third-party auditors or committees. Each mech-
anism shifts the trust boundary but does not eliminate it. In other words, all
existing KT systems assume that someone else will check. This observation mo-
tivates our work fundamentally: to reduce these assumptions while retaining
verifiability.

Previous SNARK-based approaches to key transparency, such as Verdict
(Tzialla et al. (2021)), pioneered the idea of proving Merkle tree updates suc-
cinctly. However, these proofs established only structural validity, that the tree
was updated correctly, but not semantic correctness, e.g. that updates were
properly authorized. PRISM advances this paradigm by embedding authoriza-
tion logic directly into its proofs: every account update must be signed by an
existing valid key. This shift removes the need for client-side validation of update
histories, reduces computational overhead, and strengthens security guarantees.

At the same time, we acknowledge an important usability concern noted in
related work: many users struggle with key management in practice. Without
recovery mechanisms, losing one’s keys means irrevocably losing access to the
account. We see approaches like social recovery (Linker and Basin (2024)) as
promising complements to PRISM’s architecture. While not yet implemented
here, they represent a natural extension for future work to make key transparency
not only verifiable, but also resilient to real-world user behavior.

Like in Verdict, the recursive construction of auditable epoch proofs remains
computationally feasible. In optimal scenarios, verification of the latest epoch
proof validates all historical updates since system genesis in constant time, pro-
viding both scalability and comprehensive auditability.

3 Technical Preliminaries

Previous literature has produced several sophisticated key transparency designs.
CONIKS pioneered the use of Merkle prefix trees to enable efficient monitor-
ing without revealing the full user directory (Melara et al. (2014)). Chase et al.
(2018) then introduced a Privacy-Preserving Verifiable Key Directory that im-
proved upon the scalability and privacy of CONIKs called SEEMless. ELEKTRA
(Len et al. (2024)) further advanced these approaches by formalizing multi-device
scenarios and incorporating post-compromise security guarantees using Rotat-
able Zero Knowledge Sets (Chen et al. (2022)). Verdict went down a new avenue,
using succinct cryptographic proofs (SNARKSs) to prove the correct operation
of transparency dictionaries (Tzialla et al. (2021)). Each system addresses im-
portant aspects of the key transparency problem, from privacy preservation to
formal security definitions.

3.1 Blockchains

A blockchain is a distributed ledger system that maintains a continuously grow-
ing list of records (blocks) linked through cryptographic hashes. Each block con-
tains a cryptographic hash of the previous block, a timestamp, and transaction
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data. This creates an immutable chain where altering any single record would
require changing all subsequent blocks, making tampering computationally in-
feasible. Blockchain networks operate through a consensus mechanism where
multiple independent nodes agree on the validity and ordering of transactions.
This distributed consensus eliminates the need for a trusted central authority
while ensuring data integrity and availability across the network. Traditional
blockchain architectures like Bitcoin (Nakamoto (2009)) and Ethereum (Buterin
(2014)) are monolithic, meaning they bundle multiple core functions into a single
system:

— Consensus: The process by which network participants agree on the valid
state of the ledger

— Execution: The computation and processing of transactions and smart con-
tracts

— Settlement: The finalization of transactions and state changes

— Data Availability: Ensuring that all data needed to validate the blockchain
state is accessible to network participants

However, despite these theoretical advances, practical deployment of key trans-
parency systems faces a fundamental infrastructure challenge: Where should
transparency logs be hosted and how can their integrity be guaranteed (Lawlor
and Lewi (2023))?

Current academic proposals generally assume the existence of reliable, tamper-
resistant storage and distribution mechanisms without adequately addressing
the underlying infrastructure requirements. This gap between theoretical design
and practical deployment has limited real-world adoption of key transparency
systems.

The infrastructure requirements for key transparency systems align closely with
the properties that blockchain networks provide by design. Key transparency logs
require three critical guarantees: immutable storage to prevent retrospective al-
teration of key bindings, global availability to ensure that all participants can
access the same authoritative directory, and verifiable integrity to enable cryp-
tographic proofs of correct operation. Traditional centralized approaches face in-
herent limitations in providing these guarantees. A single trusted server creates a
point of failure and requires users to trust the hosting organization. Federated ap-
proaches distribute trust, but introduce complexity in maintaining consistency
across multiple providers. Content delivery networks can provide availability,
but typically cannot guarantee immutability without additional cryptographic
infrastructure.

By contrast, blockchain networks are purpose-built to provide exactly these
properties (Mazieres and Shasha (2002)). A consensus mechanism ensures that
once data is committed to the blockchain, it becomes computationally infeasible
to alter it without detection. The peer-to-peer network overlay provides natural
global availability without single points of failure. The cryptographic structure
of blockchains enables efficient verification of data integrity and provenance.
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Key transparency systems require a mechanism to publicly post and distribute
critical data including audit logs, cryptographic proofs, and signed tree heads
(STHs). This data must be globally accessible and verifiable to maintain the
transparency properties that make these systems trustworthy. Historically, tra-
ditional blockchains have not been practical platforms for transparency log data
because their monolithic architecture forces service providers and users to pay
for all bundled functions, regardless of which ones they actually need. For a key
transparency system posting data to Bitcoin or Ethereum, the cost includes:

— Consensus overhead for agreeing on transaction ordering

Execution costs for processing data through the blockchain’s virtual machine
Settlement fees for finalizing state changes

— Data availability charges for distributing the data across the network

However, transparency logs only require data availability - the guarantee
that posted data is accessible to all network participants. They do not need the
blockchain to interpret and execute the posted bytes in their VM /state machine.
The primary requirement is reliable data dissemination with cryptographic in-
tegrity guarantees. Data availability in blockchain systems ensures that when a
block is proposed, all underlying data is published and retrievable by network
participants. This is fundamental to blockchain security because unavailable data
can prevent the network from distinguishing between valid and invalid state tran-
sitions, compromising both system liveness and safety properties (Al-Bassam et
al. (2019)).

An additional technical barrier has been the lack of trust-minimized access
to blockchain data. Clients that do not run their own blockchain nodes must
trust external services to provide accurate blockchain state information, as these
lightweight clients cannot independently verify block validity by participation in
the peer-to-peer consensus network.

3.2 Celestia: Optimized Data Availability Layer

Celestia (Al-Bassam et al. (2019)) is our underlying blockchain because it is
purpose-built to specialize in data availability, precisely the functionality that
key transparency systems require. Unlike monolithic blockchains, Celestia fo-
cuses exclusively on ordering and publishing data, allowing applications like
PRISM to avoid paying for unnecessary execution and settlement overhead.

Celestia’s key innovation for transparency systems is its support for trust-
minimized light clients. These lightweight clients can independently verify data
availability and block validity without relying on trusted remote procedure calls
or external data providers. This eliminates the trust assumptions that have his-
torically limited blockchain adoption for transparency applications.

For PRISM, this capability enables embedding WebAssembly light clients
directly into end-user applications. These embedded clients can access Celestia’s
common data layer to verify transparency log operations and prevent split-view
attacks on the key directory’s root hash. Simultaneously, the proliferation of
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these light clients strengthens Celestia’s overall network security by increasing
the number of independent validators monitoring data availability.

This architecture provides key transparency systems with the blockchain
properties they need: immutable ordering backed financially by a large pool of
assets, global data availability to publish this data to clients, and trust minimized
access to the published data to prevent split view attacks. while eliminating the
cost and complexity barriers that have prevented adoption of traditional mono-
lithic blockchain platforms. Even well-resourced attackers, such as nation states,
face a binary choice: acquire enough stake to censor/reorder or attempt a data-
withholding attack; either outcome is detectable and allows honest participants
to fork the blockchain. Such attacks are economically possible in theory, but
costly, noisy, and risky in practice.

3.3 Zero-Knowledge Virtual Machines and State Management

This section introduces a core component underlying PRISM’s architecture:
Zero-Knowledge Virtual Machines (zkVMs). We provide sufficient background
to understand how these technologies enable PRISM’s verifiable computation
and efficient state management, focusing on the practical considerations that
informed our design choices.

Zero-Knowledge Virtual Machines represent a significant evolution in zero-
knowledge proof systems, moving from hand-crafted zk proofs toward general-
purpose platforms for verifiable computation. Traditional approaches require de-
velopers to manually translate computations into constraint systems (Thaler,
2022), zkVMs provide a generalized circuit over an Instruction Set Architecture
(ISA), enabling developers to prove arbitrary programs while inheriting formal
soundness and completeness guarantees.

The zkVM approach may initially seem counterintuitive—constraining every in-
struction in an execution trace appears computationally wasteful compared to
custom zk proof circuits tailored to a single computation. Indeed, handwritten,
special-purpose zk proof circuits would be more computationally efficient for nar-
rowly defined problems. However, zkVMs address a critical practical limitation:
the complexity and maintenance burden of writing low-level zk proofs by hand
for diverse computational tasks becomes prohibitive for real-world applications.

This trade-off became apparent in previous work such as Verdict (Tzialla et
al. (2021)), where the authors were prevented from implementing sparse Merkle
tree approaches and adding constraints for application-specific policies due to the
complexity of manual circuit construction. By proving the entire execution en-
vironment, zkVMs enable developers to prove statements from any conventional
programming language that compiles to the target ISA.

Remarkably, zkVM efficiency improvements are outpacing Moore’s Law, with
tenfold (or more) speedups currently occurring every few months across the
ecosystem. This rapid progress stems from the concentrated optimization efforts
of multiple teams working on different layers, from novel arithmetization tech-
niques and polynomial commitment schemes to instruction set optimizations and
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prover architectures (Arun, Setty, & Thaler (2023), Bruestle et al. (2023), Marin
et al. (2024)). All of these improvements automatically benefit downstream ap-
plications without requiring rewrites of special-purpose zk proofs.

The fundamental architecture of a zkVM consists of several interconnected
components:

— An ISA that defines the computational model

— An execution engine that processes instructions while maintaining detailed
execution traces

— A proof generation system that transforms execution traces into zero-knowledge
proofs

Modern zkVM implementations typically target established ISAs such as
RISC-V or custom bytecode formats, enabling direct execution of programs com-
piled from high-level languages. During program execution, the zkVM maintains
a comprehensive record of all computational steps, including instruction fetches,
register updates, memory operations, and control flow changes. This execution
trace serves as the foundation for proof generation, with each component subject
to algebraic constraints that enforce computational correctness. The constraint
system includes bound checking for memory accesses, consistency requirements
for register states, and proper encoding of instruction semantics.

4 PRISM’s Architecture

The central technological advancement that enables PRISM’s design is the in-
tegration of a zero-knowledge virtual machine (zkVM), with a Jellyfish Merkle
tree (Gao, Hu, & Wu (2021)) state structure. Counterintuitively, we discovered
that combining a zkVM with a Merkle tree flavor optimized for compact proofs,
despite being less zero-knowledge friendly, yielded substantial performance im-
provements despite zkVM overheads and we expect this to decrease further.

PRISM operates as a based rollup on the Celestia blockchain, specifically
designed to provide data availability services for rollups. This architecture ad-
dresses both the cost and trust-minimization challenges that have historically
prevented transparency logs from leveraging blockchain infrastructure.

As a sovereign based rollup, PRISM’s transaction ordering is handled di-
rectly by Celestia’s validator set as part of their normal block production. All
submitted PRISM operations are included in Celestia blocks under PRISM’s
namespace, inheriting the full security and censorship resistance of Celestia’s
consensus mechanism.

The PRISM network consists of three specialized node types that handle
different aspects of the transparency log operations:

— Sequencer/Prover: A single designated node that generates cryptographic
proofs (specifically, epoch proofs) for operations in each PRISM block and
publishes these proofs to a dedicated namespace (Al-Bassam (2019)) on
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Celestia. This node ensures the integrity of state transitions through zero-
knowledge proofs. It is important to note that in our trust minimized ap-
proach, this prover acts mainly as a batcher and proof generator; it does not
have exclusive control over the data, since any user operation posted to the
Celestia data layer will be seen by full nodes. This provides censorship re-
sistance and ensures no single sequencer can covertly drop or alter updates,
but comes at the costs of privacy.

— Full Nodes: These nodes download all raw operations from Celestia (from
PRISM’s transaction namespace) and apply every state transition, main-
taining a local copy of the entire key directory state. Full nodes provide
redundant validation regardless of the SNARK proof contents, ensuring ro-
bust verification of transparency log operations. In other words, full nodes
don’t need to trust the prover’s zk proof — they verify integrity by replaying
transactions themselves, ensuring the state machine rules are followed.

— Light Nodes: Lightweight clients that run on end-user devices and verify
epoch proofs without downloading complete PRISM blocks or individual op-
erations. Instead, a light node periodically downloads the latest zkSNARK
proof from Celestia and uses it to verify the latest state root. Because the
proof is succinct and constant-size, light clients can efficiently check that
all prior operations were valid, without processing them individually. This
enables embedded light clients (e.g. in a messaging app) to automatically au-
dit the service’s key directory in real-time. Thanks to Celestia’s data avail-
ability sampling, these clients can directly access data from the Celestia
network without relying on a centralized remote procedure call, preventing
“split-view” attacks where a malicious provider might show inconsistent key
directory states to different users

Why Celestia for Data Availability? Celestia’s focus on data availability
makes it ideal for PRISM’s state and proof data. By posting data to Celestia,
PRISM avoids the need to pay for expensive on-chain execution on a monolithic
blockchain, yet still inherits the strong consensus and availability guarantees of
a robust Layer-1. All PRISM operations and proofs are recorded in Celestia’s
ledger, ensuring that the key directory cannot be forked or hidden without de-
tection. This choice significantly boosts security and scalability for the key trans-
parency system, as Celestia’s validators provide ordering and availability while
PRISM’s own proofs and nodes handle verification. The result is a censorship-
resistant, cost-effective architecture: clients get the security of a decentralized
ledger and zk proofs, without requiring every device to run a heavy blockchain
node.

4.1 PRISM State Tree

This section introduces the storage mechanisms used for maintaining and veri-
fying PRISM’s state. We contrast the Indexed Merkle tree (IMT) from Verdict
with our choice of the Jellyfish Merkle tree (JMT), describing the rationale for
its better suitability in the context of zkVMs.
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At the heart of PRISM is a key directory implemented as an account-based
authenticated data structure and organized in a sparse Merkle tree. In simple
terms, each user (or identity) has an Account entry in the directory, stored as a
leaf in this global Merkle tree. An account contains the user’s current public keys
and associated data (e.g. metadata or application-specific fields). PRISM allows
each account to hold multiple public keys (for example, to support multiple
devices), and keys can be added or revoked by the user.

Every update operation to an account must be authorized by the user’s
existing key: the protocol requires that any AddKey or RevokeKey operation be
signed by one of the account’s currently valid (non-revoked) private keys. This
ensures semantic correctness of state transitions — only the legitimate owner of
an account can alter its keys. If an attacker or malicious service provider tried
to inject an unauthorized key change, full nodes would reject the operation for
failing the signature check, and no valid zkSNARK proof could be generated for
it.

The transition from the hashchain model of prior approaches to an account
model represents a crucial architectural shift. This change drastically reduces
both storage and proving costs while simultaneously decreasing proof size and
minimizing trust assumptions placed on the prover.

The Jellyfish Merkle tree (JMT) is introduced as a multi-versioned radix-16
addressable sparse Merkle tree (Gao et al. (2021)). The JMT introduces two main
improvements over typical Addressable Radix Merkle trees. Empty subtrees are
replaced with a constant placeholder value, and subtrees with single nodes are
replaced with the node itself. These optimizations lead to a more concise proof
format for both membership and non-membership proofs, with the number of
sibling digests in a proof being logarithmic in the number of existent leaves.

JMT nodes use a versioned key design, enabling easy snapshot isolation of
each epoch’s state. Every update produces a new root (effectively a new “version”
of the tree) while sharing unchanged parts with prior versions. This is ideal for
PRISM’s use case, as it creates an append-only history of state roots (one per
block or epoch) without needing to copy the entire tree each time.

In a key transparency directory, the identifier space is typically very large
(all possible phone numbers, email addresses, etc.), but only a small subset are
“active”. This creates a sparse directory: most potential slots have no entries.

A naive Merkle tree would either force us to maintain a full fixed-height
tree covering the entire identifier space, which means huge storage overhead and
long proofs dominated by empty branches, or more complex linking mechanisms
between nodes.

The Jellyfish Merkle tree avoids this problem by compressing the structure:

— It only materializes nodes along the paths that are actually used.
— For identifiers that are absent, it can produce short non-membership proofs
either by:
e showing the nearest populated neighbors in sorted order (proving that
the queried identifier falls between them and isn’t present), or



PRISM 13

e pointing to a placeholder node that represents an entire unused subtree.

Compared to naive Merkle Patricia trees (Wood, 2014), JMT proofs contain
fewer sibling hashes on average, because the tree is structured to collapse long
sparse paths. In practice, a JMT membership proof is often much shorter than
a fixed-depth tree that includes many empty nodes. This translates to smaller
proof sizes and faster verification.

Originally, PRISM’s design (inspired by the research prototype Verdict from
Tzialla et al. (2021)) represented each account’s history as an append-only
hashchain of operations rather than a mutable object. In that model, the Merkle
tree stored, for each user, the hash of the latest entry in a linked list of all their
operations (key adds/revokes, etc.). This was meant to avoid expensive on-chain
verification of signatures — the idea was that clients could fetch the chain and ver-
ify each link and signature themselves, reconstructing the current keys. While
this approach saved prover effort in early systems, it had notable downsides:
unbounded growth of per-user state (the chain grows with every update) and
complexity in client logic to replay all operations. PRISM departs from this
hashchain model in favor of a direct account state. Since PRISM now proves
the validity of operations and signatures inside the zkSNARK, we no longer
need to burden clients with replaying every historical operation. Each account
in PRISM’s JMT simply reflects the latest authorized state (current set of valid
keys, etc.), and the zk proof attests that all policy rules (like signature checks)
were followed from the previous state to arrive at this new state. This shift to a
mutable account model eliminates the unbounded growth problem and simplifies
retrieval — a client can get the current keys in one proof look-up, rather than
downloading an entire chain of updates.

We claim the JMT is better suited for zkVM programs in contrast to custom-
tailored zk circuits (Chen et al. (2023)), where fixed-size Merkle path constraints
do not apply. Crucially, this relaxation allows us to add circuit logic that verifies
the operations on the tree values themselves, enabling the replacement of Ver-
dict’s hashchains with an account-based model. This significantly reduces the
payload size and verification time for a client requesting keys for a user.

4.2 Experiments

To validate PRISM’s scalability, we conducted benchmark tests simulating real-
istic deployment scenarios across varying user base sizes.

Experimental Setup Our evaluation models a messaging service with the
following parameters:

— User base scale: 10,000 to 1,000,000 pre-existing accounts
— Daily growth rate: 1,000 new account registrations per day (41 per hour)
— Hourly operations:
e New accounts: 1,000 new users a day, equalling 41 per hour (distributed
across 12 five-minute epochs)
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e Key additions: 250 per hour
e Key revocations: 20 per hour
— Epoch duration: 5 minutes (12 epochs per hour)
— Cryptographic primitives: Curve25519 signature scheme

This configuration reflects realistic usage patterns where most users maintain
stable keys while a small fraction regularly add or remove devices.

Measuring Prover Cost To quantify proving effort, we use prover gas con-
sumption, a metric introduced in (Succinet Labs, 2025). Unlike raw cycle counts,
which treat all instructions equally, prover gas reflects the true cost profile of
zkVM operations and correlates with actual proving times on GPUs. It accounts
for factors such as precompiled operations and trace structure, producing a more
accurate measure of real-world proving cost.

Results and Analysis Figure 2 shows prover gas across different user base
sizes. As expected, it demonstrates a sublinear scaling. As the user base grows
from 10,000 to 1,000,000 accounts, prover gas increases from 82.45 million units
to 104.02 million.

This sublinear growth directly reflects the JMT’s structural properties. As
described in Section 4.1, the number of sibling digests in a JMT proof is log-
arithmic in the number of existent leaves. The JMT’s optimizations produce
more concise proofs than standard sparse Merkle trees. The zkVM dedicates the
majority of its cycles to verifying these Merkle proofs during state transitions,
resulting in the observed scaling behavior.

These results validate PRISM’s viability for Internet-scale deployment, demon-
strating that proving costs remain manageable even at millions of users without
architectural changes.

5 Conclusion

We have introduced PRISM, the first industry-ready key transparency system
that integrates a zero-knowledge virtual machine with a modular data availabil-
ity layer. By embedding automated verification into light clients, PRISM re-
moves the long-standing burden of manual key verification and prevents service
providers from conducting equivocation attacks. This marks a decisive step from
theoretical proposals to real-world deployment, showing that trust-minimized
key transparency can be achieved without sacrificing usability.

Our architecture advances prior work in several ways: it proves both the
structural and semantic correctness of directory updates; it leverages zkVMs to
enable extensible, policy-aware proofs; it separates service providers from the key
directory to minimize trust assumptions; and it operates as a sovereign rollup on
a specialized data availability layer to ensure efficiency, scalability, and censor-
ship resistance. Together, these innovations establish PRISM as a foundational
building block for secure, interoperable communication infrastructures.
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Fig. 2. Gas for one batch by number of pre-existing users.

Looking ahead, PRISM paves the way for full interoperability - arguably the
single most decisive step in digitalization. The European Commission’s Digital
Markets Act (DMA) mandates interoperability in messenger services to disman-
tle entrenched platform silos. Equally, the vision of the Industrial Internet of
Things (IToT) requires millions of heterogeneous machines to exchange data re-
liably. Likewise, reducing bureaucratic burdens will depend on administrative
systems worldwide being able to execute complete digital processes automati-
cally and securely across organizational boundaries. To date, research has largely
focused on common protocols while overlooking a critical element: the establish-
ment of common address spaces. These must operate independently of appli-
cation platforms and be designed to ensure reliability and auditability. PRISM
delivers the missing piece of the puzzle.

PRISM itself is built on three foundational components: a Zero-Knowledge
Virtual Machine, a Jellyfish Merkle Tree, and a data availability layer. Each of
these domains is undergoing rapid and independent innovation. In particular,
zero-knowledge systems are advancing at a pace far beyond Moore’s law and
poised to permeate an unprecedented breadth of applications. PRISM not only
stands to benefit directly from these improvements - growing ever more prac-
tical and economically viable - but may also serve as a catalyst, driving new
requirements and dedicated breakthroughs in all three components.

In the near future, our own efforts will focus on recovery mechanisms in
the event of a compromised keystore, whether through attack or accident. Key
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questions include whether parts of the Merkle tree can be reused for querying
and recovery, and how recovery processes can be accelerated more generally.
We invite researchers, developers, and practitioners to build upon PRISM—extending
its design, exploring its applications, and deploying it widely—so that verifiable
key transparency can become a global guarantee for secure and accountable
digital communication.
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