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Abstract. With proof-carrying data (PCD), nodes in a distributed computation can certify its
correct execution obtaining proofs with low-verification overhead (relative to the complexity of
the computation). As PCD systems—and their special case, incrementally verifiable computation
(IVC)—see rapid adoption in practice, understanding their robustness against malleability attacks
becomes crucial. In particular, it remains unexplored whether recursive proof systems satisfy sim-
ulation extractability (SIM-EXT)—a property ensuring non-malleability and composability.

This work provides the first systematic study of simulation extractability for PCD. We begin by
observing that the standard SIM-EXT notion for non-recursive zkSNARKSs does not directly extend
to PCD/IVC settings. To address this, we propose a new, tailored definition of SIM-EXT for proof-
carrying data that accounts for their idiosyncratic features. Using this framework, we prove two
general results: (1) that a simulation-extractable SNARK implies a simulation-extractable PCD
when used recursively, and (2) that even lighter PCD constructions—built from a (not necessarily
succinct) argument of knowledge (NARK) combined with a split-accumulation scheme—achieve
SIM-EXT of PCD by requiring SIM-EXT only from the underlying NARK. Our results show that
many modern PCD systems are already simulation-extractable by design.

1 Introduction

Proof-carrying data (PCD) [4,24] has emerged as a powerful paradigm for the design of cryptographic
proofs. PCD enables efficient verification of distributed computations among multiple distrusting parties.
A special case of PCD, incrementally verifiable computation (IVC), represents one of the most promising
solutions for scalability compared to monolithic proof systems’: they allow a prover to proceed incre-
mentally and with very low memory footprint (see for example discussion in [47]). PCDs and IVCs are
becoming more and more practical—thanks also to recent advances in accumulation- and folding-based
recursion [9,11,47]— and are currently being deployed in real-world applications [5,40,43].

Stronger security properties in proof systems. In the common case in which proof schemes are deployed
in larger protocols, the security guarantees we require on them go beyond the bare minimum ones,
such as knowledge soundness and zero-knowledge. This includes simulation extractability (or SIM-EXT)
introduced by De Santis et al. [26], that requires that the knowledge extractor succeeds even when the
malicious prover can request simulated proofs for arbitrary statements. This security notion implies non-
malleability, where an accepted proof cannot be successfully tinkered with (mauled) into a different one
without knowing the witness. This requirement is crucial for protocol composition in general [16] and
to prevent basic types of attacks on transaction blockchains (e.g. double spending). These attacks are
not just hypothetical. The work of [27] observes that over three hundred thousand Bitcoins have been
involved in malleability attacks. More specific to the PCD world, vulnerabilities related to malleability

5 We call monolithic schemes where the prover needs access to the values of all the wires in a circuit C' and
performs a global computation over the entire trace.
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have already been observed in prominent schemes, such as Nova [37,45] (we remark that Nova is also
already used in production environments, e.g. [40]).

Despite their wide applicability and the potential for real risks, to this day there exists no formal
work on the non-malleability or simulation extractability of PCDs and IVCs. This stands in contrast to a
recent line of works establishing SIM-EXT for several non-recursive zkSNARKs—such as Bulletproofs [6],
Spartan [50], Sonic [41], PLONK [32], Marlin [22], Lunar [12], and Basilisk [49]—as well as to recent
analyses of composable proof systems [13,25,29,31, 33,34, 36].

What should SIM-EXT require in the PCD setting? Another dimension in which the non-malleability
of PCDs is understudied is from the point of view of proper definitions. In fact, the standard notion of
SIM-EXT is not immediately applicable as it is to the PCD setting. In SIM-EXT, the adversary is given
“additional powers” compared to knowledge soundness—the interaction with the simulator. This extra
power jeopardizes the requirement of SIM-EXT (that is extracting a witness from such an adversary).
Let us consider this example: let us imagine an IVC setting—where we are incrementally proving a chain
of computations from an input z to an output z’ (or z ~» 2’)—and think of an adversary A asking the
simulator for a proof that, in d steps we can proceed from input zg to output z by incrementally applying
a function F(-,-)°. The local witnesses that allow going from zy to z may exist but they might be hard
for a PPT machine to find (in other words we may not be able to extract them from the adversary).
However, if they exist, the simulated proof will be valid. Imagine that, at this point, A proceeds honestly
by incrementally proving that iterated applications of F' to z lead to output 2’ through honest witnesses
(witnesses which A actually knows). The adversary then returns the final proof to the challenger.

Will an extractor be able to produce all the witnesses for the target statement 29 ~ 2’? In general,
it will plausibly not be able to. In our example, A could produce a proof for zy ~» z only thanks to the
simulator. Hence, while the extractor should be able to produce witnesses for the “segment” z ~ 2/, it
may not succeed in extracting the witnesses for the earlier segment (as the related proof was derived from
the additional powers of the simulator). The standard notion of SIM-EXT, however, will require all such
witnesses to be extracted. Standard SIM-EXT, therefore, is not a good fit for the PCD setting.

In view of this, it is natural to ask:

What does simulation extractability mean in the recursive setting, and under which conditions can it be
preserved when proofs are composed across recursive layers?

1.1 Ouwur Contributions

We provide the first study of simulation-extractability of PCD schemes. Our contributions include:

e Modeling SIM-EXT for the PCD setting We propose the first definition for SIM-EXT of PCD.
We observe that the natural notion of SIM-EXT for PCD is not a direct translation of the one for
zkSNARKs (as illustrated above). As a consequence, we provide a new definition that accommodates
the idiosyncrasies of PCDs.

« SIM-EXT SNARK = SIM-EXT PCD We formalize the result that SIM-EXT zkSNARKs yield
a SIM-EXT PCD when used recursively. Although not too surprising technically, the proof is involved
due to the nature of PCDs.

« KSND+Hid Split-Acc + SIM-EXT NARK = SIM-EXT PCD. We then turn our attention
to more lightweight template constructions for building PCDs that do not require succinct arguments
of knowledge. These templates involve a split accumulation scheme and an argument of knowledge.
While a naive proof may require simulation extractability of both underlying building blocks (split
accumulation and NARK), we show that security goes through even if the accumulation scheme
is “potentially malleable” (i.e., we do not require SIM-EXT of the split accumulation scheme). As
a side contribution, we observe that the original definition of zero-knowledge in the paper can be

6 Here the function is supposed to take a local non-deterministic witness w; at every step. That is, for example,
z1 = F(z0,w0), 22 = F(21,w1),... and so on.



weakened for the PCD security proof (in particular, by removing the need for the simulator to
explicitly reprogram the random oracle”).

1.2 Related Work

Simulation Extractability of zkSNARKs. Simulation-extractability (SIM-EXT) has been thoroughly ex-
plored for non-recursive proof systems. The notion, introduced by De Santis et al. [26], strengthens zero-
knowledge proofs against adaptive and malleability attacks. Subsequent works established simulation-
extractable arguments of knowledge for both pairing-based and transparent zkSNARKSs [1,2, 35]. Recent
frameworks for polynomial IOP /PIOP-based systems—such as PLONK, Marlin, and Sonic—derive SIM-
EXT via extractable commitment schemes, achieving non-malleability under composition [25,29, 30, 33,
34, 36]. All these analyses, however, consider flat proofs where the statement excludes previous proofs.
To our knowledge, no prior work formalizes SIM-EXT for recursive systems like PCD or Incremental
Verifiable Computation (IVC), where proofs are nested and interdependent—requiring new definitions
and analytical tools

Folding and Accumulation Schemes. Recursion in modern proof systems builds on two paradigms: ac-
cumulation and folding. The accumulation line, initiated by Biinz et al. [9] and extended by Arc [11],
enables modular verification by aggregating constraints across recursive steps. Folding-based systems,
starting with Nova [37] and refined through its successors [38, 46,47, 53], achieve efficient recursion via
algebraic compression of witness relations. These frameworks have made recursive SNARKS practical and
widely deployed. Yet, while their algebraic soundness and efficiency are well understood, their behavior
under simulation extractability—particularly when proofs compose recursively—remains unstudied. Our
work addresses this gap by studying how folding and accumulation interact with extractability when
proofs are nested across multiple recursive layers.

Security Analysis of PCD. Recent work has refined the quantitative security of PCD schemes derived
from SNARKSs with straightline extractors [21]. In particular, it shows that when the extractor is deter-
ministic and non-adaptive, the PCD knowledge-soundness error equals that of the underlying SNARK,
independent of recursion depth or graph size. Our setting aligns with this result: under analogous extrac-
tor assumptions, the SIM-EXT error of a recursive PCD remains strictly bounded by the SIM-EXT error
of its base SNARK. Extending this equivalence to randomized or oracle-querying extractors remains an
open direction. Other works exploring similar types of extractability for PCDs include [14,39,42]. The
work in [15] explores the connections between depth and the security of IVC, a special case of PCD.

Recursive Proof Frameworks. Beyond individual constructions, recent advances in recursive proof systems
have focused on efficiency and modularity rather than formal security composition. Frameworks based on
accumulation [9,11] and folding [38,47,52] demonstrate scalable recursion and are now widely deployed in
practice. However, their security analyses primarily target algebraic soundness or knowledge soundness,
leaving higher-level notions such as simulation extractability in recursive composition unaddressed. Our
work complements these efforts by initiating a formal treatment of SIM-EXT in recursive proof settings
like PCD and IVC.

1.3 Outline

We provide a technical overview in Section 2. In Section 3 we present basic preliminaries for non-interactive
arguments of knowledge, accumulation schemes and PCDs. We provide and motivate our zero-knowledge
definition for accumulation schemes on page 9. Formal treatment of simulation-extractability is deferred
to Section 4. We present our new definition of SIM-EXT for PCD in Section 4.2. In Section 5 we prove
the security of prominent PCD constructions.

7 See discussion in Section 3.2.



2 Technical Overview

We now give an overview of our techniques. For simplicity, in it, we will focus on the special case of
IVC (only one incoming node, with a path graph as the computation graph), and briefly note how our
approach generalizes to the general case of PCD (incoming nodes of arbitrary arity) in the main body.

2.1 Templates for Constructing IVC/PCD and their Simulation Extractability

Recap: IVC. We first recall the general syntax of an IVC scheme. Given a compliance predicate ¥ on
incoming data z,, local witness wioc, and outgoing data zeu, an IVC scheme IVC = (P, V)® consists of
proving the W-compliance of all data and local witnesses along the chain of computation. Specifically:

e [P produces a proof m upon statement 2o, and witness (wioc, 2in); and
e V checks whether the proof m is valid with respect to statement zo;.

An IVC scheme is knowledge sound if, given a maliciously generated proof w for final output o, there is an
extractor E that can output the entire history of the IVC computation leading to o; it is zero knowledge
if there is a simulator S that can generate proofs m from just the statement zgyt.

Defining Simulation Extractability for IVC. From the above syntax, we may try to define a
SIM-EXT notion for IVC similar to the one defined for non-interactive arguments. The intuition for
SIM-EXT is as follows: an adversary A, even with access to a proof simulation oracle outputting valid
proofs for arbitrary (even false) statements, must know a witness for any new accepting proof that it pro-
duces. In the case of IVC, the witness consists of all the previous intermediate values of the computation.

Hence, we have the following first attempt at the definition. In the SIM-EXT game for IVC, we have an
adversarial prover A having oracle access to an oracle outputting simulated proofs on arbitrary statements
(of the form (¥, zoyt)). Then there exists an extractor E such that whenever A returns an accepting proof
w (with respect to some IVC predicate ¥ and statement z,,t), then as long as w is not simulated, E can
extract the entire history of the IVC computation.

However, this definition is too strong, since it cannot account for the following attack, which is only
available in the recursive setting. In this attack, the adversary A queries for a simulated proof w, then
continues the computation with that proof, producing a new step with a new honestly-generated valid
proof w’. Since W' is new, the extractor will need to extract the entire history of the IVC computation,
but it will get stuck when trying to recursively extract from w as it is simulated.

Such an attack is inevitable in general, and so we need to modify our SIM-EXT definition to cover it.
The revised definition requires the extractor to produce a valid transcript that explains the adversary’s
claimed output, but allows the extractor to "stop” at simulated proofs encountered during recursive
extraction.” Specifically, in the extracted transcript, any node associated with a simulated proof does not
need to be further explained—the extractor is not required to provide witnesses for how that proof was
derived. This captures the intuition that extraction should proceed as far as possible, stopping at either
base cases of the IVC or at simulated proofs'’

With the SIM-EXT definition now defined, we can look at how to prove particular IVC schemes satisfy
the property. In fact, our approach is more general: since all known IVC (or PCD) schemes follow a small
number of templates (in fact, just two),'! we will first look at how proving SIM-EXT for IVC constructed
using such a template may be reduced to proving properties of the individual components.

8 In this exposition, we omit the role of the generator G and indexer I.

9 We assume that the extractor will extract both prior data and associated proofs; this is the case for all known
PCD schemes.

10 There exist other notions in the literature that are philosophically close to our definition of SIM-EXT for PCD,
for example the definition of controlled malleability developed in the context of NIZKs [17].

"1 This is the case for schemes supporting an arbitrary NP predicate ¥; for more restricted predicates in P there
may be alternate approaches [28,44,48].



Warm-up: IVC from SNARKSs. In the first template [4,51], an IVC/PCD scheme is constructed
from a succinct non-interactive argument (SNARK), whose proof size and verification are sublinear in
the size of the instance and witness. Using a SNARK that can prove the validity of its own verifier, we
can construct an IVC scheme by proving the following statement at every step:

“Predicate V is satisfied at this step, and the SNARK verifier accepts the previous proof.”

In this template, an IVC proof is precisely the same as a SNARK proof, and the IVC prover/verifier
invokes the SNARK prover/verifier on the same recursive relation above. Thus, we can also see that
SIM-EXT of the IVC scheme should be implied by SIM-EXT of the underlying SNARK. To make this
intuition precise, we give a sketch of how this is proved (the details can be found in Theorem 5.2):

— An IVC adversary A against SIM-EXT can be seen as a SNARK adversary A, outputting the same
proof.

— The extractor E for the IVC will be recursively defined, with subextractor E; outputting a partial
transcript of depth ¢ for every 1.

— In the first layer, the extractor Eq will simply be the SIM-EXT extractor £ corresponding to the
SNARK adversary A. In each subsequent layer, we will define a new SNARK adversary A;, from
which we obtain a corresponding extractor &;.

— Finally, we note that all these extractors must be for the SIM-EXT game (not just for knowledge
soundness), since both the SNARK adversary and the extractor expect to see simulated proofs (which
can only be provided if there is a proof simulation oracle).

IVC from (non-succinct) NARK and accumulation. In the second template [8,10], an IVC/PCD
scheme is constructed from a non-interactive argument (NARK) that does not necessarily need to be
succinct, and an associated accumulation scheme that can reduce the task of running multiple NARK
verifiers to running only one.

In more detail, an accumulation scheme allows a prover P to accumulate prior predicate inputs [q; =
(ax;,aw;)]ien (supposed to satisfy some predicate ®) and prior accumulators [acc; = (acc;.X, acc; . W)] jem,
into a single new accumulator acc and a proof pf of correct accumulation. The verifier V now checks for
correct accumulation, taking as input only the instance parts of the predicate inputs [gx;];c[n], the old ac-
cumulator inputs [acc;.x] e[, the new accumulator input acc.x, and the accumulation proof pf. Finally,
there is a decider D that checks whether an accumulator acc is correct.

Using an accumulation scheme whose predicate is the NARK verifier, one can construct an IVC scheme
as follows. The proof accompanying each step has the form m = (7, acc), where 7 is a NARK proof and
acc = (acc.x, acc.w) is an accumulator. In each step, we prove and verify the following relation:

“1) the predicate U is satisfied at this step; 2) the new accumulator acc is accepted by the decider
D; and 8) there exist prior predicate instances [9x;];c[m], accumulator instances [acc;.x] e, and
a proof pf that make the accumulation verifier V. accept.”

In this part, the new accumulator acc is produced by the accumulation prover P and checked by the
decider D, while the NARK prover P produces a proof marg certifying the correctness of items 1) and
3). If both the NARK and the accumulation scheme are zero-knowledge, then the resulting IVC scheme
is also zero-knowledge, where the IVC simulator S first simulates the new accumulator acc and then
simulates the NARK proof magre with public input being (ivk, z, acc.x). See Figure 1 for an illustration.

Proving SIM-EXT for the accumulation template. With this template in mind, we now see how
one could reduce proving SIM-EXT of the resulting IVC/PCD scheme to proving individual properties
of the components. A first attempt might be to reduce directly to SIM-EXT of the NARK and of the
accumulation scheme. This is not quite enough, due to the potential existence of “mix-and-match” attacks
as follows. A PCD adversary may produce a statement-proof pair z, m = (marg,acc.x, acc.w) that is
overall non-simulated, but one of its components is part of a prior simulation query. Since the simulation
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Fig. 1: IVC from NARK and accumulation schemes

of marg relies on knowing z and acc.x, it follows that acc.x is “bound” to marg. Thus, the only potential
problem is that acc.w can be swapped.

In order to avoid this attack, we need an extra condition on the interaction between the NARK and
the accumulation scheme. In known combinations, the instance part acc.x is part of the NARK instance
for the recursive relation (hence is bound to marg), and acc.x is also typically a hash of the witness
part acc.w (hence acc.w is also bound to marg). We call the second property collision resistance for the
accumulation scheme.

From this intuition, we now sketch the main points of our reduction, going from SIM-EXT of the IVC
to SIM-EXT of the NARK, plus knowledge soundness and collision resistance of the accumulation scheme.

3 Preliminaries

Oracle distributions. An oracle distribution O : N — Func(X — Y) is a distribution over functions
H: X — Y. Here X is the domain and Y is the range. We denote a random oracle to be the uniform
distribution over functions H : {0,1}* — {0, 1}*.

Indezxed oracle relations. An indexed relation R is a set of triples (i, x, w) where 1 is the index, x is the
instance and w is the witness. The corresponding indexed language L£(R) is the set of pairs (1,x) for
which there is a witness w such that (i,x,w) € R.

Oracle algorithms. For a function 6 : X — Y, we write A? for a (randomized) algorithm having oracle
access to 6. We say that A is t-query if it makes at most ¢ queries to 6 (for any choice of its randomness).
Execution transcripts. For a t-query oracle algorithm A%, we denote by tr = [(g;, a;)]t_; the transcript of
query-answer pairs accessed by A. We denote by Trans, the transcript of the full execution of A, which
includes the collection of all inputs, outputs, random coins, and tr.

Adversaries. We model adversaries and extractors in this work as running in (non-uniform) expected
polynomial-time. This means that they are modeled as oracle Turing machines receiving non-uniform
polynomial-size advice, and has access to an infinite random tape, such that the average running time
(over the choice of randomness for the random tape) is polynomial, for all possible advice.



Game ARG—KSfé%’j‘D(l’\)

(pp, td) < G(1%); ai < D(pp)

(1,x, ) < A(pp, ai)

(ipk, ivk) < Z(pp, 1)

W < €A(TransA)

return (V(ivk,x,w) =1A(1,x,w) & Rpp)

Fig. 2: Knowledge soundness for non-interactive arguments.

3.1 Non-Interactive Arguments of Knowledge

Definition 3.1 (Non-Interactive Arguments of Knowledge). A (preprocessing) non-interactive
argument of knowledge (NARK) is a tuple of PPT algorithms ARG = (G,Z,P,V) with the following
syntax:

— G(1*) = (pp,td). On input the security parameter 1, outputs public parameters pp and a trapdoor
td.

— Z(pp,1) — (ipk,ivk). On input the public parameters pp and index i, deterministically outputs a
proving key ipk and a verifying key ivk.

— P(ipk,x,w) — 7. On input the proving key ipk, instance x, and witness w, oulputs a proof m.

— V(ivk,x,7) = b € {0,1}. On input the verifying key ivk, instance x, and proof w, outputs a bit b
indicating accept/reject.

We require ARG to satisfy completeness and knowledge soundness, and define an optional notion of zero
knowledge.

— Completeness. For every unbounded adversary A,
(pp, td) « G(1*
(1, x, w) < A(pp
(ipk, ivk) < Z(pp, 1
m <+ P(ipk,x, w

(1,x,w) € Rpp
Pr [}
V(ivk,x,7) =1

~—_— — — ~—

— Knowledge Soundness. ARG satisfies knowledge soundness with respect to an auxiliary input distri-
bution D if for every expected polynomial-time adversary A, there exists an expected polynomial-time
extractor €4 such that for every set Z,

ADVAES ) 1= Pr [ARG RS, (1%) = 1] < negl()

The knowledge soundness security game is defined in Figure 2. We may define stronger notions
of black-box and straightline extraction by requiring the extractor €4 to satisfy the corresponding
property in Remark 5.2.

— Zero Knowledge. ARG satisfies statistical zero knowledge if there exists a PPT stateful simulator
S with the following syntax:

e S(td, (pp,1,x)) — 7 returns a simulated proof ™ (using the trapdoor td) upon input pp, an index
1, and an instance x.

such that for all unbounded distinguisher A, the following is negligible in X:

AQVETEP () 1= [Pr [ARGZKg g = (1M)] — Pr [ARG-ZK{ 5 2 (1Y) |

The zero-knowledge security games are defined in Figure 3.



Game ARG-ZKjprc = (1Y) Oracle P(pp, i,x, w)

(pp, td) « G(1%) if (1,x,w) & Rpp then return L
b(—Aﬁ(pp""")(pp) else
return b (ipk, ivk) <= Z(pp, 1)

return P (ipk, x, w)
Oracle S(td, i, x, w)
if (1,x,w) & Rpp then return L
else

(m,st) < S(td, (pp, 1,x))

return 7

Game ARG-ZK{'ike = (1Y)
(pp, td) = G(1%)
b A4 (pp)

return b

Fig. 3: Zero knowledge for non-interactive arguments.

Remark 8.2 (Notions of Extraction). Our definition of knowledge soundness follows [8], which is a multi-
instance, non-black-box extraction definition. However, there are stronger variants of extraction that may
lead to stronger security bounds:

e The default variant (given in Definition 3.1) is non-black-boz, where £4 may depend arbitrarily on
the description of A;

e A stronger variant is black-box extraction, e.g. there exists a universal extractor £ such that £4
consists of running £ with black-box oracle access to A. In particular, £ may simulate any oracle that
A has access to, and rewind A to any previous point in its execution with the same randomness;

e The strongest variant is straightline extraction, where the universal extractor £ may only run A
once without rewinding. This notion has been used in works on PCDs to show how they can achieve
security with respect to compliance predicates of arbitrary (polynomial) depth [14,21]. In some of
our theorem statements we will invoke the fact that straightline extraction provides arbitrary depth
(our proofs can be adapted in a straightforward manner and the technical details are by now folklore
and well established).

Our definitions are written for non-black-box extraction; they can be modified to require stronger types
of extraction by requiring the above properties.

Remark 3.3 (Succinctness). A NARK ARG = (G,Z,P,V) is succinct (called a SNARK) if there exists a
fixed polynomial p such that both the length of the proof and the running time of V are bounded by
p(A, |x|) and verifier time are sublinear

3.2 Accumulation Scheme

We recall the definition of a (split) accumulation scheme (which we simply call an accumulation scheme)
as formalized in [8,18].

Definition 3.4 (Accumulation Predicate). An accumulation predicate is a tuple of PPT algorithms
(®,H) with the following syntax:

- H(l’\) — ppp- On input the security parameter 12, outputs predicate parameters PP -
— D(ppg,iv,q) — b€ {0,1}. On input the predicate parameters ppg, index ip, and query q = (gx, qw),
outputs a bit b indicating whether the predicate holds.

Definition 3.5 (Admissible Aux. Input Distribution for Accumulation Schemes). Let H be a
predicate parameter sampler (see Definition 5.4). Let D be a PPT that syntactically outputs a pair (ppy, ai).
We say that D is admissible with respect to H if {pps : PPe < H(1M)} ~ {pp} : (PP, ) + D(1M)}.



Definition 3.6 (Accumulation Scheme). An accumulation scheme for predicate (®,H), accepting
n predicate inputs and m old accumulators, is a tuple of PPT algorithms AC = (G,1,P,V,D) with the
following syntax:

— G(1>‘) — ppac- On input the security parameter 1%, outputs public parameters PPAC-

— I(ppac, PP, ia) — (apk, avk,dk). On input the public parameters ppac, predicate parameters ppg, and
predicate index ip, deterministically outputs a proving key apk, verifying key avk, and decision key
dk.

— P (apk, [(ax;, qw;)]7 1, [(ace; x, ace;. w)]T2 ) — (acc.x, acc.w, pf). On input the proving key apk, pred-
icate inputs [(ax;,qw;)]7_;, and old accumulators [(acc;.x,acc;. w)|".,, outputs a new accumulator
acc = (acc.x,acc.w) and a proof pf.

— V (avk, [ax;]iy, [ace; x]7-,, ace.x, pf) — b € {0,1}. On input the verifying key avk, predicate input
instances [qx;]7_y, old accumulator instances [acc;.x|JL,, new accumulator instance acc.x, and proof
pf, outputs a bit b indicating accept/reject.

— D(dk, (acc.x,acc.w)) — b € {0,1}. On input the decision key dk and new accumulator acc =
(acc.x,acc.w), outputs a bit b’ indicating accept/reject.

We require AC to satisfy completeness and knowledge soundness, and define an optional notion of zero
knowledge.

— Completeness. For every (unbounded) adversary A,
D(dk, accj.x, accj.w) = 1Vj € [m]
@(ppg, i, ax;, qW;) = 1 Vi € [n]
Pr U
V (avk, [gx,]iz1, [acc; x]jL, ace.x, pf) = 1

ppac < G(1);  ppg « H(1

)
(i‘Pa [(ax;, qw; )]z 15 [ach]J 1) < A(pPPac; PPs)
(apk, avk, dk) <= I(ppac; PPy, ie)
f P k ;

D(dk, (acc.x, acc.w)) -1 (acc, p ) — (ap ’ [(quqw )L 1 aCC] Jj= 1)
— Knowledge Soundness. Let AC satisfies knowledge soundness with respect to an admissible auxiliary
input distribution D w.r.t H if for every adversary A running in expected polynomial-time, there exists

an extractor Ep running in expected polynomial-time such that for every set Z,

Pr [AC-KS§ac.p.2(1%) = 1]

Advﬁ?ﬁis,p,z(/\) = ] < negl(\).

— Pr|ACKSTAcp /(1Y) =1

The knowledge soundness security game is defined in Figure 4. We define stronger notions of black-box
and straightline extraction according to Remark 3.2.

— Zero Knowledge. AC satisfies computational (resp. statistical) zero knowledge if there exists a PPT
S with the following syntax:

e S(ppac, PPg, o) — acc returns a new accumulator acc upon input ppac, predicate parameters ppg,
and indez igp;

such that for every expected poly-time (resp. unbounded) adversary A, the following is negligible in
A

Adv () = ‘Pr [AC-ZK{ acr (1) =1] = Pr {AC-ZK?,}-\SC,R(P\) = 1} ‘

The zero knowledge game is defined in Figure 5. In the game, both P and S implicitly gets access to
the public parameters (ppac, PPs)-

Remark 3.7. We briefly mention how Definition 3.6 specializes to different variants in the literature.

Special case: accumulation scheme with no witnesses. In this case, the extractor does not need to
extract anything, so knowledge soundness collapses into soundness.

Special case: folding schemes (folds one predicate input and one old accumulator, which are the same
thing in this case, into a new accumulator)

Special case: accumulator for oracle queries, where V does not query the oracle



Game AC‘KSéAc,D,z(l/\)

ppac < G(1%);  (PPg, ai) < D(ppac)

([igbk) [q E)L 1, [acc; x )]g 1 acc! 7Pf(k>]i

Vk, (apk™®, avk™  dk®) < I(ppac, PPa, i<(1>k))
(ppAc,ppq),al [(k) [qx(k)] [accj.x(k)];”:hacc(k)] ,ao) ez

A

¢
{V (avk(k), [ax{F]72 ), [ace; x®m acex®) pf(’“)) = 1}
D(dk®, acc®) =1 o1

) ,aO) < A(PPac; PPg ai)

return

Game AC—KS?‘ZC’D’Z(V‘)
pPac ¢ G(1Y);  (Ppg, ai) < D(ppac)
¥4
(|:I<(I>k)7 [( (k)7 qW<k))}z 1 [acc( >]J 1 acc(k)] k=1 730) — EA(ppAC7 PP&; al)
vk, (apk™, avk™, dk ™) < I(ppac, pPg: i)

(ppAC, PPg, al, [ig€> [q ik)} , [ace; x(k)];-":l,acc(k)] 7ao) cZ

A

4
D(dk®, acc®) = 1 Vj € [m]
@ (ppa, prk),qx(kg,qu =1Vieq [,

return

Fig. 4: Knowledge soundness for accumulation schemes.

On Zero-Knowledge Definition of Accumulation Schemes. In our definition of accumulation
schemes (Definition 3.6), we use a minor variant of the notion of zero-knowledge in papers that proposed
accumulation schemes ( [10] and [8]). The main difference lies in the fact that prior definitions give special
powers to the simulator, in particular reprogramming the random oracle. We observe that this modeling
choice in prior works is overly restrictive. In fact, all the constructions in those same papers actually
do not require reprogramming of the random-oracle or any trapdoor of sort. This allowed us to provide
the definition in Definition 3.6 where the simulator is essentially a sampler that can be run locally by
any PPT on input the parameters of the scheme. Part of the reason for why this is possible may have
to do with the condition for zero-knowledge in accumulation, which requires that only the accumulators
themselves (rather than the proofs) are indistinguishable.

Below we discuss why the constructions in [10] and [8] already satisfy our notion given the simulation
strategy already present in the security proofs in the respective papers. In general all the simulation
strategies of these constructions involve sampling a random object (a vector or a polynomial) and when-
ever the simulator needs to provide a proof, this is (crucially) a proof on some honest statement related
to that random object. Therefore the simulation strategy requires no “special powers”.

¢ Accumulation schemes (non-split) [10]:

o Accumulation of polynomial commitments based on DLOG (Theorem 7.1 in [9]): Here the sim-
ulator samples a random polynomial and provides an opening proof. Although the proving of
the polynomial evaluation is described with an invocation of the polynomial commitment simula-
tor, we notice that this could be carried out by the honest polynomial commitment prover. The
arguments presented in the proof in [8] would go through in the same way.
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Game AC-ZK pc..5(1%) Oracle P(ig, [q:]™,, [acc;]™,)

j=1

PPac — G(17); ppg — H(1%) (apk, avk, dk) < I(ppac, PPs, ia)
b+ A” (ppac. PPa) " <31‘ € [n] : 2(ppg, ie, q:) —0>
return b V 3j € [m] : D(dk, acc;) =0

AS N return |
Game AC-ZK{'\c 4 4(17) else
PPac = G(1%); ppg + H(1Y) (acc, pf) « P(apk, [qi]=1, [acc,]71)
b AS/(PPAC» PPs) return acc

return b

Oracle S'(io, [d:]71, [accj];»”:l)

(apk, avk, dk) <= I(ppac, PPy, ie)
¢ <3i € [n] : @(ppg,iv,qi) = 0)
V 3j € [m] : D(dk, acc;) =0
return |
else

acc <= S(Ppac; PPa; io)
return acc

Fig. 5: Zero knowledge for accumulation schemes.

o Accumulation of polynomial commitments in the bilinear setting(Section 8 in [9]): the strategy for
achieving zero-knowledge is not formalized but is described informally in the technical overview
as close to the one from the previous item (a sampling of a random polynomial together with an
honest evaluation proof related to it).

o Accumulation of verification in non-interactive arguments (Section 6 in [9]): the simulator here
simply invokes the one for a “building block” accumulation scheme. This is instantiated with
either of the two schemes above and the property we are interested in follows immediately.

¢ Split-accumulation schemes [8]:

« Split-accumulation of Hadamard products (Section 7 in [7]): the simulator already satisfies our
notion (see simulator on page 45).

« Split-accumulation of (NARKs for) R1CS relations (Lemma 8.4 in [7]): the bulk of the simulator
consists in sampling random vectors and invoking the simulator from the previous item.

We finally note that [7] presents an additional split-accumulation scheme (for “Pedersen polynomial
commitments”) whose zero-knowledge property is not described. This is not an issue for us since the two
split~-accumulation schemes described above are the only ones we need for our instantiations. In any event,
this additional split-accumulation scheme follows similar techniques as the ones in the other constructions
and probably admits a zero-knowledge variant satisfying our notion.

3.3 Proof-Carrying Data

We define PCD schemes with a stronger knowledge soundness guarantee than prior works, requiring that
the extractor outputs prior proofs as well as prior data. This property is satisfied by all known PCD
schemes.

Definition 3.8 (Proof-Carrying Transcript). A transcript T is a directed acyclic graph where each
vertex u € V(T) is labeled by local data w® e {0,1}* U {L}, and each edge e € E(T) is labeled by a

loc

message 2(¢) #1. The output of T, denoted o(T), is the message 2(¢) corresponding to the lexicographically
first sink of T.

11



A proof-carrying transcript PCT has the same topology and format as T, except that each edge
e € E(PCT) is further labeled with a proof m'®).

We denote by m the fan-in of PCT, i.e. the maximum number of incoming edges for any vertex
v € V(PCT). We will consider classes of compliance predicates F where every ¥ € F is of the form
W {0,13 % ({0,1}* U {LH)™" = {0,1}, i.e. it takes in a tuple (2, Wioe, 21, - - - » Zmrs L, ..., L) form/ <m
and outputs accept/reject.

Definition 3.9 (CompliangProof-Carrying Transcript). Let PCT be a proof-carrying transcript.
A vertex uw € V(PCT) is (U, Vpp)-compliant for a compliance predicate ¥ € F and verifier circuit Vi,
if for all outgoing edges e = (u,v) € E(PCT), if e1,...,em (with m’ < m) are the incoming edges of u,
then:

i) g(z(e), zl(;z),z(el), colem) L 1) =1,
i) Vpp (¥, 29 m®)) =1,

We say that PCT is (U, Vpp)-compliant if all of its vertices are (¥, Vyp,)-compliant.

Definition 3.10 (PCD). A proof-carrying data (PCD) scheme for a class of predicates F is a tuple of
PPT algorithms PCD = (G, I, P, V) with the following syntax:

— G(1*) — (pp, td). On input security parameter 1, outputs public parameters pp and a trapdoor td.

— I(pp, V) — (ipk,ivk). On input the public parameters pp and a predicate ¥, deterministically
outputs a proving key ipk and a verifying key ivk.

— P(ipk, 2, wioc, [2i, W;]1,) — ®. On input the proving key ipk, outgoing data z, local data wiee, and
incoming data-proof pairs [z;, ;|72 ,, outputs an outgoing proof w.

— V(ivk,z,m) — b € {0,1}. On input the verifying key ivk, outgoing data z and outgoing proof w,
outputs a bit b indicating accept/reject.

— We also define a combined verifier Vi, (¥, 2, ) — b € {0,1}, which has pp hardwired and runs both
I(pp, ¥) — (ipk,ivk) and V(ivk, z,m) — b.

We require PCD to satisfy completeness and knowledge soundness, and also define an optional notion of
zero knowledge.

— Completeness. For every (unbounded) adversary A,

veF
(pp, td) + G(1*)

A U(2, Wioe, 21, - -« 2m) =1 . i, N
Pr | A V(].IWE{,ZZ‘7'I]EZ*) =1Vie [m/] ( y Z5 Wioc, [Zlum[l}iZI) — (Iplp) -1
U (ipk, ivk) < I(pp, ¥)

V(HWE{, z, 1]'[[) -1 T < P(]l]plka Z, Wioc, [Zi7 ml:i]i:l)

— Knowledge Soundness. PCD-KS has knowledge soundness with respect to auxiliary input distribu-
tion D if for any expected poly-time adversary A, there exists an expected poly-time Ey such that,

ADVED IS () = Pr [PCDKSEE (1) = 1] < negl(3)

The knowledge soundness game is defined in Figure 6. We may define stronger notions of black-box
and straightline extraction according to Remark 3.2.
— Zero Knowledge. PCD satisfies computational (resp. statistical) zero knowledge if there exists a
PPT stateful simulator S with the following syntax:
e S(td, (pp, ¥, 2)) = ™ returns a proof ™ upon input pp, predicate ¥, and data z;
such that for every expected poly-time (resp. unbounded) adversary A, the following is negligible in

A:
AdVEL () = ‘Pr [PCD-ZK& pep (1) = 1] — Pr [PCD-ZK?’ECD’F(P) - 1} ‘

The zero knowledge game is defined in Figure 7.
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Game PCD-KSp2g (1)

(V,0,m) + A(pp, ai)
(ipk,ivk) « I(pp, ¥)
PCT < Ea(Transa)

(pp, td) < G(1*); ai < D(pp)

return V(vk,o,m) =1 A
(PCT is not (¥, Vyp)-compliant V o(PCT) # o)

vYeF A

Fig. 6: Knowledge soundness for proof-carrying data.

AP
Game PCD—ZKOPCD,F(I/\)
(pp, td) < G(1*)

b« AFEP) ()

return b

AS
Game PCD—ZKLPCD,F(I/\)
(pp, td) « G(1*)

b« AS(fﬂdwm',')(lplp)

return b

Oracle ﬁ’(]p]p, U, 2, Wioc, (2, ;)1 1)

if (WEF) V ¥(z, Wi, [2iliz1) =0
Vv 3i € [m], V(ivk, z;,w;) =0
return |
else
(ipk, ivk) < I(pp, ¥)

return P(ipk, 2z, wioc, [2i, T;]i=1)

Oracle g(ltd, U, 2, Wioc, [2i, ;|72 1)

if (U&F)V ¥U(z, Wi, [2i]ie1) =0
v 3i € Im], V(ivk, z;,w;) =0
return |
else
(m,st) < S(td, (pp, ¥, 2))

return m

Fig. 7: Zero knowledge for proof-carrying data.

grow with each application of the PCD prover P.

As a special case, when T is the path graph then PCD reduces to incrementally verifiable computation

Remark 3.11 (Efficiency). For a standard PCD, we require that the proof size |w| = poly(}, |¥|) does not
However, we will also consider non-succinct PCD as
in [20], where this requirement no longer holds. This relaxation was used in the same work [20] to provide
heuristic concrete security bounds for PCD with straightline extraction.

4 Definitions of Simulation Extractability

4.1 Simulation Extractability for Non-Interactive Arguments

Definition 4.1. Let ARG = (G,Z,P,V) be a NARK for a relation family R. Let S be a zero-knowledge
simulator for ARG. We say that ARG satisfies simulation extractability (ARG-SE) if for every auziliary
input distribution D and every expected polynomial-time adversary A, there exists an expected poly-time
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Game ARG-SEqpe 7'p(1%) Oracle S(td, i,x)
(pp,td) <~ G(1Y); ai «~ D(1Y); Qs :=0 =+ S(td, (pp,1,x))
(5", %) — AS“(td!"')(pp,ai) Qs := Qs U {(1,x,m)}
(ipk, ivk) < Z(pp,1¥) return

w" < Ea(Trans4)

b+ V(ivk, 1", x", ")

b A @",x",7") ¢ Qs
return  x
A (]1 X, W ) QIRPP

Fig. 8: Simulation extractability for non-interactive arguments.

extractor €4 such that for every set Z:
AQVTSEE H(V) i=Pr [ARG-SEAAF@%}D(P) = 1} < negl(\).

The simulation extractability game is defined in Figure 8. This game is identical to the knowledge
soundness game (Figure 2) except that the adversary interacts with the simulation oracle. We may define
stronger notions of black-box and straightline extraction according to Remark 3.2.

4.2 New Notion: Simulation Extractability for Proof-Carrying Data

Following our exposition in Section 5, we now define simulation extractability for proof-carrying data
(PCD). An important subtlety is that, when recursively extracting, the PCD simulator-extractor may
fail to extract from a simulated proof at a prior node. Since this is inevitable in general, we need to relax
the success condition of the extractor.

Definition 4.2 (Relaxed Compliance for PCDSE). Let PCT be a proof-carrying transcript, Vyp,
be the combined PCD verifier (see Definition 3.10), and Qs be the set of tuples (V', 2, w') returned by
the simulation oracle S. A vertex u € V(PCT) is (Vpp, Qs)-partially compliant if for all outgoing edges
e = (u,v) € E(PCT) labeled (29, m(®)), the following conditions hold unless (V,,2(©) w®) € Qs:

1. Let ey, ...,en be the incoming edges to u labeled (2(¢), m ). The local data wl(:c) must satisfy the
predicate:
\I/u(z(e),wl(o?,z(el), ...,z(em’)) =1.

2. The combined verifier must accept the outgoing proof:
VPP(\I/u,z(e),mt(e)) =1

(Here U, is the predicate associated with vertez u). We say PCT is (Vpp, Qs)-partially compliant if all
its vertices u satisfy the condition above.

Definition 4.3. Let PCD = (G,I,P,V) be a zero-knowledge PCD scheme for a class of predicates F, with
simulator S. We say that PCD satisfies simulation extractability (PCD-SE) if for every auxiliary input
distribution D and every expected polynomial-time adversary A, there exists an expected polynomial-time
extractor Ey such that:

Adv; D5 () = Pr [PCD-SERESE (1Y) = 1] < negl().
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Game PCD—SE§6S5Fé7D(1A) Oracle S(td, ¥, z)

(PP, td) + G(1*); ai + D(pp); Qs := 0 w + S(td, (pp, ¥, 2))
(W*,O*,'ﬂ'ﬂ:*) - Ag(td,w)(]p]p’ al) QS = QS U {(\P727W)}
(ipk, ivk)  L(pp, ¥°) return w

PCT" + Ex(Transa)
beompl < (PCT* is (Vpp, Qs)-partially compliant)
boutput <— (O(PCT*) = 0*)
by + V(ivk,o*,m")
(T €F) A (¥7,0",m") ¢ Qs
return
N bV N _‘(bcompl /\ boutput)

Fig.9: Simulation extractability for proof-carrying data.

The simulation extractability game is defined in Figure 9. This game is identical to the knowledge soundness
game (Figure 6) except that the adversary interacts with the simulation oracle, and the extractor’s success
relies on producing a partially compliant transcript according to Definition 4.2. The set Qs consists of
the statement-proof pairs that are queried by A to S. We may define stronger notions of black-box and
straightline extraction according to Remark 3.2.

5 Templates for Constructing PCD and their Non-Malleability

In this section, we recall two general templates for constructing PCD, and show sufficient conditions for
PCD constructed from either template to be simulation extractable.

5.1 PCD from SNARK

In the first template, a PCD can be constructed directly from a SNARK [4,18,23]. We recall this construc-
tion in Figure 10. We then show that the PCD constructed is simulation extractable (PCD-SE) assuming
the underlying SNARK is simulation extractable (ARG-SE).

Theorem 5.1 (Theorem 9.2 in [18]). Figure 10 gives a construction of a constant-depth PCD scheme
PCD = (G,I,P,V) from a SNARK ARG = (G,Z,P,V). If ARG is black-boz (resp. straightline) extractable,
then so is PCD.

Moreover, if ARG is zero-knowledge with stateful simulator S, then PCD is zero-knowledge with the
following simulator S :

o S(td, (pp, ¥, 2)) : run (ipk, ivk) <— Z(pp, R), where R := RE/):’\I?,[;;’;)’ then output ™ <— S (td, (pp, R, (ivk, 2))).

Theorem 5.2. In Figure 10, if the SNARK ARG satisfies ARG-SE with zero-knowledge simulator S, then
the resulting PCD scheme PCD satisfies PCD-SE (for constant-depth compliance predicates) with corre-
sponding simulator S as described in Theorem 5.1. Furthermore, if ARG is black-box (resp. straightline)
simulation-extractable, then so is PCD. If the PCD is straightline simulation-extractable, then it sup-
ports compliance predicates of arbitrary (polynomial) depth; otherwise it supports compliance predicates
of constant depth.
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Notation.

e Let ARG = (G,Z,P,V) be a SNARK relative to @ for NP?,
o Let VANK) he the circuit corresponding to the SNARK verifier V invoked on security parameter

A, index of size < N, and instance of size < k.

Recursion Circuit. Given a compliance predicate ¥ : {0,1}("+2)¢ — 10,1} for data of length ,

represented as a circuit, we define the following circuit:

[RS8 ((ivk, 2), (wioc, (26, 1) iemy))

1. Check that the compliance predicate ¥ (z, Wioc, 21, - - - ; 2m ) accepts.

2. If there exists ¢ such that (z,m) # L1, check that the SNARK verifier
[VANR] (ivk, (ivk, z;), ;) accepts for every i € [m].

PCD Construction. We define PCD = (G, I, P, V) as follows.

G(1*) — (pp, td). Return (pp, td) := (pp,td) < G(1*).

I(pp, ¥) — (ipk, ivk). Compute (ipk,ivk) + Z(pp, R), where R := R&’\Ij,\iﬁ) is the recursion circuit
defined above. Return (ipk,ivk) := ((ipk, ivk), ivk).

P(ipk, 2, Wioc, (2, Ti)ie[m]) : return m < P(ipk, (ivk, 2), (Wioc, (2i, T )ie[m]))-

V(ivk, z,m) = b € {0, 1}. Return b < V(ivk, (ivk, z), 7).

% where k := livk(A, N)| + £, and N := N(X, |¥[, m, £) is determined as in [23, Lemma 11.8].

Fig. 10: Construction of PCD from (preprocessing) SNARK, as in [23]

Proof. Let A be an adversary in the PCD-SE game against the PCD scheme constructed from a SNARK
ARG = (G,Z,P,V) as specified in Figure 10. Let ARG be simulation-extractable (ARG-SE) with respect
to simulator S. We construct a PCD-SE extractor E, that uses the ARG-SE extractor £ for ARG.
SNARK Relation Definition. We first clarify the SNARK relation used in the PCD construction.
For a PCD compliance predicate W, let the corresponding SNARK relation Ry be defined as follows.
The instance is © = zoyt (the outgoing data). The witness is w = (Wioc, [(24, m)}:';ll) where m’ < m. The

relation Ry (z,w) (R%\IJ,\;’)];) from Figure 10) holds if and only if:

1. The compliance predicate holds: W(zout, Wiocy 21, - « - 5 Zm7y Ly v .y L) = 1.
2. All incoming SNARK proofs verify: Vi € [m’], V(ivk, z;,m;) = 1, where ivk; is the SNARK verification
key for the predicate U; associated with the i-th incoming edge.'?

A PCD proof w for statement zo, simply consists of the SNARK proof 7 < P(ipk, zout, w) for the relation
Ry defined above, where ipk is the SNARK proving key for Ry. The PCD verifier V(ivk, zou, ™) checks
if V(ivk, zout, m) = 1, where ivk is the SNARK verification key for Ry.

We now construct the extractor E5. The core idea is to define a sequence of SNARK adversaries Ay
for each node k that might appear in the computation graph induced by A’s output. We then use the
ARG-SE extractor & for each Ay to extract the necessary witness information, which corresponds to the
local data and incoming edges/proofs for that node in the PCD transcript.

Step 1: Constructing the Root SNARK Adversary A;.ot- We define a SNARK adversary
Aot that runs the PCD adversary A, with respect to the same auxiliary input distribution (of aipcp) as
A. Apoor receives SNARK public parameters pp (derived from pp) and auxiliary input aiarg (distributed
as aipcp). It simulates the environment for A as follows:

12 We assume that the indexer has computed the relevant ivk;.
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1. Input Handling: A, receives its own SNARK public parameters pp and auxiliary input aiarg. It
passes on these inputs to A (since the SNARK public parameters are the same as the PCD public
parameters).

2. Oracle Simulation: A, uses its own simulation oracle S to answer A’s queries to S.

(a) A query (¥,z2) to S (PCD proof simulation) is answered by querying S(Ry,z) (SNARK proof
simulation) to get a simulated SNARK proof 7. Aot returns m = () to A and records (¥, z, @)
in a list Qg of simulated outputs.

3. Output Handling: When A outputs (U* o*, mw* = (7*),a0pcp), Aroot checks if (¥*, 0* w*) was
previously returned by the simulated S oracle (i.e., if it’s in Qg).

— If yes, A;o01 aborts (outputting L).
— Ifno, A,oot computes the SNARK relation index i* = Ry« and outputs the tuple (i*, 0*, 7*, aoarc),
where AOARG contains aopCD-

By the simulation extractability of ARG, there exists an expected polynomial-time extractor &.,o4 for
Aroot- Recall that Eroor is given the full transcript Transg, ., of Aoet’s execution including queries
to the simulation oracle. When Ao successfully outputs (i*,0*,7*,a0arG), Eroot OUtputs the same
(i*,0*,a0arc), and also a SNARK witness w* = (wit, [(zi, 7))/, ) such that Ry-(0*, w*) = 1 with high
probability.

Step 2: Constructing the Root PCD Extractor E,qot. The extractor E,qo; uses & oot-

1. Run &ot (simulating oracles for it as needed, relying on the fact that Eot’s proof simulation queries
are in the PCD proof simulation format) to obtain w*. If £,0¢ fails, Eypor fails.

2. Parse w* according to the structure defined by Ry«: w* = (wi., [(zi, 7)1 ,).

3. Counstruct a partial proof-carrying transcript PCTy with a single root node labeled (o*, m* = (7*))
and m’ outgoing edges labeled (z;,w; = (m;)) respectively.

4. Output PCTy and aopcp = aoare.

This PCTg represents the first level of the extracted transcript.

Step 3: Recursive Extraction for Inner Nodes. We now define the process to extend the tran-
script PCTy_1 to PCTy. For each "leaf” edge (2, = (7)) in PCTi_1 corresponding to a node k that
has not been marked as simulated:

1. Check Simulation Log: Check if (zj,m;) corresponds to an entry in Qg generated during the
simulation for A.

— If yes, mark node k as "simulated” in the transcript and stop extraction down this path.
— If no, proceed to extraction.

2. Construct SNARK Adversary A: Define Aj which runs the process to generate PCTy_; (this
might involve running previous extractors or re-running parts of A depending on the extractor model).
Ay identifies the non-simulated proof 7y, for statement z; associated with node k (predicate Uy). It
outputs (ix = Rw,, 2k, Tk).

3. Run SNARK Extractor &: Invoke the ARG-SE extractor & for Aj. This yields a witness wy =
(w|oc7k, [(Zchilda 7Tchild)]) for the relation Ry, at instance zy.

4. Extend Transcript: Update PCT;_; by adding the local witness wioc 1 to node k, and adding new
child nodes corresponding to the edges (zchiid, Wenita = (Tehita))- This yields PCTy.

This process is repeated until all non-simulated leaf nodes have been processed.

Step 4: The Final PCD Extractor E,. The overall extractor E4 runs the recursive extraction
process described above, starting from E,qot, until no further non-simulated leaf nodes can be expanded.
The final output is the fully constructed proof-carrying transcript PCT.

Success Probability Analysis (Sketch). Let AdeyCSD’fEiE (A) be the advantage of A in the PCD SIM-
EXT game where E, fails to produce a compliant transcript for a non-simulated output (¥*, 0*, w*). The
extractor E, fails only if one of the underlying SNARK extractors & (for A;oor or Ay) fails. Let N be
the number of nodes in the final extracted transcript PCT for which extraction is attempted (i.e., non-
simulated nodes). We can use a hybrid argument. Let Hy be the real PCD SIM-EXT game. Let Hy be a
game where the first K SNARK extractions (in some canonical order) succeed, but the (k+1)-th may fail.
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The difference between Hp 1 and Hj is bounded by the ARG-SE advantage Advﬁ&%ﬁ‘?k of the specific
SNARK adversary Ay constructed for that step. By the union bound over the N potential extraction
failures:
PCD-SE ARG-SE
Adv, s, (A) < Z Advy, se, (A).
k€extracted nodes
To relate this to the advantage of a single SNARK adversary A, we construct A that internally simulates
A, picks a random node k from the potential extraction path, and runs the logic of Aj. If A produces a
valid output, the probability that A fails when Ay would have failed is roughly 1/N (needs formalization
based on how N is defined and bounded). This leads to:
PCD-SE ARG-SE
Advy g, (A) SN -Adv s e, (A)

where &£ 4 is the extractor for the combined adversary A. Since Advﬁ'?g:gi is negligible by the SNARK’s
SIM-EXT property and N is polynomially bounded (as A and & run in expected polynomial time), the
overall PCD advantage is negligible.

Efficiency Analysis. The extractor E4 involves running multiple SNARK extractors &. Since each
& runs in expected polynomial time, and the total number of nodes NN is polynomially bounded in
expectation (because A runs in expected polynomial time), the overall extractor E4 also runs in expected
polynomial time. a

Instantiations.

PCD on Cycles of Pairing-Friendly Elliptic Curves. Theorem 5.2 shows that to construct a simulation-
extractable PCD scheme from a SNARK, we only need to ensure that the underlying SNARK is simulation-
extractable. Several pairing-based SNARKSs have been proven to be simulation-extractable, including the
Groth-Maller SNARK [35]. When instantiated with this SNARK on cycles of pairing-friendly elliptic
curves as in [3], we obtain a simulation-extractable PCD scheme.

Fractal. Fractal [23] is a SNARK that has been proven UC-secure in [19], which implies simulation
extractability. By Theorem 5.2, the PCD scheme constructed from Fractal is also simulation-extractable.

5.2 PCD from NARK and Accumulation

In the second template, a PCD scheme is constructed by combining a NARK (that is not necessarily
succinct) with an accumulation scheme that may accumulate the NARK’s verifier circuit [8,10]. We first
state the compatibility requirement for NARK and AS to be able to compose them together.

Definition 5.3. We say that AC = (G,I,P,V,D) is a split accumulation scheme for the NARK ARG =
(G, Z,P,V) if:

1. The NARK proof m can be split into two parts, 1 = (w.x,7.W);

2. AC is a split accumulation scheme for the pair (Py, Hare := G), where:
Py (ppy = Pp,ie = i, qx = (X, 7.X),qW = T.W) :
(a) Run (ipk,ivk) < Z(pp,1);
(b) Output V(ivk,x, (m.w, 7.W)).

We recall the result from [8] showing that the construction in Figure 11 is secure, assuming appropriate
properties of ARG and AC.

Theorem 5.4 (Theorem 5.3 in [8], adapted). Figure 11 gives a construction of a constant-depth
PCD scheme PCD = (G,I,P,V) from a NARK ARG = (G,Z,P,V) and an accumulation scheme AC =
(G,L,P,V,D). If both ARG and AC are black-box (resp. straightline) extractable, then so is PCD.

Moreover, if ARG is zero-knowledge with simulator S, and AC is zero-knowledge with simulator S,
then PCD is zero-knowledge with the following simulator S :
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Notation.

e Let ARG = (G,Z,P,V) be a NARK for NP.

e Let AC=(G,I,P,V,D) be an accumulation scheme for ARG.

o Let VANE) t6 be the circuit corresponding to the AC verifier V invoked on security parameter
A, number of instance-proof pairs and accumulators < m, index of size < N, and instance of size
<k.

Recursion Circuit. Given a compliance predicate ¥ : {0,1}(™*2¢ — {0,1} for data of length ¢,
represented by a circuit, we define the following circuit:

[R&,’\\IJ,VP?] ((avk, z, acc.x), (Wioc, [2i, ™., acc; x| ;e [m], Pf)):*

1. Check that the compliance predicate ¥ (z, wioc, 21, - - - , Zm ) accepts.
2. For every i € [m] with z; #.L, check that

[VOmNE (avk, [qx,]T™,, [ace; x|™ ,, acc.x, pf) = 1,

where qx; := ((avk, z;, acc; . x), m;.x).
3. If all checks hold, output 1, otherwise output 0.

PCD Construction. We define PCD = (G, I,P,V) as follows.

e G(1*) : Compute (pp,td) < G(1*), ppac + G(1), and output pp = (pp, ppac) and td = td.
e I(pp, ¥) — (ipk,ivk).
1. Compute (ipk, ivk) < Z(pp, R), where R := R{,’\,’\I],\f;)? as defined above.
2. Compute (apk, dk, avk) < I(ppac, PP = pPpP;ie = R).
3. Output ipk = (ipk, apk) and ivk = (ivk, dk, avk).
o P(ipk, 2, Wioc, [24, (4, acc;)|y) — .
1. If z; =1 for all i € [m] then sample (acc, pf) < P(apk, L).
2. If z; #1 for some i € [m] then:
(a) Set gx; = ((avk, z;, acc;.x), m;.X).
(b) Set qw; = (acc;.w, m;.w).
(¢) Sample (acc, pf) < P(apk, [(ax;, qw;)]™,, [acc; ™).
3. Compute marg < P (ipk, (avk, z, acc.x), (Wiec, [2i, T.X, acc;. x| ¢, pf)).
4. Output @ = (7aRg, acc).
o V(iivk,z,m) — b € {0,1}. Parse m = (marg,acc). Accept if and only if both
V(ivk, (avk, z, acc.x), marg) and D(dk, acc) accept.

@ where k := |avk(A, N)| + |acc.x(A\,m, N)| + £, and N := N(\,|¥|,m,¥) is determined as in [8].

Fig. 11: Construction of PCD from NARK and AC, as in [§]
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o Let (pp := (PP, PPac), tel := td) = G(1*).
o S(td, (pp, ¥, 2)) :
1. Let (apk, avk, dk) < I(ppac, PPg = PP io = R), where R := R\ ).
2. Compute acc < S(ppac; PPy = PP, ie = R). o
3. Compute m < S(td, (R, (avk, 2, acc.x))).
4. Output (m,acc).

Theorem 5.5. In Figure 11, let ARG be zero-knowledge with simulator S, and AC be zero-knowledge with
simulator S. Let IG(V, z) — (R{,):’\I],\:;’;), (avk, z,acc.x)) be the instance generator, where avk and acc.x s
obtained similar to how they are obtained by S.

If ARG satisfies (ZG,S)-ARG-SE and AC satisfies S-AC-SE, then the resulting PCD scheme PCD
satisfies PCD-SE with corresponding simulator S as described in Theorem 5.4. Furthermore, if ARG and
AC are both black-box (resp. straightline) simulation-extractable, then so is PCD. If the PCD is straightline
stmulation-extractable, then it supports compliance predicates of arbitrary (polynomial) depth; otherwise
it supports compliance predicates of constant depth.

Proof. Let d be the depth of the proof-carrying transcript PCT we need to extract. Without loss of
generality, we may assume that the extracted transcript PCT will be a tree. Thus we may associate the
data (z(“’v),mt(“’”)) of the unique outgoing edge from a node uw with the node wu itself, writing instead
() mw),

Construction Overview. Given an adversary A in the PCD-SE game, we will define a corresponding
extractor E, for transcripts up to depth d. The key insight is to build this extractor recursively, layer by
layer, using the simulation extractability of both the NARK and the accumulation scheme.

For each layer i € [0, ...,d], we construct an extractor E; that extracts a proof-carrying tree of depth
i. The base case Eg is essentially the adversary A itself (as it produces the output node without explaining
its derivation). For each subsequent layer, we build upon the previous one by extracting witnesses for
nodes at that depth. The final extractor E, will be Eg4.

Recursive Construction. Assuming we have defined E;, we will define E;;; through the following
steps:

Step 1: Construct a NARK adversary. We first construct an adversary A; against the ARG-SE property
of the NARK, utilizing E;:

A5 (pp, (pPac, ai)):

1. Run AS(pp, ai), simulating oracle accesses for A as follows:
(a) To simulate S on input (¥, 2):

i. Let R = Rg,’\,’é,\{;)};). Compute (apk, avk, dk) < I(ppac; PPs = PP, is = R).

ii. Generate acc < S(ppac, pp, R).

iii. Obtain marg < S(pp, R, (avk, z, acc.x)).

iv. Return mw = (marg, acc).
Run (U*, PCT;) < E;(Transy), where Trans, is the transcript resulting from running AS(pp, ai).
3. For each node u € fpct, (i) at depth i in PCT;, extract the associated data (z(*), m(*)) where

o

() = (TFXLR)G, acc(¥).
4. For each such node where (U*, z() w(®) & Qs (i.e., it’s not a simulated proof), output:

ANk " " u
(Rgf,‘ll*,p)p? (avk7z( ) acc! ).x)ﬂrE\R)G.x)

Let Transy4, be A;’s transcript containing all of its inputs and outputs, including random coins. By
the simulation extractability of the NARK, there exists an extractor £4, that, given Trans 4,, extracts the
witness for A;. For each node u at depth ¢ with non-simulated proof, this extractor produces a witness
of the form:

(), 7T§u> X, accj(.u) X]jem] pf(™)

(wl(;f:), [Zj
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Step 2: Construct an accumulation scheme adversary. We next define an adversary A; against the
AC-SE property of the accumulation scheme:

Ai(pPac;ai):

1. Let aiyc be the part of the auxiliary that concerns only the accumulation scheme (without any
of the NARK simulation responses)
2. Run the NARK adversary A (pp, aiac), simulating oracle accesses for A? as follows:
(a) To simulate S on input (i = (pp, R),x = (avk, z, acc.x)):
i. Let Qs denote the list of queries made by A to its simulation oracle g, as recorded in
Transy.
ii. Scan Qg for the unique item whose R matches 1’s R, and whose avk, z, and acc.x match
X.
iii. Return the answer magrg from that same PCD entry.
. Let Trans4 be the transcript resulting from the execution of A.
. Run £4,(Transy)
5. For each node at depth 4, £ 4, then outputs the local data wiec, the prior [zj7 T;.X, accj.x]?:1 (at
depth i + 1), and the accumulation proof pf.

= W

6. For each node u at depth ¢ with non-simulated proof and its extracted witness containing pf(“):

W -0

(a) For each incoming edge j, extract qxgu) = ((avk, z; ,accgu).x)7 ;X))

ANk u u u
(b) Output (Rg,y\pﬂp)p, [qx; )]je[m], [accg- ).x]je[m],acc(“).x, pf(*)

The extractor €4,(Transy4) is the non-black-box extractor for A4;, as guaranteed by the simulation
extractability of the NARK. By the knowledge soundness of the accumulation scheme, there exists an
extractor E,, that extracts, for each node, the witness components:

([aw$™ ]y [aces™ W] jemy)

where qwgu) = (accgu).w, WJ(»TL).W), and the overall relation Rg/): \I],\i];)p

Step 3: Define the extractor for the next layer. We can now define E; ;1 as follows:

E;+1(Trans):
1. Run ,
([iéf), (@™ aw{ )i faec V] acc®| ) ~ Ex, (ppac; Trans)

2. Parse a0’ as (¥*,PCT;). Abort if PCT; is not a transcript of depth i.
3. For each node u at depth i:
(a) If (T*, 2" m®) € Qg (i.e., it’s a simulated proof), mark it as a leaf node (not to be
extracted further).
(b) Extend PCT,; by adding these child nodes and connecting them to node w.
4. Return (U*,PCT;41), where PCT,; is the extended transcript.

The extractor Ep, is the one guaranteed by the knowledge soundness of the accumulation scheme
instantiated against A; and the auxiliary distribution D(ppac) defined as follows:

— Sample (pp,td) < G(17).
— Emulate the SIM-EXT game for A. To simulate S on input (¥, z):
1. Let R = Ri,/\”\lj,\fg:). Compute (apk, avk, dk) < I(ppac, PPs = pPp;ie = R).
2. Generate acc < S(ppac, pp, R).
3. Obtain marg + S(pp, R, (avk, z, acc.x)).
4. Return m = (warg, acc).
— Output the transcript Transy.
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Analysis of the Extractor. We now show that the constructed extractor E, := E; succeeds with
high probability. The key insight is that if A produces a valid proof that is not simulated, then the
recursive extraction process will produce a (\I'*,Vm), Qs)-compliant transcript with the same output.

By construction, our extractor satisfies the requirements for a compliant transcript with simulated
proofs:

1. For non-simulated nodes, we extract valid witnesses and verify that the compliance predicate is
satisfied. 2. For simulated nodes, we stop extraction as permitted by the definition. 3. We preserve the
output of the original adversary.

The success probability analysis follows from the simulation extractability of the NARK and the
knowledge soundness of the accumulation scheme. If the NARK extractor £ 4, succeeds in extracting valid
witnesses, and the accumulation scheme extractor E5, succeeds in extracting valid witness components,
then our PCD extractor E4 will succeed.

Specifically, the advantage of an adversary against our extractor is bounded by:

d—1
AR 0) < 3 (AVEEEE, () + AdviTES ()
=0

Since ARG and AC satisfy simulation extractability and knowledge soundness, respectively, both terms
are negligible, and so is their sum for any constant depth d. a
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