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ABSTRACT
Obliviousness has been regarded as an essential property in en-

crypted databases (EDBs) for mitigating leakage from access pat-

terns. Yet despite decades of work, practical oblivious graph process-

ing remains an open problem. In particular, all existing approaches

fail to enable the design of index-free adjacency (IFA), i.e., each ver-

tex preserves the physical positions of its neighbors. However, IFA

has been widely recognized as necessary for efficient graph pro-

cessing and is fundamental in native graph databases (e.g., Neo4j).

In this work, we propose a core technique named delayed du-
plication to resolve the conflict between IFA and obliviousness. To

the best of our knowledge, we are the first to address this conflict

with both practicality and strict security. Based on the new tech-

nique, we utilize elaborate data structures to develop a new EDB

named Grove for processing expressive graph queries. The exper-

imental results demonstrate that incorporating IFA makes Grove
impressively outperform the state-of-the-art work across multiple

graph-processing tasks, such as the well-known neighbor query

and 𝑡-hop query.

PVLDB Artifact Availability:
The extended version, source code, data, and/or other artifacts have been
made available at https://github.com/weiqins/daoram.

1 INTRODUCTION
Encrypted databases (EDBs) [30, 38, 71, 73, 82] have emerged as a

practical and promising solution in cloud computing, particularly

as database outsourcing becomes increasingly popular in business

settings [42, 96]. By leveraging the computational power and stor-

age capacity of remote servers, the client (also referred to as the

data owner in literature [12, 92]) can manage its databases more

efficiently and conveniently. However, ensuring data confidentiality

during outsourcing is critical, as the client must prevent untrusted

servers from accessing or inferring sensitive information. EDBs

address this challenge by enabling queries to be processed directly

over encrypted data, thereby preserving both functionality and

security. Over the past two decades, EDB systems have seen sig-

nificant progress [21, 48, 51, 71, 73]. Despite these advancements,

access patterns, i.e., the access frequency and order of items, can still

reveal substantial information about underlying plaintexts stored

in EDBs, evidenced by a long line of attacks [26, 40, 44, 45, 52, 53].

This vulnerability has underscored the need for oblivious algo-

rithms [23, 49, 64], which ensure the untrusted server learns only
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Figure 1: The conflict between index-free design and oblivi-
ous algorithms. Obliviousness requires the position of 𝐶 to
be changed after visiting 𝐶, thus incurs inconsistency.

query type and the size of query results, without revealing any

other sensitive information from access patterns during query exe-

cution. Consequently, oblivious query processing has become a key

requirement for strengthening the security guarantees of EDBs.

1.1 The Conflict in Oblivious Graph
While obliviousness has been a central topic [15, 17, 23, 49] in the

community, designing efficient oblivious algorithms for various

EDB functionalities remains challenging. One particularly recent

and pressing issue is enabling oblivious query processing over

graph-structured data [4, 15, 95, 97]. As highlighted by Appan et

al. [4], all existing approaches do not realize index-free adjacency
(IFA) [5, 69], a fundamental property of native graph databases such

as Neo4j [67] that is crucial for efficient graph processing.

Specifically, IFA requires each vertex to directly preserve the

physical positions of its neighbors. In this way, the client can re-

trieve the neighbors of a given vertex at only constant cost. How-

ever, these stored positions create a conflict between IFA and oblivi-

ous algorithms, even on very simple graphs. Consider an undirected

graph with only three vertices {𝐴, 𝐵,𝐶} where 𝐶 is a neighbor of

both 𝐴 and 𝐵. Under IFA, both 𝐴 and 𝐵 store the position of 𝐶

to enable efficient neighbor retrieval. We illustrate the resulting

conflict using this simple graph in Figure 1:

• Non-oblivious algorithms do not necessarily change the po-

sitions of vertices. When the client executes a lookup for 𝐶 in

traditional non-oblivious ways, it reads 𝐶 and then rewrites it,

leaving 𝐶’s position unchanged. Consequently, the position of 𝐶

preserved inside 𝐴 and 𝐵 remains valid and can still be used to

locate 𝐶 .

• Oblivious algorithms in contrast, require updating a vertex’s

position whenever it is visited. As a result, if the client executes

an oblivious lookup on 𝐶 , it updates 𝐶’s position in this process

for obliviousness. The updated position is a fresh random number

and thus can be inconsistent with the one stored inside 𝐴 and 𝐵.

https://github.com/weiqins/daoram


Solution Obliviousness Scenarios Neighbor Query
Client/Server Enclave-based Index-free Tool/Technique used

Opaque [95] # – ✓ ✗ complex relational databases

Compass [97] G# ✓ – ✗ linear client-side storage
GraphOS [15]  – ✓ ✗ expensive oblivious map

AHR [4] # ✓ – ✓ smart pointer for limited programs

Grove G# ✓ – ✓ secure and practical delayed duplication

a  = Double obliviousness,G#= Obliviousness,#= Obliviousness with some additional leakages

b
Double obliviousness [15, 65] implies the enclave-based EDBs achieve obliviousness in both server’s storage and hardware enclaves.

Table 1: Comparison between Grove and prior works on oblivious graph.

1.2 The Shortage of Existing Solutions
The conflict between IFA and obliviousness actually has motivated

plenty of works [6, 15, 87, 95, 97] to pursue alternative solutions for

oblivious graph processing. Nevertheless, the absence of IFA makes

most of them suffer from serious practicality issues. To date, only

Appan et al. [4] attempt to realize IFA in oblivious graphs, but at the

cost of security relaxation. We outline the features and limitations

of representative approaches; a summary appears in Table 1.

• Opaque [95] supports graph data and queries via oblivious rela-

tional databases. While such a conversion is common in tradi-

tional databases [85], achieving it efficiently and obliviously is

complex. As noted by [15], Opaque has to execute costly oblivi-

ous joins [49] to support BFS traversal and still leaks unexpected

sensitive information.

• Compass [97] targets the well-known HNSW algorithm [61], a

graph-based approximate nearest neighbor search solution. It

supports oblivious graph processing by having the client preserve

the position of each vertex locally. This design yields a client-

side storage linear in the number of vertices, which is clearly

impractical for very large databases andmulti-client settings [55].

• GraphOS [15] is an enclave-based EDB presented at VLDB’24

for oblivious graph processing. In its design, each vertex stores

neighbor identifiers as a global index, and an oblivious map

(OMAP) maps identifiers to positions. As a result, the client

retrieves neighbors via OMAP, incurring substantial overhead.

• AHR protocol refers to the recent work of Appan, Heath, and

Ren [4]. It remarkably enables an index-free design vis a novel

technique named smart pointer. Nevertheless, it provides oblivi-
ousness only for programs that utilize the same number of mem-

ory accesses and can reveal additional information when applied

to process some graph queries, e.g., a single vertex lookup.

These drawbacks motivate new techniques that support IFA and

oblivious graph processing with strong security and practical per-

formance. We therefore propose an EDB that ❶ is graph-specific;

❷ requires only sublinear client-side storage; ❸ maintains the IFA

design; ❹ provides strict obliviousness.

1.3 Our Contributions
This work aims to enable IFA in oblivious graph processing to

improve performance without compromising strict obliviousness

guarantees. To tackle the inherent conflict outlined in Section 1.1,

we propose a core technique called delayed duplication, which al-

lows the client to update vertex positions in an oblivious and prac-

tical manner. Building on this technique, we design Grove (Graph
Retrieval with Obliviousness, Versatility, and Efficiency), a new

system for oblivious graph processing. It delivers substantial perfor-

mance improvements over GraphOS and provides stronger security

guarantees than the AHR protocol. Our main contributions are:

• In Section 3, we introduce delayed duplication, a new tech-
nique that supports position updates for IFA. It adopts small

meta blocks to notify all neighbors of a vertex the updated po-

sitions when the vertex is visited. We derive a practical bound

for the allocation of storage to these meta blocks. Unlike prior

works [4, 15], this technique eliminates the need for the expen-

sive OMAP and avoids relaxing security guarantees.

• In Section 4, we develop a new EDB system, Grove, for
practical oblivious graph processing. To integrate the delayed
duplication technique, we carefully design the system’s data

structures and algorithms to support efficient basic operations

and graph-specific queries, particularly graph traversal tasks

such as neighbor query and 𝑡-hop query.

• In Section 6, we evaluateGrove alongside the SOTAEDB sys-
tems GraphOS [15] for oblivious graph processing. Experi-
mental results demonstrate that Grove achieves significant per-
formance improvements in both fundamental and graph-specific

queries. We have open-sourced implementations of Grove and
GraphOS under the standard client/server paradigm at the repos-

itory https://github.com/weiqins/daoram for future research.

2 BACKGROUND
This section first provides an overview of the threat model and

related work, then introduces the foundational preliminaries.

2.1 Threat Model
In this work, we consider the typical threat model in EDBs [4, 12, 62].

The adversary, denoted as A, is assumed to be honest-but-curious,
i.e., it honestly executes the protocols defined by the client but is

curious about sensitive information. It therefore attempts to infer

database contents from its observations. Regarding capabilities, we

assume A can compromise the server for extended periods to ob-

serve the encrypted database and query execution, as modeled by

an untrusted cloud server. A significant point recently concerned

is whetherA can inject queries [2, 39, 60]. While disallowingA to

inject queries may bring new performance gain on KV stores [60]

and even other types of databases [2], we follow traditional obliv-

ious graph works [4, 15, 95] in permitting this ability and treat

these works as comparison objects. Generally, we aim to achieve

the following security goals:

• Obliviousness on single vertex: For each vertex, we require it

to obliviously preserve and update the positions of its neighbors
for enabling IFA with both security and correctness.
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• Obliviousness on graphs: With oblivious IFA on each ver-

tex, we aim to achieve obliviousness on complete graphs. While

the allowed leakage profile can vary from graph queries, we

always provide a security guarantee no weaker than that in

GraphOS [15] under the client/server model.

We use semantically secure encryption for the database and queries.

Each retrieved item is re-encrypted with fresh randomness. Consis-

tent with recent oblivious works [2, 11, 17], we exclude the timing

attacks and malicious adversaries; please refer to [19, 31, 41] for

corresponding countermeasures.

Client/Server Paradigm. This work follows many prior oblivious-

ness systems [2, 10, 17, 32, 80] in adopting the client/server model,

where the client and server communicate over realistic networks. In

this setting, network latency makes interaction rounds the primary

bottleneck [86]. Another line of works [23, 65, 83] utilize enclaves

inside the server as the avatar of the client, avoiding the interaction

delay; their bottleneck lies in the bandwidth, i.e., the number of

items accessed for obliviously accessing one item. While Grove is
compared with others primarily in the client/server model, we also

demonstrate it requires less bandwidth and thus has the potential

to benefit enclave-based oblivious graph processing. Besides, an-

other important assumption [4, 10, 11] we adopt under this model

is the client-side storage costs cannot scale linearly to the number

of vertices or edges for practicality.

2.2 Related Work
As many applications model their data as graphs (e.g., biological

networks [70]), encrypted graphs have recently attracted growing

attention across multiple communities. In addition to the repre-

sentative works discussed in Section 1.2, several other studies also

explore encrypted graphs.

Non-oblivious Graph Encryption. In the context of EDBs, a se-

ries of structured encryption (STE) schemes [9, 18, 25, 34, 63] have

been proposed to process encrypted graph data and queries. These

schemes encrypt the graph while permitting limited leakage during

query processing to enable specific functionality. For example, Liu

et al. [58] leak the order of distances between vertices to support

shortest-distance queries. Compared with oblivious graph process-

ing, such approaches generally reveal more leakage to the adversary

and are therefore more vulnerable to attacks [27, 35]. Their main

advantage is speed: they typically require fewer interaction rounds

and lower bandwidth.Grove and these STE schemes target different

scenarios; clients can choose between them to trade off security

and practicality.

Other Oblivious Graphs. Wang et al. [89] are the first to con-

sider oblivious graph processing, but they limit the scope to specific

graphs (e.g., trees) and thus avoid the conflict with IFA. OblivGM [87]

supports oblivious attributed subgraph matching but requires mul-

tiple non-colluding servers. Keller et al. [46] also propose the obliv-

ious algorithm for Dijkstra’s shortest path algorithm [22] in the

secure multi-party computation setting [8]. All these settings differ

from our single-server data-outsourcing scenario. Bhattacharjee et

al. [6] also discuss oblivious property graph databases in a vision

paper, but do not provide a concrete protocol or implementation. In

summary, our work fulfills the study for oblivious graph processing

especially in enabling IFA under the typical setting of obliviousness,

and proposes a more secure and practical system.

2.3 Preliminary
We introduce the notation and brief construction of essential prim-

itives used throughout the remainder of the paper.

Notations.We use |𝐼 | to denote the cardinality of a given set 𝐼 . For

a complete binary tree of height 𝐿, the root is at level 0, and the

leaves are at level 𝐿 − 1. For ease of presentation, we denote the
client and server as C and S, respectively. For graph notations, we

express a graph as 𝐺 = (𝑉 , 𝐸) where 𝑉 and 𝐸 separately signify

the vertex and edge set. We generally consider undirected graphs

throughout this paper, it is natural to support directed graphs by

marking the direction of edges.

Oblivious RAM (ORAM). The fundational mechanism we rely

on is ORAM, which is originally proposed to achieve obliviousness

on accessing memory [37]. It can be logically considered as an

oblivious key-value (KV) store where keys are consecutive integers.

We take Path ORAM, one of the most popular ORAMs in EDBs [11,

17, 23], as our underlying mechanism. Informally, to implement this

obliviousness mechanism for 𝑛 items, the client C first outsources a

complete binary tree to the server S with the following properties:

• The binary tree, also refer as the ORAM tree, contains at least 𝑛

leaf nodes, with its height denoted by 𝑙 , where 𝑙 ≥ ⌈log
2
𝑛⌉ + 1.

• Each node in the tree is called a bucket. It consists of a constant
number of blocks. Each block within a bucket stores either an

encrypted item 𝑟 from C’s database or some random strings.

• Each item 𝑟 associated with a key 𝑘 is assigned a path number

𝑝𝑛 ←$ {0, 1, ..., 2𝑙 }, and the ciphertext of (𝑘, 𝑟, 𝑝𝑛) is stored along
the path from the root node to the 𝑝𝑛-th leaf node.

Here we briefly explain how the ORAM tree is used to obliviously

access the item 𝑟 associated with 𝑘 and 𝑝𝑛 with three steps.

(1) Retrieval: C retrieves all the blocks along the path correspond-

ing to 𝑝𝑛. Then it decrypts these blocks, extracts the items, and

stores them locally. Upon locating the item 𝑟 from all local items,

C performs the desired operation on this item and samples a

new path number 𝑝𝑛′ for it.
(2) Eviction: C rearranges all local items to blocks in the path re-

trieved above such that they are as close as possible to the

leaf node associated with their path numbers. For items which

cannot be placed in the blocks, C temporarily stores them in

a local area named stash and tries to arrange them in the next

ORAM accesses.

(3) Upload: After eviction, C fulfills empty retrieved blocks with

random strings and then encrypts all retrieved blocks with new

randomness. C uploads these encrypted blocks to S and S uses

them to cover the path corresponding to 𝑝𝑛.

After the access, the item 𝑟 is assigned with a new path number

𝑝𝑡 ′. Its ciphertext is stored in either the path associated to 𝑝𝑡 ′ or
the client-side stash. This validates our claim in Section 1.1 that

oblivious algorithms update a vertex’s position after visiting it.

Oblivious Map (OMAP). The other oblivious primitive we use is

OMAP, which can be thought as an extension of ORAM. It supports

arbitrary KV stores and more complex operations, e.g., insertions.

The typical OMAP constructions [23, 89] organize KV stores as

a search tree like AVL tree. The OMAP functionalities are then

achieved via oblivious operations on the tree. For instance, C can

obliviously traverse the search tree for oblivious lookup. In detail,

each tree node is treated as an item to be stored in the ORAM tree.
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Figure 2: Example of oblivious AVL tree. Each tree node is
stored in the ORAM tree randomly. For tree traversal, C visits
a node (e.g., root node 𝐵𝑜𝑏) to get the keys and path number
of its children (e.g., {(𝐴𝑙𝑖𝑐𝑒, 𝑝𝑛𝑎), (𝐶𝑎𝑟𝑜𝑙, 𝑝𝑛𝑐 )}).
It preserves both the keys and path numbers of its children. So

when C downloads a tree node, it can identify where to retrieve the

children of this node and further complete the tree traversal. We

illustrate this storage form in Figure 2 and remark such a form will

be our standard to store graph vertices under IFA, i.e., all vertices

are stored within the ORAM tree and a vertex preserves the keys

and path numbers of its neighbors. This enables C to efficiently

download the neighbors of a given vertex.

3 DELAYED DUPLICATION
In this section, we identify the key problem our work addresses:

enabling IFA in oblivious graph processing. We then introduce our

core technique, delayed duplication, to resolve this challenge. This

technique forms the foundation of our proposed EDB Grove for
oblivious graph processing.

3.1 Problem Statement
We first outline the problem context in oblivious graph processing.

As introduced in Section 2.3, most existing EDBs achieve oblivious-

ness via adopting an ORAM tree as the underlying mechanism. To

process graph data, each vertex (and even edge) is treated as one

item to be placed in a path determined by its assigned random path

number 𝑝𝑛. More importantly, whenever a vertex is visited, C up-

dates its 𝑝𝑛 to a new random value and places it on the correspond-

ing path. This mechanism guarantees any access to a vertex/edge

just operates a random path in the view of the passive adversary,

providing the requested obliviousness.

Index-free Adjacency (IFA). To accelerate the efficiency of graph

processing, a popular design in graph databases [67, 72, 94] is to

adopt index-free adjacency (IFA) for vertices. That is, each vertex

directly preserves both the identifiers and storage positions of its

neighbors to enable finding neighbors at the cost of constant com-

plexity. To transfer such a design in oblivious graph, besides the

identifiers, each vertex should preserve the assigned path numbers

of its neighbors as their storage positions.

However, it can be problematic when adopting IFA in oblivious

graphs. This is because non-oblivious graphs do not need to change

the positions during visiting vertices while oblivious graphs have to

update the positions for obliviousness. In detail, consider C visits a

vertex 𝑣 in oblivious graph and thus is going to update its position.

As all 𝑣 ’s neighbors preserve the position of 𝑣 , now C has to address

the following problem:

How to update the position of 𝑣 preserved by the neighbors with both
efficiency and obliviousness?

A straightforward approach [97] is to store only the identifiers of

neighbors within each vertex, while C maintains a global mapping

from identifiers to vertex positions. For instance, in a social network,

when C obliviously retrieves a vertex with attribute Name = Alice
and discovers a neighbor with Name = Bob, it locally queries the

position associated with Bob to obtain the target path number, and

then successfully downloads the corresponding vertex. However,

this method incurs O(|𝑉 |) client-side storage overhead for a graph

𝐺 = (𝑉 , 𝐸), which becomes impractical for large-scale graphs. In

contrast, GraphOS [15] moves the identifier-to-position mapping

to the server side and enables C to access it obliviously via OMAP,

thereby preserving obliviousness while significantly reducing client

storage. Nevertheless, this improvement comes at the cost of ef-

ficiency, as OMAP remains a relatively expensive cryptographic

primitive in practice [10].

3.2 Delayed Duplication
In this section, we present the design of delayed duplication, detail-
ing its core components step by step to demonstrate how it enables

IFA with practical efficiency.

Example and Intuition. To illustrate our technique, consider a

simple scenario: a vertex 𝑣0 has 𝐾 neighbors 𝑉1 = {𝑣1, . . . , 𝑣𝐾 },
where 𝐾 ≥ 2. These vertices are randomly stored in the ORAM tree,

and each vertex in 𝑉1 maintains the identifier and current position

of 𝑣0, i.e., 𝑣0 .𝑝𝑛. After 𝑣0 is visited by the client C, its position is

updated for obliviousness, denoted as 𝑣0 .𝑝𝑛 → 𝑣0 .𝑝𝑛
′
. To maintain

position consistency, the stored references to 𝑣0’s position within

all vertices in 𝑉1 must also be updated. A naive approach would

be to download and modify all vertices in 𝑉1 to reflect the new

position. However, this solution is impractical for two reasons:

• Bandwidth blowup: This approach increases bandwidth usage by

𝐾 times, as now C must download 𝐾 + 1 vertices rather than one.

• Cascading inconsistency: Since downloading each vertex in 𝑉1
also triggers its own position update (for obliviousness), new in-

consistencies are introduced for each downloaded neighbor. This

leads to a recursive consistency maintenance problem—resolving

one inconsistency spawns 𝐾 new ones.

Motivated by the above shortcomings, we address the position con-

sistency in another new perspective. Instead of downloading all

vertices in 𝑉1 to update their references to 𝑣0’s new position, we

only need to notify them of the update 𝑣0 .𝑝𝑛 → 𝑣0 .𝑝𝑛
′
. Specifi-

cally, for each neighbor 𝑣𝑖 with assigned path number 𝑝𝑛𝑖 , we insert

a new small block containing the message {𝑣0 .𝑝𝑛 → 𝑣0 .𝑝𝑛
′} along

the path corresponding to 𝑝𝑛𝑖 in the ORAM tree. Consequently,

when C later visits 𝑣𝑖 by retrieving all blocks on path 𝑝𝑛𝑖 , it can

detect this message block for notification and update 𝑣𝑖 ’s stored

reference to 𝑣0’s position accordingly. This strategy avoids down-

loading any vertex in 𝑉1 during the notification phase, requiring

only the insertion of some small message blocks. We refer to these

blocks as delayed duplications, as they actually delay the position

update by duplicating 𝑣0’s position information within the tree.

With the new fundamental insight on intuition, we now intro-

duce the concrete technical challenges on constructions as follows.

We will address them one by one to complete our constructions.

C1. Limited tree capacity: The size of ORAM tree is originally

set according to the number of vertices/edges. As new inserted

auxiliary blocks, delayed duplications raise concerns about

bucket overflows and an increase in tree size.
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C2. Communication overhead: The insertion of delayed dupli-

cations towards ORAM tree can increase both the number of

interaction rounds and the overall bandwidth usage.

C3. Duplication management: Repeated visits to the same ver-

tex can produce multiple delayed duplications for each of its

neighbors, which must be managed efficiently to ensure both

correctness and practical feasibility.

3.2.1 Data Structure (C1). C1 results from that duplications require

additional storage as they are used to store the update information

about vertices, but bucket and blocks are initialized for storing only

vertices/edges in the setup. To avoid sacrificing much additional

storage costs on the duplications, we utilize an important fact that a

duplication requiresmuch less information to be recorded compared

to a real vertex since the duplication preserves only the position

update information. To this end, we adopt the meta-block design [7,

74, 81], adding 𝑌 smaller blocks to each bucket alongside the 𝑍

regular blocks. For clarity, we refer to the regular blocks as data
blocks and the smaller ones as meta blocks. Vertices are stored in

data blocks, while delayed duplications are stored in meta blocks.

We describe the detailed storage form of vertices and duplications

as following to illustrate the storage utilization:

• Vertex form: In an undirected graph, a vertex 𝑣 should main-

tain its information as the main contents, i.e., its identifier 𝑣 .id,
position 𝑣 .𝑝𝑛, and attribute values 𝑣 .value. Then for each of its

neighbors, 𝑣 should maintain the identifier and position of this

neighbor for IFA, and also the edge between them for weighted

graph. Accordingly, the data structure (KV pair) of a vertex 𝑣 is

defined as follows:{
𝑣 .id,

(
𝑣 .𝑝𝑛, 𝑣 .𝑣𝑎𝑙𝑢𝑒, {(𝑔𝑖 .id, 𝑔𝑖 .𝑝𝑛, 𝑔𝑖 .𝑒𝑑𝑔𝑒)}𝐾𝑖=1

)}
where 𝐾 denotes the number of 𝑣 ’s neighbors, and 𝑔𝑖 denotes

the neighbor of 𝑣 . For obliviousness, we padding the neighbor

number of each vertex to the maximal number in the graph.

• Duplication form: When a vertex 𝑣 is visited, it broadcasts the

position update to all its neighbors. In detail, for its neighbor 𝑔𝑖
with assigned path number 𝑝𝑛𝑖 , the duplication is created as

{𝑣 .id, 𝑣 .𝑝𝑛′, 𝑝𝑛𝑖 }
where 𝑣 .𝑝𝑛′ is the updated position of 𝑣 . We do not store the

identifier of 𝑔𝑖 since the duplication is valid as long as it is stored

along the path corresponding to 𝑝𝑛𝑖 . When C downloads path

𝑝𝑛𝑖 during query processing, it will detect both this duplication

and 𝑔𝑖 to update the reference to 𝑣 ’s position inside 𝑔𝑖 .

With description above, it is obvious that the duplications costs

much less storage than vertices, especially in applications where

each vertex has many attributes such that the attribute values oc-

cupy the main storage, e.g., knowledge graph [84].

3.2.2 Duplication Insertion (C2). The introduction of delayed dupli-
cations can incur new communication overhead. Consider a vertex

𝑣 with 𝐾 neighbors: each vertex access operation generates 𝐾 de-

layed duplication to notify the 𝐾 neighbors with position updates.

Recall we adopt Path ORAM as the underlying ORAM, which theo-

retically allows only one duplication to be inserted into the ORAM

tree when retrieving and uploading one path. So the insertion of

𝐾 duplications implies C needs to retrieve and upload 𝐾 paths,

resulting in additional communication overhead. To optimize this

for efficient duplication insertion, we implement two key measures:

❶ we notice that duplication insertion can exclusively target the

small meta blocks, thus we require C to reduce the bandwidth via

downloading only meta blocks in the 𝐾 designated paths for inser-

tion. ❷ we integrate the duplication insertion with regular vertex

operations for a piggyback-style [3] insertion. When C retrieves

a complete path (containing both data and meta blocks) during

visiting a vertex, it simultaneously retrieve meta blocks in 𝐾 paths

within the same interaction round to insert duplications. The

above design guarantees that the communication overhead, i.e., the

costs on bandwidth and interaction rounds, is limited compared

with the total costs of query processing.

Remarkably, C cannot select 𝐾 random paths to insert dupli-

cations. In the original Path ORAM [80], random path selection

suffices for writing items into the ORAM tree because each item is

assigned to a uniformly random path during eviction. In contrast,

duplications are deterministically mapped to fixed paths based on

graph topology. To illustrate, suppose C accesses the same vertex

𝑣 repeatedly for 𝜇 times. For its neighbor 𝑔𝑖 located at path 𝑝𝑡𝑖 ,

C must notify 𝑔𝑖 the position updates with 𝜇 duplications. More-

over, all the 𝜇 duplications are inserted towards the same path 𝑝𝑡𝑖 ,

which is basically different from the randomized mechanism in

Path ORAM. Consequently, retrieving 𝐾 random paths provides no

theoretical guarantee against overflow—i.e., the absence of empty

meta blocks in the target path to accommodate new duplications. To

ensure a rigorous overflow bound, we adopt the aggressive eviction

strategy from [33, 74]: C selects the 𝐾 paths in reverse lexico-
graphical order instead of choosing randomly. Combined with

the de-duplication strategy detailed in the next section, this enables

us to derive a practical upper bound on 𝑌 (i.e., the number of meta

blocks for each bucket) to rule out the overflow.

3.2.3 De-duplication Strategy (C3). The final and most critical step

is de-duplication. As previously noted, when a vertex 𝑣 is visited for

multiple times, C may generate multiple duplications for the same

neighbor, all of which are inserted into the same path. Without

an effective de-duplication mechanism, overflow becomes highly

likely due to the limited capacity of meta blocks. We formalize the

objectives of de-duplication as follows:

(1) Utilization: minimize the number of redundant duplications

for the same neighbor within a path;

(2) Correctness: ensure that only the most recent duplication for

a given neighbor remains valid.

A duplication {𝑣 .id, 𝑣 .𝑝𝑛′, 𝑝𝑛𝑖 } can be uniquely identified by the

tuple (𝑣 .id, 𝑝𝑛𝑖 ), referred as identifier tuple. All such duplications

target the neighbors of 𝑣 located in path 𝑝𝑛𝑖 , but carry position

updates in different time points. Since only the latest update is

truly valid, C can remove any prior duplications sharing the same

identifier tuple, thereby improving space utilization. To determine

update order without additional information, we avoid explicit

timestamps— which would increase meta block size—and instead

leverage the structural properties of the ORAM tree: we treat the

level of a duplication within the ORAM tree as its logical timestamp,

and always identify the one closest to the root as the valid one.

Note that the latest duplication is inserted last and thus exactly

resides at the shallowest level (closest to the root), which ensures

the correctness of our de-duplication.
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Furthermore, extensive de-duplication can be performed when

C downloads an entire path including data and meta blocks. This

full-path access enables C to consolidate all update information and

notify them to the corresponding neighbor vertices, after which all

duplications targeting that path can be safely removed. Combined

with the earlier insertion strategy, the de-duplication mechanism

enables a rigorous analysis of overflow in the following section.

3.3 Overflow Analysis
We now derive the appropriate number of meta blocks to allocate

per bucket, denoted by 𝑌 . We first describe the reverse lexicograph-
ical (RL) path selection [33, 74] and its key properties, and then

propose our results about overflow.

RL Path Selection.Within a height-𝐿 ORAM tree, path selection is

governed by an 𝐿-bit integer 𝑠 := 𝑠𝐿−1𝑠𝐿−2 . . . 𝑠0. Starting from the

root node at level 0, the traversal direction at each branching point is

determined by the current bit value: a left branch is taken when 𝑠0 =

0, and a right branch when 𝑠0 = 1. Proceeding sequentially through

the bit sequence from 𝑠0 to 𝑠𝐿−1 yields a unique path through

the tree structure. The RL path selection variant employs modular
arithmetic for path evolution, executing the increment operation

𝑠 ← 𝑠 +1 after each path selection. As demonstrated in [33, 74], this

strategy guarantees aggressive eviction for the ORAM tree to keep

small client-side storage costs. It exhibits important properties and

guarantees Theorem 3.1 for delayed duplications.

Property 1. For a height-𝐿 ORAM tree under RL path selection,
any level- 𝑗 bucket (0 ≤ 𝑗 < 𝐿) satisfies:
• the meta blocks associate with it are deterministically accessed once

every 2
𝑗 path selections.

• if the 𝑖-th path takes its left (resp. right) branch, the (𝑖 + 2𝑗 )-th
path will deterministically take its right (resp. left) branch.

Theorem 3.1. Suppose that, on input an integer 𝑛, C initializes
a height-𝐿 ORAM tree where each bucket is associated with 𝑌 meta
blocks. Assume each access to the ORAM tree (the retrieval and upload
of one path) incurs exactly𝐾 new duplications, and𝐾 additional paths
are chosen via the RL path selection for inserting the duplications.
Then, after𝑚 accesses, the probability of overflow is bounded by:

𝐿−1∑︁
𝑗=𝜎

2
𝑗

⌈
𝑚𝐾

2
𝑗

⌉ 1 −
⌊𝑌/𝐾 ⌋∑︁
𝑖=0

(
2
𝑗

𝑖

) (
1

2
𝑗+1

)𝑖 (
1 − 1

2
𝑗+1

)
2
𝑗−𝑖  ,

where 𝜎 is the smallest integer such that 2𝜎 > 𝑌 .

Proof. We derive the probability bound through three steps.

First, we introduce a simplified eviction strategy with lower meta

block utilization than our actual strategy, serving as a relaxation for

analysis. Second, we bound the maximum duplications per bucket

in the ORAM tree under this simplified strategy. Third, we compute

the overall overflow probability by aggregating individual bucket

overflow probabilities across the tree.

Following the theorem’s assumptions, each ORAM access gen-

erates 𝐾 duplications and thus C selects meta blocks in another 𝐾

paths for inserting duplications. For simplicity, we treat the parallel

𝐾 path selections as 𝐾 sequential selections to insert the 𝐾 duplica-

tions one by one. This does not affect our analysis as parallel selec-

tions and insertions actually imply a higher utilization [10, 88, 91].

(1) Simplified Eviction Strategy.
In addition to the de-duplication mechanism described in Sec-

tion 3.2.3, we employ a simplified eviction strategy for handling

duplications. Given one path whose meta blocks are down-

loaded, all duplications are pushed into this path as deeply as

possible, irrespective of whether there are empty meta blocks.

An overflow is triggered if any bucket in this path is required

to store more than 𝑌 duplications.

(2.1) Overflow in one Bucket for 𝛼 Duplications.
We now analyze the overflow probability within a bucket B
at level 𝑗 along the path selected by the RL strategy. The de-

duplication strategy guarantees we only need to consider dupli-

cations with distinct identifier pairs, simplifying the analysis.

The simplified eviction strategy guarantees that a newly in-

serted duplication remains in bucket B iff the path number of

its target neighbor lies in the left (resp. right) subtree ofB, while
the selected path lies in the right (resp. left) subtree of B. This
event occurs with probability 2

− 𝑗−1
. Given 𝛼 distinct duplica-

tions to be inserted—each targeting different neighbors—let 𝑋

denote the number of duplications that remain in B. Then, the
overflow probability in B is bounded by the event that more

than 𝑌 duplications remain, i.e., Pr[𝑋 > 𝑌 ].
However, as discussed in Section 3.2.2, up to 𝐾 duplications

may target the same neighbor and path number. In other words,

these duplications can be treated as a whole in eviction instead

of independent evictions, extending the duplication size by 𝐾 .

Therefore, we calculate a very relaxed upper bound of over-

flow probability by directly requiring there are at most ⌊ 𝑌
𝐾
⌋

duplications to remain in B:

Pr

[
𝑋 ≤

⌊
𝑌

𝐾

⌋ ]
=

⌊𝑌/𝐾 ⌋∑︁
𝑖=0

(
𝛼

𝑖

) (
1

2
𝑗+1

)𝑖 (
1 − 1

2
𝑗+1

)𝛼−𝑖
.

(2.2) Combine all Accesses and Duplications.
For a bucket B at level 𝑗 , Property 1 implies it is regularly

selected by the RL strategy every 2
𝑗
accesses. Between two

consecutive selections to it, meta blocks of B temporarily store

all duplications whose path numbers lies in the same subtree

of B. For example, if the first selection is the left branch, all du-

plications towards the right branch are kept in B’s meta blocks.

Upon the next selection to the right branch, these retained du-

plications are pushed further down, and B’s meta blocks then

hold duplications towards the left branch. Note between two

regular selections, at most 2
𝑗
new duplications are inserted into

the ORAM tree. So the probability that overflow happens on B
can be calculated by letting 𝛼 = 2

𝑗
:

Pr

[
𝑋 >

⌊
𝑌

𝐾

⌋ ]
= 1 −

⌊𝑌/𝐾 ⌋∑︁
𝑖=0

(
2
𝑗

𝑖

) (
1

2
𝑗+1

)𝑖 (
1 − 1

2
𝑗+1

)
2
𝑗−𝑖

.

The theorem assumes 𝐾 duplications are produced per ORAM

access. We now bound the probability that an overflow occurs

in bucketB within these𝑚 ORAM accesses. SinceB is accessed

every 2
𝑗
path selection, the total number of such intervals is at

most

⌈
𝑚𝐾
2
𝑗

⌉
. Thus, the overflow probability in B is at most:⌈

𝑚𝐾

2
𝑗

⌉
Pr

[
𝑋 >

⌊
𝑌

𝐾

⌋ ]
.
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This is induced from the union bound over events {𝐴𝑖 }𝑖∈[𝑘 ] [28],
which states that:

Pr

[
𝑘⋃
𝑖=1

𝐴𝑖

]
≤

𝑘∑︁
𝑖=1

Pr[𝐴𝑖 ] . (1)

(3) Combine all Buckets in the Tree.
Finally, we compute the probability that an overflow occurs in

any bucket of the ORAM tree over𝑚 ORAM accesses. Applying

Equation 1 across all levels of the ORAM tree, we obtain:

𝐿−1∑︁
𝑗=𝜎

2
𝑗

⌈
𝑚𝐾

2
𝑗

⌉ 1 −
⌊𝑌/𝐾 ⌋∑︁
𝑖=0

(
2
𝑗

𝑖

) (
1

2
𝑗+1

)𝑖 (
1 − 1

2
𝑗+1

)
2
𝑗−𝑖  ,

where 𝜎 is the smallest integer such that 2
𝜎 > 𝑌 . To ensure a

negligible overflow probability, we require the entire expression

to be less than 2
−𝜆

where 𝜆 is the security parameter. □

Remark. Actually, the upper bound derived in the proof is rather

loose due to several strong simplifying assumptions:

(1) The simplified eviction strategy is not as aggressive as that in

Path ORAM and does not utilize the client-side stash, thus the

simplification relaxes the bound.

(2) We apply Equation 1 to calculate the upper bound of overflow in

different periods of time and buckets. This inevitably amplifies

the overall probability.

(3) Recall each ORAM tree also retrieves a complete path including

meta blocks, which can also be used for inserting duplications,

we do not count this in our proof.

In Table 2, we present the specific information about meta block

settings according to real-world datasets. Given a graph𝐺 = (𝐸,𝑉 ),
we assume𝐾 = 10 and𝑚 = 𝑛 = |𝑉 | to simulate the storage overhead

of meta blocks. It is shown that the storage cost of meta blocks is

incremental compared with the total bucket storage cost. We will

provide a more detailed and thorough evaluation of meta block cost

(e.g., the bandwidth and processing time) in Section 6.

4 GROVE: GRAPH PROCESSING
As demonstrated by native graph databases (particularlyNeo4j [67]),
IFA is a fundamental principle that enables efficient preservation

and traversal of relationships between vertices. Our technique, de-
layed duplication, is the first to realize IFA in the context of oblivious

graph databases. In this section, we leverage this capability to de-

sign Grove, an EDB for processing complete graph queries in an

oblivious manner. We particularly highlight its advantages in han-

dling neighbor queries and graph traversal tasks, which benefit

most significantly from the IFA design.

4.0.1 Data Structures. When presenting delayed duplication in Sec-

tion 3.2, we assumed the client C already has the content of a

target vertex in order to obliviously retrieving its neighbors from

an ORAM tree. However, we are yet to address: how can the client
first download the target vertex obliviously? This step is essential

for enabling ORAM-tree based oblivious graph algorithms, but it

cannot be done in a practical way yet. For example, Compass [97]

requires C to locally preserve the positions of all vertices in the

ORAM tree for retrieving them. This requires O(|𝑉 |) client-side
storage and thus can be infeasible. In this section, our goal is to

design new data structures and mechanism, based on the delayed

Dataset Size |𝑉 | Data Meta Pro

Enron email [47] 36,692 12 KB 1.5 KB 11.1%

Amazon product [54] 548,552 88 KB 1.2 KB 1.35%

VisualGenome [50] 108,077 1.2 MB 5.4 KB 0.45%

Table 2: Meta block information in reality. Data and Meta
refer to the storage for data and meta blocks per bucket. Pro
is the proportion of meta blocks on the total bucket storage.

duplication technique, to enable the oblivious retrieval of any target

vertex with practicality, and finally support complete and efficient

oblivious graph processing.

4.1 Data Structures
Data structures. Grove adopts two ORAM trees (T𝐺 ,T𝑃 ) to allow

C to download any target vertex and process graph queries:

• Graph Tree T𝐺 : This ORAM tree stores all vertices for process-

ing graph queries. To follow IFA design, each vertex preserves

the vertex content together with its edge/neighbor information.

Besides the edges’ description, these information include neigh-

bor’s positions in T𝐺 to enable C directly access the neighbors

within T𝐺 . Delayed duplications are applied here to enable IFA.

• Position tree T𝑃 : This ORAM tree is used to build an OMAP

to store all vertices and their corresponding positions in T𝐺 . It
stores much less information than T𝐺 as it is designed to obtain

only vertices’ positions in T𝐺 .
Consider a graph query where C begins with target vertex 𝑣 . Grove
first retrieves 𝑣 ’s position in T𝐺 through a lookup operation on

OMAP T𝑃 , followed by fetching the vertex data from T𝐺 based on

the obtained position information. With the fetched vertex, C is

able to execute the complete graph query, incorporating delayed

duplication mechanisms and specialized graph algorithms.

Notably, T𝐺 additionally maintains each vertex’s corresponding

position in T𝑃 . During graph processing operations, updates to

vertex positions inT𝐺 create inconsistencywith the positions stored

in T𝑃 . To resolve this, we require T𝐺 to record vertex positions in

T𝑃 such that C can utilize delayed duplications again here to notify

T𝑃 the updated positions.

For ease of deployment, we extract the meta blocks from (T𝐺 ,T𝑃 )
as ORAM trees (M𝐺 ,M𝑃 ). This allows C to apply nearly the same

implementation logic and interfaces to manage the four ORAM

trees instead of additional complex mechanisms to handle meta

blocks separately. With this optimization, the complete architecture

of Grove is illustrated in Figure 3.

4.1.1 Initialization. During the initialization of Grove for a graph
𝐺 = {(𝑉 , 𝐸)}, the client C converts the graph to KV pairs for T𝐺
and T𝑃 . For each vertex 𝑣 , denote its positions in T𝑃 and T𝐺 as 𝑝𝑛𝑃

and 𝑝𝑛𝐺 , respectively. Then its pair for T𝑃 is (𝑣 .id, {𝑣 .𝑝𝑛𝑃 , 𝑣 .𝑝𝑛𝐺 })
while the pair for T𝐺 is{

𝑣 .id,
(
𝑣 .𝑝𝑛𝑃 , 𝑣 .𝑝𝑛𝐺 , 𝑣 .𝑣𝑎𝑙𝑢𝑒, {(𝑔𝑖 .id, 𝑔𝑖 .𝑝𝑛𝐺 , 𝑔𝑖 .𝑒𝑑𝑔𝑒)}𝐾𝑖=1

)}
where 𝐾 denotes the maximal number of 𝑣 ’s neighbors, and 𝑔𝑖
denotes the neighbor of 𝑣 . We pad the neighbor number of each

vertex to 𝐾 to guarantee all pairs in T𝐺 have the same size. With

the KV pairs above, it is trivial to adopt existing algorithms [56,

80] to initialize the ORAM trees and write the pairs into (T𝑃 ,T𝐺 ).
Interestingly, as there is no duplication in the initialization, the
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Figure 3: The Complete Architecture of Grove.

trees (M𝑃 ,M𝐺 ) can be directly initialized as empty where “empty”

means there is even no random string inside meta blocks.

An optional optimization for delayed duplication is the tech-

nique proposed in [4], which utilizes newly inserted intermediate

vertices to sparsify a graph. For example, if one vertex 𝐴 preserves

10 edges connected to neighbors {𝐵1, ..., 𝐵10}, then we can create

two new vertices {𝐴1, 𝐴2} as 𝐴’s new neighbors and separately

connect them with {𝐵1, ..., 𝐵5} and {𝐵6, ..., 𝐵10}. To identify an in-

termediate vertex in the graph, we set its value to particular strings

like “intermediate vertex”. Consequently, now𝐴 preserves only

two edges to 𝐴1 and 𝐴2, and each vertex is connected by at most

5 vertices, even if 𝐾 = 10. In the remaining sections, we always

denote the maximal number of vertices connected to a vertex after

sparsification as𝐷 , and we explain the sparsification benefits below.

Under the context of delayed duplications, downloading a ver-

tex needs to produce 𝐾 duplications and O(𝐾 log |𝑉 |) bandwidth
costs. Fortunately, the sparsification reduces the duplication num-

ber requested to 𝐷 and now the corresponding bandwidth is only

O(𝐷 log |𝑉 ′ |) where 𝑉 ′ denotes the vertex set after sparsification,
i.e., the union of real vertices and intermediate vertices.

4.2 Queries on Static Graphs
In this section, we introduce the interfaces for queries on static

graphs, especially for graph traversal tasks. We leave the interfaces

and extension to dynamic graphs in Section 4.3. The difference be-

tween static and dynamic graphs lies only in whether the insertion

and deletion of vertices and edges are allowed.

Lookup and Update. We first introduce the basic operations, i.e.,

Lookup and Update to vertex and edge. The two basic operations

differ only in the client-side process to the target object, so we unify

them with the same interface. To operate a vertex 𝑣 , C first accesses

T𝑃 to obtain 𝑣 ’s position in T𝐺 . Then it retrieves 𝑣 from T𝐺 and

possibly locally updates it. To write back 𝑣 , C updates its positions

in both T𝐺 and T𝑃 . At the same time, C utilizes delayed duplications

to notify all 𝑣 ’s neighbors the updated position of 𝑣 in T𝐺 . Recall
that 𝑣 ’s KV pair for T𝐺 preserves all neighbors’ positions in T𝐺 such

that the duplications can be inserted into correct paths. For edge

lookup and update, as the IFA design stores all edge information

inside the vertices, C operates an edge by operating the vertices

connected by the target edge.

Neighbor Query. Given a Neighbor query to find all neighbors

of vertex 𝑣 , C completes it with three steps: ❶ C accesses T𝑃 to find

𝑣 ’s position in T𝐺 ; ❷ with the obtained position, C accesses T𝐺 to

download 𝑣 ’s KV pair which includes the identifiers and positions of

𝑣 ’s neighbors, and then proceeds to the graph query via download-

ing all these neighbors from T𝐺 based on their positions; ❸ finally,

C updates the positions of all downloaded vertices (including 𝑣 and

its neighbors) for obliviousness, and notify the update information

to all related objects in T𝐺 and T𝑃 via delayed duplications. As the

pair of each vertex for T𝐺 preserves its positions in (T𝑃 ,T𝐺 ) and
neighbors’ positions in T𝐺 , C knows the correct paths to insert the

duplications for correctness.

Recall that intermediate vertices are used to sparsify the graph.

Thus given a vertex 𝑣 for neighbor query, Grove actually executes

the following subroutines in step ❷:

(1) Since the graph has been sparsified, so C first retrieves 𝑣 and its

𝐷 neighbors in the sparsified graph. Denote these 𝐷 neighbors

as neighbor set 𝑆 , then 𝑆 may include intermediate vertices.

(2) Once C notice intermediate vertices in 𝑆 , it retrieves all neigh-

bors of vertices in 𝑆 . Then C replaces 𝑆 with the set of the new

retrieved vertices.

(3) C repeats step (2) until 𝑆 include no intermediate vertex, then

it treats 𝑆 as the final and correct neighbor set.

For obliviousness, the above process implies C retrieves a total of

1 + 𝐷 + . . . + 𝐷𝑤−1 + 𝐾 vertices in step ❷ within𝑤 + 1 interaction
rounds, where𝑤 is the least number such that 𝐷𝑤 ≥ 𝐾 .
𝑡-hop Query. The well-known 𝑡-hop query [79] is used to retrieve
all vertices whose distances between the start vertex are no more

than 𝑡 . Its applications include relationship discovery [90], impact

prediction [68], and friend recommendation [57]. To achieve it, we

extend it to a series of neighbor queries. Given the start vertex 𝑣 ,

C obtains its neighbor set 𝑆1 via a neighbor query. Then C issues

neighbor queries to all vertices in 𝑆1 in parallel and denote the new

neighbor set of them as 𝑆2. Repeating this process for 𝑡 times, C
gets 𝑡 sets {𝑆1, 𝑆2, ..., 𝑆𝑡 } as the final results.

All above operations are padded to the worst-case performance

for obliviousness. In other words, the access number and orders

to the four ORAM trees are always deterministic to the operation

type, the values of (𝐷,𝐾), while the sizes of the ORAM trees are

determined by (𝐷,𝐾), the vertex and edge size, and the number of

vertices in the sparsified graph denoted by |𝑉 ′ |.
Graph Traversal. With all interfaces above, Grove supports gen-
eral graph queries which can be expressed as the combination

of these interfaces. For example, Grove can achieve a variety of

graph queries such as fixed-length path query [20], shortest path

query in unweighted graph [77], and even connected component

queries [93]. We select 𝑡-length traversal [61] as one typical

query to implement, which traverses a 𝑡-length path in the graph

to find a target vertex. Such a task is recently popular as it is the

foundation of the famous HNSW algorithm [61]. Clearly, Grove can
achieve 𝑡-length traversal by 𝑡 continual (optimized) graph queries.

Other graph queries can also be achieved similarly via trivially

translating some classical algorithms with our oblivious interfaces.

In this work, we actually focus on the acceleration of IFA to foun-

dational interfaces and leave the deployment and optimizations for

more complex graph queries in the future.

Remark. Grove targets the client/server scenario where the com-

munication between C and S is expensive. This makes Grove im-

practical to execute some classical graph algorithms like Dijkstra’s

algorithm [22] which need to traverse all vertices. To overcome this

issue, some enclave-based graph EDBs are proposed. They signifi-

cantly reduce the communication cost with an avatar of C inside

S. They regard the bandwidth as the key performance factor. We
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Operation EDB Costs

Lookup (Vertex)
GraphOS 1 T𝑂𝑆 call

Grove 1 T𝑃 call + 1 T𝐺 call

Neighbor query
GraphOS (2𝐾 + 1) T𝑂𝑆 calls

Grove 1 T𝑃 calls + 𝛽 T𝐺 calls

𝑡-hop query
GraphOS (2(𝐾 + 𝐾2 + . . . + 𝐾𝑡 ) + 1) T𝑂𝑆 calls

Grove 1 T𝑃 calls + (1 + 𝐾 + . . . + 𝐾𝑡−1)𝛽 T𝐺 calls

𝑡-length traversal
GraphOS (2𝑡𝐾 + 1) T𝑂𝑆 calls

Grove 1 T𝑃 calls + 𝛽 · 𝑡 T𝐺 calls

Insertion
GraphOS (5𝐾 + 1) T𝑂𝑆 calls

Grove 2 T𝑃 calls + 2(𝛽 − 𝐾) T𝐺 calls

Table 3: Performance of Grove and GraphOS where 𝐾 is the
largest vertex degree in the graph and 𝛽 = 1+𝐷+ . . .+𝐷𝑤−1+𝐾 .

will show Grove has a much smaller bandwidth cost than the SOTA

enclave-based graph EDB (GraphOS [15]), which implies Grove
also has the potential to be applied within enclaves for enhanced

graph query performance.

4.3 Extension to Dynamic Graphs
In this section, we describe insertion and deletion operations that

extend Grove to dynamic graphs. We present them separately be-

cause IFA and graph sparsification lead to algorithmic differences

across applications.

Limited Maximal Degrees. Edge insertions and deletions are

particularly straightforward when the graph is relatively sparse,

i.e., the degree of each vertex is bounded by a small constant. In

such cases, Grove does not need intermediate vertices. Thus, edge

updates can be efficiently performed by directly modifying the

adjacency information of the vertices connected by the target edge.

For instance, to delete an edge, the two vertices connected by it

are retrieved, and the corresponding edge information are removed

from their KV pairs. Similarly, vertex insertion or deletion involves

updating the ORAM trees by inserting or removing the vertex itself

along with all its incident edges.

Sparsified Graphs. When vertices in the graph have high degrees

and trigger sparsification, edge insertions and deletions must ac-

count for intermediate vertices. In this context, inserting an edge

may actually involve adding it between two intermediate vertices

introduced to maintain sparsity. We summarize the procedure for

inserting or deleting an edge 𝑒 between vertices 𝑣1 and 𝑣2 as follows:

(1) C retrieves both 𝑣1 and 𝑣2 from the ORAM trees.

(2) C retrieves all intermediate vertices associated with 𝑣1 and 𝑣2.

(3) C locally determines and modifies the target intermediate ver-

tices for inserting or deleting the edge 𝑒 .

(4) C writes back all local vertices to the ORAM trees and applies

delayed duplications to maintain IFA.

Similarly, vertex insertion or deletion is performed by updating

both the vertex itself and all its incident edges in the sparsified

structure. Importantly, to ensure obliviousness, C must pad the

number of accesses in step (2) so that each vertex appears to have the

maximal degree 𝐾 , regardless of its actual degree. This padding can

become prohibitively expensive when vertex degrees vary widely

across the graph. Therefore, C is provided with an optional trade-off

between security and efficiency: it can choose to leak more degree

information besides 𝐾 to significantly improve the performance of

insertions and deletions, e.g., if the actual degree is larger than 𝐾/2.

5 PERFORMANCE AND SECURITY ANALYSIS
5.1 Performance Analysis.
The query cost in Grove consists of the accesses on the four ORAM

trees especially (T𝑃 ,T𝐺 ) sinceM𝑃 andM𝐺 are designed for the

small meta blocks and do not occupy independent interaction

rounds under our piggyback strategy. Meta-block cost is dataset

dependent and typically small relative to total query cost. More-

over, the complexities for meta block costs cannot be explicitly

calculated due to the complex relation between the bound 𝑌 and

|𝑉 |. Therefore, here we mainly count costs on (T𝑃 ,T𝐺 ) to compare

Grovewith prior SOTA work named GraphOS [15], we will provide

an empirical evaluation of cost on meta blocks in Section 6.

Instead of complexity, we use the calls of interfaces on different

data structures to decompose the query cost in Grove and GraphOS.
This breaks the limitation of specific foundational protocols used.

For example, both GraphOS and T𝑃 in Grove are established via an

OMAP, their complexities can vary based on different underlying

OMAP protocols [10, 75, 89]. In general, we use the following three

interfaces to decompose the cost:

• T𝑂𝑆 call is the operation on the underlying OMAP of GraphOS,

whose size is O(|𝑉 | + |𝐸 |).
• T𝑃 call implies the operation on the OMAP of T𝑃 , whose size is

only O(|𝑉 ′ |) where 𝑉 ′ is the vertex set in the sparsified graph.

• T𝐺 call indicates an simple ORAM access on T𝐺 rather than an

expensive OMAP operation. And the size of T𝐺 is O(|𝑉 ′ |).

Specifically, with the OMAP protocol [15] used in GraphOS, an

operation on OMAP whose size is O(𝑛), the interaction rounds and

bandwidth are O(log𝑛) and O(log2 𝑛), respectively. So we can con-

clude that an T𝑃 call is often cheaper than T𝑂𝑆 call as |𝑉 ′ | < |𝑉 |+ |𝐸 |
holds in most graphs. In particular, T𝐺 call is the most cheaper,

which requests only one interaction roundtrip and O(log𝑛) band-
width on an ORAM tree with size O(𝑛).

With the above decomposition, now we list the costs on typical

queries of Grove in Table 3. For fairness, we hide the vertex degree

information during Neighbor query in both Grove and GraphOS.

The complexities can be calculated according to specific OMAP

protocols, e.g., with OMAP in [15], the bandwidth for Neighbor
query in Grove and GraphOS are O((2𝐾 − 1) log2 ( |𝑉 | + |𝐸 |)) and
O(log2 |𝑉 ′ | + 𝛽 log |𝑉 ′ |) where 𝛽 = 1 +𝐷 + . . . +𝐷𝑤−1 +𝐾 . Clearly,
Grove performs better in most queries as it has only a few T𝑃 calls

and completes graph traversal mainly via the cheap T𝐺 calls.

5.2 Security Analysis.
We follow the typical security notion in oblivious algorithms [65,

78] and EDBs [71, 76] to define the security of Grove. Intuitively,
we require for each operation inGrove, the corresponding query ex-
ecution leaks nothing beyond the allowed leakage. We describe the

specific leakage profiles on the given graph𝐺 = (𝑉 , 𝐸) and query 𝑞
below and propose the formal security notion in Theorem 5.1.

• Database leakage L1 (𝐺) implies the leakages about 𝐺 . It is re-

vealed during both initialization and query processing, including

❶ the vertex number and edge number in the sparsified graph;

❷ the maximal size of vertex and edge; ❸ the maximal vertex

degree before and after sparsification, i.e., 𝐾 and 𝐷 .
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• Query leakageL2 (𝑞) indicates the query type information, which

is common in EDBs [83]. In detail, it leaks the query type from {

Lookup, Update, Neighbor query, 𝑡-hop query, 𝑡-length
traversal } where the value of 𝑡 also belongs to leakage.

The simulation-based security notion of Grove follows [14, 24,
71] to require the view of the adversary A on Grove is simulatable

with the permitted leakages. Formally, A is trying to distinguish

the real world and ideal world. Given a graph database 𝐺 and

a sequence of queries Q = {𝑞1, 𝑞2, ..., 𝑞𝑚}. In the real world, A
observes how Grove executes Q on𝐺 in the server side, denoted by

ViewGrove
A (𝐺,Q, 𝜆). On the contrary, in the ideal world, a simulator

Sim simulates the execution given the leakage {L1 (𝐺),L2 (Q)}
where L2 (Q) := {L2 (𝑞1), ...,L2 (𝑞𝑚)}. We denote the A’s view in

the ideal world as ViewSim
A (L1 (𝐺),L2 (Q), 𝜆). Then the security

guarantee holds as the following theorem.

Theorem 5.1 (Grove security). For any graph database 𝐺 =

(𝑉 , 𝐸) and a sequence of queries Q, there exists a polynomial-time
(PPT) simulator Sim such that the view of any PPT adversary A in
the real world and ideal world are computationally indistinguishable:

ViewGrove
A (𝐺,Q, 𝜆) 𝑐≡ ViewSim

A (L1 (𝐺),L2 (Q), 𝜆) .

Proof. We defer the detailed proof to Appendix A of the ex-

tended version [29]. Here we give a brief security intuition. The

semantically secure encryption in Grove guarantees that A can

infer information only through access patterns, as timing attacks

are excluded. Then Grove’s obliviousness property guarantees the

accesses to the ORAM trees leak only the permitted information.

For example, a Lookup operation always sequentially picks up ℎ

random paths in T𝑃 where ℎ = ⌈1.44 log |𝑉 ′ |⌉, then a random path

in T𝐺 , and finally 𝐷 paths onM𝐺 . The execution trace is fixed and

hence can be simulated by Sim with the values of |𝑉 ′ | and 𝐷 . □

6 EXPERIMENTAL EVALUATION
This section presents a comprehensive evaluation of Grove. We

design experiments to answer the following questions:

(1) What overhead do delayed duplications introduce in order to

enable the IFA design in oblivious graphs?

(2) Does Grove outperform the SOTA work GraphOS [15] in mul-

tiple workloads, including:

a. foundational operation such as lookup and neighbor query

b. graph-specific tasks such as 𝑡-hop and graph traversal

c. extension to dynamic graphs, i.e., insertion and deletion.

We mainly evaluate operations on vertices, as edge operations are

completed via accessing the corresponding vertices under IFA. Next,

we detail our experimental setup, datasets, and metrics. Both Grove
and GraphOS use the same security parameters, hardware, and

batching strategies. AsGraphOSwas originally designed within en-

claves, we adapt it to enable a fair comparison. Our results show that

delayed duplication adds only modest overhead; a small increase

in client-side storage can substantially reduce server-side storage

and improve query performance; and Grove consistently outper-

forms GraphOS across all workloads considered. In addition, we

release open-source implementations of Grove and a client/server-

optimized GraphOS at https://github.com/weiqins/daoram.

Experimental Setup. We implement all components in Python

3.12 and adopt an AVL-tree-based OMAP [15, 89] in GraphOS as our

underlying OMAP due to its highly parallelizable nature. For ORAM

trees T𝑃 and T𝐺 , each bucket has four blocks. All cryptographic

primitives are provided by the pycryptodome package [1]. The

entities C and S run on separate machines and communicate over

a WAN. To reflect realistic conditions, C is in Virginia, USA and

S is in California, USA; the measured average round-trip latency

between them is 35 ms. S is an Alibaba Cloud instance with an

Intel Xeon Platinum 8160 with 32 cores at 2.10 GHz and 64 GB of

memory, while C is a more constrained instance with 2 vCPUs from

an Intel Xeon Platinum 8269CY at 2.50 GHz and 8 GB of memory.

The bandwidth between the two instances is fixed at 100 Mbps, as

the performance bottleneck comes from the number of interaction

rounds rather than the bandwidth itself.

Datasets. Consistent with prior oblivious works [10, 16, 43] and

also GraphOS [15], we use synthetic datasets that vary vertex num-

ber |𝑉 |, edge number |𝐸 | and the maximum vertex degree 𝐾 due

to the obliviousness property [16]. We set |𝑉 | from 2
10

to 2
20

and

equip them with proportional edges, i.e., |𝐸 | = 𝐾 |𝑉 |. For each |𝑉 |,
we evaluate 𝐾 = 10 and 𝐾 = 100. When evaluating Grove with

𝐾 = 100, we sparsify the graphs with 𝐷 = 10. We use 𝑉 ′ to de-

note the vertex set after sparsification. For convenience, we still

report results using the original dataset vertex count; however,

when 𝐾 = 100 the underlying Grove datasets include newly in-

serted intermediate vertices. For each dataset, the per-vertex value

size is 4 KB and 22 KB, following the real datasets in Table 2.

Metrics. There are four main metrics considered throughout our

experiments. Besides server-side storage, we test the query pro-

cessing time (also called runtime) as the key efficiency metric; the

interaction rounds as the inherent efficiency metric independent of

latency; and the bandwidth as the efficiency metric when interac-

tion delay is excluded. Notably, bandwidth in obliviousness refers

to the communication volume. Under the client/server model, band-

width alone has limited impact on end-to-end efficiency because

interaction cost dominates. We nevertheless report bandwidth to

highlight the potential of running Grove inside secure enclaves.

6.1 Evaluation of Delayed Duplications
We first measure the overhead introduced by delayed duplication

in enabling the IFA design for oblivious graphs. In Section 3.3, we

have used Table 2 to show that the storage costs of meta blocks are

very limited since each meta block consists of only several integers.

With the vertex size increasing, the storage overhead is more and

more incremental. For example, when the vertex size is over 22

KB [54], the storage overhead is no more than 1.35%. As vertices in

graphs often have large size like 300 KB in [50], the storage costs

on meta blocks actually are ignorable relative to graph storage.

For query processing, we recall that duplications do not occupy

additional interaction rounds due to our piggyback strategy. So we

use Table 4 to present the proportions of processing duplication

relative to the total query processing on only bandwidth and run-

time. We generate graphs with different vertex numbers and vertex

sizes under 𝐾 = 10 to observe the scalability of the duplication tech-

nique. We pick up the foundational query Lookup and Neighbor
query as the test objects. It is shown that ❶ the overhead is stable

under different vertex numbers, validating its great scalability; ❷

similar to storage costs, the bandwidth and runtime overhead sig-

nificantly decrease with vertex size increases from 4 KB to 22 KB,
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Graph Size |𝑉 | = 2
10 |𝑉 | = 2

14 |𝑉 | = 2
18 |𝑉 | = 2

20

Metrics Bandwidth Runtime Bandwidth Runtime Bandwidth Runtime Bandwidth Runtime

Lookup
4 KB 29.72% 1.00% 28.57% 0.91% 25.45% 0.85% 24.35% 0.81%

22 KB 11.87% 0.43% 11.92% 0.42% 11.79% 0.42% 11.63% 0.40%

Neighbor
4 KB 43.09% 1.48% 50.15% 1.68% 53.12% 1.82% 53.90% 1.90%

22 KB 13.13% 0.44% 17.11% 0.58% 19.20% 0.67% 19.90% 0.71%

Table 4: Percentage of bandwidth and runtime from delayed duplications relative to total query processing (𝐾 = 10).
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Figure 4: Performance of fundamental operations.
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Figure 5: Performance of graph queries.
implying the duplications can perform better in applications with

larger vertex size; ❸ the processing time for duplications costs only

0.40% ∼ 1.90% of the total runtime, which is clearly incremental,

although the bandwidth overhead is substantial. The gap between

bandwidth and runtime overhead is because the interaction rounds

are the main bottleneck under the client/server model. Remark-

ably, despite the 11.63% ∼ 53.90% bandwidth overhead, Grove still
outperforms GraphOS in bandwidth as shown in the next section.

Additionally, we evaluate larger 𝐾 values with 𝐷 = 10 to assess

scalability with respect to vertex degree; due to space constraints,

the results appear in Appendix B.1 of the extended version [29]. We

also conduct an additional experiment to quantify the client/server

storage trade-off by using smaller buckets for delayed duplications

and to measure the resulting effect on processing time.

6.2 Comparison between Systems
We begin our comparison of the two systems by characterizing

their setup performance and server-side storage. Grove outper-

forms GraphOS in both metrics, particularly for dense graphs. This

advantage stems from the fact that GraphOS stores both vertices

and edges in the underlying OMAP, whereas Grove stores edges
within vertices, resulting in an OMAP size determined solely by the

number of vertices. Empirically, Grove achieves a setup speedup of

80.6% to 94.6% and reduces server-side storage by 74.6% to 92.5%

across datasets with |𝑉 | ranging from 2
10

to 2
20
. We provide de-

tailed breakdowns of these results, along with a comparison of

client storage, in Appendix B.2 of the extended version [29].

6.2.1 Foundational Operations. We evaluate the performance of

Grove and GraphOS on foundational operations, namely Lookup
and Neighbor query. We omit Update since it adopts the same

interface as Lookup. Results for runtime, interaction rounds, and

bandwidth are shown in Figure 4 and Table 5. For both operations,

we observe Grove outperforms GraphOS across all three metrics.

Although IFA is designed to mainly optimize graph traversal,

Grove still performs Lookup faster, with fewer interaction rounds

and lower bandwidth, as shown in Table 3. This results from both

systems relying on an underlying OMAPwhileGrove uses a smaller

one. In Figure 4, across all tested graph sizes with 4 KB value, Grove
is 13.2% to 28.6% faster than GraphOS in Lookup. The performance

gain narrows as 𝐾 increases because the additional intermediate

vertices enlarge the OMAP used by Grove, reducing the OMAP

size gap between the two systems. Larger vertex values have the

opposite effect: when 𝐾 = 10 and the value is 22 KB, the maximum

improvement rises to 39.9%. The increase results from GraphOS
having steeper bandwidth growth with value size, since its edge-

retrieval step is as expensive as a vertex retrieval.

The speedup on Neighbor query is more substantial since this

operation involves neighbor traversal, which IFA targets to improve.

In Figures 4(c) and 4(d), the speedup ranges from 68.5% to 76.1%.
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Figure 6: Performance of insertion and deletion.

The improvement stems from many fewer interaction rounds; for

|𝑉 | = 2
20

the count drops from 108 in GraphOS to 31 in Grove
as shown in Table 3. IFA enables Grove to complete the operation

with a single OMAP access rather than multiple sequential OMAP

accesses in GraphOS. Bandwidth declines accordingly, for example

from 37 MB to 26 MB when |𝑉 | = 2
20

with 22 KB vertex values.

6.2.2 Graph-specific Queries. To further demonstrate how IFA ac-

celerates graph traversal, we evaluate 𝑡-hop query and 𝑡-length
traversal. We expectGrove to deliver larger speedups: for a series
of neighbor retrievals, IFA lets Grove complete each traversal in

a single interaction round, whereas GraphOS requires multiple

OMAP accesses and corresponding multiple rounds.

In Figure 5, we vary the vertex count |𝑉 | and hop number 𝑡

independently to evaluate the 𝑡-hop query. With 𝑡 fixed, Grove
achieves speedups between 59.4% and 64.1%. As |𝑉 | increases,Grove
’s advantage widens, since repeated OMAP operations in GraphOS
scale more quickly with |𝑉 | than the single-round neighbor tra-

versal in Grove. With |𝑉 | fixed instead, the cost of both systems

grows rapidly as the number of retrieved neighbors often increases

exponentially with 𝑡 , substantially increasing bandwidth and client

computation. For large 𝑡 (for example, when retrieval downloads

the entire dataset), client computation becomes the main bottleneck,

which makes the benefit of fewer interaction rounds in Grove less
pronounced. Even then, the speedup can be approximated from

bandwidth differences: since Grove transfers less total data, it con-
tinues to improve over GraphOS. Across the reported 𝑡 values,

Grove attains a maximum speedup of 68.5% to 77.9% in runtime

and improvement of 40.3% to 42.4% on bandwidth.

We evaluate the 𝑡-length traversal using the same design,

varying 𝑡 and |𝑉 | independently, as shown in Figure 5. For the

same reasons as above, Grove ’s advantage widens as |𝑉 | grows.
When varying 𝑡 , 𝑡-length traversal differs from 𝑡-hop: the per-
step bandwidth is essentially constant for both systems and much

smaller than in the 𝑡-hop setting, so the plotted lines have roughly

constant slopes and interaction rounds dominate the time. Since

Grove ’s interaction rounds grow much more slowly with 𝑡 than

those of GraphOS, larger 𝑡 yields greater runtime speedups, con-

sistent with the results that at 𝑡 = 1 Grove achieves a speedup of

76.1% and at 𝑡 = 5 a speedup of 88.2%.

6.2.3 Dynamic Graphs. Lastly, we evaluate dynamic graph opera-

tions, i.e., insertion and deletion. In Grove, insertion adds the new

vertex and identifies neighbor paths to place delayed duplications

correctly as update metadata. In contrast, GraphOS must insert the

vertex, insert each incident edge, and download neighbor vertices to

Operation
Grove GraphOS

Round Bandwidth Round Bandwidth

Lookup 30 2.54 MB 36 3.22 MB

Neighbor 31 26.01 MB 108 37.82 MB

Insertion 31 28.98 MB 108 157.66 MB

Deletion 30 2.54 MB 108 157.66 MB

3-hop query 33 1.91 GB 252 3.2 GB

3-length trav 33 72.95 MB 252 107.05 MB

Table 5: Comparison on interaction round and bandwidth
under |𝑉 | = 2

20, 𝐾 = 10, and vertex size of 22 KB.

update stored information, which results in many more interaction

rounds and substantially higher bandwidth. As demonstrated in

Figure 6, Grove achieves an insertion speedup of 52.5% to 70.1%. As

𝐾 increases and Grove introduces additional layers of intermedi-

ate vertices, insertion becomes less parallelizable because locating

neighbor information requires retrieving these intermediate ver-

tices layer by layer. GraphOS has a fixed number of interaction

rounds with respect to 𝐾 , while its bandwidth alone grows with

𝐾 . Even so, the initial gap in interaction rounds is large, and with

many intermediate layers the neighbor count is also large, making

bandwidth the primary bottleneck. Consequently, Grove continues
to outperform GraphOS as 𝐾 grows.

For deletion, GraphOS follows the same pattern as insertion: it

removes incident edges and updates neighbor vertices, which again

incurs many interaction rounds and high bandwidth. In Grove,
when no intermediate vertices are present, deletion is nearly identi-

cal to Lookup: delayed duplications notify neighbors of the deletion,
for example by setting the updated path to a negative value. If in-

termediate vertices exist, Grove retrieves the relevant intermediate

vertices to inform neighbors, mirroring insertion. Figure 6 shows

that Grove improves deletion performance by 75.5% to 81.9%.

7 CONCLUSION
In this work, we aim to address a key problem of obliviousness in

EDBs, namely enabling IFA in oblivious graphs for enhanced per-

formance. Compared with prior works, our new technique, delayed

duplication, is the first to solve this problem efficiently without

relaxing security guarantees. We combine this technique with care-

fully designed data structures to develop an EDB, Grove, that pro-
cesses graph queries both practically and obliviously. Our empirical

evaluation shows that Grove substantially outperforms the SOTA

system GraphOS [15] under the client/server paradigm. We release

an open-source library at https://github.com/weiqins/daoram to

support further development of oblivious graphs.
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A SECURITY PROOF
We now prove Theorem 5.1. The proof can be completed with game

transitions on a hybrid game. In this game, the data structures in

the server side consist of only random strings instead of ciphertexts.

To keep the distribution of access patterns on them identical to

ViewGrove
A (𝐺,Q, 𝜆), the client C runs Q on 𝐺 with local Grove to

produce the access patterns. In particular, it addresses overflow

on meta blocks by directly padding new additional meta blocks

when overflow happens. Denote the view of the adversary in this

hybrid game as ViewHybrid
A (𝐺,Q, 𝜆). Clearly, this hybrid game ac-

tually only replaces semantically secure ciphertexts in the server

side with random strings and remove the negligible overflow prob-

ability. Then the security of semantically secure encryption [36]

guarantees:

ViewGrove
A (𝐺,Q, 𝜆) 𝑐≡ ViewHybrid

A (𝐺,Q, 𝜆) .
Otherwise, we can construct an adversary via them to break the

underlying semantically secure encryption scheme. Now we con-

struct a simulator Sim to prove the views in the hybrid game and

ideal world are indistinguishable.

(1) Sim sets up the ORAM trees in the server side according to

L1 (𝐺) and fill them with random strings. The sizes of these

ORAM trees are identical to those in the real world since they

are solely determined by L1 (𝐺), e.g., the vertex number (after

sparsification) |𝑉 ′ | determines the height of ORAM trees.

(2) For query 𝑞𝑖 , Sim produces the access patterns on the simulated

ORAM trees with both L2 (𝑞𝑖 ) and L1 (𝐺). The two leakages

decide how to produce the access patterns, i.e., the interaction

rounds and the number of paths in each ORAM tree to retrieve

in each round. So Sim follows the two leakages to issue interac-

tion and retrieve random paths. Here we list two foundational

queries from { Lookup, Update, Neighbor query, 𝑡-hop
query, 𝑡-length traversal } to explain the simulation.

• The Lookup operation fixes an execution trace with the fol-

lowing sequential ORAM accesses: first ℎ ORAM accesses

to T𝑃 where ℎ = ⌈log |𝑉 ′ |⌉, then one ORAM access to T𝐺 ,
finally 𝐷 ORAM accesses toM𝐺 .

• The Neighbor query fixes an execution trace with sequen-

tial ORAM accesses: first ℎ ORAM accesses to T𝑃 , then 1 +
𝐷1 + . . .+𝐷𝑤−1 +𝐾 accesses to T𝐺 for the start vertex and its

neighbors where𝑤 is the smallest integer such that 𝐷𝑤 ≥ 𝐾 ,
finally 𝐾 accesses toM𝑃 and 𝐾 · 𝐷 accesses toM𝐺 .

As each ORAM access to T𝑃 and T𝐺 just retrieve a random

path while each ORAM access toM𝑃 andM𝐺 selects a deter-

ministic path according to the reverse lexicographical order,

SIM clearly can follow the execution trace to pick up paths for

simulating the corresponding query with the permitted query

type information L2 (𝑞).
In this way, Sim performs identically to the server-side execution in

the hybrid game except that they select ORAM paths and produce

random strings independently. As both of them just select random

paths on (T𝑃 ,T𝐺 ) and the same deterministic paths on (M𝑃 ,M𝐺 ),
it holds that the distributions of their path selections are identical.

Then combined with random strings, we can conclude

ViewHybrid
A (𝐺,Q, 𝜆) 𝑐≡ ViewSim

A (L1 (𝐺),L2 (Q), 𝜆),
which completes our proof.

B ADDITIONAL EXPERIMENTS
In this section, we present the details of the additional experi-

ments mentioned in Section 6, completing the evaluation of the

additional costs introduced by incorporating the delayed duplica-

tion technique and further demonstrating Grove’s advantages over
GraphOS.

B.1 Duplication Costs
We begin by examining how the cost of delayed duplication scales

with the maximum number of neighbors per vertex, 𝐾 . Recall that

when 𝐾 = 100, the synthetic graph is sparsified with 𝐷 = 10, keep-

ing it the same as when 𝐾 = 10. The major factor affecting the

theoretical per-bucket bound 𝑌 on delayed duplications is then the

introduction of additional intermediate vertices, which enlarges |𝑉 |
by at most 10×. We perform this additional preprocessing because

𝑌 is far less sensitive to increases in the total number of vertices

|𝑉 | than to increases in 𝐷 . As a result, the percentages of band-

width and runtime attributable to delayed duplications at 𝐾 = 100,

reported in Table 6, are very close to those at 𝐾 = 10, reported in

Table 4. Overall, increasing 𝐾 while keeping 𝐷 fixed has only a min-

imal effect on the runtime and bandwidth attributable to delayed

duplication.

Secondly, we note that the probability bound derived in Theo-

rem 3.1 decreases quite slowly as𝑌 increases. This yields a practical

trade-off: by setting 𝑌 to a fraction of its theoretically-secure bound

and accepting a slightly higher overflow probability, we shift the

burden of storing some delayed duplications to the client-side stash

while reducing server storage and per-operation bandwidth. In Ta-

ble 7, we evaluate this trade-off on the 4 KB value graph. Because

keys have the same size in the 22 KB graph, the size of delayed

duplications is identical there, so similar behavior is expected. With

𝑌 set to 20% of the theoretical bound, we observe a peak increase in

the client stash of 263.8 KB while performing 2
20 Neighbor queries,

and a reduction of 443.52 KB in the bandwidth of each Neighbor
query.We stress that the client-side stash size fluctuates and reaches

its maximum only after many operations, whereas the decreases in

server storage and bandwidth are stable. In addition, we note that

when 𝑌 is reduced, the processing time for delayed duplication also

decreases, though this time already constitutes only a small portion

of the overall runtime. Overall, the client C can choose to hold

more delayed duplications in its stash to significantly reduce the

extra overhead incurred by incorporating the delayed duplication

technique.

B.2 Setup and Storage Comparison
In this subsection, we compare Grove and GraphOS in terms of

setup time and server-side storage. Under the client/server para-

digm, the client C performs a one-time setup and can afford sub-

stantial local computation during this phase. We find that Grove
consistently outperforms GraphOS on both metrics, especially on

dense graphs. This is because GraphOS stores both vertices and

edges as KV pairs inside the OMAP, whereas Grove stores edges
within vertices. As a result, the OMAP size in Grove is determined

by |𝑉 ′ | instead of |𝑉 | + |𝐸 | as inGraphOS. Consequently, despite the
additional delayed-duplication ORAM treesM𝑃 andM𝐺 , Grove
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Graph Size |𝑉 | = 2
10 |𝑉 | = 2

14 |𝑉 | = 2
18 |𝑉 | = 2

20

Metrics Bandwidth Storage Bandwidth Storage Bandwidth Storage Bandwidth Storage

Lookup
4 KB 30.01% 1.03% 28.84% 0.93% 25.71% 0.87% 24.60% 0.83%

22 KB 11.99% 0.44% 12.04% 0.43% 11.91% 0.43% 11.75% 0.41%

Neighbor
4 KB 43.66% 1.52% 50.81% 1.73% 53.81% 1.86% 54.60% 1.94%

22 KB 13.26% 0.45% 17.33% 0.60% 19.44% 0.69% 20.15% 0.73%

Table 6: Percentage of bandwidth and runtime from delayed duplications relative to total query processing (𝐾 = 100, 𝐷 = 10).

Utilization of
theoretical bound

Server Storage
Lookup Neighbor

Client stash Bandwidth Client stash Bandwidth

40% -5.79 GB +0.02 KB -30.24 KB +0.82 KB -332.64 KB

30% -6.76 GB +0.15 KB -35.28 KB +13.2 KB -388.08 KB

20% -7.72 GB +16.8 KB -40.32 KB +263.8KB -443.52 KB

Table 7: Trade-off introduced by adjusting bound 𝑌 for delayed duplication ( |𝑉 | = 2
20, 𝐾 = 10, and vertex value of 4 KB).

Graph Size |𝑉 | = 2
10 |𝑉 | = 2

14 |𝑉 | = 2
18 |𝑉 | = 2

20

Metrics Time (h) Storage (GB) Time (h) Storage (GB) Time (h) Storage (GB) Time (h) Storage (GB)

4 KB
Grove 0.04 0.04 0.37 0.63 3.78 29.71 12.12 106.88

GraphOS 0.18 0.53 2.88 8.46 47.28 135.23 191.40 541.16

22 KB
Grove 0.02 0.19 0.56 3.68 6.11 58.72 19.19 232.88

GraphOS 0.25 2.89 4.38 46.20 76.33 739.27 317.68 2957.08

Table 8: Comparison between the time consumed in the setup phase and the total storage utilized by the server (𝐾 = 10).

still achieves a server-side storage reduction of 74.6% to 92.5%. This

advantage grows for graphs with larger vertex values, since the

sizes ofM𝑃 andM𝐺 are independent of those values. As vertex

values increase, these portions become relatively smaller, further

widening the storage gap.

For initializing the OMAP/ORAM trees, a practical approach

that limits C’s local storage while enabling fast initialization is to

instantiate the complete binary tree for ORAM/OMAP locally, then,

for each path, fill it with dummy data, encrypt it, and upload it to the

server. Using this approach, GraphOS uploads more paths during

setup, each of which is more costly. Empirically, we observe that

Grove achieves a setup-time speedup ranging from 80.6% to 94.6%.

Alternatively, if C has sufficient local storage during initialization,

it can encrypt the entire complete binary tree for ORAM/OMAP

locally and upload it in bulk; in that case, the setup-time speedup of

Grove closely approximates its server-side storage reduction factor.
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