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Emotion recognition has been an actively researched topic in the field of HCI. However, multimodal datasets used for
emotion recognition often contain sensitive personal information, such as physiological signals, facial images, and behavioral
patterns, raising significant privacy concerns. In particular, the privacy issues become crucial in workplace settings because
of the risks such as surveillance and unauthorized data usage caused by the misuse of collected datasets. To address this
issue, we propose an Encrypted Emotion Recognition (EER) framework that performs real-time inference on encrypted data
using the CKKS homomorphic encryption (HE) scheme. We evaluated the proposed framework using publicly available
WESAD and Hide-and-seek datasets, demonstrating successful stress/emotion recognition under encryption. The results
demonstrated that encrypted inference achieved similar accuracy to plaintext inference, with accuracy of 0.966 (plaintext)
vs. 0.967 (ciphertext) on the WESAD dataset, and 0.868 for both cases on the Hide-and-Seek dataset. Encrypted inference
was performed on a GPU, with average inference times of 333 milliseconds for the general model and 455 milliseconds for
the personalized model. Furthermore, we validated the feasibility of semi-supervised learning and model personalization in
encrypted environments, enhancing the framework’s real-world applicability. Our findings suggest that the EER framework
provides a scalable, privacy-preserving solution for emotion recognition in domains such as healthcare and workplace settings,
where securing sensitive data is of critical importance.
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1 Introduction
Emotion recognition is an actively researched topic in the field of Human-Computer Interaction. Beyond estimat-
ing human stress and emotional status using physiological sensing data, recent studies have been focusing on
utilizing multimodal datasets along with artificial intelligence models to classify emotions in real-time and provide
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interventions. While using multimodal datasets in emotion recognition allows for the use of more extensive and
diverse information, it also raises issues regarding the easier and more varied ways in which user privacy can be
compromised. For example, physiological data can reveal a user’s health and biological state, and images such
as facial or iris images, which can identify individuals, carry the risk of personal information leakage. As the
variety of collected data types increases and the volume of data grows, there is a risk of unintentionally inferring
individual characteristics or lifestyle patterns that were not the original purpose of data collection.

The privacy issues of emotion recognition can be considered even more serious when applied in the context of
workspaces. Recently, emotion recognition technology has been increasingly utilized in workplaces to enhance
productivity and prevent worker emotional exhaustion [35, 48, 53, 65]. For this, the collection of private data
such as the workplace environment (temperature, humidity, etc.) [53, 55, 76], the worker’s status (physiological
signals) [7, 25, 35, 53, 69], and interaction history between the worker and computer (desktop usage history,
mobile device usage history [51, 84] have been required. While such research aims to improve worker well-being
and productivity, it can conversely be used as a means of real-time automatic monitoring of worker productivity
or directly influencing the hiring process. Additionally, if trust in employers is low, the very act of data collection
can be perceived by workers as surveillance [57], potentially becoming a source of stress. Another privacy issue
arising from the workspace context is customer privacy. In workplaces such as call centers for card or financial
companies, calls with customers are recorded to protect workers from emotional labor and to detect the stress
they may be experiencing. Since conversations between customers and workers can contain a significant amount
of customer data, it is crucial to be particularly mindful of the collection and storage of voice data.

Privacy issues in emotion recognition are an area of active research within the field of HCI. However, until now,
solutions have been limited to the use of federated learning [17, 22, 23, 28, 78], differential privacy techniques [38],
or updating models on-device [26, 39, 75]. Federated learning protects personal information by localizing raw data
and sending only the gradients or weights of the updated model based on that data to a global model. However, the
information sent to the global model still contains data distribution information about users, which poses a risk of
model inversion attacks or inference attacks that could trace back to raw data. Similarly, while differential privacy
adds noise to the updates of gradients or weights sent to the global model, the accuracy of the model may decrease
as more noise is included. Furthermore, since differential privacy is primarily designed to prevent the leakage
of personal information during the training phase by ensuring that the trained model does not retain sensitive
data, it is not applicable for guaranteeing data privacy during inference in real-time service settings. On-device
learning, as another method, conducts training on local devices without sending data to a central server. This local
processing is useful from a privacy perspective, but it is dependent on the performance of the device’s hardware
and software, making it relatively difficult to build a general model with good performance. One solution to
these issues is the use of homomorphic encryption (HE). The HE is an advanced encryption technique designed
to enable arithmetic operations directly on encrypted data, while satisfying the strong cryptographic security
notion of IND-CPA (indistinguishability under chosen-plaintext attack). It encrypts raw data before sending it to
the global model, allowing the model to be updated using the encrypted data. Since model training and inference
can be performed based on the encrypted data, it offers the advantage of enhancing the performance of the global
model while protecting individuals’ private data. In this regard, we propose the following research questions:

• RQ1: How can HE be utilized to protect user privacy when using emotion recognition technology in the
workspace?
• RQ2: What considerations should be made to enhance the practicality of emotion recognition models
utilizing HE in real-world scenarios?

To address the first research question, we propose the Encrypted Emotion Recognition (EER) framework.
This framework utilizes HE to encrypt the process of model training and inference based on private data
collected in the workplace. Based on the framework, we validated whether the model provides sufficient inference
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performance under encryption, while ensuring standard cryptographic security and supporting real-time service.
Since performing computations on encrypted data using HE typically incurs a runtime overhead that is several
orders of magnitude higher than plaintext operations, designing complex models under HE often makes real-time
service infeasible. To address this, our model was carefully designed to be lightweight in structure and was
efficiently implemented within the HE framework. For this purpose, the Multi-Layer Perceptron (MLP)-based
logistic regression model was used as the plaintext model. We utilized two types of datasets employed in emotion
recognition for the evaluation: the WESAD dataset [63] and the Hide-and-seek dataset collected in workplaces
requiring emotional workload [58]. Regarding the second research question, we evaluated the model’s practicality
from two aspects. First, we demonstrated that the encrypted emotion recognition model could also be utilized for
model personalization. In cases where physiological data or device usage history data reveal significant individual
differences, the inference performance of the global model may decline. Therefore, the importance of model
personalization in emotion recognition is emphasized, and we verified whether a model encrypted with HE
could also be applied to personalization. We adopted a co-training approach to enhance model performance,
enabling semi-supervised learning that allows the model to be used without collecting separate labels from new
users. Furthermore, we empirically demonstrated that our HE-based model achieves a short inference time when
deployed on a GPU server, making it suitable for real-time service.

We demonstrate that stress/emotion recognition can be performed even when utilizing a dataset encrypted with
HE. For the WESAD dataset, when using plaintext data, the model achieved an accuracy of 0.966 and an F1-score
of 0.976. When using encrypted data, the model’s accuracy and F1-score were 0.967 and 0.971, respectively. For
the Hide-and-seek dataset, when using plaintext data, the model achieved an accuracy of 0.868 and an F1-score
of 0.899. When using encrypted data, the model’s accuracy and F1-score were 0.868 and 0.899, respectively.
This demonstrates that the EER framework can protect data privacy while minimizing model performance
degradation. Additionally, we show that it is possible to personalize the model even in an encrypted environment
by training with unlabeled encrypted data. We assume that 100 of the participant datasets are unlabeled data
and the rest are labeled data for evaluation. As a result, for the WESAD dataset, the accuracy and F1 score of
the encrypted personalized model are improved by 0.011 and 0.014, respectively, compared to the encrypted
generalized model, reaching 0.978 and 0.985. Similarly, for the Hide-and-seek dataset, the accuracy and F1-score
of the encrypted generalized model were 0.868 and 0.899, whereas the accuracy and F1-score of the encrypted
personalized model were 0.878 and 0.905, demonstrating a performance improvement of 0.001 and 0.006 after
personalization. Furthermore, we empirically demonstrated that our homomorphic encryption-based MLP model
achieves inference times suitable for real-time service. As a result, the total inference time of our proposed EER
framework was measured to be 556 ms, including both encryption and decryption, as well as communication
between the user and the server. Specifically, the encrypted model inference performed on a GPU server took
only 455 ms, confirming its viability for real-time applications.

In summary, our EER framework satisfies the following three key properties: 1) It guarantees IND-CPA security,
a standard notion of cryptographic semantic security; 2) It achieves practical performance that is competitive
with existing state-of-the-art models; and 3) It supports real-time inference under HE. Beyond its technical
contributions, we note that we propose a not only secure but also trustworthy and easy-to-use methodology
from a usable security perspective. For example, applying the EER framework does not require users to provide
additional personal information or to accept any degradation in service quality (e.g., reduced model accuracy or
loss of real-time availability). Therefore, the EER framework can be applied regardless of the user’s technical
literacy, imposing minimal cognitive or psychological burden on the user.
To guide the reader through our work, we provide a detailed explanation of the EER framework’s operation

and implementation. Lastly, we discuss the theoretical and technical contributions, along with mentioning
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in-situ feasibility and limitations of the EER framework. We publicly release the code implemented for the EER
framework1.

2 Background and Related Works

2.1 Emotion Detection in Workplaces
In the workplace, sensing has been utilized for various purposes. For example, workers’ stress or anxiety and
their affect or mood are monitored for their mental and physical well-being. Such sensing-based monitoring
has been applied to workers in various workplace environments. Booth et al. [7] analyzed movement patterns
based on data collected through Fitbit, smartphone, and OMsignal garment-based sensors to monitor the stress
of hospital workers. Data such as step count, heart rate, sleep, acceleration, fat burn, cadence, breathing, and
sitting time is used to capture the workers’ behavior consistency by generating time-series clusters of human
bio-behavioral signals [25]. Moreover, sensing is also utilized to assess and forecast knowledge workers’ stress,
mood, health, and physiological status. Umematsu et al. [69] conducted research to forecast the stress and health
of high-tech company workers by using data such as skin conductance, skin temperature, and acceleration.
Furthermore, Dartmouth’s research team developed a mobile application to collect data including audio data to
infer conversations, Bluetooth data to monitor sociability, and GPS data for mobility tracking [53]. In addition
to detection, sensing has also been used to measure cognitive load. To assess the cognitive load of workers
related to interruption management, consumer wearables are utilized [62], as well as biometric data and computer
interaction histories [84].
In the workplace, sensing is primarily used for purposes that benefit workers, such as improving their well-

being or productivity. However, concerns about the potential drawbacks of sensing have also been continuously
raised. For example, data collected through sensing, such as Photoplethysmography (PPG), Electrodermal Activity
(EDA), skin temperature, physical activity, sleep, phone usage, and acceleration, provide information related
to workers’ physiological and health status. However, when this data is secondarily processed, it may reveal
sensitive information about workers’ health conditions or the presence of diseases. A worker’s health status
is not only private information in itself but also highly critical, as it is directly linked to employment. In fact,
workplace sensing has been used to monitor job performance or to identify the roles of individual workers.
Swain et al. researched to understand individual roles by collecting data on workers’ location, sleep duration,
and phone usage through multisensors, such as wearables, phones, and beacons [19]. Additionally, Mirjafari et
al. verified that mobility, activity, phone usage, and physiological data collected through Garmin, phones, and
Gimbal Beacons can differentiate between high and low job performers [51]. Thus, even if sensing is employed for
worker-centric purposes, it is essential to obtain consent from workers before collecting any data and to strictly
limit the scope of data usage. Nonetheless, some concerns remain, as the implementation of these practices still
relies to a certain extent on the employer’s ethical considerations.

2.2 Privacy-preserving Emotion Detection
As the importance of emotional privacy has been emphasized [61], variousmethods have been employed to address
the privacy issue. Among these, federated learning is one of the most actively utilized approaches. Federated
learning protects personal information by localizing raw data on devices and transmitting only gradients and
weights to the global model. Chhikara et al. [17] proposed a decentralized framework using federated learning to
monitor workers’ mental health in the workplace by leveraging facial expressions and speech signals without
compromising privacy. Similarly, Gahlan et al. [28] utilized federated learning to develop an emotion recognition
model using privacy-sensitive physiological multimodal datasets involving EEG, GSR, ECG, and RESP, ensuring
the security of personal information. Federated learning has also been widely applied in collecting sensitive user
1https://github.com/thrudgelmir/EER

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 9, No. 4, Article 163. Publication date: December 2025.



Real-Time Encrypted Emotion Recognition Using Homomorphic Encryption • 163:5

data on mobile devices, authentication, and IoT applications [12, 46, 66, 77]. However, this approach presents
two critical issues. First, while federated learning can protect users’ personal data during the training phase by
keeping it on local devices, it does not inherently safeguard the privacy of user data during the inference phase. In
other words, federated learning is not designed to protect the privacy of users who interact with the model after
deployment. Therefore, additional security mechanisms are required to ensure data privacy during inference.
Second, it has been shown that gradient information sent from users to the server can potentially be exploited to
infer meaningful information about the underlying data. This raises concerns especially in personalized learning
scenarios, where gradient updates may inadvertently reveal sensitive personal attributes of individual users. As
a result, federated learning alone is insufficient to address the core privacy challenges in emotion recognition
services.

Differential privacy and adversarial learning have also been used to make the data difficult to identify. Differ-
ential privacy involves adding noise to the data to make it difficult to determine whether a specific user’s data is
included. It enables the implementation of privacy-preserving applications by incorporating random noise into
wearable sensor data [38]. Similarly, adversarial learning anonymizes data using a generator and discriminator.
Jaiswal et al. [34] demonstrated that demographic information could leak during emotion recognition tasks
using mobile data and proposed an adversarial learning paradigm to prevent the model from learning private
information. This approach has also been applied to speech emotion recognition. Testa et al. [67] proposed a
model that creates additive noise for speech, maintaining transcription performance while preventing unintended
surveillance. Additionally, adversarial learning has been used in image-based emotion recognition to prevent
user identity from being identified by removing user-dependent information from the convolutional kernel of
convolutional neural networks [54]. However, these techniques are likewise focused on preventing the leakage of
personal data during the training process, and are not applicable for protecting the data of users during real-time
service interactions.

Additionally, various methods have been used to protect the private information of user data collected in mobile
environments. First, on-device deep learning has been employed to personalize models while preventing the
transmission of sensitive personal information to global models [26, 39, 75]. In addition, although not specifically
for emotion recognition tasks, there have been attempts in the HCI field to utilize HE for data encryption. Zhou et
al. [83] proposed a method that uses HE to encrypt participant data with the secret key of a Crypt-Service Provider
(CSP) to prevent the exposure of a user’s location data. Our approach differs in that we propose encrypting data
directly with the user’s secret key, fundamentally blocking any third party other than the user and server from
accessing the data.

2.3 Homomorphic encryption
HE is an advanced encryption scheme that allows arbitrary arithmetic operations to be performed directly
on encrypted data. Specifically, homomorphic encryption is designed to satisfy the following property: for an
arbitrary arithmetic circuit C and input messages {𝑚𝑖 }𝑖∈[1,𝑡 ] , the encryption scheme ensures that

Dec(Eval(C, {Enc(𝑚𝑖 )}𝑖∈[1,𝑡 ])) = C({𝑚𝑖 }𝑖∈[1,𝑡 ]),
where Enc and Dec denote the encryption and decryption algorithms, respectively, and Eval is an evaluation
algorithm that takes an arithmetic circuit and encrypted messages as input and returns an encrypted result.
Since any arithmetic circuit can be composed of additions and multiplications, homomorphic encryption can be
characterized as a cryptographic scheme that supports unbounded additions and multiplications directly over
encrypted data.
As a cryptographic primitive, homomorphic encryption must also satisfy standard notions of data security.

Specifically, any party that does not possess the secret key should be unable to infer any partial information about
the underlying data from the ciphertext. This level of security is formally captured by the notion of IND-CPA
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(indistinguishability under chosen-plaintext attack) security. The fact that a homomorphic encryption scheme
satisfies IND-CPA security implies that even a server performing computations on ciphertexts—without access to
the data owner’s secret key—cannot learn any information about the encrypted data, while still being able to
carry out arbitrary arithmetic computations over it. Using these properties of HE to infer and train ML models
without exposing the user’s data is known as privacy-preserving machine learning (PPML). A PPML scenario
works as follows: (1) the user encrypts the data with a public key and sends the ciphertext to the cloud server, (2)
the cloud server uses the HE to infer/train on the encrypted data and sends the encrypted results back to the user,
and (3) the user decrypts the ciphertext using the decryption key to obtain the results. This means that the user
does not need to do any additional computation beyond encrypting/decrypting the data, and all computation is
done in the cloud as a ciphertext. Moreover, the server does not learn any partial information about the users
throughout this process.

Following Gentry’s groundbreaking research, numerous HE schemes have been developed [9–11, 13, 14, 18, 21].
Among these, the CKKS (Cheon-Kim-Kim-Song) scheme is particularly well-suited for handling real-number data.
It is constructed based on the hardness of the Ring variant of the Learning with Error (Ring-LWE) problem, which
is well-known as a computationally hard lattice-based problem. Since real values are predominantly used in
artificial intelligence computations, CKKS has become a widely adopted HE algorithm in the field of PPML, which
focuses on performing AI computations while ensuring data privacy. CKKS scheme encrypts a vector of length 𝑛
whose elements are complex numbers. 𝑛 is a parameter related to the security and efficiency of the encryption
scheme, and 𝑛 = 215, 216 is standard. CKKS supports the following four basic operations for 𝑣 ∈ C𝑛 :addition,
plaintext multiplication, ciphertext multiplication and rotation. For vectors 𝑣,𝑤 ∈ C𝑛 , 𝑣 +𝑤 , 𝑣 ·𝑤 represent the
elementwise addition, multiplication. Additionally, 𝜌 (𝑣, 𝑟 ) denotes the left cyclic shift of 𝑣 by 𝑟 steps, defined as
(𝑣𝑟 , 𝑣𝑟+1, · · · , 𝑣𝑛−1, 𝑣0, · · · , 𝑣𝑟−1). If ct1, ct2 denotes the ciphertexts of 𝑣,𝑤 , respectively, the functionality of each
operation is as follows:
• Add(ct1, ct2) = ctadd: ctadd is decrypted to 𝑣1 + 𝑣2. It can be abbreviated to ct1 + ct2.
• PMult(ct1, 𝑣2) = ctpmult: ctpmult is decrypted to 𝑣1 · 𝑣2. It can be abbreviated to 𝑣2 · ct1.
• CMult(ct1, ct2,mk) = ctcmult: ctcmult is decrypted to 𝑣1 · 𝑣2. It can be abbreviated to ct1 · ct2.
• Rot(ct1, 𝑟 , rk𝑟 ) = ctrot: ctrot is decrypted to 𝜌 (𝑣1, 𝑟 ).

Among these operations, CMult and Rot require key-switching process. The ciphertext generated by multipli-
cation and rotation operations requires a different decryption key than the original decryption key. Therefore,
the server should convert the changed decryption key to the original decryption key. This process is called
key-switching, which is costly and requires the server to pre-calculate the keys required by the model and receive
them in advance from the user. We define the switching key required for the multiplication operation as mk
and the switching key required for the 𝑟 -step rotation operation as rk𝑟 . The detailed mathematical structure of
ciphertexts and the specific homomorphic encryption algorithms are not essential for understanding the core
contributions of this paper and are therefore omitted. Interested readers are referred to the following works for
further details.

3 Privacy-Preserving Emotion Detection Model

3.1 Design Objectives and Proposed Solutions
We demonstrate the feasibility of providing privacy-preserving real-time emotion recognition services that
protect the user’s data from the server while maintaining performance comparable to state-of-the-art models
on multimodal emotion recognition tasks. Furthermore, we show that personalized modeling can be achieved
within a reasonable computational time while preserving the privacy of user-specific data.

The purpose of this study is to address the following three key issues that are commonly identified as major
obstacles in research and system development within the field of emotion/stress detection. Our proposed EER
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framework addresses privacy concerns, facilitates the development of reliable personalized models, and reduces
the workload for participants, making it a practical solution for EER systems.

3.1.1 Privacy of Worker/User Data. The potential violation of participants’ privacy is a significant challenge in
the field of data collection, particularly when involving sensor data and video or behavioral data. This concern
arises from the sensitive nature of the data, which often includes personal or identifiable information. As a result,
obtaining explicit consent from participants becomes not only a legal requirement but also an ethical necessity.
However, the process of securing agreement can be complex, especially when dealing with large-scale or real-time
data collection scenarios. Moreover, even if consent is obtained, users’ concerns about the potential misuse of
data have been pointed out as a significant issue. To address this issue, it is crucial to develop privacy-preserving
methods that allow data collection without compromising the anonymity and security of the participants. By
employing HE, sensitive sensor and behavioral data can be securely processed in its encrypted form, ensuring
participants’ privacy without exposing raw data, while also meeting legal and ethical requirements.

3.1.2 Necessity of Personalized Model. The substantial individual variability observed in these data is also a
critical challenge in providing high-quality personalized services using emotion or stress data. The performance
of machine learning models trained on generalized emotion/stress datasets often depends heavily on whether a
specific individual’s data is included in the training set. This issue highlights the limitation of generalized models
in addressing the nuanced and unique patterns of individual behavior and emotional responses, resulting in
inconsistent and suboptimal service quality. To address this challenge, it is essential to focus on the development
of personalized models that leverage individual-specific data for training. Such models can capture the unique
characteristics of each user, ensuring more stable and reliable performance. The framework enables the creation
of personalized models by securely utilizing individual-specific data. HE ensures that data remains encrypted
during computation, allowing models to learn unique patterns without risking data leakage.

3.1.3 Difficulty of Data Labeling. The burden placed on workers when they are required to perform labeling
tasks, such as self-reporting, is another significant issue in data collection and model personalization. These tasks
are often time-consuming and tedious, making them impractical for large-scale or continuous data collection.
This burden not only discourages participation but also limits the availability of labeled data, which is crucial for
training personalized models. To address this challenge, leveraging semi-supervised learning techniques, such as
co-training, offers a promising solution. By implementing co-training within a framework using HE, it becomes
possible to personalize models without requiring workers to provide explicitly labeled data. Instead, unlabeled
data can be utilized effectively, reducing the workload for participants while still enabling meaningful model
training. This approach ensures privacy protection through HE and minimizes the dependency on fully labeled
datasets, thus striking a balance between personalization and practicality in real-world applications.

3.2 Encrypted Emotion Recognition (EER) Framework
This section describes the encrypted emotion recognition (EER) framework designed to protect user information
during emotion recognition services. We define the roles of the server and the user, and distinguish between the
generalized and personalized frameworks depending on whether personalization is applied. We detail the data
flow and computational environment for each phase. The specific model architecture and implementation details
are elaborated in the following section.

3.2.1 System and Security Model. In our system model, there are two parties: the server and the user. The server
plays two primary roles: during the online phase, it provides emotion analysis services to the user (who is
considered a worker), and during the offline phase, it performs model training for the emotion analysis service.
For model training, the server can utilize publicly available datasets, which do not require encryption since they
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are already in plaintext. The user, on the other hand, is assumed to lack the computational resources to perform
the service-related computations independently. The user’s role is limited to preprocessing their data, generating
keys, and encrypting their data. Since the user is reluctant to share their multimodal data with the server in
plaintext, the server cannot access any user data in plaintext during service provision or model personalization.
Instead, the server can request encrypted data from the user either during the online service provision phase or
during the offline model personalization phase. It is assumed that the publicly available datasets are labeled, with
each data point annotated to indicate its corresponding emotional state. On the other hand, the data held by the
user is assumed to be unlabeled, meaning that no annotations are provided for each data point. This assumption
aligns well with real-world workplace environments, where maintaining data privacy while enabling effective
service provision is a critical requirement.

It is important to note that the phase requiring real-time processing is the online phase, during which the user
is actually being served. In contrast, the offline phase occurs when the user is not actively using the service and
serves as a preparation stage for the online phase. Therefore, the model personalization process does not need to
be performed in real-time, as it is part of the offline preparation for enabling real-time inference. Furthermore,
considering that both the model personalization and inference processes are performed on encrypted data by
the server, the user’s computational burden remains minimal—as long as the user device can perform basic
encryption and decryption operations. Thus, even if the user uses resource-constrained devices, we assume that
it does not impose a significant computational load on the user.

3.2.2 Framework Overview. The framework is divided into two types based on the presence or absence of model
personalization: the generalized framework and the personalized framework. In the generalized framework as in
Fig. 1, the server trains a model for emotion analysis using publicly available datasets during the offline phase and
prepares it for service provision. In the online phase, the server provides emotion analysis services by performing
inference on the user’s encrypted data. In the offline phase, the server does not request encrypted data from the
user and trains the model on publicly available datasets in plaintext. As a result, there is no need for encryption
or homomorphic operations during training, and the resulting model weights are also in plaintext. In the online
phase, the user encrypts multimodal data for emotion analysis in real time and sends the encrypted data to the
server. The server then performs inference using the plaintext model on the encrypted data, producing encrypted
inference results. The server has no access to any intermediate or final results during the computation. The
encrypted inference result is sent back to the user, who decrypts it using their private key to obtain the final
outcome. Importantly, only the user can access the inference result, ensuring complete privacy throughout the
process.
In the personalized framework as in Fig. 2, an additional personalization step is performed during the offline

phase to provide services tailored to each individual user. Initially, as in the generalized framework, the server
trains an emotion analysis model using publicly available labeled datasets. After this step, the server receives
encrypted multimodal data from the user and uses it for personalized training. Since the user’s data remains
encrypted throughout this process, the resulting personalized model weights are also encrypted using HE. In the
online phase, the workflow is similar to that of the generalized framework. The user encrypts the data they wish
to analyze and sends it to the server. The server then performs inference using the encrypted personalized model.
The inference result, still encrypted, is sent back to the user, who decrypts it using their private key to obtain
the final result. This approach ensures that both the user’s data and the personalized model remain secure and
private throughout the entire process.
The personalized framework introduces two major differences from the generalized framework from an

HE-based implementation perspective:
• Encrypted personalized training: During the offline phase, personalized training must be performed using
homomorphic operations on encrypted data.
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Fig. 1. Generalized framework of proposed emotion/stress detection system

• Encrypted inference with encrypted model weight: Since the resulting model weights remain encrypted
after the personalized training phase, both the model weights and the input data must remain encrypted
during the online inference phase.

The key challenge here is designing an efficient and high-performing personalized training method under
HE. To address this, we apply a co-training technique. The co-training technique is a semi-supervised learning
method in which the features of the data are divided into two distinct views, and two independent models are
trained separately for each view. During the learning process, each model incorporates the inference results of
the other, enabling collaborative learning and improving overall performance. Notably, co-training under HE has
not been explored in prior research, making this a technically significant contribution of our work. There are
many variations of the co-training technique, and we choose the cross-view labeling technique for two views in
our proposed framework.

3.3 Technical Implementations of EER Model
This section discusses the implementation details of the EER system, with a particular focus on how it is
implemented using CKKS HE. From a technical perspective, we emphasize two key points. First, we propose a
lightweight model that mitigates the substantial computational overhead of homomorphic encryption, achieving
real-time service capability while maintaining performance comparable to state-of-the-art methods. Second,
we present a concrete homomorphic encryption-based algorithm that enables the co-training procedure to be
executed directly on encrypted data, thereby supporting personalization without compromising privacy. To the
best of our knowledge, this is the first work to propose a co-training algorithm that operates over homomorphically
encrypted data.
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Fig. 2. Personalized framework of proposed emotion/stress detection system
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Fig. 3. MLP-based logistic regression model in EER framework

3.3.1 MLP-based Logistic Regression Model. We construct an emotion detection model suitable for computation
with HE-based on the following three criteria.
• The model possesses an oblivious property, where both training and inference computations remain
unaffected by the data.
• The model’s performance is comparable to the best results achieved in the emotion detection task.
• The computational overhead when operating on HE must be minimized as much as possible.

Our model is aMLP-based logistic regression, which is a logistic regression model with a single MLP layer using
the ReLU activation function, which is depicted in Fig. 3. Notably, this model does not perform computations that
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depend on the input data during execution, meaning it inherently possesses the oblivious property. Additionally,
since the model consists of only two layers, it has minimal computational overhead. Due to its inherent oblivi-
ousness, executing it under HE does not introduce additional computational costs, making it highly efficient.
Furthermore, as demonstrated in Section 5, this model achieves performance comparable to state-of-the-art
models in the emotion detection task. Given these advantages, we design our EER model around this architecture.

3.3.2 Generalized Framework. In the generalized framework, since training is conducted on public data, it follows
the same approach as conventional AI systems and is performed in plaintext. Therefore, the model is trained by
applying the gradient descent algorithm to update the weights of the MLP-based logistic regression model shown
in Fig. 3. The details of this training process are omitted, and we focus solely on how inference is performed on
encrypted data during the online phase. We restrict to the top ℓ features based on the ANOVA 𝐹 -value to account
for the limited capacity of HE. The specific ℓ values for each dataset will be shown in Section 5. We assume that
inference is conducted simultaneously on 𝑑 = 128 data points, each with ℓ features.
For the 𝑑 data points held by the user, denoted as x0, x1, . . . , x𝑑−1 ∈ Rℓ , we construct a matrix 𝑋 = [𝑋𝑖, 𝑗 ] =
[x0 |x1 | · · · |x𝑑−1] ∈ Rℓ×𝑑 . To efficiently encode this data into a ciphertext, we use row-major packing, where
the rows of 𝑋 are concatenated sequentially into a one-dimensional vector v ∈ Rℓ𝑑 . Specifically, if we denote
the rows of 𝑋 as 𝑋𝑖 , then v is defined as v = (𝑋0 |𝑋1 | · · · |𝑋ℓ−1) ∈ Rℓ𝑑 . The user then encrypts v to generate a
ciphertext: ct = Enc(v) and transmits it to the server for inference.

The server should perform the following computation:

ŷ = 𝜎 (𝑊2 · ReLU(𝑊1 · 𝑋 )) ∈ R1×𝑑

To achieve this, the process is divided into four layers: first fully connected (FC) layer𝑊1 ∈ R32×ℓ , ReLU activation
function, second fully connected (FC) layer𝑊2 ∈ R1×32, and sigmoid function. Each layer is executed as follows:
(1) First FC layer (𝑊1): FC layer is performed using the rectangular matrix multiplication algorithm introduced

in [36]. Specifically, [36] outlines an algorithm for the matrix multiplication of a rectangular matrix 𝐴 of
size 𝑘 × 𝑑 with a square matrix 𝐵 of size 𝑑 × 𝑑 , where 𝑘 is a divisor of 𝑑 and satisfies 𝑘 < 𝑑 . The algorithm
involves applying a permutation linear transformation to each matrix, with the transformation process
detailed in Algorithm 1. The complete matrix multiplication procedure is described in Algorithm 2, and the
resulting output matrix takes the form [𝐴𝐵 |𝐴𝐵 | · · · |𝐴𝐵]𝑡 ∈ R𝑑×𝑑 .

(2) ReLU activation function (ReLU(·)): The sign function sign(𝑥) is approximated using a composition of the
three small minimax polynomials via the composite function method introduced in [41]. Using the formula
ReLU(𝑥) = 𝑥 · sign(𝑥), The ReLU(·) function is computed using three polynomial evaluations followed by
one multiplication.

(3) Second FC layer (𝑊2): The second fully connected (FC) layer can be computed using a simple inner product
operation. In ciphertext, the inner product is computed using one PMult operation with the weight vectors,
followed by a rotation-and-sum operation requiring ⌈log 𝑡⌉ Rot operations, where 𝑡 is the length of the
vector involved in the inner product. For our task, as the inner product involves two vectors of dimension
32, a total of log(32) = 5 rotations are required.

(4) sigmoid function (𝜎 (·)): The sigmoid function is approximated as a polynomial using the Chebyshev
approximation method. The approximation range is determined based on the range observed immediately
prior to the sigmoidal activation step during inference on public data, and the polynomial degree is selected
to ensure an approximation error of less than 10−5 within this range.

3.3.3 Personalized Framework. In the personalized framework as in Fig. 4, features must be divided into two
clusters to enable the co-training process. The server applies the K-means clustering algorithm to partition the
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Fig. 4. Homomorphic co-training process in personalized framework

feature set into two clusters for co-training based on the public dataset. The server utilizes the K-means clustering
algorithm to create two feature clusters based on x𝑝 of features for co-training, after which the server informs the
user about the features corresponding to the two views. When the number of features in each view is ℓ0, ℓ1, each
data can be divided into x𝑝 → (x𝑝,0, x𝑝,1) ∈ Rℓ0 × Rℓ1 . The server then constructs two independent MLP-based
logistic regression models, each corresponding to one of the two views. Using the features from the public dataset
associated with each view, the server independently trains these models, resulting in two non-personalized
generalized models.

To handle the data of each view independently while still packing them into a single ciphertext, we employ the
parallel packing method. This method encodes two vectors, v0 = (𝑣0,𝑖 )𝑖∈[0,𝑛/2) ∈ R𝑛/2 and v1 = (𝑣1,𝑖 )𝑖∈[0,𝑛/2) ∈ R𝑛/2,
into a single vector w = (𝑤𝑖 )𝑖∈[0,𝑛) ∈ R𝑛 . Specifically, the even-indexed positions store elements from v0, while
the odd-indexed positions store elements from v1. This encoding is formally expressed as𝑤2𝑖 = 𝑣0,𝑖 ,𝑤2𝑖+1 = 𝑣1,𝑖 .
For convenience, we denote this parallel packing operation as w = (v0/v1). If a homomorphic circuit 𝐶 is to be
applied separately to v0 and v1, it can instead be executed on the packed vector w = (v0/v1) with the following
adjustment: all rotation steps in the original circuit are replaced with twice the original rotation step size, while
all other operations remain unchanged. Let𝐶 denote this modified circuit. Moving forward, we consider applying
𝐶 to v0 and v1 equivalent to applying 𝐶 to w in our computations.

The process of encrypting the user’s data required for model personalization is as follows. Similar to the
generalized framework, we pack 𝑑 = 128 data points into a single ciphertext. However, to handle the two views
independently, we consider the following matrices: 𝑋0 = [x0,0 |x1,0 | · · · |x𝑑−1,0], 𝑋1 = [x0,1 |x1,1 | · · · |x𝑑−1,1]. Each
of these matrices is encoded using row-major packing, resulting in two vectors, v0 ∈ Rℓ0 and v1 ∈ Rℓ1 . These
vectors are then parallel packed into a single vector: w = (v0/v1).. (To ensure proper alignment, any unused slots
are zero-padded.) The encrypted ciphertext is then generated as: ct = Enc(w), which is subsequently transmitted
to the server for further processing.
The server performs co-training on the encrypted data, iterating through multiple rounds to complete the

personalization process. Each round consists of the following three steps: pseudo-labeling, cross-view filtering,
and view-independent training. The following paragraphs provide a detailed explanation of each step.

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 9, No. 4, Article 163. Publication date: December 2025.



Real-Time Encrypted Emotion Recognition Using Homomorphic Encryption • 163:13

Pseudo-Labeling. In this step, the encrypted unlabeled training data for personalization is inferred using the
model from the previous round, and the results are rounded to generate pseudo-labels. To this end, inference is
first performed on the current model to obtain the inferred result. This process is similar to the forward process
in the generalized framework, where inference is conducted on encrypted data using the MLP-based logistic
regression model. However, a key difference is that in the personalized framework, the model weights are also
encrypted. The weight matrices,𝑊1,0 ∈ R32×ℓ0 ,𝑊1,1 ∈ R32×ℓ1 ,𝑊2,0, and𝑊2,1 ∈ R1×32, are all packed using the
row-major packing method. Matrix multiplications involving these weights can be efficiently computed using
the method proposed by [36]. After performing these computations, we obtain the inferred results for each
view ŷ0, ŷ1. To generate pseudo-labels, we apply a sign function to threshold the values: ỹ𝑖 = sign(ŷ𝑖 − 1

2 ). If
the inferred value is greater than 0.5, the pseudo-label is set to 1, and if it is less than 0.5, it is set to 0. These
pseudo-labels serve as the labels for the encrypted unlabeled data, which will be used in the view-independent
training process for this round. All these processes are performed while maintaining the parallel packing format.

Cross-View Filtering. In this step, based on the reliability of the inferred results obtained from the two inde-
pendent models, each data point is filtered to determine whether it should be added to the training dataset of
the opposing model, which has a different view. To this end, the confidence of the pseudo-labels is computed,
followed by a swapping operation that exchanges pseudo-labels and confidence values between the two models.
This swapping process ensures that each model incorporates pseudo-labels generated by the other model, thereby
reinforcing co-training. The confidence metric determines whether a pseudo-label produced by one view’s model
is sufficiently accurate to improve the training performance of the other view’s model. This confidence score plays
a crucial role in view-independent training, as it decides whether a given pseudo-label and its corresponding
data should be included in the training process. This mechanism is fundamental to co-training, as it enables
knowledge transfer between the two models, allowing each to enhance the other’s performance. The whole
process is depicted in Fig. 5.
Before starting the co-training process, the server determines and fixes a confidence parameter 0 < 𝑡 < 0.5.

The confidence of each pseudo-label is then evaluated based on whether the absolute difference between ŷ𝑖 (the
inferred value) and its corresponding pseudo-label is smaller than 𝑡 . Computing this confidence is equivalent to
checking whether each 𝑦𝑝,𝑖 value falls within the interval [𝑡, 1 − 𝑡]. If a value lies within this range, the output is
0; otherwise, the output is 1. This is computed using the following equation:

Enc(s𝑖 ) = sign

((
Enc(ŷ) − 1

2

)2
−

(
𝑡 − 1

2

)2)
In the view-independent training phase, only the data points where 𝑠𝑝,𝑖 = 1 will be used for training.

After this step, a swapping operation is performed to exchange the positions of the pseudo-labels ỹ0 and ỹ1, as
well as the positions of the confidence values s0 and s1. Since all previous operations have been conducted under
parallel packing, the pseudo-labels and confidence values are packed as: ỹ = (ỹ0/ỹ1), s = (s0/s1) . To perform
the swapping operation, we need to construct the swapped versions: ỹ′ = (ỹ1/ỹ0), s′ = (s1/s0). Since swapping
requires interchanging values between even-indexed and odd-indexed positions, this can be efficiently achieved
using the following operation: m = (1𝑛/2/0𝑛/2). The corresponding computation is then performed as follows,
which is also depicted in Fig. 6:

ỹ′ = Rot(m · Enc(ỹ),−1) +m · Rot(Enc(ỹ), 1), s′ = Rot(m · Enc(s),−1) +m · Rot(Enc(s), 1)

View-Independent Training. In this step, each view’s model is independently trained using gradient descent
with the dataset with pseudo-label selected in the previous step. The core of our training algorithm is to eliminate
the influence of untrusted data on the weight updates. We address this issue by multiplying the derivative of the
loss, 𝑑𝐿/𝑑𝑧, with a selection value. Specifically, the loss function uses the binary cross entropy function 𝐻 (𝑦,𝑦),
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the output activation is sigmoid 𝜎 (𝑥), and the MLP activation is ReLU(𝑥). The gradient descent formula for each
weight in this case is as follows.

𝐿(y, ŷ) = 1
𝑁

𝑁∑︁
𝑖=1

𝐻 (𝑦𝑖 , 𝑦𝑖 ),

𝜕𝐿

𝜕𝑊2
=

1
𝑁
· (ŷ − y) · 𝐴𝑇

1 ,
𝜕𝐿

𝜕𝑊1
=

1
𝑁
· (𝑊𝑇

2 · (ŷ − y)) ⊙ Sign(𝑍1) · 𝑋𝑇 ,

where 𝐴1 = ReLU(𝑊1 ·𝑋 ) = [a1,0 |a1,1 | · · · |a1,𝑁−1], 𝑍1 =𝑊1 ·𝑋 , y = (𝑦0, 𝑦1, · · · , 𝑦𝑁−1), ŷ = (𝑦0, 𝑦1, · · · , 𝑦𝑁−1), 𝑋
are input data, 𝑁 is the number of input data, which is actually 𝑁 = 𝑑 . In the forward procedure (Algorithm
4), 𝐴1, Sign(𝑍1) has already been computed. For convenience, we denote (y − ŷ) as 𝜕𝐿

𝜕𝑧
. Since 𝜕𝐿

𝜕𝑧
appears as a

common factor in each gradient formula, it can be precomputed by multiplying 𝜕𝐿
𝜕𝑧

with the selection value s
prior to the gradient computation. This approach ensures that the untrusted term (𝑦𝑖 − 𝑦) is effectively set to
zero, thereby completely eliminate the impact of untrusted data.
In the case of independent training for each example, reducing the time spent in the backward procedure

results in a significant reduction in the overall training time. To achieve this, the algorithm is slightly modified to
optimize the time used during training. In rectangular matrix multiplication, the output matrix corresponds to a
matrix in which the original matrix is replicated 𝑁 /𝑘 times. This property is leveraged to improve efficiency.
The forward pass output ŷ = 𝜎 (𝑊2 · 𝐴1), where𝑊2 ∈ R1×32, is encrypted such that the actual encrypted result
is ŷ repeated 𝑁 times, represented as [ŷ | ŷ | · · · | ŷ]𝑇 ∈ R𝑁×𝑁 . Therefore, instead of computing the gradient
𝜕𝐿
𝜕𝑊2

= 𝜕𝐿
𝜕𝑧
· 𝐴𝑇

1 using matrix multiplication, we calculate it element-wise as follows:

𝜕𝐿

𝜕𝑊2
=

𝑁∑︁
𝑖=1
(𝑦𝑖 − 𝑦𝑖 ) · a1,𝑖 =

𝑁∑︁
𝑖=1

a′1,𝑖

, where a′1,𝑖 = (𝑦𝑖 − 𝑦𝑖 ) · a1,𝑖 .
Each term (𝑦𝑖 −𝑦𝑖 ) ·a1,𝑖 is stored in the matrix 𝜕𝐿

𝜕𝑧
⊙𝐴1, represented as [a′1,0 | a′1,1 | · · · | a′1,𝑁−1],. The gradient

𝜕𝐿
𝜕𝑊2

can then be computed efficiently by transposing 𝜕𝐿
𝜕𝑧
⊙𝐴1, summing over its𝑁 rows, and aggregating the results.

Next, the computation of 𝜕𝐿
𝜕𝑊1

, specifically𝑊𝑇
2 ·

𝜕𝐿
𝜕𝑧
, can be performed using a single homomorphic multiplication.

By defining𝑊 ′2 = [𝑊2 |𝑊2 | · · · |𝑊2] ∈ R𝑁×𝑁 , the following formula holds: 1
𝑁
·𝑊 ′2 ⊙ [ŷ | ŷ | · · · | ŷ]𝑇 =𝑊2 · 𝜕𝐿𝜕𝑧 .

This formula enables efficient computation by leveraging the structure of𝑊 ′2 and the repeated patterns in ŷ.
Also, as one popular method, 𝑋 remains invariant throughout training, so precomputing some of the matrix
multiplications involving 𝑋 and its transpose 𝑋𝑇 can reduce the computational cost of the forward and backward
procedures. The transpose of a matrix can be performed using Algorithm 1 with the transpose transformation
matrix as input. A detailed definition of the transpose matrix is introduced in [36]. The foward, backward, and
co-training procedures are introduced in Algorithms 4, 5, and 7, respectively.
Finally, although not explicitly stated, our actual implementation incorporates bias terms within the weight

matrices. To correctly execute both the forward and backward procedures when bias is included, we apply a
masking operation that assigns a value of 1 to the indices requiring bias and 0 otherwise, ensuring the exact
computation of the procedure.The augmented matrix (𝑋, 1) can be efficiently represented within a ciphertext
by incorporating a masking matrix 𝑀𝑏 , where 𝑀𝑏 is defined as follows: 𝑀𝑏 (𝑖, 𝑗) = 1, where 𝑖 = ℓ and 0 ≤ 𝑗 <

𝑁, 𝑀𝑏 (𝑖, 𝑗) = 0, otherwise. This ensures that when𝑋 has dimensions ℓ×𝑁 , the bias term is correctly embedded
within the ciphertext representation. If it is necessary to remove the bias component, a masking matrix can be
defined in a similar manner and applied homomorphic multiplication within the ciphertext to eliminate the bias
term.
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Fig. 5. Diagram for cross-view filtering process

Fig. 6. Diagram for swapping process

4 Model Evaluation

4.1 Dataset Description
We utilized two types of datasets to evaluate the performance of the EER framework. First, we used the WESAD
dataset [63], which has been widely employed for stress and emotion recognition. Second, we used the Hide-and-
seek dataset [58], collected in a workplace environment where data security issues are more sensitive. In this
section, we provide detailed information about the datasets we used.

4.1.1 WESAD. The dataset was collected for stress and affect detection. 15 subjects participated in the data
collection, which was conducted as an in-lab study. The collected dataset contains multimodal data including
physiological (blood volume pulse, electrocardiogram, electrodermal activity, electromyogram, respiration, body
temperature) and motion data (three-axis acceleration) collected by wrist- and chest-worn devices. The data
collected from the chest-worn device were all sampled at 700 Hz, while the signals collected from the wrist-worn
device were sampled at BVP (64 Hz), EDA (4 Hz), TEMP (4 Hz), and ACC (32 Hz). In addition, the three labels
(neutral, stress, and amusement) were collected through a self-report method. The study protocol was designed
to elicit the three different affective states. During the baseline condition, the subjects were sitting or standing at
a table, and neutral reading material was provided. The subjects were watching funny video clips during the
amusement condition. For the stress condition, Trier Social Stress Test (TSST) was provided which consists of
public speaking and mental arithmetic tasks. The authors presented benchmarks for the three-class classification
problem using standard machine learning methods.

4.1.2 Hide-and-seek. The dataset was collected to evaluate workers’ emotional workload in emotional labor
scenarios through multimodal sensing. The data collection involved a call center simulation study, where
participants were exposed to manipulated customer behaviors acted out by confederates. It was collected from a
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Fig. 7. Co-training accuracy improvements with plaintext

total of 31 workers who actually work in a call center and 4 customers. The worker participants wore wearable
sensors capturing physiological signals (e.g., electrocardiogram, blood volume pulse, electrodermal activity, body
temperature, interbeat interval, electroencephalogram) and motion data (e.g., three-axis acceleration), along
with audio data including the conversation between a worker-participant and a customer-participant. In the
experiment, the conditions were classified into neutral, shouting, and swearing conditions based on the role of
the customer that the customer participant was instructed to perform. Emotional workload labels were assessed
based on two methods: stimulus-based labeling (neutral, shouting, and swearing conditions) and the participants’
self-reports. Benchmark results for both binary and three-class classification problems were reported using
standard machine-learning techniques and well-known feature sets.

4.2 Model Validation Procedure
For both the WESAD and Hide-and-Seek datasets, we applied an early fusion strategy during preprocessing
as performed in the previous studies [58, 63]. For example, audio signals of the Hide-and-Seek dataset were
preprocessed and concatenated with physiological features to form a single unified feature vector. These fused
multimodal inputs were then used to train both general and personalized models, without separate modality-
specific processing. To validate the robustness of the models on unseen users, we used the Leave-One-Subject-Out
(LOSO), which is the method to train the model on the data of all participants except one and test the model by
using excluded data and repeat it for all participants.

5 Results
In this section, we present numerical results of the proposed hidden-layer logistic regression architecture. Most
experiments were performed in a GPU environment to achieve real-time inference; a detailed comparison and
analysis with the CPU environment are provided in Section 5.3. GPU-based experiments were performed on an
NVIDIA GeForce RTX 4090 (24 GB of memory) using HEaaN, a representative RNS-CKKS scheme library. For
the CPU-based experiments, we used an AMD Ryzen 9 7900X 12-Core Processor (64 cores, 5.4 GHz) with 125
GB RAM and the Lattigo[1] library. Both systems operated on Ubuntu 20.04. Across these setups, we performed
two main experiments on the Hide-and-Seek and WESAD datasets: LOSO Evaluation of the general model over
ciphertext and LOSO evaluation of the co-training model over ciphertext.

5.1 Performance Comparison between Plaintext and Ciphertext Models
Figure 7 details the co-trained classification accuracy of the proposed model on plaintext on Hide-and-Seek and
WESAD datasets under distinct training parameter configurations using 100 private unlabeled data. Each dataset
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was trained with different settings for epoch, round, and confidence parameter. For the Hide and Seek dataset,
we observe a 0.015 improvement in accuracy over the baseline as the number of rounds increases at 15 epochs.
Similarly, for the WESAD dataset, we observe a 0.018 improvement in accuracy over the baseline as the number
of rounds increases at 10 epochs.
Table 1 summarizes the classification accuracy, F1-scores, and latencies of the generalized model applied

to plaintext and ciphertext data from the Hide-and-Seek and WESAD datasets, alongside the results of the
personalized model. For the WESAD dataset, the ciphertext generalized model exhibits a classification accuracy
and F1-score difference of only 0.001 and 0.005, respectively, compared to the plaintext model. Similarly, the
personalized model achieves improvements of 0.011 in accuracy and 0.014 in F1-score over the ciphertext
generalized model. For the Hide and Seek dataset, the ciphertext generalization model has almost no difference in
accuracy and F1 score compared to the plaintext model, while the F1-score difference is 0.899. The personalized
model shows an accuracy improvement of 0.01 and an F1-score difference 0.006 over the ciphertext generalized
model. These results indicate that the proposed HE model suffers negligible performance loss due to encryption,
while performance gains can be achieved, in the case of co-training.

Table 1. Encrypted co-training model accuracy, Improved accuracy compared to general models and training time. The hide-
and-seek was trained for 25 rounds-15 epochs with a confidence variable t = 0.8. WESAD was trained for 10rounds-10epochs
with confidence variable t=0.8.

Data Plain
(Generalized Model)

Cipher
(Generalized Model)

Cipher
(Personalized Model)

Accuracy F1-score Inference
Time (ms) Accuracy F1-score Inference

Time (ms) Accuracy F1-score Inference
Time (ms)

Training
Time (Cipher/Plain)

WESAD 0.966 0.976 0.151 0.967 0.971 333 0.978 0.985 455 329.12 s/49ms
Hide-and-Seek 0.868 0.899 0.207 0.868 0.899 333 0.880 0.908 455 1230.56 s/172ms

Comparing Figure 7 and Table 1, the training and inference process for encrypted data is very similar to that
for plaintext. Given enough private data and training time, we can expect similar performance gains in encrypted
settings.
By selectively conducting HE experiments on specific training parameter settings while running extensive

plaintext experiments across various configurations, we further confirm that the training process itself re-
mains unaffected by encryption. This highlights that HE can be seamlessly integrated into co-training without
compromising accuracy or altering the learning dynamics.

For 128 data samples, the encrypted inference times for the WESAD and hide-and-seek datasets were recorded
as 0.333 s and 0.455 s for the generalized and co-trained models, respectively. This difference is due to the fact
that the weights in the generalized model are stored unencrypted, whereas in the co-trained model, the weights
are encrypted. For the plaintext model, the inference time was measured to be 0.151 ms and 0.207 ms for the
respective datasets, which is several thousand times faster than the ciphertext model. This discrepancy arises
because each homomorphic encryption operation is inherently several orders of magnitude slower than its
plaintext counterpart. These results highlight the necessity of adopting lightweight model architectures, such
as our proposed MLP-based model, in order to ensure real-time performance under homomorphic encryption.
Therefore, our framework, which adopts a lightweight model architecture and GPU implementation for real-time
inference, achieves a latency of 0.455 seconds. This performance is sufficient to be considered real-time when
compared to previous studies such as [33, 47], which reported latencies of 4 and 1.47 seconds, respectively.

For the WESAD dataset, it took about 329.12 s to train the co-trained model with parameters (10, 10, 0.8), while
it took about 1230.56 s to train the co-trained model with parameters (25, 15, 0.8) for the hide-and-seek dataset.
Specifically, each epoch took about 3.12 s on average. Personalized model training does not need to be performed
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in real time, as it can be executed during the offline phase when the user is not actively interacting with the
system. Since the required computation time is sufficiently short to be carried out during such idle periods, it
does not pose a significant barrier to practical deployment.

5.2 Comparison with Baseline Models
We design a dedicated MLP-based model tailored to our task, rather than adopting existing emotion recognition
models. To demonstrate its superior performance compared to other models, we conducted a performance-based
comparison with two recent emotion recognition approaches: EmoNets [37] and the model proposed by Pogliaghi
et al. [60]. All models were evaluated in plaintext environments.

Table 2. To ensure a fair performance comparison between our proposed MLP-based model and the baseline models, we
applied the same feature extraction methods used in each baseline to our model. When comparing with EmoNets [37], we
used the feature extraction method described in the WESAD dataset paper [63]. For the comparison with the model proposed
by Pogliaghi et al. [60], we adopted the original feature extraction pipeline presented in their study.

Feature Extraction in [63] Feature Extraction in [60]

MLP (Ours) EmoNets [37] MLP (Ours) Pogliaghi et al. [60]

Accuracy 0.966 ± 0.0014 0.707 ± 0.0085 0.924 ± 0.0017 0.921 ± 0.0051

Since EmoNets were originally developed under a different setting from our binary stress detection task, we
adapted the model accordingly to enable a fair comparison based on our specific task. Sensor and speech data
were preprocessed into timestep-level features, then integrated early into a single feature vector as input to
a 1D CNN. The CNN outputs 2-dimensional softmax probabilities at each timestep. Ten consecutive outputs
are concatenated to form a clip-level representation, which is then fed to an SVM for final classification. The
clip-level label is generated by majority voting across the ten timestep labels. While this setup shares structural
similarities with EmoNets in combining CNN and SVM, our model is based on early integration of modalities
and single-stream feature processing, which makes late-fusion impractical in our setting—not due to external
constraints but because of the inherent structure of our data pipeline. Due to the absence of external data streams
and independent modality-specific processing in our setting, the late-fusion strategy used in EmoNets could
not be effectively applied. Pogliaghi et al.’s model adopts a multi-task learning (MTL) framework using the
same WESAD dataset as ours, and includes stress detection as one of its classification tasks. In the experiments
presented in Section 5.1 and the comparison with the EMONET model, we used the feature extraction method
proposed in the WESAD paper [63]. In contrast, Pogliaghi et al. employed their own feature extraction approach
in their study. To ensure consistency, we used Pogliaghi et al.’s feature extraction method only when comparing
our model with theirs, thereby enabling a direct comparison with their model under identical preprocessing
conditions. The MTL model followed the original multi-task training paradigm, while our model was trained
via standard supervised learning (excluding co-training), to focus solely on evaluating the performance of the
MLP-based logistic regression structure.

Compared to our model, EmoNets exhibited noticeably lower performance. This is likely because the techniques
employed in EmoNets were specifically optimized for their original task and environment, and did not transfer
well to our binary stress detection setting. Specifically, due to the absence of external data streams and independent
modality-specific processing in our setup, the late-fusion strategy employed in EmoNets could not be effectively
applied. When compared to the model by Pogliaghi et al., our MLP-based model achieved comparable or slightly
superior performance. These results indicate that our model is at least as effective as, if not better than, existing
emotion recognition models in terms of classification performance. Furthermore, our MLP-based model has
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a significantly simpler architecture than both EmoNets and the model by Pogliaghi et al., which gives it a
distinct advantage in privacy-preserving settings. Its lightweight structure provides greater flexibility in adapting
algorithms, such as co-training, for encrypted computation under homomorphic encryption. This makes our
approach particularly well-suited for privacy-sensitive applications.

5.3 Comparison with CPU Environment and GPU Environment
This section analyzes the primary constraint of our framework—the necessity of a GPU environment for real-time
inference. As shown in Table 3, this limitation is evident from the performance gap between CPU and GPU
environments, which originates from the substantial computational overhead introduced by HE.
When evaluated on a GPU using existing datasets, the inference time increased from 0.207 ms (plaintext) to

333 ms for the generalized framework and to 455 ms for the personalized framework. This substantial overhead
stems from the fact that each HE operation is several orders of magnitude slower than its plaintext counterpart.
Furthermore, the problem is exacerbated when inference is performed on a CPU-only server. The runtime
increases drastically—27.57 seconds for the generalized framework and 37.61 seconds for the personalized
framework—making real-time service infeasible without GPU acceleration. For more complex tasks requiring
deeper or more sophisticated models than our proposed model, the computational overhead introduced by
homomorphic encryption may also render real-time service infeasible.

Table 3. Comparison of inference performance between CPU and GPU environments, demonstrating the significant com-
putational overhead of HE and the resulting need for GPU acceleration. The times listed in the CPU and GPU columns
represent the inference time in seconds for each respective environment.

Data Generalized Model Personalized Model

CPU GPU CPU GPU

WESAD 27.57 0.333 37.61 0.455
Hide-and-Seek 27.57 0.333 37.61 0.455

5.4 Comparison with Other Private Semi-supervised Learning Models
In this section, we compare ourMLP-based logistic regressionmodel withmodels used in prior emotion recognition
studies to justify our choice of model architecture. We conducted a quantitative comparison with a recent privacy-
preserving emotion recognition method by re-implementing the approach of Tsouvalas et al.’s research [68]
under the same LOSO (Leave-One-Subject-Out) setting. We conducted experiments using the WESAD dataset,
where the number of devices 𝐾 was set to 14 (excluding the test subject). The training process was performed
over 𝑅 = 100 rounds, with each round involving 𝑞 = 0.8 fraction of devices randomly selected to participate.
Each selected device performed local training for 𝐸 = 1 step using its own data. In terms of data composition,
each device used 𝐿 = 0.1 (10%) of its local dataset as labeled samples, while the remaining data was treated as
unlabeled. The influence of the unlabeled data during training was controlled by a weighting parameter 𝛽 = 1,
and temperature scaling with 𝑇 = 2 was applied to soften the softmax outputs. Predictions were filtered based on
a confidence threshold 𝜏 , which ranged from 0.5 to 0.9 depending on the formulation. Pseudo-labels were then
generated for confident predictions, and both labeled and pseudo-labeled samples were used to compute the total
loss during local training. After local updates, the global model was aggregated using weighted averaging across
participating devices.
Our training strategy consists of an initial supervised phase to train a shared global model, followed by

a personalized semi-supervised co-training phase. For comparison, we refer to baseline [68], which trains a
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federated model using both labeled (10%) and unlabeled (90%) data in a mixed supervised and semi-supervised
manner. In terms of performance, the baseline [68] achieved an average accuracy of 0.6730 with a standard
deviation of 0.0066 across five runs. Our proposed method yielded an accuracy of 0.966 in the general phase and
improved further to 0.978 after personalization. These results demonstrate that our approach provides higher
accuracy and stability even in a pseudo-label-based learning setup.

While the numerical comparison shows that our method significantly outperforms Tsouvalas et al.’s model in
terms of accuracy, we believe the more fundamental difference lies in the level of security guaranteed. Tsouvalas
et al.’s method adopts federated learning to enhance privacy, where raw data is not sent to the server, and only
local model parameters are shared. However, this does not guarantee security in a strict cryptographic sense,
as numerous studies have shown that sensitive information can be reconstructed from local model updates. In
contrast, our method achieves a strong cryptographic guarantee by employing homomorphic encryption (HE),
which satisfies the IND-CPA security standard—a formal and rigorous definition of semantic security. Therefore,
we believe the most meaningful distinction between our work and Tsouvalas et al.’s work lies not merely in the
numerical performance gap, but in the fundamentally different security guarantees provided.

6 Discussion

6.1 Theoretical Contribution from Usable Security Perspective
As wearable devices and smart home technologies become more widespread, awareness of and attention to
privacy issues have grown significantly [4, 24, 32, 71, 73]. The concept of usable security is not just about making
systems more secure, but also about ensuring that users can understand, trust, and actually use those security
mechanisms in real-world [74]. In other words, security systems that directly interact with human users must be
evaluated not only based on their technical rigor and robustness, but also in terms of user experience, cognitive
load, and the degree of trust they foster between users and the technology. Previous studies have pointed out that
users may struggle to interact with complex encryption or authentication mechanisms and that such complexity
often results in the avoidance of security technologies [6, 31].
In this context, we noted that the EER framework is not only technically rigorous but also practically usable,

that is well-suited for real-world environments. First, HE is considered one of the most secure privacy-preserving
techniques, as it enables computations without exposing raw data [29]. As raw data are collected on the local device
and transmitted to the server in an encrypted form, the risk of data reconstruction or exposure of information
that could be inferred from the raw data is significantly reduced. In addition, the EER framework is designed
to operate without requiring users to understand or manually configure complex security mechanisms. Recent
studies on users’ perceptions of devices that collect private data reported that users are often unaware of the
privacy risks associated with the services they are using [5, 27, 42, 64]. Although some users expressed concern
that sensitive information might be inferred from the collected data, they had limited awareness of how accurate
such inferences could be or what types of information could potentially be inferred [70]. Moreover, some users
unintentionally granted unnecessary privacy permissions to use the service, exposing themselves to additional
risks [72]. These findings suggest that in real-world environments, individuals may vary in their understanding of
technology and sensitivity to privacy. Therefore, security systems should aim to minimize users’ cognitive burden
while preserving the core functionality of the service. In this regard, the EER framework offers a significant
advantage in real-world contexts. By enabling sensitive data to be processed in an encrypted form throughout
the process, it minimizes users’ cognitive burden as they are not required to comprehend or manage complex
privacy configurations. As a result, we note that the EER framework provides a practical solution for delivering
emotion recognition services that are both secure and usable in real-world environments.

Beyond its technical design, the contribution of EER can be further contextualized through a recent theoretical
taxonomy of Privacy-Enhancing Technologies (PETs) in the ubiquitous computing domain. O’Hagan et al. [56]
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classified PETs into four categories (i.e., access control, data obfuscation, consent, and situational awareness)
and proposed a framework that further distinguishes these technologies by the protection target (i.e., user vs.
bystander) and the mode of operation (i.e., intrinsic vs. extrinsic). The EER system falls under user-level intrinsic
data obfuscation, as it protects the user’s own data (i.e., user-level) and operates entirely within the system (i.e.,
intrinsic) without any external intervention. We note that the EER framework provides empirical validation of this
classification scheme, demonstrating how user-level intrinsic data obfuscation can be effectively implemented in
practice.

6.2 Multimodal, Semi-supervised and Personalized Emotion Recognition
In this study, we used a publicly available multimodal dataset (i.e., Hide-and-seek) to evaluate the proposed
framework. However, we note that the EER framework is not limited to a specific type of dataset and can be
extended to incorporate additional data modalities. Stress/emotion recognition can additionally utilize other
types of data, such as image data like facial expressions, eye gaze, and body posture [2, 44, 45, 59], text data like
social media posts, emails, and chat logs [49, 52], behavioral data such as mouse and keyboard inputs, smartphone
usage patterns, and GPS location data [19, 51, 53, 55], as well as environmental data like temperature, humidity,
and lighting [53, 55, 76]. Since the proposed EER framework is not limited to a specific type of data, it has the
potential for expansion across various industries. While we used commonly utilized stress/emotion recognition
datasets and a dataset based on a call center workplace scenario, the EER framework can be extended to fields
where data security is critical, such as healthcare, education, and customer service.

In addition, this study further enhanced the practicality of the EER framework by showing that it can also be
applied to semi-supervised learning. Previous studies on stress/emotion recognition have predominantly relied
on data labeled under experimental conditions or self-reported by participants. As a result, a common limitation
has been the difficulty of collecting data and obtaining additional labels from new users when applying models to
them [20, 50, 58]. However, in this study, we demonstrated that encryption through HE could also be utilized for
unsupervised learning, thereby enabling the application of the model to new users without requiring labeled
data. This highlights the high applicability of the proposed framework.

Another issue often raised in stress/emotion recognition research is model personalization. Physiological data
commonly used in stress/emotion recognition are known to exhibit significant individual differences [52, 53, 55].
Therefore, even if a central model is trained on data from diverse users, it is necessary to personalize the model
based on specific user data to enhance the model performance. In this study, we demonstrated that the model’s
performance could be further improved by personalizing it through co-training, and that process could also
be conducted using encrypted data through HE. By proving that the essential processes required for applying
stress/emotion recognition models to real-world scenarios can be performed in an encrypted state, we not only
strengthened data security but also enhanced the applicability of the models.

6.3 Limitations
We propose the EER framework, which enables emotion and stress detection using HE without privacy concerns.
However, our proposed framework has several limitations.

The first limitation concerns the additional burden on the client side, both in terms of encryption/decryption
latency and increased communication time due to large ciphertext sizes. In the proposed framework, the HE-based
inference process involves the following steps: (1) Encryption on the user device→ (2) Transmission to the
server→ (3) Computation on the server→ (4) Return transmission to the user→ (5) Decryption on the user
device. Based on CKKS benchmarks reported in [40] for a Raspberry Pi 4, we estimate the following timings:
Encryption on the client device takes approximately 16 ms for a 4 MB ciphertext. Transmission to the server takes
around 32 ms, assuming a 1 Gbps network bandwidth. This duration may increase in low-bandwidth settings.
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Server-side inference requires approximately 455 ms, based on a GPU-equipped server with 24 GB of memory.
Transmission back to the client incurs another 32 ms. Decryption on the client takes approximately 21 ms. While
these additional delays are negligible relative to the overall runtime and do not hinder real-time performance
in typical settings, they may become non-trivial in constrained environments—for example, when network
bandwidth is limited or the user’s device has low computational capabilities. In such cases, the perceived latency
by the end-user could increase, which is an important consideration for deployment in real-world scenarios.
The second limitation is the challenges in training models with encrypted data. In traditional deep learning

training, researchers typically monitor the loss curve and compare input data with predictions to assess the
model’s learning progress. However, in an HE environment, direct access to data is not possible, making it
difficult to verify whether the model is functioning correctly during training. This restriction prevents the
use of early stopping, which is commonly employed to halt training when performance no longer improves.
Consequently, determining an appropriate number of epochs is crucial to prevent overfitting or underfitting,
which can significantly impact model performance. Additionally, since model weights cannot be directly inspected
during training, ensuring proper learning can be challenging. Despite these challenges, our study demonstrated
that incorporating unlabeled subject data for training improved both accuracy and F1-score, suggesting that
training with encrypted data did not cause a significant performance degradation. Moreover, these results indicate
the potential of personalized modeling using HE, further supporting its feasibility in privacy-preserving stress
and emotion detection.

7 Conclusion
In this paper, we suggested an EER framework by employing holomorphic encryption to enable model training
and inference on encrypted data. To evaluate the framework, we utilized publicly available datasets WESAD and
Hide-and-seek to validate the model performance. Through the experiment, we demonstrated that the MLP-based
linear regression model can infer stress/emotion states using encrypted data with performance comparable to
when inferring based on plaintext data. Additionally, we showed that the MLP-based linear regression model can
be personalized using encrypted unlabeled data with the model performance improvement. Consequently, we
demonstrated that HE enables data encryption in a two-party setting, user and server, effectively addressing
privacy concerns in stress/emotion recognition research. Since our proposed framework does not involve a third
party, the risk of data leakage due to third-party involvement is also reduced. The EER framework is particularly
useful in environments where privacy concerns are critical, such as healthcare and workplace settings.
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A Extended Preliminaries

A.1 Details in Homomorphic Encryption
Among the operations described above, PMult and CMult require additional considerations. In HE, real values are
not stored directly in the ciphertext; instead, they are represented as integers scaled by a large scale factor. When
a multiplication operation is performed, this scale factor is squared, which can affect subsequent computations.
Therefore, after performing PMult or CMult operations, a rescaling step is necessary to restore the scale to its
original value. During this rescaling process, the ciphertext size decreases by the bit length of the scale factor.
Since the ciphertext size reduces with each multiplication, the number of multiplications that can be performed
is inherently limited. The maximum number of allowed multiplications for a ciphertext is referred to as its
level. When two ciphertexts with levels ℓ1 and ℓ2 undergo CMult, the resulting ciphertext level is min{ℓ1, ℓ2} − 1.
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Similarly, when a ciphertext with level ℓ undergoes PMult, its resulting level is ℓ −1. The depth of a computational
circuit is defined as the difference between the input ciphertext level and the output ciphertext level after
executing a sequence of operations. If additional multiplications need to be performed on a ciphertext at level 0,
a special operation called bootstrapping can be applied to restore the ciphertext’s level while preserving its data.
However, bootstrapping is computationally expensive, making it crucial to minimize the number of bootstrapping
operations. Consequently, one of the key objectives in designing HE circuits is to minimize circuit depth, thereby
reducing overall computational cost. The multiplication operation consumes 𝐷𝑒𝑝𝑡ℎ. Once a ciphertext has exceed
the depth, no further multiplication operations are possible, and bootstrapping operations must be performed to
restore the ciphertext’s depth.

Additionally, there is a rotation operation 𝑟𝑜𝑡 (𝑟 ) that rotates the elements of the vector. Rotation and multipli-
cation require a rotation key and an evaluation key, denoted 𝑟𝑡𝑘 (𝑟 ) and 𝑒𝑣𝑘 , which are generated on the client
in the 𝐾𝑒𝑦𝐺𝑒𝑛() procedure along with the public key and passed to the server. The formal definition of each
parameter and operation is given follow.

• 𝑁 (slot size) : The length of the plaintext vector corresponding to each ciphertext.
• Level: The number of multiplicative operations the current ciphertext can perform. As multiplication is performed,
the level decreases and when it becomes zero, no more multiplication can be performed.
• Depth : The upper limit of levels a ciphertext can have. That is, the level if no multiplications were ever performed.
The size of the Depth is determined by the security parameters of the scheme.
• KeyGen(𝑠𝑘,G) :
1. Generate public key 𝑝𝑘 from 𝑠𝑘.

2. Generate evaluation key 𝑒𝑣𝑘 from sk
3. Generate rotation keys 𝑟𝑡𝑘 (𝑖) from sk, for each 𝑖 in G.
• Let 𝑐𝑡1, 𝑐𝑡2 be the ciphertext of vectors 𝑣1, 𝑣2
𝐴𝑑𝑑 (𝑐𝑡1, 𝑐𝑡2) = 𝑐𝑡𝐴𝑑𝑑 : Decryption vector of 𝑐𝑡𝐴𝑑𝑑 is 𝑣1 ⊕ 𝑣2.
𝑀𝑢𝑙𝑡 (𝑐𝑡1, 𝑐𝑡2, 𝑒𝑣𝑘) = 𝑐𝑡𝑚𝑢𝑙 : Decryption vector of 𝑐𝑡𝑚𝑢𝑙 is 𝑣1⊗𝑣2, And its level is min{Lv(𝑐𝑡1), Lv(𝑐𝑡2)}−1.
𝑅𝑜𝑡 (𝑐𝑡1, 𝑟𝑡𝑘 (𝑟 )) = 𝑐𝑡𝑟𝑜𝑡 : Decryption vector of 𝑐𝑡𝑟 is 𝜌 (𝑣1, 𝑟 ) = (𝑣𝑟 , 𝑣𝑟+1, · · · , 𝑣𝑁−1.𝑣0, · · · , 𝑣𝑟−1).

A.2 Homomorphic Encryption with AI models
The two main operations required for MLP are matrix multiplication and activation function evaluation. Here,

we only sketch the algorithm for performing matrix multiplication and activation function using the four basic
operations described in the previous section, with more details provided in the algorithm in the appendix.
The standard method for evaluating activation functions such as Sigmoid and ReLU in HE is polynomial

approximation. The server generates an approximate polynomial for the activation function using an approxi-
mation algorithm by setting the approximation interval and approximation degree. It should be noted that the
approximation interval must be set very conservatively because the server does not know the ciphertext value.
Subsequently, the server can evaluate the polynomial using the coefficients of the generated polynomial, the
ciphertext, and the Add, PMult,CMult operations. Additionally, various optimization methods have been studied
to minimize the number of CMult operations requiring key-switching in polynomial evaluation[8, 16, 41, 43]. We
used the polynomial evaluation algorithm proposed by [8] which is a divide-and-conquer algorithm that divides
an approximation polynomial into fixed base polynomials (suitable for approximation) to construct a quotient
polynomial and a remainder polynomial. A detailed description is given in Algorithm 1 in the Appendix.

Similar to the approximation of activation functions, significant progress has also been made in researching ma-
trix operations, which are central to machine learning [3, 15, 30, 79–82]. Considering that matrix addition involves
adding elements with the same index and matrix multiplication involves multiple inner product operations, it is
clear that matrix addition and multiplication can be constructed using the basic operations add, PMult,CMult,Rot.
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However, while matrix addition can be performed relatively simply in a HE environment, the naive matrix multi-
plication described earlier incurs high computational costs due to frequent key-switching operations. We follow
the optimized matrix multiplication algorithm [36] and describe the necessary algorithms in Algorithms 2 and 3 in
the appendix. The main idea of this algorithm is that matrix multiplication can be decomposed into permutation,
element-wise multiplication, and addition.
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B Appendix - Algorithms

Algorithm 1 BSGS Polynomial Evaluation Algorithm
Procedure: EvalPoly(𝑐𝑡 , 𝑃 (𝑥))

Input: 𝑐𝑡 : ciphertext of 𝑥 , 𝑃 (𝑥) =
𝑑𝑒𝑔−1∑
𝑘=0

𝑐𝑘 · 𝑥𝑘 : target polynomial function for 𝑝𝑜𝑤𝑒𝑟 basis.

Output: 𝑐𝑡𝑟𝑡𝑛 = 𝐸𝑛𝑐 (𝑃 (𝑥)) : ciphertext of P(x).
// precomputed
1: 𝑀 ← ⌈log(deg+1)⌉
2: 𝐼 ← ⌊𝑀/2⌋
3: ℎ1 ← 𝑃 (𝑥)
4: Find 𝑞(𝑥), 𝑟 (𝑥) s.t. ℎ1 (𝑥) = 𝑞(𝑥) ·𝑇2𝑀−1 + 𝑟 (𝑥) and ℎ2 ← 𝑞(𝑥), ℎ3 ← 𝑟 (𝑥)
5: To construct the tree Tr, recurse on step 5 by ℎ𝑖 = ℎ2𝑖 ·𝑇2𝑡 + ℎ2𝑖+1 until 𝑡 ≥ 𝐼 ,where 𝑡 = 𝑀 − 1 − ⌊log 𝑖⌋

// evaluation
6: 𝑇0 ← 1,𝑇1 ← 𝑐𝑡

7: for 𝑖 = 2 to 2𝐼 − 1 do
8: 𝑇𝑖=𝑎+𝑏 ← Add(2 · CMult(𝑇𝑎,𝑇𝑏,𝑚𝑘),−𝑇|𝑎−𝑏 | )
9: end for
10: for 𝑖 = 𝐼 to𝑀 do
11: 𝑇2𝑖 ← Add(2 · CMult(𝑇2𝑖−1 ,𝑇2𝑖−1 ,𝑚𝑘),−1)
12: end for
13: Evaluate leaf node of tree Tr using 𝑇𝑖 for 0 ≤ 𝑖 < 2𝐼−1
14: Evaluate internal node and root node of tree Tr using ℎ𝑖 = ℎ2𝑖 ·𝑇2𝑖 + ℎ2𝑖+1 for 𝐼 ≤ 𝑖 < 𝑀.

15: return 𝑐𝑡𝑟𝑡𝑛 : Computed ciphertext corresponding to ℎ1
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Algorithm 2 BSGS Linear Transformation Algorithm
Procedure: LT(𝑐𝑡 , 𝐴)
Input: 𝑐𝑡 : ciphertext of vector v, 𝐷 (𝐴) = {𝑑𝑖 : 𝑑𝑖 [ 𝑗] = 𝐴[𝑖] [𝑖 + 𝑗 mod 𝑛] for 0 ≤ 𝑖, 𝑗 < 𝑛} : list of all diagonal
vectors of matrix 𝐴, where 𝐴 ∈ R𝑛×𝑛 .
Output: 𝐸𝑛𝑐 (𝐴 · v): ciphertext of vector 𝐴 · v
1: 𝑛′ ← ⌈

√
𝑛⌉

2: 𝑐𝑡𝑟𝑡𝑛 ← 𝑐𝑡𝑧𝑒𝑟𝑜 = 𝐸𝑛𝑐 (0)
3: for 𝑖 = 0 to 𝑛′ do
4: giant[𝑖] ← Rot(𝑐𝑡, 𝑖 · 𝑛′, 𝑟𝑘𝑖 ·𝑛′ )
5: end for
6: for 𝑗 = 0 to 𝑛′ do
7: 𝑐𝑡𝑖𝑛 ← 𝑐𝑡𝑧𝑒𝑟𝑜
8: for 𝑖 = 0 to 𝑛′ do
9: 𝑐𝑡tmp ← PMult(giant[𝑖], 𝜌 (𝑑𝑖 ·𝑛′+𝑗 ,− 𝑗))
10: 𝑐𝑡𝑖𝑛 ← Add(𝑐𝑡𝑖𝑛, 𝑐𝑡𝑡𝑒𝑚𝑝 )
11: end for
12: 𝑐𝑡𝑖𝑛 ← Rot(𝑐𝑡𝑖𝑛, 𝑗, 𝑟𝑘 𝑗 )
13: 𝑐𝑡rtn ← Add(𝑐𝑡𝑟𝑡𝑛, 𝑐𝑡𝑖𝑛)
14: end for
15: return 𝑐𝑡rtn

Algorithm 3 rectangular matrix-matrix multplication algorithm
Procedure: MM(𝑐𝑡 .𝐴, 𝑐𝑡 .𝐵)
Input: 𝑐𝑡 .𝐴: ciphertext of matrix 𝐴 ∈ Rℓ×𝑛 , 𝑐𝑡 .𝐵 : ciphertext of matrix 𝐵 ∈ R𝑛×𝑛 .
Output: 𝐸𝑛𝑐 (𝐶) : ciphertext of matrix 𝐶 = 𝐴 · 𝐵 ∈ Rℓ×𝑛 .
1: 𝑐𝑡𝑖𝑛 ← 𝑐𝑡𝑧𝑒𝑟𝑜
2: for 𝑖 = 0 to log(𝑛/ℓ) do
3: 𝑐𝑡𝑖𝑛 ← Add(𝑐𝑡𝑖𝑛, Rot(𝑐𝑡𝑖𝑛, 𝑖 · ℓ · 𝑛 · 2𝑖 , 𝑟𝑘𝑖 ·ℓ ·𝑛 ·2𝑖 )
4: end for
5: 𝑐𝑡 .𝐴 (0) ← LT(𝑐𝑡𝑖𝑛,𝑈 𝜎 )
6: 𝑐𝑡 .𝐵 (0) ← LT(𝑐𝑡𝑖𝑛,𝑈 𝜏 )
7: for 𝑖 = 1 to 𝑙 do
8: 𝑐𝑡 .𝐴(𝑖 ) ← LT(𝑐𝑡 .𝐴 (0) ,𝑉 𝑖 )
9: 𝑐𝑡 .𝐵 (𝑖 ) ← LT(𝑐𝑡 .𝐵 (0) ,𝑊 𝑖 )
10: end for
11: 𝑐𝑡𝑟𝑡𝑛 ← CMult(𝑐𝑡 .𝐴 (0) , 𝑐𝑡 .𝐵 (0) ,𝑚𝑘)
12: for 𝑖 = 1 to 𝑙 do
13: 𝑐𝑡𝑟𝑡𝑛 ← Add(𝑐𝑡𝑟𝑡𝑛,CMult(𝑐𝑡 .𝐴 (𝑖 ) , 𝑐𝑡 .𝐵 (𝑖 ) ))
14: end for
15: 𝑐𝑡𝑟𝑟𝑡𝑛 ← 𝑐𝑡𝑟𝑡𝑛
16: for 𝑖 = 0 to log(𝑛/ℓ) do
17: 𝑐𝑡𝑟𝑟𝑡𝑛 ← Add(𝑐𝑡𝑟𝑟𝑡𝑛, Rot(𝑐𝑡 .𝐴, 𝑖 · ℓ · 𝑛 · 2𝑖 , 𝑟𝑘𝑖 ·ℓ ·𝑛 ·2𝑖 )
18: end for
19: return 𝑐𝑡rrtn
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Algorithm 4 forward Algorithm
Procedure: forward(𝑐𝑡 .𝑋 , 𝑐𝑡 .𝑊1, 𝑐𝑡 .𝑊2, 𝑃𝑠𝑖𝑔𝑛 (𝑥), 𝑃𝜎 (𝑥))
Input: 𝑐𝑡 .𝑋 : ciphertext of 𝑛 intput datas 𝑋 ∈ Rℓ×𝑛 , 𝑐𝑡 .𝑊1, 𝑐𝑡 .𝑊2: ciphertexts of𝑊1 ∈ R32×ℓ and𝑊1 ∈ R1×32

𝑃𝑠𝑖𝑔𝑛 (𝑥) : approximate polynomial function of Sign(·), 𝑃𝜎 (𝑥) : approximate polynomial function of 𝜎 (·)
Output: 𝑐𝑡 .𝑦 : ciphertext of Prediction probabilities for input data 𝑋 .
1: 𝑐𝑡 .𝑧1 ←MM(𝑐𝑡 .𝑊1, 𝑐𝑡 .𝑋 ) // 1st layer
2: 𝑐𝑡 .𝑎𝑠𝑖𝑔𝑛 ← EvalPoly(𝑐𝑡 .𝑧1, 𝑃𝑠𝑖𝑔𝑛 (𝑥)) // store
3: 𝑐𝑡 .𝑎1 ← CMult(Add(𝑐𝑡 .𝑎𝑠𝑖𝑔𝑛, 0.5), 𝑐𝑡 .𝑧1,𝑚𝑘) // store
4: 𝑐𝑡 .𝑧2 ← MM(𝑐𝑡 .𝑊2, 𝑐𝑡 .𝑎1) // 2nd layer
5: 𝑐𝑡 .𝑦 ← EvalPoly(𝑐𝑡 .𝑧2, 𝑃𝜎 (𝑥))
6: return 𝑐𝑡 .𝑦

Algorithm 5 backwoard Algorithm
Procedure: backward(𝑐𝑡 .𝑋, 𝑐𝑡 .𝑦,𝑐𝑡,𝑦, 𝑐𝑡 .𝑠 , 𝑐𝑡 .𝑊1, 𝑐𝑡 .𝑊2)
Input:
𝑐𝑡 .𝑋 : ciphertext of input data 𝑋𝑇 ∈ R𝑙×𝑛, 𝑐𝑡 .𝑦, 𝑐𝑡 .𝑦, 𝑐𝑡 .𝑠 : ciphertext of pseudo label, prediction probabilbily,
selection value ∈ R1×𝑛 , 𝑐𝑡 .𝑊1, 𝑐𝑡 .𝑊2 : ciphertext of weight𝑊1 ∈ R1×32,𝑊2 ∈ R32×𝑙 ,
Output: 𝑐𝑡 .𝑑𝑊1, 𝑐𝑡 .𝑑𝑊2 : ciphertext of gradient value for𝑊1,𝑊2.
// gradeint for𝑊2

1: 𝑑𝑧 ← Add(𝑐𝑡 .𝑦,−𝑐𝑡 .𝑦)
2: 𝑑𝑧 ← CMult(𝑑𝑧, 𝑐𝑡 .𝑠,𝑚𝑘)
3: 𝑑𝑊2 ← CMult(𝑑𝑧, 𝑎1,𝑚𝑘)
4: 𝑑𝑊2 ← LT(𝑑𝑊2,𝑈

𝑡 )
5: for 𝑖 = 0 to log(𝑛) do
6: 𝑑𝑊2 = Add(𝑑𝑊2, Rot(𝑑𝑊2, 2𝑖 , 𝑟𝑘2𝑖 )
7: end for

// gradeint for𝑊1
8: 𝑐𝑡 .𝑊 𝑡

1 ← LT(𝑐𝑡 .𝑊1,𝑈
𝑡 )

9: 𝑐𝑡𝑡𝑚𝑝 ← CMult(𝑐𝑡 .𝑊 𝑡
1 , 𝑑𝑧,𝑚𝑘)

10: 𝑐𝑡𝑡𝑚𝑝 ← CMult(𝑐𝑡𝑡𝑚𝑝 , 𝑐𝑡 .𝑎𝑠𝑖𝑔𝑛,𝑚𝑘)
11: 𝑐𝑡 .𝑑𝑊1 ← MM(𝑐𝑡𝑡𝑚𝑝 , 𝑐𝑡 .𝑋

𝑡 )
12: return 𝑐𝑡 .𝑑𝑊1, 𝑐𝑡 .𝑑𝑊2

Algorithm 6 View Swap Algorithm
Procedure: Swap(𝑐𝑡 )
Input: 𝑐𝑡 : ciphertext of x = (𝑎1, 𝑏1, 𝑎2, 𝑏2, · · ·𝑎𝑁 , 𝑏𝑁 ), v : masking vector v = (1, 0, 1, 0, · · · , 1, 0)
Output: 𝑐𝑡 ′ : swapped ciphertext of x′ = (𝑏1, 𝑎1, 𝑏2, 𝑎2, · · · , 𝑏𝑁 , 𝑎𝑁 )
1: 𝑐𝑡 ′ ← PMult(𝑐𝑡, v)
2: 𝑐𝑡 ′ ← Rot(𝑐𝑡 ′,−1, 𝑟𝑘−1)
3: 𝑐𝑡𝑟 ← Rot(𝑐𝑡, 1, 𝑟𝑘1)
4: 𝑐𝑡𝑟 ← PMult(𝑐𝑡𝑟 , v)
5: 𝑐𝑡 ′ ← Add(𝑐𝑡 ′, 𝑐𝑡𝑟 )
6: return 𝑐𝑡 ′
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Algorithm 7 co-training Algorithm
1: Procedure: cotrain(𝑐𝑡 .𝑋 , num_round, num_epoch)

Input: 𝑐𝑡 .𝑋 : ciphertext of input data, 𝑀 : pre-trained two-veiw generalized model
Output:𝑀 ′ : Encrypted co-trained model𝑀 ′

2: 𝑀 ′ ← 𝑀

3: for 𝑗 = 0 to num_round do
4: 𝑐𝑡 .𝑦 ← 𝑀 ′ .forward(𝑐𝑡 .𝑋 , 𝑐𝑡 .𝑊1, 𝑐𝑡 .𝑊2, 𝑃𝑅𝑒𝐿𝑈 , 𝑃𝜎 )
5: 𝑐𝑡 .𝑦 ← EvalPoly(Add(𝑐𝑡 .𝑦,−0.5), 𝑃𝑠𝑖𝑔𝑛)
6: 𝑐𝑡𝑡𝑚𝑝 ← Add(𝑐𝑡 .𝑦,−0.5)
7: 𝑐𝑡𝑡𝑚𝑝 ← CMult(𝑐𝑡𝑡𝑚𝑝 , 𝑐𝑡𝑡𝑚𝑝 ,𝑚𝑘)
8: 𝑐𝑡𝑡𝑚𝑝 ← Add(𝑐𝑡𝑡𝑚𝑝 , (𝑡 − 0.5)2)
9: 𝑐𝑡 .𝑠 ← EvalPoly(𝑐𝑡𝑡𝑚𝑝 , 𝑃𝑠𝑖𝑔𝑛)
10: 𝑐𝑡 .𝑦 ← Swap(𝑐𝑡 .𝑦)
11: 𝑐𝑡 .𝑠 ← Swap(𝑐𝑡 .𝑠)
12: cross-veiw filtering
13: for 𝑖 = 0 to num_epoch do
14: 𝑐𝑡 .𝑦 ← 𝑀 ′ .forward(𝑐𝑡 .𝑋 , 𝑐𝑡 .𝑊1, 𝑐𝑡 .𝑊2, 𝑃𝑅𝑒𝐿𝑈 , 𝑃𝜎 )
15: 𝑐𝑡 .𝑑𝑊1, 𝑐𝑡 .𝑑𝑊2 ← 𝑀 ′ .backward(𝑐𝑡 .𝑋, 𝑐𝑡 .𝑦, 𝑐𝑡,𝑦, 𝑐𝑡 .𝑠 , 𝑐𝑡 .𝑊1, 𝑐𝑡 .𝑊2)
16: 𝑀 ′ ← weight update for𝑀 ′
17: end for
18: end for
19: return 𝑀 ′
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