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Abstract. Blind signatures have received increased attention from re-
searchers and practitioners. They allow users to obtain a signature under
a message without revealing it to the signer. One of the most popular
applications of blind signatures is to use them as one-time tokens, where
the issuing is not linkable to the redeeming phase, and the signature
under a random identifier forms a valid token. This concept is the back-
bone of the Privacy Pass system, which uses it to identify honest but
anonymous users and protect content delivery networks from botnets.
Non-interactive blind signatures for random messages were introduced
by Hanzlik (Eurocrypt’23). They allow a signer to create a pre-signature
with respect to a particular public key, while the corresponding secret key
can later be used to finalize the signature. This non-interaction allows
for more applications than in the case of blind signatures. In particular,
the author suggested using regular PKI keys as the recipient public key,
allowing for a distribution of one-time tokens to users outside the system,
e.g., to public keys of GitHub users, similar to airdropping of cryptocur-
rencies. Unfortunately, despite introducing this concept, the paper fails
to provide schemes that work with keys used in the wild.

We solve this open problem. We introduce a generic construction of non-
interactive blind signatures that relies on Yao’s garbled circuit techniques
and provide particular improvements to this generic setting. We replace
oblivious transfer with their non-interactive variant and show how to con-
struct them so that the recipient’s public key, encoding the OT choice,
is a standard RSA public key (e, N). To improve the efficiency of the
garbling, we show how to garble the signing algorithm of the pairing-
based Pointcheval-Sanders (PS) signatures and the RSA-based signature
scheme with efficient protocols by Camenisch and Lysyanskaya. Our tech-
nique also apply to the well-known BBS signatures. All our improvements
are of independent interest and are central to our contribution.

1 Introduction

Recently, blind signatures have received increased attention from researchers and
practitioners. This cryptographic primitive allows a user to obtain a signature
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under a message of her choosing from the signer using an interactive protocol.
The critical property of blind signatures called blindness, ensures that the signer
does not learn anything about the user’s message. On the other hand, the user
cannot create a valid signature without the signer, which forms the so-called
unforgeability notion.

In his seminal work, Chaum [12] introduced the main application of blind
signatures, i.e., electronic cash. The scenario proposed by Chaum includes a
user, a merchant, and a bank. The bank plays the role of the signer in the blind
signature scheme. To obtain an electronic coin, the user picks an identifier uni-
formly at random, which she uses as the message in the blind signature issuing
process. The bank gives a signature under the user’s message, which allows the
user to create a valid e-coin formed by the unique identifier and a signature un-
der it. The user can now send this coin to the merchant, who can use the bank’s
public key to check the coin’s validity. Later, the coin can be redeemed for real
currency by sending it to the bank. The bank keeps a list of used identifiers
to prevent double-spending. Chaum provided more advanced protection mecha-
nisms against double-spending, but this base scenario is already very practical.

In particular, this concept is one of the backbones of the Privacy Pass sys-
tem [15], which is currently discussed as part of the IETF standard [11]. One of
the main problems tackled by this system is the problem of CAPTCHA chal-
lenges. Content delivery networks (CDN) apply different heuristics and policies
to incoming communication to protect against bot networks and DDoS attacks.
Those algorithms usually heavily challenge honest users who use anonymous net-
works like VPN and TOR, which diminishes the usability of the internet for those
clients. Privacy Pass solves this problem using so-called tokens (or tickets), which
correspond to the e-coin in Chaum’s banking scenario. Clients receive those to-
kens from an issuer and can later redeem them when communicating with the
CDN instead of solving the CAPTCHA. From the user’s perspective, no interac-
tion is required; the whole redeeming process is done via the user’s browser (i.e.,
browser extension®). Privacy Pass supports using the RSA-PSS blind signature
scheme [6] as the underlying algorithm. Lysyanskaya showed the security of this
blind signature scheme in this context [23]. Alternatively, Privacy Pass can be
instantiated as follows. Suppose the issuer is also the party redeeming the token.
In that case, the issuer can rely on an oblivious pseudorandom function instead,
which can also be seen as blind signatures with a designated verifier.

Hanzlik [21] observed that the identifier picked by the user in e-cash-like
applications (e.g., Privacy Pass) is a uniformly random value and does not follow
any particular distribution. This observation gave birth to a new primitive called
non-interactive blind signatures for random messages (NIBS). The signer can use
a public key corresponding to the user and a nonce to create a pre-signature. The
user can later finalize the pre-signature to a complete signature. As part of this
process, she receives a random identifier under which the full signature is valid.
In other words, in non-interactive blind signatures, the user cannot pick the
signed message, but it is an output of the finalization process. The advantage
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is that no interaction between the user and the signer is required. The latter
only needs the former’s public key. The message is an output of a pseudorandom
function that takes as input the user’s secret key and a nonce picked by the
signer. Thanks to that, the final message-signature pair does not leak who the
recipient of the pre-signature was but also which nonce was used to create it,
making the scheme blind. Formally, the former is called recipient blindness, and
the latter property is called nonce blindness.

One of the exciting applications of NIBS that cannot be used with standard
blind signatures is the concept of airdropping. Hanzlik proposes instantiating
NIBS so that the user’s public key corresponds to a long-term public key for other
schemes (e.g., keys used for PKI primitives or GitHub public keys). Airdropping
of cryptocurrencies is a known technique to distribute to users who can but
are not required to redeem the currency. Boneh et al. [31] formally defined this
concept, which also preserves the privacy of the recipients. NIBS can be used
to airdrop e-coins (e.g., Privacy Pass tokens), allowing issuers to create pre-
signatures, e.g., for a selected group of GitHub public keys, and distribute them.
Thanks to the blindness property, the issuer cannot distinguish which of the
chosen users redeemed the e-coin and which did not.

The main scheme proposed in [21] supports standard public keys in the dis-
crete logarithm setting g” but requires the public key to be a point on an elliptic
curve that supports pairings, e.g., the BLS12-381 curve [30]. Unfortunately, due
to the specifics of the scheme construction, it cannot be used with public keys for
the BLS signature scheme [8]. In other words, the composition of the BLS and
NIBS schemes would be insecure, which, as shown in the paper, is different for,
e.g., Schnorr and ECDSA signatures. However, in practice, we use more efficient
curves with those schemes that do not support pairings. Thus, on the one hand,
composing BLS and NIBS is insecure, while on the other hand, all publicly avail-
able keys for Schnorr and ECDSA cannot be used. The same problem is with
the generic scheme proposed in [21], which requires that the user’s public key is
a key for a verifiable random function [24]. Consequently, the airdropping appli-
cation cannot be used with any of the schemes introduced in [21]. Therefore, in
this paper, we consider the following research question.

Can we construct non-interactive signature schemes composable with public
keys and schemes in the wild? In particular, can we airdrop Privacy Pass-like
tokens to users with a standard RSA key (e, N)?

1.1  Our Contribution

We positively answer this question and show how we can securely construct non-
interactive blind signatures while the signer can use users’ standard PKI RSA
public keys. Our construction leverages Yao’s garbled circuit idea but relies on
non-interactive oblivious transfer [4]. Instead of using this construction naively,
we show several improvements that are of independent interest and allow us to
achieve the abovementioned result.
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— Firstly, we show how to construct a non-interactive oblivious transfer scheme
where we do not require a special structure of the recipient’s public key (like
is the case in [4]). The scheme works with standard PKI RSA public keys
(e, N), and security relies on a variant of the quadratic residuosity prob-
lem and the random oracle model. Prior schemes were not able to leverage
existing PKI as the recipient keys. Using this scheme as part of our non-
interactive blind signature scheme allows the signer to provide the user with
the input labels for the garbled circuit. Additionally, we introduce a new
property that allows an extraction algorithm to output the recipient’s choice
in the OT protocol, which we leverage in later proofs.

— Secondly, we show how to garble particular signature schemes’ signing pro-
cedures in a way that the secret key of the signer does not leak. We show how
our idea works efficiently for Pointcheval-Sanders (PS) signatures [27] and
the RSA-based signature scheme with efficient protocols [9]. Interestingly,
we can extend our techniques to other schemes, including BBS [7,10] and
signatures where the part of the signature dependent on the message can be
represented as a - h™ for group element h and « independent of m.

— We show how to generically construct non-interactive blind signatures from
non-interactive oblivious transfer and garbled circuits. The proposed con-
struction is only secure against honest-but-curious signers, and therefore, we
extend the formal definitions of NIBS to accommodate such adversaries. The
scheme security can be elevated by the signer providing a zero-knowledge
proof of honest behavior.

— Our final contribution is a fully secure construction of non-interactive blind
signatures. The generic construction inspired the scheme, but instead of us-
ing black-box access to the underlying primitives, we leverage their internal
workings. The scheme can be used to airdrop PS signatures to users with
standard RSA public keys (e, N) at a cost of approximately 20 MB for 80-bit
security.

1.2 Our Techniques

In this subsection, we provide a high-level overview of our techniques and leave
the details for later. We start with the following observation. To construct non-
interactive blind signatures, we need some way for the signer to send data obliv-
iously to the user. A natural candidate for this is oblivious transfer (OT), which
allows the user to pick one out of many messages sent by the signer (e.g., choose
one of two messages based on a bit). The security of OT guarantees that the
signer is oblivious to the user’s choice. OT protocols are inherently interactive
and require the recipient to send messages to the sender. Fortunately, Bellare
and Micali [4] introduced the notion of non-interactive oblivious transfer (NIOT).
The idea is to replace the communication with the recipient’s public key. The
sender uses the public key to encode the messages it wants and does not need
further communication with the receiver. In other words, a NIOT can be seen
as a two-move OT, where the first message can be reused and is set to be the
recipient’s public key.
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Scheme A |pk| |pkg| |psig| |sig| Blindness

Genericy; 80 2292 [bit] 2048 [bit] ~ 3247 [kB] 764 [bit] Honest
Generic; 80 8192 [bit] 2048 [bit] ~ 3283 [kB] || [bit] Honest
Generic, 128 2292 [bit] 3072 [bit] A 12402 [kB] 764 [bit]  Honest
Generics 128 12288 [bit] 3072 [bit]  ~ 12486 [kB] |r| [bit]  Honest
[bit] ]
[bit] ]

NIBPS 80 2292 [bit] 2048 [bit ~ 20484 [kB] 764 [bit] Malicious

NIBPS 128 2292 [bit] 3072 [bit ~ 49071 [kB] 764 [bit] Malicious

Table 1. Concrete efficiency of our generic construction and the NIBPS (Scheme 9).
We will use Generic, to denote Scheme 6 instantiated with NIOT Scheme 3 (batched
version as per Remark 5) and garbled circuit Scheme a. We use the BLS12-381 curve
for all schemes to instantiate the groups Gi, G2, and Gr independent of the security
parameters A. For BLS12-381 we have: p with 381-bit, ¢ with 255-bit representation,
elements of Gy with 382-bit and elements of G2 with 764-bit representation. We assume
an RSA modulus of size 2048-bit for 80-bit security and 3072-bit for 128-bit security.
Additionally, we assume that message size is £, = A for the generic scheme and 7
denotes the bit size of the proof of knowledge of a signature from [9], which depends
on the actual instantiation.

Generic Solution. Using NIOT, the signer can send one out of many messages to
the user. The first approach would be for the signer to sign all possible messages
and use the non-interactive oblivious transfer to send it to the user. Unfortu-
nately, there are two problems with this approach. Firstly, the message space
would have to be polynomial in size. Otherwise, the signer would have to sign
exponentially many messages. Secondly, the scheme would not be blind and us-
able since the user would always pick a signature under the same message (i.e.,
the recipient’s secret key). Note that the user’s choice in the OT protocol is fixed
by its public key.

Our approach instead is to leverage Yao’s garbled circuits [32], which work
well with OT protocols and are one of the ways to implement multi-party com-
putation (MPC). Garbled circuits allow a garbler (in our scenario, the signer)
to generate an encoded version of a circuit f(-) that can be shared with the
recipient. To evaluate the encoded circuit F(+), the recipient must ask the signer
for an encoding of its input skz with encoding bit choices s_kR’l, . ,S_kR’g. Both
parties run the OT protocols ¢ times, where for each run, the sender provides
encodings for both bits at a given position ¢ € [¢], while the user only learns a
so-called label for its bits sk R,i- All labels for each bit then form the encoding
X of the input skr. The recipient can now evaluate the garbled circuit F' and
receive the output f(skg).

The second approach to construct non-interactive blind signatures is to lever-
age Yao's techniques. We first replace the OT with a non-interactive OT (NIOT),
leading to the secret input of the recipient being now the user’s private key skpy.
The next step is to take a standard signature scheme with the signing algorithm
Sign(sk,m) and set the circuit to fg = Sign(sk,skr). The pre-signature is the
garbled circuit and the NIOT protocol for encoding the secret key skr. Unfor-



6 Lucjan Hanzlik , Eugenio Paracucchi, and Riccardo Zanotto

tunately, this would lead to a NIBS scheme without the reusability property,
i.e., a recipient can only receive one signature. To solve the problem, we observe
that in our NIOT scheme, we do not commit to only one secret key but can
commit to many, and the key choice can be picked pseudorandomly based on a
nonce nonce. We therefore evaluate the circuit fo nonce = Sign(sk, skz nonce). The
recipient uses the secret key skp nonce to execute the NIOT protocol and runs
the garbled circuit using the received encoding. As a result, the user receives a
signature under the message sk nonce), Which we will treat as a one-time use key.
To redeem/finalize the NIBS, the recipient must make sure that the evaluated
function fek nonce cannot be used to link the pre-signature to the final signature.
We will show that the recipient can use either the re-randomization properties of
the signature scheme or an efficient protocol to show knowledge of the signature.

There are three problems with the above approach. First of all, the efficiency
of garbling and execution of the garbled circuit depends heavily on the garbled
circuit f(-). Garbling the signing process usually requires a circuit for modular
arithmetic and more (e.g., elliptic curve operations). Secondly, a malicious signer
can easily break the blindness property by providing malformed inputs to the
OT transfer protocol. Consequently, the recipient can only reconstruct a valid
signature in certain situations, e.g., if S_kR,i = 1 and not in case s_kRﬂ- = 0, which
gives the malicious signer an oracle on the bits of the user’s secret. These attacks
are known as selective-failure attacks in the multi-party-computation literature
[22,29]. Fortunately, this problem, as we will see later, can be easily solved by an
honest signer definition and later a folklore transformation from an honest signer
to a malicious signer using zero-knowledge proofs. In other words, we first will
assume an honest signer and later have it prove that it behaved honestly using
ZK proofs. To do that, we introduce two new notions called honest recipient
blindness and honest nonce blindness. We assume that instead of outputting the
pre-signature, the adversary must output its secret signing key and the random
coins used to allow the challenger to generate the pre-signatures in an explainable
and honest way. The third problem is that Bellare and Micali only provide NIOT
schemes, where the receiver’s public key is in a particular form to work with the
NIOT scheme. However, the main goal of this paper is to provide a NIBS scheme
with airdropping that supports public keys existing in the wild. Finally, once we
directly apply the abovementioned improvements to the generic construction,
we end up with a NIBS scheme that is efficient and allows using a regular RSA
public key as the recipient’s key pair.

Non-interactive Oblivious Transfer for RSA Public Keys. We will now describe
how we construct a 1-out-of-2 non-interactive oblivious transfer using a standard
RSA public key for the RSA signature and encryption scheme. Such a key is of
the form (e, N), whereas for the private key d, we have e-d = 1 (mod ¢(N)). Un-
fortunately, this key cannot be used with the Bellare and Micali non-interactive
oblivious transfer scheme since it lacks the elements 5y and (;, encoding the
user’s choice for the OT (i.e., message mg or my). The main problem is that the
user generates the key (e, N) without the oblivious transfer protocol in mind
since this key is used for other primitives.
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What we want to achieve is that this key must somehow encode the user’s
choice in a way that the sender cannot distinguish. A potential hard problem
is whether an element in Zy with Jacobi symbol 1 is a quadratic residue or a
quadratic non-residue. In particular, we can associate the choice my when x is
a quadratic residue, while m; when x is not a square. Given such a random
element x, the sender cannot distinguish, by QR, which of the two messages,
mg or my, is picked by the receiver. This random element can be computed as
the random oracle Hy (V) output. Note that this produces a single bit choice
but can easily be extended to more bits and have A independent bit choices by
using Hy (N, 4) for ¢ € [A]. Such a string of bits can form the recipient’s secret
key skr. Note that this idea can be extended to many secret strings by using an
additional nonce in the computation Hy (N, nonce, ).

Given this generic idea, we will now show how to utilize it. The main problem
is how to encrypt the messages mg and m; and how the receiver can decrypt its
choice. We turn our attention to the Goldwasser-Micali cryptosystem. Given a
quadratic non-residue x and modulus N (public key (z, N)), one can encrypt a
bit b as follows. The ciphertext is ct = y?-2? mod N for y chosen from the group
of units modulo N. To decrypt, the recipient checks if ct is a quadratic residue
(bit b = 0) or a quadratic non-residue (bit b = 1). The scheme can be easily
extended to a larger message string by repeating the encryption process for the
other message bits and constructing a bigger ciphertext. In our discussion, we
will only consider the Goldwasser-Micali cryptosystem for strings of bits.

Unfortunately, this cryptosystem itself does not solve our problem. We want
to achieve that the message the recipient can decrypt should depend on the
element Hy (V). We solve this using ideas from dual-mode non-interactive zero-
knowledge [20]. We notice that depending on the element z, the Goldwasser-
Micali cryptosystem acts as an encryption scheme or a hiding commitment
scheme. If x is a quadratic non-residue, we have the standard cryptosystem. In
contrast, in the opposite case, the ciphertext ct is always a square, independent
of the encrypted bit b, providing a hiding property even if the recipient knows
the secret key. The first approach would be for the sender to use Hy (0, N) as the
x parameter for the Golwasser-Micali cryptosystem to encrypt mg and Hy (1, N)
to encrypt m;. Unfortunately, this could lead to situations where the recipient
can decrypt both mg and my or neither. We must use the element Hy(N) as a
switch between mg and m;. We will show how to do that below.

To accommodate for all cases of modulus NV, we first observe that the Cocks
IBE scheme [13] can be used as a counterpart to the Goldwasser-Micali cryp-
tosystem, i.e., while GM requires quadratic non-residues to work, the Cocks IBE
scheme uses quadratic residues as a part of the public key. We notice that in
case NN is squarefree, the same argument as in the case of GM can be made for
Cocks IBE, i.e., if the public key is a quadratic non-residue, then ciphertext is a
perfectly hiding commitment. To construct a NIOT, we then use the Goldwasser-
Micali with Hy (V) to encrypt message mg and the Cocks IBE scheme to encrypt
my using the same element Hy (N). To prove that N is squarefree, we use the
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techniques from [18] in a non-interactive manner, similar to, in some sense, a
witness encryption scheme.

A related approach was considered in [25]. However, adapting [25] for NIOT
presents challenges, particularly in ensuring security against malicious receivers
and maintaining compatibility with existing keys. The scheme relies on an hon-
estly generated modulus, which a malicious receiver could manipulate to decrypt
both messages. Mitigating this would require additional NIZK proofs, conflict-
ing with our design goals. Instead, we leverage the duality between the Cocks
and Goldwasser-Micali schemes, offering a novel approach that overcomes these
limitations.

Efficient Garbling of Signing Functions. Constructing OPRFs from OT is well-
known, but extending this concept to the non-interactive setting introduces new
challenges, particularly in efficiently handling signature schemes. Our starting
point are Pointcheval-Sanders (PS) signatures [27] in the discrete logarithm set-
ting. The scheme looks as follows. Let e : G; x G2 — G be a bilinear pairing,
where all groups are of order ¢ and are generated by respectively g1, g2, €(g1, g2)-
Moreover, let X = ¢4 and Y = gJ be part of the public key. A signature un-
der message m is then of the form (o1,02) = (h, h*TY™), where my ... my is
the bit encoding of the message m and h is a random element from G;. Us-
ing the pairing function e, one can easily verify the signature by checking that
e(o1,X - Y™) = e(02,g2). Naively garbling such a scheme would require the
garbling party to implement all the operations for groups Gy, which would lead
to severe inefficiency. Fortunately, a different approach exists for the garbling
instead of taking a circuit for the group operations. The oy part of the signature
can be rewritten as h? - Hle(hy)yfl'mi, where now it is a product of h*, and
elements (h¥)2™i_which depend on the bits of the message and kY. In other
words, we can write down a valid message for a signature as sg - Hle Si, where
sg = h* and
1(G11 for m; = 0

%= {(hy)zl_1 for m; =1

With this, our approach should already be visible. We have a constant share sg
and shares s; that depend on the message. The idea is for each ¢ € [¢] to run the
oblivious transfer protocol on decryption keys for either 1g, (bit 0) or (h¥)2
(bit 1), where the sender randomly chooses h +$ G;. Unfortunately, this garbling
would not be secure since an adversary can easily flip bits of a message from 1 to
0 by not including the factor (113/)2171 in the computation of 5. What we need
to ensure is that the only operation the recipient can do with sg, s1,...,s¢ is to
compute the product o9 = s - Hle s;- The folklore technique from multi-party
computation to achieve this is to use a multiplicative secret sharing of 1g, on
top. In other words, let Hf:o a; = 1g, be a simple multiplicative secret sharing
of the neutral element in G;. The idea is now to use s, = sp - ap and

3

;o , a; form; =0
i = ()2 - a; form; =1
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The garbled circuit is composed of the value s{,, o1 and the ciphertexts for plain-
texts a; and (h¥)2 -a;. We use authenticated encryption to ensure the evaluator
gets the correct share s, since we permute the ciphertext order to provide pri-
vacy. The corresponding keys form the encoding vector, i.e., in case the recipient
chooses message m in the OT protocol, it receives keys ki"*, ..., k;"* and can use
them to find and decrypt the correct ciphertext. Security follows by the simula-
tor encoding s = o9 - ag and s, = a; for all ¢ € [¢], which is indistinguishable
based on the secret sharing. One attractive property of PS signatures is that the
evaluator can later re-randomize the signature by computing (o7, o%) = (o7, o%)
for some r € Z,. We use this property in the NIBS construction mentioned above
to ensure that pre-signatures (containing the garbled circuit) are independent of
the final NIBS signature, which is in the form of the PS signature.

The idea works nicely with PS signatures since the message is in the expo-
nent. Applying the same technique to standard RSA signatures is not possible
using this technique. However, we notice the RSA-based signature scheme from
[9] not only uses the RSA assumption for security but also provides a similar
property to PS re-randomization, i.e., where the recipient can efficiently prove
knowledge of a signature (e, s,v) in zero-knowledge. The scheme itself requires
the signer to compute prime e, number s, and value v such that v¢ =a™ -b° - ¢
mod N, where N is an RSA modulus constructed from safe primes and a, b, ¢ are
quadratic residues that are part of the public key. We will show how to garble
the computation of v since it is the only part of the signature that depends on
the message. Notice that similar to the h element in PS signatures, the signer
picks e, s as part of the signing process, which can lead to breaking the blindness
of the NIBS scheme. However, we already mentioned that the scheme provides
efficient ZK proofs of signature knowledge that can solve this problem.

To garble the scheme from [9], we observe that v can be computed as « - 3,
where o = (b° - ¢)'/¢ mod N and 8 = Hle(al/e)yfl'mi. Thus, we can apply
the same strategy as in the case of PS signatures, i.e., compute sj = « - ag and

;o ‘ a; form; =0
% (a¥/€)2"" . q; form; = 1

One thing we notice here is that all computations are performed in the group of

quadratic residues, so instead of picking a secret sharing of 1, we pick ag, ..., ay
form a multiplicative secret sharing of 4 and later divide the result by 4. This
ensures that all ag,...,a, are in QR .

Interestingly, our techniques are not limited to the above scheme and can be
applied to any signature scheme where we can pinpoint a part of the signature
that depends on the message m. For such a part, we have « - h™ for some h and
« independent of m. In particular, the well-known BBS signature [7,10] falls into
this category. Given public key X = ¢3 and public h € Gy, the signature is (A4, ),
where A = (g1 - hm)l/(‘”*e). It is easy to see that we can garble the computation
of A similarly to PS signatures, i.e., A can be rewritten as A = sq - Hle Si,
where 5o = gi/“T and s; = (h!/(@+))27"m: The BBS signature scheme also
supports efficient protocols and can be used in our generic construction.
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Efficient Construction. The main reason why our generic construction is only
secure against honest-but-curious adversaries is that it is susceptible to selective-
failure attacks [22], where the adversary can encode false NIOT labels or payloads
so that the Obtain algorithm aborts with L for some messages while works for
other. Such an attack can be used to identify a bit of one of the messages from the
final signatures, leading to an attack against both recipient and nonce blindness.

Our first idea is to construct the scheme so that the final signature is not
under m (where bits of m correspond to the inputs to the garbled circuits)
but under H(m) for a random oracle H. Assuming m is long enough, even if the
adversary learns up to A bits using the selective failure attacks, the final message
would still be uniformly random. Unfortunately, the problem is that constructing
a garbled circuit for a hash function would be inefficient and have unknown
security implications since we would have to treat a circuit representation of the
hash function as a random oracle.

To solve the problem, we construct a concrete scheme directly by utilizing the
building blocks in a non-black-box manner. The idea is to replace the random
oracle H above with an algebraic universal hash function. Such functions are
known to be constructible in fields. We, therefore, fix the underlying signature
scheme to PS signatures that work over groups with prime order ¢ (the same idea
works for BBS). We also increase the input from one message of size ¢,, where ¢,
is the bit-size of ¢, to 2-£,. Now given inputs 1, z2 both of size ¢, bits, the final
PS will be under message m = a1 -x1 + 1 + @z - x2 + B2, where aq, as, By, B2 will
be outputs of a random oracle to ensure independence with z1,x5. The other
parts of the NIBS scheme are the same as in the generic construction, i.e., the
garbled signing values are encrypted using AE, where the corresponding keys are
sent to the recipient using the ideas from our NIOT constructions.

The proof of blindness follows through the leftover hash lemma. Since the
function we use to construct the message m is a universal hash function, it follows
from the LHL that m is indistinguishable from random for any adversary. We,
therefore, can make the final signature disjoint of the issuing process. The only
problem we encounter is that to apply the LHL, we must ensure that x; and x5
are unpredictable to even an unbounded adversary. Unfortunately, this is false
since ;1 and zo can be computed by factorizing the recipient’s public key V.
To solve this problem, we have to make the choices of the NIOT independent of
the actual values encoded in N. To do so, we identify the positions where the
adversary “cheats” by using random oracle queries and decrypting all values.
Once we identify those positions, we replace the other ones with random bit
choices instead of using the corresponding values encoded in N. This change will
be indistinguishable for an adversary under the quadratic residuosity problem.
Note that this step will be similar to known techniques of applying the LHL,
where a function is first replaced by its lossy version before using the LHL. In the
end, at least 2- ¢, — X bit of the input 1, x2 are unpredictable to the adversary,
where it can learn up to A bits through the selective failure attack, and for those
bits, we still rely on the encoding in N. Assuming ¢, ~ 2 - A, the final message
m will be uniformly random for the adversary.
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The construction is possible only because we treat the building blocks in
a non-black-box manner, since in the generic construction, the selective failure
attack can be applied on the NIOT part or the garbled circuit part, while here,
we can consider both simultaneously. In the end, with only a cost of 2 times for
input bits, we can construct a NIBS scheme that supports the standard blindness
definitions. We provide more details on the construction in Section 7.

2 Preliminaries

2.1 Basic Primitives, Notions and Assumptions.

We denote by y < A(z;7) the execution of algorithm .4 on input z, optional
random coins r and with output y. By 7 <% S we mean that r is chosen uniformly
at random over the set S. We will use 1g to denote the identity element in group
G and [n] to denote the set {1,...,n}. Throughout the paper we will use the
multiplicative notation and by A® we denote an algorithm A that has access
to oracle O. For a positive integer N, we will denote by Zy the ring of integers
modulo N and with Z%, = { € Zy | ged(x, N) = 1} its units. For integers n,m
we will denote the Jacobi symbol by (£). We define Jy = {z € Z} | (%) =1}
and QRy = {z € Z§ | 3 y s.t. = y?}. We have the following inclusions:
QRy C In C Z%. An integer N is said squarefree if for all prime p | N we have
P*IN.

Definition 1 (Guessing Probability). Let X' be a finite set and let Dy be

some distribution on X. Then, we define the guessing probability of Dx to be
v = maxg«ecx Prycsp, [2* = ).

Definition 2 (Universal Hash Function). A hash function H: K x X — Y
is universal if for every two distinct elements x,x' € X, we have

/
= < —.
S [Hpk, ) = H(pk, )] < Vi
Definition 3 (Simplified Leftover Hash Lemma). Let X and ) be two
finite sets, and let H: IC x X — Y be a universal family of hash functions. Let
Dy be some distribution on X with guessing probability at most ~. Then, for
any (unbounded) adversary A, we have:

| Pr[A(pk, H(pk, z)) = 1|pk <= K,z s Dx|—Pr[A(pk,y) = 1|pk < K,y <s V] < |V

Definition 4 (Quadratic Residuosity Assumption (QR)). Let p, q be dis-
tinct prime numbers and N = pq. Given x € Jn it is hard to decide if v € QR .

Definition 5 (Extended Quadratic Residuosity Assumption (EQR)).
Let p,q be distinct prime numbers and N = pq. Given x,y € JIn, it is hard to
decide whether x € QRy or not, given that y € QRy. We will use Adv 4 gqr
as the advantage of an adversary A in distinguishing if x € QRy or not. Note
that for Blum modulus N, this assumption is equivalent to the standard QR
assumption.
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Bilinear Groups. Let us consider cyclic groups Gi, Go, G of prime order q.
Let g1, g2 be generators of respectively Gy and Gy. We call e : G; X Gy — G
a bilinear map (pairing) if it is efficiently computable and the following holds:
1) Bilinearity: V(S,T) € Gy x Gz, Va,b € Z,, we have e(5%,T%) = (S, T)*?, 2)
Non-degeneracy: e(gi, g2) # 1 is a generator of group Gr.

Definition 6 (Assumption 1 [27]). For X1 = ¢7, Y1 = ¢f and Xo = g3,
Yy = g3, where x and y are random scalars in Zq, we define the oracle O on input
m € Zq that chooses a random h € Gy and outputs the pair P = (h, h"t™VY)
Given (g1, g2, Y1, X2, Ys) and unlimited access to this oracle, no adversary A can
efficiently generate such a pair, with h # lg,, for a new scalar m*, not asked to
O. We will use Advass(A) as the advantage of A in breaking this assumption.

Authenticated Encryption [5]. In this paper, we will use authenticated en-
cryption AE = (KeyGen, Enc, Dec), a variant of symmetric encryption that also
confidentially ensures the integrity of the encryption mechanism.

Non-intereactive Zero-Knowledge We will also use non-interactive zero-
knowledge proof systems for languages L defined by the {NP} relation R. A
non-intractive zero-knowledge proof (NIZK) IT = (Setup, Prove, Verify) consists
of three PPT algorithms (Setup, Prove, Verify). We will require the system to
have classical notions of zero-knowledge (there exists a simulator algorithm cre-
ating valid proofs without a witness) and extractable (there exists an extractor
algorithm that, given a valid proof, is able to output a valid witness for the
statement).

2.2 Signature Schemes

Definition 7. A signature scheme SIG consists of three PPT algorithms (KeyGen,
Sign, Verify) with the following syntaz.

KeyGen(\): On input a security parameter A, it outputs a public and secret sign-
ing key (pk,sk).

Sign(sk, m): On input a key sk and a message m, it outputs a signature o.

Verify(pk, m,0): On input a public key pk, a message m and a signature o, it
outputs either 0 or 1.

We require the following properties of a signature scheme.

Correctness: For every security parameter A € N and every message m given

that (pk,sk) <— SIG.KeyGen(A), sig <— SIG.Sign(sk, m) it holds that
SIG.Verify(pk, m, sig) = 1.

Existential Unforgeability under Chosen Message Attacks: Every PPT
adversary A has at most negligible advantage in the following experiment.
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EUF-CMAA,SK;()\) Ol (sk,m)

Q=10 o <+ SIG.Sign(sk, m)
(sk, pk) < SIG.KeyGen(\) Q:=QU{m}

(m*, ") « A1) (pk) return o

return m* #m Ym e Q A
SIG.Verify(pk,m",c") = 1

The advantage of A is defined by Advsig(A) = Pr[EUF-CMA 4 516()\) = 1].

Remark 1. We call a signature scheme deterministic if for all secret keys sk and
messages m the signing algorithm Sign(sk, m) always outputs the same messages.
The folklore way of constructing deterministic signatures is to derandomize the
signing algorithm using randomness derived deterministically from the secret key
sk and the message m (e.g., using randomness PRF(sk,m)). A special case of de-
terministic signatures is unique signatures (e.g., full-domain hash RSA scheme),
where exactly one valid signature exists for a given message.

Additionally, we will require that SIG is randomizable or possesses efficient
proof of possession. We will use sig’ +— Rand(sig) as the randomization/proving
algorithm and require that randomized signatures are unlinkable to pre-randomized
signatures even if the adversary provides the signature. We will denote the ad-
versary’s advantage as Adv 4 rand. Note that for schemes with efficient proofs
of signature knowledge, the proof is easily distinguishable from the signature.
However, we assume that the final signature is the proof itself, simplifying our
considerations for the unforgeability of the signature scheme, i.e., we omit the
signature extraction from the proof.

2.3 Goldwasser-Micali and Cocks Cryptosystems.

We recall the well-known Goldwasser-Micali public-key encryption [19] for which
we will use the notation GM = (GM.KeyGen, GM.Enc, GM.Dec). We define a
GM ciphertext as ct + y?2® mod N, where N is an RSA modulus and z is
a non-residue modulo N. The bit b can be computed by checking if ct is a
non-residue or a residue modulo N. We observe that if = is picked as a square
modulo N, then both bits are likely to appear equivalently. In fact, if = is a
square then the value y?z? is also a square modulo N, regardless of the bit b.
We will use this observation to construct the non-interactive oblivious transfer
presented in Section 3. In this paper, we will consider the message space of GM
to be {0,1}* and not a single bit. Such a scheme can be achieved by encrypting
each bit separately and using A basic ciphertexts. The Cocks cryptosystems
[14] Cocks = (Cocks.KeyGen, Cocks.Enc, Cocks.Dec) is dual to the GM encryption
scheme, and it works when z is a residue. The public key is (N, z) with @ = u?.
To encrypt a bit b = 0 (resp. b = 1), sample a ¢ in Z%} with Jacobi symbol 1
(resp. —1) and send the ciphertext ct = ¢4 x/t. The bit can be recomputed from
ct since (%) = (%) See Scheme 2 for a formal definition of the scheme. We
will show in Section 3 that Cocks provides similar hiding properties when z is a
non-residue modulo N and N is squarefree.
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GM.KeyGen(\): Generate two distinct prime numbers p(A) and g()\), set N = pq, and
compute some non-residue z € Jn \ QRy. Return (pk = (N, z),sk = (p, q)).

GM.Enc(m,pk = (N,z)): On input a message m € {0,1}* and a public
key pk = (N,z), for each bit m; of m, sample y; <+s Zy and compute
ci = yZ2™ (mod N). Return the ciphertext ¢ = (c1, ..., cy).

GM.Dec(c, sk = (p,q)): On input a ciphertext ¢ = (c1,...,cx) and a secret key sk =
(p,q), for each ¢ € [A], if ¢; € QRy set m; = 0, otherwise set m; = 1. Return a
message m = (ma, ..., my).

Scheme 1: The Goldwasser-Micali encryption scheme.

Cocks.KeyGen()): Generate two distinct prime numbers p(A) and g()), set N = pg, and
compute some quadratic residue € Jy \ QRy. Return (pk = (N, z), sk = (p, q, u))
where u is a square root of x modulo N.

Cocks.Enc(m, pk = (N,z)): On input a message m € {0,1}* and a public key pk =
(N, z), for each bit m; of m, sample t; <s Z} such that

(£>_1 ifb=0
N) -1 ifb=1

and compute ¢; = t; + x/t; (mod N). Return the ciphertext ¢ = (c1, ..., cx).

Cocks.Dec(c, sk = (p,¢q)): On input a ciphertext ¢ = (c1,...,cx) and a secret key sk =

(c
(p,q), for each i € [)\], compute a; = ¢; + 2u. If (5
m; = 1. Return a message m = (mu, ..., my).

= 1 set m; = 0, otherwise set

Scheme 2: The Cocks encryption scheme.

2.4 Garbled Circuits.

We will now recall the notion of garbled circuits put forward by Bellare, Hoang,
and Rogaway [3]. Garbling schemes G = (Gb, En, De, Ev, ev) are used to evaluate
functions f : {0,1}" — {0,1}". In particular, for any functions f, expressed
as a string, and )\, the probabilistic algorithm Gb returns a triple of strings
(F,e,d) + Gb(A, f).

— For any input string z € {0,1}" the encoding function, En(e,z) defines a
garbled input X = En(e, x).

— The garbled function, Ev(F, X), maps each garbled input X to a garbled
output Y = Ev(F, X).

— The decoding function, De(d,Y"), maps a garbled output Y to a final output
y = De(d,Y).
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For any input x and function f, the algorithm ev(f,z) evaluates f in z. We
require the scheme G to be correct in the sense that De(d, Ev(F,En(e,x))) =
ev(f,z). We refer to [3] for the definitions of the security notions of privacy,
obliviousness and authenticity.

Finally, we say that a garbled scheme G = (Gb, En, De, Ev, ev) is a projective
scheme if for all f,x,2’ € {0,1}", A\, and ¢ € [n], when (F,e,d) is an output
of Gb(\, f), X + En(e,z) and X' + En(e,z’), then X = (Xy,...,X,) and
X' =(X1,...,X]) are n vectors, | X;| = | X/|, and X; = X] if x and 2’ have the
same ¢th bit. We also expect that a corresponding output vector with similar
projective properties exists.

2.5 Non-interactive Blind Signatures.

Definition 8. A non-interactive blind signature NIBS scheme consists of the
following PPT algorithms.

KeyGen(A): On input security parameter A, outputs a key pair (sk, pk).

RKeyGen(\): On input security parameter X\, outputs a key pair (skg, pkg).

Issue(sk, pkg, nonce): On input a secret key sk, user public key pkgr and nonce
nonce, outputs a pre-signature psig.

Obtain(skg, pk, psig, nonce): On input a user secret key skg, signer’s public key
pk, pre-signature psig and monce nonce, outputs a message-signature pair
(m,sig) or L.

Verify(pk, (m,sig)): On input a public key pk, a message-signature pair (m,o)
deterministically outputs a bit b € {0,1}.

From a NIBS scheme, we require correctness, reusability, one-more unforge-
ability, recipient, and nonce blindness. Correctness works as expected, i.e., for
all messages and secret keys, we can finalize an honestly generated pre-signature
to a valid signature. Reusability, introduced in [1], ensures that any receiver can
obtain, with high probability, two distinct messages (along with valid signatures)
from pre-signature under different nonces.

Definition 9 (Reusability). A NIBS scheme satisfies the reusability property,
if there exists a negligible function e(\) such that for every A, the following holds:

(sk, pk) «— KeyGen()), (skr, pkgp) < RKeyGen()\),
Vb € {0,1} : psig, « Issue(sk, pkp, noncey), < e(N).
(mp, op) < Obtain(skg, pk, psig,, noncey)

A

noncep # nonce;
Pr
mo = mi

Definition 10 (One-More Unforgeability). A NIBS scheme is one-more un-
forgeable, if for all PPT adversaries A, their advantage defined as Adva'}/,'\,]%'gF =
Pr[OM-UNF 4 nigs(A) = 1] is negligible, where the experiment OM-UNF 4 nigs is
defined as follows.
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OM-UNF 4 nis (M) O1(sk, pk g, nonce)
(sk, pk) « KeyGen()) if k not initialized then
((ma,sigy), .- ., (me,sig,)) ACLER) (g k:=0
return m; Zm; for 1<i<j<A_LA psig < Issue(sk, pk, nonce)
Verify(pk, ms,sig,) =1 for 1<i<en k:=k+1
k<t return psig

Recipient blindness ensures that final signatures do not leak to the original
recipient of the pre-signature. In contrast, nonce blindness ensures that two
signatures to the same recipient but for different nonces are unlinkable.

Definition 11 (Recipient Blindness). A NIBS scheme is recipeint blind, if
for all PPT adversaries A, their advantage defined as

Adviies = | Pr[RBnd g nigs(A) = 1] — 1/2]
is negligible, where the experiment RBnd 4 nigs is defined below.

Definition 12 (Nonce Blindness). A NIBS scheme is nonce blind, if for all
PPT adversaries A, their advantage defined as

Adviiss = | Pr[NBnd 4 niss(A) = 1] — 1/2|

is negligible, where the experiment NBnd 4 nigs is defined below.

RBnd 4 nigs(A) NBnd 4 nigs ()

(skrg; Pkp,) < RKeyGen()\) (skr, pky) < RKeyGen())

(sle,kal) < RKeyGen(\) O = Oy (-, )

O = Osp, sk, (ey0) (psigg, nonceg, psig;, noncer, pk) + Ao(ka)

(psigg, nonceg, psig; , noncer, pk) .Ao(ka07 pkg,) (mo, sigy) < Obtain(skr, pk, psig,, nonceg)

(mao, sig,) < Obtain(skz,, pk, psigy, nonceo) (ma,sig,) < Obtain(skg, pk, psig,, noncer)
(ma, sig,) + Obtain(skg, , pk, psig;, nonce1) if sigy = L orsig, = L then

if sigy = L orsig; = L then (mo, sigo) := L; (ma, sigy) := L

(mo,sigy) := L; (m1,sigy) := L b<s{0,1}
b« {0, 1} b+ A((mbv Sigb)7 (mlfbv Sigl—b))
b+ A((mw, sigy), (mi—s,sig;_,)) return b =b A noncey # nonce;

return b = b

Oskr, (Pk, psig, nonce)

Oskr, skr, (b, Pk, (psig, nonce))
(m, sig) < Obtain(skg,, pk, psig, nonce)

(m, sig) < Obtain(skr, pk, psig, nonce)

t .
return (m,sig) return (m,sig)
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It is worth noting that despite using the original syntax from [21] we use
the stronger blindness notion defined in [1], which assumes that the adversary
is additionally receiving access to obtain oracles for the challenged recipients.

2.6 Non-interactive Oblivious Transfer.

An Oblivious Transfer (OT), introduced by Rabin [28] and later extended to the
1-out-of-2 setting by Even, Goldreich and Lempel [16], is an interactive protocol
between a sender and a receiver (also called recipient). The sender holds two
messages mgo and mp and wants to transfer exactly one to the receiver. On the
other hand, the receiver does not want the sender to know which one she received.

In some applications, interaction is a crucial part, and this leads us to the
notion of Non-interactive Oblivious Transfer (NIOT) [4]. We require the sender
to obliviously transfer a message without the receiver having to act. Usually, the
recipient’s choice is “encoded” in its public key pk. Here, we will consider NIOT
schemes, where the public key encodes many decisions at once, and they can
be chosen using an optional context parameter cnt (set to 0 by default. More
formally.

Definition 13 (Non-interactive Oblivious Transfer). A non-interactive obliv-
ious transfer NIOT = (KeyGen, S, R) consists of the following PPT algorithms:

KeyGen(\): On input the security parameter A, outputs a public key pk and a
secret key sk.

S(mo, m1, pk,cnt): On input two messages mg,m; € M, a public key pk and
optional context cnt € {0,1}*, outputs a ciphertext ct.

R(ct,sk,cnt): On input a ciphertext ct, a secret key sk and optional context
nonce, outputs a bit b € {0,1} and a message m. We will use skene to denote
the bit choice for context cnt.

Correctness. For any key pairs (pk,sk) outputted by KeyGen and for any con-
text cnt, there exists a bit b such that for any messages mg, my € M:

R(S(mq, m1, pk, crs), sk, cnt) = (b, mp).

We will denote the bit choice b, which depends on the secret key and the
context, as skent.

Remark 2. The cnt parameter can be used to generate A independent bit choices
that we can treat as the recipient’s secret key. Moreover, it can be used to encode
many of such keys.

Remark 3. According to our definition, a NIOT is a two-move oblivious transfer
where the first message, from the receiver to the sender, can be reused and is
set to be the receiver’s public key.
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RevSeca nioT(A) SndSeca.nioT(A)

Q = 0; (sk, pk) < KeyGen(\) (pk, mo, m1, cnt) + A(XN)
(ct, ent, b) + ACCR) (pk) bo < {0,1},b1 = {0,1}
(b,-) « R(ct, sk, cnt) m-1 s M

returnb=>b A cnt € Q if bo =1 then mo = m—,

if by =1 then m;1 = m_1

O(sk, ct, cnt) ct < S(mo, m1, pk, cnt)
Q=0Q U {cnt} b+ Alct)
(b, m) < R(ct, sk, cnt) return by & by = b

return (b, m)

Fig. 1. Experiments for Non-Interactive Oblivious Transfer

We have two security notions: one for the sender and the other for the re-
ceiver. Using simulation-based definition is the standard way of defining those
notions for plain oblivious transfer protocols. However, in the non-interactive
case, we can define them by using game-based notions, and we provide defini-
tions that will be sufficient for our applications. The receiver’s choice depends
on the public key, so we describe an experiment where the adversary is given
the public key and must decide which of the two messages will be the receiver’s
output. For sender security, we provide an experiment where the adversary out-
puts the receiver’s public key, two messages, and a context, and is then provided
a NIOT ciphertext where one of the messages (for the bit that the receiver will
not be able to receive) is either the one specified by the adversary or a random
one. We define the experiments more formally below.

Definition 14 (Receiver Security). A NIOT scheme is receiver secure if for
all PPT adversaries A, their advantage Adviﬁ‘ﬁ%—,— = | Pr[RevSec 4 nioT(A) =
1] —1/2| is negligible, where the experiment RevSec 4 nioT s defined in Figure 1.

Definition 15 (Sender Security). A NIOT scheme is sender secure if for
all PPT adversaries A, their advantage Advvsé{‘f,j\ﬁeocT = | Pr[SndSec 4 nioT(A) =
1] —1/2] is negligible, where the experiment SndSec 4 nioT is defined in Figure 1.

In our construction, we will require another property of non-interactive obliv-
ious transfer.

Definition 16 (Extractability). Consider a PPT adversary A such that:

— outputs a NIOT public key,

— it then takes as input context cnt and a ciphertext ct < NIOT.S(mg, m1, pk, cnt)
for random messages mg, my,

— finally, A outputs a message m* such that m* = my for some bit b.
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IND-GM 4 () IND-Cocks.4 ()

(N, z,mo,m1) + A(X\) (N, z,mo, m1) < A(X)
b«s {0,1} b+«s{0,1}

c" < GM.Enc(ms, (N, z)) c* + Cocks.Enc(my, (N, ))
b+ A(ch) b+ A(c")

return b=b A € QRy return b=b A z € Jn \ QRy
A N squarefree

Fig. 2. Experiments for GM and Cocks indistinguishability

Suppose such an adversary A ezists. In that case, there exists a PPT extrac-
tor Extractnior that takes the same input (and potentially randomness) as A
and outputs the same message m* and the NIOT public key pk together with
the corresponding secret key sk. We will use AvaEL{(’t,\'ﬁgT to denote the extrac-
tor’s probability of failing to output sk. For a clear definition, we omit auxiliary

information the adversary A might take as input or generate as output.

3 NI Oblivious Transfer for Standard RSA Keys

This section presents one of our main contributions, a non-interactive OT built
on the Goldwasser-Micali and Cocks encryption schemes. Before giving the com-
plete description, we formalize some properties needed for our construction.

3.1 Two indistinguishability properties

We have noticed in the preliminaries that both Goldwasser-Micali and Cocks
schemes satisfy some hiding properties. Consider the experiments defined in
Figure 2, then we have the following proposition.

Proposition 1. For any adversary A (possibly unbounded) we have:

1. PrIND-GM4(\) = 1] =

1.
27
2. Pr[IND-Cocks4(A\) =1] =

5.
Proof. We will show this result for the special case N squarefree (and will be
sufficient for our results). It is enough to show the proposition for bit messages.

1. Let N = p;---pr be a squarefree integer and = € Z% a quadratic residue.
Let b be a bit. We show that ¢ <~ GM.Enc(b, (N, z)) is a randomly distributed
square. Let u € QR be a quadratic residue, we have that

Prlc = u | ¢ < GM.Enc(b, (N, z))] = Pr[y?2’ = u | y <$ Z})]
=Prly? =uzb |y <s ZY)]
B 2k 1
Zh! |QRy |
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To prove the second statement we need the following lemma:

Lemma 1. Let N be an odd, squarefree, composite integer, and let a € Tn\QRy
be a nonsquare with Jacobi symbol one. Fort € Z%;, define s = t+a/t and denote
by X the set of solution in Zy of the equation

x+a/r=s. (1)
Then, half of the elements of X have Jacobi symbol 1 and half have symbol —1.

Proof. Let N = py---pi be the factorization of N where p; are distinct odd
primes. By construction, ¢ is a solution of 1 and hence a/t is also. Therefore,
any solution in Zy of our equation can be computed by solving the following 2%
systems of congruences:

x=z1 (mod p;)

x=x2 (mod po)

(2)

r =z (mod p)

where 21, ..., 2, vary in the set {¢,a/t}. Since a is not a square there exists at
least one prime p; such that ﬁ = —1. Up to reordering the prime factors of
N we have:

(1)~ (2) = ()= (2)

It follows that a solution x of 1 has Jacobi symbol equals to (%) if and only
if there are an odd number of a/t among z1, ...,z in 2. The thesis follows by
noticing that in any set the number of subsets with odd cardinality is the same

as the number of those with even cardinality.

2. Let N =p; -+ pi be a squarefree integer and x € Jy \ Z% be a non square.
Let s < Cocks.Enc(b, (N, z)) be an encryption of a bit b. Consider the Cocks
equation (in t) t + z/t = s. By the previous lemma, exactly half of the solu-
tions of that equation have Jacobi symbol 1 (and exactly half have symbol
—1). It follows that, with the same probability, s can be the encryption of
b =0 or the encryption of b = 1.

3.2 Non-interactive oblivious transfer for RSA modulus

A user holds a key pair sk = (p,q),pk = N = pq for some distinct primes p
and g. To obliviously send two messages mg and m; to the user, the sender will
choose an element x € Jy and encrypt mg with Goldwasser-Micali and m; with
Cocks, both using the public key (N,x). If  is a square modulo N then the
receiver will be able to decrypt mi, otherwise it will decrypt mg.

Following this plain approach, we encounter some difficulties. Consider the
following scenarios:
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1. A malicious sender can choose x to control the choice bit of the user. For
example by always choosing a square. We cope with this by defining = as
the output Hy (N, cnt) of a random oracle Hy.

2. What happens if the user’s public key N is not a valid RSA modulus? If z
is a square modulo N, no matter the factorization of N, the GM encryption
statically hides the message mg. On the other hand, if = is not a square and
N is not square-free, then the user can decrypt both ciphertexts.

Thanks to Proposition 1, if N is square-free and = is a non-square, then Cocks
statistically hides m;. Therefore, we can tackle with 2 by “forcing” N to be
square-free. Using a similar technique to [17], instead of sending the “plain” ci-
phertexts, the sender will encrypt them using a CPA-secure symmetric cipher
and provide some hints to reconstruct the encryption key. The user can re-
cover the encryption key only if IV is squarefree. The full description is given in
Scheme 3.

Let H: {0,1}* — {0,1}* and Hx : {0,1}* — Jn be two hash functions modeled as a
random oracle, and let IT = (Enc, Dec) be a CPA-secure symmetric cipher. We define
the scheme NIOT = (KeyGen, S, R) as follows

KeyGen(\): Generate two distinct prime numbers p(\) and g(\), set N = pg and
return (pk = N, sk = (p, q)).

S(mo, m1, pk = N,cnt). On input two messages mo, m1 € {0,1}*, a public key N and
a context cnt:
1. compute z + Hx (N, cnt), for i € [\] sample random a;, aj s Zx and derive a
key k < H(a1,al,...,ax,ad);

2. compute y; < (a;)™ mod N, s; < (a})? mod N and h; = H(a}) for i € [\],
3. compute cp < GM.Enc(mo, (N, z)) and c¢1 < Cocks.Enc(m1, (N, x));

4. compute cto « Encg(co) and cti = Encg(c1);

5. return ct = (cto, Ct1, Y1, S1, A1, .. -, Y, Sx, hr).

R(ct, pk = N,sk = (p,q),cnt). On input a ciphertext ct, a public key pk = N,
the corresponding secret key sk = (p,q) and a context cnt, parse ct =

(cto,ct1,y1,81,R1,...,Yr, Sx, ha). Recover z = Hy(N,cnt) and aj = s;/Q mod N,
such that h; = H(aj). Compute k = H(y}/N7 al,..., yi/N, ay). Depending on z, per-
form the following;:

— ifz € QRy, compute ¢; = Decg(ct1) and output (Cocks.Dec(c1, (N, z), (p,q)),

q)),1
— If ¢ QR, compute co = Deci(cto) then output (GM.Dec(co, (N, ), (p,q)),0

)

)
)

Scheme 3: The description of NIOT

Theorem 1. The non-interactive oblivious transfer defined in Scheme 3 is cor-
rect and extractable.
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Proof. Correctness. Let (pk,sk) = (N, (p,q)) be a key pair generated with
KeyGen and let cnt be a context. Let x = Hy (N, cnt), then the choice bit is
b=1if x € QRy and b = 0 otherwise. It is easy to check that for any messages
mo,mMy:
R(S(mq, m1, pk, cnt), sk, cnt) = (b, mp).

Extractability. To decrypt any of the messages mg or mq, the adversary needs
to query the oracle H with the square roots of the values s; for all i € [A]. There
is a 1 — 1/2* probability that the adversary queries a square root a! # +a
mod N for some i € [\]. The extractor Extractyjor can be constructed using an
adversary A as a subroutine and waiting for such a query. Once A makes such a
query, it uses the square roots a and a; to factor N. Note that if A “fails” while
querying a; (i.e., the check H(a}) # h;), it will compute a different square root
until it computes and queries a}. Thus, by looking at the random oracle calls of
A, the extractor ExtractyoT learns both square roots. We do not assume that
the extractor can program the random oracle (it only handles A’s calls).

Theorem 2. The non-interactive oblivious transfer defined in Scheme 3 satis-
fies receiver security (definition 14).

Proof. We can turn an efficient adversary against RcvSec 4 nioT into an efficient
distinguisher for EQR. Let A be an adversary against RcvSec4 nioT. Assume
that A makes at most ¢; = poly(\) queries at the random oracle. We can also
assume that for any output (ct,cnt,b) of A (on input pk = N, \), the adversary
asked for Hy (N, cnt) at some point of its execution.

We construct the following distinguisher D against EQR. On input N, x €
Jn and y € Iy \ QR do:

1. Set @ = 0 and pk = N. Run A on input (pk, \).

2. Respond to the random oracle queries of A in the following way. Pick a
random I € [¢s] and program the oracle such that the output of the I-th
query is x. For the other queries do the following: sample a bit ¢ < {0, 1} and
an element z < Z%, if ¢ = 0 return 22 otherwise otput 2%y. In particular, if
¢ = 0 then the output is a square and if ¢ = 1 is a non-square.

Respond to the queries to O of A according to the RO queries.

Receive (ct, ent, b) from A. If ent corresponds to the context of the I-th query

output b, otherwise repeat form step 1.

=

Let us denote by P the following quantity
P=|Pr[D(N,z)=1]|2z € QRy] —Pr[D(N,z) =1 |z ¢ QRy]|-
By the construction of D, it follows that
AdVESST = poly()) - P,

By extended quadratic residuosity, there exists a negligible function €’(\) such
P = €/(X\). We therefore have

AdvEEesy = e()

where ¢(\) = poly(A)€’(A) is a negligible function.
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Theorem 3. The non-interactive oblivious transfer defined in Scheme 3 satis-
fies sender security (definition 15).

Proof. Let A be an adversary against SndSec 4 njoT. Consider the event
E = “The modulus returned by A is squarefree”.
By the law of total probability we have:
Pr[SndSec 4 nioT = 1] = Pr[SndSec 4 nioT = 1 | E] Pr[E]+
+ Pr[SndSec 4 nioT = 1 | E€]| Pr[E“].

Event E: case squarefree. From A we construct an adversary A* against IND-Cocks
or IND-GM.

1. Run A and get (mg, m1, N, cnt). Compute the factorization of N and the
value z = Hy (N, cnt).

2. If z € QR (resp. z ¢ QR ) abort the experiment IND-Cocks (resp. IND-GM).

3. A* gives pk = (N, z) and mg, m; to the challenger and receives a ciphertext
¢* = Cocks.Enc(mp, (N, )) (resp. ¢* = GM.Enc(mp, (N, xz))) where b is the
challenge bit.

4. For each i € [\ sample elements a;,a; «+ Z% , set y; + a) mod N, s; +
(af)?> mod N and h; = H(al).

5. Compute the key k = H(a1,al,...,ax,a)). Define cty and ¢; as follows:

ctp = Enck(GM.Enc(my, (IV, z))) (resp. ctg = Enci(c)),

cty = Enci(c*) (resp. ct; = Ency(Cocks.Enc(my, (N, x)))).

Send to A the ciphertext ct = (cto, ct1, Y1, 51,1, .-, Yx, Sx, Ar)-
6. Receive a bit b from A and outputs b.

By proposition 1, we have

1
Pr[SndSecA7N|OT =1 | E} = 5

Event E: case non squarefree. We use A to construct an adversry against IND-CPA 7.

Consider the following adversary A4*:

1. Run A and receive (m{, m}, N,cnt). Define x = Hy (N, cnt).
2. Sample a bit ¢ +$ {0,1}
3. Define the messages

) GM.Enc(myg, (N, z)) ife=0
| Cocks.Enc(mj, (N, z)) ife=1

and

_ JGM.Enc(m7, (N, x)) ife=0
| Cocks.Enc(m/, (N, z)) ife=1
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Also, define
_J Cocks.Enc(m/, (N,z)) ifc=0
| GM.Enc(mj}y, (N, x)) ife=1

Ask the challenger for d = Enc(k, m). Send mg and m; to the challenger and
receive ¢* = Enc(k, my;) where b is the challenge bit and k is the challenger’s
key.

4. For each i € [\ sample elements a;,al + Z% and set y; < al¥ mod N,
s; + (a)? mod N and h; = H(a}).

5. If ¢ = 0send (c¢*,d,y1, 51, h1,...,Yx, Sx, ha) to A, otherwise send (d, ¢*, y1, s1,
B, ..o yn, sa, ha). A A

6. Receive a bit b from A and output b if ¢ = 0 and 1 — b otherwise.

Let us analyze the advantage. Consider the following event
A =“There exists elements a; s.t. k = H(ay,a},...,ay,d}) and ay = y;”.

Since N is not squarefree we have that D = ged(p(N), N) > 1. Then, for all
i, the number of solutions to the equation z%V = y; is greater or equal to D.
Therefore, Pr[A€] is negligible. Hence, we have the following:

Pr[IND-CPA 4 17(\) = 1] = Pr[IND-CPA 4+ ;7 (\) = 1| A] + €' (\)

for a negligible function €’(\). Furthermore, we have

1 1
PI““ND—CPAA*,H()\) =1 | A] = 3 (Pr[SndSecAJ\HOT = 1] + 2)
and hence
Pr[SndSec 4 nior =1 | E¢] = 2Pr[IND-CPA 4+ ;7(X\) = 1] — % —€(N)

In conclusion:

Pr[SndSecA,NK)T =1]= Pr[SndSecA7N|OT =1| E]Pr[E]+
+ Pr[SndSecA,MOT =1 | EC] PI‘[EC]

1

1

+ { 2Pr[IND-CPA 4+ 1(A) = 1] — 5~ e'()\)) Pr[E¢]

N = T N

+ 2 Pr[E] (Pr[IND-CPAA*,H()\) =1 - ;) + Pr[E°) (N).

Since 11 is a secure CPA symmetric cipher, then the advantage of A is negligible.

Remark 4 (Optimized version). In case the extractability of Scheme 3 is not
needed, then it can be optimized by removing all the elements s; and h; from
ct. Moreover, if the sender checks whether the smallest primes up to prime 257
divide the modulus N before computing ct, then the sender can only sample A\/8
elements a; instead of .
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Remark &5 (Batching). Scheme 3 is a 1 out of 2 but allows for efficiency improve-
ments if the sender wants to batch execute ¢ such protocols. To batch, it can reuse
the values y1, s1,h1,...,Yx, Sx, by from one execution for the other ones. In par-
ticular, the ciphertext for the batch schemes can be set to
ct= (ctgl),ctgl), e, ct(()t),ctgt),yl, S1,h1, -+, Yx, Sx, ha), which saves 2- - (¢t —1)
elements from Zy and X - (t — 1) elements from {0, 1}*.

4 Garbled Circuits for Signing Algorithms

We now show how to garble specific scheme’s signing procedures efficiently. We
present our techniques on two example schemes: the Pointcheval-Sanders (PS)
[27] and the RSA-based signature scheme with efficient protocols [9].

4.1 Garbling Pointcheval-Sanders Signatures.

We start this section with a way to garble the signing algorithm for PS signa-
tures [27], where the evaluator’s input is the message to sign, and the garbled
function includes the signing key. In particular, let X = g% and Y = g3 be the
public key elements. A Pointcheval-Sanders signature under message m with bit
encoding my, ..., my is of the form (o1, 02), where 01 = h € Gy and g5 = h*TY'™
To garble the signing process, the garbler first randomly picks encryption keys
KO kL, ... kD, k} < {0,1}* and generates a secret sharing of 1g,, i.e., this can be
realized by first picking a1, ...,a; <% G1 and then computing ag = (Hf:1 a;)" L.
In the next step, the garbler chooses a random h <$ G; and sets 07 = h di-
rectly. The second element of the signature o9 is the part we garble. For each
i € [¢] the garbler computes “shares” s = a; (for the case that bit m; = 0)
and s} = a; - (W) ™" (if the bit is m; = 1). It then computes ciphertexts
ct! « AE.Enc(Hag(k?),s?) and ct; " < AE.Enc(Hag(k}),s}), where Hag is a
random oracle that outputs keys from the keyspace of the authenticated encryp-
tion scheme AE. We use the random bit ¢ to permute and hide the ciphertexts.
To allow the evaluator to properly decode the share having only one of the keys
kY, k!, we use the properties of authenticated encryption, i.e., in case the evalu-
ator picks the wrong ciphertext the decryption will output L. The garbler then
constructs the garbled circuit as F' = ({ct?,ct}}ie[z],al). The encoding key e
contains all the keys {k?, k}}ics, which can be used as the encoding vector in
the En algorithm. Thanks to this vector, the scheme is projective, and the evalu-
ator can choose the keys corresponding to its message using an oblivious transfer
protocol. Using the keys k; and the ciphertext ct; for ¢ € [¢], the evaluator can
reconstruct the shares s;. It then computes s = Hle s; and the evaluator can
output the garbled output Y = (071, s). Finally, using the decoding information
d = (ag - h*), the evaluator finalizes the process by computing o; = s - d and
outputting (o1, 02). More details are provided in Scheme 4.

Remark 6. The scheme can be easily a(}apted to compute a message under a-m+-
3. To do so, we replace s} = a;- (k%)% with s} = a;-(h¥*)?" and d = (agp-h®)
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Let pk = (X = ¢5,Y = g¥) be the public key for the Pointcheval-Sanders scheme
for message space ¢ C {0,1}¢ (i.e., elements from Z, can be encoded in £ bits). Let
sk = (z,y) be the corresponding secret key. Finally, let AE define an authenticated
encryption scheme, where Hag is a random oracle to the keyspace of AE. We define the
function we garble fo(m) = Signpg(sk, m).

Gb(), f): pick a random h <s$ G, pick random keys kY ki,...,kY ki «s {0,1}*
Generate a multiplicative secret sharing of 1g, by first picking a1,...,ar < G and
then computing ao = 1g, - (Hf:1 a;)"t.

For each i € [{]:
— set sy = ai, s; = a; - (hy)y_1 and sample bit ¢,
— compute ciphertexts
ct! < AE.Enc(Hae(k}), s7) ct; " < AE.Enc(Hae(k}), s})

(3

Set and output F = ({ct?, ct; }ice, h), d = (ao - h®), and e = ({k?, k}}ie[z]).

En(e,x): Let z1,...,xz¢ be the bit encoding of z. Return X = (k;?);ce. € can also be
used as the encoding vector, and the scheme can be used as a projective scheme.
Ev(F, X): parse X as ki1,...,k; and F as ({ct?,ct} }ice,01). For each i € [¢] compute

the value s; ¢ < /—\E.Dec(HAE(ki),ctf) for t € {0,1} and set s; = s;,0 if 850 # L or
s; = 8;,1, otherwise. Abort if s;0 = L = s;,1. Output Y = (01,5 = Hle Si).
De(d,Y): parse Y as (o1,s). Compute oz = s - d. Output y = (01, 02).

Scheme 4: Garbled Pointcheval-Sanders Signatures

with d = (ag-h®*-(h¥)?). We also remark that the scheme can be extended to two
messages mq, mg and with a final message under m = (aq-m1+051)+(az-ma+052),
we will later use this in our fully secure NIBS construction.

Remark 7 (Rand for PS Signatures). PS signatures can be randomized using
Rand((c1,02)) that outputs (o7,0%) for some r < Z,. It is easy to see that
randomized signatures are indistinguishable from freshly signed signatures. We
have Adv 4 Rrand = 0.

Theorem 4. Scheme /j is simulation private in the random oracle model.

Proof. We show this proof by constructing a simulator algorithm S that takes
as input a valid signature y = (01, 02) and outputs a garbled circuit F', encoding
X and decoding d. The simulator first picks random keys ki, ..., k; +$ {0,1}
and ki,..., k) <s {0,1}*. S picks ag,a,...,ay such that H?:o a; = 1g,. Then
for each i € [A] it: 1) sets s; = a; and picks random bit ¢t < {0,1}, 2)
computes ciphertext c; + AE.Enc(Hag(k;),s;), 3) computes ciphertext c; " <«
AE.Enc(Hag(k}),0). The simulator sets F' = ({cty, ct], };ep.01), X = ({ki}icpg)
and d = o9 - ag. (F, X, d) is a valid output generated by S for y.
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4.2 Garbling RSA Signatures.

We showed how to garble PS signatures efficiently. We will explore a similar
idea for the RSA-based signature scheme with efficient protocols [9]. The scheme
works over an RSA modulus N = pq for safe primes p and ¢ and length £x. The
signer’s public key consists of the modulus n and quadratic residues a,b,c €
QR y, while the secret key is one of the factors p. To sign a ¢,,, bit long message
m, the signer picks prime e > 21 random number s of length ¢ +¢,, + X and
computes v such that v¢ = a™-b°-¢ mod N. The signature is o = (e, s,v). The
interesting part of this signature scheme is that an efficient proof of signature
knowledge exists for o. Therefore, this section will show how to garble the signing
function when e and s are specified before signing. To do so, we notice that given
e and s, we can write the computation of v = a- 8 mod N, where o = (b*-¢)/¢
and 8 = (al/e)m. It is easy to see that only 8 depends on the input to the
garbled circuit (i.e., the message). Since £ is similar to the (hY)™ component in
the PS signatures, we can apply the same techniques to achieve the garbling.
We provide the full description in Scheme 5.

Let pk = (N = pq,a,b,c) be the public key for the signature scheme [9] for message
space {0, l}é’", let £ corresponds to the bit size of N and sk = p be the corresponding
secret key. Finally, let AE define an authenticated encryption scheme, where Hag is a
random oracle to the keyspace of AE.

Gb(}A, f): Choose random elements ai,...,as 3 QRy, keys keys

k?,k%,...7k?m,k}m s {0,1}*, prime number e, > 2°"*! and s, of bit length
In + b + A. Compute ag = 4/ Hf;”l a; mod N.
For each i € [,]: v

— set 0 = a;, s = a; - (a’/**)* " and sample bit ¢,

— compute ciphertexts

ct! < AE.Enc(Hag(k}), s7) ct; "« AE.Enc(Hae(k}), s})

Set and output F = ({ct?,ct!}ice,,,€0,50), d = (ao - (b° -c)l/e”), and e =
({2, Yic o)

En(eq,x): Let z1,...,x¢,, be the bit encoding of z. Return X = (k}?);cs,,. € can also
be used as the encoding vector, and the scheme can be used as a projective scheme.

Ev(Fg,X): parse X as ki,...,ke,, and F as ({ct?,ct} }icr, €0, 50). For each i € [£,,]
compute the value s;; < AE.Dec(Hae(k;),ct!) for ¢ € {0,1} and set s; = s, if
si,0 # L or s; = s;1, otherwise. Abort if s;0 = L = s;,1. Compute the output
s = (TIi, si)/4 mod N. Output Y = (e,, 55, ).

De(da,Y): Compute vy =s-d mod N. Set 0 = (es, So, Vo) and y = o.

Scheme 5: Garbled RSA-based Signatures with Efficient Protocol [9]
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HRBnd 4,nigs (M) HNBnd 4,niBs ()

(skro, Pkg,) <= RKeyGen(}) (skr, pkp) + RKeyGen()\)

(skry, pkp, ) < RKeyGen()\) O = Oy (4 1)

O = Oup, skp, ;) (ro, nonceg, r1, nonce, (sk, pk)) Ao(ka)

((r4, nonces)i—o.1, (sk, pk)) AO((PkRi)i:O,I) psig, < Issue(sk, pk g, nonceo; 7o)

psig, « Issue(sk, pk ,, , nonceo; 7o) psig, < lssue(sk, pky, noncer;71)

psig, < lIssue(sk, pkp, ,nonce1;r1)

mo, sig,) < Obtain(skg,, pk, psig,, nonceg)
( .0) ( TR if sigy = L or sig; = L then
(ma,sig,) < Obtain(skg,, pk, psig;, nonce) i ]
(Mo, sigy) = L; (ma,sig;) == L

if sigy = L or sig, = 1 then
0 ! b+<s{0,1}

(mo, sigy) == L; (ma,sig;) :== L X _ _
b S {07 1} b <~ A((mbaslgb)’ (ml—b75|g1_b))

b A((mb,sigb), (ml—b75ig1_b)) return b = b A noncey # nonce;

return b = b

Osk, (pk, psig, nonce)

Oskp, skr, (b, Pk, (psig, nonce))

(m, sig) < Obtain(skg, pk, psig, nonce)

(m, sig) < Obtain(skg,, pk, psig, nonce) return (m, sig)

return (m,sig)

Fig. 3. HRBnd and HNBnd Experiments.

Remark 8 (Rand for CL Signatures). The Camenisch Lysyanskaya signatures [9]
allow for an efficient proof of knowledge of a signature. We will use this proof
in the Rand algorithm, where the randomized signature sig’ «+— Rand(sig) is the
proof of knowledge of (e, s, A).

Theorem 5. Scheme 5 is simulation private in the random oracle model.

Proof. The proof follows the same idea as the proof of Theorem 4, hence we
omit it.

5 NIBS from NI Oblivious Transfer and Garbled Circuits

In this section, we discuss one of our contributions. We show how to construct
non-interactive blind signatures securely from non-interactive oblivious transfer
and garbled circuits. As in the case of multi-party computation based on Yao’s
garbling circuits, we only achieve security against an honest-but-curious adver-
sary. Therefore, we modify the original notions of recipient and nonce blindness
[21,2] and propose their honest variants. We prove the security of our construc-
tion under these new definitions. A folklore solution to achieve malicious security

(mo, sig,) + Obtain(skr, pk, psig,, nonceo)
(ma,sig;) < Obtain(skg, pk, psig; , noncer)
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is to employ a zero-knowledge proof of knowledge proving the consistency of com-
putation and knowledge of the secret key. This basic approach can also be applied
in our construction. For completeness, we provide a more formal description of
this well-known approach with proofs in the extended version.

5.1 Honest Blind Non-Interactive Blind Signatures.

In our new notions, we assume that the pre-signatures are generated honestly
by the experiment but using the secret key and random coins provided by the
adversary. In the original notions, the adversary is not required to output the pri-
vate key, and instead of giving the random coins to generate the pre-signatures,
it provides them directly. In the new notions, the adversary can still pick the
pre-signatures but must be able to “explain” how they were generated. In par-
ticular, we assume it outputs the random coins used in the Issue algorithm to
create the pre-signature of its choosing. More formally.

Definition 17 (Honest Recipient Blindness). A NIBS scheme is recipeint
blind against an honest-but-curious adversary, if for all PPT adversaries A, their
advantage defined as Advj'?,\?fgs = | Pr[HRBnd 4 nigs(A) = 1] — 1/2| is negligible,
where the experiment HRBnd 4 nigs 4s defined in F'ig. 5.

Definition 18 (Honest Nonce Blindness). A NIBS scheme is nonce blind
against an honest-but-curious adversary, if for all PPT adversaries A, their
advantage defined as Advj’?‘,\lﬁréds = | Pr[HNBnd 4 nigs(A) = 1] — 1/2| is negligible,
where the experiment HNBnd 4 nigs is defined in Fig. 3.

5.2 Generic NIBS Scheme.

We will now define the generic construction of non-interactive blind signatures
that we construct using the techniques of Yao’s garbled circuits. The idea is for
the pre-signature psig to include a garbled circuit F of the function fe nonce(skr) =
SIG.Sign(sk, sk nonce))- In other words, the signer garbles the signing algorithm
of a signatures scheme SIG, for message S_kR,nonce- This key corresponds to the
user’s multiple and independent choices in the oblivious transfer protocol. The
signer gives the user the correct input labels for the string sk R,nonce- However,
we rely on a non-interactive version instead of an interactive oblivious transfer
protocol, so we use a counter and the signer’s nonce nonce to generate different
choice bits that correspond to the bit string s_kRJ,Once = S_kl,nonce . ..s_kgmnonce.
In other words, assume that the input to the garbled circuit is ¢, bits, give a
NIOT public key pk, the sender will use the context cnt = 4, nonce for i € [{,,,]
to send labels X, X} for the garbled circuit. Note that in the end, the user

will receive the label X:ki’"“‘e for this input position. The user can obtain the
final signature sig by running the NIOT protocol for each receiving the encoded
input X, and then by evaluating the circuit F', she receives the signature sig.
Before outputting, the user verifies the message-signature pair (m,sig). Note,
that before outputting the signature sig, the user randomizes it using the Rand
algorithm. More details are given in Scheme 6.
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Let NIOT = (KeyGen, S, R) be a non-interactive oblivious transfer scheme and let G =
(Gb, En, De, Ev, ev) be a projective garbled circuit scheme. Moreover, let SIG = (KeyGen,
Sign, Verify, Rand) be a signature scheme with message space M C {0,1}*". Finally,
define the function: fs nonce(skr) = SIG.Sign(sk, sikR,nonce).

KeyGen(\): return SIG.KeyGen(\).
RKeyGen(\): generate keys (skg, pkg) <~ NIOT.KeyGen ().

Issue(sk, pkg, nonce): garble the function fegnonce by running (F,e,d) —
G.Gb(\, fs.nonce). Compute the projective encoding vector (X{, X71,...,X? X}m)

b
using G.En(e,-). Run the NIOT scheme on (Xf,Xll,.,.,X?m,Xelm) i.e., for each
i € [€m] compute cnt; = (4, nonce) and execute ot; «+ NIOT.S((X?, X}), pkg,cnt;).

Output pre-signature

psig = (F.d, {oti}iefe,1)) -

Obtain(skg, pk, psig, nonce): parse psig as (F, d, {Oti}ie[gm])). For each i € [{y] com-
pute cnt; = (7, nonce) and execute (m;, X;) < NIOT.R(ot;, skr, cnt;) for each i € [{1,]
and combine them into vector X. Evaluate the garbled circuit Y + G.Ev(F, X) and
compute the output sig + G.De(d,Y). Compute m = mq ...my,, and output L if

SIG.Verify(pk, m, sig) = 0. Otherwise, randomize signature sig’ < Rand(sig). Output
(m,sig’).

Verify(pk, (m, sig)): output SIG.Verify(pk, m, sig).

Scheme 6: NIBS Scheme from NI Oblivious Transfer and Garbled Circuits

Theorem 6. Scheme 6 is reusable (Definition 9) assuming the the non-interactive
oblivious transfer scheme is receiver secure and correct.

Proof. Receiver privacy ensures that the bit choices for different contexts cnt are
computationally indistinguishable. Otherwise, the oracle in the definition would
allow the adversary to break the property easily. It follows that the probability
that ¢, bits match is negligible since we assume that £,,(\). In other words,
by using different nonces noncey and nonce;, the labels the recipient will receive
from the NIOT scheme will, with high probability, differ on at least one bit. Thus,
mg = my will only happen with negligible probability, proving the theorem.

Theorem 7. Scheme 6 is one-more unforgeable (Definition 10) assuming the
garbled circuits scheme G is simulation private, the non-interactive oblivious
transfer scheme is extractable and sender secure.

Proof. We will prove this theorem by a series of hybrid arguments. Let A be
a PPT-adversary against the one-more unforgeability of NIBS. Assume that A
makes at most g; = poly(\) signing queries.

Game Gy: The original one-more unforgeability experiment Go := OM-UNF 4 nigs.
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Game Gj: For each query (pkpg, nonce) made by A to the signing oracle, where
(pkg, ) & KEY we proceed as follows. We run extractor Extractyior to extract
skp corresponding to pkp and keep (pkp,skg) in a list £EY. The experiment
aborts in case extraction fails.

Game Gy: For each query (pkp,nonce) made by A to the signing oracle, we
proceed as follows. We first find the choice skg nonce using the secret key skg,
where (pkp,skg) € KEY. Now instead of using (X?, X}) for ot;, we sample a

b _ ) ] _
random X7 where b =1 — skg; and skgr nonce = Skr,1 - ..SkR.e,,

Game Gj: For each query (pkp,nonce) made by A to the signing oracle, we
proceed as follows. We set message m = S_kR,nonce7 where (pkp,skr) € KEY.
We compute the signature o +— SIG.Sign(sk, m) and use the privacy simulator &
for the garbling circuit scheme instead of computing the garbling directly. Note
that the simulator outputs an encoding X and not an encoding vector (for the
projective scheme), but thanks to the change in Go, we can encode X in the
NIOT without requiring the full encoding vector.

We will show the indistinguishability of the hybrids via a sequence of claims.

Claim. We claim that the adversary’s A advantage in hybrids Gy and G; only
differs by a negligible factor, i.e.:

| Pr(Gi(A) = 1] = Pr[Go(A) = 1]| < g, - AdVEacenioT-

At most gs, signing queries are made by A, where each can be made with a dis-
tinct key pkg. The probability of the extractor algorithm failing is Advé(tracn,\uo-r,
so the claim follows.

Claim. We claim that the adversary’s A advantage in hybrids G; and Go only
differs by a negligible factor, i.e.:

| PrGa(A) = 1] = Pr[Gi(A) = 1]| < g, - £ - AdVI ST

The claim follows via hybrids by applying the sender security notion to each of
the adversary’s signing queries and each of £, executions of the NIOT protocol.

Claim. We claim that the adversary’s A advantage in hybrids Gy and Gs only
differs by a negligible factor, i.e.:

| Pr[Gs(A) = 1] — Pr[Ga(A) = 1]| < ¢, - Adviy, g
The claim follows directly by applying the privacy notion of the garbling circuit
to each of the adversary’s signing queries.

Claim. We now show that an adversary A against the one-more unforgeability
of NIBS in G3 can be used to break the existential unforgeability of the signature
scheme SIG. In other words, we claim that the adversary’s A advantage in hybrid
Gs is:

PI‘[G?, (A)] = AdV5|(;(.A).
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To prove this claim, we construct a reduction algorithm R that uses A and
breaks the existential unforgeability of SIG. Given the public key pk from the
challenger, the reduction provides the public key to A. For each query of the
adversary to the signing oracle, we proceed as in Gg, except instead of signing
the message m, the reduction uses its signing oracle to receive ¢. Finally, the
adversary output ¢ signatures while the reduction only made k < ¢ queries to
its signing oracle. Therefore, amongst one of the message-signature pair outputs
by the adversary, there must be one message that was not queried by R to its
signing oracle.

Theorem 8. Scheme 6 is recipient blind against a honest-but-curious adversary
(Definition 17) assuming the non-interactive oblivious transfer scheme is receiver
secure and correct.

Proof. We will prove this theorem by a series of hybrid arguments. Let A be a
PPT-adversary against the honest recipient blindness of NIBS.

Game Gy: The original honest recipient blindness experiment Gg := Advjﬁ,\?l'gjs.
Game Gj: Intead of running the Issue and Obtain algorithms to compute (mg, sigg)
and (mq,sig;), we compute them directly. First, we compute my = S_kRo,nonceo,
mi; = sfle,nonce1 and then use the secret key sk given by adversary to com-
pute sig, = SIG.Sign(sk,mg) and sig; = SIG.Sign(sk,m1). In case, any of the
pre-signatures cannot be finalized to a valid signature, we set sigy = L and
sig; = L.

Game Go ;: In each sub-hybrid i € [£,,], we replace bit skg, ; with a uniformly
random one and compute mg using the changed key. Note the in hybrid G2,
the key skr, nonce, 18 random and independent of the public key pkg, .

m

Game Gg;: Similar as above but now we target bits of the key S_I<R11nonce.
We will show the indistinguishability of the hybrids via a sequence of claims.

Claim. We claim that hybrids Gg and G; are computationally indistinguishable,
ie.,

| Pr{Gi(A) = 1] = Pr[Go(A) = 1]] <2 Adv4 Rand

Since the adversary is honest-but-curious, it follows that the only way for the
adversary to distinguish this change is by using sig, and sig;. However, the claim
follows since the final signatures are randomized using Rand, and we assume that
the adversary only has an advantage Adv 4 Rrand in distinguishing randomized
and “fresh” signatures.

Claim. We claim that the adversary’s A advantage in hybrids G; and Ggg,,
only differs by a negligible factor, i.e.:
(A) = 1] = Pr[Gi(A) = 1]| < £y, - AdVETGT-

m

|PI‘[G2’4

We show this claim by constructing a reduction R that is using an adversary A
distinguishing between hybrids Gg ; and Go ;41 can be used to break the receiver
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security of the NIOT scheme. Assume that A is playing the recipient blindness
experiment but additionally outputs bit d such that d = 0 if it is in Gg; and
d = 1 1if it is in Gg;41. The reduction plays the recipient security adversary.
It receives the public key pkyjor from the challenger and sets it as the public
key pkp,. Since the reduction has access to the oracle Og(ct,cnt) it can easily
simulate all oracles queries of A to the Oy, ks, (b, Pk, (psig, nonce)) for calls
with b = 0. Since all calls to OskRmsle use distinct nonce values, it follows that
the calls the reduction makes to Os(ct,cnt) will contain different context cnt
than the challenged one, which makes it possible for us to use it. In other words,
in some sense, the reduction has access to the secret key skyjot for all nonces
except the challenged one, which we know by the limitations on A’s access to
Oskp, skr, Will never happen.

The i first bits of mg are randomly sampled by R as per the definition of
Go,;. For the i+ 1-th bit, the reduction computes the context cnt = (i + 1, nonce)
and sets ct = ot; ;. It then picks a random bit b as sets the i + 1-th bit of mg to
b. It behaves according to the protocol for the rest of the bits and uses the Og;
oracle provided by the NIOT challenger. Note that it will never ask the oracle for
the context cnt. At the end of the experiment, the adversary A outputs the bit
d distinguishing between Gg; and Gg;41. If d = 0, the reduction communicates
(ct,cnt,b) to the recipient privacy challenger of the NIOT scheme. Otherwise,
it sends (ct,cnt, 1 — b). Note that if b is the correct bit in the NIOT, then the
reduction perfectly simulated Gy ; and otherwise, if 1 — b is the correct bit then
we are in Gg ;4+1, which the distinguisher A can identify.

The full claim follows by a hybrid argument over all £,,, instances of the NIOT
protocol.

Claim. We claim that the adversary’s A advantage in hybrids Ga,, and Gz,
only differs by a negligible factor, i.e.:

| Pr[Gs.,, (A) = 1] — Pr[Gay,, (A) = 1]| < €y - AdviST-

m

We can use the same arguments as above.

Claim. We claim that the adversary’s A advantage in hybrid Gs ¢, is 1/2, i.e.:

Pr[Gsy,, (A)] =1/2.

The claim follows since signatures sig, and sig; are fresh signatures under random
messages independent of the bit b. The only thing adversary A can do is guess
bit b.

Theorem 9. Scheme 6 is nonce blind against a honest-but-curious adversary
(Definition 18) assuming the non-interactive oblivious transfer scheme is receiver
secure and correct, and the PRF is pseudorandom.

Proof. We will prove this theorem by a series of hybrid arguments. Let A be a
PPT-adversary against the honest nonce blindness of NIBS.
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Game Gg: The original honest blindness experiment Gg := Advi’?‘,\?,'éds.

Game Gj: Intead of running the Issue and Obtain algorithms to compute (my, sig)
and (mq,sig;), we compute them directly. First, we compute mgy = sfkR,nonceo,
my = sfkR,noncel and then use the secret key sk given by adversary to com-
pute sig, = SIG.Sign(sk,mg) and sig; = SIG.Sign(sk,m1). In case, any of the
pre-signatures cannot be finalized to a valid signature, we set sigy = L and
sigy = L.

Game Go;: In each sub-hybrid i € [¢,,], we replace the bit skp; with a uni-
formly random one and compute mg using the changed key. Note the in hybrid
Ga,,, the key sk R,nonce 1S random and independent of the public key pkpg.

We will show the indistinguishability of the hybrids via a sequence of claims.

Claim. We claim that hybrids Gy and G; are indistinguishable, i.e.,
| Pr[G1(A) = 1] = Pr[Go(A) = 1]| < 2+ AdV.4 Rand-

Since the adversary is honest-but-curious, it follows that the only way for the
adversary to distinguish this change is by using sig, and sig;. However, the claim
follows since the final signatures are randomized using Rand, and we assume that
the adversary only has an advantage Adv 4 Rrand in distinguishing randomized
and “fresh” signatures.

Claim. We claim that the adversary’s A advantage in hybrids G; and Gag,,
only differs by a negligible factor, i.e.:

| Pr[Gaz,, (A) = 1] = Pr(Gi1(A) = 1]| < £y - AdVINST-
The claim follows similarly like in the case of honest recipient blindness above.
Claim. We claim that the adversary’s A advantage in hybrid Ga,, is 1/2, i.e.:
Pr(Gae,, (A) = 1/2.

The claim follows since signatures sig, and sig; are fresh signatures under random
messages independent of the bit b. The only thing adversary A can do is guess
bit b.

6 Generic Transformation from Honest to Malicious
NIBS

In this section we present a generic transformation, using non-interactive zero-
knowledge proofs, to turn any semi-honest NIBS into a maliciously secure one.

Theorem 10 (Recipient Blindness). Scheme 7 is recipient blind (Defini-
tion 11) assuming the used NIBS' scheme is recipient blind against an honest-
but-curious adversary (Definition 17) and IT is a proof of knowledge.
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Let NIBS' = (KeyGen’,RKeyGen’,Issue’, Obtain’, Verify’) be a mnon-interactive blind
signature secure against a honest-but-curious adversary. Moreover, let II =
(Setup, Prove, Verify) be a non-interactive zero-knowledge proof of knowledge for the
language Lz, where we define the relation R as:

((psig, nonce, pkz, pk), (r,sk)) € R <= psig < Issue’(sk, pk, nonce; ) A
(sk, pk) is a valid keypair

KeyGen(A): return KeyGen’()).
RKeyGen(\): return RKeyGen'()).

Issue(sk, pk, nonce): choose random r generate pre-signature psig’ < lIssue’(sk, pkp,

nonce;r) and compute proof m < II.Prove((psig’, nonce, pkg, pk), (r,sk)). Return
psig = (psig’, ).

Obtain(skr, pk, psig, nonce): parse psig as (psig’, 7). Return L if IT.Verify((psig’, nonce,
pky, pk), 7) = 0. Otherwise, return Obtain’(skr, pk, psig’, nonce).

Verify(pk, (m, sig)): output Verify' (pk, (m, sig)).

Scheme 7: Generic Transformation from Honest to Malicious NIBS

Proof (Sketch). The proof follows by constructing a reduction algorithm R
that takes as input an adversary A against the recipient blindness property
of Scheme 7. The reduction plays the role of the adversary in the honest re-
cipient blindness experiment for the scheme NIBS’. At the beginning of which,
it receives public keys (pkg,,pkg, ), which it provides to the adversary A. In
return, it receives (psig, = (psigg, mo), nonceg, psig; = (psig},m1 ), noncey, pk).
The reduction then uses the extraction algorithm to extract rg, 1 and sk such
that psigy < Issue(sk, pk g, , honceo, sk; o), psig) <« lssue(sk, pkg, ,noncey, sk; )
and aborts in case of failure. Note that due to the properties of II, the re-
duction algorithm will abort with only a negligible probability. The reduction
sends (rg, nonceg, 71, noncey, (sk, pk)) to its challenger. It then receives ((my, sig;),
(mi_p,sig;_p)) from the challenger and forward it to .A. Finally, the adversary
outputs bit b, which is also the output of the reduction R to its challenger. It is
easy to see that if A breaks the recipient blindness of Scheme 7, then R breaks
the recipient blindness of the NIBS’ scheme

Theorem 11 (Nonce Blindness). Scheme 7 is nonce blind (Definition 12)
assuming the used NIBS' scheme is nonce blind against an honest-but-curious
adversary (Definition 18) and II is a proof of knowledge.

Proof (Sketch). The proof follows a similar strategy as the one for recipient
blindness.
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Theorem 12 (One-more Unforgeability). Scheme 7 is one-more unforge-
able assuming the used NIBS' scheme is one-more unforgeable and II is zero-
knowledge.

Proof (Sketch). We will show this proof by constructing a reduction algorithm
R that takes as input an adversary A against the one-more unforgeability of
Scheme 7. The reduction plays the role of the adversary in the one-more un-
forgeability experiment for the NIBS’ scheme. Initially, the reduction receives
the public key pk from the challenger and sends it directly to A. Then, for any
signing query (pkg, nonce) made by adversary A, the reduction asks its oracle
on the same input receiving pre-signature psig’. It then uses the zero-knowledge
simulator for the proof system IT to simulate proof 7. It returns psig = (psig’, 7)
as the adversary’s query. Finally, A returns ¢ message-signature pairs that are
also the output of the reduction.

7 Efficient NIBS Scheme

This section focuses on constructing a non-interactive blind signature scheme
NIBPS that is secure against malicious adversaries. However, we do not opt for
a naive approach, using the generic construction with zero-knowledge proof of
honest behavior by the signer. Nevertheless, we will build the scheme in this
section by directly instantiating the generic construction and using the building
blocks in a non-black-box way.

We observe that the only strategy of an adversary to break the blindness
property is to use selective-abort attacks, as we already mentioned. The intuition
here is that the final message corresponds to the bit choices in the NIOT scheme,
which are hidden in the NIOT protocol. The idea is to make the final message and
signature computationally unlinkable to the pre-signature (i.e., the recipient’s
NIOT choice). We achieve this with universal hashing and the leftover hash
lemma, i.e., even if the malicious signer learns some bits of the input, the final
message will still be computationally close to uniform for the adversary.

To achieve this we need to rely on remark 6 and use a simple universal hash
function Hyni(z1, x2) = a1 - x1 + B1 + a2 - 22 + B2 over the field F,. The function
combines two simple universal functions to increase the input size of the recipient
and, consequently, the entropy for the LHL. The parameters for the function are
computed using a random oracle H,(pkp, nonce, i) € F, for i € {0,1,2,3}.

Since we require the function H,,; to work over a finite field, the underlying
signature we pick is the PS signature. Therefore, the signer’s public key is pk =
(X =¢3,Y = g3, Vi = Hg, (X)*, Vo = Hg, (Y)Y) and the secret key sk = (z,y),
as in PS signatures. We add the components V; and V5 as proof of possession
of the secret key and also a way for the reduction to obtain g7 and g7, which
can be used as a secret key for the PS scheme. Note we can get an equivalent
PS signatures by computing oy = gi for some h < Z, and setting o2 = ((¢7) -
(g7)™)". The recipient’s public key pkp is a standard RSA modulus N = pg,
and the corresponding secret key is skr = (p, q).
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The pre-signature is created in a similar way to the generic construction.
The signer first picks random keys k9, k1, ... k9 kL < {0,1}* for each potential
input of the recipient, where we assume that x is the bit-size corresponding to the
bit-size of two elements from F, (the order of the group used in the PS signature).
We now directly use the idea from the NIOT Scheme 3, i.e., for each input index
i € [k] we compute the element z; = Hxy(N,nonce,i) € Zy and then use the
Goldwasser-Micali encryption scheme to encrypt choice bit 0, i.e., the key kY, as
n? « GM.Enc(k?, (N, z;)). The opposite choice and key k} is encrypted using
the Cocks scheme as n} < Cocks.Enc(k}, (N, x;)). In both cases, to compute n
and n} uses random coins from a random oracle query based on respective keys
kY and k}. Thanks to this, the recipient can verify the validity of the ciphertexts
n? and n;.

To ensure that the recipient’s public key is well-formed (i.e., N is squarefree),
we require the recipient to compute values o1, ...,05 € Zy while provided o¥
mod N in the pre-signature (as mentioned in the discussion of Scheme 3). Those
values are needed to compute that AE secret keys K? = Hag(o1, ..., 05, kY) and
K}! = Hag(o1,...,0x,k}) for each of the input bits of the recipient i € [k].
The signer uses the keys (K?, K}) to encrypt the garbled circuit values for the
PS signatures, i.e., for each i € [k], the signer computes the ciphertexts for the
garbled circuit payloads. The pre-signature then contains the element o}, the AE
ciphertexts (ct?,ct!) containing the garbling circuit payloads, the Goldwasser-
Micali and Cocks ciphertexts (n?,n}), the random value o1 = h € G from the
PS signature and the value so = ag - h* - (h¥)P1 152,

To construct the final signature from the pre-signature psig, the recipient
first computes the values o; using the inverse 1/N mod ¢(N). Note that this
inverse only exists if N is coprime to ¢(N), which only exists if N is squarefree.
The recipient then uses the factorization of N to identify for each I € [k] if
the i-th bit of its choice for the nonce nonce corresponds to 0 or 1. It decrypts
n? using the Goldwasser-Micali encryption scheme in the former case and sets
m; = 0. Otherwise, it uses the Cocks scheme and sets m; = 1. In the end,
it receive the keys kj,...,k,; and computes the corresponding AE key K; =
Hag(o1,- - .,0x, k;). It then for each i € [r] decrypts both ct? and ct}. Note that
due to the permutation bit ¢, the recipient can only identify the correct ciphertext
by decrypting it and checking if the result is not L. In case both ciphertexts
decrypt to L, the recipient aborts. Otherwise, it has values sq,...,s,. It sets
o1 and computes oo = §q - Hle s;. Before constructing the final output, the
PS signature is re-randomize (similar to Rand in the generic construction) and
set the final signature to sig = (o7, 0%) for some r € Z,. As the last part, the
recipient computes the final message m = «y -1y + 81 + a9 -lo + 2 mod g, where
Iy =my...my, and Iz = my, 11...m,. The recipient, of course, aborts in case
the pair (m,sig) is invalid, i.e., Verify(pk, (m,sig)) = 0.

Theorem 13. NIBPS is reusable (Definition 9).

Proof. The proof follows from the collision resistance of the hash function Hy.
The other proofs assume this function is a random oracle, so collision resistance
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follows. We now see that for two different nonces nonceg and noncep, the input
bits will differ, and so by the collision resistance of the universal function will
the messages mg and m;.

Theorem 14. In the random oracle model, NIBPS is one-more unforgeable (Def-
inition 10) under Assumption 1 (Definition 6) and assuming AE is indistin-
guishable under chosen plaintext attacks, the Goldwasser-Micali and the Cocks
cryptosystems are indistinguishable.

Proof. We will prove this theorem by a series of hybrid arguments. Let A be
a PPT-adversary against the one-more unforgeability of NIBS. Assume that A
makes at most Qs = poly(\) signing queries and at most Qag queries to the Hag
random oracle.

Game Gy: The original one-more unforgeability experiment Gy := OM-UNF 4 nigs.

Game Gi: We abort the experiment if there are collisions in the random oracle

Game Gs: We now modify the experiment significantly. The challenger initial-
izes empty lists Lgqr and Fail 5. Then for any query Hx (N, nonce, i) it first checks
if (pkp,-) € Leqr- If not, it proceeds as follows. The challenger wants to learn a
quadratic non-residue modulo N. Therefore, it creates a copy of the adversary
Ac, and it then waits for a O;(sk, pky = N, nonce) for which it replies according
to the experiment while retaining the o1,...,0) and nonce values. It proceeds
the execution of the experiment with A4 until it makes a query to the random
oracle for Hag(o1, . .., 05, k) for any i € [k]. It then stores ynx = Hx (N, nonce, i)
together with pky = N in list Lgqg, i.e., the challenger adds (N,yn) to Leqr.
After that, the reduction destroys the copy and uses the original adversary. If
there is no such query, the challenger tries again with another copy and different
random coins. If after A times, the copy does not make such a query, the chal-
lenger adds pky to Faily. In such a case, the reduction replies Hy (N, nonce, i)
with a randomly sampled output.

Game Gg3: We now modify the previous experiment. For each Hy (N, nonce, i)
where (N,zn,yn) € Leqr, we randomly sample a bit by nonce,i <% {0,1},
compute ry = u? mod N for a random u <s$ Z% and set the output for
Hn (N, nonce, i) as 2 n if by nonce,i <5 {0,1} =1 and 2y - yy mod N otherwise.
If the oracle Hy is defined for all ¢ € [x] (i.e., Hx(IV, nonce, j) is not defined for
some j € [k]), the challenger does the above for all i € [k]. It keeps all values

bN,nonce,i .

Game Gy: Again, we will change the experiment a bit. For each query O;(sk,
pkr = N,nonce) of the adversary, the challenger sets the following strings
Iy = bN,nonce,l cee bN,nonce,€q7 ly = bN,nonce,Eq-i-l cee bN,nonce,fi and computes mes-
sage

MNnonce = (1 - 11 + 1 +az-la+ B2) mod g,
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where oy = H,(pkp, nonce, 0), 81 = H,(pkp, nonce, 1) and aes = H,(pkp, nonce, 2),
B2 = Hy(pkp, nonce, 2).

Game Gj5: We now change how the challenger computes the values V; and V5
that are part of the public key pk. Instead of computing them directly as respec-
tively (Hg, (X))* and (Hg, (Y))¥). It computes V» as (¢g¥)"™ for some ry +$ Z,
and then programs the random oracle Hg, to output gi* for Y. To compute the
value V7, the challenger computes a PS signature under message 0, i.e., (h, h*)
and then sets V3 = (h®)™ and programs the random oracle Hg, to output A"
for a query X.

Game Gg: We now introduce an abort event for the experiment. The challenger
aborts the experiment if for a query O;(sk, pkp = N, nonce) the adversary asks
the random oracle for Hag (o1, . . ., 0x, kY) and Hag(o1, . . ., 0, k}) for some i € [k].
Otherwise, it keeps a list Lnonce, A With entries (7,b) where the adversary makes

a Hae(o1, ..., 0x, k;il_b) query.

Game Gr7: We modify the experiment in a way that the challenger for all
queries O;(sk,pkyp = N,nonce), and all (i,b) € Lnonce,AE replaces the cipher-
text AE.Enc(K?,s?) with AE.Enc(K?,0). We will show the indistinguishability
of the hybrids via a sequence of claims.

Claim. We claim that the adversary’s A advantage in hybrids Gg and G; only
differs by a negligible factor, i.e.:

PG (A) = 1] - Pr(Go() = 1]| < 3¢

The claim follows from the number of collisions that can occur for Qag queries.

Claim. We claim that the adversary’s A advantage in hybrids G; and Gs is the
same, i.e.,:

PI‘[GQ(A) = 1] = PI‘[Gl(.A) = 1]
The claim follows since our change in Gs is just conceptual.

Claim. We claim that the adversary’s A advantage in hybrids G, and Gg is the
same, i.e.,:

PI‘[Gg(A) = 1] = PI‘[GQ(A) = 1]
The claim follows since our change in Gg is just conceptual..

Claim. We claim that the adversary’s A advantage in hybrids Gs and Gy is the
same, i.e.,:

PI‘[G4(A) = 1] = PI‘[G3(A) = 1]
The claim follows since our change in G4 is just conceptual.

Claim. We claim that the adversary’s A advantage in hybrids G4 and Gs is the
same, i.e.,:

PI‘[G5(A) = 1] = PI‘[G4(A) = 1]
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The claim follows since our change in G5 is just conceptual since the elements
we program the random oracle with are uniformly random.

Claim. We claim that the adversary’s A advantage in hybrids G5 and Gg only
differs by a negligible factor, i.e.:
|PrGo(A) = 1] ~ PriGs(4) = 1] < o

The claim follows from the following observation. The only way for an adversary
to get both keys k¥ and k} without guessing them is to decrypt both ciphertext
n? and n}. However, for squarefree N, we know it is impossible since at least
one ni-’ hides the messages statistically (this is the base idea behind our NIOT
construction, see Proposition 1). Therefore, to get those keys, the public key pkp
is picked so that N is not squarefree. However, since the adversary also computed
01,...,0) give oV, ... oﬁ\v this means that N is squarefree. The probability that
given a single o}, the adversary can compute oy is 1/p;, where p; is the smallest
factor of N. Setting p; = 2, the claim follows by applying A\ parallel repetitions
so we get (1/p1)* < (1/2)7.

Claim. We claim that the adversary’s A advantage in hybrids Gg and G7 only
differs by a negligible factor, i.e.:

|PI‘[G7(.A) = 1] — PI‘[GG(A) = 1” S Qs c K AdVAE,Cpa(A).

The claim follows since there are at most (), signing queries, and for each one,
the list Lnonce,AE has at most x elements. The claim follows by changing each
ciphertext at once and constructing a reduction to the CPA security of AE.

Claim. We now show that an adversary A against the one-more unforgeability
of NIBS in G7 can be used to break Assumption 1 (Definition 6). In other words,

we have:
Pr[G7(A)] < Advass(A).

To prove this claim, we construct a reduction algorithm R that uses A and breaks
Assumption 1. The reduction is given (g1, g2, Y1, X2, Y2) as input and then uses
computes the public key pk = (X,Y, V1, V5) by setting X = X5, Y = Y5 and
computing V7 and V5 as in Gs. Note that R can use the oracle provided by
the assumption to compute a signature under 0 by querying the oracle with
00 e Z,).

At some point the adversary A will query the signing oracle with O (sk, pkp =
N, nonce). For each query, the reduction learns message mn nonce (as per Gy) be-
fore it outputs the pre-signature psig for that query. Thus, it asks the oracle O
with 7y nonce and receives (o1, 02) for which e(oq, X - Y™ Nreree) = ¢(03, g2). The
reduction then samples ai,...,a, <$ Gy and computes ag = 1g, - ([T, a;) ™"
It then computes the shares s; = a; for all ¢ € [k] and sets sg = ag - 2. The rest
of the values are computed as in the experiment.

At the end the adversary outputs £ message-signature pairs (mq, sig;), . . . , (e, sig,),
where it only makes £ — 1 queries to the oracle Oy (sk, pkz = N, nonce). Due to
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the check in Verify for all ¢ € [k] we have m; # 0. Therefore, there exists a
single j € [¢] for which m; & My nonce for any pair (N, nonce). The reduction can
output (m;, sigj) as a valid solution to Assumption 1 since the reduction never
queried m; to the oracle O provided by the assumption.

Theorem 15. In the random oracle model, NIBPS is recipient blind (Defini-
tion 11) assuming the extended quadratic residuosity problem (Definition 5).

Proof. We will prove this theorem by a series of hybrid arguments. Let A be a
PPT-adversary against the recipient blindness of NIBS. We assume without loss
of generality that the adversary outputs pk for which e(V1, g2) = e(Hg, (X), X)
and e(Vz2,g2) = e(Hg, (Y),Y). Note that otherwise, the recipient always aborts
and the only strategy for the adversary is to guess the bit b and the proof holds.
We also assume that A makes at most Qag, Qq, @ n, Qr queries to the respective
random oracles and Qnigs queries to the OSkRD sk, oracle.

Game Gg: The original recipient blindness experiment G := Advi"?’mBS.
Game Gi: We abort the experiment if there are collisions in the random oracles
HAE, Hq, HN or HR.

Game Gy o: We slightly modify the experiment from Gi. In this experiment,
for the presignature-nonce pair (psigy, nonceg) the challenger decrypts the ci-
phertexts ct? and ct] obtaining all values s{ and s}, where the challenger finds
the key by looking through the list of outputs of the random oracle Hag. Note
that AE will only accept the correct key. Additionally, the challenger keeps a
set Failpsig, with tuples (i,b), meaning that for (psig,, nonceg) the ciphertext ctb
cannot be decrypted, i.e., there exists no key for it in the random oracle Hag.
For pairs (i,b) ¢ Failsig,, the challenger learn the key ki?. For those values, the
challenger additionally checks the validity of the ciphertexts n? and n}, i.e., that
n? < GM.Enc(kY, (N,z;); Hr(i,kY)) and n} < Cocks.Enc(k}, (N, z;),Hr(i, k})).
In case for some pair (i,b) ¢ Failsig,, any of the ciphertext is wrong, the chal-
lenger adds (i,b) to Failpsg, -

Game Gy 1: Similar to Gg ¢ but for (psig, noncey).

Game G3: Similar to Gg,; but for all Qnigs queries to the oracle OskRmsle.

Game Gy o: We now slightly modify Gs. In this experiment, for the presignature-

nonce pair (psig,, nonceg) the challenger checks the shares s? and s}. To do so,
for each i € [k] the challenger picks random bits mq, ..., m;_1,Mit1,..., My <5
{0,1}, where we ensure that for each of them we have (j,m;) ¢ Failysig,. The
challenger then sets m; = 0 and computes message m = (ay -1+ 81 +az-la+ F2),
where Iy = my...my,, la = mg, 41 ...m,. It then uses the shares s?, s; to com-
pute the signature sig under m (as in Obtain). The challenger repeats the process
A times for different random my, ..., m;—1,miy1,...,m,; <3 {0,1}. It adds (4, 0)
to Failpig, if any generated signatures fail verification. It then repeats the process

for m; = 1 and all other positions 7 € [«], making sure only to pick the values
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not already in the set Failysig,. This way, the challenger checks which shares s
and s} are valid and can be used to obtain valid signatures.

With this change, the challenger can check if for psig, and given input bits
mai,...,m, the Obtain algorithm should abort even without knowing the se-
cret key skgo. To do so, the challenger can check for all i € [k] the pair
(4,m;) & Failpsig, . If the check fails for at least one 4, then psig fails to produce
a valid signature for input bits my,..., m, of the recipient, and the challenger
knows that in such a case, it needs to return L (as mentioned this can be done
without the challenger knowing the recipient secret key skg, ).

Game Gy 1: Similar to G4, but for (psig;, noncey).
Game Gg: Similar to G4,; but for all Qnigs queries to the oracle Quiss.

Game Gg: Similar to the previous experiment, but we abort if the size of any
of the sets [{(4,b) : (4,b) € Failpsig, }| or [{(i,0) : (i,b) € Failygg, }| is bigger than
A

Game G7: We slightly modify the experiment from Gg. To answer queries to the
Hg, (z) oracle, the challenger samples a random r < Z, and outputs g7. It then
stores (z,7) on list Ly, . Given the public key pk = (X,Y, Vi, V2) of the adver-

sary the challenger computes X; = Vfﬂ1 ' and Y7 = V;"’ 1, where (X,71) € Ly,
and (Y,7r2) € Ln,, . Note that we assume that e(V1,g2) = e(Hg, (X), X) and
e(Va, g2) = e(Hg, (Y),Y), so the elements (X, 1) and (Y,72) exist in Ly, and
we have X; = ¢gf and Y = g7.

Game Gg: We modify experiment G7 in the way the challenger computes
the signatures sig, and sig; in case sig, # L and sig; # L. Before providing
((mw, sigy), (M1—p,sig,_p)) the challenger uses X; and Y7 to compute fresh sig-
natures as:

sigo = (91, (X1)" - (Y1)"0™) sigy = (91", (X1)™ - (Y1) ™)

for ho, hi <$ Zq.

Game Gy ;: We now define subgames i € [k— )], and in Gg ;, we change how the
challenger executes the Obtain algorithm. For each j, where (j,-) ¢ Failpgg, and
not already changed, we replace parts of the Obtain algorithm run by challenger
for (psigy, noncey). Instead of setting s; to either s9 or s} (note that the challenger
knows both values due to prior changes) based on if 2; = Hx(V, noncey, j) is a
quadratic residue modulo N or not, we sample a uniformly random bit b; and
set s; = s?-j. Note that due to this change, there are [x — A] input bits that the
challenger picks independently of the recipient’s public key.

Game Gg;: We make similar changes as above but for message (psig;, nonce;).

Game G;;: We sample the message mg uniformly from 7Z,.
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Game Giy: We sample the message m; uniformly from 7Z,.
We will show the indistinguishability of the hybrids via a sequence of claims.

Claim. We claim that hybrids Gg and G, are indistinguishable. Let Qag, @4, @n,Qr
denote an upper bound on the number of queries the adverasary makes to the
oracles Hag, Hy, Hy, Hg, we then have:

Qe @ Q% Q%

[Pr[Gi(A) = 1) = Pr{Go(A4) = 1]| < A + 5L 4 e 4 X0

Claim. We claim that the adversary’s A advantage in hybrids G; and Gs is the
same, i.e., :

PI‘[G{,(A) = 1] = PI‘[Gl(A) = 1}

The changes in games Gg g, Go,1, G3, G4,0, G4,1 and Gs are just conceptual and
do not change A’s advatange.

Claim. We claim that the adversary’s A advantage in hybrids G¢ and G5 only
differs by a negligible factor, i.e.:

|Pr{Go(A) = 1] - PriGs(A) = 1] <2 5.
We observe that if there are more than A elements in the set [{(7,b) : (i,b) €
Failpsig, }| then that means that there are more than A input bits where the
adversary needs to guess the input bits of the recipients exactly. However, this
only happens with negligible probability. In particular, if the adversary uses such
a strategy, the recipient will always abort the protocol (except with negligible
probability), which would lead to a zero advantage of A. Same for the other set.
Thus, we can bind the probability of this event as in the claim.

Claim. We claim that the adversary’s A advantage in hybrids Gg and Gg is the
same, i.e., :

PI‘[Gg(.A) = 1] = PI‘[GG(A) = 1}.

The changes in game G~ are just conceptual. Note that the challenger can always
compute the values X; and Y7 because of the consistency check of the public
key pk in Obtain. On the other hand, the change in Gg follows from the perfect
randomization of PS signatures, i.e., the final randomization with the exponent
r in Obtain samples a uniform random signature from the signature space for
the given message. In other words, an adversary can notice this change with
advantage Adv 4 Rand, but we know that Adv 4 rang = 0 for PS signatures, so
the claim follows.

Claim. We claim that the adversary’s A advantage in hybrids Gg ,—x and Gg
only differs by a negligible factor, i.e.:

‘PI‘[GQ,K_)\(A) = 1] — PI‘[Gg(A) = 1]| S (K — )\) . AdVREQR,EQR~
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To show this claim, we will show that the difference for each change, i.e., between
Gg,i+1 and Gg; is Adv 4eqr and since there are K — A subgames, the claim
follows.

To show the difference between Gy ;11 and Gy ; we will construct a reduction
Reqr that breaks the extended quadratic residuosity assumption (Definition 5)
using an adversary A that is able to distinguish between Gg ;41 and Gg ;. The
input to the reduction is an instance N,xy,yn for the EQR problem, where
N, YN € Iy and y € QRy. The reduction will use this modulus as the re-
cipient’s public key, i.e., it sets pkp = N. The problem we now encounter is
that the reduction is unable to answer calls to OskRO,sknl and also perform the
computation (my,sig,) < Obtain(skg,, pk, psigy, noncep). The reason is that it
does not know the corresponding secret key skg,.

To solve this issue, we first need to solve a different problem, i.e., how to
sample random elements from Jy N QR and Jy N = QR . For the former, the
reduction can sample a random element z <$ Zy and then compute 22> mod N,
the result is an element of Jxy NQR . For the case of Jxy N— QR 5 the reduction
can first compute z? and then output 22 - yx mod N, which is in Jy N~ QR
because yny € QR -

We will now show how reduction Rgpgr handles calls to the oracle
Oskr, skr, (0, Pk, (psig, nonce)). For each fresh nonce is first samples x random
bits that will represent the input bits of the recipient myq, ..., m, for this nonce.
It then programs the random oracle Hy for call (IV,nonce, j) to a random ele-
ment from Jy N~ QRy if m; = 0 and a random element from Jy N QRy if
m; = 1. The reduction then uses Failpsg (from Gs) to identify if, for the given
presignature psig, the expected output for those random bits is a signature or
L. Note that, as already mentioned, this can be done by the reduction without
knowing the corresponding recipient secret key skg, . If the oracle call is expected
to return a valid signature, the reduction computes it as in Gg.

We will now show how the reduction handles the computation of in Obtain.
Given noncey it samples my, ..., m,, at random. For j € {i+1,...,x} the reduc-
tions program the oracle for call Hy for call (IV, noncey, j) to a random element
from Jy N~ QRy if m; = 0 and a random element from Jy N QRy if m; = 1.
The calls for j € {1,...,i — 1} are sampled directly as random element of Jy
independent of my,...,m;_1 due to prior changes. For the call (N, nonceg), the
reduction returns the element xy from the EQR instance. The reduction then
uses Failpsig, set to check if psig, for my, ..., m, aborts or not. In the former case,
the reduction outputs L. Otherwise, it computes the final message mg € Z, and
the final signature sig, as per the prior changes.

It is easy to see that in case m; = 0and zy € QR orm; = land zy € QRN
the reduction perfectly simulates Gg ;. Otherwise if m; = 0 and zxy ¢ QR or
m; = 1 and xy € QRy then the reduction simulates Gg ;y;. Thus, given an
adversary that can distinguish between Gg ; and Gg ;41, the the reduction Reqr
can solve the FQR assumption.
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Claim. We claim that the adversary’s A advantage in hybrids Gig.—» and
Gg,x—» only differs by a negligible factor, i.e.:

|PI‘[G10,K_,\(.A) = 1] — PT[GQ,K_A(A) = 1]“ S (KZ — /\) . AdvREQR,EQR-
The claim follows using the same arguments as above.

Claim. We claim that the adversary’s A advantage in hybrids Gy and Gig ,x—»
only differs by a negligible factor, i.e.:

|PI‘[G11(A) = 1] - PI‘[Gloﬁ_)\(.A) = 1]” S 2"6*%&1'

The claim follows by the leftover hash lemma (LHL). There are & bits, where the
adversary learns A bits, i.e., the guessing probability of the input distribution is
v = Q%A Moreover, the universal hash function’s output space is Z4, so there
are around 2 elements. By LHL, the distance between the games is v-2%. The
claim follows.

Claim. We claim that the adversary’s A advantage in hybrids G2 and Gy; only
differs by a negligible factor, i.e.:

e
2Qr—A—Lq

| Pr[Gi2(A) = 1] — Pr[G11(A) = 1]]
The claim follows using the same arguments as above.
Claim. We claim that the adversary’s A advantage in hybrid Gio is 1/2, i.e.:
Pr{Gra(A)] = 1/2.

The claim follows since signatures sig, and sig; are fresh signatures under random
messages independent of the bit b. The only thing adversary A can do is guess
bit b.

Combining everything together, we receive:

Qe @7 Q% Q3
Pr[Go(A)] < §+27‘j+ 2|J11VV‘ +Tf+2~(m—A)~AdVREQR,EQR+

2Qr—A—Lq + 1/2
Theorem 16. In the random oracle model, NIBPS is nonce blind (Definition 12)
assuming the extended quadratic residuosity problem (Definition 5).

Proof. We will prove this theorem by a series of hybrid arguments. Let A be a
PPT-adversary against the recipient blindness of NIBS. We assume without loss
of generality that the adversary outputs pk for which e(V1, g2) = e(Hg, (X), X)
and e(V2,g2) = e(Hg, (Y),Y). Note that otherwise, the recipient always aborts
and the only strategy for the adversary is to guess the bit b and the proof holds.
We also assume that A makes at most Qag, Qq, @~ , @ r queries to the respective
random oracles and Qnigs queries to the OSkRD ki, oracle.
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Game Gg: The original nonce blindness experiment Gg := Adv[\i'?,{,‘?BS.
Game Gi: We abort the experiment if there are collisions in the random oracles
HAE; Hq, HN or HR.

Game G3o: We slightly modify the experiment from G;. In this experiment,
for the presignature-nonce pair (psigy, nonceg) the challenger decrypts the ci-
phertexts ct? and ct} obtaining all values s and s}, where the challenger finds
the key by looking through the list of outputs of the random oracle Hag. Note
that AE will only accept the correct key. Additionally, the challenger keeps a
set Failpsig, with tuples (,b), meaning that for (psig,, nonceg) the ciphertext ctb
cannot be decrypted, i.e., there exists no key for it in the random oracle Hag.
For pairs (i,b) ¢ Failpsg,, the challenger learn the key kf’ For those values, the
challenger additionally checks the validity of the ciphertexts n{ and n}, i.e., that
n? < GM.Enc(kY, (N,z;); Hr(i,kY)) and n} < Cocks.Enc(k}, (N, z;),Hg(i, k})).
In case for some pair (i,b) ¢ Failsig,, any of the ciphertext is wrong, the chal-
lenger adds (i,b) to Failpsg, -

Game Gy 1: Similar to Gg,o but for (psig;, noncey).
Game Gg: Similar to Gg,; but for all Qnigs queries to the oracle Quiss.

Game Gy o: We now slightly modify Gs. In this experiment, for the presignature-
nonce pair (psig,, nonceg) the challenger checks the shares s? and s!. To do so,
for each i € [k] the challenger picks random bits mq, ..., mM;—1, Mit1,..., My <5
{0,1}, where we ensure that for each of them we have (j,m;) ¢ Failysig,. The
challenger then sets m; = 0 and computes message m = (ay -1+ 81 +az-la+ F2),
where Iy =my...my,, la = myg, 11...mg. It then uses the shares 5?, sll to com-
pute the signature sig under m (as in Obtain). The challenger repeats the process
A times for different random my, ..., m;—1,miy1,...,m, < {0,1}. It adds (4, 0)
to Failpgig, if any generated signatures fail verification. It then repeats the process
for m; = 1 and all other positions i € [k], making sure only to pick the values
not already in the set Failysig,. This way, the challenger checks which shares s9
and s} are valid and can be used to obtain valid signatures.

With this change, the challenger can check if for psig, and given input
bits my,...,m, the Obtain algorithm should abort even without knowing the
secret key skgp. To do so, the challenger can check for all i € [k] the pair
(4,m;) & Failpsig, . If the check fails for at least one 4, then psig fails to produce
a valid signature for input bits m1,...,m, of the recipient, and the challenger
knows that in such a case, it needs to return L (as mentioned this can be done
without the challenger knowing the recipient secret key skg).

Game Gy 1: Similar to G4, but for (psig;, noncey).
Game Gg: Similar to G4,; but for all Qnigs queries to the oracle Quigs.

Game Gg: Similar to the previous experiment, but we abort if the size of any
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of the sets [{(4,b) : (4,b) € Failpsig, }| or [{(i,0) : (i,b) € Failsig, }| is bigger than
A

Game G7: We slightly modify the experiment from Gg. To answer queries to the
Hg, (z) oracle, the challenger samples a random r < Z, and outputs ¢j. It then
stores (z,7) on list Ly, . Given the public key pk = (X,Y, Vi, V3) of the adver-

sary the challenger computes X; = V;"* 1 and Yy =V, ? 1, where (X,71) € Ly,
and (Y,r2) € Ln,, . Note that we assume that e(Vi,g2) = e(Hg, (X), X) and
e(Va, g2) = e(Hg, (Y),Y), so the elements (X, 1) and (Y,72) exist in Ly, and
we have X; = ¢gf and Y1 = g7.

Game Gg: We modify experiment G7 in the way the challenger computes
the signatures sig, and sig; in case sig, # L and sig; # L. Before providing
((mw, sigy), (Mm1—p,sig,_p)) the challenger uses X; and Y7 to compute fresh sig-
natures as:

sigy = (g7, (X)ho - (Y7)homo) sigy = (g0, (X1)P - (vp)hem)
for ho, hi <$ Zq.

Game Gy ;: We now define subgames i € [x— )|, and in Gg ;, we change how the
challenger executes the Obtain algorithm. For each j, where (j,-) ¢ Failysig, and
not already changed, we replace parts of the Obtain algorithm run by challenger
for (psig,, noncey). Instead of setting s; to either 59 or 5]1 (note that the challenger
knows both values due to prior changes) based on if x; = Hx(V, noncey, j) is a

quadratic residue modulo NV or not, we sample a uniformly random bit b; and

b

set s; = sjj. Due to this change, there are [k — A] input bits that the challenger

picks independently of the recipient’s public key.
Game Gqg;: We make similar changes as above but for message (psig;, noncey ).
Game Gi;: We sample the message mg uniformly from Z,.

Game Giy: We sample the message m; uniformly from 7Z,.

Claim. We claim that
PI‘[Glg(.A)] = 1/2

and

2 Q2 2 2
PriGo(A)] < % - 273 + Q%ZIVVI + % +2-(F—A)  AdVRege EQr

2
groar, T 1/2.

The claim follows using the same arguments as in the proof of recipient blindness.
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Let G1, G2, Gr be group of prime order ¢ with an efficient bilinear map e : G1 X Go —
Gr. Let g1, g2 be the generators of respective G and G2. Let AE define an authenticated
encryption scheme, where Hag is a random oracle to the keyspace of AE. Finally, ¢, be
the bit size of q, let kK = 2 - £, be a parameter, let Hg, Hg,, Hn, Hr be random oracles
hashing to respectively Zq, G1, Jn, {0, 1}’\.

KeyGen(X): pick z,y <3 Zq and return pk = (X = ¢5,Y = g5, V1 = (He, (X)), V2 =
(He, (Y))?) and sk = (z,y).

RKeyGen(\): pick prime numbers p and ¢, compute pkp = N = pqg and set sk = (p, q).

Issue(sk, pk, nonce): pick random keys kY ki,... k% kLt s {0,1}* and elements
01,...,0x <8 Zn. For each i € [k] compute the AE keys K? = Hae(o1,...,0x, k?) and
K} = Hae(o1,...,0x,kf). Compute a1 = Hy(pkp,nonce,0), 81 = Hy(pkp,nonce, 1)
and a2 = Hg(pkg,nonce,2), f2 = Hy(pkg,nonce,3). Generate a multiplicative
secret sharing of 1g, by first picking ai,...,ax <$ Gi and then computing
ao = lg, - ([], ai)~". Pick random element h < G and for i € [x] compute:

s = ai sh= ()

where j = 11if i < £, and j = 2 for ¢ > {,. Pick a random bit ¢ and for each ¢ € [k]
compute the ciphertexts:

ct! « AE.Enc(K7,s)) ct; "« AE.Enc(K},s}).
For each i € [k] compute x; = Hx (N, nonce, i) and ciphertexts:
ny < GM.Enc(ky, (N, z;); Hr(i,k))) n} + Cocks.Enc(k;, (N, xz:); Hr(i, k})).
Compute so = ag - h* - (h¥)?1752. Set presignature as
psig = ({oﬁv}iem, {(ct?, ct%,n?,n})}ie[,ﬁ], h, so).

Obtain(skg, pk, psig, nonce): compute a; from a mod N using 1/N mod ¢(N) and

return L if e(V1, g2) # e(Hg, (X), X) or e(V2, g2) # e(Hg, (Y),Y).

For each i € [xk] compute the element x; = Hn(NV,nonce,i), set m; = 1 if z;
is a quadratic residue and set m; = 0, otherwise.

If m; = 1 compute key ki < Cocks.Dec(n;,(N,x;),skr) and check that n; <«
Cocks.Enc(ki, (N, z:); Hr(i, k})). Otherwise, compute kY < GM.Dec(n}, (N, z;), skr)
and check that n9 < GM.Enc(k?, (N, x;); Hr (i, k).

For each i € [k] compute the corresping AE key K; = Hae(ai,...,ax, k).
Use key K; to decrypt ct? and ct] for all i € [«]. For each i this will result with one
plaintext s; and one L. In case for both decryption fail for ¢ with L, then abort.

Set 01 = h and o2 = so - [[_, si. Pick a random 7 <s Z; and set the final
signature as sig = (o1,0%). Set I1 = mi...me,, la = me,4+1...myx and compute
m = (a1 -l1 4+ B1+ a2 - la + f2) mod g. Return L if Verify(pk, (m,sig)) = 0. Return
(m, sig).

Verify(pk, (m, sig)): parse sig as (o1,02) and output 1 if e(c1, X - Y™) = e(02, g2) and

m # 0.

Scheme 8: Fully-Secure NIBS Construction Based on PS Signatures (NIBPS)
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Let G1, G2, Gr be group of prime order ¢ with an efficient bilinear map e : G1 X Go —
Gr. Let g1, g2 be the generators of respective G and G2. Let AE define an authenticated
encryption scheme, where Hag is a random oracle to the keyspace of AE. Finally, ¢, be
the bit size of q, let kK = 2 - £, be a parameter, let Hg, Hg,, Hn, Hr be random oracles
hashing to respectively Zq, G1, Jn, {0, 1}’\.

KeyGen(X): pick z,y <3 Zq and return pk = (X = ¢5,Y = g5, V1 = (He, (X)), V2 =
(He, (Y))?) and sk = (z,y).

RKeyGen(\): pick prime numbers p and ¢, compute pkp = N = pqg and set sk = (p, q).

Issue(sk, pk, nonce): pick random keys kY ki,... k% kLt s {0,1}* and elements

01,...,0x <8 Zn. For each i € [k] compute the AE keys K? = Hae(o1,...,0x, k?) and
K} = Hae(o1,...,0x,kf). Compute a1 = Hy(pkp,nonce,0), 81 = Hy(pkp,nonce, 1)
and a2 = Hg(pkg,nonce,2), f2 = Hy(pkg,nonce,3). Generate a multiplicative
secret sharing of 1g, by first picking ai,...,ax <$ Gi and then computing
ao = lg, - ([], ai)~". Pick random element h < G and for i € [x] compute:

s9 = a s = (hy‘aﬂ')zli1 - a;

where j = 11if i < £, and j = 2 for ¢ > {,. Pick a random bit ¢ and for each ¢ € [k]
compute the ciphertexts:

ct! « AE.Enc(K7,s)) ct; "« AE.Enc(K},s}).
For each i € [k] compute x; = Hx (N, nonce, i) and ciphertexts:
ny < GM.Enc(ky, (N, z;); Hr(i,k))) n} + Cocks.Enc(k;, (N, xz:); Hr(i, k})).
Compute so = ag - h* - (h¥)?1752. Set presignature as
psig = ({oﬁv}iem, {(ct?, ct%,n?,n})}ie[,ﬁ], h, so).

Obtain(skg, pk, psig, nonce): compute a; from a mod N using 1/N mod ¢(N) and
return L if e(V1, g2) # e(Hg, (X), X) or e(V2, g2) # e(Hg, (Y),Y).

For each i € [xk] compute the element x; = Hn(NV,nonce,i), set m; = 1 if z;
is a quadratic residue and set m; = 0, otherwise.

If m; = 1 compute key ki < Cocks.Dec(n;,(N,x;),skr) and check that n; <«
Cocks.Enc(ki, (N, z:); Hr(i, k})). Otherwise, compute kY < GM.Dec(n}, (N, z;), skr)
and check that n9 < GM.Enc(k?, (N, x;); Hr (i, k).

For each i € [k] compute the corresping AE key K; = Hae(ai,...,ax, k).
Use key K; to decrypt ct? and ct] for all i € [«]. For each i this will result with one
plaintext s; and one L. In case for both decryption fail for ¢ with L, then abort.

Set 01 = h and o2 = so - [[_, si. Pick a random 7 <s Z; and set the final
signature as sig = (o1,0%). Set I1 = mi...me,, la = me,4+1...myx and compute
m = (a1 -l1 4+ B1+ a2 - la + f2) mod g. Return L if Verify(pk, (m,sig)) = 0. Return
(m, sig).

Verify(pk, (m, sig)): parse sig as (o1,02) and output 1 if e(c1, X - Y™) = e(02, g2) and
m # 0.

Scheme 9: Fully-Secure NIBS Construction Based on PS Signatures (NIBPS)
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8 Conclusions

In this paper, we solved an interesting open problem of airdropping (i.e., dis-
tributing in a non-interactive way) one-time tokens that was not fully solved by
prior work. We proposed a generic construction of non-interactive blind signa-
tures based on Yao’s garbled circuits and a secure concrete scheme in the mali-
cious setting. One of the critical components we introduced is a non-interactive
oblivious transfer protocol that works with existing PKI RSA keys and does not
require users to generate keys designated for this primitive. Moreover, we showed
how to garble PS signatures, RSA-based CL signatures, and even BBS signa-
tures without naively garbling entire circuits, including modular arithmetic. An
interesting problem we leave open is the formalization of our garbling techniques,
i.e., identifying some fundamental properties that the above signatures have and
which made our technique work. Such a formalization would make finding more
examples of signature schemes (e.g., post-quantum secure ones) that could be
efficiently garbled using our or similar techniques easier. Another open prob-
lem is making the garbling and NIOT more concise and efficient. All proposed
contributions can find applications outside of this paper’s non-interactive blind
scheme scenario.

Designated Verifier. A simple modification of our NIBS scheme based on Yao’s
circuit allows us also to propose solutions to this scenario. In particular, instead
of garbling the function Sign(sk,skg nonce)) We replace the garbled function to
one depending on a pseudo-random function instead PRF(sk, sk nonce))- We can
implement the pseudo-random function using the AES block cipher, leading to a
designated verifier NIBS. As shown in prior work, existing techniques allow the
garbling of such circuits to be very efficient [26].
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