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Abstract
Optical computing has garnered significant attention in recent years due to
its high-speed parallel processing and low power consumption capabilities. It
has the potential to replace traditional electronic components and systems
for various computation tasks. Among these applications, leveraging optical
techniques to address information security issues has emerged as a critical re-
search topic. However, current attempts are predominantly focused on areas
such as image encryption and information hiding, with limited exploration of
other modern information security concepts, including zero-knowledge proof
(ZKP). In this paper, we propose an optical ZKP method based on single-
pixel imaging (SPI). By utilizing the flexibility of SPI, our proposed approach
can directly acquire randomly permuted results of the source problem’s so-
lution in the form of encoded images, thereby encrypting and verifying the
original solution. ZKP for the source problem can be realized with optical
computing based on a proving protocol without disclosing additional infor-
mation. Simulated and experimental results show that our proposed method
can be effectively applied to two typical ZKP problems: Sudoku and Hamil-
tonian cycle problem.
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1. Introduction

Single-pixel imaging (SPI)[1] is a computational imaging scheme that
utilizes a detector without spatial resolution to record one-dimensional light
intensities of a target object under the projection of multiple illumination
patterns. It can then reconstruct a two-dimensional image of the target ob-
ject computationally based on the correlation relationship between acquired
light signals and illumination patterns. Different from single-shot imaging
based on conventional array sensors, SPI reconstructs the spatial informa-
tion of the target object computationally by sacrificing imaging efficiency
(multiple captures) but reducing reliance on the spatial resolution of the
sensor pixels. It enables SPI to exhibit significantly lower sensor cost in the
invisible wavebands, and provides superior operational flexibility under weak-
light conditions[2]. With those advantages, SPI has been extensively applied
in various fields such as terahertz imaging[3, 4], remote sensing[5], three-
dimensional imaging[6, 7], microscopy[8, 9], scattering imaging[10, 11, 12],
and X-ray imaging[13].

In recent years, with the advancement of optical materials and de-
vices, both industry and academia have reignited their interest in optical
computing[14]. By virtue of light’s inherent advantages, including broader
bandwidth, high-speed parallel processing, and low energy consumption,
optical computing devices and systems are promising to circumvent the
bottlenecks posed by Moore’s law and Dennard’s scaling law[15]. Opti-
cal computing approach provides novel solutions for a wide range of ap-
plications, including deep neural network[16, 17, 18, 19, 20], vector-matrix
multiplication[21, 22], logic gate operation[23, 24], and image processing[25].
In addition to these applications, addressing information security challenges
using optical methods is also a critical and promising research direction[26].

Optical image encryption and information hiding has been extensively
investigated in previous works with various types of optical systems such
as cascaded diffractive optical elements[27, 28], holography [29], integral
imaging[30], ptychography[31], and scattering media[32]. Due to its indi-
rect imaging property[33], SPI allows for a flexible control of the illumi-
nation regions and the projected pattern sequence during the imaging pro-
cess. This feature is favorable for performing optical computing tasks related
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to information security, such as image encryption and image information
hiding[34, 35, 36, 37, 38, 39, 40]. For instance, using the illumination pat-
terns in the imaging process as a key and the acquired one-dimensional light
signals as ciphertext enable the encryption and decryption of the target ob-
ject image[34, 37]. Moreover, by optimizing the illumination patterns[38] or
incorporating a decoding network model[39], the efficiency and security of
SPI in image encryption and decryption can be further enhanced. In addi-
tion, integrating SPI with visual cryptography (VC) offers a novel approach
to implement image hiding and encryption tasks. In [40], SPI is employed
to capture multiple visual key images with only one single-pixel detector.
The superposition results of visual key images can be reconstructed from the
fused light intensity signals and the hidden information will be recovered.

However, the scope of modern information security research in the past
decades has become much broader, beyond only image encryption and infor-
mation hiding. Emerging information security concepts in recent years such
as zero-knowledge proof (ZKP)[41] and homomorphic encryption[42, 43] have
rarely been considered in previous optical information security works. ZKP,
first proposed by Goldwasser et al. in 1985[44], is a cryptographic protocol
that enables one party (prover) to prove the truth of a statement to an-
other party (verifier) without revealing any additional information beyond
the validity of the statement itself. Sudoku and Hamiltonian cycle problems
are two classic problems in ZKP. For Sudoku, representative solving meth-
ods include interactive protocols based on commitment schemes[45, 46] and
physical ZKP systems[47]. In those approaches, the prover demonstrates the
validity of their solution through a series of randomized permutations and
challenge steps, without revealing the specific solution itself. Similarly, the
Hamiltonian cycle problems can be verified using a ZKP protocol based on
graph isomorphism[48]. In this process, the prover confirms the existence
of a path by generating an isomorphic graph in response to a random chal-
lenge posed by the verifier. In summary, the key step in achieving ZKP is
the encryption of the original solution to the problem through random per-
mutation and isomorphism. It should be noted that there also exist other
ZKP problems, such as Sukoro [49]. However, Sukoro involves some nonlin-
ear mathematical operations. For example, there are two basic game rules in
Sukoro, i.e. neighborhood condition (a number in a cell indicates the number
of filled cells vertically or horizontally adjacent to the cell) and connectivity
condition (all filled cells are connected vertically or horizontally)Sukoro[49].
Since SPI has a linear mathematical model, it is not well-suited to handle such
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nonlinear problems. Therefore, we exclude Sukoro from this study. In future
works, we plan to investigate alternative optical systems with greater com-
putational capacity to address nonlinear ZKP problems. This paper mainly
focuses on realizing ZKPs for problems similar to Sudoku and Hamiltonian
cycle using SPI.

This paper explores the optical computing of ZKP using SPI. Initially,
the solution to the problem is mapped to a two-dimensional encoded image,
which serves as the target object in SPI. During the imaging preparation
stage, random permutations are applied to the pixels of the illumination
patterns. These permuted illumination patterns are then used to illumi-
nate the object image entirely or partially in selected regions, allowing for
the acquisition of a single-pixel light intensity sequence. The recorded data,
together with the original illumination patterns, are utilized to reconstruct
a result corresponding to a randomly permuted version of the original ob-
ject image. The reconstruction result is capable of addressing the verifier’s
random challenge, thereby implementing the ZKP.

2. Principle

2.1. Principle of SPI
As shown in Fig. 1, a typical SPI system consists of a light source (pro-

jector or spatial light modulator), a single-pixel detector, and a target object
image to be reconstructed. During the imaging process, it is assumed that
a series of illumination patterns are emitted by the light source denoted as
Pi (x, y), where i = 1, 2, 3, · · · ,M represents the i-th measurement, M is
the total number of measurements, and (x, y) denotes the image coordinates.
The illumination pattern Pi (x, y) is projected onto the target object image
I (x, y) and then captured by the single-pixel detector, yielding a single-pixel
light signal Si. The entire imaging process can be regarded as a liner system,
represented by the following equation:

Si =

∫∫
Pi (x, y) · I (x, y) dxdy (1)

To reconstruct the target object image, random speckle patterns can be
selected as the illumination patterns. The estimation of the target object
image I∗(x, y) can then be obtained by leveraging the second-order correlation
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between illumination patterns and the corresponding light signals Si[50], i.e.

I∗ (x, y) ≈ ⟨SiPi(x, y)⟩ − ⟨Si⟩ ⟨Pi (x, y)⟩ (2)

where ⟨·⟩ = 1
N

∑
i denotes an ensemble average for M measurements.

Fig. 1 Single-pixel imaging system.

However, since the random speckle patterns belong to an overcomplete
non-orthogonal set[51], achieving a high-quality estimation of the target ob-
ject image typically requires a large number of acquisitions, resulting in
relatively low imaging efficiency. Using deterministic orthogonal basis pat-
terns can significantly reduce the number of acquisitions and enhance imag-
ing efficiency. Currently, commonly employed orthogonal basis patterns in-
clude Fourier basis [52], wavelet transform basis [53], cosine basis[54], and
Hadamard basis[55]. Those approaches significantly reduce the number of
illumination patterns needed for high-quality image reconstruction.

Among these, Hadamard basis patterns are binary orthogonal matrices
composed of +1 and −1 values. They are characterized by rapid generation
and more readily implementable on hardware devices such as spatial light
modulators. SPI based on Hadamard basis patterns is commonly referred to
as Hadamard SPI (HSPI). This method reconstructs the target object image
by applying an inverse Hadamard transform to the Hadamard spectrum of
the target object. The Hadamard spectrum is composed of Hadamard coeffi-
cients corresponding to the light signals obtained by the single-pixel detector
when Hadamard basis patterns are projected onto the target object. The
sequence of Hadamard basis patterns can be arranged in various orders[56].
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The two-dimensional Hadamard transform in the original form is given by

IH (u, v) = H {I (x, y)} =
N−1∑
x=0

N−1∑
y=0

I (x, y) (−1)p(x,y,u,v) (3)

where H {·} denotes Hadamard transform and N represents the horizontal
and vertical resolution of the pattern, satisfying N = 2n, where n is a positive
integer. (u, v) denotes the coordinates in the Hadamard domain.

p (x, y, u, v) =
n−1∑
i=0

(uixi + viyi) (4)

where ui, vi, xi and yi represent the i-th bits of the binary forms of u, v, x and
y, respectively. For example,

(u)decimal = (un−1un−2 · · · u1u0)binary (5)

where ui ∈ {0, 1}. Hadamard basis patterns can be obtained by applying an
inverse Hadamard transform to the impulse function δH (u, v)

PH (x, y) =
1

2

[
1 +H−1 {δH (u, v)}

]
(6)

where H−1 {·} denotes inverse Hadamard transform.

δH (u, v) =

{
1, u = u0, v = v0

0, otherwise
(7)

In practical applications, to enhance the signal-to-noise ratio of the re-
constructed image, differential HSPI can be used to suppress noise. This
method needs to project two Hadamard basis patterns, PH and its comple-
mentary pattern [1−PH ], to derive the H(u, v) from the difference between
the intensity measurements obtained from these two projections, that is,

H (u, v) = D+1 −D−1 (8)

where D+1 and D−1 represent the light signals acquired from projecting the
patterns PH and [1−PH ], respectively. After all Hadamard coefficients have
been obtained, the target object image can be reconstructed by applying an
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inverse Hadamard transform to those coefficients. Additionally, the number
of Hadamard coefficients matches the number of pixels in the reconstructed
target image if the sampling ratio is 100%. Therefore, reconstructing an
image with N ×N pixels requires 2N2 acquisitions at a full sampling rate.

Furthermore, as indicated by Eq. 1, in the reconstruction process of dif-
ferential HSPI, there is a one-to-one correspondence between the pixels of
the target object image and the pixels of the illumination patterns. If the
pixel order of the illumination patterns is randomly shuffled to generate new
illumination patterns, and they are projected onto the target object image,
the acquired sequence of light signals will correspondingly reflect this change.
When reconstructing the target object image using this changed sequence of
light signals with the original illumination patterns, the pixel order of the
resulting target object image will also be shuffled. This feature paves a way
for implementing image encryption based on SPI[37] and it is also favorable
for enabling ZKP.

2.2. ZKP method based on SPI
In the two canonical ZKP problems, i.e. Sudoku and Hamiltonian cycle

problem, random permutations can be used to generate its permuted solution
or isomorphic version of the original graph. This allows one to demonstrate
knowledge of a solution for such a problem without revealing the original
answer, thereby achieving the objective of ZKP. The random permutation
of the original problem’s solution in ZKP shares a high degree of similarity
with the random permutation of pixel orders in illumination patterns of SPI.
Specifically, by treating the original problem’s solution equivalently as the
target object image in a SPI system, randomly shuffling the pixels of the
projected illumination patterns yields a correspondingly shuffled reconstruc-
tion of the target object image. This process effectively achieves a random
permutation of the original solution. Below, we will provide a detailed de-
scription of working principles when this method is applied to Sudoku and
Hamiltonian cycle problem.

2.2.1. ZKP of Sudoku puzzle based on differential HSPI
Sudoku is one of the most renowned puzzles. As illustrated in Fig. 2(a),

a standard Sudoku puzzle consists of a 9 × 9 grid and it is further divided
into 3× 3 subgrids. Some cells are prefilled with numbers ranging from 1 to
9. The objective of the puzzle is to fill in the remaining cells with numbers
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(a) (b)

Fig. 2 Example of a standard Sudoku puzzle and its solution: (a) Sudoku puzzle. (b)
solution of (a).

from 1 to 9, ensuring that each number appears exactly only once in each
row, column, and subgrid (as shown in Fig. 2(b)).

Fig. 3 One ZKP method of Sudoku puzzle.

ZKP of Sudoku puzzles has been extensively studied[47, 46, 45]. Among
them, the GNPR Protocol 3 proposed by Gradwohl et al.[47] has garnered
significant attention. As shown in Fig. 3, for a publicly known Sudoku puzzle
(known to both the prover and the verifier), the prover aims to prove he/she
knows the solution but keeps the solution concealed. The prover can employ
the proposed protocol to convince the verifier by randomly selecting rows,
columns, or subgrids for verification. For instance, if rows are selected, the
prover needs to shuffle the data in each row of the Sudoku solution and submit
it to the verifier. If the shuffled data in each row contains all numbers from
1 to 9, the verifier can confirm that the prover possesses a valid solution to
the Sudoku puzzle.

This paper integrates SPI with GNPR Protocol 3, attempting to address
the ZKP problem of Sudoku through optical computing. As illustrated in
Fig. 4(a), for a Sudoku solution, the numbers 1 to 9 are first encoded using
a 4-bit binary representation. Each number is represented by four subcells,
filled in with the corresponding four binary bits sequentially in the order
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Fig. 4 Proposed ZKP of Sudoku based on differential HSPI: (a) Encoding of Sudoku solu-
tion. (b) Permutation of original Illumination patterns. (c) Data acquisition in differential
HSPI. (d) Image reconstruction in Differential HSPI and number mapping.

of top-left, top-right, bottom-left and bottom-right, resulting in a matrix
composed of binary numbers. To meet the requirements of optical computing
in SPI, the binary matrix is converted into a binary image with pixel values
of 0 (black) and 255 (white), which serves as the target object in the SPI.

During the verification process, according to GNPR Protocol 3, rows,
columns, or subgrids of Sudoku solution need to be selected for verification.
Taking a 9 × 9 Sudoku puzzle as an example, all three selection methods
require extracting the cells corresponding to 9 numbers during a single veri-
fication. Since the resolution of the illumination pattern matches that of the
target object image in differential HSPI, and considering that each number is
represented by a 4-bit binary code, the resolution of the illumination pattern
should vary depending on the selection method: 2×18 pixels (selecting row),
18× 2 pixels (selecting column), and 6× 6 pixels (selecting subgrid).

Additionally, the prover needs to permute the pixel order of the illumina-
tion patterns in HSPI before projection, such that the reconstructed result
directly yields the permuted solution of the Sudoku puzzle. As shown in
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Fig. 4(b), firstly, an 8× 8 matrix is generated. Nextly, treating four cells as
one unit, and both rows and columns are randomly permuted using the MAT-
LAB function randperm(). The generated results can pass various statistical
tests of randomness, satisfying the independent and identically distributed
condition. Finally, a 6× 6 region is selected and converted into images with
resolutions of 2× 18 pixels (selecting row), 18× 2 pixels (selecting column),
or 6× 6 pixels (selecting subgrid) based on the chosen method. As shown in
Fig. 4(c), during the imaging process, the generated permuted illumination
patterns are sequentially projected onto the target object image to acquire the
corresponding one-dimensional light signals. As shown in Fig. 4(d), during
reconstruction, the target object image is reconstructed using the original il-
lumination patterns and the one-dimensional light signals are acquired. The
reconstructed encoded image is then binarized, converted back to decimal
numbers, and mapped into rows, columns, or subgrids according to the se-
lected method. The order of the reconstructed results obtained using the
above method will vary according to the permutation order of the illumina-
tion patterns. If each number in the reconstructed sequence appears only
once for every reconstruction, it can be verified that the target object image
corresponds to a correct Sudoku solution, thereby completing the ZKP. No-
tably, the entire HSPI process, including the permuted illumination patterns,
is kept secret from the verifier. But the imaging results can be accessed by
the verifier.

2.2.2. Zero knowledge proof of Hamiltonian cycle based on HSPI
The concept of Hamiltonian graphs is derived from the “icosian game”

introduced by William Rowan Hamilton in 1856[57]. A graph G is defined
as a Hamiltonian graph if there exists a cycle that visits each vertex of G
exactly once. This cycle is referred to as a Hamiltonian cycle. The problem
of finding a Hamiltonian cycle in a given graph is known as the Hamiltonian
cycle problem.

A ZKP for the Hamiltonian cycle problem can be implemented using
graph isomorphism[58]. Suppose there exists a graph G with n nodes con-
taining a Hamiltonian cycle H, where H ⊆ G. Both the prover and the
verifier know graph G, but only the prover knows Hamiltonian cycle H. If
the prover wants to prove knowledge of H to the verifier without reveal-
ing H directly, the prover can generate an isomorphic graph G′ of the G
by applying a random permutation π, and obtain Hamiltonian cycle H ′ of
G′. Subsequently, the prover encrypts G′ and sends it to the verifier. The
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verifier issues a random challenge b, where b ∈ {0, 1}. If b = 0, the prover
reveals the graph G′ and its Hamiltonian cycle H ′, and the verifier checks
whether H ′ is a valid Hamiltonian cycle of G′. If b = 1, the prover decrypts
the isomorphic graph G′ and reveals the random permutation π, allowing
the verifier to confirm whether G′ is the result of applying π to the original
graph G. It is important to note that the prover can forge a response to one
of the challenges without knowing H, but cannot simultaneously satisfy both
challenges. Thus, the prover has a 50% probability of deceiving the verifier.
To enhance the reliability of the ZKP, the above protocol must be repeated
over multiple rounds to reduce the likelihood of successful deception.

Fig. 5 ZKP of Hamiltonian cycle based on differential HSPI: (a) Adjacency matrix of
Hamiltonian graph. (b) Permutation of illumination patterns. (c) Image reconstruction
in differential HSPI. (d) Reconstruction of Isomorphic graph and Hamiltonian cycle.

SPI can achieve random permutations of the graph G through an optical
process, thereby obtaining an isomorphic Hamiltonian graph and its corre-
sponding Hamiltonian cycle to assist in completing the ZKP of the Hamil-
tonian cycle problem. As shown in Fig. 5(a), the graph is converted into an
n×n adjacency matrix. In this matrix, the entry corresponding to two nodes
is set to be 1 if there is an edge between them, and 0 otherwise. The orange
numbers indicate that the corresponding edge belongs to a Hamiltonian cy-
cle. The process of generating an isomorphic graph G′ through a random
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permutation of the graph G can be equivalently considered, in differential
HSPI, as the random permutation of rows and columns in the illumination
patterns. As shown in Fig. 5(b), unlike the case in Sudoku where rows and
columns are randomly permuted independently, the permutations of rows
and columns must be identical to preserve graph isomorphism, and the per-
mutation function used is randperm(), the same as that used in Sudoku. The
adjacency matrix is used as the target object image for HSPI, which is known
to both the prover and the verifier. And using permuted illumination pat-
terns to obtain the one-dimensional light signals as shown in Fig. 5(c). Then
the isomorphic subgraph G′ of the graph G and its corresponding Hamilto-
nian cycle H ′ can be reconstructed with the original illumination patterns
(as shown in Fig. 5(d). It should be noted that, in the above process, both
the permuted illumination patterns and the original illumination patterns
remain unknown to the verifier. Finally, according to the verifier’s random
challenge, the prover selectively revealed the permutation order or the per-
muted Hamiltonian cycle, but not both.

3. Results and Discussions

In this section, numerical simulations and optical experiments are con-
ducted to verify the optical computing of ZKP with differential HSPI for
Sudoku and Hamiltonian cycle problem, respectively.

3.1. Numerical simulation

(a) (b)

Fig. 6 Sudoku puzzle instances: (a) 6× 6 Sudoku. (b) 9× 9 Sudoku.

In the numerical simulation, Sudoku and Hamiltonian cycle problem are
converted into two-dimensional numerical matrices, which serve as virtual
target object images. Subsequently, standard Hadamard pattern sequences
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are generated based on a zig-zag path[51] and then randomly permuted.
The process of acquiring one-dimensional light signals in a differential HSPI
system is simulated by calculating the inner product between the virtual
target object image and the permuted Hadamard patterns.

In sudoku puzzle numerical simulation, as illustrated in Fig. 6, we selected
two Sudoku puzzles with sizes 6×6 and 9×9 respectively. Unlike the standard
9× 9 Sudoku puzzle, the 6× 6 Sudoku puzzle requires that numbers within
each 2 × 3 subgrid contain exactly one, two, , and six. During the ZKP
process for Sudoku based on GNPR Protocol 3, rows, columns, or subgrids
need to be selected for verification. To evaluate the robustness of the ZKP
based on differential HSPI, we conducted imaging verification for all the three
selection modes.

(a) (b) (c)

(d) (e) (f)

Fig. 7 Numerical simulation results of ZKP for the 6× 6 Sudoku puzzle based on differ-
ential HSPI: (a)-(c) Differential HSPI reconstruction results for selecting row, column,and
subgrid, respectively. (d)-(f) Corresponding results converted into decimal numbers for
row, column, and subgrid.

As previously discussed, to enhance imaging stability, each number is rep-
resented using a 4-bit binary encoding. Consequently, the actual resolutions
of the two Sudoku instances increase to 12× 12 pixels (for the original 6× 6
Sudoku) and 18 × 18 pixels (for the original 9 × 9 Sudoku). Additionally,
since the dimensions of Hadamard patterns must be powers of 2, the total
pixel count for Hadamard patterns used in imaging single rows, columns,
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or subgrids of these Sudoku is set to 64 pixels (corresponding to an 8 × 8
Hadamard matrix). Therefore, based on the principle of differential HSPI,
the number of illumination patterns required to verify single row, column, or
subgrid for these two Sudoku instances is 128.

(a) (b) (c)

(d) (e) (f)

Fig. 8 Number simulation results of ZKP for the 9 × 9 Sudoku puzzle based on differ-
ential HSPI: (a)-(c) Differential HSPI reconstruction results for select rows, columns, and
subgrids, respectively. (d)-(f) Corresponding results converted into decimal numbers for
rows, columns, and subgrids.

Fig. 7 and 8 present the simulation results for selecting row, column,
and subgrid on 6× 6 and 9× 9 Sudoku puzzles, respectively. Among them,
Fig. 7(a) and 8(a) show the direct imaging results when verifying rows, while
Fig. 7(d) and 8(d) display the results converted into decimal numbers. As
shown in the figures, the random permutation of illumination patterns leads
to corresponding permutations in the reconstructed number sequences, yet
each number still appears only once in each row, satisfying the Sudoku con-
straints. Additionally, because the permutation order of illumination pattern
images differs during the imaging of each row, the solutions to any column
or any subgrid will be encrypted and not revealed. The same mechanism
applies to the analysis of column and subgrid modes, which is skipped for
brevity here.

As illustrated in Fig. 9, in the numerical simulation of ZKP for Hamil-
tonian cycle problems, we constructed two Hamiltonian graphs containing
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8 nodes (Fig. 9(a)) and 16 nodes (Fig. 9(c)), with their corresponding ad-
jacency matrices displayed in Fig. 9(b) and 9(d), respectively. Based on
the graph isomorphism method, it is required to generate isomorphic graphs
of the original Hamiltonian graphs along with their corresponding Hamilto-
nian cycles to achieve ZKP. According to the principle of differential HSPI,
Hadamard pattern sequences with 8×8 pixels and 16×16 pixels were utilized
for imaging the two Hamiltonian graphs, respectively. As described above,
this process required 128 and 256 acquisition operations, respectively. Simi-
lar to Sudoku, random permutations of the Hadamard patterns can be used
to obtain isomorphic subgraphs of the Hamiltonian graphs.

(a) (b)

(c) (d)

Fig. 9 Hamiltonian graph examples: (a) Hamilton graph with 8 nodes. (b) Corresponding
adjacency matrix of (a). (c) Hamilton graph with 16 nodes. (d) Corresponding adjacency
matrix of (c).

As shown in Fig. 10(a) and 10(c), these are the isomorphic adjacency
matrices corresponding to Fig. 9(b) and 9(d), obtained using differential
HSPI. Fig. 10(b) and 10(d) represent the Hamiltonian graphs generated from
Fig. 10(a) and 10(c). A comparison between Fig. 9(b) and Fig. 10(a), as well
as Fig. 9(d) and Fig. 10(c), reveals that the Hamiltonian graphs acquired
through differential HSPI are isomorphic to the original Hamiltonian graphs.
In accordance with the ZKP process for Hamiltonian cycle problems, the veri-
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fier randomly selects one of two verification methods and the prover will show
the corresponding outcome: 1) reconstructing both the permuted Hamilto-
nian graph and the permuted Hamiltonian cycle from the one-dimensional
light signals acquired during the imaging process with the original illumina-
tion patterns and show they are matched, while disclosing the permutation
order of the Hamiltonian graph to the verifier; or 2) reconstructing only
the permuted graph from the one-dimensional light signals acquired during
the imaging process with the original illumination patterns, convert the per-
muted one to the original one based on the permutation order and show it
is the correct original graph. Through this approach, the prover can fake
neither the Hamiltonian graph nor the Hamiltonian cycle. Therefore, ZKP
for Hamiltonian cycle problems can be achieved.

(a) (b)

(c) (d)

Fig. 10 Numerical simulation results of ZKP for Hamiltonian graphs with 8 nodes and 16
nodes based on differential HSPI: (a) Imaging result of adjacency matrix for isomorphic
Hamilton graph with 8 nodes. (b) Corresponding graph of (a). (c) Imaging result of
adjacency matrix for isomorphic Hamilton graph with 16 nodes. (d) Corresponding graph
of (c).

3.2. Optical experiment
The experimental differential HSPI setup is shown in Fig. 11. The system

employs a projector with a resolution of 1280 × 720 pixels (Philips NeoPix
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Prime 2) and uses a Thorlabs 100A2 PDA (photo-diode array) as the single-
pixel sensor. The data acquired by the sensor are collected using an NI-
USB-6216 data acquisition card (DAQ). The original problem in the ZKP is
converted into an image composed of black and white squares (where black
represents 0 and white represents 1), which is then printed using a A4 paper
to serve as the target object image. All the experiments are conducted in a
darkroom environment to avoid interference from ambient light.

Fig. 11 Experimental differential HSPI setup in this work.

In the ZKP of a 9×9 Sudoku puzzle shown in Fig. 12(a), its corresponding
two-dimensional encoded image is shown in Fig. 12(b). After image recon-
struction by differential HSPI, the results are presented in Fig. 13(a), 13(d)
and 13(g) show the direct imaging results for each row, column, and subgrid,
respectively. Due to environmental noise during the imaging process and
variations in the reflectance of the target object, the acquired images are not
ideal binary images and require further processing. In this work, binarization
is performed by treating the four binary bits corresponding to each number
as a unit (denoted as B). The formula for calculating the binarization values
is as follows:

V (i, j) =

{
1, B (i, j) ≥ max (B) /2

0, B (i, j) < max (B) /2
(9)

where (i, j) represents the relative coordinates of the four binary bits within
a unit (i, j = 0, 1, 2, 3), and max (·) denotes the function for calculating the
maximum value.

Using the aforementioned formula, the acquired imaging results can
be further converted into binary matrices, as shown in Fig. 13(b), 13(e)
and 13(h). These results can then be transformed to decimal numbers, as
illustrated in Fig. 13(c), 13(f) and 13(i). The experimental results for the
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(a) (b)

Fig. 12 Sudoku puzzle example used in the optical experiment: (a) Sudoku puzzle exam-
ple. (b) Corresponding encoded image representation.

ZKP of the Sudoku puzzle align with the simulation outcomes. The unique-
ness of numbers in rows, columns, or subgrids can all be verified while the
original solution remains unrevealed.

In the ZKP experiment for Hamiltonian cycle problems, we selected an
8-node Hamiltonian graph, as shown in Fig. 14(a) (with the orange line
representing the Hamiltonian cycle), and converted it into two target object
images composed of black-and-white square dots. Specifically, Fig. 14(b)
represents the image generated from the original Hamiltonian graph, while
Fig. 14(c) represents the image generated from the Hamiltonian cycle.

The results of differential HSPI reconstruction are shown in Fig. 15(a)
and 15(d) represent the direct imaging results of the Hamiltonian graph and
its Hamiltonian cycle, respectively. Fig. 15(b) and 15(e) show the corre-
sponding binarization results, and Fig. 15(c) and 15(f) display the recon-
structed permuted Hamiltonian graph and corresponding Hamiltonian cycle,
respectively. As it can be seen from the figures, using our method, both the
isomorphic Hamiltonian graph(Fig. 15(c) compared to Fig. 14(a)) and the
corresponding Hamiltonian cycle can be obtained, enabling the ZKP for this
Hamiltonian graph problem.

4. Conclusion

In this study, we propose a novel method for achieving optical computing
of ZKP based on SPI. The major steps can be summarized as follows. First,
one solution of the problem to be verified is mapped to a two-dimensional en-
coded image and it is input to a SPI system as a target object image. Then,
the object image is captured using illumination patterns with random pixel
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(a) (b) (c)

(d) (e) (f)

(g) (h) (i)

Fig. 13 Optical experimental results of ZKP for a 9Œ9 Sudoku puzzle based on differential
HSPI in row mode: (a) Direct imaging results. (b) Corresponding binarization results of
(a). (c) Reconstructed decimal results in column mode. (d) Direct imaging results. (e)
Corresponding binarization results of (d). (f) Reconstructed decimal results in subgrid
mode. (g) Direct imaging results. (h) Corresponding binarization results of (g). (i)
Reconstructed decimal results in subgrid mode.

permutation, equivalently obtaining a randomly permuted reconstruction re-
sult of the solution to be verified. Based on this permuted result, the ZKP for
the problem can be further implemented following proper protocols. To val-
idate the effectiveness of our proposed method, we tested it with two typical
ZKP problems: Sudoku and Hamiltonian cycle problem. Through numerical
simulations and practical experiments, we demonstrated that the proposed
method can efficiently implement ZKP with optical computing based on SPI.
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(a) (b) (c)

Fig. 14 Hamiltonian graph example with 8 nodes used in optical experiment: (a) Original
Hamiltonian graph and Hamiltonian cycle. (b) Encoded image corresponding to Hamil-
tonian graph. (c) Encoded image corresponding to Hamiltonian cycle.

(a) (b) (c)

(d) (e) (f)

Fig. 15 Optical experimental results of ZKP for 8-node Hamiltonian graph based on
differential HSPI: (a) Directly reconstructed gray-scale encoded image for the permuted
Hamiltonian graph. (b) Corresponding binarized image of (a) after conversion. (c) Cor-
responding reconstructed permuted graph of (b). (d) Directly reconstructed gray-scale
encoded image for the permuted Hamiltonian cycle. (e) Corresponding binarized image of
(d) after conversion. (f) Corresponding reconstructed permuted cycle of (e).

It can be potentially useful in a wide range of application scenarios.
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