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Abstract—With the rapid advancement of cloud computing
technology, outsourcing massive datasets to cloud servers has
become a prominent trend, making secure and efficient data shar-
ing mechanisms a critical requirement. Attribute-based proxy
re-encryption (ABPRE) has emerged as an ideal solution due
to its support for fine-grained, one-to-many access control and
robust ciphertext transformation capabilities. However, existing
ABPRE schemes still exhibit shortcomings in addressing forward
security issues caused by long-term private key leakage, threats
from quantum computer attacks, and vulnerabilities to honest
re-encryption attacks (HRA). To simultaneously resolve these
challenges, this paper introduces a novel cryptographic prim-
itive termed puncturable attribute-based proxy re-encryption
with switchable tags (PABPRE-ST), constructing a secure cloud
data sharing scheme that supports fine-grained revocation. By
integrating puncturable encryption (PE) mechanisms into the
ABPRE framework, the scheme achieves fine-grained ciphertext
revocation based on tags. In PABPRE-ST, data owners embed
tags into ciphertexts, enabling data users to puncture specific
tags and thereby revoke access to corresponding ciphertexts at
a granular level. Furthermore, the scheme allows delegators to
switch ciphertext tags, enhancing sharing flexibility. We formalize
the security definitions for the proposed puncturable attribute-
based proxy re-encryption scheme and prove its security under
the learning with errors (LWE) assumption, which is widely
believed to be resistant to quantum computer attacks. Security
analysis demonstrates that the proposed scheme achieves HRA
security in the standard model.

Index Terms—Cloud data sharing, attribute-based encryp-
tion (ABE), proxy re-encryption (PRE), puncturable encryption,
learning with errors (LWE).

I. INTRODUCTION

ITH the increasing maturity and widespread adoption
Wof cloud computing technology, outsourcing data to
cloud servers for storage and processing has become a main-
stream paradigm for individuals and enterprises to enhance
operational efficiency and reduce management costs. Cloud
platforms, with their exceptional features such as on-demand
services, elastic scalability, and global accessibility, signif-
icantly facilitate efficient data access and flexible sharing,
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making cross-organizational and cross-regional collaboration
more convenient than ever before. However, entrusting sensi-
tive data to not fully trusted cloud service providers raises
serious data privacy and security challenges [1]. Malicious
activities within the cloud provider or external attacks could
lead to unauthorized disclosure of user-sensitive data.

To ensure data confidentiality, a straightforward approach
is for data owners to encrypt data before uploading, thereby
guaranteeing that only users with appropriate access privileges
can decrypt it. Although such encryption effectively protects
data at rest, it restricts flexible sharing among authorized users.
Consider the following scenario: a doctor on vacation wishes
to securely share encrypted patient medical data stored in
the cloud with a colleague. Using traditional methods, the
doctor must either download the ciphertext, decrypt it using
their private key, re-encrypt it with the recipient’s public key,
and then upload it—a process that is not only cumbersome
and inefficient, contradicting the agile principle of on-demand
cloud computing, but also severely disrupts their vacation—or
risk sharing their private key directly with the recipient or the
cloud server, significantly increasing the risk of key leakage.

To resolve the core conflict between data security”
and “sharing convenience,” proxy re-encryption (PRE) [2]
emerged. As an elegant cryptographic primitive, PRE allows
a data owner to authorize a semi-trusted proxy to transform a
ciphertext encrypted under Alice’s public key into one that can
be decrypted by Bob’s private key, without the proxy needing
knowledge of the underlying plaintext or user private keys.
The entire process is performed on ciphertexts, ensuring the
proxy gains no access to the plaintext, and Alice never exposes
her private key, thereby achieving seamless and secure sharing
of encrypted data while maintaining confidentiality.

However, traditional proxy re-encryption schemes suffer
from certificate management issues. Subsequently developed
identity-based proxy re-encryption (IB-PRE) schemes [3] sim-
plified public key management to some extent but only support
one-to-one sharing modes, making it difficult to achieve fine-
grained access control and one-to-many data sharing require-
ments. To overcome these limitations, Liang et al. [4] proposed
integrating attribute-based encryption (ABE) [5, 6] with proxy
re-encryption. Depending on how access policies are bound,
ABE is mainly divided into key-policy ABE (KP-ABE) [7-9]
and ciphertext-policy ABE (CP-ABE) [10, 11]. In KP-ABE,
the access policy is embedded in the user’s key, while the
ciphertext is associated with a set of descriptive attributes;
conversely, in CP-ABE, the access policy is embedded in the
ciphertext by the data owner, and user keys are associated
with user attributes. The fusion of PRE and ABE led to
the emergence of a new cryptographic primitive: attribute-
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based proxy re-encryption (ABPRE). ABPRE schemes enable
a cloud server to securely transform a ciphertext encrypted
under one access policy into a ciphertext under another policy.
This inherits the powerful fine-grained access control and one-
to-many encryption capabilities of ABE while incorporating
the flexible delegation and forwarding mechanism of PRE.
Subsequently, a series of ABPRE schemes have been proposed
[12-23], demonstrating significant application potential.

A. Motivation

Although several ABPRE schemes have been proposed
that are applicable to secure cloud data sharing [12-23, 39],
existing schemes still suffer from critical limitations and fail
to meet fundamental practical requirements. The key issues
are outlined as follows:

(1) Vulnerability to Quantum Attacks. The rapid advance-
ment of quantum computing threatens to undermine encryption
schemes based on classical hard problems, such as large
integer factorization and discrete logarithms. Consequently,
developing cloud data sharing schemes with post-quantum
security has become an urgent priority.

(2) Lack of Fine-Grained Message Erasure. Compro-
mising a user’s long-term private key jeopardizes the confi-
dentiality of all previously encrypted data. An attacker could
retain ciphertext copies and decrypt them upon key leakage.
This risk highlights the critical need for a ’burn-after-reading”
mechanism, i.e., message erasure. Existing approaches are cat-
egorized as coarse-grained [24] or fine-grained [25]. Coarse-
grained erasure revokes access to all historical ciphertexts after
key update, offering limited flexibility. In contrast, fine-grained
erasure is better suited for practical cloud data sharing.

(3) Susceptibility to Honest Re-encryption Attacks. Co-
hen [26] pointed out that the security of most existing proxy re-
encryption schemes satisfying only chosen-plaintext security
may be insufficient in practice. Specifically, the CPA security
model does not consider the risk that an honest but curious”
delegate might learn the delegator’s private key through a
single honestly generated re-encryption ciphertext. In ABPRE,
if the delegate can learn the delegator’s private key, the
delegator would lose access control, which is unacceptable.

To address issue (1), an effective approach is to construct
lattice-based ABPRE schemes. Lattice-based cryptographic
primitives are widely believed to be resistant to quantum
attacks. In recent years, several lattice-based attribute-based
encryption schemes have emerged, but most lack ciphertext
transformation capability, resulting in insufficient flexibility
for data sharing. Although some lattice-based ABPRE schemes
[20-22] meet both requirements (1) and (3), they fail to satisfy
requirement (2).

Regarding issue (2), puncturable encryption (PE) [25] offers
a feasible approach for achieving fine-grained message erasure
by providing a fine-grained forward security mechanism. In
this mechanism, the encryptor can embed multiple tags (e.g.,
sender, date, file type) into the ciphertext. The data receiver
then updates their key by puncturing specific ciphertext tags
and discards the old key. This ensures that the new key cannot
decrypt ciphertexts containing the punctured tags, thereby

achieving fine-grained message erasure. Several fine-grained
erasure schemes based on PE have been proposed [27-35];
however, they also lack ciphertext transformation functionality.

Existing schemes such as PPRE [36] and PIB-PRE [37,
38] support ciphertext transformation and partially fulfill re-
quirement (2). However, PPRE [36] suffers from complex
certificate management issues, and neither scheme satisfies
requirements (1) and (3). Furthermore, both lack fine-grained
access control and one-to-many sharing capabilities. The PCP-
ABPRE scheme [23], while post-quantum secure, deviates
from conventional puncturable encryption frameworks. In its
design, the data owner embeds a tag ¢ into ciphertexts and
distributes updated puncture keys to authorized users; only
those holding the latest key are permitted to decrypt newly
generated ciphertexts tagged with ¢. This mechanism more
closely resembles a revocation strategy, as it merely blocks ac-
cess to new ciphertexts while still allowing historical messages
to be decrypted with the existing private key. Consequently,
the scheme fails to achieve requirement (2). Moreover, it only
provides weak CPA security, thus falling short of requirement
(3), and is restricted to AND-gate access policies. Its reliance
on a trusted key generation center (KGC) to produce re-
encryption keys violates the non-interactivity requirement of
PRE and introduces additional overhead. In addition, PPRE
[36], PIB-PRE [37, 38], and PCP-ABPRE [23] do not support
dynamic tag switching, which severely limits their flexibility
in practical fine-grained erasure scenarios. The CCA-secure
PABPRE scheme [39] attempts to achieve forward security
through attribute revocation and proxy re-encryption; however,
its security guarantee becomes ineffective if an adversary has
previously retained copies of old ciphertexts.

In summary, existing schemes can only partially meet
the requirements for secure cloud data sharing. Therefore, a
natural question arises:

”Can we construct a flexible and secure cloud data sharing
scheme that supports post-quantum security, fine-grained mes-
sage erasure, and resistance to honest re-encryption attacks?”

B. Our Contributions

This paper proposes a cloud data sharing scheme with fine-
grained erasure capabilities, successfully addressing the afore-
mentioned problem. Specifically, we innovatively introduce a
lattice-based puncturable attribute-based proxy re-encryption
primitive with switchable tags (PABPRE-ST), which achieves
secure re-encryption, fine-grained erasure, and a tag-switching
mechanism; see Table I. The main contributions are as follows:

e« We introduce a novel cryptographic primitive termed
puncturable attribute-based proxy re-encryption with
switchable tags. We formalize its security definitions and
prove its security under the selective HRA security model.
This model represents a significant enhancement over
the traditional selective CPA security, effectively resisting
honest re-encryption attacks.

« We propose a lattice-based, single-hop, and unidirectional
PABPRE-ST scheme and prove its security under the
LWE assumption, which is widely used in constructing
cryptographic primitives resistant to quantum computer
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TABLE I
COMPARISON WITH THE CURRENT STATE-OF-THE-ART ABPRE
SCHEMES AND PE SCHEMES

Schemes F2 F3
[14]
[15]
[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]
[30]
(31]
[32]
[33]
[34]
[35]
[36]
[37]
[38]
[39]
Ours

FI: Flexible sharing; F2: One-to-many sharing; F3: HRA-secure; F4: Fine-

grained erasure; F5: Tag switching; F6: Quantum-secure; "@”": Achieved; O™

Not achieved; ”—": Not applicable.
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attacks. The scheme satisfies properties such as non-
interactivity, proxy transparency, key optimality, and non-
transitivity. Technically, our PABPRE-ST scheme is built
upon the key-switching technique used by Brakerski et
al. [40] in fully homomorphic encryption scheme and the
classical KP-ABE scheme proposed by Boneh et al. [7].
e Under the defined selective HRA security model and
based on the standard LWE assumption, we provide a
complete and rigorous security proof for the proposed
PABPRE-ST scheme, ensuring its theoretical soundness.

II. RELATED WORK

In this section, we provide a systematic overview of existing
Attribute-Based Proxy Re-Encryption (ABPRE) and Punc-
turable Encryption (PE) schemes.

A. Attribute-Based Proxy Encryption

Proxy re-encryption (PRE), as an elegant cryptographic
primitive first introduced by Blaze et al. [2], enables authorized
users to generate re-encryption keys for semi-trusted proxies.
These proxies can then transform original ciphertexts for other
users without exposing the underlying plaintext or the delega-
tor’s private key. To address certificate management problem,
Green and Ateniese [3] proposed identity-based proxy re-
encryption, though it was limited to one-to-one encryption and
delegation patterns.

To overcome the one-to-one delegation constraint, Liang et
al. [4] integrated attribute-based encryption with PRE, yielding
the novel cryptographic primitive of attribute-based proxy re-
encryption (ABPRE), which enables fine-grained access con-
trol and one-to-many data sharing. Subsequently, Liang et al.
[12] constructed a single-hop, unidirectional ciphertext-policy
ABPRE (CP-ABPRE) scheme based on LSSS, relying on the

Decisional g-parallel BDHE Assumption and achieving selec-
tive CCA security in the random oracle model. To eliminate
the random oracle requirement and achieve adaptive security,
Liang et al. [13] combined dual system encryption with se-
lective proof techniques, constructing a unidirectional, single-
hop CP-ABPRE scheme that achieves adaptive CCA security
in the standard model. Ge et al. [14] proposed a verifiable
and fair CP-ABPRE scheme that allows data sharers to verify
the correctness of re-encrypted ciphertexts returned by cloud
servers, thereby preventing malicious behavior from cloud
providers. Their scheme was proven adaptively CPA-secure
under the decisional g-parallel BDHE assumption. To address
user revocation challenges, Ge et al. [15] introduced a directly
revocable CP-ABPRE scheme where revocation is executed by
cloud servers without additional burden on delegators, proving
selective CPA security under the same assumption. Duan et
al. [16] incorporated multi-authority attribute-based encryp-
tion into the PRE framework, constructing a multi-authority
ABPRE scheme that mitigates centralization issues inherent in
single-authority ABPRE systems, with selective CPA security
established under the g-parallel BDHE assumption. Li et al.
[17] proposed an ABPRE scheme supporting attribute revo-
cation and demonstrated selective CCA security. While these
ABPRE schemes support ciphertext transformation and one-
to-many sharing, they remain vulnerable to quantum computer
attacks.

To achieve quantum resistance, Li et al. [18] proposed
the first lattice-based CP-ABPRE scheme supporting posi-
tive/negative attributes with AND-gate access policies, prov-
ing CPA security under the LWE assumption. However, this
scheme requires trusted authority involvement in re-key gen-
eration, lacks non-interactivity, supports only limited AND-
gate policies, and is vulnerable to honest re-encryption attacks
(HRA). Luo et al. [19] proposed a multi-hop KP-ABPRE
scheme that supports a priori bounded Boolean circuits; how-
ever, this scheme only achieves CPA security and remains vul-
nerable to HRA. Subsequently, Susilo et al. [20] constructed
the first KP-ABPRE scheme with provable HRA security
under the LWE assumption. Further addressing the proxy
single-point-of-failure issue in ABPRE systems, Zhao et al.
[21] introduced a threshold KP-ABPRE scheme with selective
HRA security based on LWE. Zhao et al. [22] designed a
revocable KP-ABPRE scheme featuring time-switching func-
tionality, which employs partial key randomization to resist
decryption key exposure attacks, yet it remains susceptible to
collusion between revoked and unauthorized users.

B. Puncturable Encryption

Puncturable encryption, a concept first introduced by Green
and Miers [25], enables fine-grained message erasure through
a novel approach: by embedding tags (such as sender, file type,
date, etc.) within ciphertexts, users can selectively ’puncture”
specific tags after decryption—that is, update their private keys
to render them incapable of decrypting any future ciphertexts
containing the punctured tags. This design philosophy has
attracted significant research attention for its ability to achieve
precise message revocation.
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Susilo et al. [41] proposed a generic lattice-based construc-
tion for puncturable encryption based on delegatable fully key-
homomorphic encryption, proving that the scheme achieves
selective CPA security under the LWE assumption. Phuong et
al. [27] pioneered the integration of puncturable encryption
with attribute-based encryption (ABE), constructing the first
puncturable ABE scheme. Dutta et al. [28] then combined
puncturable encryption with identity-based encryption, propos-
ing the first lattice-based puncturable identity-based encryp-
tion scheme. Subsequently, Dutta et al. [29] extended this
work to hierarchical identity-based encryption, developing a
lattice-based puncturable HIBE scheme resistant to quantum
computer attacks. Further advancing this line, Dutta et al.
[30] integrated attribute-based encryption with puncturable
encryption to create a lattice-based puncturable ABE scheme
supporting a priori bounded polynomial-depth circuits while
maintaining quantum resistance.

Cui and Yi [42] integrated puncturable encryption with revo-
cable attribute-based encryption (ABE), constructing a punc-
turable and revocable ABE scheme that supports attribute re-
vocation. They proved that the scheme achieves selective CPA
security under the g-1 assumption in the random oracle model.
Mei et al. [31] proposed a puncturable ABE scheme supporting
unbounded attributes and tags, proving adaptive CPA security
under the matrix decisional Diffie-Hellman (MDDH) assump-
tion. To address single-point-of-failure concerns in puncturable
ABE systems, Wei et al. [32] introduced a multi-authority
puncturable ABE scheme, establishing selective CPA security
under a modified g-decisional parallel bilinear Diffie-Hellman
exponent assumption (termed ¢-DPBDHE3) in the random
oracle model. Subsequently, Deng et al. [33] presented a multi-
authority puncturable ABE scheme in the standard model,
proving CPA security under the decisional g-1 assumption.
Zhang et al. [34] proposed the first provably secure lattice-
based puncturable CP-ABE scheme, achieving selective CPA
security under the LWE assumption, and further incorporated
a revocation mechanism to obtain a combined puncturable
and revocable CP-ABE scheme. Wang et al. [35] introduced a
puncturable registered ABE scheme that completely eliminates
key authorities, demonstrating adaptive CPA security under
the decisional bilinear Diffie-Hellman (DBDH) assumption.
While these puncturable schemes enable fine-grained message
erasure and protect historical data security, they lack ciphertext
transformation capabilities.

To address this limitation, Phuong et al. [36] combined
puncturable encryption with proxy re-encryption, constructing
the first puncturable proxy re-encryption (PPRE) scheme,
though it suffered from certificate management issues. Xiong
et al. [37] then proposed a puncturable identity-based proxy
re-encryption (PIB-PRE) scheme that eliminated certificate
management, proving adaptive security under the DBDH as-
sumption. Subsequently, Liu et al. [38] introduced a novel PIB-
PRE scheme supporting fine-grained sharing mechanisms and
unlimited tags. While these schemes provide both fine-grained
message erasure and ciphertext forwarding capabilities, they
rely on classical hardness assumptions, making them vulner-
able to quantum attacks and unable to support one-to-many
sharing.

Li and Shi [39] proposed a CCA-secure puncturable ABPRE
scheme based on the DBDH problem, where a trusted au-
thority revokes user attributes and proxy servers re-encrypt
ciphertexts to achieve forward security—ensuring that users’
new keys cannot decrypt previous data. However, if attackers
preserve ciphertext copies, the confidentiality of historical
data remains compromised. Affum et al. [23] presented a
lattice-based puncturable CP-ABPRE (PCP-ABPRE) scheme
where data owners broadcast updated puncture keys to users;
only non-revoked users receive these keys and can decrypt
ciphertexts containing specific tags. From an implementation
perspective, their approach diverges from traditional punc-
turable encryption—they utilize tags primarily for revoking
user decryption privileges, making it more akin to a revocable
encryption scheme. Consequently, all users’ private keys retain
the ability to decrypt previously generated ciphertexts, failing
to protect historical data confidentiality.

III. PUNCTURABLE ATTRIBUTE-BASED PROXY
RE-ENCRYPTION WITH SWITCHABLE TAGS

In this section, we will present the definitions of the system
model, syntax, and security model for PABPRE-ST.

A. The System Model

As shown in Fig. 1, the PABPRE-ST system model com-
prises the following five core entities:

o System Administrator: This entity is considered fully
trusted and typically operates as the key generation center
(KGC). Its primary responsibilities include system ini-
tialization, generating the system’s public parameters and
master private key, processing user registration requests,
and distributing initial keys to users based on predefined
policy functions.

o Data Owner: A data owner first registers with the system
administrator to obtain their initial key. They can then
encrypt a message by selecting an attribute set and a tag
set according to their requirements, generating an original
ciphertext which is subsequently uploaded to the cloud
Server.

e Cloud Server: This entity is typically assumed to be
”semi-trusted.” It is responsible for storing and managing
the original ciphertexts uploaded by data owners. Upon
receiving a re-encryption key from an original recipient,
the cloud server performs the re-encryption operation,
transforming the original ciphertext into a re-encrypted
ciphertext. Furthermore, it responds to user download
requests by providing the corresponding original or re-
encrypted ciphertexts.

« Original Recipient: This refers to a user who satisfies the
access policy of the original ciphertext. Such a user can
download and decrypt the original ciphertext. They can
also autonomously define an access policy and a tag set
to generate a re-encryption key, which is sent to the cloud
server to share the data with other users. After decryption,
they can further revoke the decryption capability for that
specific ciphertext in a fine-grained manner by puncturing
particular ciphertext tags.
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Fig. 1. Syestem model.

o Shared Recipients: This refers to users who do not
satisfy the access policy of the original ciphertext but
are granted data access through authorization from an
original recipient. They can download the re-encrypted
ciphertext from the cloud server and decrypt it using
their own private keys. Similarly, after decryption, they
can also revoke their own decryption capability for the
ciphertext by puncturing its tags.

B. Syntax

Let F = {f : Zf; — Zg} be a family of functions. The
KP-PABPRE scheme has an attribute space X = Zf; and a
tag space T = Zg. A single-hop, unidirectional PABPRE-
ST scheme is defined by the following seven algorithms
(Setup, KeyGen, ReKeyGen, Enc, Puncture, ReEnc, Dec):

e Setup(1*,4,d) — (PP,msk): On input the security
parameter A, the attribute length ¢, and the maximum
number of tags per ciphertext d, this algorithm outputs
the public parameters PP and the master secret key msk.

o KeyGen(PP,msk,f) — skfg: On input the public
parameters PP, the master secret key msk, and a policy
f € F, this algorithm outputs the initial secret key sk g
for policy f.

o ReKeyGen(PP,skyp, ,f,g,t1,t2) = Th(st,)=(g.t2):
On input the public parameters PP, the latest punc-
tured secret key skjp,  for policy f (where Py, is
the set of punctured tags), and two policy-tag pairs
(f7t1) and (g,tz) (where t; = (t171a~'~7t1,d) e T,
to = (t21,...,t2,4) € T), this algorithm outputs a
unidirectional re-encryption key 7k ;) (g,t,)-

e Enc(PP,x,t1,1) — ct: On input the public parameters
PP, an attribute vector x € X, a tag vector t; € T,
and a plaintext message 1 € M, this algorithm outputs
a ciphertext ct associated with the attribute vector = and
tag vector t;.

o Puncture(PP,sksp,, _,,t,) — skyp, : On input the
public parameters PP, apunctured secret key skyp, .,
and a tag ¢, to be punctured, this algorithm outputs an
updated punctured secret key skyp, .

o ReEnc(PP,rk(f ) (g,ts),ct) — ct’: When entering
the public parameters PP, an original ciphertext ct
(encrypted under the attribute vector x and the tag
vector t1 = (f1,1,...,%1,4)), and a re-encryption key
TK(,t,)=(g,t2)» this algorithm outputs a re-encrypted ci-
phertext ct’ (under the attribute vector y and the tag vector
to) if f(z) = 0APsyN{t11,...,t1,a} = 0. Otherwise, it
outputs the error symbol L (indicating that ct is invalid).

o Dec(PP,skyp,, ,ct) — p: On input the public parame-
ters PP, a ciphertext ct associated with attribute vector
x and tag vector ¢t = (t1,...,tq), and the latest punctured
secret key skyp, ~for policy f, this algorithm outputs
the plaintext p if f(z) = 0 A Py, N {ts,....,ta} = 0.
Otherwise, it outputs the error symbol L.

Correctness. A single-hop, unidirectional PABPRE-ST
scheme (Setup, KeyGen, Enc, Puncture, ReEnc, Dec) is cor-
rect if for all u € M, the following conditions hold:

1) For all initial secret keys sky g output by KeyGen for

policy f, and for all u € M, if f(z) = 0, then:

Dec(PP, sk;f’@,Enc(PP,%tl,M)) = [

2) For all punctured secret keys skfp, —output by
Puncture for policy f corresponding to a sequence of
punctured tags Pf,, = {t1,...,t,}, and for all u € M,
if f(x) =0APs,N{t1,....,ta} =0, then:

Dec(PP,skyp,  ,Enc(PP,x,t1,p)) = p.

3) For any re-encryption key 7k(s: ) (g,t,) OUtput by
ReKeyGen(PP,skyp; ., f,g,t1,t2), and for any ci-
phertext ¢t = Enc(PP,z,t1,pn), if f(z) =0APs, N
{ti,1,..,t1,a} =0 Ag(y) =0, then:

Dec(PP, sk, g, ReEnc(PP,7k(f1,)—(g,ts), Ct)) = -

4) For any re-encryption key 7k ) (g,t,) Output by
ReKeyGen(PP, skyp, ., f,g,t1,t2), and for any ci-
phertext ¢t = Enc(PP,x,ty, ), if f(z) =0APr, N
{t11, - tr,a} = 0Ag(y) = OAP, N {t21, ..., ta,a} = 0,
then:

Dec(PP, Skg,Pgm y ReEnc(PP, rk(f,h)—»(g,tz)a Ct)) = W.

C. Security Model

We define a security model for single-hop unidirectional
PABPRE-ST, denoted IND-sPun-HRA, in the selective setting.
This model captures security against honest re-encryption
attacks for selective attributes and selective tags.

Let A be a probabilistic polynomial
time (PPT) adversary, and let 1I =
(Setup, KeyGen, ReKeyGen, Enc, Puncture, ReEnc, Dec)
be a PABPRE-ST scheme with message space M,
attribute space X, tag space 7T, and ciphertext space C.
Let F = {f : Z{ — Z,} be a family of functions.

The security game is defined via the experiment
Exph"ﬁspu“'HRA(/\) between A and a challenger, as detailed
below:

1) Initialization: The adversary A declares the challenge

attribute vector z* and the challenge tag set t* =

{t5, .15,
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2) Setup: The challenger runs Setup(1*,/,d) to obtain
(PP, msk) and gives the public parameters PP to A.
The challenger also initializes the following state:

o Maintains a table of tuples {f,sksp, ,Pr Cr}
representing the key state for each policy f, where
Py and C'y are initially empty sets.

« Initializes a counter numCt to 0.

« Initializes a key-value store H as empty.

« Initializes a set Derive as empty.

3) Phase 1: The adversary A can adaptively and polyno-
mially many times query the following oracles:

o Opuncture(f,): On input a policy f € F and a tag
t:

- If a tuple {f skyp,, ,Pr,Cr} exists,
the  challenger runs  skyp, ., —
Puncture(PP, skyp, ,t), adds t to Py,

and updates the tuple to {f,skyp, ., P, Cr}.

— Otherwise, the challenger runs skyg <

KeyGen(PP,msk, f), then runs skyp, <

Puncture(PP, sk; ¢, ), adds £ to Py, and creates

a new tuple {f,skyp, ,Ps,Cr}.

o Ocormupt (f): On the first query for a policy f € F:

- Case 1: f(z*) #0
a) If a tuple {f,skyp, ,Pr, Cs} exists, the

challenger gives sky p,  to A and sets Cy «
Ps.

b) Otherwise, the challenger runs skygp <
KeyGen(P P, msk, f), gives sky g to A, cre-
ates a new tuple {f, sk, Pr,Cy}, and sets
Of «— Pf (= @)

- Case 2: f(2*) =0
a) If a tuple {f,sksp,, P, Cr} exists, the

challenger checks if Py N {t},....t5} = 0. If
true, it outputs L; otherwise, it gives sky p,
to A and sets Cy < P.

b) If no such tuple exists, the challenger outputs
L (indicating no tags have been punctured for
this key).

For all subsequent Corrupt queries for policy f,

the challenger outputs L.

o ORekeyGen(f,g,t1,t2): On input two policy-tag
pairs (f, 1) and (g,t2):

a) If no tuple {f, sky p, , Pr,Cy} exists, generate
skyp < KeyGen(PP,msk, f) and initialize
the tuple {f, sks g, Pr,Cy} with Py =0, Cy =
0.

b) If f(z*) =0A PrN{t],....t5} =0, then:

- If g(a*) # 0 or (g(z*) = 0Ats # t*), output

L.
— Otherwise (i.e., g(z*) = 0 A ta =
), output  rk(f1y)(g.0a) <

ReKeyGen(PP,skyp, ., f,g,t1,t2).
c) If f(z*) # 0 or (f(z*) = OAPr N

{f{,...,t;} 75 @), output Tk(f,h)—)(g,tz) —
ReKeyGen(PP, skyp; ., f,g,t1,t2).

e Ognc(z,t,11): On input an attribute set z, a tag set
t, and a message u, output the ciphertext ct <
Enc(PP,z,t, ). Increment numCt and store ct in
H with key (z,t, numCt).

o Oreenc(f, g, ta, (x,t,k)): On input two policies f, g
and a tag vector to, and a handle (x,t, k) (where
t={t1,...,ta}, K < numCt):

— If no value exists in H for key (x,t, k), output
L. Otherwise, let ct be the corresponding value.

— If no tuple {f, sksp,, ,Pr,Cs} exists, generate
sk < KeyGen(PP,msk, f) and initialize the
tuple {f, skrp, Py, Cy} with Py =0, Cy = 0.

- If f(z) #0or (f(z) = 0APrN{t1,....,ta} #0),
output L (indicating ct is invalid for this query).
Otherwise, output the re-encrypted ciphertext
ct’ + ReEnc(PP, rk(f,tl)%(g,tz)a ct).

4) Challenge: A submits two messages [, 1 € M to
the challenger. The challenger randomly selects a bit
B <« {0,1}, and computes the challenge ciphertext
ctf < Enc(PP,z*,t*, ug). It increments numCt, adds
numCt to the set Derive, and stores ct}; in H with key
(z*,t*, numCt).

5) Phase 2:  After receiving the  challenge
ciphertext, .4 can continue querying the oracles
OPunctureaOCorruptaoReKeyGemOEnCs and OReEnc with
the same rules as in Phase 1, except the following
restriction for Ogegnc: If k € Derive and (g(z*) # 0 or
(g(x*) = 0 Aty #t*)), then output L.

6) Guess: The adversary A outputs a guess §'. If 5/ = 3,
then A wins the game.

The advantage of the adversary A in the experiment

Exp'lll\'&sp“”'HRA(/\) is defined as |Pr[8’ = ] — 3|.

Definition 1. A PABPRE-ST scheme is IND-sPun-HRA

secure if every PPT adversary .4 achieves at most a negligible

advantage in the experiment Exp%\"[jsp”"’HRA(A).

IV. PRELIMINARIES

In this section, we present the notation and background
knowledge on lattices.

A. Notation

Let R denote the set of real numbers, Z the set of integers,
and Z, the ring of integers modulo g. We represent Z, as
integers in (—q/2, g/2]. We use lowercase boldface for column
vectors (e.g., a), and uppercase boldface for matrices (e.g.,
A). The notation (x,*) denotes the column concatenation of
matrices or vectors, while (x|*) denotes their row concate-
nation. A function negl(n) denotes a negligible function in
n. Furthermore, we say a probability is overwhelming if it is
1 — negl(n). The statistical distance between two distributions
X and Y over a countable domain D is defined to be
23 4ep 1 X(d) = Y(d)|. We say that two distributions are
statistically close if their statistical distance is negl(n).

B. Background on Lattices

Definition 2. (g-ary Lattices) For integers n,m,q > 2 ,u €
Z;‘, and a matrix A € ngm, we define:



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

Ay (A)={y€Z™:Ay=0 (modq)}
AYA)={y€Z™:Ay=u (mod q)}

Note that A (A) is a shift (coset) of AJ(A).

Lemma 1 [40]. Let ¢ be a prime modulus, and n,m be
positive integers. Define k = [log ¢]. For any column vectors
X,y € Zg, define the following algorithms:

1) BD(x) = (ug,uy,...,up_1) € Zp*,

Zf;é 27 -u; and each u; € {0,1}".

2) Poly) = (y.2y,....2" ty) € ZI*k.

Then the following identities hold:

1) Vector Identity: BD(x)" - Po(y) =x"y.

2) Matrix Identity: For any matrix A = (y1 | y2 | -+ |

Ym) € Zy*™, define

P2(A) = (Pa(y1) | Pa(y2) | - | Pa(ym)) € Z2F¥™.

Then, BD(x)" - P3(A) = xT A.
Proof: By definition of BD and P, we have:

where x =

g

-1

BD(x)" - Pa(y) = > uj - (2%y)

<.
Il
=)

T

k—1
27 (ujTy) = Z 2juj y=x'y.
j=0

>
|

1

I
o

J
Let A= (y1|y2]| - | ¥Ym) Then:

BD(x)" - Pa(A) =BD(x)" - (Pa(y1) | P2(y2) | - | P2(ym))
= (BD(x)" - P2(y1) | BD(x) " - Pa(y2) | ...
| BD(x) " - Pa(ym))
= (XTyl | x'ys [ ... | xTym) =x'A.

Lemma 2. (Matrix Norms [7]) For a vector u we let |lul]
denote its /5 norm. For a matrix R € Z*¥*™ let R be the
result of applying Gram-Schmidt (GS) orthogonalization to
the columns of R. We define three matrix norms:

o ||R|| denotes the ¢ length of the longest column of R.

o ||R|lgs = |R/|, where R is the GS orthogonalization of

R

e ||R|]2 is the operator norm of R defined as |R||z =
SUp|x||=1 [Rx]|.
Note that |Rljcs < |R|| < |R|2 < VE|RJ and that
[R-S[l2 < [R]]2 - [IS]|2-
Lemma 3. (Discrete Gaussians [43]) Let A C Z™ be a
lattice. For a vector ¢ € R™ and a parameter ¢ € R, define:

g

PC,U(A) = Z pe,a(x)~

xEA

x —cl?
Pe,0(X) = exp <—7r”2”>

The discrete Gaussian distribution over A with center ¢ and
parameter o is

De(b)ly) = 220,

Lemma 4 [7]. For integers n,m,k,q,0c > 0, matrices
A e Zy*™ and U € Z’q”k, if R € Z™** is sampled from
D,(AY(A)) and S is sampled uniformly in {£1}™*" then

Yy € A.

IR |2 < oVimk,  |Rll2 < oV,

with overwhelming probability in m.

Lemma 5. (Learning with Errors (LWE) [44]) Fix integers
n,m, a prime integer ¢ and a noise distribution x over Z. The
(n,m, q, x)-LWE problem is to distinguish the following two
distributions:

1S[l2 < 20v/m

(A,ATs+e) and (A, u)

where A <+ ngm, S ¢+ Zf}, e +— X, u « ZZ]”
are independently sampled. Throughout the paper we always
set m = O(nlogq) and simply refer to the DLWE,, ,,, 4y
problem.

We say that a noise distribution x is B-bounded if its
support is in [—B, B]. For any fixed d > 0 and sufficiently
large g, Regev [44] (through a quantum reduction) and Peikert
[45] (through a classical reduction) show that taking x as a
certain ¢/n-bounded distribution, the (n, ¢, x)-LWE problem
is as hard as approximating the worst-case GapSVP to n?(?)
factors, which is believed to be intractable. More generally, let
Xmax < ¢ be the bound on the noise distribution. The difficulty
of the LWE problem is measured by the ratio ¢/Xmax. This
ratio is always bigger than 1 and the smaller it is the harder
the problem. The problem appears to remain hard even when
q/Xmax < 2™ for some fixed € € (0,1/2).

Lemma 6. Let n, m, ¢ > 0 be integers with ¢ prime. There
are polynomial time algorithms with the properties below:

e TrapGen(1™,1™, q) — (A, Ta) ([43],[46]): a random-
ized algorithm that, when m = ©(nlogq), outputs a
full-rank matrix A € ngm and basis Tp € Z™*™
for A (A) such that A is negl(n)-close to uniform
and ||Talles = O(v/nlogq), with all but negligible
probability in n.

o ExtendRight(A,Ta,B) — T(aB) ([47]): a determinis-
tic algorithm that given full-rank matrices A, B € Zj*™
and a basis Tao of A;(A) outputs a basis T(a|g) of
Aql(A | B) such that HTAHGS = HT(A|B)||GS'

o ExtendLeft(A,G,Tqg,S) — Ty where H = (A |
G + AS) ([48]): a deterministic algorithm that given
full-rank matrices A, G € Zp*™ and a basis Tg
of A;(G) outputs a basis Ty of A, (H) such that
ITHlles < [Telles - (1+[S]2).

Lemma 7. (Gadget Matrix [46]) For positive integers
n,qg €N, k = [logql,let G =1, g’ € ZZX”k be the
gadget matrix where I,, is the identity matrix of dimension
n, g' = (1,2,..,2Med=1) ¢ Z1¥F The lattice A+(G)
has a known basis Tg € Z"™*"* with |Tgllecs < V5.

We write G™! : Z7 — {0,1}"" to denote the ogerator
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that expands each component of the input into its binary
decomposition (ie., G - G7!(x) = x for all x € Z}).
We extend G~1(-) to operate on matrices in a column-wise
manner. For m > nk, we overload G to denote the padded
gadget matrix G = (I, ® gT|0nX(m_nk)). We define G!
analogously (i.e., by padding the output with row-wise zeroes).

Lemma 8. Let A € Zg‘xm and Ta € Z™*™ be a basis for
A} (A).Let U € Z7**. There are polynomial time algorithms
that output X € Z™** satisfying AX = U with the properties
below:

e SampleD(A, Ta,U,0) — X ([43]): a randomized algo-
rithm that, when o = || Ta||gs - w(v/logm), outputs a
random sample X from a distribution that is statistically
close to D, (AT (A)).

o RandBasis(A, Ta,0) — T/, ([47]): a randomized al-
gorithm that, when o = ||Tallcs - w(v/logm), outputs
a basis T/, of A(JI-(A) sampled from a distribution
that is statistically close to (D, (A, (A)))™. Note that
T lles < ov/m with all but negligible probability.

Lemma 9 [48]. Let m > (n + 1)log, q + w(logn) and
q > 2 is prime. Let R be an m x k matrix chosen uniformly
in {+1,—-1}™** mod ¢ where k = k(n) is polynomial in
n. Let A and U be matrices chosen uniformly in Zj*™ and
ZZX’“ respectively. Then, for all vectors e in Z]", the distri-
bution (A, AR, R Te) is statistically close to the distribution
(A,U,RTe).

Lemma 10. (Homomorphic Encoding [7]) For integers n
and ¢ = q(n) let m = O(nlogq). Let G € Zy*™ be the fixed
matrix from Lemma 2.4 (part 4). For x € Z4, B € Z;‘X"’,
s € Z;‘, and § > 0 define the set

E.5(z,B) = {(2G + B) s + e, where |le| < J}.

There are three efficient deterministic algorithms Evalgy,
Eval., Evalgy, that satisfy the following properties with re-
spect to some family of functions F = {f : Z! — Z,} and a
function ar : Z — Z.

o Evaly(f € F,B € (Z*™)") — By € Zp*™.

o Evale(f € F,((z:,Bi,¢i))iq) — 5 € Zy'. Here x; €

Zq4,B; € Zy*™ and ¢; € Fgs(x;,B;) for some s €
Zg and 6 > 0. Note that the same s is used for all c;.
The output c; must satisfy ¢y € Eg o(f(x), By) where
B; = Eval(f, (B1,...,By)) and x = (21, ...,z¢). We
further require that A < § - ar(n) for some function
ar(n) that measures the increase in the noise magnitude
in ¢y compared to the input ciphertexts.

o Evalgm(f € F,((},8:))i—1, A) — Sy € Z7"*™. Here
xy € Zg and S; € Zy*™. With x* = (27, ...,x7), the
output Sy satisfies AS; — f(x*)G = By where By =
Evalpk(f, (AS; — 271G, ...,AS; — 2;G)). For all f €
F, if Sq,...,S; are random matrices in {£1}™*™ then
S¢ll2 < ax(n) with all but negligible probability.

V. PUNCTURABLE ATTRIBUTE-BASED PROXY
RE-ENCRYPTION WITH SWITCHABLE TAGS FROM LWE

In this section, we present the concrete construction of the
PABPRE-ST scheme and prove its correctness and security.

A. Construction

In this section, we present our construction of PABPPRE-
ST. We set the parameters as the following:

o G € Zy*™ is a gadget matrix for integer n, large enough
prime power ¢ = poly(n), and m = O(nlogq). Let k =
[logq].

o Let d be the maximum number of tags per ciphertext.

o Consider the message space is M {0,1}™, the
attribute space is X = Z¢, and the tag space is T = Zg.

o Let x be a ymax-bounded distribution for which
DLWE,; 1n,q, 1s hard.

o For the correctness and security requirements of the
scheme, the Gaussian parameter is set to o9 = w(ar -
Viogm).

o Let F={f: Zf; — Z4} be the family of functions.

o Let G = {g; : Zg — Zq,Vf € Zg} be the family of
functions, where g;(t) # Omod q if £ € {t1,--- ,t4},
t = (t1,--- ,tq), otherwise g;(t) = 0 mod gq.

The proposed PABPRE-ST consists of the following algo-

rithms:

Setup(1*, ¢, d): On input a security parameter \, £ and d,

do as follows:

1) Generate (Ao, Ta,) ¢« TrapGen(1™,1™,

Ay € ngm, and TAO - A;‘(Ao)
2) Choose ¢ + d + 1 uniformly random matrices

q), where

Al?"' 7AZ7B17"' ,Bd7UEZZL><7n.
3) Output  the public parameter PP =
{Ap, A1, ,A;,By,--- B4, U} and the master

secret key msk = {Ta, }-

KeyGen(PP, msk, f € F): On input the public parameter
PP, master secret key msk, and a policy f € F, do as
follows:

1) Evaluate Ay < EvalZ (A, f).

2) Compute TF# « ExtendRight(Ay, Af, TAO)

3) Compute Tf + RandBasis((Ag | Af), T 2f

4) Output the secret key skpg = Ty € Zj me for the

policy f.
Enc(PP,z € Z,t, € ZI,;n € {0,1}™): On input the
public parameter PP, the set of attributes z = (xl, ,&y) €
Zfi, the set of tags t1 = (11, -+ ,t1.4) € Z4 > and message
w € {0,1}™, do as follows:
1) Choose a uniformly random vector s < Zg.
2) Choose ¢ wuniformly random matrices S; <«
{+1,=1}™*™ for i € {1,--- ,(}.

3) Choose d uniformly random matrices R; <
{+1,-1}m*™ for j € {1,--- ,d}.

4) Choose error vectors €g, €yt € X

5) Set
H,i = (Ao | 21G+ AL |- | 2,G+ Ay
|t110G+B1 |- | t1,4G + By)
c ZZX(Z-HHUW'
6) Set e = (L, | Sy || S| Ry || Ra) -eq =

(einael, s ,e[,él, éd) c Z((f‘f‘d-‘rl)m.
7) Compute ¢ = HLIS +e € Zg“dﬂ)m ond
Cout = U's + epu + [q/2] - € Z. Here,
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_ _ (l+d+1)m
¢ = (Cin,C1,-++ ,C0,C1, - ,Cq) € ZLyq , where

Cin = AJS + €ein, ¢; = (l‘zG + Ai)TS + e; for all

1€ {1, e ,é}, and ¢; = (tl,jG + Bj)TS + e, for all
je{l,---,d}.

8) Output the ciphertext ct =
(CinyCly+* yCo,Cly vy Cdy Cout) € Zg“d”)m with

the tag vector ¢; and the attribute vector x.

Puncture(PP, sksp, ., t,): On input the public parame-
ters PP, a punctured secret key Sk'f773n71, and a tag t € Zg,
do as follows:

1) Evaluate By, < Evalgk((Bi)le,gin).

T’f%f < ExtendRight((Ay | Ay | By, |

By, By Tip,, ).

3) Compute T p, < RandBasis((Ag | Ay | By, [ -]
B,, ). T5%, . (VimTogm)".
Here, Pyp_1 = 77577—1} and Py, =
{t,ts, oty 1y}

4) Output the new punctured secret key skyp,

c Z((In+2)mx(n+2)m

2) Compute

oy), where o, =
{t1fa,

TP, for the policy f.
Dec(PP, sk p,,,(ct,r,t)): On input the public parameter
PP, the secret key sk¢ p S and a ciphertext ct, do as follows:
1) If f(x) # 0, output L.
2) For t = (t1,t2, - ,tq), if there exist some j €
{1,---,n} such that 9i, (t) # 0, output L.
3) Otherwise, do as follows:
o Sample Ry, < SampleD((Ao | Ay [ By, |- |
ng,, ):Trp;,, U o).
o Parse ct as (cm,cl,-~- Cg,Cl,.. Cds Cout)» evalu-
ate ¢; « Evall((zi, Ai, )iy, f), and evaluate
Cor, ¢ Evalg((t],Bj,cJ)jlzl,gtj) for all j €

{1 . 7’r]} Let C/f {Cin7cf>cgg1""’cgfn} €
Z((12+n)m'
e Compute gt = (W1, ,fbm) = Cout — R}—nclf

(mod q). For each 14, if || < q/4, take p; = 0,
otherwise take p; = 1.
o Output = (1, , fhm)-

ReKeyGen (PP, skyp, n,f,g,tl,tg) On input the public
parameter PP, two policy-tag pairs (f,t1),(g,t2), and the
punctured secret key skyp,  for the policy f (where P, is
the set of punctured tags), do as follows:

1) Sample Ry, < SampleD((Ag | Ay | By, [ -

ngn ), Tf~,7’f,n U, 0?7)'
2) Select an attribute vector y = (yi,---
g(y) =0. Let t5 = (752717 ...7t2,d).

3) Construct Hy 1, = (Ao | y1G+ A1 |-+ | yeG + Ay |

t21G + B, | | t2.4G + Bd) S an([+d+1)

4) Choose a uniformly random matrix Ry Z(Hn)mkxn

5) Choose Ry <« X(2+”)mkx(”d+1)m and R <«
X(2+n)mk'><m‘

,ye) such that

6) Construct the unidirectional re-encryption key

TE(f,t1)—(g,t2)

_ FlHy,tQ +R;
0m>< (l+d+1)m

24+n)mk+m L+d+2)m
€ Z{Hmitm)x(E+dt2)

RiU+R;—P(Ry,)

Ime

7) Output 7k(y;,)-5(g,t,) along with the attribute vector y
and the tag vector to.

ReEnc(PP, k(s 1) (g.t5), (ct,z,11)): On input the public
parameter, the re-encryption key 7k s ¢, (g,t,)» and ciphertext
ct, do as follows:

1) If f(x) # 0, output L.

2) For t1 = (t1,1,t1,2, - ,t1,4), if there exist some j €

{1,-+-,n} such that 93, (t1) # 0, output L.

3) Otherwise, do as follows:

e Parse ct as (cm,cl,-~- Coy @1y ey Cdy Cout)» €VAlU-
ate ¢y < Evalct((scz,Az,cz)l 1, f), and evaluate
Cy Evalct((tl,],Bj,cJ)J 1 9%, ) for all j €

J
{17 : 77’}

« Compute the re-encrypted ciphertext
Ct(fA,tl)%(Q,tZ) = (an, Cllv U ,C%, 6/17 s EZI’ C:mt) as
follows:

T
Ct(f,h)-?(g,tz) = (BD(Cin,Cf,Cg£1 5 ...,Cgf ) ‘ Cout)
IX (£+d+2)m
() tgin) € ZHETEIT

o Output the re-encrypted ciphertext cty ;,)—(g,ts)
with the tag vector ¢ and the attribute vector y.

B. Correctness

Correctness is divided into two cases: one pertains to the
original ciphertext, and the other to the re-encrypted ciphertext.
For original ciphertext: When f(z) = 0 A g; (t1) =
0A ... Ay, (t1) = 0 we know by the requirement on
Eval.; that the resulting ciphertexts ¢y € E_, (0,Ay) ,

g; €E, ,,(0,By, ) for Vj € [n] . Consequently,
dy = (C”“Cf’égfl’""égfn)
=(Ao|Af[By, |- Bgfnfs"‘e/

where €’ = (eg,ef,eg, .- ,egfn) and || € ||[< A1 +nAy+
Xmax < (@F + nag + 1)Xmax < (N + 2)Xmax- Where o =
max{ar, ag}.

We know that (Ao | Ay | By, | [Bg,) Ry =1U
(mod ¢) and || R g ll2< (0 + 2)man with overwhelming
probability by Lemma 4. Therefore

Cout — R}—,nc'f = (UTS + {%J TR eout)
— (U's+Rj,€) (modq)
_|4q T
- \‘§J e + €out — Rf,ne/ (HlOd Q)
Finally,
| eout — Ry, ne [l < Xmax + (77 + 2)moy - (N + 2) Xmax

> (77 + 3) O& * Xmax * mn/2+1

with overwhelming probability. By choosing appropriate pa-
rameters such that (1 4+ 3)2a? - ymax - M2t < q/4, the
message 4 € {0,1}™ can be recovered.
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For re-encrypted ciphertext:

.
(g ,1) > (g,t2)
= (BD(Cm, cf, Egil s e ngn )T ‘ C;rut) . ’I“k(f,tl)ﬁ(g’tz)
= (BD(¢in, ¢f: ;5 ...,ngn)T L))
FlHW +Ry R;U+Rs—Py(Ry,)
0

mx (b+d+1)m I'rn><rn

Then,
T = N )
H, = BD(cm,cf,cg{l,...,cgin) RH,,
+ BD(Cin, cf, ngl yens Eg£7l)Tﬁ2.

H2T = BD(Ci”’Cf’ngl’""696,,I)TE1U
+ BD(cm,cf,ég{l,...,ngn)—rﬁs
— BD(cin, ¢f, ngl s e Egin)TPz(Rfm) + cjut

Where
BD(Cin, cf. Cgy, + s Cg;, ) P2(Riin)
= (¢ins s Cg; s Cg; ) Ry
= ST(AO | Ay | Bg,tl || Bg;,n) Ry
+(eg lef leg | leg JRyy
=s'" U+ (e | e}— \ e;l | ... ] e;n) Ry

Then,
H; = BD(Cimcf’ngl ) "'759£,7)T7
+ BD(Cin, ¢f,Cg; 5 -+ Eggn)—rﬁii + FJ '
+e/, — (eg | e}r | e;;l | ..o | e;;n) .

Finally, ct(s,,)-s(g,t2) = (Hy,5+8, U+ [§]| pn+@2),
where

— =51 _ _
s=R,BD (cm,cf,cgt,l,... Cg. )
_ =5 _ _
e; =R,BD Cins Cf»Cg; s Cop ) 5

_ = _ _
e =R3BD Ciny Cf»C; 5+ Cyy,
T
_Rf,n(eimef’egil"“ e

Then for g(y) = 0Ag, (t2) = OA...Ag; (t2) = 0, following
the same decryption procedure as for the original ciphertext
will successfully recover the original message.

C. Security Proof

In this section, we prove that the proposed PABPRE-ST
scheme is selectively HRA secure in the standard model.

Theorem 1: If the DLWE,, ,,, 4, problem is hard, then the
above PABPRE-ST scheme is selectively HRA secure in the
standard model.

Proof: We prove the theorem using a sequence of games,
where the first game is the real security game defined in the
security model. In the final game, the adversary’s advantage is
zero because the challenge ciphertext is random. The hardness

of DLWE,, 1,4,y 18 used to show computational indistinguisha-
bility between the last two games. All games are described as
follows:

- Game0. This is the real selective HRA security game
defined in the security model.

- Gamel. In Gamel, we change the way the public matrices
A, for all i € [{] and B; for all j € [d] are generated. The

challenger samples random matrices S; € {—1,+1}"*™ and
computes

A; = .Aos;k — .’ErG for all 7 € [ﬁ]
Then it samples random matrices Rf7,..., R} S

{=1,41}™*™ and computes
B; = AgR; — ;G for all j € [d].

The rest remains the same as in Game0.

In GameO, the public matrices A; for all ¢ € [¢] and B; for
all j € [d] are uniform in Zj*™. In Gamel, for all i € [¢],
we have A; = A(S; — /G where S} ¢ {—1,+1}™*™,
and for all j € [d], we have B; = A¢Rj — t;G where
R} € {—1,+1}"*™. We observe that S; and R} only
appear in the construction of A; and B; and in the challenge
ciphertext, specifically in terms like (S¥)'eg and (R;)Teo
for i € [{],j € [d], and ey € Z'. By the Lemma 9,
for all i € [/, the distribution (Ag, AgS:, (S})"eq) is
statistically close to the distribution (Ag, U;, (S¥) Tey), where
U; is a uniform matrix in Zj*™. Similarly, for all j € [d],
the distribution (Ao, AoR7, (R;)Teo) is statistically close to
(Ao, U;-, (R})"eq), where U; is a uniform matrix in Zj*™.
Therefore, the public matrices {A1,...,A;,By,...,Bg} in
Game(O and Gamel are statistically indistinguishable. Since
in Gamel we only changed the generation of matrices
{Ay,...,Ay,By,...,By}, we conclude that GameO and
Gamel are statistically indistinguishable.

- Game2. In Game2, we change the generation of Ay
and U. In this game, we sample two uniform random ma-
trices Ag + Zp*™, R* « Dy (ZEHdH)mxm) (here, let

o = w(yv/mlogm) > n.(Z)), and compute

U= (Ao |2iG+A; | |2)G+A|[t;G+By ||
£:G + By)R*
= (Ao | AoST |- | AoS; | AgRj] | --- | AgRyR™.

In Gamel, the matrix A is generated via TrapGen(1™, 1™, q),
and U is a uniform random matrix in ZZI‘X’”. By Lemma 6,
the matrix Ay in Gamel and Game2 are statistically close.
Furthermore, by leftover hash lemma, the matrix U in Gamel
and Game? are statistically indistinguishable.

Because Ay is a randomly sampled matrix, the challenger
does not have a trapdoor for AqL(AO), but it can still answer
all queries as follows:

Initialization: 4 sends a challenge attribute vector x* €
X and a challenge tag vector t* = (¢},...,t5;) € T to the
challenger.

Setup: The challenger runs (PP, msk) < Setup(1*,/, d)
and gives PP to A. The challenger also maintains a table of
tuples {f, sky p; ,, Py, Cy} representing the key state for each
policy f, where Py and Cy are initially empty sets; initializes
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a counter numCt to 0; initializes a key-value store H as empty;
and initializes a set Derive as empty.
Phase 1: A can adaptively query the following oracles
polynomially many times in any order:
e Opuncture(f,1): When A submits any policy f € F and a
tag f, there are two cases:
1. Case 1: f(x*) #0
(1) If a tuple {f, sks p,,, Pr,Cy} exists, the challenger di-
rectly runs sky p, ., < Puncture(PP, sk p, 1), adds
t to Py, and updates the tuple to {f, sky.p, ., Pr,Cr}.
(2) Otherwise, the challenger runs

S} + Evall, (£, {(S;.2]) ey, Ao)

such that AgS} — f(2*)G = Ay, where [|S}| < ax(n).
Then it runs

T7" < ExtendRight(Ag, S}, f(z*)G, Tg),

where ||TERHG5 < ||Tc;||(;s ||S H2 < \/S 01_7:( ) Then
it randomlzes the trapdoor

Ty <+ RandBasis((Aq | Ay), TF", 0y),
where 09 > || TF*|cs -w(vIogm) > w(ax(n)y/logm).

Let the initial key for policy f be sk¢p = Ty. Then it
executes sky p,, < Puncture(PP,sky,t), adds ¢ to
Py, and creates a new tuple {f, sks p; ,, Py,Cy} where
Py ={t}, Cy = 0.

2. Case 2: f(z*)=0

(1) If a tuple {f, —, Py,C} exists, the challenger adds ¢ to
Py and updates the tuple.

(2) Otherwise, the challenger adds { to Py, creates a new
tuple {f, —, Ps,Cs} where P; = {i}, Cy = 0.

® Ocorrupt (f): When A first queries policy f for corruption,
the challenger considers two cases:
1. Case 1: f(a*) #£0

(1) If a tuple {f,skyp,,,Ps,Cy} exists, the challenger
gives sky p, to A and sets Cy < Py.

(2) Otherwise, the challenger computes the initial key sk g
for policy f as in the Opyncture phase, sends it to A,
creates a new tuple { f, sk g, Py,Cy}, and sets Cy < Py
(which is ().

(3) For all subsequent queries, the challenger returns 1.

2. Case 2: f(z*) =0

(1) If a tuple {f, —, Py, Cy} exists, the challenger checks if
Prn {t3,... ,tjl} = (). If yes, return L. Otherwise, there
exists £; € Py such that 9i,(t") # 0 mod g. Assume
Py = {t1,...,t;}. Without loss of generality, assume
9z, (t*) # 0 mod g. Compute

A+ Evall ((Ag)i_y, f).
For all j € [d], compute
B . — Evalg ((B )1 17gf )

Then run

R* <;Evalgm(gfka{( Rl ])}je[d AO)

such that AgR} — g; (t*)G = By, . where IR:|| <

ag(n). Then run
TfR <+ ExtendRight(Ao, R}, g;, ()G, Tg),

where | Tg s < | Talles- [Ri[l2 < v/5-ag(n). Then
run

Tf Pra ExtendLeft((Ag | Bgfk)’ (Ay | Bgfl |
ER

’ | Bg{,%l )7 Tgik )7
obtaining a trapdoor T Ao[B,,

(AO ‘ Bg, | Af ‘ Bg; |
rows of T(AO‘B

A By, [-B,, ) for

k—1
- | By, ). Then swap
A B 1By ) to get a trapdoor
f “t 1
Taolas B, |-[B,, ) for (Ao | A; | B, LBy

Then randomize the trapdoor

Taolas B, |8
(Ao [ Ay By |-

.. ) < RandBasis
'k

| ngk)» T(Ao\Af\Bgf
Finally, set the latest punctured key skyp,,
T(AO|AHB_§{ |-IBg,; ) and send it to 4. Then set Cf <
Pj t1 k
(2) Otherwise, the challenger returns L.
(3) For all subsequent queries, the challenger returns L.
® ORekeyGen(f,g,t1,t2): Input two policy-tag pairs (f, 1)
and (g,t2). The challenger does the following:
L. If f(z*) # 0 and no tuple {f,skysp, ,Ps,Cs} ex-
ists, then the challenger generates a punctured key skjp,

as in Opyncture. Set Py = (), and create a new tuple
{f,sk¢p,, Pr,Cy}. If f(2*) = 0 and no tuple { f, —, Py, Cy}
exists, then set Py = (), and create a new tuple { f, —, Py, Cs}.

Let Py = {El,---7£n}~

2.If f(z*) #0 or (f(z*) =0 and PrN{t;,...,t5} #0),
the challenger generates the latest punctured key skyp,
as in Ocorupt. Then, using skf,pfyn, the challenger runs
TK(f,t1)—(g,t2) < ReKeyGen(PP, sksp, ., f,g,t1,t2) to get
the re-encryption key 7k (s ¢,)—(g.t,) and sends it to A.

3.If f(z*) =0 and PN {t],...,t5} =0 and g(z*) =0
and to = t*, the challenger can no longer generate the key
sk p, . However, the challenger can simulate a re-encryption
key that is computationally indistm%ulshable Specifically,

the challenger samples X; « Z((;2+ mkx /+d+1)m Xy —
ZEZTIEM and sets
rk = Xa X2
(1) (g.t2) Opx(ttdt1)ym  Imxm]’

then returns the re-encryption key 7k(f ¢,y (g,¢,) to A.

® Ognc(z,t, ) When A submits any (x,t, u) € XxT XM,
the challenger runs ¢t < Enc(PP,x € X,t € T,u) and
returns ¢t to A. Then, the challenger increments numCt and
stores ¢t in H with key (z,t,numCt).

e OReenc(f,g,to, (z,t,k)): When A inputs two policies
f,g, a tag vector ts, and a handle (z,t k) (where t =
{t1,...,ta}, k < numCt), the challenger does the following:

1. If no value exists in H for key (z,t,k), output L.
Otherwise, let ct be the corresponding value.

g ).
=[Bg; ) Tk)
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2. If f(«*) # 0 and no tuple {f,skyp,, ,Ps,Cs} ex-
ists, then the challenger generates a punctured key skj p,
as in Opyncture. Set Py = (), and create a new tuple
{f,sksp,, Pr,C¢}. If f(2*) = 0 and no tuple { f, —, Py, C}
exists, then set Py = (), Cy = (), and create a new tuple
{f, -, Pf7 Cf} Let Pf = {fl, R ,Ltn}.

3.1f f(z) #0or (f(z) =0and PrN{ty,...,ta} # 0), the
challenger outputs _L (indicating ct is invalid). Otherwise, the
challenger parses ct as ¢t = (Cin, €1, ,Ct,C1y- -+ Cdy Cout)s
and considers the following 6 cases (summarized in Table II):

() If ¢ = o* and t = t* (where f(z) = 0 and Py N
{ti,...,t5} = 0), the challenger does:
(a) Choose an attribute set y = (y1, .. .

0.
(b) Sample three matrices Ey < ngk no Ky <+
XkaX(HdH)m, E; « Xkaxm’ and compute

Hy,, = (Ao |[11G+ AL |9G+ Ay [ 121G+ By
| R | t2_]dG + Bd) c ZZX(Z%—d-&-l)m.

,ye) such that g(y) =

(c) Compute a dummy re-encryption key:

EH,,, + E; Eq U+ E; — P,(R*)

rk(f}tl)ﬁ(g’w) - 0m><(€+d+1)m Lxm
c Z((]ka+m)x(l+d+2)m.
(d) Compute the re-encrypted ciphertext:
ctlr iy (gitn) = (BD(Cinyca, - cp, @1, a) T | gyy)

TR (f,41) - (g,t2)
€ Zzllx (€+d+2)m.

Q) Ifx # x*,t =t ort # t* (here f(z*) = 0 and
Prn{t;,....t5} = 0), the challenger computes
Hz,t = (A() | $1G+A1 | | (EgG-l—A[ |t1G+B1
|- | taG + By)
= (Ag | AoS] + (21 — 27)G

|- | AoS; + (z¢ — 25)G | t1G + By | -+ | taG + By).

Since x # z*, there exists at least one index ¢ € [¢] such that
x; # «;. Without loss of generality, assume x; # x; for some
[ € [¢]. Then run
ER

where ||Tf£)|AOSf+(mzfml*)G)”GS < [Telles - IS7llz2 <
20v/5m. Let H; = (AO | 14082k + (.%‘l — xz‘)G ‘ xA()Sﬂl< +
(1 —21)G |-+ | AoSj_; + (m1-1 — 2] )G [ t1G + By |
-+ | t4G + By). Then run

computes the re-encrypted ciphertext ¢t’ in the same way as
in case (1).

B Ifz # z* t = t* or t # t* (here f(z*) #
0). The challenger generates the punctured key skyp,
as in OCorrupt and  Opuncture; runs rk(f,tl)*)(gﬁg) —
ReKeyGen(PP,skyp; , f,g,t1,t2), and generates the re-
encrypted ciphertext ct’ <— ReEnc(PP, 7k, (g,t)s Ct)-

D Ifx =ax* ¢t #t* (here f(z) = 0and PyN{t],...,t5} =
(). The challenger computes
H.,;=(Ay | 21G+ A |-+ |2 G+ A | t1G+ By |
| taG + Ba)
=(Ag|t11G+ A1 |- | 2eG+ Ay | A)RT+
(t1 —t])G | --- | AoRy + (ta — 1) G).

Since ¢ # t*, there exists at least one index j € [d] such that
t; # t;. Without loss of generality, assume ¢4 7 ¢;;. Then run

T(A AoR:+(ta—t2)q)  ExtendRight(Ao, Rj, (ta — 15)G, Ta),

where ||Tf£|AOR2+(td7t2)G)HGS < [Talles - [Rjll2 <
20+/5m. Then, the challenger computes R, ; in a similar way
as above and computes the re-encrypted ciphertext ct’ in the

same way.
G If z = %, t # t* (here f(z) = 0 and Py N
{t;,...,t5} # 0). The challenger generates the punc-

tured key Skfv’pf,i as in Ocorrupt, TUNS Th(p 1) 5(g,t0)
ReKeyGen(PP,skyp; ., f,g,t1,t2), and generates the re-
encrypted ciphertext ct’ <= ReEnc(PP, 7k(,4,)—(g,t,)s Ct)-
©6) If = # z*, t # t* (here f(z*) = 0 and
Py 0 {ty,...,t;} # 0), the challenger generates the punc-
tured key skyp, . as in Ocomupts TUNS TK(f 1) s(g,t0) <
ReKeyGen(PP,skyp; , f,g,t1,t2), and generates the re-
encrypted ciphertext ct’ <— ReEnc(P P, rk(,4,)—(g,t,): Ct)-

Finally, the challenger returns the re-encrypted ciphertext
ct’ to A.

Challenge: A submits two messages (i, 11 € {0,1}™. The
challenger samples a random bit b < {0,1}, and returns
the challenge ciphertext ct; <« Enc(PP,pu,z*,t*) to A.
Then, the challenger increments numCt, adds numCt to the
set Derive, and stores ct; in H with key (z*, t*, numCt). This
query can only be made once.

Phase 2: A continues to query Opynctures Ocorrupts OEncs

< ExtendRight(Ay, S}, (z; — 7} )G, Tq J§ReKeyGen> and Oreenc. The challenger answers as in Phase

1, except the following restriction for Oregnc: if k£ € Derive
and (g(z*) # 0 or (g(z*) = 0 and ty # t*)), then output L.
Otherwise, the challenger answers as in Phase 1.

We argue that the punctured keys sk p, ,, re-encryption
keys 7k (f,1,)—(g,t»)» and re-encrypted ciphertexts ct’ generated
in Gamel are indistinguishable from those in Game?2. First, by

EL * ok
Th, « ExtendLeft((Ag [ AoS; + (21 — 27)G), Lemma 6, the punctured keys sk p, , generated in Gamel are
(AoST + (1 —21)G | -+ [ AoS[_y + (z1-1 — 2]_1)G Etatistically indistinguishable from those generated in Game?2.
G +By |- | 4G + By), T(E.A}%()‘A()S?+(IL*IT)G))7 Second, when f(z*) =0A Py N{t],....t5} =0Ag(z*) =

obtaining a trapdoor Tg" for
27)G | AoST + (z1 — 21)G | -+ | AoSiy + (wi-1 —
z; )G | t1G + By | -+ | taG + By). Then swap
rows of T to get a trapdoor Tf"  for H, ;. Then run
R,: + SampIeD(HM,Tﬁgt,U,J).y Then, the challenger

H2 = (AO | 14082k + (l‘l -
|

0 Aty = t*, in Gamel, the re-encryption key 7k (f.¢,)—(g,t)
should be

RH,,, +R; R/U+R3-PyRy
TE(f 1) (g,t2) = Ij)l vtz 2 ! 3 2(Ryn)

mx({+d+1)m
¢ Z(@+nymktm)x (t+d+2)m
g .

Ime
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TABLE 11
SUMMARY OF CHALLENGER’S RESPONSES IN ORrgEnc

Condition Condition Method used by Challenger
T=a" ANt=1" F@)=0APrN{t1,...; 151 =0 Use R”

TFETNEt=1 F@)=0APrN{tT,...,t5 =0 Use (z — 2™)G trapdoor
AT NtE£

rEx ANt=1" flx*)#0 Use f(z*)G trapdoor
AT NANEE£ LT

T=2 NtE£L f@)=0APn{tr,...,ta} =0 Use (¢t — t*)G trapdoor
= Nt #£t" F@ ) =0APrN{t1,...,t51 #0 Use g;, (t")G trapdoor

TE T NEEL F@ )Y =0APrN{tl,...,t51 #0 Use g;, (t")G trapdoor

In Game2, the re-encryption key is constructed as:

X1 X
mx({+d+1)m

)

k(s -002) = g

Ime

where X; and X5 are random uniform matrices. We con-
struct an algorithm D that solves the DLWE problem by
interacting with an adversary that distinguishes between
Gamel and Game2 re-encryption keys. Algorithm D first
receives two LWE instances (A, C;) and (U, C,), where
C,,C, are either random matrices in Z((12+77)mk><m, or
C; = STA+E; and Cy = STU + E,. Here A «
Zr<m, U o« 2, S € Zy ™ and Ei, E,
are error vectors from y(2TMmEXm - Algorithm D con-
structs Ty = C1(I,|S7]...[S;|IR]|...|R}), T2 = Cy +
P5(Ry,). Then it constructs the re-encryption key rk =
T T,

0m><(€+d+1)m Im><'m
random, then in the adversary’s view, 7k is the re-encryption
key in Gamel; if the DLWE instance is random, then by
the leftover hash lemma, in the adversary’s view, rk is the
re-encryption key in Game2. Therefore, under the DLWE
assumption, the re-encryption key computations in Gamel and
Game?2 are computationally indistinguishable. Finally, it is not
hard to verify that all re-encrypted ciphertexts generated in
Game?2 are of the correct form and can be decrypted correctly.
Therefore, from A’s view, the re-encrypted ciphertexts ct’
generated in Gamel are statistically indistinguishable from
those generated in Game2. In conclusion, Gamel and Game?2
are computationally indistinguishable.

- Game3. This game is the same as Game2, except
that we change the way the challenge ciphertext ct* =

. If the DLWE instance is pseudo-

(ch.cty . ¢, .., Cy chyy) Is generated. In this game, we
. C+d+2
sample a random independent vector from Z[(, FAEDM oS the

challenge ciphertext. In this case, the challenge ciphertext is
independent of the message 15, so the advantage of A is zero.

Next, we use the DLWE,, 4, , problem to show that Game2
and Game3 are computationally indistinguishable.

Reduction from LWE. We will construct a polynomial-
time algorithm B that can solve the DLWE,, ;4 ,, problem
if A can distinguish between Game2 and Game3 with non-
negligible advantage.

LWE Instance: B obtains an LWE instance: (Ag, ¢;,) €
Zy*™ x Zy'. According to the DLWE problem, we know that
Cin, 18 either random or

T
Cin = AO S+ e;n

for random vector s € Z;‘ and e;, < x™.

Setup. B sets up PP as in Game?2.

Phase 1. B answers all queries from .4 as in Game?2.

Challenge. Upon receiving po, p1 € {0,1}™, B samples a
random bit b + {0,1}, and creates the challenge ciphertext
ct* = (c},.ct,...,¢5, ¢, ..., Ch chy.) by setting

(€ €Yy ey Chy Ty ey Ch)
=@m St [S; IR} |-+ R Tein
Crut = (T | ST+ | ST IR |-+ | RORY) Tein + /2] o

Then, B returns ct* to A.

Phase 2. Same as in Game?2.

Guess. A guesses whether it is interacting with the chal-
lenger of Game2 or Game3, and then B uses .A’s guess as the
answer to the DLWE,, 4, problem.

Next, we consider two cases: the first is when the LWE
instance is pseudorandom, and the second is when the LWE
instance is random.

1. We argue that if the LWE instance is pseudorandom, then
the distribution of ct* is as in Game2. Indeed, since the matrix
H,- ;- from the Enc algorithm is

Hy o =(Ag | A1 +2]G |-+ | A+ 2,G | B + ]G
|- [ Ba+13G)
= (Ao | AoST |-+ | AoSy | AoR7 |-+ | AgRy),
the constructed vector (¢}, c3,...,¢},¢;,...,C;) is expressed
as
(Chns €Ty ey CpyCry ey )
=L ST~ |S; IR [--- | RY) e
=L [ ST |- ST IRY [ | RY) T (Ags +ein)
zHl*yt*s—i—e,
where e = (L, | ST | -~ | S; | Ry | -+ | RY) Tein.

*

Therefore, the distribution of (c},,ci,...,c},¢f,...,¢;) is
identical to that in Game2. Furthermore, since U = (A |

ApSi |- | AgSy | AoRT | -+ | AgR})R*, the constructed

vector ¢}, can be expressed as

Cout = (L | ST [ [ 87 | RY | -+ | RYRT) Tein + [0/2) o
= (R)"(Ao | AgST | -+ | AoS; | AoR7 | - | AgRg)"
s+ [g/2)p + (Lo | ST ]+~ | S¢ [ RY |-+ | RRY) Tein

=UTs+ €out + [q/2] 1y,
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where €oyr = (I, | ST |-+ | S; | R |-+ | R)R*) Tein.

Therefore, the distribution of ¢}, is also identical to that in

Game?2. In conclusion, the distribution of ct* is the same as
in Game?2.

2. We argue that ct* is distributed as in Game 3 if the
LWE instance is random, i.e., ¢;, is a random vector. Let
F = (AolAoSi|. .. |A¢S]|AoR]|. .. |A¢R}).

By the standard leftover hash lemma [49],
(Ao, iy AoST, AgRS, ¢, ST, ¢/ R%) is negl(n)—uniform
and (F, ¢ (1,|S7] ... [S;|R;|. .. |RS), FR*, (¢} (L,[S%]. ..
IS;IRT|. .. |R%))R*) is negl(n)—uniform. Therefore, vector
(¢ Cls. oy Ch ..y chyy) defined above is uniform
and independent in Z,(f+d+2)m. So, we conclude that the
distribution of c¢t* is as in Game 3. As described above, if
the DLWE instance is pseudorandom, then A’s view is as in
Game?2; if the DLWE instance is random, then A’s view is
as in Game3. Therefore, B’s advantage in solving the DLWE
problem is equal to .A’s advantage in distinguishing between

Game2 and Game3. The proof of the theorem is complete.

VI. CONCLUSION

In this paper, we present a puncturable KP-ABPRE scheme
supporting ciphertext tag switching, designed to enable secure
cloud data sharing. To the best of our knowledge, this rep-
resents the first truly functional puncturable ABPRE scheme,
capable of effectively protecting historical data confidentiality
while achieving fine-grained message erasure. Our construc-
tion is lattice-based, providing inherent resistance against
quantum computer attacks and honest re-encryption attacks
(HRA). The scheme supports a priori bounded polynomial-
depth circuits, offering significantly enhanced policy expres-
siveness. This work leaves an important open problem: the
design of an HRA-secure puncturable CP-ABPRE scheme.
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