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Abstract—Secure lookup table (LUT) protocols allow retrieving
values from a table at secret indices, and have become a
promising approach for the secure evaluation of non-linear
functions. Most existing LUT protocols target the two-party
setting, where the best protocols achieve a communication cost
of O(N) for a table of size N. MAESTRO (Morita et al.,
USENIX Security 2025) represents the state-of-the-art LUT
protocol for AES in the three-party honest-majority setting,
with a communication cost of O(N Y 2); malicious security is
achieved with distributed zero-knowledge proofs. However, it
only supports single-input tables over characteristic-2 fields I,
and lacks support for multi-input tables over rings Z,., which
are more widely used in modern computation. Moreover, the
O(N v 2) cost remains expensive for large-scale applications;
their efficient distributed zero-knowledge proofs are specialized
for AES and cannot be easily applied to Z,x.

In this work, we present MARLUT, a new generalized
and optimized LUT construction supporting multi-input tables
over both rings Z,, and fields [F,. with malicious security. We
achieve this by (1) extending the semi-honest LUT protocol
from MAESTRO, utilizing high-dimensional tensors to reduce
its communication cost to O(N 1/ 3), and (2) designing a new
distributed zero-knowledge proof for inner-product relations
over Z,i. Our distributed zero-knowledge proof is more efficient
than the state-of-the-art work (Li et al., CCS 2024) and may
be of independent interest. Experiments show that on a table
of size 2'°, our semi-honest LUT protocol reduces the offline
computational and communication cost by a factor of 5.95
and 3.23, respectively. Our distributed zero-knowledge proofs
show up to 7.07x and 4.97x speedups over the state-of-the-art
protocol on ring Z,s and Z,16, respectively.

1. Introduction

Secure Multi-Party Computation (MPC) [1] is a promi-
nent primitive in cryptography. It allows multiple distrustful
parties to jointly compute a function on their private inputs
and reveal only the output. Through decades of research,
MPC has evolved into a powerful tool for protecting data pri-
vacy, being applied in Privacy-Preserving Machine Learning
(PPML), private databases, and so on. However, many real-
world applications require computing non-linear functions

(such as activation functions in machine learning, S-box in
AES, and floating-point arithmetic), where traditional MPC
protocols are generally inefficient as these functions can be
rather complicated to express as circuits. Recently, secure
Lookup Table (LUT) protocols have become a promising
alternative for such non-linear functions. With LUTSs, the
outputs are obtained by securely performing table lookups
at secret indices corresponding to the private inputs, thus
avoiding costly circuit evaluations.

Existing secure LUT protocols focus primarily on the
two-party setting in the preprocessing model [2], [3], [4], [5],
[6]'. The state-of-the-art two-party LUT protocol FLUTE [5]
is based on Additive Secret Sharing (ASS) over F5. For an
n-to-1 table with input bit-width n and output bit-width 1,
it achieves O(1) communication cost in the online phase,
but its offline communication cost is linear in the table size
N = 2". A recent work MAESTRO [7] explores secure LUT
protocols in the three-party setting for the S-box function
in AES. It utilizes Replicated Secret Sharing (RSS) [8] over
characteristic-2 fields Fyr. In the semi-honest setting, its
main protocol achieves the same asymptotic communication
complexity as the two-party FLUTE (when k£ = 1); fur-
thermore, it proposes an improved protocol (Prot. 10) with
only O(N'/?) offline communication and computational
costs, while the online communication cost remains O(1).
MAESTRO can also achieve malicious security by leveraging
Distributed Zero-Knowledge Proofs (DZKPs) [9], [10], with
an additional logarithmic communication cost.

Despite significant advancements, MAESTRO still has
some limitations. First, as MAESTRO targets AES, it focuses
on fields Fyx (where k = 1,4 or 8); however, many real-
world applications involve non-linear functions over rings
Zsyi, which are more widely used in modern computation.
Second, in MAESTRO, the table is indexed by a single
element from Fy., while in practice many functions may
take multiple elements as input from the underlying domain.?
Third, although MAESTRO reduces the total communication
cost to O(N1/?), this is still expensive for massive lookup
instances in practice.

1. Such protocols consist of an input-independent preprocessing/oftline
phase and an input-dependent online phase.

2. For instance, k-bit floating-point arithmetic can be modeled as an LUT
which takes as input two elements from Z, and outputs one element.



Furthermore, to achieve malicious security, MAESTRO
presents highly specialized verification protocols for AES
based on DZKP [9], [10]. However, in Z,« rings, these DZKP
protocols cannot achieve reasonable soundness without resort-
ing to large Galois rings, which substantially degrades their
practical efficiency. The state-of-the-art work [11] mitigates
this overhead by lifting the verification from Z,» to an
expanded ring Zyw+s, enabling significantly faster operations
than Galois rings. Nevertheless, due to the limitations of
ring structures, achieving 40-bit statistical security requires
setting s ~ 60, much larger than % (8 or 16) for typical LUT
protocols. In particular, the expanded ring exceeds 64 bits
and becomes unfriendly to 64-bit CPUs. Experimental results
show that operations on such rings are 2 ~ 4x slower than
those over Zoss. Overall, the method of [11] remains costly.
On the other hand, DZKPs over prime fields can provide
comparable security with much smaller field sizes. Moreover,
certain prime fields IF,,, especially Mersenne fields (where
p = 2¢ — 1), support fast modular reduction and offer similar
efficiency to finite rings of similar sizes. This motivates us
to design a new DZKP protocol that lifts verification over
Zor to (Mersenne) prime fields instead of expanded rings.

1.1. Our Contribution

In this work, we propose MARLUT, a novel highly-
efficient maliciously secure LUT protocol over rings Z,. or
characteristic-2 fields Fox. Our contributions are as follows:

o We propose a generalized semi-honest LUT protocol for
multi-input functions over Zyr or For, with communication
costs as low as O(N'/3) where N = 2", We first extend
the LUT protocol of MAESTRO to multi-input tables
over Zor. Then, by representing the size-/V table as a c-
dimensional tensor (where ¢ > 2 is a constant), we achieve
O(e:N 1/¢) offline communication and computational costs,
and O(N(¢=2)/¢) online communication cost. Setting ¢ =
3 yields the optimal communication cost of O(N1/3).

o We propose an efficient DZKP construction to attain
malicious security for our LUT protocol over Zox. The
core idea is to lift the verification from Z,» to Mersenne
prime fields rather than expanded rings (as in [11]). In
the context of LUT, this allows us to adopt a smaller and
faster field while maintaining the same level of soundness.
It can also be applied to achieving malicious security for
general arithmetic circuits over Zyr, which may be of
independent interest.

o We fully implement MARLUT and conduct comprehensive
evaluations. Experiments show our optimized LUT proto-
col can achieve up to 5.95x speedup. The communication
cost is reduced by a factor of 3.23 for size-216 tables,
while the online computational efficiency is superior to
MAESTRO. Our DZKP protocol can be 7.07x and 4.97 x
faster than the State-Of-The-Art (SOTA) work [11] over
Zos and Zoi6, respectively. We also build two real-world
applications for evaluating 8-bit floating-point multiplica-
tion and 16-bit Sigmoid activation function, which show
practical throughput.

1.2. Technical Overview

A Generalized and Optimized LUT Construction. We first
briefly review the LUT protocol of MAESTRO. Consider
a size-2¥ public table 7" and a secret input v € Fy. as the
lookup index, held in a secret-shared form by the parties. In
MAESTRO, the parties first generate secret-shared correlated
randomness (e("), ), where e(") is a size-2¥ one-hot vector
that has value 1 at index r and value O elsewhere. The parties
then compute and reconstruct a masked value m = v +r,
which is used as a public offset to construct a shifted table
T s.t. T[j] = T[m + j] for j € For. Each party can then
obtain a shared lookup result by locally computing shares of
the inner-product T - e") with the public T and shared e("),
as T-e") = T[r] = T[(v +r) + r] = T[v] by construction.

We extend the above paradigm to n-input tables over Zos .
Given a public table T" of size N := 27k the value indexed
by the secret-shared input v € Z, is Tintx(v)] where
intg(x) is a mapping from x € ZI, to its corresponding
integer representation in the range [N]. We now need a
random vector r € ng to mask v, and the one-hot vector
e(") is now a length-N vector evaluating to 1 at index r =
intg (). Correspondingly, the parties reveal a public vector
m = v + 7, and the shifted table T is constructed s.t.
Tlint(j)] = T'inty(m — j)] for j € Z%,. The lookup result
then can be obtained by computing T - e") as above.

The above construction incurs a communication cost
linear in the table size N to prepare the length-N vector
e("). Our key insight is that the length-N one-hot vector can
be decomposed into ¢ smaller ones elro) ... elre-1) each
of length N''/¢, where ¢ > 2 is an arbitrary constant. Accord-
ingly, we reformulate the shifted table as a c-dimensional
tensor 17 [, - - - ,Je—1] where jo, ..., jec—1 € [N1/€] (the
superscript over 71" denotes its dimension). To compute
the lookup result, we now perform c rounds of tensor
contraction, where in each round the dimension of the
tensor is reduced by 1: starting from 7(®), in each round
i € [c] we derive a new tensor T(¢~*=1) from 7(¢=%) by
computing inner products of the smaller one-hot vector
e and {TCD[j;, jiy1 ... Je-1]}jieinise for all jigq,
-+, je—1 € [N'/¢]; then after ¢ rounds of inner product
computations, we can obtain a scalar as the lookup result.

This construction can be readily extended to fields Fyx
(more details in Sec. 4). The offline communication cost is
O(c-N'/¢) for the preparation of ¢ size-N''/¢ smaller one-hot
vectors, and the online communication cost is O(N(¢=2)/¢)
for computing all the inner products.

An Efficient DZKP Protocol for Inner-Product Relations
over Z,:. To achieve malicious security, we adopt the
common paradigm where each party P; first performs the
semi-honest protocol and then proves that she executed
the protocol faithfully. This is further reduced to showing
the correctness of certain distributed inner-product triples
involved in the semi-honest phase, where P; (the prover)
knows all the values in these triples while the other two
parties (the verifiers) hold sharings of them. On a high level,
our DZKP protocol has three steps: (1) batching the triples in



Zor with random linear combinations, (2) lifting the batched
triples from Z,: to a (sufficiently large) Mersenne prime field
Fp,, and (3) verifying the new triples in [F,, with well-known
techniques [9], [10].

Given n distributed inner-product triples {([a], [b"],
c(i))}ie[n] in Zox where ¢ = a® . b, the first step
follows [11], where we batch these triples with random
coefficients from Zs. To achieve reasonable soundness we
need to repeat the procedure A times, where )\ is a statistical
security parameter. After this step, we obtain A batched inner-
product triples still in Zgr {([u ], [PD], w)},en.

In the second step, for each triple ([u], [~], w) (the super-
scripts are omitted), we lift them onto I, by directly viewing
all the shares in Zy. as ones in F,. Let ([p/], [v'], [w'])
be the lifted triple in F),. Due to the construction of the
semi-honest protocol, p, v will remain unchanged after the
shares are lifted to IF,,. But there may be a difference of
2% between the original w and the lifted w’ (more details
in Sec. 5.2). Furthermore, the product of any two elements
w'[j]-V'[j] may introduce additional differences in multiples
of 2% Let h = p - v be the new inner-product result over
Fp,. Assuming h doesn’t exceed p (which we can ensure by
restricting the size of the inner-product triples), there must
exist some integer ¢ s.t. h —w’ = t-2*. At first thought, we
can ask the prover to compute and share ¢ to the verifiers
(as she knows all the original triples); then each verifier can
compute [h] = [w'] + [t] - 2*. However, the inversion of
2% exists in F,, so a malicious prover can eliminate any
additive error e in the original triples by adding —e - (2¥)~!
to t. To prevent such attacks, we observe that maliciously
crafted ¢ need to be large to contain the inverse of 2¥. For
correct triples, the range of ¢ is limited if we revise the above
equation to h —w’ + 21 = ¢. 2% More specifically, given
a Mersenne prime field I, where p = 2¢ — 1, any attempt to
cancel out a non-zero additive error 0 < e < 2* will lead to
a crafted ¢ exceeding ¢ — k bits, while any honest ¢ cannot
exceed this size. Thus, we can detect malicious behaviors
with an extra check on the bit length of ¢. In the last step,
we follow well-known techniques from DZKPs [9], [10],
[12] to verify the lifted inner-product triples over IF,.

This construction allows us to use fast prime fields to
verify distributed relations defined over small rings, and
achieves notable speedups over the SOTA work [11].

2. Related Works

2.1. Secure LUT Protocols

Most previous works on secure LUT protocols focus on
the two-party setting. Ishai et al. proposed the foundational
work OTTT [2], but with substantial offline communication
overhead. Dessouky et al. [4] proposed OP-LUT. For a table
with n inputs, it reduces the offline communication cost
to O(22") by leveraging oblivious transfers. They also pro-
posed SP-LUT, which improves the offline communication
efficiency but at the cost of O(2™) online communication
complexity. The SOTA work FLUTE [5] achieves an offline

communication cost of O(2™) and an O(1) online communi-
cation cost, but it’s restricted to Boolean inputs and outputs.
ROTL [6] further optimizes the computational cost of FLUTE
but retains the same O(2™) offline communication overhead.

Another line of research explores LUT protocols based
on function secret sharing (FSS), typically operating in
a {2 + 1}-party setting with the assistance of a trusted
dealer. Pika [13] designed an FSS-based LUT protocol with
malicious security, and Sigma [14] adapted such protocols to
PPML with improved computational efficiency through GPU
acceleration. These FSS-based approaches achieve a low
communication cost of O(n), but require O(2") invocations
of a pseudorandom generator (PRG), which can be a major
computational bottleneck.

In the three-party honest-majority setting, MAESTRO [7]
explored LUT protocols for AES. They utilize random one-
hot vectors and achieve constant online communication cost
at the expense of an O(2") offline cost. Furthermore, they
presented an improved construction that reduces the offline
communication cost to 0(2"/ 2). They additionally achieved
malicious security using DZKPs, which we discuss below.

2.2. Malicious Security from DZKPs

Distributed Zero-knowledge Proofs (DZKPs) originated
from the pioneering work [9] of Dan Boneh et al. in 2019.
They allow a (single) prover to show the correctness of an NP
statement that is distributed or secret-shared among multiple
verifiers (so each verifier only knows a part of the statement),
making them especially suitable for compiling semi-honest
secret-sharing-based MPC protocols into maliciously secure
ones. Starting from the seminal works [9], [10], this primitive
has gradually become a paradigm for achieving malicious
security with RSS-based protocols [9], [10], [11], [12], [15],
[16], [17], [18], [19], [20].

2.2.1. DZKPs over Finite Fields. DZKPs typically operate
on a sufficiently large finite field to guarantee negligible
soundness error [9], [10], [12], [18], [20]. They build
upon fully linear proof systems, and can achieve O(v/N)
or O(log N) communication cost for a circuit of size N.
For Boolean circuits in [F9 or arithmetic circuits in small
fields, direct application of DZKPs would suffer a large
soundness error. A workaround is to lift the relations onto
a sufficiently large extension field (such as [Fy64), and then
apply DZKPs over this field. The SOTA three-party LUT
protocol MAESTRO [7] follows this route. As MAESTRO
primarily targets AES where k is rather small, it is able
to perform the DZKP protocol over Foea with reasonable
soundness. To improve efficiency, MAESTRO packs multiple
multiplication triples in F5 into a single multiplication triple
in the extension field. However, this relies on the specific
structure of the multiplication triples and lacks generality.
Another recent work [18] observed that Mersenne prime
fields can be faster than binary extension fields of similar
sizes, and proposed to lift the verification of semi-honest
AND computations in [F» to Mersenne prime fields IF,, (e.g.,
Fa61_1). This is done by replacing the binary XOR operation



with an equivalent degree-2 expression in IF,. However, it
only applies to Boolean circuits and cannot deal with general
inner-product computations over Z,. or Iy efficiently, as
the degree of the resulting equation to be verified over F,,
would scale linearly in the size of the inner-product relation.

2.2.2. DZKP over Rings. Traditional DZKP techniques [9],
[10] fail to work over rings Z,r as rings lack some essential
properties for polynomial interpolation and the Schwartz-
Zippel lemma [21]. We can resort to Galois rings since they
have the necessary properties. However, as observed in Li et
al. [11], operations on Galois rings are quite inefficient, and
thus they proposed to lift distributed inner-product relations
defined in Zox to a larger ring Zok+s, and recursively reduce
the relations to achieve a O(log N) communication cost.
However, as the structure of rings is not as ideal as that
of fields, their protocol would require a larger ring size for
a reasonable soundness error. For example, to attain 40-bit
security for instance sizes larger than 22° over Zgx, the
expanded ring size has to be roughly 25160, while in the
field case we only require p to be slightly larger than 24°.
Besides, their communication is quadratic in the recursive
factor ¢, while in the field case it is linear in q.

3. Preliminaries

3.1. Notation

Let P = {Py, P1, P2} be a set of three parties. We use
P; where i € {0,1,2} to refer to one of the parties, and P;11
denotes the next (+) or previous (—) party. Let I, be the
finite field of prime order p. In this work, we primarily focus
on Mersenne prime fields, where p = 2¢ — 1. Let Zo. be
the ring of integers modulo 2. When the specific algebraic
structure is irrelevant to or self-evident in the context, we use
the standard symbol = for equality; otherwise, we use =,
and =, to denote congruence over IF}, and Zs:, respectively.
We use := (or :=,,:=; accordingly) for assignment.

Let A be a statistical security parameter, and o a
computational security parameter. We will use negl(-) to
denote a negligible function in the security parameter. A
PRG represents a pseudo-random generator with a key
K € {0,1}?. We use [n] to denote the set {0,...,n — 1}
for n € N, and [a, b] to denote {a,...,b— 1} for a,b € Z.

Vector, matrix and tensor indices will begin at 0. We
denote a vector as « and index it as «[i]. The colon notation
x[i : j] = (x[i],...,x[j — 1]) is used to represent a slice of
x. A public truth table is denoted by 7'. The concatenation
of two vectors « and y is written as z = (x,y). For two
vectors x,y € F", we use « - y and « o y to denote their
inner product and Hadamard product, respectively.

A one-hot vector is written as e(”) where r is the
index of the single “1” in the vector, i.e., e(T)[r] =1
and e")[i] = 0 for i # 7. For 2,y € F, we define
eq(z,y) = (1 —x)- (1 —y)+x - y. Clearly, z = y iff
eq(z,y) = 1; further, for any x,y € {0,1}", it holds
that @ = y iff [[,c, eq(x[i], y[i]) = 1. For a length-n

vector « € [2']", we define its integer representation as
int(z) = > e, 2] - 27

3.2. Security model

In this work, we follow the standard ideal/real simulation
paradigm for security definitions. We focus on the three-party
setting with an honest majority, where at most one party
can be corrupted. We consider security with abort against a
malicious adversary, which allows the adversary to arbitrarily
deviate from the protocol specification and instruct the ideal
functionality to send abort signals to the honest parties.

3.3. Secret Sharing Schemes

3.3.1. Additive Secret Sharing. In the three-party setting,
additive secret sharing (ASS) splits a secret value z into three
random values zg, 1,2 S.t. * = x¢ + x1 + T2. Each party
P; for i € [3] holds an additive share x;. To reconstruct the
secret = to some party P;, all the other parties reveal their
individual share to P;, who then sums them up to obtain x.

3.3.2. Replicated Secret Sharing. Replicated secret sharing
(RSS) [22] is an extension of the ASS scheme. It consists
of the following two procedures:

o Share(z, D) allows a dealer D to distribute a secret = to
the parties, such that each party gets a replicated share of
x. In the three-party setting, the dealer samples random
additive shares xzg,x1,x2 s.t. * = xg + x1 + x2; then
for each i € [3], the dealer hands two additive shares
(xi—1,;) to P; as her replicated secret share. We denote
this sharing as [z] = (zo, 1, z2).

o Rec(Jx],P;) allows the parties to reveal the secret x to
some party P;. To do this, both parties P;11,P;—1 send
Z;+1 to P;, who then checks if the two received values
are consistent; if they are, P; computes = := xg+x1 + x2;
otherwise P; aborts. To reveal a secret z to all the parties,
we simply run Rec([x], P;) for each i € [3].

We denote as [-],, [-]x the replicated shares over F,, and
Zox, and [-]*,[]¢ the replicated shares held by the honest
and corrupted parties, respectively.

The RSS scheme has the following properties:

Pairwise Consistency. We say a replicated secret sharing
has pairwise consistency if every common additive share
held by a pair of two parties is consistent, i.e., for each
i € [3], P; and P41 hold the same additive share x;. It can
be checked by each pair of parties comparing their common
shares, and the communication cost can be reduced by only
sending and comparing a hash of them [23].

Linearity. The RSS scheme is linearly homomorphic. From
two sharings [z], [y] and any public values a, b, each P; can
locally compute a sharing [z] := [ax + by] as (zi—1, %) =
(ax;—1 + by;—1, ax; + by;). For any value ¢ known by some
two parties P; and P; 1, they can locally obtain [c] by
setting ¢; =c and ¢;_1 = ¢;41 = 0.



Func. 1: Fyue/Frp - Multiplication/Inner Product

Let S be the ideal world adversary.

1) F receives from honest parties their shares [2]™, [y]™,
and reconstructs x, y. F is known as Fyy if @,y have
length 1, and Fip otherwise.

2) F computes the corrupted parties’ shares [«]¢ and [y]¢,
and sends them to S.

3) F receives an error e and a set of shares [2]¢ from S.

4) F computes z := x - y + e and samples honest parties’
shares [2]™ using 2 and [2]°.

5) F sends the shares [2]* to the honest parties.

3.4. Basic Ideal Functionalities

We make use of some basic functionalities listed below,
where R can be Zox,For or Fp.

e Frnd(R): Samples a random r € R, and distributes a
sharing [r] to the parties. It can be instantiated non-
interactively with a PRG and a shared key setup.

o Feom(R): Samples a public random r € R, and sends r
to the parties. To instantiate this, the parties can call Fryng
to obtain [r] and then open it.

o Finpu(R): For a party P; providing as input x € R, the
functionality distributes [z] to the parties. We can follow
well-known techniques [8], [23], [24] to instantiate it.

o Feheckzero(Fp): Checks if a shared value z is zero over F,,.
To instantiate it, the parties first call Funa(IF,) to obtain a
shared randomness [r], then compute and open the masked
product [z - ], and finally check if the product is zero.

o Fuit(R): Samples a bit r € {0,1} C R, and distributes [r]
to the parties over R. We show its instantiation in Sec. 5.

3.5. Polynomial Interpolation

We use Poly(-) to denote the polynomial interpolation of
a list of elements. More precisely, Poly({ao, a1,...,an_1})
= 100 i - Li(w), where Li(z) = [1jepn s =5 is the
i-th Lagrange polynomial. We’ll only use this definition
over large prime fields IF, with a small degree n, so an
interpolation always exists.

3.6. Construction of Maliciously Secure MPC

A general paradigm for constructing a maliciously-secure
MPC protocol with a linear secret sharing scheme is to (1)
distribute shares of inputs to the parties, (2) evaluate the
circuit, where additions and multiplication-by-constant are
computed locally and multiplications require a semi-honest
protocol, (3) check the correct execution of the multiplication
protocol, and finally (4) reconstruct the outputs. We follow
this template, and present some building blocks below.

3.6.1. Passive Multiplication Functionality. We define
Fyure as a functionality which takes two consistent sharings
[«], [y] and outputs [z -y + €], where e is some additive

Func. 2: Fyyrp - Verifying Inner-Product Triples

Let S be the ideal world adversary.

1) Fviyp receives from the honest parties the prover’s
identity j, parameters k, n, and their shares of {([a],
69k, [c7%) }Yiein)- Fursyip checks whether honest par-
ties’ shares satisfy pairwise consistency. If not, Fyfyp
sends j and honest parties’ shares to S. Then, Fygyip
receives an output from S for each honest party and
hands them to the honest parties as the output of the
functionality.

2) Otherwise, Fyiyip reconstructs all the sharings {([a‘”]x,
161k, [¢""k) Yicin» and sends the identity j and the
shares of corrupted parties to S. In addition, if P; is
corrupted, Fyyp also sends the whole sharings {([[a,(ig]];€7
Hb(i)ﬂk‘? Hc(i)]]k)}ie[n] to S.

3) Fuiye checks if ¢ =, @ - b(*) holds for all i € [n].

o If it doesn’t hold for any i € [n], Fyiyp sends reject
to all honest parties and S.

o Otherwise, Fyytyip receives a command Out € {accept,
reject} from S and sends Out to all honest parties.

error chosen by the adversary. We give a formal definition
of Fyure in Func. 1, and show its instantiation below.

Given two input sharings [x], [y], recall that each party
P; holds shares (z;_1,2;) and (y;—1,¥;). P; can locally
compute an additive share z; 1= x; - y; +T; - Yi—1 + Ti—1 - Ys
of z s.t. z = z9 + 21 + 22. To convert the additive sharing
into a replicated sharing, each P; can pass its z; to the next
party P;41. To preserve privacy, z; should be masked with
some random additive share of 0 before circulation.

To generate the masking, each party can P; sample a
random value p; and send it to P;;;. Then each P; locally
sets a; = p; — p;—1; this ensures that ag + a1 + as = 0.
Now if each party computes

2 =T Yot T Yool T Tio1 Yi + ey

z; is still an additive share of z, but can now be passed
to P;4+1 without revealing information about z,y. Follow-
ing [25], the correlated randomness {c;};c[3 can also be
generated non-interactively with the help of PRG: each pair
of parties (P;, P;1+1) agree on a shared key K; and locally
generate p; := PRG, (cnt) with a global counter cnt. Then
the parties can derive «; from p; and p;_; as before.

3.6.2. Passive Inner-Product Functionality. In addition to
multiplication, we also need to compute inner products of two
length-n vectors in our protocol. We define the functionality
as Jip, and instantiate it by extending the instantiation of
Fuure (in fact, Fyyye is a special case of Fp where n = 1).
Given two length-n shared vectors [x], [y] and correlated
randomness {a; };c[3), each P; locally computes

zii= Y (@[l ylili+alili-ylilioi+ @i ylil) +ei @)
J€[n]

As z; is a masked additive share of the inner-product result
z, it can be converted into the RSS form [z] as above.



3.6.3. Inner-Product Checking Functionality. Following
previous works [10], [11], we use a functionality Fyfyip as
the main building block for malicious security. It checks
the correctness of distributed inner-product triples over Zox,
which are known by a party P; (the prover) and held in
secret-shared form by the other parties (the verifiers). The
formal description is presented in Func. 2. We’ll show in
Section 5.1 that we can use this functionality to check the
correct executions of Fypue and Fip.

4. A Generalized LUT Construction

In this section, we present a new semi-honest LUT
protocol that generalizes and optimizes the LUT construction
from MAESTRO [7].

4.1. Recap: LUT Protocol from MAESTRO

We first briefly review MAESTRO, where the public
table 7' is defined over a finite field 5. for some £ (e.g.,
k =4 or 8), and indexed by a single field element. Given a
secret-shared input [v] where v € Fox, the parties execute
the LUT protocol to obtain a shared lookup result [T[v]].

The protocol starts by the parties generating correlated
randomness during the offline phase, which consists of a
shared random value [r] where r € Fyi. and its corresponding
length-2* one-hot vector [e(")] that evaluates to a single 1 at
index r and O elsewhere. During the online phase, all parties
mask the input [v] using [r] by computing [m] := [v] +[].
Then they reconstruct m, and locally shift the lookup table
T by the offset m to obtain a shifted table 7', defined as
T'[j] := T[m+j] for each j € Fyx. The shifted table satisfies
that T[r]=Tm+r]=Tv+r+r]=T],as r+r=20
in Fyx. Consequently, the desired lookup result [7'[v]] (or
equivalently [7'[r]]) can be retrieved by computing the inner
product of the shifted table 7" and the one-hot vector [e("].

The remaining task is the generation of correlated ran-
domness ([r], [e")]) in the offline phase. In MAESTRO, [r]
is obtained by first invoking Fung(F2) k times to generate
shared bits {[r(Y]};c[x), which are then bitwise combined
to form [r] over Fyr. To derive the corresponding [e(")],
recall that e(") is defined such that e(")[j] = 1 iff j = r,

and e(")[j] = 0 otherwise. Equivalently,
e[j H eq(r ),¥5 € {0,1}", 3)
i€[k]

where the binary vector j corresponds to the field element
J € For under the natural correspondence. Using the protocol
proposed in [26], the entire vector e(") can be computed
with 2 — k — 1 multiplications across k — 1 rounds, at a
communication cost of 2 — k — 1 bits. The protocol starts
by setting the initial vector [f(0] := (1 — [r(O], [»O]).
For each round ¢ € [1, k], the parties iteratively compute the
intermediate vectors as follows:

P01 = (=D VL EO- 10T

Func. 3: Fryr - Table Lookup

Let S be the ideal world adversary.

1) Upon receiving from honest parties a parameter n, their
input shares [['v}]fj € Zy), and the public table T', Frur
reconstructs v and defines v = intg(v).

2) Fiur computes the corrupted parties’ shares [v]$ and
sends them to S.

3) Frur looks up T'[v] and receives [T'[v]]5 from S.

4) Frur generate shares [T[v]]}¢ from T'[v], [T[v]]§, and
distributes them to the honest parties.

In the i-th round, computing [f(?] incurs 2° — 1 multipli-
cations between secret-shared values. In practice, we first
compute the right half of [f(*] by multiplying [ £ [j + 2]]
with [r0+D] for all j € [2° — 1]. The final element of
the right half, [£(¥[2!*1 — 1]], is then computed locally as
[r®] — > je[2i—1] [ + 24], since £¢~1) is a one-hot
vector and therefore (") = () 37 f(=D[j]. The left half
of [f*] can be locally derived from the right half. After
k — 1 rounds, the resulting [f(¥)] is the desired one-hot
vector [e(")] corresponding to [r].

4.2. Generalizing to Multi-Input Tables over Z,»

Now we extend the LUT protocol from MAESTRO to
support multi-input functions defined over rings Zor. We
first define a generalized ideal functionality iyt in Func. 3.
Formally, it takes as input the number of inputs to the table
n, a shared input vector [v], € Z1;, and the public lookup
table T of size N := 2"*. The lookup table is represented
as a vector and indexed as T'[intx(j)] for j € Z1,, where
int;(j) maps j to its integer representation in the range [N].
Then Fryr outputs the lookup result [T'[inty(v)]] -

Basic Construction. Our basic construction adopts the high-
level idea of MAESTRO, where the lookuR result is derived
from the inner product of the shifted table 7" and the one-hot
vector [e(")]y. Similarly, all parties first generate correlated
randomness during the offline phase. In the multi-input
setting, masking the secret input vector [v], € ZZ, requires
a random vector [r]; of the same length n, and the one-hot
vector [e(")];, should also match the size of 7. Thus, the
format of the correlated randomness is adapted accordingly,
and the correspondence between r and e(") is established
by letting (") contain the single 1 at position = int (7).

Then, during the online phase, the parties compute and
reconstruct the masked value using the random vector [r]
as m := v + r, where the addition is performed element-
wise. The shifted table is now defined as T[intx(5)] =
T'finty(m—j)] for all j € Z1,, which ensures that Tlintg(7)]
= T[intg(m—r)] = Tlintk(v)], as desired. We give a formal
description of this protocol in App. B.

Correlated Randomness Generation. We now detail how
to generate the required randomness ([r]x,[e]x). We
formally define a functionality Franaonv in Func. 4 to capture



Func. 4: Franaonv - Generating Random One-Hot Vector

Let S be the ideal world adversary.

1) Frandouv receives n and k from all parties, and then
receives {[r]$} and [e™] as the shares held by the
corrupted parties.

2) Frandonv uniformly samples 7 from [2’;]’1, then computes
the integer r = int;, (r) and derives the corresponding

€™ of length 2.
3) Frandony generates shares [r]7* from r, [r]$.
from e, [e(™]§.

5) Frandonv distributes [r]7¢, [e ]} to the honest parties.

4) Frandonv generates shares [e(™)]7

this procedure. It takes as input two parameters (72, l;:)3 and
returns two correlated random values: a shared random vector
[7]x. where 7 is sampled uniformly from [2¥]™, and a shared
one-hot vector [e(")];, of length 2%, where e(") evaluates
to 1 at 7 = int; (7). All the sharings are defined over Zys.

To generate the shared random vector [r]y, the parties
first generate 71 - k shared random bits {[rr()] k} i) BY
invoking the functionality Fpi(Zox). When k = 1, this
functionality is equivalent to Fr,a(Z2) and can be easily
instantiated. For k£ > 1, the functionality can be instantiated
with techniques from [27], [28]. Concretely, we let two
distinct parties (e.g., Pp and P;) sample and share two
random bits a and b over Zyx, respectively. Given the fact
that a ® b = a + b — 2ab holds for any a,b € {0,1}, the
parties can obtain a shared random bit [r]; by computing
[r]x == lalx + [b]x — 2[ab]x over Zye.

The parties then locally combine each group of k bits
into a random element from [2’“], yielding 7 shared elements
{[r[i]lx }i[n) to form the random vector [r]x. That is to
say, the parties set [r[i]]x == 32, [rr(++3)],, - 27 for each
i € [A]. As each r(¥) is uniformly distributed over {0, 1}, r[i]
is uniformly distributed over [2*]. The one-hot vector e(") is
then computed based on Eq. (3) similarly to Sec. 4.1. This
procedure incurs 2™ k_ff—1 multiplications across 7 k—1
rounds in the offline phase, and requires communicating
27k _ 7.k — 1 elements of Zor. The formal description of
the protocol is presented in Prot. 1.

4.3. Optimizing Communication Costs via Tensors

While the above basic construction achieves an efficient
online phase, it requires an expensive offline setup to generate
a full-sized one-hot vector matching the table’s size. To
mitigate this overhead, we propose an optimization allowing
the online lookup to be executed with several sublinear-sized
one-hot vectors, and further reduce online computational cost
using tensor reformulation. Consequently, we can achieve
sub-linear offline costs with comparable online efficiency.

Achieving Square Root Offline Cost with Matrices. We
begin with an illustrative example that reduces the offline

3. The two parameters fi, k are defined to be flexible mainly for later
usage. Here one can simply view n = n and k = k.

Prot. 1: Ilranaonv - Generating Random One-Hot Vector

All parties agree on parameters 7 and k.

1) All parties invoke Fuii(Zoi) 7 - k times to get shares
of random bits {[rV] k}icn-i)- The parties locally set
[FO%e == 1 = [T, [ ).

2) Fori € [1,7-k]:

a) For j € [2' —1], all parties compute [ £V [j +2°]]x =
Frae([FC D110, [rV1) and set [FO27
]k := [[r(i)]]k - Zje[zﬂeu [[f(i) i+ 21“]k
b) For j € [27], all parties set [fO[]]x :=
LF D0k = [F9 0 + 2770k
3) All parties set [r[i]]x := 32,z [[r<i'];+j)]]k -29 Vi € [).
4) All parties output [r]x and [e™]; := [[j"m";’l)]]k.

cost to O(N'/2) while incurring only an additional N'/2
multiplications during the online phase.

The construction builds on the key insight that a length- NV
one-hot vector can be reconstructed from two smaller one-
hot vectors, each of length N'*/2. Without loss of generality,
we assume nk is even. Then, following Eq. (3), each entry
of e(") can be expressed as the product of two factors:

nk/2—1 nk—1

e H eq(r” i) - [[ eatr”,jli)), @

i=nk/2
for all §j € {0,1}"* where j = int;(j). These two factors
naturally define two smaller one-hot vectors of length N'/2:

"ol = [ ea™,jolil), Vio € {0,132,
i€[nk/2]

e(rl)[jl} — H q( (l+7zk/2)
i€[nk/2]

gild), Vi € {0,132,

with jo = int1(jo) and j; = int1(g1). Conversely, each entry
of ") can be constructed from the correspondm; entries
of e(") and e("). Concretely, for all jo, j; € [N1/2),

e(TO)[jO] X e(rl)[jl]
= J] eargoli)- [ ea“** jili]) )
i€[nk/2] i€[nk/2]

= e int1 (jo, 51)] = € [jo + jr - N'/?].

Using this equation, the online lookup can instead be
performed with two smaller one-hot vectors as

T[] = Tl [l
JE[N]
= X

. (6)
Tljo + 41 - N*/2] - [e[jollk - [€7) [j1]]
Jo,31E€[N1/2]

This approach ensures a more efficient offline setup, as
only two length-N'/2 one-hot vectors are required, therefore
reducing the offline cost to O(N'/2). However, naively
computing the lookup result according to Eq. (6) incurs
at least 2N multiplications, doubling the online cost of the
basic construction. To elimina}e redundant cgmputation, we
reformulate the shifted table 7" as a matrix 7'® (where the
superscript denotes its dimension as a tensor), by setting



Prot. 2: Ilgxur - Extended Protocol for Securely
Computing Lookup Table

All parties share [v]y as input. All parties agree on the public
lookup table T over Z,» with n inputs, and all parties agree
on constants c1 and c2. Let ¢ = ¢; - ca.

1) All parties invoke Frandonv(n/ci,k/c2) c times to get

(Irolk, [€7Tx), - ., (Ire=1]x, [€"==V]x).

2) All parties set [r']x := ([ro]k,-- ., [re—1]x) and com-
pute [r[f]ls := 3¢y [r'li+3 ex]li-2%/% ) € [n].

3) All parties reconstruct m := Rec([v]x + [r]x).

4) Let T[int(4)] := T[int(m—3)],Vj € [2*]" be the shifted
table. All parties define a c-dimensional tensor T °) such
that for all jo, ..., je_1 € [N*/¢] and j = ZZ o Ji- N/e,
T o, .., jem] = TIjl.

5) In the first round, for all ji,...,j..1 € [N'],

all parties locally compute [[T(C 1)[j1,...,]c e =
Z e[N1l/¢c T( )[]07.]17"'7.76 1] IIe 7o) [.7 ”]k?
Jo€l ]
6) In the i-th round for ¢ € {1,...,¢ — 1}, for all
Jit1,. .-y je_1 € [N1/€], all parties perform
[T it o gellk =
Fo((IT s givrs - Ge-1]l8) 1, enrsep [€718).

7) Finally, all parties output [T(]y as [T[inty(v)]].

T®[jo, jr) := Tljo + jr - N*/?] for all jo, j1 € [N'/?], and
transform Eq. (6) into a vector-matrix-vector multiplication:

S Tfo,i] - [ ol - e [l

Jo,d1€[N1/2]

= X (X
J1E€INY/2] Goe[N1/2]
= Y (1 VL) - [Tl

J1E€[N1/2]
_ [[e(m)ﬂk
N

where the colon notation 7®[:, j;] denotes the vector
(T®10,71],...,TA[NY2 —1,4]). Under this reformula-
tion, we can compute the lookup result in two rounds, where
in each round the dimension of the tensor 7 is reduced
by 1 (i.e., vector-matrix multiplication yields a vector which
is a one-dimensional tensor, and vector-vector multiplication
yields a scalar which is a zero-dimensional tensor). The
computational cost is reduced to N + N'/2 multiplications.

[ Gollk - 7 [jo, a]) - e [ ]I

L@ IIe(Tl)]]k7

Generalizing to Arbitrary-Dimensional Tensors. The pre-
ceding example demonstrates the potential for developing a
generalized construction. By decomposing the full-sized one-
hot vector into several smaller vectors, the overall dimension-
ality is reduced, thereby lowering the offline communication
and computational cost. Furthermore, representing the shifted
table as a higher-dimensional tensor eliminates redundant
operations required to reconstruct the full-sized one-hot
vector, thus preserving online efficiency. In the following,
we formalize this paradigm and present the generalized

construction of our LUT protocol.

We start by decomposing the one-hot vector as ¢ smaller
one-hot vectors of length N'1/¢ instead of just 2 smaller ones
of length N''/2. We denote them as {e(")},(,, and the cor-
related randomness is thus defined as ([r[x, {[e ]k }ic(q)-
To generate this, we assume without loss of generality that
nk is divisible by ¢ = ¢; - co, where n and k are divisible by
c1, co respectively. All parties then invoke Frandonv € times
with parameters (n/c1, k/cz) to obtain a series of one-hot
vectors { [[e(”)]]k}ie[c] and the corresponding random vectors
{[rilx}icrq- Let " = (ro,...,rc_1) denote the concatena-
tion of all 7;. The required [r]; can then be computed as
[0k = Yiepen[r'li + 5 - 2]l - 277/ V) € [n].

During the online phase, all parties reconstruct the
masked value corresponding to the secret inputs as m :=
v + r. Then we define a shifted table as T'[inty(j)] :=
Tfintg(m — j)] for each j € Z1;.

Now we show how to compute the lookup result utiliz-
ing the ¢ smaller-sized one-hot vectors. Let e(") denote
the length-N one-hot vector corresponding to r, where
r = intg(r). Since each random vector r; is chosen
from [2F/ 02}"/ €1, we represent the associated nk/c random
bits as {r(+" }te[nk /c]- Consequently, each entry of the
corresponding one-hot vector e(™) can be expressed as

)T inky . nk/c

e( l)[jl] = H eq(r(t+ ¢ )an[t])av]z S {05 1} k/ )
tenk/c|

where j; = int1(g;). This leads to the following identity:

e [jo] -- =11 II e

i€lc] te[nk/c]

Je-)] = ey G- N,

i€[c]

elre— 1)

ink .
(T gilt)

3
= e(r) [int1 (jo, -

for all jo,...,jc—1 € [N 1/ ¢]. Given this relation, the lookup
result 1" - e(’“), can be rewritten as
> Z gi - N/e) - elro) o] - - e(re=1) [jie_4].

J0sesde—1€[NT/C]  i€le

A direct computation of Eq. (9) would entail ¢N' multi-
plications. We thus further reformulate the shifted table T
into a c-dimensional tensor 7'(°) where

7jC—1] = T[Z]z ~Ni/c],Vj0,.,.

i€[c]

7O, ... JJe-1 € [N/°].

This allows computing Eq. (9) inductively over ¢ rounds,
where in each round, the dimensional is reduced by 1.

Starting from 7%, in each round i € [c], the parties use

the one -hot vector e("?) to contract the first dimension
of [T(¢=9]; to obtain [T(¢~*~D],. Concretely, for all
Jitls 3 Je—1 € [Nl/c}, all parties invoke Jj, to compute

A [ji+17 e

P

ievye)

,jc—l]]]k =
] ]]]k HT(C*Z) [j’i?j’i+17 cee 7.7‘0*1“]167

except in round 0, where the computation can be performed
locally as T(¢) is public. After ¢ rounds, the parties set the



final scalar 7 as the lookup result.

To see correctness of this construction, note that in each
round %, every element indexed by (j;, . . ., je—1) is multiplied

by e(")[j;]. Consequently, each entry T jo, ..., je1] in
the original tensor is ultimately multiplied by the product
e(m)[jo] - - - e("e=1)[j._4]. Given Eq. (8), we have

L
30y de—1€[N/€]
'T(C)[j07"'7jc—1]

= > W] i) = e - T = Tlinte(v)]:
JEN]

e(m)[jo] . e("'cfl)[j671]

We formally present our construction in Prot. 2, and have
the following theorem, which we prove in App. B.

Theorem 1. The protocol 1lgy yr in Prot. 2 securely com-
putes Fryr in the { Frandonv, Fip }-hybrid model in the pres-
ence of a semi-honest adversary controlling one corrupted

party.

Complexity Analysis. In the offline phase, all parties invoke
Frandonv(n/c1, k/cz) a total of ¢ times. When instantiated
with Prot. 1, this incurs both communication and computation
overheads of ¢ - (N'/¢ —log N'/¢ — 1). During the online
phase, in round 0, all parties compute N local multiplications
between public table 7 and the secret one-hot vector
[e(")]). The dominant cost of the subsequent rounds arises
in round 1, where all parties compute N(¢~1=1/¢ inner
products of length N'/¢ over secret values. This yields a
computational cost of N(¢=1)/¢ multiplications on secret
values and a communication cost of N(¢=2)/¢ 7, elements.

Extending our Construction to F,:. In addition to Zsx, our
scheme also supports multi-input tables in Fqx. Intuitively,
the natural map between o« and F5 converts an n-input table
over [y, into an nk-input table over Fo = Zs, which can
then be directly dealt with our LUT protocol. Consequently,
our protocol can be viewed as a generalization of MAESTRO.

Remark 1 (Comparison with MAESTRO). Prot. 10 of
MAESTRO [7] adopts a similar idea to our illustrative
example by replacing the length-N one-hot vector with
two one-hot vectors of length N'/2. However, the protocol
essentially follows the naive computation of Eq. (6) in the
online phase, which results in a doubled online overhead.

Remark 2 (Cases when nk is not divisible by c¢). The
divisibility assumption is made for presentation clarity. We
can readily handle the non-divisible cases by using one-hot
vectors of varying lengths. This would only influence the
size of the inner-product computation in each round.

Remark 3 (Multiple tables with identical inputs). Some
applications that may require lookup into multiple tables at
the same indices. In this situation, naively invoking Fpyr
multiple times entails generating multiple sets of one-hot
vectors, which is unnecessary. In fact, we only need one set
of one-hot vectors and all parties only need to reconstruct
one m. Then each table is shifted with the same offset.

5. Achieving Malicious Security

In this section, we present our DZKP protocol for
verifying distributed inner-product triples defined over Zgx,
which allows our LUT protocols to attain malicious security.

5.1. From Semi-honest to Malicious Security

Recall that in our LUT protocol, the parties invoke Fyput
to compute multiplications in the offline phase, and Fip
to compute inner products in the online phase. To obtain
malicious security, it suffices for the parties to verify the
correct execution of the semi-honest multiplication and inner-
product protocols, since all other operations are local and
their correctness is ensured by the replicated secret sharing
scheme. Following previous works [7], [9], [10], the honest
execution of Fy and Fip can be further reduced to the
correctness of certain distributed inner-product triples over
Zgx, which can be verified with Fysp defined in Func. 2.

We briefly review the construction of these distributed
inner-product triples. As discussed in Sec. 3.6, to compute
[zl = [=]k - [y]x. each party P; computes an additive
share z; according to Eq. (1). If the computation is faithfully
conducted, then it must hold that

2i = Xi Y — Pi + Pic1 Sk T Yi1 +Ti—1 -y (10)

To verify the correct execution of the multiplication
protocol, it suffices for each party P; to show Eq. (10)
indeed holds. A key feature of Eq. (10) is that P;_; and
Pi+1 each knows part of the values involved, while P; knows
all of them. Concretely, let w be the LHS of Eq. (10), we set
W; =k 2 —TiY; —Pi and Wi—1 =k Pi—1 SLw = Wi +Wi—1.
It’s clear that P; and P; 1 each know w;, while P; and P;_1
know w;_1. Now we have

W =g T Yio1 + Tio1 Y- (11

Since P;4+1 and P;_; know z;,y; and x;_1, y;—; respectively
and P; knows all of them, it follows that the parties can
locally obtain replicated secret sharings of all values in
Eq. (11).* Let [z]r = ([@ilk, [zi-1]x), [¥le = ([iz1]ks
[yilx)- Then the verification of Eq. (10) is reduced to the
verification of a length-2 distributed inner-product triple
([x]%, [Y]k, [w]k), satisfying the form required by Fyisyp.
This construction can be easily extended to verifying the
inner-product protocol. For a length-n secret inner-product
computation, the resulting distributed inner-product triple
having size 2n instead of 2 (see App. F for more details).

5.2. Our Instantiation of Fytyp

We now present our instantiation of ]-'V,. P- Suppose
the prover holds n inner-product triples { (y)]]k [6®]

4. Take z; for example: [x;] can be locally obtained by P; and P;41
setting their shares to (0, ;) and (x;,0) respectively, and P;_1 setting
her share to (0,0). For w, P;41,P;—1 set their shares to (w;,0) and
(0,w;—1), while P; sets her share to (w;—1,w;).



[¢Tk)}iepn)- For simplicity of presentation, we assume the
triples have the same size d, i.e. |a¥)| = [b(!)| = d, Vi € [n].}

Step 1: Batching all inner-product triples. Similarly
to [11], [12], we first batch the inner-product triples with
random linear combinations. Specifically, we combine n
triples {([a ]y, [b]x, [¢®)]x)}icn) each of size d into
a single inner-product triple of size d - n with a length-n
random coefficient vector ~y:

n—1 n—1
D> oA @D DTk = Y Al - [Pk
i=0 i=0

As established in [11], [29], since the triples are defined
over Zqk, it suffices to choose the random coefficients
from Z, instead of Zyx, as they offer the same soundness
error of 1/ 2.5 To boost the soundness, we can repeat this
procedure A times, leading to a soundness error of 2= In the
computational security setting, the parties can generate these
random coefficients by expanding a random seed (received
from Fioin) with a PRG.

Let {v\)} je[n be the A random coefficient vectors each
of length n. Now the parties locally derive A\ inner-product
triples {p9), v9) w@}, 1\ each of size d’ := n - d, where

9 = (V0] [a@, ..., 70— 1] - [a" Vo),
P9l = ([BO,....[b" V],
[wTe = i Y9 - [Pk,

The verification task is now reduced to checking these new
A inner-product triples {([p9]y, [v9 ]k, [wD]k)}jem-

Step 2: Lifting Inner-Product Triples to IF,,. Our protocol
differs from previous work [11] mainly at this step, where
we aim to lift the above \ distributed inner-product triples
from Zyr to IFp. It consists of the following three sub-steps.

(2.1) Local lifting of ([p]k, [V]k, [w]k). Below we’ll
omit the superscript (4) over the triple ([ ], 9]k,
[w@)].), and use subscript k or p to specify the sharing
domain. We first perform a local lifting on these triples,
by directly viewing the original shares in Z,» as those in
[F,. Specifically, for any replicated secret sharing [v], =g
(v, v1,v2) in Zgk, we now view it as a replicated secret
sharing [v'], =, (vo,v1,v2) in F), where v' =, vg+v1 +v2.
Let’s first consider [u]x, [¢/]x, which are formed by concate-
nating all vectors {[] - [@?]).}ic[n) (Where ~[i] € {0,1})
and {[b]1}c[n), respectively. As analyzed in Sec. 5.1,
each element in a(®,b(* come from some value on the
RHS of Eq. (11), and its sharing must consist of two
zero additive shares, e.g., [aV[j]]x =, (aP[j],0,0) for
some j € [n]. Thus, the lifted secret value defined over
F, must be consistent with the original one defined over

5. Below we identify field elements in Zo with integers in [2¥], and
elements in Fj, with integers in [p]. We may say that a field element is
smaller or larger than another; such comparisons are in relation to their
corresponding integer values.

6. Consider the case where the prover introduces an additive error of
2k=1 into an inner-product triple. Then for every even coefficient w.r.t. this
triple, the error will be canceled out, which happens with probability 1/2.
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Zor provided that p > 2%, Hence, directly defining two new
vectors [p'], :=p [l [V']p :=p [V]k yields p’, v’ that
are consistent with the original p, v.

Now let’s consider w. Similarly, we can perform a local
lifting on [w]x to obtain [w'],, where [w'], =, [w].
However, there is only one zero additive share in [w], and
the sum of the two non-zero additive shares may exceed
2% leading to a difference of 2* between w’ and w over
[F,.. Furthermore, the equation w’ =, u’ - v’ may no longer
hold over F,, as p’[j] - v[j] can overflow multiple 2*. Let
h:=, p/ - v’ be the new correct inner-product result over
F,. Our next sub-step is to derive a correct [h], from [w'],.

(2.2) Deriving correct inner-product result [h], from
[w'],- To ensure our protocol works properly, we first enforce
that h won’t overflow p. Since each multiplication can be at
most (2¥ — 1)2, the new result % is at most (2% —1)% - d'.
Thus, we assume ¢ > 2k and add a restriction on the size of
the triples that d’ < 2¢=%% st. (2F —1)2.d' <p=2°—-1.7

Note that h can only be computed by the prover (since
only she knows all the secrets). To enable the verifiers
to derive [h],, we can let the prover share the necessary
information to the verifiers. As in the previous work [11],
we make the observation that if & is correctly computed,
then the difference between i and w’ must be a multiple of
2k je., there must exist an integer ¢ s.t.

h—w =t-2". (12)

In [11], the target lifting domain is Zyk+s, SO the prover
can share t in Zys, and the parties can compute [h]g4s :=
[w]krs + [t]s - 2% as desired.

However, things become tricky when working in I,,. The
first problem is that ¢ can be —1 in some cases, which would
entail a wraparound over [F,. To see this, note that ¢t =
(h —w") /2% counts the difference between the number of
2F_overflows in the computation of y - v and the number
of overflows in the lifting of w. Thus, a valid ¢ satisfies
—1<t<d(2"—2)+ [d'/2*]. 8 Another problem arises
from the fact that the inverse of 2" exists in F,,. If we naively
let the prover share any ¢ in IF),, a malicious prover would be
able to introduce an additive error e into w in Zyr and then
cancel it out in h over IF,, by adding some crafted value.

We resolve these problems by adjusting and restricting
the range of t. We add a constant 2**! to the LHS of Eq. (12),
and transform it into

h—w' + 2t = 1.2k, (13)
It’s clear that £ = t+2. As we have established that —1 < ¢ <
d' (2% —2)+|d' /2% |, we have 1 < t<d2F-2)+ |d’/2F ]+
2. Given £ > 2k and d’ < 272 it follows that d’(2* —2) +
[d'/2%] + 2 < 2°=F (we give a deduction of the inequality
in App. E). Thus, any legal £ is in the range [1,2¢~*], and
Eq. (13) won’t overflow p under this restriction. Given this,

7. This is a minor restriction, as p is typically a large prime (for example,
261 — 1 in our evaluation). We can verify approximately 228 multiplications
when k = 16, which is sufficient for practical settings.

8. Specifically, t = d’ (2% —2)+|d’ /2% | when p-v = (2 —1)2-d’ and
Wi—1 + wit1 < Qk; t = —1 when w;—1 +wiy1 > 2k and neov < 2k,



we let the prover compute and distribute [{], to the verifiers,
and the parties can derive [h], =, [w'], + ([{], — 2) - 2*
as desired; additionally, they have to conduct a range check
on # to validate < 2/~%. Now by allowing = 1, we can
cover the case where ¢t = —1, and by bounding t< 2% we
can prevent the malicious prover from introducing non-zero
errors into the triples, which we elaborate below.

(2.3) Range Check on t. We first show why a range check
on the shared value £ is sufficient to rule out additive errors.
Assume that there is a non-zero additive error e € [1,2*] in
the triple ([pe]x, [V]k, [w*]k) st w* =g p - v + e. Recall
that the lifting of [u]k, [V]k, [w]k is local. Let w be the
lifted value after incorporating the error term e; since there
is no overflow, we have @ =, w’ + e, where w’ is the lifted
value of w*. The goal of the malicious prover is to craft a
t* such that there is no additive error in the lifted relation
(I 1ps [¥'1p [P]p)- Specifically, t* has to satisfy

h—w+28 =, h—w 4281 —e=, .28 (14)

Let f = (h —w’) - (2¥)~' 4 2. This is the value an honest
prover will produce from Eq. (13) if e = 0. To make Eq. (14)
hold, the malicious prover has to set t* :=, t — e - (2F)~L.
Given that p = 2¢ _ 1, we have (2’“)*1 =, 2¢=k and thus
=, t—e- 2t~ However, for any non-zero error 1 < e <
28 — 1, we have —2¢ 4207k < —¢ . 207k < 20~k \here
elements in IF,, are identified with [—p, 0]. This is equivalent
to 207F — 1 < —e-20-F <26 _ 2=k _ 1 where elements
are identified with [p] (recall that p = 2¢ — 1). Further, as
the honestly computed # must satisfy 1 < ¢ < 2¢~*, we have

20k <r <28 1=,

Thus, the crafted t* will always exceed 2~ — 1, and any

malicious attempt will be detected with the range check.

We now present how to perform the range check ef-
ficiently. While a legal ¢ is always in [1,2¢7%], we can
relax the check to ¢ € [0,2¢7%], as the above analysis
shows that any maliciously crafted ¢* will never be zero.
Therefore, we only need to check that the bit length of
t is bounded by ¢ — k. We ask the prover to additionally
share a vector [t], :=, ([folp, -, [te—r_1],) of length
¢ — k, claimed to be the shares of the bit-decomposition of .
Upon receiving these shares, the parties check whether the
purported bit-decomposition is legal, by locally verifying if
[, =p Si—8 ' [i], - 2 and also if £; € {0,1} for each
i € [¢— k], which can be expressed as #;-(1—1;) =, 0. Since
each £; is shared by the verifiers and all shares are known by
the prover, this is simply another distributed multiplication
triple and can be verified with traditional DZKP techniques.
Additionally, we can use a random linear combination 7 to
batch them, and instead verify Zf;g gl (1—£) =, 0.
This is a distributed inner-product triple (n o £,1 — £,0) of
size ¢ — k, where 1 = (1,--- ,1).

After obtaining the lifted triples and the extra triples
from the range check over IF),, the remaining step follows
well-known DZKP techniques [9], [10], [12] that apply to
prime fields. We describe it below for completeness.
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Step 3. Proving Inner-Product Triples over IF,. We first
batch all the triples {([p/ V], [v"9],, [09)],)} ey and
{(nY) o [{V],,1 — [£9],,0)},¢)» using a random linear
combination over [F,,. Concretely, we let the parties generate
a random coefficient vector @ of length 2, and define

[«], == (0[0] - [ @, -+, 0[N = 1] - [V,

O - (@ 0 d®), -+ 0[2- A —1]- (p* "V 0 FX D)),
[[yﬂp = ([[V/(O)Hpv B [[V,(A_l)]]:m 1- [[f(O)ﬂpv eyl = [[E(A_l)]]z)%
[2s :== 520 6l - [h9],

The parties then turn to verify the new batched triple ([z],,
lylp, [2]p) which is of size D := X - (d' + ¢ — k).

Given a parameter g, the parties recursively reduce the
size of the triple, each time by a factor of q. At a high level,
x,y are divided into D/q sub-vectors of the same length
q, Le, z = (wOa cey wD/q—l) and Yy = (yOa cey yD/q—l)'
Then, we define two vectors of degree-(¢ — 1) polynomials
f.h st. fli] =, Poly(x;), and g[i] =, Poly(y;) for all
i € [D/q]. For example, f consists of D/q polynomials,
and each polynomial is of degree (¢ — 1), interpolated from
the length-q vector x;.

Now we construct a degree-(2¢ — 2) polynomial H =,
f - g, the inner product of the two polynomial vectors f,g.
By construction, we have z =, -y =, E?;é f)-90) =p
Z;’;é H(j). The original relation can now be reduced to
two checks: (1) z =, Z?;é H(j), and 2) H =, f - g.
To check (1), we ask the prover to compute and share the
coefficients of H to the verifiers; they then locally compute
{[[H(j)]]p}jE[q]’ and invoke Feneckzero 0N [2] _Z?;é [H(5)]p-
To check (2), it suffices for the verifiers to sample a random
challenge r € F,, and check whether h(r) =, f(r) - g(r)
holds based on the Schwartz-Zippel lemma [21]. Note that
holding [x],, [y],. the verifiers can locally derive their
shares of the coefficients of f,g, and since they have
already received the shares of the coefficients of H from the
prover, they can locally compute ([f(r)]p, [9(r)]p, [(7)]p)-
This means that the original triple is reduced to a smaller
one ([f(m)]p, [g(r)]p, [h(r)]p), with size D/q reduced by a
factor of q. Therefore, we can recursively apply this process
until the size is reduced to one, at which point the parties
can verify the relation by direct opening the shares with the
help of a random triple.

We denote the protocol by Ilysyp, and have the following
theorem. We give a detailed description of Ilv,syp and a proof
the theorem in App. D.

Theorem 2. Assume that )\ is the security parameter.
Let F be a prime field of size |F| = 2%WN. The pro-
tocol 1lypp securely computes Fypp with abort in the
{Finputs Feoin, Feheckzero y —hybrid model against a malicious
adversary controlling one corrupted party and achieves
soundness error negl(\).

5.3. Further Optimizations

(Almost) Eliminating the Multiplicative Overhead of ).
Recall that the final inner-product triple ([x],, [yl [#]p)



has size A - (d' + ¢ — k) where X is the statistical security
parameter, and d’ = nd is the total size of all input triples
to be verified. We can utilize the techniques from [11]
to reduce the size of the final triple to d’ + A\(¢ — k) by
merging the random coefficients in Step 1 and Step 3 together.
As ¢ — k is generally much smaller than d’ in large-scale
applications, this can significantly reduce the computational
cost in practice. We present more details in App. A.

Merging Triples with Same Multiplier. Besides the above
general optimization technique, we can further reduce the
size of the triples to be verified in our LUT protocol. The
key observation is that many inner-product triples involved
in our LUT protocol share the same multipliers. Specifically,
during the offline phase, all triples to be verified in the i-
th round, {([£0= 1. [60]i. [£9 [ +210) ez
share the same multiplier [b(V]. Similarly, in the on-
line phase, each party must verify the inner product be-
tween e(") and {[[T(C_"’) [Jis Jit1s- - 7jc—1]]]k}ji€[N1/c] for
all (jiy1, -+ je1) € [NY/¢]*~"=1, where the multiplier is
always [e("")] . This allows a substantial reduction in the size
of the final triple to be verified, as triples sharing the same
multiplier can be merged with random linear combinations.

With the above optimizations, each round of offline
computation yields a triple of size 1, and each round of online
computation yields a triple of size N''/¢. This is substantially
smaller than the actual number of multiplications performed,
which is helpful as the malicious-security phase is much
more costly than the semi-honest protocol.

Remark 4 (Optimization for Multiplication Verification
over Zs). The structure of Zo enables further optimizations
to Ily,pip using the techniques from [18], which performs
polynomial evaluation with faster table lookups. This is
applicable to our LUT protocols in Zo and Foi (see Sec. 4.3).
Especially, it can be applied to the verification of general
binary circuits, which may be of independent interest.

6. Evaluation

6.1. Experimental Setup

We have fully implemented MARLUT based on the
released framework [30] of MAESTRO in Rust.” As far as we
know, MARLUT is the first maliciously secure LUT protocol
supporting multi-input tables over both Zyr and For, we
thus use the most state-of-the-art LUT work MAESTRO [7]
and DZKP protocol LEDH+24 [11] as our baselines. We
performed three kinds of experiments to evaluate:

o The semi-honest LUT protocol. To evaluate our semi-
honest LUT protocol, we implemented Prot. 10 of MAE-
STRO (with semi-honest security) as the baseline, which
achieves the lowest communication costs among all LUT
protocol presented in MAESTRO (see Remark 1).

o The DZKP protocol. We conduct two experiments: (1)
comparison with the DZKP protocol from LEDH+24 [11]

9. Our code can be found in the anonymous repository: https://anonymous.
4open.science/r/marlut-0594.
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(which also targets Z,), where we compare the two pro-
tocols verifying multiplication gates in arithmetic circuits
over Zor, and (2) comparison with the DZKP protocol
from MAESTRO (which targets For), where we verify
inner-product triples yielded by OHV generation on Zyx
and F,r, respectively.

o End-to-End Performance. We evaluate the end-to-end
performance of MARLUT by measuring its throughput for
floating-point multiplication (over Zs,s) and the widely-
adopted Sigmoid activation function (over Zs1s).

To achieve 40-bit statistical security, we use p = 261 —1
for our protocol, and s = 64 for LEDH+24. We set ¢ = 3 in
our protocol to achieve the best concrete efficiency. ' All the
experiments were run on three Alibaba ecs.r8i.8xlarge cloud
servers located in a Local Area Network (LAN) with 32
vCPUs and 256 GB memory using a single thread. We also
use a simulated Wide Area Network (WAN) with 40 MBps
bandwidth and 20 ms delay using the Linux fc command.
The results are averaged over five runs.

6.2. Performance of Semi-Honest LUT Protocol

To align with MAESTRO, we use a single-input table of
size 28 over Fys; to further evaluate scalability, we adapt Prot.
10 of MAESTRO to ring Zyx (using the same techniques
presented in Sec. 4), and test the two protocols on a larger
size-2'6 table over Zgis. We perform 2'8 (~ 262,000)
lookups in the two tables, and present the results in Tab. 1.

The results demonstrate that our protocol significantly
reduces offline overhead while achieving superior online
efficiency compared to MAESTRO, particularly for large
tables. For table size 26, in the LAN setting, our protocol
achieves 5.95x speedup in the offline phase with 3.23x
lower communication cost, owing to the use of smaller
one-hot vectors; the online efficiency is also improved by
1.44x as the tensor representation eliminates the redundant
computations. Although the online communication increases
slightly, the total communication cost is still reduced by a
factor of 2.7. In the WAN setting, where the benefits of
computational savings are less pronounced, our protocol still
shows 2.23x speedup in the offline phase, and continues to
outperform MAESTRO in online efficiency.

6.3. Performance of DZKP Protocol

We set the recursion parameter ¢ = 8 in our protocol. For
LEDH+24 and MAESTRO, we adopt their default parameters
(¢ = 8 and 2, respectively). As all three DZKP protocols
have communication costs logarithmic in instance size, which
is negligible compared with the linear communication cost
of the semi-honest protocol, we conduct our experiments in
the LAN setting to evaluate their computational efficiency.

Comparison with LEDH+24. To fairly conduct the compari-
son, we follow LEDH+24 using our DZKP protocol to verify

10. Specifically, for tables of size 28 and 26, we set the size of
dimensions to (23,23,22) and (2,25, 25), respectively.


https://anonymous.4open.science/r/marlut-0594
https://anonymous.4open.science/r/marlut-0594

TABLE 1: Evaluation of semi-honest protocols of ours and MAESTRO [7] (Prot. 10) on 218 lookups in tables over Fys and Zois.

. LAN Time (s) WAN Time (s) Commu. (MB)

Table Size Protocol - - - - - -
Offline Online Offline Online Offline Online Total

o8 (Fy) Ours 0.062 (1x) 0.118 (1x) 0.614 (1x) 0.272 (1x) 10.25 (1 x) 25 12.75 (1x)

8

2 MAESTRO 0.112 (1.81x) 0.134 (1.14x) 1.211 (1.97x) 0.348 (1.28x) 13.5 (1.32x) 0.5 14 (1.1x)
916 (Zoso) Ours 0.495 (1x) 2.089 (1x) 5.439 (1x) 2.835 (1x) 86.5 (1x) 17  103.5 (I1x)

216

MAESTRO 2.945 (5.95x) 3.01 (1.44x) 12.113 (2.23x) 3.22 (1.14x) 279 (3.23x) 1 280 (2.7x)

TABLE 2: Evaluation of DZKP protocols of ours and LEDH+24 [11] on verifying multiplication gates over Z,s and Zsie.

Base Ring Zos Base Ring Zs16
Protocol Circuit Size i Commu. (MB) . Commu. (MB)
Time (s) - Time (s) -
Passive ~ DZKP Passive = DZKP
220 0.246 (1x) 1 0.0338 0.355 (1x) 2 0.0289
Ours 222 1.012 (1x) 4 0.0339 1.501 (1x) 8 0.0290
224 4511 (I1x) 16 0.0340 6.635 (1x) 32 0.0291
220 1.739 (7.07 x) 1 0.023 1.763 (4.97 %) 2 0.026
LEDH+24 222 6.851 (6.77x) 4 0.093  6.873 (4.58x%) 8 0.103
224 27.125 (6.01x) 16 0.37 27.25 (4.11x%) 32 0.41
TABLE 3: Evaluation of DZKP protocols of ours and MAE- TABLE 4: Evaluation of MARLUT for computing floating-
STRO [7] on verifying triples yielded by OHV generation point multiplication over Z,s and Sigmoid over Zjie.

for 2'8 lookups in size-2® tables over Z,s and Fs.

LAN Throughput WAN Throughput

# of App. Table Size - - - -
Table Size Protocol ) Time (s) Commu. (MB) Offline  Online Offline  Online
. riples FP Mul 26 (Zys) 71290 6,973 30542 6,718
2° (Zs)  Ours 5 03% 2.318 Sigmoid 216 (Zyis) 527441 12368 48201 11,333
28 (Fos) MAESTRO 4 0.223 0.687

protocol of MAESTRO, which is customized for OHV
multiplication gates for general arithmetic circuits over Zgr,  verification and verifies 4 triples, while ours verifies 5 triples
and test the two protocols with circuits of various sizes over  with the optimizations presented in Sec. 5.3. We run 2'8
Zsos and Zoi6. Concretely, we use circuits of depth 1,4 and OHYV generation instances for a size-28 table over Zys and
16, with each layer consisting of 22° multiplication gates Fys using our protocol and MAESTRO'’s, respectively.

(the total circuit sizes are 220,222 and 224). We present the As shown in Tab. 3, our protocol is comparable to
total runtime, as under LAN environments the time spent in MAESTRO?’s, taking into account the number of triples
communication is negligible. verified. This shows that our ring-target DZKP protocol

As shown in Tab. 2, compared with LEDH+24, our  (which is more challenging to construct) is on par with well-
protocol can achieve up to 7.07x speedup in Zss, and 4.97 X known field-target protocols [9], [10]. We clarify that the
speedup in Zs16. This mainly arises from the faster Mersenne higher total communication cost of our protocol arises from
prime field adopted in our protocol (and implementation-  the semi-honest phase, where MAESTRO can directly operate
level optimizations). In terms of communication, our DZKP over 5 and we have to use Zss due to the deficiencies of the
protocol is comparable to or more efficient than LEDH+24,  ring structure. (In fact, our protocol generates smaller one-
especially for large-scale instances. This is because the  hot vectors, so the total communication cost is less than 8x
communication cost of our field-based DZKP protocol is  that of MAESTRO.) We emphasize that the communication
linear in the recursion parameter ¢, while the expanded ring-  costs incurred by the two DZKP protocols are comparable,
based protocol of LEDH+24’s is quadratic in g. as they are both logarithmic in the triple size.

Comparison with MAESTRO. As MAESTRO aims to build
an end-to-end AES application, we only test the two protocols
for verifying distributed triples obtained in the offline OHV
generation process.!! We compare with an optimized DZKP

6.4. E2E Performance

We build two applications atop MARLUT: 8-bit floating-
point multiplication with a two-input table over Zos, and
11. We omit the result of verifying random bits over Zy in our protocol, 16-bit Sigmoid aCthEltl.On .funCtlon Wlth a smgle-mppt table
which is not involved in the offline phase of MAESTRO as they target Fo. over Zsyis. Both applications require a table of size 216,

13



We use throughput (i.e., number of instances executed per
second) to evaluate the performance of MARLUT.

We present the result in Tab. 4. MARLUT shows high
practical throughput on the two applications, especially in
the offline phase; this is because we utilize high-dimensional
tensors to reduce offline costs. For reference, MAESTRO did
not evaluate applications with table sizes larger than 28, and
the reported offline and online throughput [30] of MAESTRO
in evaluating the S-Box function (with a single-input table
of size 2%) is 50,482 and 11, 381 blocks/s, respectively. This
shows the great potential of MARLUT for modern real-world
ring-based applications.

Ethics considerations

Societal Benefits of Our Research. Our work advances
efficient secure computation by presenting a generalized and
optimized lookup table protocol with malicious security. Our
framework makes strong, accountable privacy protections
more practical for data holders in healthcare, finance, and
other sensitive domains.

Compliance with Legal, Ethical, and Open-Science Stan-
dards. This study involves no human subjects, user studies,
or personal/regulated data, and thus requires no IRB review.
Microbenchmarks use synthetic/random inputs; all evalua-
tions use simple mathematical tables. All experiments were
run on machines we control; WAN conditions were emulated
locally using traffic control, and no unsolicited traffic was
sent to third parties. We complied with institutional policies
and cloud provider terms of service. We will release our
code and experiment scripts under an open-source license
and we will publish configuration parameters and seeds to
support reproducibility.

Disclosure and Security Posture. Our work does not
target deployed systems and does not disclose exploitable
vulnerabilities. Our implementation is built on standard
cryptographic libraries; any issues encountered during devel-
opment were reported upstream when applicable. However,
we stress that any code we release is on an “as-is” basis and
has not been audited for security and defects.

Dual-Use and Misuse Considerations. Our proposed tech-
niques are intended to enhance privacy and integrity in secure
computation, rather than to obscure or enable malicious
behavior. We explicitly avoid releasing any tooling that could
facilitate evasion of accountability.

LLM usage considerations

LLMs were used for editorial purposes in this manuscript,
and all outputs were inspected by the authors to ensure
accuracy and originality.
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Appendix A.
Detailed Description of Our Optimization

In this section, we elaborate on our general optimization
for reducing the size of the final verification triple in
IIyifyrp. For clarity, we partition the vectors into two disjoint
components: ([z9],, [y?],) of size \ - d’, constructed
from input triples, and ([zM],, [y(V],) of size - (£ — k),
from the range check on #. The second part is relatively
small and the first part is dominant. A direct application of
our DZKP protocol would result in ([z(?],, [y(*)],) being
A times larger than the input triples, as we need to repeat the
batching process A times for soundness. However, this factor
of A can be eliminated using techniques similar to [11].

To see this, we shall recall how ([z(?],, [y(?)],) is
obtained. In the first step of IIvgyp, given the n input triples
{([a®], 6], [¢)]k) }iepn) each of length d, the parties
generate \ binary coefficient vectors {'y(j)}jep\ , and use
them to combine the input triples into A batched inner-
product triples {([# ], [ ]k, [wD]k)} ;e each of
length d’ = nd. These batched triples are then lifted to
Fy as {([O], ["0)],, [(0],)} jcjy). The X triples are
then combined with another linear combination using random
coefficients 6[0 : A] in F,,. The key observation is that the
two sets of coefficients are only applied to [[a(i)]]k, while
[[b(’:)]];C is left untouched and simply concatenated, repeated
A times, and lifted to IF,,. Therefore, each pair of [[a(i)]]k and
[b] appears X times in the final instance, with varying
coefficients. We can merge those terms by adding up the
coefficients to obtain

[7], = (37 - [@@], -+, 607V - [aV],),
Hy(O)]]P = (l[b(O)l]ZN cr [[b(n_l)]]P)7
where 6) = 37, 4 [i]-6[j] for all i € [n]. Subsequently,

the size of [x(©],, [y(?], is reduced to d’ = nd. The total
size of the final triple is reduced to d’' + X\ - (¢ — k).

Appendix B.
Formal Description of Iy yr

We give a formal description of Il yr in Prot. 3.

Appendix C.
Proof of Theorem 1

Proof. Let S be the ideal world adversary and A the real
world adversary controlling a single corrupted party.

1) S first receives from Fiyr the shares of [v].
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Prot. 3: Il yr - Securely Computing Lookup Table

All parties hold a secret-shared length-n vector [v] 1n ZQk
and agree on a public lookup table T of size N = 2"*

1) All parties invoke Frandonv (1, k) to get ([r]«, [[e(T)]]k).

2) All parties reconstruct m := Rec([v]r + [7]x)-

3) All parties locally define a shift table 7" s.t. T'[ints(5)] =
Tlintx,(m — §)],V4j € [2%]™. Then they locally compute
[e]x - T, and output it as [T[v]].

2) When invoking Frandonv, S emulates ]-"Randogv and
receives from A the shares of {([r:],[e"]{)}ier-
S then computes the share of [[r]]c according to all [r;]{,
and sets [m]¢ := [v]$ + [r]§.

3) S randomly samples a set of shares [m]}* held by
honest parties and sends them to the adversary. S then
locally reconstructs the value m, builds 7, and com-

Rutes [[T(c 1)[]1,...,]p 1}]]i Zme[Nl/r][[ )[jo]]]%
T(C) [jo,jl, - ,jc_l], for all jl, A a.]c—l c [Nl/c]'
4) In the i-th round for ¢ € {1,...,c¢ — 1}, for all

Jit1s--erje—1 € [NY€], S emulates Fip with input shar-

ings [e")]¢ and ([T~ iy Jigrs - s Je—1]18) e /e

and obtains the shares of [T~ "V[j;;1,...,5.1]].
5) Finally, S outputs [[T(O)]]g to FLurt.

The adversary’s view consists of (1) shares of the input v,
shares of all correlated randomness {(r;,e"))};c(, and
shares of all values T(c_i)[ jiy .. .yjc— 1], as well as (2) the
revealed value m. Due to the secrecy of the RSS scheme,
view (1) is the same in the simulation and the real execution.
Moreover, the revealed value m is uniformly distributed
in both executions. Hence, view (2) is also identically
distributed in the real and ideal worlds. O

Appendix D.
Detailed Description of ITyt1p

We give the detailed description of Iy in Prot. 4,
and give a proof of Theorem 2 below.

Proof. Let S be the ideal world adversary and A the real
world adversary controlling a single corrupted party. S first
receives the prover’s identity j from Fy.syp. We consider
the following two cases.

Case 1: the prover P; is corrupted. In this case, S also
receives the shares of the corrupted parties and the whole
sharings {([a"]x, [b©]k, [¢"]x)}icfn of the corrupted
prover from Fyiyp. S proceeds as follows.

1) S emulates the role of F, by sampling and hand-
ing random binary coefficients v(?,... v(*=1 to A.
Then S follows the protocol and computes the sharings
([T, [ D]k, [w ) for all j € [N].

2) S receives from A the honest parties’ shares of £(*) for
each j € [)]. S locally computes [2()], held by the
honest parties for each j € [)\].
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3) S plays the role of F, by sampling and handing a
length-2\ random vector 8 to A.

4) As S is given the corrupted party’ shares and all shares
in {([a®]k, [6D]k, [¢V]) }iern and {ED}icpy, it de-
duces the shares of ([x],, [y],. [2],) held by the honest
parties with the randomnesses 6; as described in the
protocol.

5) S repeats the following procedure. It receives the shares
of the coefficients of H the honest parties should have
from A. Then it simulates F.u, by sending a random
r in F,, to A, and updates the honest parties’ shares of
([=]p, [ylp: [#]p) according to the protocol. S then goes
to the next iteration until the dimension of the vectors

becomes 1.
6)

In the final check step, S receives the honest parties’
shares of /.y, 2" from A. Then it simulates F.o, by

handing a random 7 in F,, to A.

7) S computes the shares of the final multiplication triple
([="1p, [¥'1p, [7']p) held by the honest parties, and then
reconstruct the triple (z’,y’, 2) from the computed shares.
Then S simulates the reconstruction procedure by handing
the honest parties’ shares of the multiplication triple to

A.

If Fyyip doesn’t send reject to S, then S sends accept to
Fusyte if ([2']p, [¥]p, [2']p) is a correct multiplication
triple, and sends reject otherwise. Otherwise, if S receives
reject from Fysyip and the final multiplication triple is
incorrect, i.e., ' -y’ #, 2/, then S outputs whatever A
outputs. Otherwise, if it receives reject from Fysyp but
the final multiplication triple is correct, then S outputs
fail and halts.

8)

Observe that S knows exactly the honest parties’ shares in
this case, and thus the above simulation is nearly perfect. The
only difference between the simulation and the real execution
is the event that S outputs fail, where Fy.s,1p outputs reject to
the honest parties but the honest parties in the real execution
output accept. Note that this situation arises only when
there exists several incorrect triples ¢; #, a® - b for
some z’ € [n] but the final multiplication triple is correct,
ie., o' -y =, 2. Several steps may contribute to such a
simulation failure, namely Step 1, Step 2.2 and Step 3. For
each of these steps, we show that the failure probability is
negligible in )\, provided that |F,| = 2°N) and A = Q(nd).
By applying the union bound, the overall failure probability
is therefore also negligible.

We first consider Step 1, where all input triples are
batched. As previously discussed, the probability that a
malicious prover cancels the additive error is at most 27,
which is negligible. For Step 2.2, as explained in Step 2.3,
if all bit decompositions {f(j)}je[,\] are generated correctly,
then the malicious prover cannot transform an invalid triple
into a valid one after lifting to IF,. Hence, the only way for
a malicious prover to cause S to output fail in this step is by
constructing an invalid bit decomposition that nonetheless
passes the binary check on the shared bits. Since this binary
check is deferred to Step 3, we analyze both steps jointly.



Prot. 4: Ily.gp - Verifying Secret-Shared Inner-Product Triples

{([a®Tk, [89Tk, [¢]0) )15
Step 1: Batching All Inner-Product Triples.

[[b(”_l)]]k), and [[w(j)]]k = E?:_ol 'Y(j)[i] “[e ])ﬂk-

Step 2: Lifting Inner-Product Triples to IF),.

as elements of T, for all j € [)].
2) The prover computes a2 =p

they abort.
Step 3: Proving Inner-Product Triples over [F,.
o Step 3.1: Merging Into One Inner-Product Triple.

o Step 3.2: Recursively Verifying the Inner-Product Triple.

(Iyolp, --

: 7[[yD/qj—1 P

4) All parties locally compute [z], —
5) All parties invoke Feoin(Fp) to randomly sample r € F,.

o Step 3.3: Checking the Final Multiplication Triple.

verifiers.
2) All parties invoke Feoin(Fp) to randomly sample r € .

All parties share n inner-product triples {([a "]k, [6 ]k, [¢V])
All parties agree on parameters A and gq.

1) All parties invoke Foin to obtain A random binary coefficient vectors 7(0)7 cee
2) For all j € [A], all parties locally set [[,u(j)]!;_C = (YD00] - [@ DTk, -+, ¥ P[0 = 1] - [a™ Vi),

1) All parties locally define [u’], :=, [ ]k, [v'D], :=p [V ]k and [w'P], :=, [w'P]x by directly viewing all the shares

w9 ') and 9 =, (R — @) . (2%)71 42 for all j € [A].

3) The prover distributes replicated shares [{)], and its bit-decomposition [£7)], := ([t{ )]]p e [[téjj w_1lp) forall j € [A].

4) The two verifiers check that the length of each [[f(j >]]p is £ — k. Then they call Fcheckzero ON [[f(j >]]p - Zie[ef K] [[tgj)]]p .28 to
check if it equals zero over F,. If all the checks are passed, the verifiers compute [h)], as [w'®’], + [£9)], - 2*; otherwise

1) All parties invoke Fcoin to sample a random coefficient vector 8 € IF?,A.
2) All parties set [@], := (0[0] - [/ @5, -+, 0A = 1] - [PV, 0\ - (0@ 0 £9),--- 82\ — 1] - (A~ 0 £X71)),
— 2 A— A= . ;
Iyly = ([[V,(o)]]w . 7[[,/0 1)]p7 1— [[t<°)]]p, S [[t(k 1>]]p), and [2], := Zj:(} o] - [[hm]]p,

Let D := X\ (nd + ¢ — k). Without loss of generality, we assume D is divisible by g.

1) All parties locally divide [z], and [y], each into D/q sub-vectors of size g, i.e., [€], = ([xo]p, -

2) All parties locally compute [f], and [g]p s-t. [f[¢]]p = [Poly(:)], and [g[i]], = [Poly(y:)], for all < € [D/q].
3) The prover computes H := f - g of degree 2q — 2, and share the coefficients of H to the verifiers.
?;(1) [H(j)]p and invoke Fepeckzero ON it to check if it is zero in Fp.

6) All parties locally compute and set [x], := [f(7)]p, [u]p := [g9(")]p, [2]p := [~(7)]p, and D := D/q.

All parties hold an inner-product triple ([z]p, [y]p, [2]p) of size 1.

1) The prover generate a random multiplication triple a,b, ¢ € IF,, where ¢ =, a - b, and distribute shares [a],, [0]p, [c], to the

3) All parties locally set [z'], := [z]p + 7 [alp, [¥']p := [y]p + 7 - [0]p and [2']p := [2]p + 7 - [c]p-
4) All parties recover =, 3y, 2" and check if =’ -y’ =, 2. If not, all parties abort, otherwise output accept.

n—1

i—, each of size d. The prover in addition learns all shares of

YA e {0, 13"
[[V(j)]]k — ([[b(O)]]h,,, ,

“[zp/g-1lp) [Wlp =

Finally, for Step 3, the analysis follows from the standard
DZKP protocol in [9], [10]. According to the results therein,
as the final triple has dimension A - (n -d + ¢ — k), the
probability that the malicious prover passes the protocol
undetected is at most O(q - log (A - (n-d+ £ —k))/|Fpl),
which is again negligible.

Combining these three parts, we conclude that the overall
probability of simulation failure remains negligible.

Case 2: the prover P; is honest. In this case, S receives

the corrupted parties” shares {([aV]x, [6D]k, [¢D]k) }iepn-

It works as follows.

1) S emulates the role of F.u, by sampling and handing
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random binary coefficients v(©), ..., v*~1 to A. Then
S follows the protocol and computes the shares of
(I9DTe, P9k, [w)])) for all j € [A] hold by the
corrupted party.

2) S receives the shares of £) for each j € [\] held by the
corrupted party.

3) S plays the role of Feuin by handing a random length-2)\
vector over F,, to A.

4) S repeats the following procedure. S receives the shares
of the coefficients of [H], of the corrupted party. Next
it simulates F.y, by sending a random r to 4. Fi-
nally, S follows the protocol and computes the shares



([=]p, [ylp: [2]p) the corrupted party should hold. S goes
to the next iteration until the length of the vectors becomes
1.

S receives the corrupted party’s shares of z’,3’ and
Z'. 8 simulates F.oin, handing a random r to A. Now
S follows the protocol and computes the shares of
(I'1p- [¥'1p, [#']p) that the corrupted party should hold.
Then S picks a random triple (a,b,c) over F, s.t.
a-b =, c. Since there is exactly one corrupted party,
the shares of honest parties are fully determined by
the secret value and the share of the corrupted party.
Thus, S could calculate the honest parties’ shares of
([alp, [6]p, [c]p)- Finally, it simulates the reconstruction
procedure by sending the honest parties’ shares to the
corrupted party. Also, it receives the corrupted party’
shares of ([2']p, [¥/]p, [¢']p) from A. S follows the rest
of the protocol to check the triple ([2'],, [¥']p. [#']p)-
If the received shares are inconsistent, it sends reject
to Fviyip; otherwise it sends accept to Fyyp. Then S
outputs whatever A outputs.

5)

Observe that the adversary’s view consists of (1) shares
of {£9)} for j € [\], shares of the coefficients of H, shares
of a,b,c from the prover, (2) the revealed triple (2’3, ).
Due to the secrecy of the RSS scheme, view (1) is the same
in the simulation and the real execution. As the prover is
honest, the final triple in view (2) is always a random triple
under the condition that a -b =, ¢, and thus view (2) is also
the same in both executions. [

Appendix E.
Deduction of Inequality in Sec. 5

Given that d’ < 2°7%% and ¢ > 2k (or equivalently,
{> 2k + 1), we have
d'(2F —2)+ [d/2"] +2
<2[7k _ 2272]6“1’1 4 2[73]6 4 2
:2[716 4 2273]6(1 4 217[“1’3]6 _ 2k‘+1)
S2[7k 4 2273]6(1 4 2k _ 2k+1)
<2tk

Appendix F.
Extending the Transformation of Inner Product
Triples

In this section, we present the construction of distributed
inner-product triples for Fy;fp from inner-product compu-
tations performed with Fip. This is a direct extension of the
scalar multiplication case.

Recall that, when computing [z]x = [z]x - [y]k. if
each party P; honestly computes the additive share z;, the
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following equality holds from Eq. (2)
zi= D (@il ylil) = pit+ pica
j€(n]

=c (@[l - ylili-1 + 2[li-1 - ylile)-

J€ln]

15)

To verify the correct execution of Fip, it suffices for
each party P; to show that Eq. (15) indeed holds. Let w
be the LHS of Eq. (15), shared between the verifiers by
Wi =g 2 — 3 (®li]i - ylili) — pi and wi—y =g pioa.
Eq. (15) can thus be expressed as

w=p Y (@lli -yl +2[li-1 - ylil)-
JEIn]

(16)

Let

[k := ([2[0)ilk, [&[0i—1]k, - - -, [®[n — Uil [&[n — 1i-1]e),
[yl == ([y[0i—1]k: [y[0)i] k- - - [y[n — izalw, [y[n — 1iJe)-
The verification of Eq. (15) is reduced to the veri-

fication of a length-2n distributed inner-product triple
([='Tx, [y']x, [w]k), which is the input to Fyisyip.
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