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Abstract—Private BitTorrent trackers enforce upload-to-
download ratios to prevent free-riding, but suffer from three
critical weaknesses: reputation cannot move between track-
ers, centralized servers create single points of failure, and
upload statistics are self-reported and unverifiable. When a
tracker shuts down (whether by operator choice, technical
failure, or legal action) users lose their contribution history
and cannot prove their standing to new communities. We ad-
dress these problems by storing reputation in smart contracts
and replacing self-reports with cryptographic attestations.
Receiving peers sign receipts for transferred pieces, which
the tracker aggregates and verifies before updating on-chain
reputation. Trackers run in Trusted Execution Environments
(TEEs) to guarantee correct aggregation and prevent ma-
nipulation of state. If a tracker is unavailable, peers use an
authenticated Distributed Hash Table (DHT) for discovery:
the on-chain reputation acts as a Public Key Infrastructure
(PKI), so peers can verify each other and maintain access
control without the tracker. This design persists reputation
across tracker failures and makes it portable to new instances
through single-hop migration in factory-deployed contracts.
We formalize the security requirements, prove correctness
under standard cryptographic assumptions, and evaluate a
prototype on Intel TDX. Measurements show that transfer
receipts adds less than 6% overhead with typical piece sizes,
and signature aggregation speeds up verification by 2.5×.

Index Terms—p2p, file transfer, censorship resistance,
reputation-based system, distributed file exchange.

1. Introduction

BitTorrent has become one of the most widely deployed
peer-to-peer (p2p) protocols, responsible for a significant
fraction of global internet traffic. While public BitTorrent
trackers allow unrestricted participation, they suffer from
endemic free-riding: users who download content with-
out contributing equivalent uploads [1]. Private1 track-
ers emerged as a community-driven solution, restrict-
ing access to users who maintain favorable upload-to-
download ratios. These systems store reputation in central-
ized databases, creating vibrant but fragile communities
vulnerable to single points of failure. This design hampers
quick recovery from failures, as illustrated by a notable
incident. In 2007, European police agencies shut down the
prominent OiNK tracker, which was called “the world’s
greatest record store” [36], with its founder even named

1. Following BitTorrent’s standard terminology, “private” does not
refer to privacy notions such as anonymity or unlinkability, but rather to
permissioned resources (as opposed to publicly accessible ones).

one of online music’s most influential people [14]. While
alternative trackers were rapidly created, admissions were
often invitation-only and ex-OiNK members could not
migrate their hard-earned ratios [18].

The private tracker model exhibits three critical struc-
tural weaknesses. First, upload-to-download ratios are not
portable across trackers. Communities operate as isolated
silos, preventing users from leveraging their contribution
history when joining new trackers or recovering from shut-
downs. Second, centralization creates fragility: trackers
serve as single points of failure for both reputation stor-
age and peer discovery. While distributed solutions like
DHTs [28] can handle peer discovery, they lack authenti-
cation and are thus disabled for private tracker torrents [4].
Third, transfer statistics are self-reported and unverifiable.
Users can inflate ratios through false reports [6], with only
ex post moderation available to detect fraud.

1.1. Our work

We redesign the private tracker architecture to eliminate
these three weaknesses through blockchain-based reputa-
tion and cryptographic attestation.

First, we persist reputation and make it portable through
smart contracts that record user contributions on-chain.
Users can migrate reputation to new trackers, join fed-
erated communities, or bootstrap new tracker instances.
When a tracker shuts down, no reputation is lost: the
blockchain preserves all historical contributions, enabling
seamless migration to successor communities.

Second, we eliminate both forms of centralization. For
reputation storage, smart contracts replace centralized
databases, thus no single entity controls or can destroy
reputation data. The tracker posts cryptographically au-
thenticated state transitions to the blockchain for account-
ability. Should a tracker fail or become compromised, the
contract enables rollback to the last consistent state. For
peer discovery, on-chain reputation serves as an authenti-
cated allow-list, letting peers to fall back on DHT-based
discovery when trackers are down. This decentralized
fallback maintains access control and eliminates the single
point of failure risk posed by the tracker in peer discovery.

Third, we introduce an attestation protocol where peers
cryptographically sign evidence of data transfers. The
tracker aggregates attestations, creating an auditable chain
of custody for reported statistics. Senders cannot inflate
contributions without obtaining receivers’ signatures, and
disputes can be resolved by examining cryptographic re-
ceipts rather than relying on ex post moderation.



The result is a persistent tracker: a censorship-resistant
protocol for private content distribution that aligns with
Web3 principles of decentralization, verifiability, and
user sovereignty. We formalize the security require-
ments, present a construction with per-piece attestation,
and demonstrate how blockchain-based persistent storage
combined with cryptographic mechanisms achieves robust
guarantees even against powerful adversaries.

Our contributions are as follows:

(1) A formal Persistent BitTorrent Tracker Scheme
(PBTS) with algorithms, security requirements, and
proofs under standard cryptographic assumptions.

(2) A construction adding verifiable per-piece attestation
to BitTorrent, replacing self-reported statistics with
cryptographically checked transfers.

(3) Several optimizations for attestation to reduce signing
cost, bandwidth, and verification overhead.

(4) A portable reputation system using factory-based
smart contracts where new trackers inherit state from
predecessors through single-hop migration.

(5) An authenticated DHT fallback using on-chain repu-
tation as PKI, maintaining access control when track-
ers are unavailable.

(6) An implementation and evaluation on Intel TDX
hardware, demonstrating that PBTS achieves strong
security guarantees with less than 6% throughput
overhead for typical workloads and scalable verifi-
cation via signature aggregation.

The remainder of this paper is structured as follows.
Section 2 surveys related work on file-sharing incentives,
on-chain reputation systems, persistent distributed systems
and usages of Trusted Execution Environments (TEEs).
Section 3 provides background on the BitTorrent protocol
and establishes the needed notation and cryptographic
primitives. Section 4 formally defines the Persistent Bit-
Torrent Tracker Scheme, presents our construction with
per-piece attestation, factory-based smart contracts for
portable reputation, and authenticated DHT fallback for
tracker-less operation. Section 5 analyzes the security
properties of the construction. Section 6 describes imple-
mentation details. Section 7 evaluates the prototype.

2. Related work

Fairness in File-sharing. Ensuring fairness is a long-
standing challenge in open p2p systems, e.g., prevent-
ing “free-riding” by users [1], that is, users who only
download content without uploading at least an equivalent
amount to others. Some have proposed mitigating this is-
sue by requiring micro-payments for downloads, possibly
by protocol-specific currencies [19]. BitTorrent attempts
to address this via an optional “choking” protocol where
a user may temporarily refuse to upload to peers who do
not reciprocate [13]. The analysis of Wu and Zhang [37]
shows that such tit-for-tat protocols quickly converge to
an efficient equilibrium: bandwidth is optimally allocated.

Private Trackers. Private trackers emerged as a
community-driven solution to free-riding, introducing

admission-control and a reputation layer based on upload-
to-download ratios to enforce sharing norms [23]. Thus,
communities typically only admit new users with a good
upload-to-download ratio in other communities, and kick
out existing users who do not maintain a good ratio.
The study of Hales et al. [21] identifies potential “credit
squeezes” where a lack of upload opportunities can stifle
participation in private trackers. While some propose to
improve fairness by applying economic inequality mea-
sures (e.g., the Gini coefficient) to file-sharing commu-
nities [32], recent work finds that such measures are
inaccurate in pseudonymous settings [38].

Sybil Attacks in BitTorrent. A notable issue that may
arise in BitTorrent communities is that actors can fake
their upload-to-download ratio, whether by falsely report-
ing uploads [6], or by creating multiple identities who
upload and download from each other. The latter manipu-
lation is part of a broader class of so-called Sybil attacks
that involve the creation of “fake” identities [15]. While
BitTorrent’s tit-for-tat is resistant to some manipulations
[12], it is vulnerable to Sybil attacks [25]. Cheng, Deng,
and Li [10] show that the gain that can be obtained by such
attacks equals at most three times the amount of data that
could be downloaded honestly, with a tight bound of two
obtained later by Cheng et al. [11]. Prior work analyzes
the economic impact of file-sharing services on a market
[29], and how such services should be priced [26], with
later work showing that when incentives are not correctly
aligned, Sybil attacks may drain victim resources [20].

Rethinking BitTorrent’s Incentives. Market-based solu-
tions for BitTorrent’s vulnerability to Sybil attacks and
other manipulations have been explored by prior work.
For example, Levin et al. [25] provide an elegant analogy:
from the perspective of a user, the peers competing for
its upload bandwidth are participating in an auction. The
authors find that allocating upload bandwidth proportion-
ally to the incoming bandwidth received from each peer
is nearly an equilibrium. That is, deviating from this
strategy is nearly unprofitable, given that all other peers
are following the rules. A different design is offered by
Zohar and Rosenschein [40], where, by default, peers
cannot request specific data blocks, but rather a range
from which data blocks are chosen at random. A user
can make specific requests to a peer only in exchange for
fully providing blocks asked for by that peer.

Reputation Management. A notable line of work pro-
posed systems to persist and manage reputation. One
prominent design for such systems is based on the non-
transferable “soulbound tokens” of Ohlhaver, Weyl, and
Buterin [30], which can be used to represent identity,
and, by extension, reputation. The authors emphasize the
importance of having a recovery mechanism in place, to
assist those who for whatever reason lost control of their
tokens (e.g., due to losing the secret key corresponding to
the account holding the tokens). We highlight another cru-
cial recovery notion, for the case where the system itself is
compromised. Alternative reputation management systems
similarly lack recovery functionality of this sort, such as
the UniRep protocol [35]. A general ZKP-based design
offering functionality similar to UniRep’s is provided by



Buterin [7]. A framework called zk-promises is put forth
by Shih et al. [34], which re-purposes methods used
by privacy-preserving cryptocurrency protocols to endow
private reputation systems with moderation capabilities
(e.g., to enable blacklisting accounts).

Persistent Systems. A main goal of ours is to provide
takedown resistance for BitTorrent trackers. Previous work
did not consider this threat model, mostly focusing on
network-level interference. For example, Bocovich et al.
[3] devise an internet-censorship circumvention system
which relies on rapidly setting up numerous temporary
proxies, which, due to their sheer number, are harder to
block. To reduce the costs associated with launching such
proxies, Kon et al. [24] present a service called SpotProxy
which continuously searches for cheap hosting providers,
and, if indeed found, deploys new proxy instances and
migrates clients to them. In comparison to our work,
SpotProxy relies on a central controller to save client
registration details and handle migration.

TEEs. Previous work employed TEEs to design robust
systems in other settings and with different objectives
than ours. A line of work started by Zhang et al. [39]
takes this approach to design authenticated data-feeds
for smart contracts. In the context of identity, Maram
et al. [27] employ such data-feeds to scrape credentials
from websites and transfer them on-chain in a trustworthy
manner, and to prevent Sybils, MPC is used to deduplicate
imported credentials. In another line of work, Druschel
and Rowstron [16] use trusted hardware for persistent stor-
age, achieved by replicating files across multiple nodes.

3. Preliminaries

Notations. We write x ←$ S to denote sampling x uni-
formly at random from set S. A function ν : N → R is
negligible if for every polynomial p(·), there exists N ∈ N
such that for all n > N , |ν(n)| < 1/p(n). We write [n]
to denote the set {1, . . . , n}.
We define reputation as a function Rep : R≥0×R≥0 → R
mapping an account’s total uploaded and downloaded
data to a numerical score. A common instantiation is the
sharing ratio ρ = uploaded

downloaded (with ρ = ∞ when down-
loaded = 0), though trackers may implement alternative
reputation functions (e.g., crediting upload contributions
more heavily, or incorporating time-weighted statistics).

BitTorrent protocol and tracker architecture. BitTor-
rent is a p2p protocol for file distribution. A file is divided
into fixed-size pieces, which peers exchange until the full
content is reconstructed. Clients advertise which pieces
they hold and prioritize peers who reciprocate, enforcing
tit-for-tat incentives [13]. Each torrent is described by a
.torrent file containing metadata, including the file
length, piece hashes, and tracker URLs. Piece hashes
guarantee content integrity, while the tracker maps torrent
identifiers (infohashes) to active peers. When queried,
it returns a random subset of peers for the client to
contact. Once peers discover each other, they exchange
handshakes and begin transferring data. Each peer decides
locally whom to upload to, based on choking heuristics.
Public trackers permit unrestricted access, while private

trackers bind user accounts to credentials and enforce up-
load/download quotas [8]. Account accumulate reputation,
typically a download-to-upload ratio. Clients periodically
report their statistics to the tracker, which stores them in
a centralized database. These reports are unauthenticated
and rely on client honesty. Moderators may intervene to
detect fraud, but audits are manual and retrospective.

Cryptographic primitives. Our construction relies on
three building blocks: aggregatable signatures for efficient
batching of peer attestations, smart contracts for persistent
on-chain reputation storage, and trusted execution environ-
ments for authenticated tracker operation. We formalize
each primitive below.
Definition 3.1 (Aggregatable signature scheme). An ag-
gregatable signature scheme Σ consists of five algorithms:

• KeyGen(1λ)→ (sk, pk): Takes a security parameter
λ and outputs a key pair consisting of a secret signing
key sk and a public verification key pk.

• Sign(sk,m) → σ: Takes a secret key sk and a
message m ∈ {0, 1}∗, and outputs a signature σ.

• Verify(pk,m, σ) → {0, 1}: Takes a public key pk, a
message m, and a signature σ, and outputs 1 if the
signature is valid, or 0 otherwise.

• Agg({(pki,mi, σi)}i∈[n]) → σagg: Takes a set of
public keys, messages, and signatures, and outputs
an aggregate signature σagg.

• AggVer({(pki,mi)}i∈[n], σagg) → {0, 1}: Takes a
set of public key-message pairs and an aggregate
signature, and outputs 1 if the aggregate signature
is valid for all pairs, or 0 otherwise.

The signature scheme is required to satisfy correctness:
for all (sk, pk)← KeyGen(1λ) and all messages m, then
Verify(pk,m,Sign(sk,m)) = 1. For aggregate signatures,
if each signature σi = Sign(ski,mi) is valid, then:
AggVer({(pki,mi)}i∈[n],Agg({(pki,mi, σi)}i∈[n])) = 1.

We also require existential unforgeability under cho-
sen message attacks (EUF-CMA): no probabilistic
polynomial-time adversary, given pk and access to a
signing oracle Sign(sk, ·), can produce a valid signature
σ∗ on a message m∗ that was not queried to the oracle,
except with negligible probability. For aggregatable sig-
natures, we additionally require aggregate unforgeability:
an adversary with access to multiple signing oracles and
the ability to observe aggregate signatures cannot forge
a valid aggregate signature for a set of messages that
includes at least one message not queried to any oracle.

Standard instantiations include BLS signatures over
pairing-friendly elliptic curves (e.g., BLS12-381),
which support efficient signature aggregation. For non-
aggregatable operations, ECDSA (e.g., secp256k1) and
EdDSA variants (e.g., Ed25519) can also be used.

Smart contracts serve as the persistent storage layer
for reputation data, replacing centralized databases with
blockchain-based state that survives tracker failures. We
model smart contracts as programs with authenticated
write access and public read access.



Definition 3.2 (Smart contract). A smart contract is a
blockchain-deployed deterministic program that maintains
persistent state and is invoked by transactions. Our con-
struction requires the following contract operations:

• SC.Init(params) → addr: Deploys a new contract
with initialization parameters params and returns its
on-chain address addr.

• SC.Read(addr, key) → value: Reads the value as-
sociated with key key from the contract at address
addr. This operation is publicly accessible and does
not modify the contract’s state.

• SC.Write(addr, key, value, auth) → {success,⊥}:
Writes value to the contract at address addr under
key key, authenticated by auth. The contract enforces
access control: only authorized entities (e.g., the
tracker’s TEE) can modify state. Returns success if
the write succeeds, or ⊥ if authorization fails.

Smart contracts guarantee integrity: state transitions are
validated by consensus among blockchain nodes, ensuring
that unauthorized modifications are rejected. They also
provide persistence: once written, data remains immutable
and accessible as long as the blockchain operates. In our
construction, we use a factory pattern where a single
factory contract deploys multiple reputation contracts,
each maintaining user statistics for a tracker instance.

Trackers must aggregate receipts correctly and update on-
chain state authentically, but operators cannot be trusted.
TEEs ensure that tracker code executes as specified and
provide confidentiality guarantees for peer data (IP ad-
dresses, activity patterns) from tracker operators.
Definition 3.3 (Trusted execution environment). A Trusted
Execution Environment (TEE) is a secure area within a
processor that provides isolated execution for sensitive
code and data. TEEs guarantee confidentiality (data is
inaccessible to the host OS), integrity (code cannot be
tampered with), and attestation (cryptographic proofs that
specific code runs in a genuine TEE).

Modern VM-level TEE solutions such as Intel TDX [9]
and AMD SEV [2] let unmodified applications run in
isolated virtual machines. The attestation mechanism lets
third parties cryptographically verify any system compo-
nent through measurement registers that capture build-
time and runtime measurements of the executed code.

While TEEs provide strong confidentiality and integrity
guarantees, they do not guarantee liveness or availability.
The host system retains control over resource scheduling,
TEE initialization, and system call execution.

Throughout the work, a dark background denotes code
executed in a TEE. Code running in a TEE implicitly
outputs a certificate of correct execution (attestation).

Threat model. TEEs (Intel TDX/AMD SEV) are trusted
for isolation and attestation and the blockchain is trusted
for smart contract execution. Tracker operators are un-
trusted: TEE protections prevent them from tampering
with execution or reading sensitive data, but they can
jeopardize liveness by terminating instances or deny-
ing resources. Peers and DHT nodes are also untrusted.
The private tracker employs a Sybil-resistant registration

mechanism, such as interviews or accountable sponsorship
where sponsors are held responsible for invitees’ behavior
(common in private trackers like RED [33]), to limit initial
account creation. While peers cannot forge receipts cryp-
tographically, colluding peers could exchange real data
to generate legitimate receipts. However, this has no net
benefit: downloaders always record a reputation loss, and
accountable sponsorship makes creating accounts costly
since sponsors risk penalties for invitees’ misconduct.

4. Persistent BitTorrent tracker system

We now introduce our Persistent BitTorrent Tracker Sys-
tem (PBTS), which combines authenticated tracker exe-
cution, smart contracts for persistent reputation storage,
and p2p cryptographic attestation. Reputation is portable
due to on-chain storage, the architecture is censorship-
resistant through authenticated state updates and contract-
based recovery, and transfer statistics are verifiable due to
cryptographic receipts that replace self-reporting.

4.1. Formal specification

PBTS extends the traditional tracker interface with mul-
tiple algorithms. Setup and KeyGen initialize the system
and generate user keys. Register creates accounts authen-
ticated by signatures. Announce provides peer discov-
ery with reputation-based access control. Report submits
verified transfer statistics backed by aggregated crypto-
graphic receipts. Attest and Verify implement p2p attes-
tation, where receivers sign acknowledgments of transfers.
Migrate enables reputation portability by creating new
tracker instances that inherit state from predecessors.
Definition 4.1 (Persistent BitTorrent tracker scheme). A
Persistent BitTorrent Tracker Scheme (PBTS) is a tuple of
eight algorithms defined as follows:

• Setup(1λ,MinRep, InitCredit) → pp: Takes security
parameter λ, minimum reputation threshold MinRep,
and initial upload credit InitCredit for new users,
and outputs public parameters pp including tracker
instance ID iid. The public parameters pp are implicit
input to the remaining algorithms.

• KeyGen()→ (sk, pk): Generates user key pair.

• Register(uid, pk, σ, params)→ {0, 1}: Registers user
with user ID uid, public key pk, and signature σ over
registration message including instance ID and user
ID, with optional parameters params. Returns 1 if
registration succeeds, 0 otherwise.

• Announce(uid, pk, σ, tid, event) → P: Announces
torrent tid with user ID uid, public key pk,
signature σ for authentication, and event type
event ∈ {started, stopped, completed, none},
returning peer list P .

• Report(uid, pk, {pkj}j∈J , T , {tj}j∈J , σagg,∆up,
∆down) → {0, 1}: Reports transfer statistics with
user ID uid, user’s public key pk, set of peer pub-
lic keys {pkj}j∈J who provided receipts, torrent
metadata T , timestamps {tj}j∈J for each receipt,
aggregated signature σagg for all receipts, upload
delta ∆up, and download delta ∆down. The tracker



reconstructs receipts with timestamps and verifies ag-
gregate signature. Returns 1 if accepted, 0 otherwise.

• Attest(skreceiver, pksender, pi, T , tepoch) → σreceipt:
Generates cryptographic receipt for piece trans-
fer, where receiving peer signs acknowledgment for
sending peer. Takes receiver’s secret key, sender’s
public key, piece pi, torrent metadata T =
(hT , [h1, . . . , hn]) containing infohash and piece
hashes, and epoch timestamp tepoch. Returns receipt
signature binding infohash, sender’s public key, piece
hash, piece index, and epoch.

• Verify(pkreceiver, pksender, pi, T , tepoch, σreceipt) →
{0, 1}: Verifies cryptographic receipt by checking
receiver’s signature and piece integrity against T .
Returns 1 if valid and 0 otherwise. Valid receipts
prove transfers from sender to receiver. Peers use
this algorithm with piece data pi to verify receipts
locally, while the tracker only needs the piece hash
hi and index i from T for signature verification.

• Migrate(addrold, π) → addrnew: Migrates reputation
from old contract address addrold using migration
proof π, returning new contract address addrnew.

4.2. Construction

We now instantiate the PBTS scheme using BLS signa-
tures for receipt aggregation, smart contracts for reputation
storage, and TEE-based tracker execution. Figure 1 shows
the system architecture.
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Figure 1. Architecture of the censorship-resistant tracker system. Peers
(A, B, C) form a distributed swarm and exchange file pieces directly
using the standard BitTorrent protocol. During file transfer, sending and
receiving peers exchange cryptographic receipts. Each peer interacts with
a tracker instance that ensures correct protocol execution and protects
sensitive data. Peers register by proving public key ownership, announce
torrents to retrieve peer lists with reputation-based access control, and
report upload/download statistics with aggregated receipts. All tracker
operations (register, announce, and report) execute securely with au-
thenticated state updates. The tracker periodically writes reputation data
to a smart contract on the blockchain, providing persistent and verifiable
reputation storage. Cryptographic attestation ensures that only legitimate
tracker instances can modify on-chain reputation.

Initialization. Trackers are initialized by running Setup
to generate unique instance identifiers and system pa-
rameters, while users generate key pairs via KeyGen for
authentication and signing, as formalized in Fig. 2.

User registration. Users register by proving ownership
of their public key through a signature over a registration
message containing the atom register, their user ID, and
the tracker instance ID. The tracker verifies the signature
and checks that the user ID is not already registered

Setup (in TEE)

Setup(1λ,MinRep, InitCredit):
1: iid←$ {0, 1}λ
2: pp← (λ, iid,MinRep, InitCredit)
3: return pp

Setup and key generation

KeyGen():
1: (sk, pk)← Σ.KeyGen(1λ)
2: return (sk, pk)

Figure 2. PBTS initialization. Setup generates tracker instance ID and
system parameters (MinRep, InitCredit). KeyGen generates key pairs
for an aggregatable signature scheme.

by reading from the smart contract. If the user ID al-
ready exists, registration is rejected to prevent duplicate
accounts. Otherwise, the tracker writes the user’s ID,
public key, and initial reputation counters to the contract.
New users receive an initial upload credit InitCredit to
bootstrap participation, with zero downloads. Registration
succeeds only if the contract write operation succeeds.
Subsequent operations authenticate users via signatures
over operation-specific messages using the registered pub-
lic key. Cryptographic attestation ensures that only legit-
imate tracker instances can modify reputation data. The
registration algorithm is specified in Fig. 3.

User registration (in TEE)

Register(uid, pk, σ, params):
1: m← (register ∥ iid ∥ uid)
2: if Σ.Verify(pk,m, σ) = 0 then return 0
3: existing← SC.Read(addr, uid)
4: if existing ̸= ⊥ then return 0
5: result← SC.Write(addr, pk, (uid, InitCredit, 0), authTEE)
6: if result = ⊥ then return 0
7: return 1

Figure 3. User registration with signature verification and on-chain state
initialization. The tracker verifies ownership of the public key and writes
user credentials to the smart contract with initial reputation counters.

Torrent announcement and peer discovery. When a
peer wishes to participate in a torrent, it announces to the
tracker using the Announce algorithm (Fig. 4). The tracker
maintains internal state Stid for each torrent, storing the
set of active peers. The tracker first verifies the peer’s
signature, then reads the peer’s upload and download
statistics from the smart contract using their user ID and
computes their reputation score. If the peer is starting a
new download and their reputation falls below the min-
imum threshold, access is denied. Otherwise, the tracker
updates its internal swarm state: removing the peer if they
are stopping, or adding their IP address and port if they are
joining or continuing. The tracker then samples a random
subset of active peers uniformly at random from the swarm
and returns this list to the announcing peer.

P2P attestation. Traditional trackers accept self-reported
statistics. We replace this with cryptographic receipts
where downloaders sign acknowledgments for received



Torrent announcement (in TEE)

Announce(uid, pk, σ, tid, event):
1: m← (announce ∥ uid ∥ tid ∥ event)
2: if Σ.Verify(pk,m, σ) = 0 then return ∅
3: (up, down)← SC.Read(addr, uid)
4: r ← Rep(up, down)
5: if event = started ∧ r < MinRep then return ∅
6: if event = stopped then Stid ← Stid \ {(pk, ·, ·)}
7: else ip, port← extract from request;
Stid ← Stid ∪ {(pk, ip, port)}

8: P ←$ Stid \ {(pk, ·, ·)}
9: return P

Figure 4. Torrent announcement with reputation-based access control.
The tracker verifies the signature, computes reputation via Rep from on-
chain statistics, enforces MinRep for new downloads, updates internal
swarm state Stid, and returns a random sample of peers.

pieces. Torrent metadata T = (hT , [h1, h2, . . . , hn]) con-
tains the infohash hT and piece hashes [h1, . . . , hn]. When
peer A uploads piece pi to B, peer B verifies piece
integrity (Hash(pi) = hi) then generates a cryptographic
receipt via Attest (Fig. 5), signing a message that binds the
infohash hT , sender’s public key pkA, piece hash hi, piece
index i, and epoch timestamp. Peer B returns this signed
receipt to A. Uploaders collect receipts from downloaders
as proof of contributions. Later, uploaders report accumu-
lated receipts to the tracker via Report. The tracker verifies
the aggregate signature from all downloaders, then credits
the uploader’s upload counter by the total piece size and
each downloader’s download counter. The contract serves
as PKI: peers retrieve each other’s public keys from on-
chain registration records to verify receipt signatures.

Piece transfer attestation
Attest(skreceiver, pksender, pi, T , tEPOCH):
1: Parse T = (hT , [h1, . . . , hn])
2: if i /∈ [1, n] then return ⊥
3: if Hash(pi) ̸= hi then return ⊥
4: m← (hT ∥ pksender ∥ hi ∥ i ∥ tepoch)
5: σreceipt ← Σ.Sign(skreceiver,m)
6: return σreceipt

Verify(pkreceiver, pksender, pi, T , tEPOCH, σreceipt):
1: Parse T = (hT , [h1, . . . , hn])
2: if i /∈ [1, n] then return 0
3: if Hash(pi) ̸= hi then return 0
4: m← (hT ∥ pksender ∥ hi ∥ i ∥ tepoch)
5: return Σ.Verify(pkreceiver,m, σreceipt)

Figure 5. Piece transfer attestation with epoch-based double-spend re-
sistance. Attest verifies piece integrity and generates a cryptographic
receipt binding torrent infohash, sender public key, piece hash, piece
index, and epoch. Verify checks signature and piece integrity. Epoch
timestamps prevent receipt reuse.

Statistics reporting. Clients periodically report upload
and download deltas via Report (Fig. 6). The report
message m contains public keys from peers who ac-
knowledged transfers, torrent metadata, and an aggregated
signature combining all receipts. The tracker reconstructs
signed messages and verifies the aggregate signature using
Σ.AggVer, then retrieves current reputation values from
the smart contract, adds the reported deltas, and writes
the updated reputation back with authenticated updates.

Statistics reporting (in TEE)

Report(uid, pk, {pkj}j∈J , T , {tj}j∈J , σa,∆up,∆down):
1: Parse T = (hT , [h1, . . . , hn])
2: tnow ← current epoch
3: for each j ∈ J :
4: tepoch,j ← ⌊tj/W ⌋
5: if tepoch,j /∈ [tnow −∆, tnow] then return 0
6: ridj ← (hT , pk, pkj , hj , j, tepoch,j)
7: if ridj ∈ Rrecent then return 0
8: mj ← (hT ∥ pk ∥ hj ∥ j ∥ tepoch,j)
9: if Σ.AggVer({(pkj ,mj)}j∈J , σa) = 0 then return 0
10: (up, down)← SC.Read(addr, uid)
11: up′ ← up+∆up; down′ ← down+∆down

12: SC.Write(addr, uid, (up′, down′), authTEE)
13: for each j ∈ J :
14: Rrecent ←Rrecent ∪ {ridj}
15: Retrieve downloader’s user ID uidj for pkj
16: (upj , downj)← SC.Read(addr, uidj)
17: down′j ← downj + piece_size
18: SC.Write(addr, uidj , (upj , down

′
j), authTEE)

19: return 1

Figure 6. Statistics reporting with epoch-based double-spend resistance.
Receipts are checked for expiry and deduplication before batch veri-
fication via AggVer. IDs are stored in Rrecent with periodic garbage
collection.

Reputation migration. When a tracker becomes unavail-
able, reputation migrates to a new instance via Migrate
(Fig. 7). The new tracker generates a fresh instance ID and
provides cryptographic attestation proving authenticity.
After verification, migration creates a new smart contract
referencing the old contract as predecessor, establishing
a verifiable chain of custody. Reputation data remains
immutable in the old contract and becomes accessible
through the new contract’s referrer link. Single-level mi-
gration prevents complex multi-hop inheritance while en-
abling tracker continuity.

Reputation migration (in TEE)

Migrate(addrold, π):
1: Parse π = (iidnew, authTEE)
2: Verify TEE attestation authTEE for new tracker instance
3: if attestation is invalid then return ⊥
4: params← (iidnew, addrold, pktracker, authTEE)
5: addrnew ← SC.Init(params)
6: return addrnew

Figure 7. Tracker migration with TEE attestation verification. Deploys
a new smart contract referencing the old contract as predecessor, estab-
lishing single-hop inheritance that preserves reputation continuity.

Reputation Contract Layer. The RepFactory smart-
contract architecture uses a factory pattern to provide
data persistence, accountability, and confidentiality for
user reputations across tracker instances. First, persistence
ensures reputation persists despite tracker shutdowns or
censorship. Committing all updates on-chain inherits the
blockchain’s durability and immutability. Second, trans-
ferability means that when a tracker migrates, reputation
data remains portable. Each RepFactory-deployed contract
follows a standardized interface, allowing a new contract
to reference its predecessor as a referrer. Single-hop in-
heritance preserves user scores while preventing conflicts
in multi-level merging. Third, accountability ensures only



authenticated tracker instances can issue state transitions.
The factory grants exclusive write privileges to the authen-
ticated identity that deployed the contract. State updates
become cryptographically attributable to verified tracker
execution. Fourth, confidentiality maintains user identities
as pseudonymous through opaque on-chain storage. The
public reputation table only stores user id and public keys,
which reveals no actual information about the underlying
user. This design breaks the link between on-chain data
and real-world identities, preventing deanonymizing users
or tracking them across multiple tracker instances.

On-chain persistence with authenticated updates provides
tamper resistance, accountability, and state continuity un-
der migration. Reputation is auditable yet unlinkable.

Privacy and federation. Users can prove tracker mem-
bership by referencing the contract and providing either a
signature or zero-knowledge membership proof. Reputa-
tion attributes (e.g., pass the reputation threshold) can be
proven without revealing exact values or identity. Fresh
public keys per contract prevent cross-tracker linkability.
Federated tracker instances inherit from existing ones, for
reputation continuity while maintaining pseudonymity.

4.3. Tracker-less peer discovery and file exchange

Private trackers typically disable DHT-based peer discov-
ery because standard DHT protocols lack authentication
and access control. Any peer can freely join a swarm,
undermining reputation-based admission and access con-
trol enforcement. Consequently, private communities mark
torrents as private, forcing all peer discovery to occur
exclusively through a trusted tracker.

We extend Kademlia [28] with authentication to provide a
DHT fallback preserving access control when the tracker
is unavailable. The smart contract serves as PKI: registered
users have on-chain public keys and reputation records.
Peers authenticate DHT announcements using these cre-
dentials, admitting only users with sufficient reputation.

Kademlia is a distributed hash table that maps keys to
values without centralized coordination. Each node has a
160-bit identifier, and data are stored on the nodes whose
identifiers are closest to a given key under XOR distance
d(x, y) = x⊕ y. To join, a peer contacts bootstrap nodes
from list B to learn about other participants and builds
a routing table of known nodes. To announce availability
for torrent hT , peer Pi locates the k nodes closest to hT
(typically k = 20) through iterative lookups and stores
its contact information (pki, ipi, porti) on those nodes.
To discover peers, a client performs the same lookup
and retrieves peer records from the closest nodes. These
operations complete in O(log n) steps for n participants.

Each .torrent file includes bootstrap information
(B, addrrep), where B = {(ipi, porti)}i∈[k] lists DHT
bootstrap nodes and addrrep specifies the reputation con-
tract address. When the tracker becomes unavailable, peer
Pi joins with node identifier nodeIDi = Hash(pki), bind-
ing each DHT identity to a verifiable on-chain user.

When peer Pi announces for torrent hT , it sends message
m = (announce ∥ hT ∥ pki ∥ ipi ∥ porti) with signature

σi = Sign(ski,m) to the k closest nodes. Each node
n verifies the signature and queries the smart contract:
(pk′i, ui, di) ← SC.Read(addrrep, uidi). Node n accepts
the announcement only if pk′i = pki and Rep(ui, di) ≥
MinRep, then adds (pki, ipi, porti) to its peer list for hT .

Each peer Pi maintains a local view S(i)local ⊆ S of
active peers for each torrent. When Pj announces to
Pi, the protocol mirrors the centralized Announce pro-
cedure (Fig. 4), except that Pi uses its local view instead
of a global tracker database. Pi verifies Pj’s signature
σj = Sign(skj , announce ∥ uidj ∥ hT ∥ event), checks
on-chain registration and reputation, updates S(i)local, and re-
turns a random sample P ←$ S(i)local. Local views converge
over time through authenticated DHT announcements,
peer exchange (PEX), and periodic re-announcements.
Peers can cache contact information from tracker re-
sponses during normal operation to build their own boot-
strap node sets Bcached, ensuring rapid DHT network
joining when the tracker becomes unavailable. By Kadem-
lia’s logarithmic routing properties, active peers remain
discoverable in O(log n) hops.

File transfer follows the attestation protocol (see Sec-
tion 4.2). Each piece transfer from Ps to Pr produces
receipt σreceipt = Attest(skr, pks, pi, T , tepoch). During
tracker downtime, peers store receipts locally in R =
{(pkj , pi, T , σj)}. After recovery, peers submit accumu-
lated receipts via Report to update on-chain reputation.

4.4. Optimized attestation

Per-piece BLS attestation ensures strong verifiability
but introduces computational overhead during high-
throughput transfers. We discuss several optimizations that
reduce this signing overhead.

The frequency of cryptographic attestation can be adjusted
based on trust dynamics during a transfer. At session start,
trust between peers is not yet established: the sender has
not demonstrated reliability and the receiver may defect.
Frequent signatures during this phase provide strong ac-
countability and enable early termination if either party
misbehaves. As the session progresses and mutual trust
builds through successful exchanges, signing frequency
can decrease. Near session end, frequent signatures re-
sume: the remaining pieces become highly valuable to the
receiver, and the sender requires proof of delivery to claim
full credit. A practical policy signs every piece during
the first 100 transfers, every 10 pieces during the middle
phase, and every piece for the final 100 transfers. For
a transfer with n pieces (where n > 200), this requires
200 + ⌈(n − 200)/10⌉ signatures instead of n, reduc-
ing overhead by approximately (1 − 200+(n−200)/10

n ) ≈
0.9− 180

n , approaching 90% reduction for large files while
maintaining security at critical trust boundaries.

Established reputable peers can negotiate reduced signing
frequencies. The tracker provides reputation scores dur-
ing the Announce phase. High-reputation receivers may
propose signing every k pieces, where k scales with
reputation. Senders accept this proposal only if receivers’
on-chain reputation exceeds a threshold. If a receiver later
defects, senders report fraud using the partial attestations,
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Figure 8. (a) Workflow of the reputation smart contract showing interactions among the tracker’s TEE, the RepFactory contract, and BitTorrent clients
for reputation creation, update, and read operations. (b) A persistence and migration scenario in which reputation data survives tracker failures through
single-hop inheritance between smart contracts, ensuring long-term continuity of user reputations.

Smart Contract Functions
STATE VARIABLES:
1: Owner: Address of the tracker, with the TEE used for

authentication.
2: Referrer: Address of the predecessor contract (optional),

default setting to an empty address.
3: Data: Mapping from uid→ (up, down).

SC.Init(params): // RepFactory function
1: Parse params→ (iid, ref_addr, pk, auth).
2: Verify auth matches the deployment key pk.
3: Owner← (pk, auth).
4: Referrer← ref_addr.
5: Return new contract address addrnew.

SC.Read(uid):
1: (u, d)← Data[uid].
2: if (u, d) =⊥ ∧Referrer ̸= ∅ then:
3: (u, d) ← SC.Read(Referrer, uid) // Single-hop

lookup
4: else return ⊥
5: Return (u, d).

SC.Write(uid, value, auth):
1: if auth ̸= Ownerauth then return ⊥ // Access Control
2: Data[uid]← value.
3: Return success.

Figure 9. Function details of the Reputation Smart Contract implement-
ing the abstract interface. It enforces access control via TEE authenti-
cation and handles data inheritance via the referrer.

and the tracker penalizes the receiver’s reputation. This
approach amortizes overhead for trusted peers while main-
taining accountability through reputation at risk.

Rather than signing individual pieces, receivers can sign
commitments to batches of pieces. A receiver computes
a Merkle tree over piece hashes and signs the root af-
ter transferring k pieces. The sender verifies each piece
against the torrent metadata during transfer and accepts
the batch signature as proof of all k pieces. For k = 10,
this reduces signature operations by 10×. The trade-off
is reduced granularity: if the receiver defects mid-batch,
the sender loses credit for transferred pieces. Batch size
should be chosen based on piece value: smaller batches
for high-value content, larger batches for bulk transfers.

For scenarios requiring per-piece attestation with minimal
overhead, elliptic curve signatures provide an alternative
to BLS. We employ ECDSA (secp256k1) [22], which

offers significantly faster signing and verification than
BLS while maintaining strong security guarantees. Each
transfer session uses an ephemeral ECDSA keypair au-
thenticated by the receiver’s long-term BLS key.

Let ΣBLS be the long-term signature scheme and ΣECDSA

be the ECDSA scheme. At session start, the receiver
generates (skECDSA, pkECDSA) and signs pkECDSA along
with session metadata using their BLS key:

sid←$ {0, 1}256

m0 ← (sid ∥ hT ∥ pksender ∥ pk
ECDSA)

σ0 ← ΣBLS.Sign(sk
BLS
receiver,m0)

For each piece pi, the receiver signs (hT , pksender, hi, i)
using skECDSA. The sender verifies each signature im-
mediately, preserving tit-for-tat. All per-piece signatures
{σi}i∈[n] are collected and reported to the tracker, which
verifies each signature individually. The tracker then cred-
its the sender n× piece_size bytes.

When reporting transfers with multiple peers, the
sender aggregates BLS session authentication sig-
natures across peers. For sessions with peers in-
dexed by j ∈ J , each with session certificate
certj = (sidj , hT , pksender, pk

ECDSA
j ) and ECDSA signa-

tures {σi,j} for transferred pieces, the sender computes:

σagg ← ΣBLS.Agg({(pkj , certj , σ0,j)}j∈J )

The report contains one aggregated BLS signature plus all
ECDSA per-piece signatures for each peer session.

Table 1 compares optimization approaches for a 5.1 GB
torrent with 2,560 pieces (2 MB each).

Table 1. COMPARISON OF ATTESTATION OPTIMIZATIONS

Approach Signatures Sign Timea Report Sizeb

Per-piece BLS 2,560 5.1s 2.3 MBc

Adaptive frequency ∼512 1.02s 456 KB
Batch (k = 10) 256 0.51s 228 KB
ECDSA (per-piece) 2,560 0.53s 160 KB
aSign time includes both generation and verification.
bReport size assumes BLS aggregation where applicable.
cAfter BLS aggregation: 32 bytes per piece hash plus one 96-byte agg. signature.

ECDSA provides fast per-piece attestation with moder-
ate bandwidth overhead. With signing and verification
approximately 10× faster than BLS (0.2ms per piece
compared to 2ms), ECDSA reduces computational over-
head by 90% while maintaining full per-piece verification



during transfer. The report size of 160 KB for 2,560
pieces represents a 30× reduction compared to per-piece
BLS, though larger than batched approaches. Adaptive
and batch approaches trade granularity for further re-
duced computational and bandwidth overhead. The choice
depends on trust model and performance requirements:
ECDSA for strong per-piece accountability with low com-
putational cost, adaptive frequency for established peer
relationships, and batching for bulk transfers where oc-
casional disputes are acceptable. For real-time streaming
applications requiring full verification, ECDSA provides
the best balance of security and performance.

5. Security analysis

We now formally analyze the security properties of our
Persistent BitTorrent Tracker System (PBTS). Our security
model addresses the core threats identified in Section 3:
reputation manipulation, false reporting, and unauthorized
tracker operations. Each property is defined through a
security game between a challenger and a probabilistic
polynomial-time (PPT) adversary A, capturing the adver-
sary’s advantage through a probability expression.

This section relies on three assumptions: (1) The signature
scheme Σ provides existential unforgeability under chosen
message attacks (EUF-CMA) and supports secure signa-
ture aggregation. (2) The TEE provides correct execution
with secure attestation, ensuring that tracker code runs as
specified. (3) The smart contract layer ensures integrity of
state transitions, rejecting unauthorized writes.

We analyze four security properties. Registration authen-
ticity (Section 5.1) prevents identity impersonation by
requiring valid signatures from key holders during account
creation. Receipt non-repudiation (Section 5.2) makes it
impossible for peers to deny having received data after
signing acknowledgments. Report soundness (Section 5.3)
bounds reputation inflation: users can only claim credit
supported by valid receipts from other peers. Receipt non-
reusability (Section 5.4) prevents double-spending attacks
where the same receipt appears in multiple reports.

These properties guarantee that reputation scores reflect
actual contributions, the on-chain state remains consistent
with real file transfers, and malicious users gain no ad-
vantage over honest participants.

5.1. Registration authenticity

The first requirement for a secure reputation system is that
identities cannot be forged or stolen. In PBTS, each user
registers by proving ownership of a public key through a
digital signature. This prevents adversaries from register-
ing under someone else’s public key or creating accounts
without corresponding secret keys, which would enable
various attacks such as reputation theft or Sybil identity
creation without accountability.
Definition 5.1 (Registration authenticity). A PBTS scheme
satisfies registration authenticity if for any PPT adversary

A, the probability

Pr

 pp← Setup(1λ);
(uid∗, pk∗, σ∗, params∗)← ARegister(·)(pp) :
Register(uid∗, pk∗, σ∗, params∗) = 1
∧ pk∗ /∈ Qreg


is negligible in λ, where Qreg is the set of public keys that
A submitted to Register queries (i.e., keys for which the
adversary generated or obtained the corresponding secret
keys).
Theorem 5.2. If Σ is an EUF-CMA secure signature
scheme and the TEE provides correct execution and at-
testation, then the PBTS construction from Section 4.2
satisfies registration authenticity.

Proof. We prove by reduction to the EUF-CMA security
of Σ. Suppose there exists a PPT adversary A that breaks
registration authenticity with non-negligible advantage ϵ.
We construct a PPT algorithm B that uses A to break the
EUF-CMA security of Σ with advantage ϵ.

B receives a challenge public key pk∗ from the EUF-CMA
challenger and has access to a signing oracle OSign(sk

∗, ·).
B runs pp← Setup(1λ) and gives pp to A.

When A makes registration queries, B responds like so:

• For queries with pk ̸= pk∗: B generates fresh key
pairs (sk, pk)← KeyGen() and processes registration
normally, recording pk in Qreg.

• For queries involving pk∗: B uses its signing oracle
OSign to generate the registration signature, but does
not add pk∗ to Qreg since B does not know sk∗.

When A outputs (uid∗, pk∗, σ∗, params∗) with pk∗ /∈ Qreg

and Register(uid∗, pk∗, σ∗, params∗) = 1, the registration
algorithm (Fig. 3) verifies:

m∗ = (register ∥ iid ∥ uid∗)
Σ.Verify(pk∗,m∗, σ∗) = 1

Since pk∗ /∈ Qreg and m∗ was not queried to OSign,
the pair (m∗, σ∗) constitutes a valid signature forgery. B
outputs this forgery, breaking the EUF-CMA security of
Σ with advantage ϵ and contradicting the assumed EUF-
CMA security of Σ, so ϵ must be negligible.

5.2. Receipt non-repudiation

A key component of our system is the p2p attestation
mechanism, where receiving peers sign cryptographic re-
ceipts acknowledging piece transfers. For this to be mean-
ingful, receipts must be non-repudiable: one cannot cred-
ibly deny receiving data after producing a valid receipt.



Definition 5.3 (Receipt non-repudiation). A PBTS scheme
satisfies receipt non-repudiation if for any PPT adversary
A, the probability

Pr



pp← Setup(1λ,MinRep, InitCredit);
(skS , pkS)← KeyGen();
(pi, T , tepoch, skA, pkA)← A(pp, pkS);
σreceipt ← Attest(skA, pkS , pi, T , tepoch);
b← Report(uidS , pkS , {pkA}, T ,

{tepoch}, σreceipt,∆up, 0) :
Verify(pkA, pkS , pi, T , tepoch,

σreceipt) = 1 ∧ b = 0


is negligible in λ. The adversary wins if Attest produces a
receipt σreceipt that verifies but causes an honest sender’s
Report to fail (successful repudiation).
Theorem 5.4 (Receipt non-repudiation). If Σ is EUF-
CMA secure, the TEE executes Report correctly, and the
smart contract enforces access control, then the PBTS
construction satisfies receipt non-repudiation.

Proof. Suppose adversary A wins the non-repudiation
game with non-negligible advantage ϵ. Then A produces
a receipt σreceipt = Attest(skA, pkS , pi, T , tepoch) that sat-
isfies Verify(pkA, pkS , pi, T , tepoch, σreceipt) = 1, but the
honest sender’s Report call returns 0.

The Report algorithm (Fig. 6) rejects a report only if
signature verification fails, the timestamp tepoch is outside
the valid epoch window [tnow − ∆, tnow], the receipt has
been used before (double-spending with rid ∈ Rrecent), or
the piece hash does not match (hi ̸= Hash(pi)).

By the winning condition, signature verification succeeds,
so the first condition does not hold. For an honest sender
immediately reporting a fresh transfer, tepoch is current and
within the valid window. The receipt is used for the first
time, so rid /∈ Rrecent. The honest sender uses the actual pi
transferred by A, so hi = Hash(pi) holds by construction.

Since none of the rejection conditions hold and the TEE
executes Report correctly by assumption, the algorithm
must return 1, contradicting the assumption that A wins
with Report returning 0. Therefore, ϵ must be negligible.

5.3. Report soundness

With registration authenticity and receipt non-repudiation
established, we now address the core security property:
users cannot inflate reputation beyond their actual con-
tributions. This property prevents false reporting by re-
quiring that every transfer be backed by a cryptographic
acknowledgment from the counterparty.
Definition 5.5 (Report soundness). A PBTS scheme sat-
isfies report soundness if for any PPT adversary A that
interacts with honest peers and the tracker, the probability

Pr


pp← Setup(1λ);
(uidA, pkA)← ARegister(·),Announce(·),Peers(pp);
(uptrue, downtrue)← TrueStats(A);
Report(uidA, pkA, {pkj}, T , σagg,∆up,∆down) = 1;
(upclaimed, downclaimed)← SC.Read(addr, uidA) :
upclaimed > uptrue ∨ downclaimed < downtrue



is negligible in λ, where TrueStats(A) tracks actual data
uploaded and downloaded by A to/from honest peers.
Theorem 5.6. If Σ satisfies aggregate unforgeability, the
TEE executes the tracker code correctly, and the smart
contract enforces access control, then the PBTS construc-
tion satisfies report soundness.

Proof. The Report algorithm (Fig. 6) accepts a report only
if the aggregated signature σagg verifies correctly over the
set of receipts {(pkj ,mj)}j∈J , where each mj = (hT ∥
pkA ∥ hj ∥ j ∥ tj) represents a receipt from peer j
acknowledging receipt of piece j from A at time tj .

We analyze two cases:

Case 1: Over-reporting uploads (upclaimed > uptrue).

For A to claim credit exceeding its actual uploads, it must
provide valid receipts for pieces it never sent. This requires
forging receipts from honest peers who never signed them.

Let B be a PPT algorithm attacking aggregate unforge-
ability. B receives challenge public keys {pk∗1, . . . , pk

∗
k}

for k honest peers and access to signing oracles
{OSign(sk

∗
i , ·)}i∈[k]. B simulates the PBTS environment

for A, using the challenge keys as honest peers’ public
keys and the signing oracles to generate legitimate receipts
when A uploads to honest peers.

When A submits a report claiming upclaimed > uptrue, the
report includes an aggregate signature σagg over receipts
{(pkj ,mj)}j∈J . Since A over-reported uploads, at least
one (pk∗j ,m

∗
j ) must correspond to an upload that never

occurred, meaning m∗
j was never queried to OSign(sk

∗
j , ·).

Thus σagg constitutes a forgery, and B outputs it to break
aggregate unforgeability with the same advantage as A.

Case 2: Under-reporting downloads (downclaimed <
downtrue).

When A downloads piece pi from an honest peer P ,
it must generate σreceipt = Attest(skA, pkP , pi, T , tepoch)
and return it to P . If A refuses to do so, honest peers
detect non-cooperation and stop serving A (tit-for-tat en-
forcement). If A provides receipts, those can be submitted
by honest uploaders, accurately tracking A’s downloads.

Combining both cases, by Σ’s aggregate unforgeability:

AdvreportPBTS,A(λ) ≤ Advagg−forge
Σ,B (λ)

= negl(λ)

5.4. Receipt non-reusability

Even with report soundness ensuring that receipts corre-
spond to genuine transfers, another threat remains: receipt
reuse. An adversary might attempt to submit the same
receipt multiple times across different reports, effectively
claiming credit for the same upload repeatedly.



Definition 5.7 (Receipt non-reusability). A PBTS scheme
satisfies receipt non-reusability if for any PPT adversary
A, the following probability is negligible in λ:

Pr


pp← Setup(1λ);
σreceipt ← ARegister(·),Announce(·),Report(·)(pp);
(R1, R2)← A(σreceipt) :
σreceipt ∈ R1 ∧ σreceipt ∈ R2

∧Report(R1) = 1 ∧ Report(R2) = 1


Theorem 5.8. If Σ is EUF-CMA secure and receipts
include timestamps, then the PBTS construction satisfies
receipt non-reusability.

Proof. Each receipt includes an epoch identifier in the
signed message, that is, if tepoch represents the period
during which the transfer occurred, we have:

m = (hT ∥ pksender ∥ hi ∥ i ∥ tepoch)

Time is divided into discrete epochs (e.g., hour-long win-
dows), and tepoch = ⌊tcurrent/W ⌋ where W is the epoch
width and tcurrent is the time when the receipt is generated.
The epoch timestamp is fixed at receipt generation: honest
receivers sign the current epoch, so tepoch cannot be greater
than the time t1 when the receipt first appears in a report.
The epoch timestamp is provided as input to the Attest
algorithm and signed by the receiver.

The tracker enforces two mechanisms: (1) temporal valid-
ity, accepting only receipts with recent timestamps, and (2)
short-term deduplication via a set Rrecent of recently used
receipt identifiers. Each receipt is uniquely identified by
(hT , pksender, pkreceiver, hi, i, tepoch).

Say adversary A successfully reuses receipt σreceipt with
time tepoch by getting it accepted in reports R1 and R2

processed at times t1 and t2 where t1 < t2. Let the ac-
ceptance window at time t cover epochs in range [t−∆, t].

Case 1: t2 ≤ t1 + ∆ + 1. The reports are within ∆ + 1
epochs of each other. After R1 is processed at epoch t1,
the receipt identifier is added to Rrecent. Since t2 ≤ t1 +
∆+1, the receipt remains in Rrecent when R2 is processed.
The deduplication check detects the reuse and rejects R2.

Case 2: t2 > t1+∆+1. For the receipt to be valid at time
t2, we need tepoch ≥ t2−∆. However, since the receipt was
valid at time t1, we have tepoch ≤ t1 < t2−∆−1 < t2−∆.
This contradicts the requirement for acceptance at t2, so
the receipt is rejected as expired.

The adversary cannot forge receipts with future times-
tamps because honest receivers sign the current timestamp
at generation time. Forging such a signature contradicts
the EUF-CMA security of Σ. Similarly, modifying the
timestamp in an existing receipt invalidates the signature.

Since both cases lead to rejection:

AdvreusePBTS,A(λ) = 0

6. Implementation

While the preceding sections focus on the protocol design
and formal properties, practical deployment of the Persis-
tent BitTorrent Tracker System (PBTS) requires careful
attention to implementation challenges. In this section,
we highlight general strategies for realizing PBTS in
production, with particular attention to tracker liveness
and duplication, secure interaction with the blockchain,
and operational best practices.

6.1. Tracker liveness and duplication

A key challenge in TEE-based systems is maintaining
availability in the presence of node failures, upgrades, or
targeted censorship. Traditional TEE deployments derive
cryptographic keys from hardware-bound sources, making
state recovery and failover non-trivial. To address this,
PBTS decouples key generation from physical hardware
by utilizing an external KMS.

In our implementation, the KMS operates as a decentral-
ized, attested service. Each tracker instance obtains its
unique Tracker Root Key (keytrk) from KMS, where the
key is deterministically derived from the cryptographic
measurement of the tracker program and its configuration.
This proceeds as follows:

(1) The tracker instance presents its TEE attestation re-
port to the KMS, which verifies the measurement
against an allowlist of approved binaries.

(2) Upon successful attestation, the KMS derives and
returns keytrk for this tracker code/configuration.

(3) All subsequent ephemeral keys (for signing smart
contract updates, encrypting tracker state, or authen-
ticating with peers) are derived from keytrk using
standardized key derivation functions.

This approach yields several operational benefits. First,
stateless recovery enables seamless failover: if a tracker
instance fails or is taken down, a new instance can be
launched elsewhere, present the same attestation to the
KMS, and retrieve keytrk, thus resuming operation with
full access to persistent state and on-chain credentials.
Second, liveness via duplication allows multiple tracker
instances, each running the identical TEE-measured bi-
nary, to operate in parallel (e.g., for load balancing or geo-
redundancy). Because they share keytrk, their operations
remain consistent and interchangeable. Third, censorship
resistance ensures the tracker is resilient against targeted
takedowns, as state and control are not tied to any single
machine or physical location.

6.2. Secure blockchain RPC and state integrity

For PBTS to provide accountability and persistence guar-
antees, tracker instances must maintain reliable and secure
interactions with the blockchain hosting the reputation
smart contracts. This requirement is twofold: ensuring
liveness (the tracker can always read/write to the smart
contract) and integrity (the tracker verifies that data read
from the blockchain is authentic and untampered).



Our implementation adopts the following strategies. First,
RPC endpoint redundancy configures the tracker with a
dynamic list of blockchain RPC endpoints, potentially
spanning multiple providers and geographies. If an end-
point becomes unavailable or censored, the tracker falls
over to alternatives. Second, light client verification en-
sures that rather than relying solely on unverified RPC
responses, the tracker runs a lightweight blockchain client
(e.g., an SPV client) within the TEE. This client verifies
block headers and Merkle proofs for all contract state
reads, ensuring that returned values are consistent with
canonical chain state and not subject to equivocation or
censorship by RPC providers. Third, authenticated writes
sign all contract write operations (e.g., updating repu-
tation) using tracker-specific keys derived from keytrk.
Smart contracts enforce access control, ensuring that only
legitimate, attested tracker instances can mutate state.
Fourth, resilience to chain reorganizations monitors chain
finality and handles reorgs gracefully, ensuring that all on-
chain state transitions are consistent and auditable.

This architecture ensures that blockchain interactions
are robust against endpoint failures, adversarial RPC
providers, and network-level censorship, while maintain-
ing integrity and auditability of on-chain reputation data.

7. Evaluation

We evaluate the performance and practicality of our Per-
sistent BitTorrent Tracker System (PBTS) through a se-
ries of micro-benchmarks and system-level simulations.
Our evaluation aims to answer three key questions: (1)
What is the computational overhead of the cryptographic
primitives, particularly the receipt generation and verifi-
cation? (2) How does the TEE environment impact the
performance of tracker operations? (3) What is the end-
to-end impact on client download performance, and how
effectively does batching mitigate this overhead?

7.1. Experiment Setup

All experiments were conducted on a confidential virtual
machine hosted on Phala Cloud [31], equipped with 2
vCPUs and 4 GB of RAM. The environment supports Intel
TDX for TEE execution. We implemented the core PBTS
components in Python, using the BLS12-381 curve [5].
We selected BLS specifically for its support of efficient
signature aggregation and verification [17], which serves
as the foundation for our batching optimizations. Our
implementation is open-sourced and available online.2

To ensure backward compatibility with existing BitTorrent
clients and trackers, we implemented receipt generation
and verification as BEP10 extensions.

We focus our evaluation on the cryptographic and network
overheads of the tracker and client. We do not bench-
mark smart contract operations (e.g., reputation persis-
tence) as they are inherent to the underlying blockchain
infrastructure and can be conducted asynchronously. The
tracker commits state updates to the blockchain in the
background, ensuring that block confirmation times do not
block real-time peer interactions.

2. https://anonymous.4open.science/r/pbts-75AC/

7.2. Micro-benchmarks

We first measure the baseline costs of the cryptographic
operations that form the building blocks of our system.
Table 2 summarizes the latency of key operations.

Table 2. MICRO-BENCHMARK RESULTS (MEAN LATENCY).

Operation Time (ms)

Cryptographic Primitives
BLS Keypair Generation 7.54
Receipt Creation (Sign) 134.19
Receipt Verification 340.92

TEE Operations
Regular Key Gen (No TEE) 6.06
TEE Key Gen 18.01
Attestation Generation 17.34
Attestation Verification 1030.16

Receipt operations. Creating a cryptographic receipt in-
volves a BLS signature operation, which takes approxi-
mately 134 ms. Verification is more expensive, requiring
about 341 ms per receipt. These costs are non-trivial,
highlighting the importance of our optimization strategies
(batching and aggregation) discussed in Section 4.4.

TEE Overhead. Running code inside the TEE introduces
measurable overhead. Key generation inside the TDX
enclave takes roughly 18 ms, compared to 6 ms in a
standard environment: a 3× increase. However, this abso-
lute cost remains low enough not be a bottleneck for user
registration. Attestation generation is efficient (≈ 17 ms),
while verification is computationally intensive (≈ 1 s), but
this is a one-time cost paid during tracker registration or
migration, not per-transaction.

7.3. Client Download Performance

To understand the impact on user experience, we simu-
lated file downloads under various network conditions and
piece sizes. The primary metric is throughput reduction:
the percentage loss in effective download speed due to the
time spent generating and exchanging receipts.
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Figure 10. Throughput reduction as a function of download speed under
different piece sizes (Batch Size = 1). Smaller pieces incur higher
overhead due to more frequent signing operations.

Concrete example. Consider a user downloading a 1
GB file at 1 MB/s. In a standard BitTorrent system, this
download would take approximately 1000 seconds. With
PBTS enabled and using a standard piece size of 256 KB,

https://anonymous.4open.science/r/pbts-75AC/


the client must generate and sign 4096 receipts. The com-
putational overhead increases the download time by 52%,
to approximately 1524 seconds. However, by increasing
the piece size to 2 MB, the number of receipts drops
to 512. The total download time becomes approximately
1063 seconds, representing only a 6% overhead. This
demonstrates that with appropriate configuration (larger
pieces), the impact on user experience is minimal.

Impact of network speed. At higher download speeds
(e.g., 20 MB/s), the computational cost of receipt genera-
tion becomes a bottleneck. With 256 KB pieces, the sys-
tem struggles to keep up, resulting in over 90% throughput
loss. This necessitates the use of batching or probabilistic
verification for high-bandwidth peers.

7.4. Optimization via batching

We evaluate signature aggregation and batching efficacy.
Receipt aggregation allows amortizing verification cost.

Table 3. EFFECT OF BATCHING ON VERIFICATION SPEED.

Batch Size Agg. Verify (ms) Speedup

10 1293.18 2.55×
25 3959.54 2.07×
50 6535.18 2.23×
100 14230.40 2.07×

Table 3 shows that aggregating signatures provides a
consistent speedup of roughly 2× to 2.5× compared to
verifying them individually. While the absolute time for
aggregate verification increases with batch size, the per-
receipt cost drops significantly. For example, verifying a
batch of 50 receipts takes ≈ 6.5 s, whereas verifying them
individually would take ≈ 17 s (50× 341 ms).

7.5. Analytical evaluation of optimizations

While our prototype implementation focuses on the core
PBTS protocol, we analytically evaluate the impact of
the optimizations proposed in Section 4.4 using the
micro-benchmark data from Table 2. We project the
computational overhead for three optimization strategies:
adaptive frequency reduces signing operations by (1 −
200+(n−200)/10

n ) for files with n pieces (signing every
piece initially and finally, but every 10th piece in be-
tween), approaching 90% reduction for large files; batch
signing signs a Merkle root for every 10 pieces (k = 10);
and ECDSA replaces BLS with faster elliptic curve signa-
tures for per-piece attestation.

Figure 11 illustrates the projected reduction in compu-
tational overhead. The baseline represents the cost of
signing and verifying every piece using BLS. Adaptive
frequency reduces the overhead to approximately 10% of
the baseline for large files by skipping operations during
the middle phase of the transfer, suitable for sessions
where trust builds over time. Batching (k = 10) achieves
a 10× reduction in signing costs and amortizes verifi-
cation, resulting in ≈ 10% of the baseline overhead.
ECDSA provides the most dramatic improvement for per-
piece attestation. With signing and verification operations
≈ 10× faster than BLS, it reduces the total overhead to
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Figure 11. Projected computational overhead of proposed optimizations
relative to baseline (per-piece BLS signing). ECDSA and batching offer
significant performance improvements, reducing overhead by over 90%.

approximately 10% of the baseline while maintaining the
security property of per-piece attestations.

These projections indicate that the optimizations can ef-
fectively eliminate the computational bottleneck identi-
fied in Section 7.3, making PBTS viable even for high-
bandwidth connections (e.g., >100 MB/s) where the base-
line implementation would incur prohibitive overhead.

7.6. Discussion

Our evaluation demonstrates that while we introduce cryp-
tographic mechanisms, the system remains practical for
real-world deployment. The TEE overhead is negligible
for infrequent operations like registration. For data trans-
fer, using larger piece sizes (e.g., 2 MB) or batching
receipts keeps the throughput penalty within acceptable
limits (<10% overhead for typical broadband speeds). The
security benefits, censorship resistance, and verifiability
are achieved with a manageable performance trade-off.

8. Conclusion

This paper presents the Persistent BitTorrent Tracker
System (PBTS), addressing the 3 critical weaknesses
of private trackers: non-portable reputation, centralized
points of failure, and unverifiable self-reports, This is
done through smart contracts, cryptographic receipts, and
TEE-based execution with authenticated DHT fallback.
We formalize the scheme, prove four security proper-
ties, and demonstrate less than 6% throughput overhead
on Intel TDX with 2.5× verification speedup via sig-
nature aggregation. Future work should explore privacy-
preserving reputation proofs using zero-knowledge tech-
niques, cross-chain reputation portability, and formal anal-
ysis of economic incentives under collusion. Beyond Bit-
Torrent, PBTS demonstrates a general pattern for upgrad-
ing centralized coordination systems to Web3 architec-
tures: blockchain-based persistent storage combined with
cryptographic attestation and TEE-based execution pro-
vides censorship resistance with verifiable guarantees and
acceptable performance trade-offs.
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