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Abstract

In 2002, Johnson et al. posed an open problem at the Cryptographers’ Track
of the RSA Conference: how to construct a secure homomorphic signature on a
semigroup, rather than on a group. In this paper, we introduce, for the first time,
a semigroup-homomorphic signature scheme. Under certain conditions, we prove
that the security of this scheme is based on the hardness of the Short Integer
Solution (SIS) problem and is tightly secure. Furthermore, we extend it to a
linearly semigroup-homomorphic signature scheme over lattices, and this scheme
can also ensure privacy.
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1 Introduction

The primary purpose of homomorphic signature schemes was to provide authentication
services for network coding and to effectively mitigate pollution attacks[1]. However,
the significance of these schemes extends well beyond this initial goal. Due to their
capability to perform computations on authenticated data, they have proven to be of
unique importance across a variety of application scenarios. The idea of homomor-
phic signature schemes was initially proposed by R. Rivest [2] during a lecture at



Cambridge University in 2000. In 2002, Johnson et al. [3] formalized the definition
and conducted a security analysis of these schemes. Following this, a range of dif-
ferent homomorphic signature schemes has been developed. When categorizing these
schemes according to the type of homomorphic operation they support, they are typ-
ically divided into linearly homomorphic signatures, homomorphic signature scheme
for polynomial functions, and fully homomorphic signatures.

The first homomorphic signature scheme to be proposed was the linearly homo-
morphic signature scheme. In 2007, Zhao et al. put forward a linearly homomorphic
signature scheme [1]. This scheme enables arbitrary linearly combinations of signed
data, which is highly beneficial for verifying the integrity of received messages. More-
over, it plays a crucial role in effectively safeguarding applications based on network
coding against pollution attacks. Following this pioneering work, a plethora of efficient
and practical linearly homomorphic signature schemes [4-10] have been introduced.
Researchers have since dedicated their efforts to enhancing these schemes, with a par-
ticular focus on improving efficiency, bolstering security, and strengthening privacy
protection.

In addition to linearly homomorphic signatures, more flexible homomorphic sig-
nature schemes for polynomial functions and fully homomorphic signatures have also
been developed. In 2011, Boneh et al. proposed the first homomorphic signature
scheme for polynomial functions, which allows multivariate polynomial computations
on signed data [11]. There have not been many improvements to homomorphic signa-
ture schemes for polynomial functions. Currently, only Hiromasa et al. [12], Arita et al.
[13] and Catalano et al. [14] have made meaningful contributions to the efficiency and
security of these schemes. In 2009, Gentry et al. proposed the first fully homomorphic
encryption scheme [15], which attracted widespread attention from cryptographers
and subsequently led many researchers to investigate fully homomorphic signatures. In
2014, Gorbunov et al. proposed the first leveled fully homomorphic signature scheme
[16]. Subsequently, the research works in [17-21] have made continuous improvements
in efficiency, functionality, and security.

According to the definition of homomorphic signature in reference [3], the message
space M is not required to be a group, nor does the signature algorithm have to be a
group homomorphism. Furthermore, in certain group homomorphic algorithms, when
the signature of the identity element is known or the signature of the inverse of a spe-
cific message can be readily computed, homomorphic operations can be exploited to
generate the signature of any message. This situation would render the signature sys-
tem ineffective. If the message space is a semigroup instead of a group, the signature is
then called a semigroup-homomorphic signature, as described in reference [3]. Conse-
quently, in addressing the above-mentioned issue, a semigroup-homomorphic signature
is comparatively secure.

In light of this, Johnson et al.[3] posed the following open question at the Cryp-
tographers’ Track of the RSA Conference: Is it possible to find a concrete example
of a secure semigroup-homomorphic signature rather than a group-homomorphic sig-
nature? To be more specific, let M = {0,1}* be the message space, and define the
operation on M as ||, which represents the concatenation of bit strings. For any
x,y € {0,1}*, x || y € M. It is clear that M forms a semigroup under ||. Next, let



the signature space be X, with an operation defined on ¥ as ®, and let the signature
algorithm be Sign : M — X. The question is whether it is possible to construct a
semigroup-homomorphic algorithm Sign, such that the following holds:

Sign(x || y) = Sign(x) ® Sign(y), for any x,y € {0,1}".

However, if we take such a semigroup M = {0, 1}* as the message space, there will be
a fatal flaw: once the signatures of 0 and 1 are given, then through the homomorphic
algorithm, the signatures of any message = € {0, 1}* will be obtained, which makes the
signature system meaningless. Therefore, it is necessary to consider new semigroups.

Our Contribution. In this paper, we propose the first semigroup-homomorphic
signature scheme. Under certain conditions, we show that the security of this scheme
is based on the hardness of the Short Integer Solution (SIS) problem, and we prove
that it is tightly secure. Furthermore, we extend the scheme to a linearly semigroup-
homomorphic signature scheme based on lattices, which also ensures privacy

Overview of our techniques.

e Determining the Message Space and Signature Space.

We know that homomorphic mappings preserve algebraic structures. Homomor-
phic signature algorithms can be regarded as homomorphic mappings between two
algebraic structures. Therefore, if the message space forms a semigroup under a
certain operation, the signature space will also form at least a semigroup under a
corresponding operation.

As mentioned earlier, we cannot choose the semigroup ({0,1}*,|); instead, we
need to select a different semigroup. If we write {0,1}* as (Z2)*, then in general,
(Z,)* denotes the set of elements where each position is taken from Z,. Let Z; =
{0,1,2,...}. Then (Z,)* denotes the set of elements where each position is taken
from Z. .

It is evident that ((Z,)*,|) and ((Z1)*,|) are both semigroups. When p is
sufficiently large, if the homomorphic signature uses these two semigroups as the
message space, it avoids the situation where the signature of all messages can be
derived from the signatures of a few messages through homomorphic operations.

To avoid additional requirements (such as p being sufficiently large), in our con-
struction, we choose ((Z4)*, ||) as the message space for our homomorphic signature
scheme. Finally, we choose ((Z™)*,]|) as the signature space of the homomorphic
signature scheme. Similarly, here (Z™)* denotes the set where each position of the
elements comes from Z™. In fact, this is a natural choice.

e Signature generation for the semigroup-homomorphic signature.

We primarily leverage the trapdoor generation algorithm TrapGen(q, h,n) of
Peikert et al. [22] for key pair generation and the pre-image sampling algorithm
SamplePre(A,T4, u, o) of Gentry et al.[23] for signature generation. Let x €
((Z4)*, 1), where x = (21, ...,x) and z; € Z; for 1 < i < k. To sign the message
x, we perform a sub-signature operation on each component x; of the message x



to obtain &, and then apply a homomorphic operation to o1, ..., 0. The resulting
signature for the message xis o =0 || ... || o%.

Next, we describe how to generate sub-signatures. First, we select a collision-
resistant hash function h : Z, = {0,1}* — {0,1}*. Then, we apply the hash
function h to the component x; of the message x, obtaining a k-dimensional bit-
string v,;. Drawing on the idea from [24], we randomly and independently choose
k linearly independent vectors o, s...,a in Zg(which are part of the public
key). Then, we set 3; = Zf vija;. Finally, by using the sampling algorithm
SamplePre(A, T4, B;, o), we can obtain a sub-signature o;.

Linear operations on semigroup-homomorphic signatures.

Based on the definition and security model of the linearly homomorphic
signature scheme provided in [11], we can similarly define the linearly semigroup-
homomorphic signature scheme and its security model (see Section 2). In our
linearly semigroup-homomorphic signature scheme, to ensure the completeness of
linearly operations, we define the signature of the empty string @ as N, which sat-
isfies that for any x € (Z4)*, x || @ = @ || x = x and for any o € (Z")*,
o || XN=N| o =o0. Next, we define 0-x = @ and 0- o = N for any x € (Z4)* ,
ocec(ZM* . lfceZ,={0,1,2,...,p—1} and ¢ # 0, x € ({0,1}*,]), we define

cox=x| -] x.
c
Therefore, if (f) = (c1,...,cx), where ¢; € Z,,, then for any x1,...,x; € (Z4)*, we
have
Sy oxe)=cxo | e xp=xa ] x| T xe ] xg
——— ——
c Ck

Similarly, we can define the linear operations on the signature space (Z™)*. For the
sake of readability, we will not repeat it here.

Signature generation for the linearly semigroup-homomorphic signature.
In essence, the only difference between the linearly semigroup-homomorphic
signature we constructed and the semigroup-homomorphic signature constructed
above is that in the linearly semigroup-homomorphic signature, each data set is
bound to a unique label vector 7. Therefore, the label vector needs to be properly
handled during the signature process. Drawing on the idea from [24], we map the
label vector T to a diagonal matrix H whose diagonal elements are +1. Then,
by means of the algorithm NewBasis(A, T4, H)[24], we generate a new basis T,
where Tp is the basis of the lattice A;(B) and B = AH'. The advantage of
this algorithm is that the dimensions of the newly generated lattice and basis
remain unchanged. Finally, the way of generating the signature is consistent with
the signature generation process of the above semigroup-homomorphic signature.



Paper Organization. In Section 2, we introduce the definition of semigroup-
homomorphic signature and their security model, followed by the definition and
security model of linearly semigroup-homomorphic signature. In Section 3, we present
some commonly used notations and preliminary knowledge. In Section 4, we pro-
pose our semigroup-homomorphic signature and prove its correctness and security. In
Section 5, we introduce linearly semigroup-homomorphic signature and prove their
correctness, unforgeability, and privacy. The final section concludes the paper and
discusses some open problems.

2 Semigroup-Homomorphic Signature: Definition
and Security model

2.1 Semigroup-Homomorphic Signature

A signature scheme is defined by a message space M, a set of private keys K, a set of
public keys X', a signature generation algorithm Sign : L x M — Y (which may be
randomized), and a verification algorithm Verify : K’ x M x Y — {0,1}. The scheme
must satisfy the condition that for all messages x € M, when (k,k’) are matching
private and public keys, it holds that Verify (k' z, Sign(k,x)) = 1. We often omit
the private and public keys, using Sign(z) in place of Sign(k,z) and Verify(z, s)
instead of Verify (', x, s), provided this causes no ambiguity. Additionally, for a binary
operation ® : M x M — M and a subset S C M, we define span, (S) as the smallest
set T'such that SC T and x @y e T for all z,y € T.

In 2002, Johnson et al.[3] first formally defined homomorphic signatures and the
associated security model. Below, based on [3], we provide the original definition of
homomorphic signature.

Definition 1. (homomorphic signature,[3]) Let Sign : K x M — Y and Verify :
K'x M xY — 1 be a signature scheme, and let © : M x M — M be a binary
operation. We say that Sign is homomorphic with respect to ® if there ezists an
efficient family of binary operations @y : Y x Y — Y such that for all z, 2’ y,y
satisfying Verify(z,y) = Verify(z',y') = 1, the following condition holds:

Y Qpr y/ = Sign(k,z © {E/).

A homomorphic signature scheme is called a semigroup-homomorphic signature
scheme when the message space forms a semigroup, not a group. Below, we provide
the definition of a semigroup-homomorphic signature.

Definition 2. In the description of the homomorphic signature mentioned above, if
the message space (M, ®) is a semigroup rather than a group, then we refer to this
homomorphic signature as a semigroup-homomorphic signature.

For the homomorphic signature scheme we construct, we introduce a definition
of existential unforgeability under the adaptive chosen-message attack with a fixed



message range (EUF-CMA-FMR), which can be viewed as a selective version of the
existential unforgeability definition introduced in [3].

We introduce a weaker security concept named EUF-CMA-FMR because there are
some fundamental obstacles in achieving the standard concept in [3]. The obstacles
are as follows: According to the definition of our signature algorithm, in order to
avoid trivial forgeries, we require that only messages x € Z, can be signed with the
private key. Therefore, there is a certain range limitation on the messages for signature
queries. This motivates the introduction of our security concept, EUF-CMA-FMR, in
this paper.

Definition 3. (EUF-CMA-FMR) We say that a homomorphic signature scheme S is
(t,q,€)-secure under the adaptive chosen-message attacks within a fized message range
, if each adversary, after being given the public key, makes at most q¢ adaptive chosen-
message queries to a non-empty subset M’ of the message space M, and runs in time
at most t, with its advantage satisfying Adv(A) < €. The advantage of an adversary
A is defined as the probability that, after queries on the messages x1,...,xq € M/,
A outputs a valid signature (x',y") on some message &' ¢ spang (1, ...,24). In other
words,

Adv(A) = Pr[AS9"R) = (2 /) A Verify(z',y') = 1 A2 ¢ spang (21, ..., 7))

Remark 1: To ensure that the subset M’ has enough messages to provide for the
adversary’s queries, it is generally required that the number of elements in M’ is much
greater than the maximum number of queries, i.e., |[M'| > ¢

2.2 Linearly Semigroup-Homomorphic Signature

Inspired by the definition of linearly homomorphic signature schemes in [5, 11],
we present the following definition of a linearly semigroup-homomorphic signature
scheme.

Definition 4. (Linearly semigroup-homomorphic signature ) A linearly semigroup-
homomorphic signature scheme is a tuple of probabilistic, polynomial-time algorithms
LHS =(Setup, Sign, Combine, Verify) with the following functionality:

e Setup(n,pp). Given a security parameter n and additional public parameters pp ,
the public parameter pp defines a mazimum data-set size k, a message space (M, ®),
and a signature space (X%, ®), where the message space is a semigroup, not a group.
The algorithm then outputs a public key pk and a secret key sk.

e Sign(sk,t,v). Given a secret key sk, data-set tag 7 € {0,1}"™, and a vector v.e M,
this algorithm outputs a signature o .

o Combine(pk,T,{(ci,0;) _,}). Given a public key pk, a data-set tag T € {0,1}", and
a set of tuples (c;,0;)i_, where ¢; € R and o; + Sign(sk,T,v;), with R being an



integelr ring, this algorithm outputs a signature o, which is meant to be a signature
on Y, GiV;.

o Verify(pk,7,y,0). On input a public key pk, an data-set tag T € {0,1}", a vector
y € M, and a signature o, this algorithm outputs either 0 (reject) or 1 (accept).

We require that for each (pk, sk) output by Setup(n,pp), we have:
(1) For all T andy € M, if o < Sign(sk,,y) then Verify(pk,r,y,o) = 1.

(2) For all 7 € {0.1}™ and all sets of triples {(c;, 04, vi)}._,, if Verify(pk,,
mathbfv;, o;) = 1, for all i, then

!
Verify(pk, T, Z civi, Combine(pk, T, {(ci, o)} _;)) = 1.

i=1

Since our linearly semigroup-homomorphic signature scheme is a direct extension of
the semigroup homomorphism signature scheme constructed in Section 4, we will sim-
ilarly present the definition of unforgeability under adaptive chosen - message attacks
within a fixed message range for the linearly semigroup - homomorphic signature,
abbreviated as Unforgeability-FMR.

Definition 5. (Unforgeability-FMR) A linearly semigroup-homomorphic signature
scheme LHS = (Setup, Sign, Combine, Verify) is unforgeable if the advantage
of any probabilistic, polynomial-time adversary A in the following security game is
negligible in the security parameter n:

Setup: The challenger runs Setup(n, pp) to obtain (pk, sk), and gives pk to A.
Queries: The challenger selects a sufficiently large subset M’ C M, where | M| >
qk. Proceeding adaptively, A specifies a sequence of subsets

Vi € MF, Vi =spang{vi1, Via, ..., Vik}, Vi € M,

where 1 < i < q5, and 1 < j < k. For each i, the challenger chooses a tag T;
uniformly from {0,1}™ and gives to A the pair (7;,{0;}), where the signatures are
computed as:

O;j < Sign(sk,n,vij), j: 1,...,k.
Output: A outputs 7* € {0,1}", y* € M, and a signature o*
The adversary wins if Verify(sk,*,y*,0*) =1, and either

(1) 7 #7; for alli ( type I forgery), or
(2) ™ =1; for some i but y* ¢ V; ( type II forgery).

The advantage of A is defined to be the probability that A wins the security game.

The following is a review of the definition of weakly context hiding [11]



Definition 6. (Weakly context hiding) A linearly semigroup-homomorphic signature
scheme LHS =(Setup, Sign, Combine, Verify) is weakly context hiding if the
advantage of any probabilistic, polynomial-time adversary A in the following security
game is negligible in the security parameter n:

Setup: The challenger runs Setup(n,pp) to obtain (pk,sk) and gives pk and sk
to A.

Challenge: A outputs (Vo,Vi, f1,...,fs), where V, = spang{ve1,..., Vor},
{vp1, s Vo } © M, b € {0,1}. The functions fi,..., fs are R-linear functions from
MPF to M, and they satisfy

fi(vot, ..y Vor) = fi(Vit, s Vig), 1 < i < s.

In response, the challenger generates a random bit b € {0,1} and a random tag T €
{0,1}"™ and signs the vector subsets V, using the tag 7. Next, for i = 1,...,s, the
challenger uses the algorithm Combine to derive signatures o; on f;(Vp1, ..., Vpr) and
sends o1,...,0, to A

Output: A outputs a bit V.
The adversary A wins the game if b = b'. The advantage of A 1is the probability
that A wins the game.

2.3 Tight security

At the end of this section, we provide a brief introduction to the important concept
of tight security in cryptography.

In the framework of provable security, reduction is a key concept for evaluating
the security of signature schemes. The definition is as follows.

Definition 7. If an adversary A breaks the scheme S with (t, €) in the defined security
model, then there exists an algorithm B that breaks a certain computational problem
P with (t',€), where € = ¢€/0 and t' =t + o(t), and 6 > 1.The parameter 0 is used
to measure the tightness of the reduction. In this context, the security parameter is
denoted as A, and the number of adversarial queries is Q. When 6 = O(1), it is called
a tight reduction; when 6 = poly(X), it is an almost tight reduction; when 6 = poly(Q),
it is a loose reduction.

The use of tight reductions is of great significance. From a practical perspective, a
tighter reduction allows for shorter security parameters, thereby improving efficiency.
Theoretically, a tight reduction indicates that the difficulty of the two computational
problems is close.



3 Preliminaries

Notation. In our discussion, we employ the notations O, (5, and w to characterize the
growth rates of functions. Consider two functions f and g that depend on the variable
n. We say that the relationship f(n) = O(g(n)) is valid precisely when there exist a
positive constant ¢ and an integer N such that for every integer n greater than N, the
inequality f(n) < c-g(n) is satisfied.

Similarly, we define the notation f(n) = O(g(n)) to represent a scenario where,
for a specific positive constant ¢, the function f(n) satisfies the relation f(n) =
O(g(n) - logcl n). As for the notation f(n) = w(g(n)), it is established if and only if
there is an integer N such that for every positive constant ¢ and all integers n that
are greater than N, the inequality g(n) < c¢- f(n) holds.

Let the security parameter be denoted as n. When there exists a positive constant
¢ such that f(n) = O(n¢), we write f(n) = poly(n). On the contrary, if for every
positive constant ¢, the function f(n) has the property that f(n) = O(n~¢), then
f(n) is referred to as negligible and is symbolized as negl(n). In the case where the
probability of an event taking place is 1 —negl(n), we state that the event occurs with
overwhelming probability.

We use the capital letter Z to denote the ring of all integers. Meanwhile, Z, stands
for the ring of integers modulo ¢ (where ¢ > 2), and R™ represents the n-dimensional
Euclidean space. In our notation, we employ capital letters like A, B,C, etc., to
represent matrices, and bold lowercase letters such as a, b, c, etc., to denote vectors.

Suppose A = (ay,...,a,) € R"*" The norm of matrix A is defined in the following
way: ||A]| = maxi<;<y, ||a;||, where ||a;|| represents the lo-norm of the vector a;.

Moreover, we denote A= (ai,...,a,) as the result of applying the Gram - Schmidt
orthogonalization process to matrix A. The Gram-Schmidt orthogonalization is defined
as follows:

1—1 ~
\ <aivaj>~,

a=a;, a;=a;—
j=1
where (-, ) denotes the standard inner product within the Euclidean space.
For an arbitrary distribution D, the notation  ~ D indicates that the variable x is
distributed according to D, and x < D represents the operation of sampling a random

value in accordance with this distribution. Given a set X, the expression x & xis
used to signify the act of uniformly and randomly selecting an element x from X’. For
any probabilistic polynomial-time (PPT) algorithm Alg, we use y + Alg(x) to convey
that the algorithm takes x as input and subsequently yields the output y.

Definition 8. (Lattice/24/) Let A C R™ be a non-empty subset. A is called a lattice if:
(1) it is an additive subgroup of R™;
(2) there exists a positive constant A = A(A) > 0 such that
min{|| x || |x € A,x #0} = A.

A is called the minimum distance.



A full-rank n-dimensional lattice can also be expressed as a linear combination of
a set of basis vectors B = {by,...,b,} C R™:

A=L(B)={B-x= leblkv = (21,0, )| €Z"}.
i=1

We call A* the dual lattice of A if A* = {y e R"| <y,x >€Z forall x € A}

Definition 9. (g-ary lattices, [26]) Let A € Zy*™, u € Z". The following two q-ary
lattices are defined as:

(1A} = {x € Z™|A - x = 0(modg)}

(2)A} ={y € Z"|A-y = u(modq)}

The set Ay is a coset of AqL since Ay = AqL +t for any t such that A-t = u(modg).

The short integer solution (SIS) problem is formally described as follows.

Definition 10. (Short integer solution [27]) Let n, m, q be positive integers, with
m = poly(n). Let A € Zy*™ be a uniformly distributed random matriz over Zq, and
let B € R such that 0 < B < q. The SIS problem is to find a short integer solution x
satisfying the following condition:

A-x=0(modg), and x#0,[x|<5.
We write the above SIS problem as SISq » .m,g or SISy g.

Ajtai, in [28], established that solving the SIS problem is at least as hard as solving
a related worst-case problem. Later, Gentry et al., in [23], presented an improved
reduction, detailed as follows.

Theorem 1. (Worst-case to average-case reduction [23]) For any polynomial bounded
m = poly(n), and any B > 0, if ¢ > B - w(y/nlogn), then solving the average-case
problem SIS, s is at least as hard as solving the worst-case problem SIV P, on any
n-dimensional lattice for v = - O(y/n).

Definition 11. ( Gaussian distributions/27]) Let s be a positive real number and
c € R™ be a vector. The Gaussian function centered at ¢ with parameter s is defined
as: ps,c(x) = B%ZWHX_C”Q
A is given by:

. The discrete Gaussian measure Dy s defined on the lattice

Ps,c (X)
ps,C(A) ’

DA,s,c =

where ps.e(A) = X xen Ps,e(2)-

Definition 12. ( Statistical distance/27]) Let M C R™ be a finite or countable set,
and let X andY be two discrete random variables taking values in M. The statistical

10



distance between X and Y is defined as:

AX,Y) = % > |P{X =a} — P{Y =d}|.

a€eM

When the statistical distance between two distributions is less than a negligible
value, we say that the two distributions are statistically close.

Definition 13. ( Min-entropy/16]) For a random wvariable X, its min-entropy is
defined as:

Hoo(X) = —log <m€a§< Pr[X = x])

The average conditional min-entropy of a random wvariable X conditional on a
correlated variable Y is defined as:

Hoo(X|Y) = —log (Eyey {I;’le%)((Pr[X =alY = y]}) .

The optimal probability of an unbounded adversary guessing X given the
correlated value Y is 27 oo (XIY)

Lemma 1. ([16]) Let X, Y be arbitrarily random variables where the support of Y
lies in 'Y, Then
Heo(X[Y) > Hoo(X) — log(|V])-

Micciancio and Goldwasser [29] proved that a full-rank set S in the lattice A can
be transformed into a basis T" such that both have similarly low Gram-Schmidt norms.

Lemma 2. (/29], Lemma 7.1) Let A be an n-dimensional lattice. There is a deter-
ministic polynomial-time algorithm that, given an arbitrary basis of and a full-rank set
S ={s1,...,8n} in A, returns a basis T of A satisfying

~ ~ n
| T <l § ) and | T 1<) 5 | 4

Ajtai [30], and later Alwen and Peikert [22], presented a method for sampling a
matrix A € Zg*™ that is statistically close to uniform, along with an associated basis
S4 for the lattice Aql (A), which has a low Gram-Schmidt norm. The result below is
derived from Theorem 3.2 in [22], where the parameter ¢ is set to 1/3. The theorem
guarantees the construction of a matrix A that is statistically close to uniformly dis-
tributed in Z7*™, accompanied by a short basis. Given that m is significantly larger
than n, the matrix A is rank n with overwhelming probability. Therefore, the theorem
can be interpreted as stating that A is statistically close to a uniform rank n matrix
from Zg>*™.

11



Theorem 2. ([22]) Let ¢ > 3 be odd, n be a positive integer, and let m := [6nlogq].
There is a probabilistic polynomial-time algorithm TrapGen(q,n,m) that oulpuls a
pair (A € Zy*™,Ta € Z™*") such that A is statistically close to a uniform rank n

matriz in Zy*™, and Ta is a basis for AIJI‘ (A) satisfying

| Ta |< O(y/nlogq) and | Ta||< O(nlogq).

Gentry et al.[23] propose an algorithm capable of sampling from a discrete Gaussian
distribution utilizing an arbitrary short basis.

Lemma 3. (Sampling from discrete Gaussian [25]) Let ¢ > 2, A € Zy*™ withm > n
and let Ty be a basis for A (A) and s > Ta-w(vIogm). Then forc € R™ andu € Zy:

1. There is a probabilistic polynomial-time algorithm SampleGaussian(A,Ta,s,c)
that outputs x € A;‘ (A) drawn from a distribution statistically close to DAqL(A)7s7c

2. There is a probabilistic polynomial-time algorithm SamplePre(A,Ta,u,s) that
outputs x € A;‘(A) sampled from a distribution statistically close to DA;(A),S;
whenever Ay (A) is not empty.

When s > w(y/logn), we denote the Gaussian sampling algorithm over the inte-

ger lattice Z™ as SampleDom(1",s). That is, when x & SampleDom(1", s), x is
statistically close to the distribution Dz» s. And these preimages have a conditional
min-entropy of w(logn)[23].

Lemma 4. (/23]) Let n and h be positive integers, and q be a prime, such that n >
2h1g q. Then for all but a 2¢~" fraction of all A € ZZX” and for any s > w(y/logn),

the distribution of the a = A-x(modq) is statistically close to uniform over Z

q» Where

x & SampleDom(1", s).

Definition 14. ( Smoothing parameter/31/) For any n-dimensional lattice A and any
given € > 0, the smoothing parameter of the lattice is defined as

ne(A):min{s>0|p%(A*)<1+e}.

For the vast majority of matrices A € ZZX”, there exists a negligible value € such
that the smoothing parameter (A, (A)) is smaller than w(y/Iogn):

Lemma 5. (/23]) Let ¢ > 3, h and n be positive integers satisfying n > 2hlgq. Then
there exists a negligible function €(n) such that ne(Aj(A)) < w(y/logn) for all but at
most a ¢~ fraction of A in the ZZX" .

Theorem 3. ([32]) t; € Z™ and z; are mutually independent random variables sam-

pled from a Gaussian distribution Dy, p o overt;+A fori=1,2,--- , k in which A is

12



a lattice and o € R is a parameter. Let ¢ = (c1,- -+ ,cx) € ZF and g = ged(ey, -+, cx),
t = Zle citi. If 0 > ||c||ne(A) for some negligible number €, then z = Zle CiT;
statistically closes to Diygp o

The subsequent lemma demonstrates that the lengths of vectors obtained through
sampling from a discrete Gaussian distribution are predominantly concentrated within
a specific bound.

Lemma 6. (/31]) Let A be an n-dimensional lattice, and T be a basis of the lattice
A If s 2| T || -w(y/logn), then for any c € R™, we have:

Pr{|| x —c||> sv/n: x+Dj s} < negl(n).

Agrawal et al.[22] proposed a new lattice basis delegation algorithm, Basis-
Del(A, R, T4,s), in which the lattice dimension remains unchanged during the
delegation process. Inspired by their BasisDel algorithm, Guo et al.[24] developed a
new algorithm NewBasis(A, H,Ty4), for generating trapdoors in new lattices. This
algorithm is a special case of BasisDel(A4, R, T4, s) algorithm, where the matrix R is
replaced by an orthogonal matrix H. The detailed conclusions are as follows.

Theorem 4. (/24]) Let ¢ > 3 be odd, h be a positive integer, and let
n := [6hlogq|. There exists a deterministic polynomial-time algorithm denoted as
NewBasis(A, H,Tx) Its inputs are: a matriz A € ZZX" of rank h, a orthogonal matriz

H e 7", and T4 which is a basis of AqL(A). The output of this algorithm is a basis
T of the lattice A(B), where B= AH", and | T ||<|| Ta ||, | Ts |<|| Ta || v2/2

The following three lemmas establish fundamental properties of orthogonal matri-
ces and Gaussian distributions over lattices.

Lemma 7. ([24]) Let A € R™*"™ be an n-dimensional full-rank matriz, and H € R™*™
be an orthogonal matriz. Then,

|HA|=||A|| and | HA|=|A].

Lemma 8. (/24]) Let H be an orthogonal matriz over Z"*™, that is, HH' = I,,. If
x ~ Dzn 5, then Hx ~ Dgn .

Lemma 9. (/24]) Let A € Zy}*™,s > 0,u € Z™, and A = A} (A). Ifx is sampled from
Dym s conditioned on Ax =u (mod q), then the conditional distribution of x is Dy s.

13



4 Semigroup homomorphic signature

4.1 Construction

Before presenting our semigroup homomorphic signature, we first need to define our
message space and signature space. As introduced in the Introduction section, we
choose M = ((Z+)*,]]) as the message space and ¥ = ((Z™)*, ||) as the signature space,
both of which are semigroups without inverses. Note: if 6 = o103 - - - o), € (Z™)*, we
also treat o as a matrix [0y, 0g, ..., 0% ] € Z"**. If x € (Z,)*, without loss of generality,
assume X = x1xg - - - T, € (Z4)*. We define |x| as the length of x, that is, |x| = k.

Our semigroup-homomorphic signature scheme, SH = (Gen, Sign, Verify) works
as follows:

Gen(1™): Input the secure parameters n. Let ¢ = poly(n), k = poly(n) and ¢ >
(kn)?, h = Lﬁj, and V = kv/2nlogq - logn . The algorithm generates a pair of
public key and secret key as follows:

(1) Compute (A,T4) +— TrapGen(q, h,n), where A € ZZX" and T4 is a basis for the
lattice AJ(A).

(2) Select a secure collision-resistant hash function h : Z, = {0,1}* — {0,1}*. Note
that the hash function in our context is regarded as a deterministic algorithm rather
than an idealized random oracle.

(3) Sample ay,...,ak & ZZ. We require that ay,...,a be linearly independent. If
not, resampling should be carried out, and this process can be easily accomplished
within polynomial time.

(4) Output the public key pk = (A, h, a1, ..., ar) and the secret key sk = Tjy.

Sign(sk,x): Input the secret key sk = T4, the message x = x1,...,Z|x| € (Z4)".
the signing algorithm proceeds as follows:

(1) Compute v; = h(z;) = (vi1, ..., vi) and B; = Z?:l v;j-oj(modg), for i =1, ..., x|

(2) Compute o; + SamplePre(A, Ty, 3;, V), fori =1,...,|x|.

Output signature o = 109 - - - 05 € (Z")*.

Verify(pk,x, o): Input the public key pk = (A, h, a1, ..., o), X = 1122 - - 25 €
M and o. The verification process is as follows:

(1) Compute v; = h(x;), 8; = Z§:1 v;j - aj(modg), for i =1, .., |x|. Let
B= [,61, ...,ﬁ|x|] and o = g109 -+ 0'|x‘ = [0’170'2, ...,O'|x‘].
(2) Output 1 if all of the following two conditions are satisfied; otherwise, output 0.

1) ||| <V -Vkn; (|| - || represents the matrix norm.)
2) A-o(modq) = B. ( Note: A-o(modg) =[A-01,..., A 0 ](modg))

14



Remark 2: In our signature scheme, in order to avoid trivial forgeries, we actually
sign only the messages z1,...,x; € Z with the private key, while other messages x €
(Z4)*, which are not signed with the private key, are derived through homomorphic
operations, if x € span”{xl, ey Th }-

4.2 Correctness

We will now prove that the signature scheme we constructed is correct.

Theorem 5. The above signature scheme HS satisfies correctness with overwhelming
probability.

Proof. Assume that o = 0103 - - - 0y € (Z")* is the signature of the message x =
T2 - Ty € (Z4)F, dee,

k
o; < SamplePre(A,T4,3;,V), where ;= Zvij -oj(modg), 1<i< x|

Jj=1

From Theorem 2, it follows that | T4 ||< O(v/hlogq) with overwhelming
probability. Since V' = y/2nlogq - logn, it follows that

\% /2
> k- fn -logn > \/logn,

| Ta |

which implies V >|| T4 || -w(+v/Iog n). Therefore, by Lemma 6, we have || o [|< V - y/n
with overwhelming probability. Thus,

|o|= max [|o; |[<V -vVRn<V -V -n.

1<i<[a|
Finally, according to Lemma 3 we have A - o;(modq) = 3;, for i =1, ..., |x|. Thus
A-o(modg) = [A- 01, A~ o) (modg) = (B, .. Be] = B
This completes the proof of the theorem. O

4.3 Homomorphism

We will now prove that the signature scheme satisfies homomorphism.

Theorem 6. The above signature scheme HS is homomorphic with respect to the
operation ||. That is, for any x,y € (Z4+)*, we have

Sign(pk,x || y) = Sign(pk,x) || Sign(pk,y).
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Proof. For any x,y € (Z4)*, assume that

01 = 011012 - O1)x| < Sign(pk, x)
02 = 021022 - - Tajy| < Sign(pk,y),

where
o1; < SamplePre(A, T4, 81, V), B = Z h(z;); - ay(modq), i=1,...,[x|,
02 < SamplePre(A,T4,B2;,V), B2 = Zh vi)i-ag(modg), j=1,...,]yl

From the verification algorithm, we know that:

A . Uli(modq) = ﬁliai = 17 T ‘X|,
A - oi(modq) = Ba,i = 1,..., |yl
Let By = [,811,...,,@1|x‘] By = [ﬁgl,...,ﬁg‘y‘}, Z = X || y, and ¢ = oy || oo.
Next, calculate 3; = Zz 1 h(z;); - ag(modq), for 1 < i < |z| = |x| + |y|. Let B =
[ﬂl,...,,@|z|], then B = [Bl,BQ]
Since
A - o1(modq) = By,
A- a'g(modq) = BQ

Thus, A- o = A |01, 02](modq) = [B1, B]. Clearly, || o ||[< V - Vk - n.
Therefore, according to the verification algorithm,

Verify(pk,z,0) = Verify(pk,x || y,o1 || 02) = 1.

Therefore,
Sign(pk, x || y) = Sign(pk, x) || Sign(pk, y).

4.4 Security

In this section, we will prove that our semigroup-homomorphic signature scheme sat-
isfies EUF-CMA-FMR and is tightly secure. Before presenting the main conclusion,
we need to rule out a possible forgery.

Let h: Z; — {0,1}* be a collision-resistant hash function. If one can find @1,z €
Z 4 with x1 # o such that Z?zl h(z1);-o; = Z?=1 h(z2); - a;(modg). According to
the signature algorithm, if the signature of x; is o, then the signature of x5 will also
be o thereby resulting in a forgery. However, such a situation does not exist, and we
have the following lemma to prove this.
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Lemma 10. Let h : Z, — {0,1}* be a collision-resistant hash function. If for any
21,y € Zg, it holds that Z?Zl h(z1); - o; = Zle h(zz); - oj(modq), then with
overwhelming probability, T1 = x.

Proof. According to the definition of the signature algorithm, o, ..., o are linearly
independent. Suppose there exist x1,z9 € Z4 such that

k k

Zh(x1)j Q= Zh(l‘g)] . aj(modq).

j=1 j=1

Then it must be the case that h(z1); = h(z2),; for j =1, ..k, that is, h(z1) = h(xs).
Since the hash function h is collision-resistant, with overwhelming probability, z1 = x5.
O

According to Lemma 10, if a polynomial-time adversary A finds a pair of distinct
messages (x1,x2) such that Zle h(z1);-a; = Z?Zl h(z3); - aj(modg), then it must
be the case that h(z1) = h(xs). That is, the adversary A has found a pair of collision

points of the hash function. Obviously, the probability of such a situation is negligible.
We now provide the security proof of the proposed signature scheme.

Theorem 7. Suppose q = poly(n), k = poly(n) and ¢ > (kn)?, h = ngﬁL V=
kv2nlogq-logn. If the SIS, g problem is computationally hard for 8 = 2V -v/kn, then

the above semigroup-homomorphic signature HS is existentially unforgeable under the
adaptive chosen-message attack with a fixzed message range (EUF-CMA-FMR).

More specifically, Suppose the adversary A is allowed to make at most qs chosen-
message queries on message subset Z.(C M = (Zi)*) and can break the above
semigroup-homomorphic signature scheme SH with advantage € within time t. Then,
the simulator C can use the adversary’s ability to construct an algorithm B that out-
puts a solution to the SISq,QV‘\/R problem with advantage € — negl(n) within time
t + O(qsTs1 + TsampleDom ), where Tsy, represents the time required for the simulator
to generate a signature, and TsampleDom Tepresents the time for running the sampling
algorithm SampleDom once.

Proof. Let g = poly(n), k = poly(logn) and q > (kn)?, h = |

h:Z; — {0,1}*, V = ky2nlogq - logn.
The simulator C generates the public key through the following steps:

n 3 3 o
Flosg]s @ security hash

(1) Randomly and uniformly select a matrix A € ZZX". We regard A as an instance of
the SIS problem.

(2) Sample k vectors: v1,...,v: < SampleDome(1",s), where where s = V/vk >
w(y/logn). Let a; = A - v;(modq) € ZZ for i = 1,..., k. Here, we also require that
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Qaq, ..., are linearly independent. If they are not, repeat this step. According to
[33], the expected value of the number of repetitions will not exceed 2.

(3) Select a secure collision-resistant hash function h: Z, = {0,1}* — {0, 1}*

(4) Send pk = (A, h, vy, ..., ;) to the adversary A.

After receiving the public key, the adversary A chooses ¢s messages x1, ..., x4, € Z4
as signature queries. The simulator C generates the signature through the following
steps:

(1) For the message z;, compute v; = h(z;) and t;, = E;C:l ViiY;-
(2) Let g; = ti.
(3) Output the signatures o, for 1 < i < gs.

Send the signatures o4, ..., 04, the adversary A.

Next, we prove that the output distribution of the simulator is indistinguish-
able (within negligible statistical distance) from the output distribution in the real
signature scheme.

First, in the real signature scheme, the matrix A is generated by the trapdoor gener-
ation algorithm TrapGen. According to Theorem 2, the matrix A statistically follows
a uniform distribution. Secondly, according to Lemma 4, acy = A -1, ..., = A - Yi
also statistically follow a uniform distribution. Therefore, in terms of the generation
of the public key, it is statistically indistinguishable from that in the real signature
scheme.

Secondly, according to Theorem 3, o; = t; = Z?Zl v;;7; follows the distribution
Dz v . Moreover, since

k k k
Aogi=A-t,=A- Zvij'Yj = ZvijA Y= Zvijaj = B;(modg),
j=1 j=1

Jj=1

by Lemma 9, o; = t; follows the distribution D, y, where A; = Agi(A). Finally,
according to Lemma 6, we have

k
.
1D viy < k- max || vis < k- Zmv/n=V-vk-n.

Jj=1

Therefore, the signatures generated by the simulator are also statistically indistin-
guishable from those of the real scheme.

After receiving the signature queries, the adversary A finally outputs a forged
(x*,0"), where x* ¢ spany{z1, ..., ¥q, }.
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From verification condition 2), it can be concluded that:

A-o*(modq) = A-[o],...,0[. ](modq)
=B, Bx+|]

k k
f— * . * . .
—[E vlj-aj,...,g Vi a;]
i=1 =1

k k
13 v Ay, Y v - Ayl (moda).
=1

i=1
Take any arbitrary ¢, then

k k
A ol = Zv;kj Ay = A-Zv;‘j -;(mod).
i=1

i=1

From verification condition 1), we know that: || o ||< V - vk - n. By Lemma 6,
IIZVU A< ke Vi = VeV

holds with overwhelming probability, so || o} — Zl Vi 12V vk

If o # Zle v} - 7j, then the simulator outputs o — Zf 1 Vij ©7Yj as a solution

to the SISq,zv-\/ﬁ- Let the process of outputting o} — Zf 1Vij - v; be denoted as
algorithm B.

Next, we discuss the probability that o} # Zl 1 Vij - - Since the preimage of
the algorithm SampleDom has condltlonal mln—entropy w(logn), thus

k
Prio} = > vi; -] < 274095™) = negl(n).
=1

Therefore, the simulator can construct an algorithm B by using the adversary
A’s ability that, within time ¢ + O(gsTs3 + TSampleDom) OUtputs a solution to the
SIS, 5y problem with advantage € — negl(n). O

Worst-case connections. According to Theorem 1 ([23]), in the situation where
q > B-w(v/nlogn), the SIS, g problem is as hard as approximating the SIVP problem
in the worst - case scenario with a factor of g - O(\/ﬁ) In the Setup algorithm, the
requirement g > (nk)? serves to ensure that ¢ has a large enough value for Theorem 1
to be applicable. Even though the exact value of the worst - case approximation factor
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is determined by the parameter k, it is always a polynomial function of n regardless
of the specific value of k.

5 A Linearly Semigroup-Homomorphic Signature
Scheme
Based on the semigroup-homomorphic signature construction in Section 4, we will

construct a secure linearly semigroup homomorphic signature. First, we introduce the
linear operations on the semigroup.

(1) In this section, the message space and signature space we choose are still
((Zy)*, ) and ((Z™)*,||) respectively. In addition, we require that the empty string
@ € (Z4)*, and it satisfies that for any v € (Z4)*,

vijg=g|v=yv.

Next, we define the signature of @ as N. It is required that X € (Z")*, and for any
oc(Z"),
N|o=0c|R=0.

(2)Let R=2Z,={0,1,...,p—1},c € Z,, ¢ # 0, and for any v € (Z)*, we define
the scalar multiplication operation c¢ - v as follows:

If ¢ = 0, then for any v € (Z4)*, we define 0-v = &. Therefore, if (f) = (c1,...,ck),
where ¢; € Zj, then for any
mathbfuy,...,vi € (Z4)*, we have

fovivi) =avi|l - lave=vall - lfva [ e |- ]
—— —

c1 Ck

(3)Let R=2Z,={0,1,...,p—1},c € Zp, ¢ # 0, and for any o € (Z")*, we define
the scalar multiplication operation c¢ - o as follows:

cco=0o0|-||o=|o,0,...,0].

c c

Note: When a signature o is written as [o], it indicates that it is considered as a matrix
at that moment. If ¢ = 0, then for any o € (Z™)*, we define 0 - & = N. Therefore, if
(f) = (c1,...,ck), where ¢; € Z,, then for any o1, ...,04 € (Z™)*, we have
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f(0'1,-~-70'k)=C1'0'1 || || CkOf = [01'0'17"' ,Ck'O'k:} = [0'17"' y 01, Ok, ,Ok].

c1 Ck

5.1 Construction

In the following, we present a formal description of our linearly semigroup-
homomorphism signature scheme.

Our linearly semigroup-homomorphic signature scheme LSH = (Setup, Sign,
Combine, Verify) works as follows:

Setup(1™,pp): The input consists of the security parameter n and the pub-
lic parameters pp. The public parameters pp are defined as follows: ¢ = poly(n),

k = poly(n), and ¢ > (kn)?, h = {%J, V =kv/2nlogq - logn.

Furthermore, the public parameters define a message space M = ((Z4)*,|) and
a signature space ¥ = ((Z™)*,||). The algorithm generates a pair of public key and
secret key as follows:

(1) Compute (A,T4) «— TrapGen(qg, h,n), where A € ZZX", T, is a basis for lattice
1
A (A).
(2) Sample k vectors: ay, ..., o & ZZ. These vectors are linearly independent.

(3) Select a secure collision-resistant hash function h: Z, = {0,1}* — {0,1}*
(4) Output the public key pk = (A, ,h, a1, ..., ;) and the secret key sk = T4.

Sign(sk,7,v): Input the secret key sk = Ta, the tag 7 € {0,1}", the message
vV =V1Va - V| € M. the signing algorithm proceeds as follows:

(1) Compute H, = diag{2m — 1,...,27, — 1}, where 7 = (71, ..., Tn).

(2) Compute Tg-+NewBasis(A, H,;,T4), where Tg- is a basis for AqL(BT) and B™ =
AHT.

(3) Compute B; = 35 h(vy); - a;(modg), for 1 < i < |v].

(4) Compute o; +— SamplePre(B",Tp-,3;,V), for 1 <i < |v]. Let 0 = 0102 0y

(5) Output o as signature.

Combine(pk, 7, {(c;,0;)!_;}): Given a public key pk, a data-set tag 7 € {0,1}",
and a set of tuples (c;,0;)!_;, where ¢; € R = Z, and o; < Sign(sk,7,v;), this
algorithm outputs a signature & = ¢; - o1 || -+- || ¢ - 7. (This o is intended to be a
signature on ¢y - vy ||+ || ¢ - Vi)

Verify(pk, 7,y,0). On input a public key pk = (4, ,h, a1, ..., ), an data-set tag

7 €{0,1}", a vector y = y1y2 - - - y}y| € M, and a signature o = o102 - - - Ty € X.
The verification process is as follows:
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(1) compute H, = diag{2m; —1,...,27, — 1} and B™ = AH.
(2) compute B; = Z?Zl h(y;); - aj(modg), for i = 1,..., |y|. Let Y = [B1, ..., Bly|]-
(3) Output 1 if all of the following two conditions are satisfied; otherwise, output 0.
1) e |<V-VEkn.
2) B™-o(modq) =Y. (Note: B"-0 = B"-[o1,...,0)y|| = [B"-01, ..., BT-0y|](modq)
)

Remark 3: Since this signature scheme is essentially built upon the semigroup-
homomorphic signature constructed in Section 4, in order to avoid similar situations,
we require that this signature scheme can only sign messages v € Z using the private
key.

5.2 Correctness

Below, we use a theorem to demonstrate that the above signature system satisfies
correctness with overwhelming probability.

Theorem 8. The above linearly semigroup-homomorphic signature scheme satisfies
correctness with overwhelming probability.

Proof. (1) If o = [o,...,0)y|| +— Sign(sk,7,y), where y = y1y2 - - - y|y| € M, then

o; +— SamplePre(B", Tz, 3;,V),

where 8; = Zle h(y;); - o, fori =1,...,|y|.
From Lemma 2 and Theorem 2, it follows that || Ty II<]| EI\TA II=II T II<

O(v/hlogq) with overwhelming probability. Since V' = kv/2nlogq - logn, it follows

that \|Tv i > ky/ 22 -logn > \/logn, which means V >|| Tp+ || -w(vIogn).
-

Therefore, by Lemma 6, we have || o; ||[< V - v/n <V - Vkn with overwhelming
probability. Thus

| o||l= max | o;||<V-Vkn.
1<i<]y]|

Furthermore, since o; «— SamplePre(B",Tg-,3;,V), it follows that BT -
o;(modq) = B;. Therefore, B” - o(modq) =Y, where Y = [B4, ..., Bjy|]-
Therefore
Verify(pk,7,y,0) = 1.

(2) If o +— Combine(pk, 7, {(c;,0;):_,}), where ¢; € Z, , o; «— Sign(sk,7,v;),
for 1 <4 <. According to the definition of the algorithm Combine,

o=c o] |g-o=lc-o, -0 =01, 01,0, 0]
———— —_———

(5] Cy
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It can be seen from 1) that || o; [|[< V - Vkn with overwhelming probability; thus
| o ||<V-VEn.

Let Y; = [B%, ...7ﬁ|ivi|], then B” - o;(modq) =Y;, for i = 1, ..., 1. Therefore,

BT,O-(mOdq):BT.[O-l’...70-1,...’o-h...)o-l]:[y'h...’Y'l’...7Y2’...7Y”_
————— ——— ——— ———
C1 Cy C1 Cy
Let
y=c-vil-lla-vi=vill--- vl vl v
—— —
Cc1 (&7

Let 3; = Z§=1 h(y;); - aj, for i =1,...,|y|, then

[Ylu'-wyl]:[ﬂlw-wﬂcﬂvh]a LR} Dfla"wyﬂ:[ﬁ‘y‘_z?zlc”vhw"7By]~
A,—/ A,—/ i=1 "% g

c1 Cy
Let, Y = [B1, ..., Bly|], thus

Y:[Yla"'ayla"'a}/la"'a}/l]-
———

C1 Cy

Therefore,
B™ - o(modg) =Y.
It follows that

Verify(pk, 7,c1v1 || - -+ || ¢ivi, Combine(pk, T, {(ci,ai)lizl})) =1.

5.3 Security

Below, we prove that our signature scheme is existentially unforgeable under adaptive
chosen-message attacks with a fixed message range (EUF-CMA-FMR).

Theorem 9. Let LHS be the linearly semigroup-homomorphic signature described

above. Suppose q¢ = poly(n), k = poly(n) and q > (kn)?, h = lemosgd: V =

kv2nlogq-logn, B =2V -vkn . If the SIS, g problem is hard, then LSH is is exis-
tentially unforgeable under the adaptive chosen-message attack with a fized message
range (EUF-CMA-FMR).

More specifically, Suppose the adversary A is allowed to make at most qs chosen-
message queries on message subset Z,(C M = (Z)*) and can break the above linearly
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semigroup-homomorphic signature scheme LSH with advantage € within time t. Then,
the simulator C can use the adversary’s ability to construct an algorithm B that outputs
a solution to the SISq,zv-\/E problem with advantage € — negl(n) within time t +
O(¢sTzsm + TsampleDom ), where Trsy represents the time required for the simulator
to generate a signature, and TsampleDom represents the time for running the sampling
algorithm SampleDom once.

Proof. Assume that the adversary A breaks the signature scheme LHS with advantage
€ within time ¢. We will now prove that a simulator C can be constructed, which
utilizes the adversary A’s ability to forge signatures to construct a algorithm B that
can output a solution to the SIS, g problem.

Now the simulator C generates the public key in the following way:

(1) Let the public parameters

k = poly(n),

q = poly(n) > (kn)?,
pp = n

h = \‘Gloqu ’

V =kv2nlogq - logn.

(2) Randomly and uniformly select a matrix A € ZZX". We regard A as an instance of
the SIS problem.
(3) Sample k vectors:
Y1y ...,k < SampleDome(1", s),
where s = V/Vk > w(y/logn). Let a; = A - v;(modq) € ZZ, fori=1,.. k.
(4) Select a secure collision-resistant hash function h : Z, = {0,1}* — {0,1}*
(5) Send pk = (A, h,a, ..., ) to the adversary A.

After receiving the public key pk, the adversary A selects a sequence of subsets
Vi,...,V,, as signature queries, where V; = span|{vi,..., vy}, and (vi,...,vii) €
(Z4)*, 1 < i < q,, where [ represents the maximum number of times of the homomor-
phic operation.. For each i (i = 1,...,¢s), the simulator C chooses 7; uniformly from
{0,1}" and gives the tag 7; to A. The steps for the simulator to return the signature
queries to the adversary A are as follows:

(1) Compute H, = diag{2m; — 1,...,27, — 1}, where 7 = (71, ..., ).
(2) Compute Tp~ +— NewBasis(A, H,,,Tx). Tpw is a basis of Ay (B™), where B™ =
AHT .
(3) Compute
tij = H - [h(vij)1 -1+ ... + h(vij)r - Vil
where h(Vij) = (h(vij)la veny h(V”)k)
(4) Let i = tij s for j = ]., ,l
The simulator C output the signature o;;, where i = 1,...,¢5 and j = 1,...,, and
sends it to A.
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Next, we prove that the output distribution of the simulator is indistinguish-
able (within negligible statistical distance) from the output distribution in the real
signature scheme.

By Lemma 8, we know that the distribution of H - [h(v;;)1 -1 + ... + h(vi;) i - Vi
is the same as that of h(v;;)1 - v1 + ... + h(vi;)& - Y&. Therefore, through a discussion
entirely similar to that in Theorem 7, the output of the simulator and the output of
the real scheme are statistically indistinguishable.

Finally, the adversary A generates a valid forgery (7%,
mathbfy*, o), such that

Verify(pk, 7", y*,0") =1,
where 7* € {0,1}", y* = yiy5 - Y|y« € M, 6* =0oj05 - - - o = [o7, ...,al*yl] eX.
Whether it is a I-type forgery or II-type forgery, the following equation holds:

B™ . o*(modgq) = Y*,

where Y* = [,Bf,...,ﬁl*yl], B = Z§:1 h(yf); - a;, 1 < i < |y*|. Noting that
a; = A-~;(modg), we have:

B7 -[o},...,00,)(modq) = A-H. - [07,...,07,] (mod q)
=[A-H. -of,...,A-HL -y (modq)
= [/617"'316\y*|]

k k
= [Z h(y1); - ;.. -,Zh(y\*yq)j - a]

k k
=D h(y}); Ay > h(yl.) Ayl
j=1 j=1

Arbitrarily take an index ¢ € {1,...,|y*|}, then

k
A-H o7 (modg) = h(y;);-A-~;.
j=1
Thus,
k
A-(HL o7 = h(y;); - ;) (modg) =0
j=1

From verification condition 1), we know

I HS. o} |I=] of [|[< VVEn.
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By Lemma 6, || Z§:1 h(y!);-v 1< k- % -v/n =V -vkn holds with overwhelming
probability, so

k
IHL -of = hyi);- v <2V - Vin.
j=1

If 4. -af—Z?zl h(y});y; # 0, then the simulator outputs H]. .of —2521 h(y});-
v; as a solution to the SIS, g, where § = 2V - VEkn.

Let the process of outputting H.|. o — Z?:l h(y?); -7, be denoted as algorithm
5.

Finally, we discuss the total probability. Similar to the proof process of Theorem
7, we can still obtain that the probability of H. -o} — 2521 h(y});-7v; = 0is negl(n).
Therefore, the simulator can construct an algorithm B by using the adversary A’s
ability that, within time ¢+ O(¢sTzs# +TsampleDom) Outputs a solution to the SIS, 5
problem with advantage € — negl(n). O

5.4 Privacy

Since our signature scheme only uses the private key to sign messages v € Z, we will
prove that the above signature scheme is weak context hiding in this case.

Theorem 10. If the adversary only queries on the message subset M' = Z., then
the above linearly semigroup-homomorphic signature scheme is weakly context hiding.

Proof. The challenger runs Setup(1™, pp) to generate a public-private key pair (pk, sk)
and sends it to the adversary. Upon receiving the key pair, the adversary outputs
Vo, Vi, f1,- -+ fs), where Vo = span{vo1,...,vox}, Vi = span{vii,...,vis}, and
(Vits -, vit) € (Z)* for b = 0,1. Additionally, it holds that f;(voi,...,vor) =
filvir, .o, vig) fori=1,2,...s.

In response, the challenger randomly selects a tag 7 € {0,1}™ and a random bit
be {0,1}. Let
o <+ Sign(sk, 7, vp), i =1,..., k.
Then, oy, is statistically close to Dayg,, v, where A = AF(B7), By = 25:1 h(vy;); -
(e7D

Let (f) = (c1,...,c¢k). According to the definition of the algorithm Combine, we
have:
Combine(pk, 7, {(c;, opi)Yo_y) = ap = crop1 || -+ || ckoor = [c1001, - -, CLObE]

= [0'b1,-~~,0'b1,~~-,0'bk,---a0'bk}

c1 Ck
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Note that, according to the definition of the signing algorithm, each col-
umn of the above signature o, is statistically close to Daig,,,v, where By =

k
ijl h(f(Vor, .., Ver))j - o, L=1, 0 [f(Vor, oo, Vor)|-

Therefore, the distribution of o, depends only on the parameters: A, aq, ..., oy,
Vi, fy F(Vo1, s Vor)-

Moreover, since f;(vo1, ..., Vor) = fi(Vi1,...,Vik), ¢ = 1,2, ..., s, for any f;, op and
o1 they are statistically close to the same distribution.

Consequently, even an unbounded adversary cannot win the privacy game with

non-negligible advantage.
O

6 Conclusions and Open Problems

In 2002, at the Cryptographers’ Track of the RSA Conference, Johnson et al.[3] put
forward an open problem: how to construct a secure homomorphic signature on a
semigroup instead of on a group. This paper presents the first homomorphic signature
on a semigroup. To prove the security of this scheme, we define a new security model,
namely EUF-CMA-FMR (existential unforgeability under adaptive chosen-message
attacks within a fixed message range). We prove that the scheme is existentially
unforgeable under adaptive chosen-message attacks within a fixed message range
(EUF-CMA-FMR), and that it is tightly secure.

Second, we define linearly semigroup-homomorphic signatures and the correspond-
ing security model, and extend the semigroup-homomorphic signature constructed in
Section 4 to a linearly semigroup-homomorphic signature. We prove the correctness,
unforgeability, and privacy of this signature scheme.

Finally, there still remain quite a number of unsolved problems here. (1) Regard-
ing the signature length, since the signature length of our signature scheme increases
linearly with the increase of the message length, is it possible to construct a semigroup-
homomorphic signature with a fixed signature length? (2) Regarding the message
space, is it possible to construct a semigroup-homomorphic signature on other semi-
groups that do not have inverses? For example, can we construct a set-homomorphic
scheme that only permits the union operation? This question is mentioned in [3]. (3)
Regarding security, is it possible to construct a semigroup homomorphic signature that
satisfies the standard EUF-CMA? (4) Regarding applications, is it possible to con-
struct other linearly semigroup-homomorphic signatures, or homomorphic signatures
on a semigroup that support two different operations? Furthermore, could we pro-
pose a fully homomorphic signature on a semigroup, similar to a fully homomorphic
signature scheme?
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