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Abstract. Threshold encryption distributes decryption capability across n parties such that any t of
them can jointly decrypt a ciphertext, while smaller coalitions learn nothing. However, once ¢ or more
parties collude, traditional threshold schemes provide no accountability: a coalition of ¢t or more parties
can pool its keys into a pirate decoder that enables unrestricted decryption, all without any risk of
being exposed. To address this, Boneh, Partap, and Rotem [CRYPTO ’24] introduced threshold traitor
tracing (TTT), which equips threshold encryption with traceability. Yet, all known TTT schemes either
suffer from parameter sizes growing with at least n/2, or rely on indistinguishability obfuscation to
achieve optimal parameters.

In this paper, we present the first TTT schemes with optimal parameters, where public keys, secret keys,
and ciphertexts are all bounded by poly(),logn), built solely from standard cryptographic tools and
assumptions. Our first construction relies on the decisional Bilinear Diffie-Hellman (DBDH) assumption
in prime order bilinear groups. Our second construction, based on the Learning with Errors (LWE)
assumption, is plausibly post-quantum secure, and supports ramp-thresholds where decryption requires
a larger coalition than those tolerated by security. Both of our constructions provide traceability against
coalitions of arbitrary sizes.

To achieve these results, we introduce a new primitive, Attribute-Based Threshold Encryption (ABTE),
which generalizes both threshold and attribute-based encryption. We then combine ABTE with Mixed
Functional Encryption through a new compiler to obtain our TTT schemes. We believe ABTE is a
powerful primitive that may have independent applications beyond optimal TTT.
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1 Introduction

Threshold cryptography [33, 37, 34, 31] is a paradigm for distributing trust in cryptography. A t-out-
of-n threshold encryption scheme [54, 22, 46, 26, 39, 61, 17, 47, 9, 64] distributes key shares among
n parties such that any coalition of at least ¢ parties can jointly decrypt a well-formed ciphertext,
where as any coalition of ¢ — 1 or less parties learns nothing about the underlying message. Owing
to this balance between robustness and privacy, threshold encryption has emerged as a founda-
tional primitive with diverse applications, including secure electronic voting [27], privacy-preserving
sealed-bid auctions [59], and, more recently, the design of encrypted mempools in blockchain ecosys-
tems [8, 57, 32, 60].

Threshold Traitor Tracing. Threshold encryption, while secure against collusion of up to t — 1
parties, offers no accountability once ¢ or more parties collude. If such a coalition sells its key shares
to an adversary, the adversary gains full decryption capability, rendering the system completely
insecure. In traditional threshold schemes, the colluding parties face no risk, since there is no
mechanism to hold them accountable for their misbehavior.

To address this gap, Boneh, Partap, and Rotem [13] introduced the notion of threshold traitor
tracing (TTT), which augments threshold encryption with traceability. They consider the scenario
where a coalition of ¢ or more parties uses their keys to build a decoder bor—a device or program
(conceived as an obfuscated algorithm or tamper-proof hardware) that takes a ciphertext as input
and outputs its decryption. In addition to the standard semantic security guarantee, the defining
property of TTT is traceability: a designated tracer must be able to efficiently identify at least
one colluding party by interacting with the decoder box only through black-box access. This ac-
countability mechanism deters parties from selling their key shares, since doing so exposes them to
the risk of being traced. For the problem to be meaningful, it is further essential that the system
parameters — public keys, ciphertexts, and key shares — remain compact®.

The State-of-The-Art. Boneh, Partap, and Rotem [13] gave the first formalization of TTT and
presented four constructions, each with different efficiency tradeoffs. One construction has constant-
size public keys and ciphertexts, but requires quadratic-size (O(n?)) secret keys for each party.
Another has constant-size secret keys, but at the cost of larger public keys and ciphertexts of size
O(nl/ 3). More recently, several follow-up works [18, 21, 10] have advanced this line of research,
proposing new TTT schemes with improved tradeoffs. Nevertheless, all known constructions still
suffer from at least polynomial parameter sizes in n, with the exception of an indistinguishability
obfuscation (iO) based scheme that achieves optimal parameters i.e. poly(logn), as observed in [13].
(A detailed comparison appears in Section 2.4 and Table 1.) This state of affairs naturally leaves
open a central and tantalizing question:

Open Problem. Can we design threshold traitor tracing schemes with optimal parameters, namely,
where the sizes of public parameters, secret keys, and ciphertexts grow only poly-logarithmically in
the number of users, while relying solely on simple, well-founded cryptographic assumptions and
tools?

5 One can trivially achieve traceability by using threshold encryption with O(n)-sized public keys and ciphertexts,
but such schemes are impractical. See [13, §7] for details.



Our Results

We resolve the above open question by presenting the first threshold traitor tracing (TTT) schemes
with optimal parameters, i.e., the sizes of public parameters, secret keys, and ciphertexts are
poly(A,logn) for security parameter A\, while only relying on standard cryptographic tools. Our
contributions are twofold:

An Optimal Pairing-based Construction. Our first result is an optimal TTT scheme based on prime-
order bilinear groups. We prove its security under the decisional bilinear Diffie-Hellman (DBDH)
assumption.

Theorem 1 (Informal). Under the DBDH assumption, there exists an optimal threshold traitor
tracing scheme in which public parameters, secret keys, and ciphertexts all have size poly(\,logn).

A post-quantum ramp-threshold construction. Our second contribution is a ramp-threshold traitor
tracing scheme based on the Learning with Errors (LWE) assumption, thereby offering plausibly
post-quantum security. In this setting, semantic security is guaranteed against coalitions of up to ¢,
parties, while decryption requires at least ¢. > t, parties. Note that, even though coalitions larger
than ¢, may be able to break semantic security, traceability is guaranteed against any coalition of
parties that produces a decoder box. This provides the first plausibly post-quantum construction
of ramp TTT with optimal parameters.

Theorem 2 (Informal). Under the LWE assumption, there exists a ramp-threshold traitor trac-
ing scheme in which public parameters, secret keys, and ciphertexts all have size poly(X,logn).

We provide a detailed comparison of our TTT constructions with prior works in Section 1, and
describe our high level ideas next.

Our approach. The technical core of our work is a new generic compiler for TTT, built around
the new Attribute-Based Threshold Encryption (ABTE) primitive we introduce. ABTE generalizes
threshold encryption and attribute-based encryption, i.e., it enables attribute-based access control
on top of threshold encryption. Concretely, each party is issued a key associated with a policy and
an index, while ciphertexts are labeled with attributes. Decryption succeeds only if a coalition of
at least ¢ parties comes together, all holding keys whose policies accept the ciphertext’s attribute.
Security requires that even if up to (¢t — 1) parties with accepting policies collude — along with
any number of parties holding non-accepting policies — they learn nothing about the plaintext. We
believe ABTE is a broadly useful primitive, with applications beyond TTT.

Our notion of ABTE allows us to generalize earlier traitor tracing compilers [16, 44, 65, 66] from
non-threshold to the threshold setting. Specifically, we show how to combine ABTE with Mized
Functional Encryption [44, 66] via a sequence of compilers to obtain TTT. While the compilers are
a natural generalization of prior work, the threshold setting introduces subtleties in the security
analysis that we address.

Theorem 3. Assuming there exists a (i) mized functional encryption (mFE) scheme, and an (ii)
ABTE scheme for policies that can compute the mFE decryption circuit, there exists a threshold
traitor tracing scheme (TTT).



Assumptions | Public-Key | Secret-Key | Ciphertext | Perfect
size size size threshold

Boneh et al. [13, §5.2] Pairings 0(1) O(n?) o(1) Yes
Boneh et al. [13, App. B] Pairings O(n'/?) 0(1) O(n'/?) Yes
Bormet et al. [18, §6.2] Pairings, GGM| O(n?) 0(1) o()T Yes
Bormet et al. [18, §7] Pairings, GGM| O(n") O(1 O(1) Yes
Bhattacharyya et al [10] Pairings 0(1) O(n?) o(1) Yes
Canard et al [21] Pairings O(n*) O(n?) O(n?) Yes
This work (Thm. 1) Pairings O(1) O(1) O(1) Yes
This work(Thm. 2) LWE 0(1) 0(1) o(1) Ramp

Table 1. Comparing the efficiency of Threshold Traitor Tracing (TTT) constructions. All the
numbers are for full collusion-resistance, meaning that the tracer must find a traitor even if
all n parties collude to construct the decoder box. Note that we ignore poly(\) factors and
assume log(n) < A.

T This is amortized over O(n) ciphertexts.

We then provide two concrete instantiations of ABTE. Our first construction, based on the
Decisional Bilinear Diffie-Hellman (DBDH) assumption, supports arithmetic span programs as
policies. This enables us to combine it with the pairings-based mFE scheme of [66] to obtain
our first optimal TTT scheme from pairings. Our second construction is based on Learning with
Errors (LWE) and supports arbitrary circuit policies. However, it only achieves a ramp-threshold
guarantee. The gap stems from the need for a secret sharing scheme with (i) constant-size secret
shares, to achieve optimality, and (ii) small reconstruction coefficients, to control noise growth in the
lattice setting. Since threshold secret sharing with both properties simultaneously is not known,
we resort to a ramp-threshold secret sharing scheme. Instantiating our compiler with this ramp
ABTE together with the LWE-based mFE scheme of [44] yields our second result. Both our ABTE
constructions are realized through a semi-generic framework that integrates existing attribute-based
encryption schemes with threshold secret-sharing techniques, thereby combining fine-grained access
control with distributed decryption resilience.

Applications of ABTE beyond TTT. We view ABTE as a fundamental primitive whose utility
extends well beyond threshold traitor tracing. Just as threshold encryption enhances the security of
public-key encryption by distributing the decryption, ABTE strengthens attribute-based encryption
(ABE) by enabling threshold decryption in the attribute-based setting. This opens the door to
natural applications where both fine-grained access control and protection against data misuse
are crucial. For example, in the context of encrypting medical records, ABE can ensure that only
authorized doctors and researchers may access particular patient data [1, 4]. In this scenario, ABTE
allows us to prevent misuse of data by any single entity by requiring collaboration among at least
t authorized users i.e. doctors or researchers, before any record can be decrypted.

2 Technical Overview

We now give an overview of our techniques. We split it into three parts. Section 2.1 presents our
generic compiler for constructing TTT. In Section 2.2, we describe our pairings-based and LWE-



based constructions of ABTE. Lastly, in Section 2.3, we briefly discuss how we instantiate our
compiler with known mixed FE constructions and our ABTE schemes to achieve our results.

2.1 A generic compiler for TTT

We present our generic compiler in two steps. In Section 2.1.1, we show how to generically construct
TTT from a new primitive called Threshold Private Linear Broadcast Encryption (PLBE)°. In
Section 2.1.2, we present a generic construction of Threshold PLBE from Attribute-based Threshold
encryption and Mixed Functional Encryption. Note that there are some subtleties in applying these
compilers in the pairings setting; we expand on this in Section 2.3.

2.1.1 TTT from Threshold PLBE We start with some background on an existing compiler
for (non-threshold) traitor tracing (T'T), which is a special case of TTT with threshold ¢ = 1.

Background on Traitor Tracing from PLBE. We start by describing a compiler for con-
structing (non-threshold) traitor tracing from Private Linear Broadcast Encryption (PLBE), given
n [16]. A PLBE system for n parties has a public key pk, master secret key msk, and secret keys
of all parties skq,sks, . ..,sk,. Messages in PLBE can be either encrypted in a public-key mode or a
secret-key mode. The public-key mode encryption (which we also refer to as the normal encryption)
requires only the public-key pk and the underlying message, and any sk; can decrypt such public-key
mode ciphertexts. To encrypt in a secret-key mode, the secret-key encryption algorithm, EncSK,
takes as input msk, a message and an index i, and outputs a ciphertext that only can be decrypted
using secret keys sk; for parties j > i. For security, PLBE require three properties. The first is
indez-hiding, which requires that an adversary with keys of all parties except i, cannot distinguish
between secret-key encryptions to index ¢ — 1 and ¢. The second is message-hiding, which requires
that secret-key encryptions of two different messages mg, m1 to index n must be indistinguishable,
even if the adversary has all n keys. Lastly, indistinguishability requires that a normal encryption
of message m created using pk is indistinguishable from a EncSK encryption of m to the index 0,
even if the adversary has all n keys.

To build traitor tracing, we run the PLBE setup and give each PLBE secret key sk; to party ¢. To
trace a decoder box D, the tracing algorithm first measures (with several samples) the probability
that D correctly decrypts a ciphertext encrypted to index ¢ for all ¢ € [0,n]. If the box D decrypts
public-key ciphertexts with probability €, then it must decrypt ciphertexts encrypted to index 0 with
roughly the same probability, by indistinguishability. Moreover, D cannot decrypt encryptions to
index n, by message-hiding. Hence, there must exist some index i € [n] where D’s success probability
drops significantly between encryptions to index ¢ — 1 and i. By index-hiding, this gap implies D
must contain sk;; hence, the tracer simply outputs ¢ as a colluder.

Our TTT compiler. To adapt the above approach to the threshold setting, we need to thresholdize
the decryption process such that a ciphertext can only be decrypted by a set of £ or more parties,
while still supporting tracing. Our key observation is that decryption in the PLBE-based T'T scheme
is identical to the PLBE decryption. Thus, if we can thresholdize PLBE decryption, we can obtain
threshold traitor tracing using a similar compiler.

 We remark that [13] also present a TTT construction based on the specific PLBE scheme of [42]. In contrast, our
approach demonstrates how to generically realize TTT from any threshold PLBE, thereby providing a broader
and more modular foundation.



Based on this observation, we define a new primitive, which we refer to as threshold PLBE or
TPLBE. In a t-out-of-n TPLBE, the setup algorithm outputs pk, msk along with n keys sk, ..., sk,.
Unlike classic PLBE, here a ciphertext encrypted under pk requires at least ¢ users to decrypt: each
user produces a partial decryption using its key, and any ¢ partial decryptions can be combined to
recover the message. Similarly, the EncSK algorithm produces ciphertexts with respect to an index
i, which can only be decrypted by ¢ users with indices greater than i. We require four security
properties. The first three are indistinguishability, index-hiding, and message-hiding, which are
defined as above. Crucially, the threshold does not play a role in these properties. The fourth
requirement is standard semantic security. This requires that an adversary that corrupts up to¢t—1
parties, must not learn anything about the encrypted message. This must hold even if the adversary
is allowed to see partial decryptions on valid ciphertexts of its choice.

With TPLBE in place, we can lift the PLBE-to-TT compiler directly to the threshold setting.
Setup simply distributes TPLBE keys to users. Decryption proceeds as in TPLBE: each party
contributes a decryption share, and any ¢ shares can be combined. The tracing algorithm is also
identical as above. To see why this is a secure TTT scheme, first observe that semantic security
of TTT follows directly from semantic security of TPLBE. Moreover, the proof of traceability
extends naturally from the PLBE case since the indistinguishability, index-hiding, and message-
hiding properties remain intact. In terms of efficiency, observe that the public key, secret key and
ciphertext sizes for the resulting TTT scheme are equal to the corresponding sizes for the TPLBE
scheme. Hence, with this compiler, the task of constructing optimal TTT reduces to the task of
constructing optimal TPLBE.

2.1.2 Threshold PLBE from ABTE + mixed FE. We begin by reviewing the existing
compiler that constructs PLBE from the combination of Attribute-Based Encryption (ABE) and
mixed Functional Encryption (mFE).

Background on PLBE from ABE 4+ mFE. We describe the compiler given in [44] for con-
structing PLBE from Attribute-based encryption (ABE) and mixed function encryption (mFE).
An mFE scheme supports two encryption modes: (i) public-key (or normal) encryption, which takes
only the public key and outputs a ciphertext ct, and (ii) secret-key encryption, which takes the mas-
ter secret msk and a function f to produce a ciphertext cty. Decryption keys are tied to messages:
a normal ciphertext ct will decrypt to 1 when using the key sk,, for any message m. Addition-
ally, decrypting a secret-key ciphertext cty using sk, will output f(m). mFE security requires a)
accept-indistinguishability, which states that normal ciphertexts are indistinguishable from secret-
key ciphertexts for a function f, unless one has a secret key for message m such that f(m) # 1,
and b) function-indistinguishability, which requires that an adversary learns nothing more about a
function f except for the values f(m) for messages m whose keys are in its possession.

To build PLBE, [44] combine mFE with (key-policy) ABE in the following way. The messages
are encrypted using ABE, with the attribute being set to an mFE ciphertext. In the public-key
mode, the attribute is a normal mFE ciphertext ct. Next, to encrypt to index 7 in the secret-key
mode, we set the ABE attribute to ctcomp,, an mFE secret-key ciphertext encrypting the comparison
function comp; that outputs 1 only if the input is > i. Each party j receives an ABE secret key with
the policy being the mFE decryption circuit hard-wired with the mFE secret key sk; corresponding
to index j. Clearly, any party can decrypt a normal ciphertext since the policy for any key evaluates
to one on ct by mFE correctness. On the other hand, decrypting ctecomp, only outputs one for parties
7 > 1, so only these parties can decrypt the ciphertext encrypted to ¢, as desired.



Note that while mFE can be defined for arbitrary function classes, an mFE for comparisons
comp, is enough for building PLBE (and hence TT). At the same time, the policy class supported
by ABE must be expressive enough to capture the mFE decryption circuit.

Our TPLBE compiler. To construct a threshold PLBE using the approach above, we need to
thresholdize decryption so that ciphertexts can only be decrypted by ¢ or more parties. Towards
this goal, we observe that the decryption algorithm in the PLBE construction above is precisely the
decryption algorithm of the ABE scheme. Therefore, it suffices to thresholdize the ABE decryption
algorithm. To achieve this, we introduce the primitive of Attribute-based Threshold Encryption
(ABTE), which we describe next.

Attribute-based Threshold Encryption. In a t-out-of-n (key-policy) ABTE, each user’s secret key is
tied both to a policy and to the user’s index. Specifically, the key for user ¢ and policy C; : X — 0,1
is denoted sk; o.. As in standard ABE, encryption of a message m is associated with a public
attribute x € &.

The crucial difference from ABE lies in the decryption process — a ciphertext labeled with
attribute z can only be decrypted by a coalition of ¢ parties whose policies are all satisfied by .
Concretely, each party can only compute a partial decryption share using its key, and the message
can be recovered only by combining ¢ such shares from parties with satisfying policies i.e. C;(x) = 1.
Thus, ABTE generalizes ABE and threshold encryption: it enforces fine-grained access control via
attributes, while also distributing decryption authority across multiple parties. Note that our ABTE
notion is not to be confused with threshold ABE [48], wherein the policies themselves are restricted
to be threshold predicates, or with registered, distributed or multi-authority ABE where the setup
process is decentralized. We discuss these related notions in Section 2.4.

In terms of security, ABTE captures both the security of ABE and the standard semantic
security of threshold encryption. Specifically, for an ABTE to be secure, we require that an adversary
cannot learn anything about a message encrypted with attribute z*, even if it can query (i) an
unbounded number of keys for parties with policies not satisfied by z* (as in ABE security), (ii)
keys of up to t — 1 parties with satisfying policies, and (iii) decryption shares for valid ciphertexts
of its choice (as in threshold encryption security).

The compiler. With the notion of ABTE in place, we are ready to describe the compiler to con-
struct TPLBE using mFE and ABTE. Conceptually, the compiler is identical to the one described
earlier: each party is assigned the ABTE key corresponding to its index ¢ together with the same
policy as before, and encryption proceeds in the same manner. The only modification lies in the
decryption procedure: each party generates a partial decryption share, and any collection of ¢ valid
shares can be combined to recover the message. For security, semantic security of the resulting
TPLBE can be reduced directly to semantic security of the ABTE scheme, since the adversary
is only allowed to query keys of up to ¢t — 1 parties. The remaining three PLBE security prop-
erties—indistinguishability, index-hiding, and message-hiding are proven exactly as for the PLBE
compiler.

Regarding efficiency, note that the public key, ciphertext, and secret key sizes of the resulting
TPLBE scheme depend directly on the corresponding sizes for ABTE and mFE. Since efficient
mFE schemes (with poly(log(n), A) parameters) for comparison functions are known from both
pairings [66] and LWE [44], the main efficiency challenge lies in constructing efficient ABTE schemes,
which we will describe in the next section.



2.2 Constructing (Key Policy) ABTE

Recall that ABTE generalizes ABE by thresholdizing the decryption process. In ABTE, each party
i receives a secret key sk; o, corresponding to index ¢ and policy C;. A ciphertext labeled with
attribute x can be decrypted only if a subset of at least ¢t parties, each with a satisfying policy
(i.e., Ci(z) = 1), collaborates. Intuitively, a party i whose policy is satisfied recovers only a partial
decryption of the message using its key sk; o, and ¢ or more such partial decryptions together
suffice to recover the plaintext.

Naive attempts. We begin with two natural but flawed approaches to constructing ABTE. A first
idea is to secret-share the ABE master secret key among n parties. While this enforces that at least
t parties are needed for decryption, it provides no mechanism to enforce the policies: any set of ¢
parties can reconstruct the master secret key and decrypt any ciphertext, regardless of attributes.

A second idea is to generate a secret key for a policy (as in ABE) and then secret-share this key
among multiple parties. However, this does not allow assigning distinct policies to different parties,
since the secret key that is shared across them corresponds to a single policy.

Our technique in a nutshell. Based on the above failed attempts, we observe that each party
must be issued a single secret key that simultaneously encodes both its policy and its index. We
achieve this by observing that in many existing ABE schemes, the master key pair contains a
masking term such that, encryption hides the message by combining it with a randomized version
of this masking term. Parties are assigned secret keys with respect to the masking term, such that
they can recover the randomized masking term in the ciphertext only if their policy is satisfied by
the attribute.

Our central idea is to thresholdize the masking term. Instead of a single global masking term, we
first secret-share it into n shares using a t-out-of-n secret-sharing scheme. Note that encryption still
uses the global masking term. Each party ¢ then receives a secret key derived from the ABE key-
generation algorithm, but instantiated with respect to the i-th share of the masking term. This way,
party ¢ can recover its share of the randomized masking term only when its policy is satisfied by the
ciphertext’s attribute (and obtains no useful information otherwise). Once ¢ parties with satisfying
policies have recovered their respective shares, they can reconstruct the full masking term via the
secret-sharing reconstruction algorithm, and from it, recover the underlying message. As we will
see later in this section, for this idea to work, the secret-sharing scheme must be compatible with
the ABE structure, so that its reconstruction procedure meshes correctly with the ABE decryption
process.

We now describe two concrete instantiations of this idea: one based on bilinear pairings (Sec-
tion 2.2.1), and the other based on LWE (Section 2.2.2). Our LWE-based construction only supports
ramp thresholds. Our approach is general and may be applied to other ABE schemes, and we leave
further instantiations as an interesting direction for future work.

2.2.1 ABTE from pairings. Recall that to construct Threshold PLBE from ABTE and mFE
using our compiler, the ABTE scheme must support the mFE decryption circuit as part of its
policy class. Hence, we thresholdize the pairings-based ABE of Ishai and Wee [50], as it supports
arithmetic span programs as policies and can therefore capture the decryption circuit of the only
known mFE from pairings [66]. We first provide a brief background on this ABE construction, and
then explain how we use our ideas above to obtain an ABTE. Our scheme uses asymmetric bilinear
groups, but we present the overview using symmetric pairings for simplicity.



Background on Ishai-Wee ABE [50]. Let g be a generator of a symmetric bilinear group of order
g, and let X := Z7 denote the space of attributes. The master secret key is then msk := (a,a,v)
for uniformly random «, a <$Z, and v := [v1,...,v;] <$ Zg. The master key pair is as follows:

mpk := (¢, ¢",...,9%,e(g,9)") msk:= (a,a,v).

To encrypt a message p with respect to an attribute  := [z1,...,x,] € Z2

q» sample s < Zg,
and output

Cty = (CtO = gs ) {Cti = g(awﬁ_vi)s}ie[z’] ) ct = e(g’g)as : :u)
Here, the terms {ct;};c|,) in the ciphertext encode the attribute  in the exponent, s is the ran-
domness and « acts as the masking term (as defined above).

To generate the key for a party with an arithmetic span program V' = {(y;, 2j)}jem] Where
Yj, 2j € Ffl and p : [m] — [z] as the policy, we sample a vector u < Zfl whose last element is equal
to a. Then, the key is set to:

sk 1= {9<u’yj>'a_1,g<”’zf>*(“p<j>'<wyj>)'a_l} .
j€[m]

Intuitively, the secret key encodes « in the exponent with respect to the span program. This

encoding can be combined with the ciphertext components cty,...,ct, to recover the randomized

masking term e(g, g)*, but only if the attribute z satisfies the program. Dividing ct by this term

then reveals the message.

Our ABTE Construction. To thresholdize this ABE, we generate t-out-of-n secret shares of the
masking term «. Let (aq,...,q,) € Zg be these shares. Then, we generate the secret key sk; (v,
for party i for a policy (V, p) with respect to the i-th share «; (instead of «), i.e., we use a random
a vector u <% Z, whose last element is equal to «; (instead of «). This implies that if the attribute
x satisfies the policy (V] p), then party i would be able to recover its decryption share e(g, g)®*
by combining its key with the ciphertext, using the Ishai-Wee decryption algorithm. Finally, any ¢
decryption shares can be combined by running the reconstruction algorithm of the secret-sharing
scheme in the exponent to recover e(g, g)** and decrypt the ciphertext.

This scheme can be shown to satisfy CPA security. Intuitively, an adversary holding at most
t — 1 keys cannot recover the masking term of the challenge ciphertext, since these keys correspond
to only ¢ — 1 shares of a, which remain uniformly distributed due to the privacy of the secret-
sharing scheme. Furthermore, keys associated with non-satisfying policies reveal nothing, due to
the security of the underlying ABE scheme. Moreover, an adversary that queries decryption shares
on arbitrary ciphertexts only obtains terms of the form e(g, g)®'® (where s is the randomness of the
ciphertext). These terms do not help decrypt the challenge ciphertext, as the challenge ciphertext
will be encrypted using a different randomness.

We now discuss how to instantiate the secret-sharing scheme. For decryption, we need to recon-
struct the secret in the exponent, hence the reconstruction algorithm must be linear. Moreover, for
our resulting ABTE construction to be efficient, the secret shares of & must be small, as the secret
key size of each party scales with the share size. For these reasons, we use Shamir secret-sharing.

We present the formal construction in Section 5.

2.2.2 Ramp ABTE from Lattices. To build a lattice-based ABTE, we use the key-policy
ABE scheme by Boneh et al. [12] for circuits as our starting point. We start with background on
this ABE, followed by our construction.
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Background on Boneh et al.’s ABE. The public key for this ABE scheme consists of matrices
By,...,.B,,D <s Zflxm, where z is the length of the attribute vector, and m = ©(¢). We also
sample a matrix A € ngm uniformly randomly along with a trapdoor. To encrypt a message
with respect to an attribute x € Zg7, we use a variant of dual Regev encryption [58, 40] using the
following matrix as the public key:

H,=A|z1G+B;| ... | 2.G+ B,
More formally, the ciphertext is computed as follows:
cty = (ctx,o = HrTs +e, ctyy = D's+e + [q/2] ‘u> ,

where e, e; are sampled from a gaussian distribution, and s is sampled uniformly randomly from
Zg. The secret key for a party with respect to a circuit f : Z7 — Z, as its policy is the dual-Regev
decryption key with respect to the matrix A|By. Here, By serves as the encoding of the circuit
f, and is uniquely determined by Bhy,..., B, and f. More formally, the secret key for f is a short
pre-image Ry of D with respect to A|By:

(A| B)) Ry = D.

To decrypt a ciphertext for attribute x that satisfies the policy f i.e. f(x) = 0, [12] show that it
is possible to efficiently transform ct, into a dual-Regev encryption with respect to the public key
(A | f(x) - G+ By), using knowledge of just f and 2. More formally, we can compute:

ctryi=(A| f(x)-G+By) s+

where s is the same vector sampled during encryption, and €’ is a short vector derived from e.
Now, if f(x) = 0, then the new public key is A|By, and the secret key sk; = Ry is a decryption
key for exactly this key. In more detail, we can get DT s (with some noise) by computing R]T “Cty .
Then, decryption can be done by simply subtracting this from ct; ; and rounding. More formally,

1 = Round (ctm,l - RJT . ctzyf> .

Since both R]T and the noise in ct, ; are short, decryption does indeed output the correct message.

Our ramp ABTE Construction. To apply our secret-sharing technique to this ABE, we observe
that the matrix D can be seen as the masking term that is used to hide the message during
encryption. Following our central idea described above, we can secret-share the matrix D, and
compute the secret key of the i-th party for policy f as a short pre-image of the ¢-th share of D
with respect to (A|By). In more detail, let us use Dy, ..., D, to denote the t-out-of-n secret shares
of D based on some secret sharing scheme (we will discuss how to instantiate the secret sharing
scheme in the next paragraph). Then, the key sk; 4, for party ¢ and policy f; will be a short matrix
R; f, such that:
(A | By) Riy, = Di.

For decryption, any single party with a satisfying policy can now only recover a share of the
masking term D s (with small noise). More formally, party ¢ with policy f; will first transform the
ciphertext ct, into an encryption ct, s, with respect to public key (A | fi(z) - G + By,), as in [12].
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Then, if f;(z) = 0, it is easy to see that R;,—fiCtm, f; is equal to DiT s + e; where e; is short — this is a
noisy share of the masking term D' s. Hence, party i simply outputs this as its decryption share.
Any t such decryption shares can be combined to reconstruct D 's with some added noise, which
is sufficient to decrypt the ciphertext.

Let us now see what secret sharing scheme can we use to instantiate our approach. Clearly,
to recover noisy D's from noisy D;r s values, the reconstruction algorithm of the secret sharing
scheme must be linear. Moreover, for achieving optimal secret key size for the resulting ABTE, the
size of each secret share must be independent of the number of parties. While Shamir secret sharing
satisfies both these properties, using Shamir will completely break our scheme. To understand why,
let us dive into the decryption process. Recall that party ¢ with a satisfying policy can recover
DZT s + e; for some short noise e;. To reconstruct the masking term i.e. D's from decryption
shares of any t-sized set S C [n], in Shamir secret sharing, we compute:

Yieshis - (D's+e;)=D"s+ Zicshis - e,

where {); s} are the Lagrange coefficients for reconstruction. Unfortunately, these coefficients, when
interpreted as elements in Z,, are large and therefore, blow up the total noise when multiplied with
e; terms. This would imply that, to ensure correct decryption, we would have to scale the modulus
q with n!, making the public key, ciphertext and secret keys grow with O(n), which is far from
optimal. To avoid this blowup, the secret sharing scheme must satisfy a third property, that the
reconstruction coefficients must be small.

A standard solution for the above problem is to use a linear secret sharing scheme with binary
coefficients, also referred to as {0, 1}-LSSS [11, 19, 23]. It has been shown that there exists such
a scheme for the threshold access structure [11]. While this scheme has linear reconstruction and
small (binary) coefficients, the share size in this scheme scales with at least £2(n*), which does not
satisfy our share-size requirement. Note that there have been attempts to construct more efficient
linear secret-sharing schemes with small coefficients [35, 25], but all of them suffer from share sizes
growing with at least £2(n'®).

Hence, we choose the secret sharing scheme given in [6], which achieves all three properties,
but it only supports the ramp-threshold access structure. A ramp threshold is characterized by two
parameters 7, and 7.: Privacy is guaranteed for up to 7, corruptions, but reconstruction requires at
least 7. > 7, shares. The scheme in [6] has constant-size secret shares and linear reconstruction with
coefficients growing with poly(n). This implies that the norm of the noise term during reconstruction
will grow with poly(n), meaning that our parameter sizes would only scale with poly(log(n)). Thus,
we get, our attribute-based ramp-threshold encryption scheme. We leave the task of designing ABTE
with perfect threshold from plausibly post-quantum-secure assumptions as a future direction.

Achieving CPA security. Recall that our notion of CPA security allows the the adversary to
see decryption shares any valid ciphertext of its choice. An avid reader may observe that the
scheme described above does not achieve this notion. The problem is, every time the adversary
gets a decryption share of party 4, it learns something about the secret key of that party. In more
detail, recall that the decryption share is simply the inner product of the secret key R; y, with the
ciphertext ct, r,. Hence, the adversary can easily learn the secret key of this party by querying
its decryption shares for a polynomial number of ciphertexts. This issue also comes up in other
lattice-based threshold cryptosystems (see [11, 35, 28] and the references therein). We resolve this
by using the standard technique of adding additive noise to the decryption share, i.e.:

d; = szict%fi + noise.
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Fig. 1. The sequence of compilers for constructing our pairings-based TT scheme with optimal parameters. The
definitions of 0-bounded accept indistinguishability for mFE, g-bounded indistinguishability, Weak Decoder-based
indistinguishability for TPLBE, and risky, Limited T'T can be found in Sections 3.2 and 9, and 3.1 respectively.

This is also known as noise smudging or flooding [11]. Note that, for the noise to completely hide
the inner product, it must come from a wide distribution. This requires us to scale the modulus
g with exp()), but this does not worsen the parameters because the underlying ABE scheme [12]
already requires ¢ to grow exponentially with A for security.

We present the full scheme in Section 6.3.

2.3 Putting it all together

In this section, we describe how we can instantiate our TTT compiler using our ABTE constructions
and known mFE schemes, to achieve our results.

2.3.1 Optimal TTT from pairings. For optimal TTT from pairings, we instantiate the
TPLBE compiler with the mFE scheme by Zhandry [66]. This mFE scheme relies on the deci-
sional BDH assumption and its decryption circuit can be expressed as an arithmetic branching
program over a large field. Since our pairings-based ABTE scheme supports arithmetic span pro-
grams as policies (which includes arithmetic branching programs), we can use it along with the
mFE to get a TPLBE scheme, and apply the TTT compiler to get our first result.

Unfortunately, there is a flaw in the approach described above. At a high level, Zhandry’s mFE
only satisfies a weak notion of security. Consequently, the resulting TPLBE after applying the
first compiler also achieves weak security — unfortunately, the TPLBE to TTT compiler cannot
be applied to such a TPLBE scheme. To solve this issue, we observe that [66] also deal with the
same issue to achieve their optimal TT in the non-threshold setting. We show how to adapt their
techniques to construct a different sequence of compilers which can be used to obtain TTT even from
an mFE with weak security. Figure 1 gives a summary of this sequence of compilers. Although each

7 We use Limited to denote that the tracer can only trace boxes which can decrypt with high (but constant)

probability. This is traditionally referred to as 'threshold’ traitor tracing(see [66]), but we rename it to Limited to
avoid confusion with our notion of threshold.
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LWE-based mFE [44]

Threshold TT

Fig. 2. The sequence of compilers for constructing our LWE-based ramp-threshold T'T scheme with optimal param-
eters. The g-bounded and decoder-based notions of security for TPLBE are formalized in Section 4.

of the compilers is a natural generalization of the ones given in [66, 65], there are some subtleties
in the security analysis when adapting them to the threshold setting.

In terms of efficiency, each of these compilers only grow the parameters by a factor of poly(\).
Hence, applying these compilers to Zhandry’s mFE and our pairings-based ABTE results in a
pairings-based TTT with optimal parameters.

2.3.2 Optimal ramp-threshold traitor tracing from Lattices. We instantiate our TPLBE
compiler with the LWE-based mFE scheme from [44] and our LWE-based ramp-threshold ABTE.
By applying the TT'T compiler on the resulting TPLBE scheme, we achieve our second result given
in Theorem 2. In Figure 2, we summarize the compilers we apply to achieve this result.

2.4 Additional Related Work

Threshold Traitor tracing. Following the introduction of threshold traitor tracing by [13], there
have been many followups to construct TTT with stronger security properties:

Public traceability. Our schemes only achieve secret tracing, wherein tracing requires the master
secret key. [18, 21] present TTT constructions with public traceability, wherein the tracing algorithm
does not require any secret key. But the parameters for their constructions grow with at least n?.
An interesting question is then how to obtain publicly traceable threshold traitor tracing systems
from pairings (or lattices) with optimal parameters.

CCA security. Our constructions of TTT only achieve CPA security. [10] construct a TTT scheme
with CCA security, but the secret-key size for their scheme grows with O(n?). We leave the task of
designing TTT schemes with optimal parameters and CCA security as a future direction.

Related ABE notions. [48] construct an ABE scheme which supports threshold predicate as the
policies, i.e. a key can decrypt a ciphertext only if the ciphertext has at least a threshold number
of satisfying attributes. This is different from our notion of ABTE, wherein we thresholdize the
decryption process, and put no restrictions on the policy class. Similarly, [38] define and constructed
attribute-based signcryption for threshold policies.

Other related notions of ABE include Registered and Distributed ABE [49, 7], wherein there
is no central authority holding the master secret key for issuing keys. Instead, users can generate
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secret keys on their own and then register the associated public key with a “key curator” along
with their attributes. In Multi-Authority ABE [52, 24, 55, 62], the central authority is decentralized
— the keys for different attributes are issued by different authorities. These are different from our
notion of ABTE, where we thresholdize the decryption process (note that we still have a master
secret key that is used to generate keys for all parties). An interesting future direction would be to
study registered or multi-authority versions of ABTE.

Traceability for other threshold primitives. [45] and [14] introduced the notion of traceability
in secret sharing, where a less-than-threshold number of share holders may sell their shares to an
adversary. As explained in [13], it is unclear if techniques from these works can be used to construct
TTT. [15] study traceability in the context of threshold verifiable random functions, wherein a
coalition of less-than-threshold parties may sell their key shares. In contrast, TTT focuses on a
scenario where a set of ¢t or more parties sell their shares in the form of a decryption box. [36]
generalize the notion of traitor tracing to functional encryption. We leave the task of thresholdizing
this notion as future work.

2.5 Outline

The rest of the paper is organized as follows. We formally define Threshold Traitor Tracing (TTT)
and mixed Functional Encryption (mFE) in Section 3. We then introduce Attribute-based Threshold
Encryption (ABTE) in Section 4. We present our pairings-based and lattice-based ABTE construc-
tions in Sections 5 and 6 respectively. In Section 7, we formally define Threshold PLBE (TPLBE)
and then present our generic compiler to construct TTT from TPLBE. In Section 8, we show how
to generically construct TPLBE from ABTE and mixed FE. Lastly, Sections 9 and 10 present
the additional compilers required in the pairings setting (due to some subtleties, as mentioned in
Section 2.3).

3 Definitions

3.1 Threshold Traitor Tracing

A threshold traitor tracing scheme is a tuple of five polynomial-time algorithms TTT = (KeyGen, Enc,
Dec, Combine, Trace):

— KeyGen(1*,1™,1*) — (pk, pkc, sky, .. ., sk,,, tk) is the probabilistic key generation algorithm.
It takes in the security parameter A € N, the number n of decryptors and the threshold ¢. It
outputs a public key pk, a combiner public key pkc, secret keys sky,...,sk,,, along with the
tracing key tk.

— Enc(pk, 1) — ct is the probabilistic encryption algorithm. It takes as input the public key pk
and a message i, and it outputs a ciphertext ct. We may use Enc(pk, ;) to refer to a determin-
istic encryption algorithm, which takes as input a randomness r sampled from a randomness
space R.

— Dec(sk;,ct) — d; is the deterministic decryption algorithm. It takes in a decryptor’s secret
key sk; and a ciphertext ct, and its output is a decryption share d; of ct under sk;.

— Combine(pke, ct, {d;}jc7) — p/L is the deterministic combiner algorithm. Its input is a
combiner public key pke, a ciphertext ct, a subset J of [n], and decryption shares {d;};ec7. It
outputs either a message p or a rejection symbol L.

ns
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- TraceD(')(pk,tk, 1Y€ pg, 1) — J is a PPT tracing algorithm that takes as input the public
key pk, the tracing key tk, an error bound € = €(\) and messages jig, f11. Trace also has oracle
access to a “decoder” algorithm D. It outputs a subset J C [n].

Correctness. An honestly generated ciphertext should be correctly decrypted by any subset of ¢
decryptors. We formalize this notion in Definition 1 below.

Definition 1. A threshold traitor tracing scheme TTT is said to be correct if, there exists a negli-
gible function negl(\) of the security parameter A, such that, for all X € N, allt <n € N, all t-sized
subsets J C [n], and all messages p in the message space, it holds that

(pk, pke, skq, . . ., sk,,, tk) «$ KeyGen(1*, 17, 1%)
¢ < Enc(pk, )
VieJ, di < Dec(sk;,c)
1 < Combine(pke, ¢, J,{d;}jcr)

> 1 — negl(\).

CPA Security. We require that a threshold traitor tracing scheme must satisfy the notion of
semantic security, as is standard for threshold decryption. Roughly speaking, we require that an
adversary must not be able to learn anything about the encrypted message, even if it can corrupt
upto t — 1 parties. We also allow the adversary to query partial decryptions of valid ciphertexts of
its choice. We formalize this by giving the adversary access to a decryption oracle, which takes as
input a message pu, randomness r, along with index i. The challenger computes an encryption of p
using 7, and outputs the partial decryption of this ciphertext with respect to party i’s key®. Note
that this is stronger than the CPA definition considered in [13], where there was no decryption
oracle, and stronger than the one considered in [29] since we allow the adversary to choose the
randomness 7 for the ciphertext, when querying partial decryptions. The full security game and
definition is given in Fig. 3 and Definition 2.

Semi-adaptive adversaries. The security games as defined in Figure 3 allow for fully-adaptive ad-
versaries, in the sense that they do not pose any restrictions on the order in which the adversary
decides on its oracle queries. Proving security against such adaptive adversaries is known to be
a challenging task, already for threshold encryption (without tracing) [29]. Since the problem of
adaptive security is not the focus of this work, we focus on a semi-adaptive version of security,
wherein the adversary must make all the key queries before it makes any partial decryption query.
This is captured in the game by maintaining a bit b which is set to 1 if the adversary queries the
partial decryption oracle. The secret-key oracle checks whether this bit has been set, and if so, it
will ignore the query, returning 1. Otherwise, it will continue as defined in Fig. 3. We denote this
setting as semi-adaptive, or sa.

Definition 2 (CPA security). We say that TTT satisfies semi-adaptive CPA security if for
every probabilistic polynomial time adversary A, the following function is negligible in A:

Sa—cCpa ]. sa
AdVA,T'IPT()‘) =5 Pr[IND-CPA{t11(A) = 1]| .

8 This is weaker than CCA security since we do not allow the adversary to ask for partial decryptions for arbitrary
ciphertexts. We leave the task of formalizing and achieving CCA security as a future direction.
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Experiment IND-CPA 4 tr1()\)

1: J+0

(n,t,state) « A(1%)
(pk, pke, sky, . .., sk, , tk) +s KeyGen(lA, 1,14
(110, ju1, state) «—s A*()4C) (state pk, pke, tk)
b+«s{0,1}, ¢ <s Enc(pk, u)

b s A9t ) (state, )

if |J| >t then return 0

if b = b then return 1 else return 0

o N O Uk W N

Oracle sk(z)

Oracle dec(u, r, )

1: if ¢ € [n] then return L
2: J<+ JU{i}

1: if i € [n] then return L
2: return Dec(sk;, Enc(pk, ;7))

3: return sk;

Fig. 3. The semantic security experiment for a threshold traitor tracing scheme TTT and an adversary .A.

Traceability. Informally, if the decoder D, given a ciphertext ¢, can learn any information about
the encrypted message, then Trace traces D back to at least one party from the coalition that
“manufactured” it. Moreover, it should not falsely accuse any honest party. The following definition
captures this property using the security experiment in Fig. 4.

Experiment ExpTrace 4 r771 ()

1: J+0

2: (n,t,state) « A(1%)

3: (pk,pke,sky, ..., sk, ,tk) <s KeyGen(1*,1",1")

4: (D, po, 1) <8 A* (state, pk, pkc) / output a decoder alg. D
5: J s Trace®) (pk, tk, 1YY 1o, 1)/ trace decoder

6: return (pk,D,7,J")

Fig. 4. The tracing experiment for a threshold traitor tracing scheme TTT and an adversary .A. The corruption oracle
sk(-) is defined as in Fig. 3.

Definition 3. Let e = ¢(\) and 6 = §(\) be functions of the security parameter A € N. A threshold
traitor-tracing scheme TTT = (KeyGen, Enc, Dec, Combine, Trace) with key space K = {KC»} is (¢, 0)-
secure if for every PPT adversary A and for every A € N, the following two conditions hold

Pr [GoodTr] > Pr [GoodDec|] — 4(\) Pr[BadTr] < 4(N)

where (pk, D, J,J") +$ ExpTrace,11(\) as defined in Figure /. The events GoodDec,
GoodTr, and BadTr are defined as follows:

and
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— GoodDec occurs when P(D) > 1/2 + €(\), where P(D) is defined by
P(D):=Pr[D(c) =b : b<+s{0,1}, c s Enc(pk,ms)].

— GoodTr holds when J' # 0 and J' C J.
— BadTr holds when J' # 0 and J' £ J.

We say that TTT is secure if there exists a negligible function v = v(X\) such that TTT is (1/p,v)-
secure for every polynomial p = p(\). For an adversary A and a TTT scheme TTT, we define

Adv'{, 117(A) := max{Pr[GoodDec = 1] — Pr[GoodTr = 1], Pr[BadTr = 1]}.

Secret Tracing Key. Note that in our definition of tracing security, the tracing key is kept secret
from the adversary. This is because, for our constructions, knowledge of this key can allow the
adversary to evade tracing. But, semantic security is preserved even against adversaries with access
to this key. This is captured in our Strong-CPA definition, wherein the adversary is given access to
the tracing key, along with upto t — 1 secret keys.

3.1.1 Extensions We define the following variations/extensions of the TTT definition:

Ramp-threshold Traitor Tracing. A (7, 7.) ramp-threshold traitor tracing (for 0 < 7, < 7. < 1)
is defined as above, but we require correctness to hold only for subsets of [n] of size > 7. - n, and
we require Strong-CPA to hold only for up to 7, -n corruptions. The traceability definition remains
the same as before.

Risky Threshold Traitor Tracing. We define a risky threshold traitor tracing scheme similar
to [43]; a traitor is only accused with some small but noticeable probability. Let a = a(n, A) be a
polynomial.

Definition 4. A threshold traitor tracing scheme TTT is a-risky if, for all PPT adversaries A and
all inverse-polynomials €, there exists a negligible function negl(\) such that Pr[BadTr] < negl(\)
and Pr[GoodTr] > « - Pr[GoodDec] — negl(A).

Limited Threshold Traitor Tracing. A Limited scheme [56] traitor tracing is one where a
malicious user is accused only for very good decoders that succeed a constant fraction of the
time. We generalize this notion for threshold traitor tracing below. Note that in the traitor tracing
literature, this is traditionally referred to as ‘threshold’ traitor tracing, but we rename it to Limited
to avoid confusion with threshold decryption as in our work.

Definition 5. A threshold traitor tracing scheme TTT is Limited secure if there exists a constant
e € (0,1/2) such that, for all PPT adversaries A, there exists a negligible function negl(\) such that
Pr[BadTr] < negl(\) and Pr[GoodTr| > Pr[GoodDec| — negl()\).

In the case of Limited secure schemes, the constant e is hard-coded into the algorithm Trace, and
we omit € as an input to Trace. A TTT scheme that is §-risky and e-Limited may also be referred
to as a (€, d)-risky Limited TTT scheme.
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3.2 Mixed-Functional Encryption

Consider function classes F = {F\}, and message spaces M = { M}, where f : M, — {0,1}
for each f € F). A mixed functional encryption scheme Mixed-FE [44], for function classes F and
message spaces M, consists of five PPT algorithms MFE = (Setup, EncSK, EncPK, KeyGen, Dec)
with the following syntax:

— Setup(1*) — (pp, mpk, msk). The setup algorithm takes as input the security parameter A, and
outputs the public parameters pp, the public key mpk and the master secret key msk. The public
parameters pp will be an implicit input to all other algorithms.

— KeyGen(msk, 1) — sk,. The key generation algorithm takes as input master secret key msk and
a message m € M. It outputs a secret key sk,.

— EncPK(mpk) — ct. The normal encryption algorithm takes as input the master public key mpk,
and outputs a ciphertext ct.

— EncSK(msk, f) — ct. The secret key encryption algorithm takes as input master secret key msk
and a function f € Fy. It outputs a ciphertext ct.

— Dec(sk,, ct) — {0,1}. The decryption algorithm takes as input a secret key sk, and a ciphertext
ct, and it outputs a single bit.

Definition 6 (Correctness). A mized functional encryption scheme MFE is said to satisfy cor-
rectness if there exists negligible functions negly, negly such that for all A € N, and for all inputs
w € My and oll functions f € F),

(pp, mpk, msk) < Setup(1*)
Pr | Dec(sk,,ct) =1 : sk,, +$ KeyGen(msk, ;1) > 1—negli(A)
ct < EncPK(mpk)

(pp, mpk, msk) < Setup(1*)
Pr | Dec(sk,,ct) = f(m) : sk, s KeyGen(msk, 1) > 1 —negla(X)
ct < EncSK(mpk, f)

g-Bounded Security. The security of an MFE scheme is captured through the notions of function
indistinguishability and accept indistinguishability in the presence of an adversary that makes at
most ¢ many secret key encryption queries and unbounded number of key generation queries. The
first property states that for any two functions fy, fi € F), if the output of the two functions is
identical on every p such that sk, is in the adversary’s possession, then any PPT adversary cannot
distinguish between the secret key encryptions of fy and fi. The accept indistinguishability property
states that the secret key encryption and public key encryption of the always accepting function
should be indistinguishable. Moreover, we only need to consider a weaker “restricted” notion where
the adversary needs to declare the two challenge functions fy, fi € F, at the beginning of the
security game and must submit all its ¢ encryption queries before submitting any key generation
query. We formally re-state the two properties defined in [44] for completeness.

Definition 7 (¢g-bounded Restricted Function Indistinguishability). Let q(-) be any fized
polynomial. A Mized-FE scheme MFE is said to satisfy q-bounded selective function indistinguisha-
bility if there exists a negligible function negl such that for all A € N, and for any PPT adversary
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fo, fr = A(1Y)
(pp, mpk, msk) <$ Setup(1*)
Pr|b/=b : b«s{0,1}
ct <$ EncSK(msk, f3)
% (_AKeyGen(msk,~),EncSK(msk,-)(Ct)

IA
DO | —

+ negl(\)

where

— A can make at most q(\) many queries to EncSK(msk, -) and,

— fo and f1 agree on every input p submitted by A to KeyGen(msk, ), i.e. fo(p) = fi(u), and

— A must make all (at most q(\)) EncSK(msk,-) oracle queries before making any query to
KeyGen(msk, -) oracle.

Definition 8 (¢-bounded Restricted Accept Indistinguishability). A Mized-FE scheme
MFE is said to satisfy q-bounded selective accept indistinguishability if there exists a negligible
function negl such that for all A € N, and for any PPT adversary A,

4 AN
(pp, mpk, msk) <$ Setup(1*)
Pr|b =0 : b<s{0,1} <
ctg «$ EncPK(mpk); ct; <5 EncSK(msk, f*)
% %AKeyGen(msk,~),EncSK(msk,~)(Ctb)

+ negl(\)

N |

where

— A can make at most q(\) many queries to EncSK(msk, -) and,

— every query p that A submits to KeyGen(msk, ) should satisfy f*(u) = 1 as well as f(u) =1
for every query f that A makes to EncSK(msk, -)

— A must make all (at most q(\)) EncSK(msk,-) oracle queries before making any query to
KeyGen(msk, -) oracle.

Remark 1. Our use of g here is off by 1 from [66], who set ¢ to be the total number of ciphertexts
given to the adversary, including the single “challenge” ciphertext. We instead use ¢ as the number
of additional ciphertexts given to the adversary, on top of the challenge ciphertext, to be consistent
with [44].

4 Attribute-based Threshold Encryption

A (key-policy) Attribute-based Threshold Encryption (ABTE) scheme for a family of predicate
classes C = {C,} is a tuple of PPT algorithms ABTE = (Setup, KeyGen, Enc, Dec, Combine):

— Setup(1*,17,1%,1%) — (mpk, pkc, msk) is the probabilistic setup algorithm that takes as inputs
the security parameter A\ € N, the number of decryptors n, the threshold ¢, the attribute length
parameter z € N, and outputs the master public key mpk, the combining public key pkc and
the master secret key msk.

— KeyGen(msk,i,C) — ski is the probabilistic key generation algorithm that takes as inputs
an index i, the master secret key msk, a predicate C' € Cy representing a policy, and outputs a
secret key skic for index 7 with respect to this policy. For any attribute z, we use C(z) = 1 to
denote that x satisfies this predicate.
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— Enc(mpk, i, ) — ct; is the probabilistic encryption algorithm that takes as inputs the master
public key mpk, the plaintext message p, an attribute x and outputs a ciphertext ct,. We may
use Enc(mpk, p, z;7) to denote the deterministic version of this algorithm, which takes as input
randomness 7 samples from a randomness space K.

— Dec(sk’é7 cty) — d; is the deterministic decryption algorithm that takes as input a secret key
skic for some index ¢ and policy C, a ciphertext ct, generated with respect to attribute x and
outputs the partial decryption d; of ct, under skic.

— Combine(pke, cty, {d;}jes) — p is the deterministic combiner algorithm that takes as inputs a
set of decryption shares {d;};jcs for a set S C [n] of size ¢t and outputs a message p.

Correctness. An ABTE scheme ABTE must satisfy correctness, which requires that any subset of
t parties must be able to decrypt an honestly generated ciphertext for any attribute, as long as the
attribute satisfies the policy associated with the keys of all the t parties. Definition 9 formalizes
this notion.

Definition 9 (Correctness). An Attribute-based Threshold encryption scheme ABTE = (Setup,
KeyGen, Enc, Dec, Combine) is correct if, for all A € N, allt <n € N, all m, ¢,z € N, all attributes
x € F7, all messages p, all subsets S of size t, and corresponding policies {C;}ies such that x
satisfies C; for all i € S, the following probability is negligible in A:

(mpk, pkc, msk) <$ Setup(1*,17, 1, 1%)
skici 3 KeyGen(msk,i,C;) Vie S
Pr | #p - cty <% Enc(mpk, i, )
d; = Dec(ska,ctw) VieS
1 = Combine(pke, cty, {d;}jes)

Semantic Security. We define a semantic security for an ABTE scheme to generalize the standard
ABE security and the standard semantic security for threshold encryption. Roughly speaking, we
require that an adversary cannot learn anything about the encrypted message for an attribute, even
if it is allowed to (i) query arbitrarily many keys for policies not satisfied by the attribute (as in ABE
security), (ii) query up to ¢ —1 keys for policies satisfied by the attribute (as in threshold encryption
security). We also allow the adversary to query decryption shares for any walid ciphertext. This
definition is stronger than both ABE security and threshold encryption security — if we set the
threshold t = 1, we get ABE security; on the other hand, if we restrict the policy for all keys
to be the accepting function (which is satisfied by all attributes), then we get standard threshold
encryption security.

Selective adversaries. Achieving fully adaptive security, wherein the adversary can (i) choose the
challenge attribute at any point in the game, and (ii) corrupt parties with satisfying policies at any
point in the game, is known to be a non-trivial task, already for attribute-based encryption [20, 63]
and for standard threshold encryption [29]. Since the problem of fully-adaptive adversaries is not
at the focus of this work, we consider selective adversaries. Specifically, the game starts with the
adversary specifying the challenge attribute z*. The adversary is then given access to a secret-key
oracle, which it can use to query:

— Keys for party ¢ and satisfying policy C; i.e. Cj(z*) = 1. The adversary can only make up
to t — 1 such queries. Moreover, it must make all such queries before making any query for
a non-satisfying policy or a partial decryption. We can formalize this by maintaining a bit b
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which is set to 1 if the adversary queries the partial decryption oracle or the key oracle for
a non-satisfying policy. The secret-key oracle, when given a satisfying policy as input, checks
whether this bit has been set, and if so, it ignores the query, returning L.

— Keys for party ¢ and non-satisfying policy C; i.e. C;(z*) = 0. The adversary can query arbitrarily
many such keys. Note that, we allow the adversary to query the secret key for any party with
respect to arbitrarily many non-satisfying policies.

Moreover, the adversary can query decryption shares for a valid ciphertext for any party and
policy. Formally, it provides a valid ciphertext by specifying a message m, an attribute x and
randomness r, along with a party ¢ and a policy C;. The challenger then produces the ciphertext by
encrypting p with respect to x using r, and outputs the decryption share using the key for (i, C;).
We formally define this notion in Definition 10 and Figure 5.

Definition 10 (Selective CPA Security). We say that ABTE satisfies selective CPA security

if for every probabilistic polynomial time adversary A, the following function is negligible in \:

1
AdVASTE(N) = | 5 — PriSelectiveIND-CPA qagTe(A) = 1]}

Experiment SelectiveIND-CPA 4 agTte())

1: J:=0; (n,t zz" state) — A1)

2:  (mpk, pkc, msk) < Setup(1*,1™, 17, 1)

31 (po, pa, state) s A%90) (state mpk, pke)
4: b<+s{0,1}, ct™ <s Enc(mpk, up,z")

5: b s A9 (state, ct*)

6: if ¥ =b then return 1 else return 0

Oracle sk(z, C;) Oracle dec(u, r, z,1,C;)

1: if ¢ € [n]:return L 1: ifign]VvCi(z)=0:

2: if Ci(z")=0: 2 return L

3: return skici «s KeyGen(msk, i, C;) 3: ct:= Enc(mpk, y,z;7)

4: f(eTACATMVEEITANT| =t —1): 4: skg, s KeyGen(msk, i, C;)
5: return | 5: return Dec(ska,ct)

6: J[i] + C;

7: return sk’éi +s KeyGen(msk, i, C;)

Fig. 5. The selective IND-CPA security experiment for an attribute-based threshold encryption scheme ABTE and
an adversary A

5 Attribute-based Threshold Encryption from Pairings

In this section, we present our first ABTE scheme for the policy class represented by arithmetic
span programs. We start with formally defining this class.
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5.1 Preliminaries

Definition 11 (Arithmetic Span Programs [51]). An arithmetic span program (V,p) is a
collection of vectors V- = {(yj, zj) } jejm] where yj;, z; € Fg and p : [m] — [z]. We say that,

r € F satisfies (V, p) iff es € span{z,;yy; + 25),

where ey == (0,0,...,0,1) € Ff; and span refers to linear span of a collection of column vectors.

5.2 Our Construction

Figure 6 presents our pairings-based ABTE scheme. We use GroupGen(1*) to denote a bilinear
group generator that outputs an asymmetric bilinear group.

Setup(1*,1™,1%,1%):

1. Sample a bilinear group (G, G2, G, g1, g2, ¢, €) <3 GroupGen(1*), sample a <3 Z,, a <3 Zy and v s Z;.
2. Sample Shamir t-out-of-n sharing (aa,. .., an) of a.
3. Output mpk < (e(g1,92)%, g1, 92, 91, 97) and msk <~ ({ai}iepn), a, v).

KeyGen(mpk, msk, i, (V, p)) :

1. Sample u < Zf; subject to the constraint (u,e;) = ;.
Compute B3; := (u,y;), v; := (u, z;) for all j € [m].

85 o Bi%G)
3. For all j € [m], compute kj o := ¢g,* and kj1 := g5’ @

4. Output Ski/’p — {k?]',o,kj,1}j€[m] S G%m.

N

Enc(mpk,z,u): /) z€F;Z

1. Sample s <5 Zq.
2. Compute C»L = g§azi+’vi>5 Y i c [Z]
3. Output cty := (Co := g, {Citicz), €' :=e(g1,92)"" - )

Dec(sk@,p,ctx) :
. If e & span(z,(;yy; + z;), output L.

1

2. Otherwise, compute (w1, w2,...,wm) € Zg' such that ec =3, wi(zp;) Y5 + 2;)-
3. Parse ct; as (007 {Ci}ie[z]u C/) and Ski/’p as {kj,07kj,1}je[m]-
4

. Output d; := H (e(Co,k‘j,l) -e(Cp(j),kj,o))w]

j=1

Combine(cts, {d; }ics) :

1. Parse cty as (Co, {Ci}icpz), C').

2. Output O’ - [] di™50, where Ais.u = [];cs (5 (J]%u) for all i € S.
€S

Fig. 6. Our Attribute-based Threshold Encryption scheme from pairings P-ABTE.

Correctness. Theorem 4 below proves correctness of our pairings-based ABTE construction.

Theorem 4. The pairings-based attribute-based threshold encryption scheme P-ABTE has zero cor-
rectness error.
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Proof (of Theorem 4). Let us consider a ciphertext ct, encrypting a message p and attribute x, and
any set S of size > ¢ such that all parties in S have a satisfying policy with respect to z. Formally,
let V@, p(®) denote the policy for party i, where V() = {y](.z), Z]('Z)}g“e[m]- We have that, for all ¢ € S,
ey € span(a:p(i) )Yt z;). This means, that Dec when run with skﬁ/m pi)s Cta will not output L, for

all i € S. Next, let us use u(®, ﬁj(-i),vj(-i) to denote the parameters used during key generation for
party ¢, and let wgi), .. ,w%) denote the coefficients computing during the execution of Dec with
the key of party ¢ and ct,. We will now expand on the expression of d;:

(%) ) w;
By, (©) J
m @ _ "3 "pW ) (ax L 4w B;
Vo a @) j) Yp(®) j) s a
di=1]|e|9i 9 o
j=1
(%)
m . N WS
(4) (%) J
$v: ST (i), . B
=TT (ctonaw™ 00"
j=1
(i)
s<u® (z ;.. y,<-l)+z(-l>)> 7
=11 (6(91792) PG5 T
j=1
@) 5. W @), @)
:e(gl,QQ)Ku Fietm) (W (@00 Y5 +257))>
(4)
26(91,92)5(“’ ,eq) (1)
= e(g1,92)°"

Equation 1 follows from the fact that the coefficients {wj(i)}je[m] are computed such that e, =

ey 0185 + 7).
Lastly, we observe that the Combine algorithm simply does Lagrange interpolation in the expo-
nent. More formally, the output of Combine is:

11 di 0= 11 (e(g1, g2)™) A0

€S i€S
= - 6(91, 92)sa . e(gl,92)_5‘(Eie[m]>\¢,s,o-ai)
=K

Security. We prove security of our ABTE scheme P-ABTE by relying on the decisional bilinear
Diffie-Hellman assumption for asymmetric groups, stated in Definition 12 below. Theorem 5 below
formally proves this.

Definition 12. Let G be an asymmetric bilinear group gemerator. The decisional bilinear Diffie-
Hellman assumption holds with respect to G if, for all PPT adversaries A, the following function is
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negligible in \:
i (GbGQyGTagl?ng(L 6) <8 g(l)\) 1
a,b,s,z <% 7,

ho == e( )25 hy = e( )?
dbdh o ;_gx . 10 91,92 , N1 g1, g2

v <_$A<G17G27GTégl7g2que7)
9%7937927gihb*

Theorem 5. For all PPT adversaries A, there exists another PPT adversary B such that,

sel—cpa 1
Advy papTe(N) <2 (Adv(élr)gjlpGen,B()‘) + q> :

where q s the size of the group output by the group generator GroupGen.

Proof. Consider any adversary A playing the CPA game. Recall that in this game, the adversary
is allowed to query up to ¢t — 1 keys for policies that are satisfied by the challenge attribute, along
with an arbitrary number of key queries for non-satisfying policies, as well as partial decryptions
for valid ciphertexts. Note that we are considering a selective game, wherein the adversary makes
all the secret-key queries for satisfying policies before making any other query. We will construct
an adversary B that will act as the challenger to A and use it to break the decisional bilinear
Diffie-Hellman (DBDH) assumption. Specifically, B does the following:

— Receive a bilinear group (G1, G2, Gr, g1, 92, g, €), group elements A; = ¢{, A2 = g5, B2 = gg, S1 =
g; and a target group element h from the DBDH challenger, that could be either e(gi, g2)* or
a uniformly random element from Gr.

— Abort if a = 0 i.e. if A} = ¢{. Otherwise, receive n,t, z and the challenge attribute 2* from A.

— Sample v s Z; and implicitly set & = ab and v = v —az™. Note that B does not know the value
of a, but we will show it can simulate the game regardless.

— Send mpk = (e(A1, B2), g1, 92, A1, 9% /AT") to A. Tt is easy to see that this is identically distributed
as the real public key. Initialize J := (), and a map M : [n] — Z, that initially empty.

— On receiving a satisfying key query (¢, (V, p)), if i & [n] or if i € J and |J| =t — 1, abort.
Otherwise, if i € J, retrieve &; < M[i]. If ¢ ¢ J, set J < J U {i} and sample &; <$ Z, and
implicitly set a; i.e. ith Shamir share of « to be ad;. Also set M[i] = &;.

Then, sample u* < Zg subject to (u*,ey) = &;, and implicitly set w = au*. For all j € [m],
compute kjo = géu*’yﬁ and kj1 = Aéu*’zj> gy )W i) where g8 = ¢g¥ /AL, To see why these
keys are distributed correctly, observe that,

_ Bivet)

Gt s = 0 < o z) — ey
B simply returns {k;o,k;1};em) to A.
— On receiving a non-satisfying key query (i, (V, p)), B computes u* € Zg such that
(u*,es) =1 and <u*,xz(j)yj +2z;) =0V je€[m]

Note that such a w* must exist given that z* does not satisfy (V, p). Next, sample u «+$ Zg such
that (u,ey) = 0 (Note that since we are considering the selective game, A has already made all
the satisfying key queries by this point). Next,
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1. If i € J, retrieve &; = M[i] and implicitly set u = ad;u* + aw. This is distributed identically
to an honestly sampled u because:

(u,ep) = ad;(u*, ep) + a(u, e;) = ady; = a.

The last equality follows from the fact that we implicitly set a; to be ad;.

w40,y W,z;i+x*, Y
Compute kjo = géa”‘ +aYi) o0d ki = k; ”p(a)A< i) Yi)
distributed, observe that:

. To see why this is correctly

% = <%7yj> = Gi{u”, y5) + (8, 95)

Moreover, using the fact that (u*, z; + xz(j)yj> =0, we get:

Bivy( Bjv
Vj_]Tp(]):% ) +BJ p(d)
/BJ (4) *
= —% + (u, zj + @) Y;)
53 PjVp(j)

+ ady(u*, zj + :cp(])yj> +a(u, z; + x;(j)yj>

ﬁg _
= —% + alw, z; + T,y y;)

Hence, the keys prepared by B are indeed correctly distributed. B returns {k; o, k;1} to A.

2. Ifi ¢ J and |J| < t — 1, then sample &; «$ Z,, set M[i] = &;, and J < J U {i}. Then,
respond to the query exactly as in Case 1 above.

3. Ifi g Jand |J|=t—1,let S := JU{0}, then, implicitly set o; = Xo,s5,i-ab+ Xje s\ 5, -ad;.
Essentially, we are defining a polynomial f of degree ¢ — 1 which evaluates to ab at zero, and
f(i) = a; = ad; for all i € J. This is the polynomial that we have implicitly used to generate
Shamir shares of a.. Let us write a;; = ad;, where &; is implicitly set to Ao s,;-b+2Xjc 7\ 54 G;.
Next, B implicitly sets u = a;u* + au. By the same argument as above, this is distributed
exactly as a real key. For each j € [m], B computes

ki = Blo.s.i(u” ;) .g<’avyj>+(Zjej>‘j,s,i'dj)<1l*,yj>
7,V — 2 2 ‘

To see why this is correct, observe that,

B' N * * ~ * ~
EJ = q;(u*,y;) +(u,y;) = Nosi(u,y;)b+ (ZiegAjs,i - &) (u”,y;) + (u,y;)

. Bp(4) (ﬂ,zj+m;(j)yj) . ..
Lastly, for each j € [m], B computes k;; = kgo A, . By a calculation similar

to case 1 above, this key is indeed correct. B then responds to A with {k; 0, kj1} jejm]

— On receiving a partial decryption query for message p, randomness r, attribute x, and party ¢
with policy C;, B simply aborts if i & [n] or if C;(z) = 0. This is similar to an honest challenger for
the CPA game. Otherwise, if i € 7, then B responds with e( Ay, g2)"®. To see why this is correct,
it can be shown that d; = e(g1, g2)""* (see proof of Thm. 4), where r is the randomness used to
generate the ciphertext. Moreover, o; = ad; for all i € J. Hence, e(g1,g2)"" = e(g1,g2) %Y =
e(Aq, g2)"%, as desired.
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Ifi ¢ J, but |J| < t—1, then B samples &; <$ Zy, sets M[i] = &; and J < J U {i}. It then
answers the query in the same way as above, i.e. e(Ay, go)"®.

Lastly, if i ¢ J, but | 7| = t—1, let S = JU{0}. Bresponds with e(Ay, By)" 057 .e( Ay, g )" (FicaXi5,i°d5),
Correctness follows directly from the fact that o; = Ay s;-ab+ Xjc 7\ 5 - ad;, as seen in case 3
above.

Eventually, B receives messages p, 1 from A. B picks f* < {0, 1}, and computes the challenge
ciphertext: ct* = (51,57, ugs - h). Let 8" denote A’s final output. B outputs 0 if 3 = 8* and 1
otherwise.

Let us now analyse the advantage of 3. Let E denote the event that BB aborts because A =
g. We claim that in the event —E, B perfectly simulates the real challenger to A. As we have
already argued above, the mpk, the secret key responses and the partial decryption responses are
distributed identically to the real ones. For the ciphertext, observe that Cy is identically distributed,
as implicitly, B has used s as the randomness for this ciphertext. Next, for Cj;, recall that ax} +v; =
ax} + v; — ax} = v;, hence, these terms are also correct. Lastly, if h equals e(g, 9)%*, then ct* is
indeed a valid encryption of pg«. On the other hand, if A is a random element in G, then ct* is the
encryption of a random message, independent of 3*. Hence, B perfectly simulates the CPA game.

Note that the event E only occurs with probability 1/q. Then, by a standard analysis, we get

that,

1 1 : 1 . 1
dbdh bined— bined—
AdVGroupGen.5(A) = 5 (1 - q> Advip asTE " (N) = GAdV b hgTE T (V) —

6 Attribute-based Threshold Encryption from Lattices

In this section, we present our attribute-based ramp-threshold encryption scheme for the policies
represented by arithmetic circuits. We start with some preliminaries in Section 6.1 and 6.2, and
describe our construction in Section 6.3.

6.1 Preliminaries on Lattices

Lattices. Let ¢, £, m be positive integers. For a matrix A € ngm we let AqL(A) denote the lattice
{x € Z™ : Ax = 01in Z,}. More generally, for u € Zfl we let A7(A) denote the coset {x € Z™ :
Az =u in Zg}.

Definition 13 (Learning with errors (LWE) [58]). Fiz integers £,m, a prime integer q and
a noise distribution x over Z. The (¢,m,q,x)-LWE problem is to distinguish the following two
distributions:

(A,ATs+e) and (A, u)
where A <$ ijxm, S $ Zg, e s X", u<+sZy" are independently sampled.

Throughout the paper we always set m = ©(¢log q) and simply refer to the (¢, ¢, x)-LWE problem.

Matrix norms. For a vector u we let ||u|| denote its ¢ norm. We use || R|| to denote the /5 length
of the longest column of R. [|R|[2 is the operator norm of R defined as [|R|2 = sup|z|=1 | Rz

Discrete Gaussians. Regev [58] defined a natural distribution on Af'(A) called a discrete Gaussian
parameterized by a scalar o > 0. We use Dy (A (A)) to denote this distribution. For a random
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matrix A € ngm and o = 2(+/1), a vector & sampled from D, (A4 (A)) has €2 norm less than o/m
with probability at least 1 —negl(m). For a matrix U = (u1]| - - - |ug) € Zng, we let DO(ASI(A)) be a
distribution on matrices in Z™** where the i-th column is sampled from D, (A3 (A)) independently
fori=1,...,k.

Lemma 1 (Trapdoor generators [12]). Let ¢{,m,q > 0 be integers with q prime. There are
polynomial time algorithms with the properties below:

— TrapGen(14,1™,q) — (A, Ta) ( [3, 5, 53]): a randomized algorithm that, when m = G(Llogq),
outputs a full-rank matriz A € ngm and basis Ta € Z™*™ for AqL(A) such that A is negl(f)-
close to uniform and || Tallcs = O(v/logq), with all but negligible probability in £.

— SampleD(A, T4, U,0) ([GPV0S]): a randomized algorithm that, given matriz A € ngm, matrix
U ¢ ZfIXk, a basis Ta of A;(A) and o = ||Tallgs - w(v/logm), outputs a random sample X
from a distribution that is statistically close to Dg(AgJ(A)).

— For m = ([log q] there is a fized full-rank matriz G € ngm s.t. the lattice A#(G) has a publicly
known short basis Tg € Z™* ™. We use G~1(A) to denote the binary decomposition of any
matriz A € ngm, such that (i) G -G (A) = A and (i) |R|2 <m and |[R" |2 < m.

— SampleRight(A,Ta, B,U,0) : a randomized algorithm that given full-rank matrices A, B €
Zflxm, matrizr U € ngm, a basis Ta of A(JI-(A) and o = ||Ta|lgs -w(v/logm), outputs a random
sample X € ngx’" from a distribution that is statistically close to DU(A(IIJ((A|B))).

Well-sampledness. Following [44, 30], we require that the aforementioned sampling procedures
output well-sampled elements. That is, the preimage outputted by SampleD with a uniformly ran-
dom vector/matrix is indistinguishable from a vector/matrix with entries drawn from an appropri-
ate Gaussian distribution. Figure 7 and Definition 14 below formalize this property.

preimg,q,o

Experiment Exp7 5% %7 ()) Oracle pre()

1: (£,m,state) «s A1)
(A, Ta) <3 TrapGen(lZ, 1™,q)

1: ue$Zg
2 2:
3: b+s{0,1} 3: x1 8D,
4 4:
5

xo <3 SampleD(A, Ta, u,0)

b s A”0 (state, A) return x,

return b’ =b

Fig. 7. The experiment for well-sampledness of preimage property.

Definition 14 (Well-Sampledness of Preimage). Fiz any function ¢: N — N ando : N — N.
The procedure SampleS is said to satisfy the (q,0)-well-sampledness property if for any stateful PPT
adversary A, there exists a negligible function negl(-) such that for all A € N,

ADVEEREAT(0) = [Pr [Expl 7007 () = 1] = 1/2] < negl(),
where Exp%ff;ng’q’o is defined in Fig. 7.

The above property is satisfied by the gadget-based trapdoor lattice sampler presented in [53].
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Lemma 2 (Key-Homomorphic Evaluation [12]). Let Fope = {Ferer}r denote the family of
polynomial-size arithmetic circuits over Zy. Let d = d(X) and k = k(\) denote upper bounds on
the depth and fan-in of gates across circuits in Fepe x. Also let p = p(X\) denote the upper bound
on at least one of the inputs to each multiplication gate in circuits in Fep n. Then, there exist
polynomial-time deterministic algorithms Evalgy, Evalet, Evalsim for Fere such that:

— Evalpk(f € Ferrs By, ..., B; € ZE™) — By € Z™.
— BEvalet(f € Fert, (i, Bi, ¢i))imy) = ¢f € Zy'. Here x; € Zq, B; € ngm and ¢; € Es 5(xi, B;) for
some 8 € Zf; and § > 0, where Ey 5 is defined as:

E.5(z,B) ={(xG+ B) s+ ec Zy" where |le|| < 4.}

Note that the same s is used for all c;. The output cy satisfies c; € Es A(f(x), By) where
B; = Evalp(f, (B, ..., B.)). Moreover, A < §-az(f) where ar() = O((p*~tm)d\/m).
This algorithm captures the key-homomorphic property: it translates ciphertexts encrypted under
public-keys {x;}o_, into a ciphertext cy encrypted under public-key (f(z), f).

— Bvalsim(f € Fert, (7, 840))7=1, A) — Sy € Zy*™. Here xj € Zq and S; € Zy™*™. With

*

z* = (z7,...,z}), the output Sy satisfies
AS; — f(x*)G = By where By = Evalp(f, (AS1 — 2G, ..., AS. - 23G)).

Lastly, for all f € Fepe, if S1,..., 8. are random matrices in {£1}™*™ then ||S¢|2 < ar(f)
with all but negligible probability.

6.2 Preliminaries on Ramp Secret Sharing

We begin by recalling the notion of a partial access structures, that defines authorized and unautho-
rized sets while allowing a gap between them. A ramp threshold access structure is a partial access
structures with two thresholds, where all sets smaller than the first threshold are unauthorized and
all sets larger than the second threshold are authorized.

Definition 15 (Ramp threshold access structure). A partial access structure over n parties
is a pair I' = (Lo, Ih) where Iy, I C 2"l are non-empty collections of sets such that B Z A for
every A € Iy, B € I'1. Sets in I are called authorized, and sets in Iy are called unauthorized.

For 0 < 1, < 7. <1, the (7, 7c)-ramp access structure over n parties I' = (Ip, 1) is defined
by letting Iy be the collection of all subsets of size at most 7, - n and letting I be the collection of
all subsets of size at least 7.-n. We refer to 7, and 7. as the privacy and correctness thresholds,
respectively.

Ramp-threshold Secret Sharing. A ramp-threshold secret sharing scheme is a pair of PPT
algorithms (Share, Reconst):

— Share(1*,n, 7, 7¢, 5) — (shi,...,shy) is the randomized secret sharing algorithm. It takes as
input the security parameter 1, the number of parties n, the privacy and correctness thresholds,
and the secret s € Sy where S = {S)} is the space of secrets, and outputs the secret shares of
all n parties.

— Reconst({sh; };cs) — s is the deterministic algorithm which takes as input the secret shares of
a set S C [n] and outputs either the secret s or L.
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A ramp-threshold secret sharing scheme must satisfy correctness and privacy, as defined below:

Definition 16 (Correctness). A ramp-threshold secret sharing scheme (Share, Reconst) satisfies
correctness if for all N € N, all 0 < 7, < 7. <1, all n € N, all secrets s € S\ and every subset
S C [n] of size > 7Ten, it holds that,

Pr[Reconst({sh;}ics) = s] > 1 — negl(A),
where (shy,...,shy,) < Share(1*, n, 7, 7, 5).

Definition 17 (Secrecy). A ramp-threshold secret sharing scheme (Share, Reconst) satisfies se-
crecy if for every A € N, every n € N, every 0 < 7, < 7. < 1, every sg,s1 € Sy, and every subset
S C [n] of size < 1y - n, it holds that,

{shi}ies ~s {Shg}iesa
where (shy,...,shy,) < Share(1*,n, 7, 7, 80) and (sh’,...,shl) < Share(1*, n, 7, 7, 51).

Theorem 6 (Theorem 1.1 and Remark 4.6 in [6]). For every constants 0 < 7, < 7, < 1,
there exists a black-box (7, 7.)-ramp-threshold secret sharing scheme, with the following syntax:

— The secret share of each party sh; consists of two parts: (pshi,sAhZ- = (sAhZ-71,...,sAhi7y)), where
psh; is a share of the public information, and sh; is the secret share.
— The Reconst algorithm is divided into two sub-routines:
e Reconst; ({psh;}ics) — psh takes as input the shares of public information and outputs psh.
° Reconstg(psh,{sAhi}ies) — s takes as input the reconstructed public information psh and
shares {sAhi}, and outputs the secret. This algorithm makes only O(n) additions with respect
to the input shares {sh;}. More formally, there exist reconstruction coefficients {Vijties jew
(which depend on psh and the set S), such that the output of Reconst is equal to 2ies, jelyVig
SAhi’j.
e The reconstruction coefficients are small. Formally, for any authorized set S C [n], for all
i €S and all j € lyl, lvij| <v(n) where v is a polynomial.
— Moreover, the size of every secret share is O(1), i.e. independent of the number of parties.

6.3 Our Construction

Figures 8 and 9 present our ABTE scheme based on lattices. We use y to denote a ymax-bounded
noise distribution for which the (¢, m, ¢, x)-LWE problem is hard. Our scheme is parametrized by
this bound ymax, and Bg,,, which denotes the bound on the smudging noise in each decryption
share.

Parameters. We require the following inequalities to hold for our scheme to be correct and secure:

_ (@mo(ar+)Xmar) _ negl(\).

— Xmax +yn7/(n) : (Bsm + QmO'(Oé]-‘ + 1)Xma:p) < C]/4

— 0 = w(arylogm).

The above requirements imply that the modulus ¢ must be super-polynomial in the security pa-
rameter A, but crucially, it remains polynomial in n.

Correctness. Theorem 7 below proves correctness of our construction.
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Setup(1*,17,1Y/72 1Y/7 1%):

1. Sample (A, Ta) < TrapGen(1¢,1™, q)
2. Sample D, By, ..., B. +s$Z.*™. Sample

((pshy,{D1,j}jetw)s - - - (PShys { D s tiery)) < Share(lk,n, Tps Te, D).
3. Output mpk := (A, D, By, ..., B.) and msk := Ta, {(psh;, {Di;}jecr)) bicin-

KeyGen(mpk, msk, 7, f):

1. Compute By < Evaly(f, B1,..., B.).
2. For all j € [y], compute R; ; < SampleRight(A, Ta, By, D; ;,0).
3. Output Sk;c — (pSh,L-, (Ri,17 ey Rzy))

Fig. 8. The Setup and KeyGen algorithms for our ABTE scheme from lattices LWE-ABTE. For any attribute xz and
policy circuit f, we say that z satisfies the policy if f(z) = 0. The Eval algorithms are as described in Lemma 2.

Enc(mpk,z,pu): /) ze€ZZ

1. Sample s < Zf; and error vectors ep, e1 <$ x'".
2. Sample Si,...,S. +s$ {£1}™*™. Compute:
H = (A|lz1G + Bi|...|z.G + B.) € Z*t1m
e:= (In|Si]...|S.)"eo € ZEFTH™.
3. Output ct, := (H 's+e,D's+ei +[L]u) € VAR
Dec(sk, cty):
If f(z) # 0, then output L.
Otherwise, let ctz = (Cin,C1,- .., Cz, Cout)
Compute c5 := Evalee(f, {zs, Bi, ¢i }iclz)) € Zy'. Let c} = (cinlcy).

For all j € [y], sample e; ; <5 [—Bsm, Bsm]™ and compute d; ; := R;I:jclf + €.
Output d; := (psh;, (di,1, ..., diy)).

€ ZiFHI™,

G Lo =

Combine(cts, {d; }ics):

Parse d; as psh;, (di,1,. .., diy).

Compute psh < Reconst; ({psh, }ics)-

Compute reconstruction coefficients {v; ;}ies e[y as in Reconsts.
Output Round(cout — Eies,je[y]l/i,jdi,j)'

==

Fig.9. The Enc,Dec and Combine algorithms for our Attribute-based Threshold Encryption scheme from lattices
LWE-ABTE.

Theorem 7. The attribute-based threshold encryption scheme L\WE-ABTE has negligible correct-
ness error.

Proof (of Theorem 7). We start with some more preliminaries before presenting the proof.
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Lemma 3 ( [12]). For integers {,m,k,q,0 > 0, matrices A € ngm and U € Zng, if R € ZmF
is sampled from DU(ASJ(A)) and S is sampled uniformly in {£1}™*™ then

IR |2 <ovVmk , |Rll2<oVmk , |S|l2<20vm
with overwhelming probability in m.

For any attribute z € Z7 and message 1 € {0,1}™, let ct, denote the ciphertext. Let us consider
a subset S C [n] of size 7.n, with {f;}ics as the corresponding policy circuits, such that f;(z) =0
for alli € S.

Then, for any ¢ € S, by the properties of Evalc listed above, we know that

cs=(f(x)G+By)'s+é=B;s+e,
where ||é|| < A. Consequently,
&) = (canles) = (A|By) s + ¢,
where ||€/|| < A+ Xmaz < (ar + 1)Xmaz- Next, observe that,
dij = RZ-TJ ((A]Bf)Ts + e') +e; ;= DiTjs + sze' +e;;.
By Lemmas 3 and 1, ||R; |2 < 2mo. Hence,
IR ;€ + eijll <2mo - (ar + 1)Xmaz + Bsm.
Let us now analyze the output of Combine:

q
Cout = Ties jelyVigdij = D8+ e1 + [J1i — Dics jeyViidi

2
q
=D's+e + [ju — Yies jeVij(Di;s + Rl €/ + eij)
q
= [Zlu+e1 — Zics jevii (R € + i)

2

To see why correctness holds, we observe that,
ler — Zies jepyvii(Rj€ + €ij)| < Xmaz + Tenyv(n) - (2mo - (aF + 1)Xmaz + Bsm)-

Since this noise term is bounded by ¢/4 (due to our parameter requirements listed above), the
Combine algorithm does indeed output the correct decryption pu.

Security. Theorem 8 below proves CPA security of LWE-ABTE based on the LWE assumption and
the well-formedness of preimage property.

Theorem 8. For any PPT adversary A, there exist PPT adversaries By and Bo such that
1— reimg,q, {,m,q,
AdV.Sj,LV(\:/II)Ea-LABTE(/\) < Adv%ipciffgl(k) + Advyg, PXN).

Proof (of Theorem 8). We start with some preliminaries, before presenting the proof:
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Lemma 4. Let ¢,m,q > 0 be integers with q prime. There exists a polynomial time algorithm
SampleLeft(A, S, y,U, o) that, given full-rank matriz A € Zflxm, matrices S,U € ngm, y#0€Z,
and 0 = /5 (1+|S]2) - w(v/Iogm), outputs a random sample X € Z**™ from a distribution that
is statistically close to DU(Ag]((A]yG + AS))), where G is the matriz defined above.

Lemma 5 (Left-over Hash Lemma [2]). Suppose that m > (¢ + 1)logy ¢ + w(log?) and that
q > 2 is prime. Let S be an m x k matriz chosen uniformly in {£1}™** mod q where k = k()
is polynomial in £. Let A and B be matrices chosen uniformly in ngm and Zng respectively.
Then, for all vectors e in Zy, the distribution (A, AS, STe) is statistically close to the distribution
(A,B,S"e).

Note that the lemma holds for every vector e in Z;", including low norm vectors.

Definition 18 (Statistical Distance). Let E be a finite set, {2 a probability space, and X,Y :
2 — E random variables. We define the statistical distance between X and Y to be the function
A defined by

AX,Y) = % S Pr{X = ¢] - PrlY =¢]|.
eck

Lemma 6 (Smudging Lemma). Let By,By € N. For any e; € [—By, By], let By and Es be
independent random variables uniformly distributed in [—Ba, Bs] and define two stochastic variables
X1 =F1+e and Xo = E>. Then A(El,EQ) < Bl/BQ.

We prove the theorem using a series of games where the first game is identical to the security
game given in Definition 10. In the last game in the sequence the adversary has advantage zero.
We show that a PPT adversary cannot distinguish between the games which will prove that the
adversary has negligible advantage in winning the original ABE security game. We use the well-
sampledness property in proving that Games 1 and 2 are indistinguishable, and the LWE problem
in proving that Games 2 and 3 are indistinguishable.

Game 0. This is the original security game. Recall that the game starts with the adversary sending
the challenge attribute x* to the challenger. The challenger then samples the public parameters
including matrices A, D, By, ..., B,. The adversary then queries upto 7,n (where 7, is the privacy
threshold) secret keys for parties with policies satisfied by z*. It can then query keys for any party
for non-satisfying policies, and also ask for decryption shares for any party for any valid ciphertext.
We use ct* to denote the challenge ciphertext, and use ST, ..., S} to denote the random matrices
used to produce ct*.

Game 1. We change how the challenger samples the matrices {B;}. In particular, the challenger
first samples matrices S7,..., S8} <% +1™*™ and then sets

B, =AS —x]GVice€lz.

The rest of the game remains unchanged.

We show that Game 0 is statistically indistinguishable from Game 1 by Lemma 5. Observe that
in Game 1 the matrices S; are used only in the construction of B; and in the construction of the
challenge ciphertext where e = (I,,,|S5|...|S?)" - eg is used as the noise vector for some eg € Lq'.
Let S* = (S7|...|S%), then by Lemma 5 the distribution (A, AS*, e) is statistically close to the
distribution (A, A’,e) where A’ is a uniform matrix in ngzm. It follows that in the adversary’s
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view, all the matrices AS} are statistically close to uniform and therefore the B; as defined above
are close to uniform. Hence, the B; in Games 0 and 1 are statistically indistinguishable.

Game 2. We now change how the matrix A is chosen in mpk. In game 2, we generate A as a
uniform random matrix in ngm. The construction of By, ..., B, remains the same as in Game 1
above. We maintain a set 7 := () storing the list of all parties whose keys have been queried by A
for satisfying policies. We also maintain a map M : [n] — F to store the satisfying policies that the
adversary queries the keys for. We now describe how we respond to all the oracle queries by A:

— sk(i, f;) such that fj(z*) =0.Ifi € J orif i ¢ J but |J| = 7pn, we simply abort (note that
this is identical to the challenger in Game 1). Otherwise, we sample R;; 5 D%’me for all
j € [y]. We then set D;; = (A|By,)R;j, where By, = Evaly(fi, B1, ..., B.), set J < J U {i}
and M[i] = f;. We also sample psh; uniformly randomly from the share space. We then return
sk’}i = psh;, (Ri1,...,Riy) to A. Below, we will use well-sampledness to argue that these keys
are computationally indistinguishable from the real keys.
Note that since we are considering the selective game, the adversary must make all the key
queries for satisfying policies before making key queries for non-satisfying policies or decryption
queries. After the adversary is done with making all such queries i.e. keys for satisfying policies,
we first sample the remaining shares of D. More formally, we run the Share algorithm with
inputs 1%, n, Tp, Te, D, conditioned on sh; = psh;, (D; 1,...,D;,) for all i« € J. This is possible
since || < pn.

— sk(i, f;) such that f;(x*) # 0. We will use the trapdoor Tg to generate the key for (i, f;), as
follows. Let By, = Evalp(fi, B1, ..., B.). We need to find matrices R; ; such that

(A|By,)R;j = D, ;.

To do so, we run Sy, < Evalsim(fi, ((#7,87)7—1, A) and obtain a low-norm matrix Sy, € Zy"*™
such that ASy, — fi(z*)G = By,. By definition of Evalgm we know that ||Sy |2 < ar.
Finally, we respond with R; ; = SampleLeft(A, Sy, — fi(z*), D; ;,0) for all j € [y]. By definition
of SampleLeft, we know that R;; is distributed as required. Indeed because ||Sy,|l2 < ar(f),
o =+5-(1+||S¢2) - w(v/logm) as needed for algorithm SampleLeft in Lemma 4. We return
pshi, (Ri,la c. ,R@y) to A.
— dec(p, r, z,1, f;). If fi(x) # 0, we simply output L. Otherwise,
e If i € J and f; = M]i]: then we already know the secret key skéci. We simply output
Dec(sk}i7 ct,) where ct, = Enc(mpk, z, p; 7).

e Otherwise parse the ciphertext randomness r as s, eg, e, S1,...,S,. For each j € [y], we
compute d;j = D;:js—i-e;j where e;,j 3 [—Bsm, Bsm]™. We simply output psh;, (d;l, .. ,d;y).

We argue that these shares are distributed identically distributed as the real shares. To see
that, recall that by correctness, the real decryption shares d; ; are equal to:

T T 7
dij=D;;s+ R; ;e + ei

where HRL-e’ | < 2mo - (ar + 1)Xmas and e;; is also sampled uniformly randomly from
[—Bsm, Bsm]™. Since our parameters are such that this value is equal to negl(\) - Bgp,
Lemma 6 implies that d; ; and d; ; are identically distributed.

So far, we have argued that the responses to all oracle queries (except for keys for satisfying
policies) are statistically close to the responses given in Game 1. We now argue that the responses

34



to key queries for satisfying policies are computationally close to those in Game 1, using well-
sampledness. Formally, we will make an adversary By which can break well-sampledness if A can
distinguish between the two games.

Reduction from well-sampledness. 3 acts as the challenger to A, and simulates either Game
1 or 2. By gets as input x* from A. It forwards the parameters ¢, m to its challenger, and gets
back a matrix A. B; then generates the public parameters as in Game 2. Specifically, it samples
matrices ST, ..., S <5 {1} sets B; = AS] —2!G, and samples D randomly. B; sends these
parameters to A, and responds to oracle queries as follows:

— sk(i, f;) such that f;(z*) =0.1f i € J or if i € J but |J| = 7n, then By simply aborts.
Otherwise, for each j € [y], Bi sends m queries to its well-sampledness challenger, say the
responses are &;;1,...,T;jm. It then samples vectors v; j1,v; ;. from the distribution D7’ _,
and sets R; ; to be: 7

Rz‘yj _ I:mi%l e mi,j7m:|
Vij1 -+ Vijm

— B responds to all other queries exactly as in Game 2.

B1 samples the challenge ciphertext as in Games 1 and 2. We argue that, when the bit b sampled
by the well-sampledness challenger is 0, i.e. &; j., is the pre-image of a uniformly random vector
w;i jw with respect to A, hence, (A|By,)R;; = [u;j1 + Bpviji.. wijn + By nl is also
uniformly random. This is identically distributed to Game 1, where the shares {D; ;}ics jely
values for any set S C [n] of size 7,n is distributed uniformly, by secrecy of the secret sharing
scheme. Moreover, as already argued above, the public parameters and the responses to all other
oracles are already distrubted identically in Games 1 and 2.

On the other hand, if the bit b sampled by the well-sampledness challenger is 1, then the whole
matrix R;; as constructed above, is sampled from the gaussian distribution D%”;X’n. Hence, in
this case, B; has perfectly simulated Game 2. 7

Finally, A guesses if it is interacting with a Game 1 or Game 2 challenger. B; simply outputs
A’s guess as the answer. Since By perfectly simulates Games 1 and 2, By’s advantage in solving
well-sampledness is the same as A’s advantage in distinguishing Games 1 and 2, as required.
This completes the description of B;.

Game 3. This game is identical to Game 2 except that the challenge ciphertext ct* is now sampled
uniformly at random from fo”)m. Since the challenge ciphertext is always a fresh random element
in the ciphertext space, A’s advantage in this game is zero. It remains to show that Game 2
and Game 3 are computationally indistinguishable for a PPT adversary, which we do by giving a
reduction from the LWE problem.

Reduction from LWE. We will make an LWE adversary By that acts as the challenger to A. B

begins by obtaining an LWE challenge consisting of two random matrices A, D in ngm and two
vectors Cin, Cout € Z;” . We know that c¢;,, cour are either random in Zg‘ or

Cin = Als+ eyp and cour = D's+ el

for some random vector s € Zfl and eg, e; <$ x"". We show how By can distinguish between these
cases using A:

The game begins with A sending the challenge attribute x* to By. By generates public parameters
as in Game 2 above: choose random matrices S} < {£1}™*" and set B; = AS} — z;G for all
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i € [2]. It sets mpk = (A, D, By,...,B,) and sends this to .A. By responds to all oracle queries
exactly as in Game 2, as described above. Eventually, when By receives g, u1 from A, it prepares
the challenge ciphertext by sampling b < {0, 1}, and computing,

and ¢* = (¢, Cout + [4]1p). B2 sends ¢* as the ciphertext to A. We argue that, when the LWE
challenge is pseudorandom, then ¢* is distributed exactly as in Game 2. To see why, observe that
when encrypting with respect to x*, the matrix H is as follows:

H = A|2]G + By|...|z;G + B,
= A|z]G + A§] — 21G|... |2;G+ AS; — .G
= A|AS§]|...|AS]

Therefore, ¢ as defined above is equal to:

et = (Ln|S5]...1S5) " (AT s + eg)
= (A|A§]|...|AST) s + (Ln]S]] ... |8%) e
=H's+e

where e = (I,,|Sf]...|S?) "eo. This e is sampled from the same distribution as the noise vector
e in algorithm Enc. We therefore conclude that c¢fj is computed as in Game 2. Moreover, since
cout = D75 + ey, we know that the entire challenge ciphertext ¢* is a valid encryption of j, with
respect to x* as required.

When the LWE challenge is random, we know that ¢;, and ¢,y are uniform in Zq'. Therefore

the public parameters and c(j as constructed by B are uniform and independent in Zgzﬂ)m by a

standard application of the left over hash lemma (e.g. [12]) where the universal hash function is
defined as multiplication by the random matrix (AT |c;;,) " Since ¢y is also uniform, the challenge
ciphertext overall is uniform in Zéz+2)m, as in Game 3.

Finally, A guesses if it is interacting with a Game 2 or Game 3 challenger. By outputs A’s
guess as the answer to the LWE challenge it is trying to solve. We already argued that when the
LWE challenge is pseudorandom the adversary’s view is as in Game 2. When the LWE challenge is
random, the adversary’s view is as in Game 3. Hence, By’s advantage in solving LWE is the same
as A’s advantage in distinguishing Games 2 and 3, as required. This completes the description of
algorithm Bs.

7 Threshold Traitor Tracing from Threshold PLBE

In this section, we present a generic compiler to construct Threshold Traitor Tracing from Threshold
PLBE. We start with defining threshold PLBE in Section 7.1 before describing our compiler in
Section 7.2.

7.1 Threshold Private Linear Broadcast Encryption

A Threshold Private Linear Broadcast Encryption is a tuple of six algorithms TPLBE = (Setup,
EncPK, EncSK, Dec, Combine) :
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Setup(1*,17,1*) — (pp, mpk, pkc, msk, {Ski}ie[n}) is the probabilistic setup algorithm that takes

as inputs the security parameter A, the number of parties n and the threshold ¢, and outputs

the public parameters pp, the master key pair (mpk, msk) and the n secret keys sky, sky, ..., sk,,.

— EncPK(mpk, 1) — ct is the probabilistic public key encryption algorithm that takes as input
the master public key mpk, a message p and outputs a ciphertext ct.

— EncSK(msk, p, j) — ct is the secret key encryption algorithm that takes as inputs the master
secret key msk, a message u, an index j € [n| and outputs a ciphertext ct.

— Dec(sk;,ct) — d; is the deterministic decryption algorithm that takes as inputs a secret key
sk;, a ciphertext ct and outputs the partial decryption d; of ct under sk;.

— Combine(pke, ct, {dj}jej) — 1 is the deterministic combiner algorithm that takes as inputs, a

combiner key pke, a ciphertext ct, a set J C [n], a set of decryption shares {d; }j <7 and outputs

either a message p.

Definition 19 (Correctness). A TPLBE scheme is said to be correct if there exists negligible
functions negli(\), negla(\) such that, for all A\ € N, all t < n € N, and for any subset S C [n] of
size t and for any message u, we have:

(PP, mpk, pke, msk, {sk;};cp,,) <8 Setup(1*,17,1%)
ct < EncPK(mpk, p)

P "'=p - >1-— l1 (A
B d; := Dec(sk;,ct) Vie S - negh(})
1 := Combine(pke, ct, S, {d;}jes)
Moreover, for all j € [n] such that j < i for alli € S, we have,
(PP, mpk, pkc, msk, {sk; },c1,;) ¢ Setup(1*,17,1°)
Pr |y = ct < EncSK(msk, u, ) > 1 — negla()).

d; := Dec(sk;,ct) Vie S
p' := Combine(pke, cty, S, {d; }ies)

Semantic Security. We define semantic security for threshold PLBE which requires that any PPT
adversary that corrupts up to t — 1 parties, and can query partial decryptions of arbitrary cipher-
texts, cannot learn anything about the message, from a ciphertext generated using EncPK(mpk, -).
We require this to hold even if the adversary is given access to msk, which allows it to compute
encryptions for arbitrary indices j € {0} U [n]. We formalize this using a game-based definition
in Definition 20 and Figure 10. Similar to Section 3.1, we will focus on the semi-adaptive setting,
where the adversary must query all secret keys before querying any partial decryption.

Definition 20 (CPA Security). A TPLBE scheme is said to satisfy semi-adaptive strong CPA
security if for every PPT adversary A, the following function is negligible in A:

sa—cpa 1 a
Adv Tpige(N) = 3~ Pr[IND-CPA*{1p ge(A) = 1]|.

g-Bounded Security. Similar to PLBE, the security of a threshold PLBE is captured through the
properties of indistinguishability, index hiding and message hiding. The indistinguishability property
ensures that any PPT adversary controlling an arbitrary number of parties cannot distinguish if a
ciphertext ct was generated using the public key encryption mode EncPK or using the secret key
encryption mode EncSK with index j = 0. Message-hiding property says that message privacy is
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Experiment IND-CPA 4 tpige())

1: J+0

2: (n,t,state) « A1)

3:  (pp, mpk, pkc, msk, sky,...,sk,) <= Setup(l)‘, 17,19
41 (po, p, state) s A*)9C) (state mpk, pke, msk)
5: b<s5{0,1}, ct <3 EncPK(mpk, 1)

6: b s A4 (state, ct)

7: if |J| >t then return 0

8: if b’ =b then return 1 else return 0

Oracle sk(z) Oracle dec(p, T, 1)

1: if i ¢ [n] thenreturn L 1: if ¢ ¢ [n] then return L
2: J<+ JU{i} 2: return Dec(sk;, EncPK(mpk, u;7))

3: return sk,

Fig. 10. The semantic security experiment for a threshold PLBE scheme TPLBE and an adversary .A.

preserved against an adversary controlling any number of parties for a ciphertext that has been
encrypted using the secret key mode with index 7 = n. That is, an adversary holding any number
of keys for parties that are not allowed to decrypt, cannot learn anything about the message. The
index-hiding property ensures that ciphertexts encrypted using EncSK with index j = ¢ and those
encrypted with index 7 =i + 1 are indistinguishable to an adversary that does not have the secret
key sk;. We formally define these properties below:

Definition 21 (¢-bounded Indistinguishability). A threshold PLBE scheme TPLBE is said
to satisfy g-bounded indistinguishability if for any PPT adversary A that makes at most ¢ many
encryption queries to EncSK(msk, -,0), there exists a negligible function negl(\) such that

I (n,t,state) «$ A(1*) T
(pp, mpk, pkc, msk, {sk; },. n]) <% Setup(1*, 1™, 1%)
(u, state) < .,élEr‘CSK(’“Sk"’Og (state, mpk, {sk; }icn))
b+<+s{0,1}
ctg <% EncSK(msk, 1, 0), ct; <% EncPK(mpk, 1)
b« AEnSK(msk0)(state, cty)

IN
N |

+ negl(\).

Note that here A is only allowed to query for ciphertexts corresponding to indezx 0.

Definition 22 (¢-bounded Index Hiding Security). A threshold PLBE scheme TPLBE is
said to satisfy g-bounded index hiding security if for any PPT adversary A that makes ¢ many
encryption queries to EncSK(msk, -, ) and for all indices i* € {0,...,n—1}, there exists a negligible
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function negl(X\) such that the following probability is bounded by 1/2 + negl(\):

(n,t,state) «$ A(1%)
(PP, mpk, pke, msk, {sk;};c,)) <8 Setup(1*,17,1°)
Pr|b' =b : (p,state) < AEnSK(Msk-)(state, mpk, pke, {sk; }ienpir)
b+${0,1}, ct +$ EncSK(msk, p,i* + b)
b« ABneSK(msk) (state, ct)

Definition 23 (¢g-bounded Message Hiding Security). A threshold PLBE scheme TPLBE
is said to satisfy g-bounded message hiding security if for any PPT adversary A that can submit q
many encryption queries to EncSK(msk, -, ), there exists a negligible function negl(\) such that the
following probability is bounded by 1/2 4 negl(\):

(n, t,state) +s A(11)
(PP, mpk, pke, msk, {sk; };c(,) = Setup(1*,17, 1)
Pr |0/ =0b : (state,po, 1) < .,élE”CSK(”‘S"""'g (state, mpk, pke, {sk;};c(n))
b +s${0,1}, ct «+3$ EncSK(msk, pp,n)
b« AEneSK(msk:) (state, ct)

Decoder-based Security. As observed in [44], we also need to consider decoder-based security
definitions for traceability purposes. We start with defining the notion of distinguishing decoders
for TPLBE with respect to different encryption modes.

Definition 24 (TPLBE Distinguisher). For any v € [—%, %], a PPT decoder D, for params +
Setup(1*,17,1%) and for any message p is said to be

. k,(sk,0) .
'7‘D|Stgargsms) f

b+«s{0,1} 1
Pr |6 =b : cty s EncSK(msk, i1, 0),cty <$ EncPK(mpk,u) | > =+~
/ 2
b < D(ctp)
fy-Disté’;ﬁg#s if for any index 1,
p b+s{0,1}, ct s EncSK(msk, i, + b) 1
—h - >
Pr {b b ¥ < D(ct) =5t
v-Distparams for any two messages o, p1 if,
, b+s${0,1}, ct +s$ EncSK(msk, pyp,n) 1
= . > —_
Pr {b b ¥« D(ct) =517

Definition 25 (Decoder-based Indistinguishability). A TPLBE scheme is said to satisfy
decoder-based indistinguishability if for any PPT adversary A and for any mon-negligible function
7, there exists a negligible function negl(\) such that the following probability is bounded by negl(\):

(n,t)  A(1Y)
Pr | D is fy-Dist,‘;';;giﬁ;O) for i = (pp, mpk, pkc, msk, {Ski}ie[n]> 3 Setup(l)‘,ln7 1Y)

(D, ) < A(mpk, pke, {sk;} e ()
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Definition 26 (Decoder-based Index Hiding Security). A TPLBE scheme is said to satisfy
decoder-based index hiding security if for any PPT adversary A and for any non-negligible function
7, there exists a negligible function negl(\) such that for all indices i* € [n], the following probability

is bounded by negl(\):

(n,t) + A(1Y)
Pr |D is 'y—Distf;’;ﬁgLS for u : (pp, mpk, pkc, msk, {Ski}ie[n]) s Setup(14,1",1")
(D, p, state) < A(mpk, pke, {sk;} ;e i)

Definition 27 (Decoder-based Message Hiding Security). A TPLBE scheme is said to
satisfy decoder-based message hiding security if for any PPT adversary A and for any non-negligible
function vy, there exists a negligible function negl(\) such that the following probability is bounded

by negl(\):

(n,t) « A(1Y)
Pr | D is y-Disty,ams for po, pi1 (pp, mpk, pkc, msk, {ski}ie[n}) ¢ Setup(1*, 17, 1%)
(Dv HO, /,Ll) — A<mpk7 ka, {Skz}ze[n})

7.2 A generic compiler for TTT from Threshold PLBE

In this section, we show how to construct threshold traitor tracing scheme from threshold PLBE.
Our compiler is based on the compiler from [44], and thus has two parts. First, we show that a
threshold PLBE scheme that achieves 1-bounded security, also satisfies the decoder based security.
Next, we show how to construct a threshold traitor tracing scheme from threshold PLBE scheme
that achieves decoder-based security.

7.2.1 Decoder-based Threshold PLBE from 1-bounded Threshold PLBE. Let TPLBE
be a threshold PLBE scheme that satisfies 1-bounded security. Then, using arguments similar to [44,
Lemma 4.1, Lemma 4.2, and Lemma 4.3|, the same scheme also satisfies the decoder-based security.

Lemma 7. If TPLBE satisfies 1-bounded indistinguishability (Definition 21), then it also satisfies
decoder-based indistinguishability (Definition 25) property.

Proof. Same as proof of Lemma 4.1 of [44].

Remark. In the security proof Lemma 4.1 of [44], all the secret keys are generated honestly,
and moreover, the reduction works, even when the adversary gets access to all n decryption keys.
Therefore, the threshold structure of the secret keys in TPLBE does not alter the security reduction
compared to the non-threshold version.

Lemma 8. If TPLBE satisfies 1-bounded index hiding (Definition 22), then it also satisfies decoder-
based index-hiding (Definition 26) property.

Proof. As in the proof of [44, Lemma 4.2], this proof is similar to the proof of Lemma 7, except
that the reduction algorithm queries for either a secret key encryption of the message u for index
i or for index i + 1 (depending upon 3 < {0,1}).
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Lemma 9. If TPLBE satisfies 1-bounded message hiding (Definition 23), then it also satisfies
decoder-based message-hiding (Definition 27) property.

Proof. As in the proof of [44, Lemma 4.3], this proof is similar to the proof of Lemma 7, except
that the reduction algorithm queries for either a secret key encryption of the message g for index
n or the encryption of u for index n (depending upon 8 «s${0,1}).

7.2.2 TTT from Decoder-based Threshold PLBE. Let TPLBE be a threshold PLBE
scheme with decoder-based security. We will use threshold PLBE to construct a TTT scheme
T = (Setup, Enc, Dec, Combine, Trace). Our construction follows the same structure as [44], and we
summarize it in Figure 11.

Setup(1*,1",1") — (pp, pk, pkc, msk, {sk;} ;1) :

1. Let (pp, mpk, pkc, msk, {sk; }ic[n]) +$ TPLBE.Setup(1*,1",1%)
2. output (pp, pk := mpk, pkc, tk := msk, {sk; }ic[n))

Enc(mpk, p) — ct:

1. output TPLBE.EncPK(mpk, u).

Dec(sk;, cts) — d; :

1. output TPLBE.Dec(sk;, ct).

Combine(pke, ct, J,{d; }jeq) — p:

1. output TPLBE.Combine(pke,ct, 7, {d;};jcr)-

Trace(pk, tk, 1Y, po, 1) :

1. Let e :=1/y and W := X (n-y)>.
2. Fort=0...n
(a) Let count; := 0.
(b) For j=1to W:

i. Sample bl‘,j — {0, 1}.

ii. Let ct;; s TPLBE.EncSK(msk, s, ;,1)-

iii. If D(cts,;) = bs 5, update count; := count; + 1.
(¢) Let p; := count;/W.
Let J = {Z | Pi—1 — Di > 6/4n}ie[n] .
4. output J.

@

Fig. 11. Our compiler to construct a threshold traitor tracing from TPLBE.

Correctness. This follows directly from the correctness of the threshold PLBE scheme.

Strong IND-CPA Security. Now, we will argue that given a threshold PLBE scheme TPLBE
that is strong IND-CPA secure, our threshold traitor tracing scheme is also strong IND-CPA secure.

Theorem 9. Assuming the TPLBE scheme TPLBE satisfies the security guarantee in Defini-
tion 20, the traitor tracing scheme is strong IND-CPA secure as per Definition 2.
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Proof. Suppose on the contrary, there exists an PPT adversary Ay, non-negligible function ~(-),
such that Atyt breaks the strong IND-CPA security of the TTT scheme TTT. Then, we can use
Attt to build an adversary AtvpLge, that will use Attt to break the strong IND-CPA of the
TPLBE scheme TPLBE. Let Ch be the TPLBE challenger. Atp_ge works as follows.

— Atpige forwards 1* to Attt and receives (n, t,state). AtpLge then forwards them to Ch.

— AvpLBE receives state, mpk, pkc, msk from Ch, and forwards them to AtTt as (state, pk, pke, tk) :=
(state, mpk, pkc, msk).

— AtpLge forwards the secret key and partial decryption query from Attt to its own oracle.

— Similarly, AtpLge forwards the challenge messages output by Attt to Ch, and forwards the
received response ct it receives from Ch to Atr.

— Finally, when Attt outputs a bit o/, Atp g outputs ¥’ as its guess.

It is easy to see that AtpLge perfectly simulates the view of the Artt. Therefore, if Attt breaks
the strong IND-CPA security of TTT as per Definition 2 with some non-negligible probability v(\),
AvpLge breaks the strong IND-CPA security of TPLBE as per Definition 20 with probability v(A).

Traceability. We now argue the scheme we describe in Figure 11 achieves traceability.

Theorem 10. Assuming TPLBE is a secure threshold PLBE scheme satisfying the decoder-based
indez hiding, message-hiding and indistinguishability properties ( Definition 26,Definition 27, Def-
inition 25), the threshold traitor tracing scheme TTT we describe in Figure 11, is traceable as
per Definition 3.

Proof. The proof of this theorem follows using a proof identical to the proof of correct tracing of
(non-threshold) PLBE scheme as given in [44, Section 4.2.2]. This is because, both in the trace-
ability experiment of TPLBE (see Figure 4) and the (non-threshold) PLBE (see [44, Figure 3]), the
adversary can query secret keys of an arbitrary number (up to n) of decryptors before outputting
the decoder box. Hence, the threshold structure of the keys does not play a role.

8 Threshold PLBE from ABTE and mixed FE

In this section, we present a generic compiler to construct threshold PLBE from (i) a mixed FE
scheme and (ii) an attribute-based Threshold encryption.

Rough Idea. We define a compiler to obtain a Threshold PLBE, given an MFE and a key-policy
ABTE. Roughly speaking, our compiler is a thresholdized version of the one given by Goyal et al
in [44], and works as follows:

— The ciphertext is an ABTE ciphertext with an attribute which is either a ‘normal” MFE cipher-
text encrypting the identity function or a ‘special’ MFE ciphertext encrypting the comparison
function. In more detail, the ciphertexts generated in the public-key mode (via MFE.EncPK)
have as attribute the normal MFE ciphertext. For encrypting a message in the secret-key mode
with respect to an index j, the attribute is the MFE ciphertext encrypting the function f;; for
any input 4, this function outputs 1 only if ¢ > j.

— The secret key of each party i is an ABTE secret key, with the policy as the MFE decryption
circuit hard-coded with the i-th MFE secret key
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— To decrypt, if the ciphertext attribute is a normal MFE ciphertext then each party can use their
ABTE secret key to partially decrypt the ABTE ciphertext. Finally, ¢ many partial decryptions
can be combined to recover the message. However, if the ciphertext attribute is a ‘special’ MFE
ciphertext, only users with a policy (MFE.Dec(MFE.sk;,-)) that is satisfied by the ciphertext
attribute are able to partially decrypt. This means that, a ciphertext encrypted with respect to
index j can only be decrypted by a set of ¢ parties all with index 7 > j.

We formally describe the compiled construction for TPLBE in Fig. 12 and prove that our scheme
satisfies the correctness (Def. 19) and security definitions Def. 21, Def. 22 and Def. 23 in the theorems
below.

Setup(1*,1™,1%) — (pp, mpk, msk, {ski}ie[n]) :

Sample (MFE.pp, MFE.mpk, MFE.msk) <s$ MFE.Setup(1*).

Sample the MFE secret key for user i as MFE.sk; <8 MFE.KeyGen(MFE.msk, ).

Set C; := MFE.Dec(MFE.sk;, -).

Sample (ABTE.pp, ABTE.mpk, ABTE.pkc, ABTE.msk) <5 ABTE.Setup(1*,1",1*,1%).

Sample sk, +s ABTE.KeyGen(ABTE.msk,i,C;) Vi € [n].

Set mpk := (MFE.mpk, ABTE.mpk), pkc := ABTE.pkc and msk = MFE.msk.

Output the tuple (mpk, pkc, msk), the public parameters pp := (MFE.pp, ABTE.pp) and the secret keys
{sky,sko,...,sk,}.

A i o

EncPK(mpk, i) :

1. Parse mpk as (MFE.mpk, ABTE.mpk).
2. Compute z := MFE.EncPK(MFE.mpk).
3. Output cty s ABTE.Enc(ABTE.mpk, p, z)

EncSK(msk, u, j) :

1. Parse msk as MFE.msk.

2. Compute x = MFE.EncSK(MFE.msk, comp;), where comp, : [n] — {0,1}, such that comp,(i) = 1V i > j
and 0 otherwise.

3. Output ct, <+s ABTE.Enc(ABTE.mpk, p, x).

Dec(sk,, ctz) :
1. Output d; < ABTE.Dec(sk,, cts).

Combine(pke, ctz, {d;} es) :

1. Parse pkc as ABTE.pkc.
2. Output ABTE.Combine(ABTE.pkg, ctz, {d;} es)-

Fig. 12. Our compiler to construct a threshold TPLBE from Mixed functional encryption MFE and attribute-based
threshold encryption ABTE.

Theorem 11. If the underlying MFE and ABTE schemes are correct as per definitions Def. 6 and
Def. 9 resp., then our TPLBE scheme also satisfies correctness as per definition Def. 19.

Proof. We show that our TPLBE scheme is correct both in the public key and secret key modes.
In our scheme, a ciphertext for a message u is generated as ct, < ABTE.Enc(mpk, i, ) where z
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is the ciphertext attribute. The secret key of each user 7 is ABTE.sk; generated under the policy

C;

:= MFE.Dec(MFE.sk;, -).

In the public-key encryption mode, the ciphertext attribute x is a normal MFE ciphertext, com-
puted using the public key mode of MFE as z < MFE.EncPK(MFE.mpk). The function f that
is encrypted in a normal MFE ciphertext is the always-accepting function. So from correctness
of MFE, it follows that MFE.Dec(MFE.sk;, x) = f(i) = 1 except with negligible probability. This
implies that the ciphertext attribute x satisfies the key-policy associated with ABTE.sk; for all
i € [n]. therefore, each party is able to decrypt ct, using ABTE decryption under their key
ABTE.sk; to get d; + ABTE.Dec(ABTE.sk;,ct,) and by correctness of ABTE, a set of ¢ many
partial decryption can be combined to recover the message p <— ABTE.Combine(ct,, {d;},cg)-

The ciphertext attribute x in the secret-key encryption mode is a MFE ciphertext generated
as x <% MFE.Enc(MFE.msk, fs;) for some index j, where f-; is the comparison function
that outputs 1 on all inputs ¢ > j and 0 otherwise. From correctness of the MFE scheme,
MFE.Dec(MFE.sk;,z) = 1iff i > j and 0 for i < j. So the ciphertext attribute z satisfies the pol-
icy associated with ABTE.sk; only for indices ¢ > j. Consequently, only parties with indices i > j
are able to decrypt ct; using ABTE decryption. By correctness of ABTE, a set of ¢ many such
partial decryptions d; with i > j can be combined to recover p <— ABTE.Combine(ct,, {d;};cg)-

Theorem 12. Assuming that we have an ABTE scheme that satisfies selective IND-CPA security
(Def. 10), our TPLBE scheme is IND-CPA secure as per definition Def. 20.

Proof. Let AtpLge be a PPT adversary for the TPLBE scheme controlling upto ¢ — 1 parties.
We argue that if Atp ge breaks the strong-IND-CPA security of our scheme with non-negligible
probability, then we can construct an adversary BagTe that breaks the strong-IND-CPA security
of the underlying ABTE scheme, also with non-negligible probability.

Let Ch be the ABTE challenger.

Ch sends the security parameter 1* to BagTE.

BagTe forwards 1* to AtpLge and receives back (n, t, state).

BagTe runs MFE.Setup(1*) to get the MFE parameters (MFE.pp, MFE.mpk, MFE.msk). It sets
the challenge attribute to be a normal MFE ciphertext, that is, * = MFE.EncPK(MFE.mpk).
BagTe responds to its challenger with the challenge parameters (n, t, z, z*, state) where a* is the
challenge attribute and z € N is the length of MFE ciphertexts.

Ch sends the ABTE public parameters (ABTE.pp, ABTE.mpk, ABTE.pkc) to BagTe-

With the help of these parameters Bagte partly runs the Setup for TPLBE and generates the
public parameters TPLBE.pp := (MFE.pp, ABTE.pp), TPLBE.pkc := ABTE.pkc, TPLBE.mpk :=
(MFE.mpk, ABTE.mpk) and the master secret key TPLBE.msk := MFE.msk. BagTe then sends
these TPLBE parameters to AtpLgE.

Observe that, AtpLge can make at most ¢ — 1 secret key queries and any number of valid
decryption queries. On the other hand, BagTe can also make at most ¢ — 1 secret key queries
for satisfying policies, any number of secret key queries for unsatisfying policies, and arbitrarily
many valid decryption queries to its challenger Ch. Hence, BagTe can easily respond to Atp ge’s
oracle queries as follows:

BagTe simulates the oracle sk(-) for Atp g as follows: Initialize a list J := (). On query sk(i),
update J = J Ui and query Ch on (¢,C;) where C; := MFE.Dec(MFE.sk;,-) and MFE.sk; <s$
MFE.KeyGen(msk, 7). Forward Ch’s response to Atp ge. Note that this policy is indeed satisfied
by x*, but that is alright since Atp ge can only make ¢ — 1 such queries.

44



— BapTEe simulates the oracle dec(-) for Atp ge as follows: On query dec(u, %), parse r as (rg,71)
and query Ch on dec(u, 71, z, C;) where C; is the same as above, and x = MFE.EncPK(MFE.mpk; rg).

— Eventually, Atp ge returns challenge messages (1, p1, state). Bagte forwards this to its chal-
lenger Ch.

— Receives a challenge ciphertext ctj; which it forwards to AtpLgEe.

— Finally, AtpLge outputs a bit b’. BagTe forwards this to Ch.
Note that the TPLBE ciphertext is nothing but an ABTE ciphertext. With the ABTE challenge
attribute being set to the normal MFE ciphertext, BagTe perfectly simulates the TPLBE seman-
tic security experiment (Figure 10) for Atp ge. As a result, BagTe wins the semantic security
game for ABTE with the same probability as AtpLgE.

Theorem 13. Our TPLBE scheme satisfies q-bounded indistinguishability as long as the underlying
MFE scheme is g-bounded restricted accept indistinguishable.

Proof. The proof of this theorem is a satraightforward generalization of the proof of [44, Lemma 6.1]
to support (i) arbitrary ¢ = poly(A) and (ii) the threshold setting. In more detail, we construct
an adversary B for ¢g-bounded restricted accept indistinguishability, that uses an adversary A for
g-bounded indistinguishability. It receives parameters n,t from A, It sends the function comp, as
its challenger function to its challenger, and receives MFE parameters along with the challenger
ciphertext ct* in return. B samples the ABTE parameters for n,t on its own. It then queries its
challenger for ¢ encryptions to the function comp,, which it can use to respond to EncSK(0,-)
queries by A. The rest of the reduction is the same as that for the proof of [44, Lemma 6.1]

At a high level, the reason why the threshold does not affect the proof is that, in the security
argument, the adversary is allowed to learn all n ABTE decryption keys, meaning that it is capable
of decrypting the challenge ciphertext. Hence, the threshold does not play any role here, and we
get indistiguishability simply owing to the g-bounded accept indistinuishability of the MFE.

Theorem 14. Our TPLBE scheme statisfies 1-bounded index hiding as long as the underlying MFE
scheme is 1-bounded restricted function indistinguishable.

Proof. Same as proof of lemma 6.2 in [44]. Here too the security boils down only to the 1-bounded
restricted function indistinguishability property of MFE and the proof is not affected by the thresh-
old. The adversary is allowed to learn all but one ABTE secret keys, regardless of the threshold.

Theorem 15. Our TPLBE scheme statisfies g-bounded message hiding as long as the underlying
ABTE achieves selective CPA security.

Proof. Let A be the g-bounded message hiding adversary for TPLBE. We argue that if A breaks
message-hiding of our threshold PLBE scheme with a non-negligible probability § then we can
construct an adversary B that breaks the semantic security of ABTE, also with a non-negligible
probability.

— Ch sends the security parameter 1* to BagTE.

— BagTe forwards 1* to Atpgg and receives back the parameters (n, t, state).

— BagTe runs MFE.Setup(1*) to get the mixed-FE parameters (MFE.pp, MFE.mpk, MFE.msk). It
sets the challenge attribute to be a special MFE ciphertext z* := MFE.EncSK(MFE.msk, comp,,).

— BagTE responds to its challenger with the challenge parameters (n, t, z, z*, state) where z* is the
challenge attribute and z € N is the length of MFE ciphertexts.
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— Ch sends the ABTE public parameters (ABTE.pp, ABTE.mpk, ABTE.pkc) to BagTe-

— Recall that BagTe can submit any number of secret key queries for unsatisfying policies C' (i.e.
C(z*) = 0). Additionally, it can query at most ¢t-1 secret keys for satisfying policies.

— BagTe submits secret key queries (i,C;) with C; := MFE.Dec(MFE.sk;, -), where MFE.sk; :=
MFE.KeyGen(msk, i) for all ¢ € [n]. This is allowed since C;(z*) = 0 for all ¢ € [n]. B gets back
ABTE secret keys ABTE.sk; for all n parties from its challenger.

— Bsets TPLBE.pp := (MFE.pp, ABTE.pp), TPLBE.pkc := ABTE.pkc, TPLBE.mpk := (MFE.mpk, ABTE.mpk)

and the master secret key TPLBE.msk := MFE.msk as well as the individual secret keys
TPLBE.sk; := ABTE.sk; for all ¢ € [n]. BagTe then sends these TPLBE parameters to Atp|gg.

— AtpLge can submit up to ¢ many secret key encryption queries. Suppose it submits a query to
TPLBE.EncSK(msk, .) for message p and index i. BagTe responds to such queries honestly. It
can do so because it knows the MFE master secret key.

— AvtpLge submits two challenge messages pg, 1 to Bagte. BagTe forwards them to its challenger
and receives back a challenge ciphertext ct; which it sends to Atp.gEg.

— BagTEe forwards the guess b’ output by Atpige to Ch.

Clearly, B perfectly simulates the message-hiding game to .A. The theorem then follows from thet
fact that if A wins its game, then B also trivially wins its game.

9 Risky and Limited Threshold Traitor Tracing from Weak Threshold PLBE

In this section, we present our generic compiler to construct a Risky and Limited TTT scheme
from a weak threshold PLBE. We start with defining weak threshold PLBE, before describing our
compiler.

Definition 28 (Weak Decoder-based Indistinguishability). A TPLBE scheme is said to
satisfy weak selective decoder-based indistinguishability if there are constants a, 3,y € (0,1) such
that, for every polynomial k() and every stateful PPT adversary A, there exists a negligible function
negl(A)(A) such that for every X, the following is true:

— Run A(1Y) to get n,t.
— Now run (pp, mpk, pkc, msk, {sk; }ic)) < Setup(1*,17,1*) and send pp, mpk, pkc, {sk;}iemn) to
A.

— A outputs a decoder D and messages [ig, fi1-

b . .
— Let Adv(D, mpk) = 2Pr[D(ct) = b: Ct<_$Er:§;E)(’r1n}pk’“b)] — 1 be the advantage of D in decrypting
for publicly generated ciphertexts. Let Adv' (D, msk) = 2Pr[D(ct) = b : Ct%Eﬁ;ﬁ%{(or’:s}k s 0)] —1 be

the advantage for secret-key ciphertexts for index 0.

Let Good (D, mpk) be the event Adv(D, mpk) > a, and let Goodjs(D, msk) be the event Adv'(D, msk) >

B. Then we have Pr[Goodj(D, msk)] > v Pr[Goodq (D, mpk)] — negl(X).
Definition 29 (Weak Threshold PLBE). A TPLBE scheme is said to be a («,3,7)-weak

TPLBE if it satisfies («, B, 7)-weak Decoder-based Indistinguishability along with strong CPA secu-
rity and decoder-based index and message hiding, as defined in Section 7.1.
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9.1 Achieving Weak Decoder-based Indistinguishability from 0-bounded
Indistinguishability

In this section, we show how we can compile a TPLBE with 0-bounded indistinguishability to a
new TPLBE construction that achieves weak decoder-based indistinguishability, while maintaining
all the other security properties.

Setup(1*,17,1%):
1. Fix any constants ¢, «, 8,y such that
0<f<a<l , 0<y<1l , LeN and ((1—7)(a-p)°>4.

2. For ¢ € [{], sample (pp., mpk,, pkc,, mske, {ske ;}icin)) 3 TPLBE.Setup(1*,1™,1¢).

3. Output pp := {ppc}gem , mpk 1= {mpkg}ge[e]: pkc 1= {pkcg}gem, msk := {msk¢}ccpg, and sk; := {Skq,i}ce[l]
for all ¢ € [n].

EncPK(mpk, u):

1. Sample ¢ < [€], compute ct s TPLBE.EncPK(mpk_, 1). Output ct := (¢, ct).
EncSK(msk, p, 7):

1. Sample ¢ < [¢], compute ct «<s TPLBE.EncSK(msk¢, u, ). Output ct := (¢, ct).
Dec(sk;, ct):

1. Parse ct as (¢, ct), and sk; as {sk, ;,...,sk,;}. Output TPLBE.Dec(sk, ,,ct).

Combine(pke, ct, {d; };ecs):

1. Parse ct as (¢,ct). Output TPLBE.Combine(pke,, ct, {d;}jes).

Fig. 13. Our compiler for constructing a TPLBE scheme TPLBE’ with weak Decoder-based Indistinguishability from
TPLBE with only 0-bounded Indistinguishability. Note that our compiler preserves all the other properties, i.e. strong
CPA security, decoder-based index hiding and message hiding.

Correctness. Correctness of the resulting scheme TPLBE' follows trivially from correctness of the
underlying scheme TPLBE.

Strong CPA security. Theorem 16 below proves that the scheme TPLBE’ satisfies strong CPA
security if TPLBE also satisfies strong CPA security.

Theorem 16. For any PPT adversary A, there exists another PPT adversary B such that,

strong—cpa strong—cpa
Adv rpiper (M) < Advgrpige (A)

Proof. The proof essentially follows the proof of Theorem 19. B samples an index j* < [¢], and
plants the challenge TPLBE parameters at the j*th index, and samples the TPLBE parameters for
all other indices on its own. B simply forwards all oracle queries of A to its challenger. Eventually,
A outputs the messages which it forwards to its challenger. B then uses j* as the index for the
challenge ciphertext, and simply forwards A’s response bit as its response. It is easy to see that B
wins its strong CPA game if A wins its strong CPA game. This proves the theorem.
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Weak Decoder-based Indistinguishability. We prove weak Decoder-based Indistinguishability
of TPLBE' in the theorem below.

Theorem 17. If TPLBE achieves 0-bounded indistinguishability, then TPLBE’ achieves weak decoder-
based Indistinguishability.

Proof. The proof is essentially identical to the proof of [66, Theorem 44|, except for the following
(trivial) changes:

— The term p; for all ¢ € [¢] is defined with respect to secret-key encryptions to 0, i.e. EncSK(msk, 11, 0)
(where b < {0, 1} is sampled randomly).

— Since we are considering an encryption scheme instead of a key encapsulation mechanism, the
decoder in the 0-bounded indistinguishability game is accompanied with a message p for which
it can distinguish between public and secret-key ciphertexts.

Decoder-based Index Hiding. As in [66], this follows immediately from decoder-based index
hiding of the underlying scheme TPLBE.

Decoder-based Message Hiding. As in [66], this follows immediately from decoder-based mes-
sage hiding of the underlying scheme TPLBE.

9.2 Constructing Risky and Limited TTT from Weak TPLBE

We now present our compiler to construct Risky and Limited TTT from a weak TPLBE scheme.
The compiler is essentially the same as that given in Section 7.2, but we can only achieve Risky
and Limited tracing because of weak decoder-based Indistinguishability of the TPLBE scheme.

Correctness and strong CPA security of our compiled scheme follow directly from correctness
and strong CPA of the TPLBE scheme. Since the compiler is the same as in Section 7.2, we refer
the reader to the corresponding proofs in Section 7.2.

Risky and Limited Traceability. We prove that the resulting scheme achieves risky and Limited
traceability in the theorem below.

Theorem 18. If TPLBE is a (o, 3,7)-weak threshold PLBE (as in Definition 29), then the compiled
scheme achieves (a/2,7)-risky Limited traceability.

Proof. The proof is essentially identical to the proof of [66, Theorem 48]. Hence, we just provide
a sketch here. First, let us use p; to denote the probability with which D decrypts secret-key
ciphertexts encrypted to i € {0,...,n}. To see why honest users are never accused, observe that by
decoder based index hiding security of TPLBE, an adversary without the key of a party ¢ cannot
distinguish between ciphertexts encrypted to index ¢ — 1 and ¢, i.e. p; and p;_1 must be negligibly
close. Then, by chernoff bounds, we know that p; is negligibly close to p; for all i. Combining the
two, we get that p;—1 — p; will be less than [3/8n except with negligible probability.

We now show that if the decoder is sufficiently good, some user will be accused with rea-
sonable probability. For a decoder D and public key mpk, recall that Good, (D, mpk) means 2 X

bes{0,1 .
Pr |D(ct) =b: cteﬁgg{K(m}pk,%)} — 1> a. Similarly, Goodjs(D, msk) means

7. b<s${0,1}
2x Pr [D(Ct) =b: ct<—$EncSK(msk,pb,O)] -1z /6
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KeyGen(1*,1",1%):

1. Sample (pp, mpk, pkc, msk, {sk;}icn)) TPLBE.Setup(1*,1",1%), and output (pp,pk := mpk, pkc,tk =
msk, {sk; }icn])-

Enc(pk, u):

1. Output TPLBE.EncPK(mpk, 1).
Dec(sk;, ct):

1. Output TPLBE.Dec(sk,, ct).

Combine(pke, ct, {d; }jes):

1. Output TPLBE.Combine(pke, ct, {d;}; cs)-

TraceP® (pk, tk, po, p1):

1. Let W = X\-(2n/B)?. Parse tk as msk.
2. Fort=0...n
(a) Let count; := 0.
(b) For j =1 to W:
i. Sample bi’j — {07 1}
ii. Let ct;; s TPLBE.EncSK(msk, ,ub,i’j,i).
iii. If D(ct; ;) = bs,;, update count; := count; + 1.
(c¢) Let p; := count;/W.
3. Let J := {’L | Pi—1 — Di > ,B/8n}i€[n] .
4. output J.

Fig. 14. Our compiler to construct a (e := a/2,6 := v)-risky Limited TTT from a («, 3,v)-weak threshold PLBE
scheme TPLBE. Note the factor of two in € is just an artifact of the slight difference in definitions between TTT and
weak decoder indistinguishability as defined in [66].

First, observe that by decoder-based message-hiding of TPLBE, we know that p, must be
1/2+ negl(\) because comp,,(j) = 0 for all parties j € [n]. Next, if Good}s(D, msk) occurs, we know
that the box can decrypt messages encrypted to index 0, i.e. pg = 1/2 + /2. Hence, there must
exist a index ¢* such that p;«—1 — p; > /2n. Combining this with Chernoff bound, we get that
Pi—1 — Pi= > [/8n except with negligible probability. Hence, the tracer will accuse party i*, in the
event Good’B(D, msk). By («, 3, 7)-weak decoder-based indistinguishability, we know,

Pr[GoodTr] = Pr[Goodjs(D, msk)] > v Pr[Good, (D, mpk)] — negl(\) .

By observing that the probability of GoodDec is equal to that of Good, (D, mpk) by definition, we
get the theorem.

10 Eliminating Riskiness and Limitedness in Tracing

10.1 Risk Mitigation Compiler

Figure 15 presents our compiler for eliminating risk. This compiler generalizes the risk mitigation
compiler given in [65] to the threshold setting. Note that the Trace algorithm is not given € (the
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KeyGen(1*,n,t):
1. For j € [T], sample J T = (B/a) w(log))

(pk;, pke; sk 1, .o, 5K, thy) 8 TT Trisky,Limited-KeyGen (1%, n, 1)

Jyn?

2. Output pk = (pky,...,pkr), pkc = (pkcy, ..., pkey), tk = (tki,...,tkr) and sk; = (sk; ;,...,skp ;) for all
i€ [n].

Enc(pk, u):

1. Sample j <= [T]. Output (j, TT Trisky,Limited-Enc(pk;, 11)).
Dec(sk;, (4,¢)):

1. Output d; = TTT,iskyJ_;m;ted.Dec(skj’i7 c).

Combine(pke, (5, ¢), {di }ies):

1. Output TTT,isky,Lim;ted.Combine(pkcj, c, {dz}zes)

Trace?®) (pk, tk, po, p1):

1. For j € [T}, let D; be the decoder Dj(c, po, u1) = D((4,¢), po, p11)-
2. For j € [T], run J; <—$ TTTr.Sky Limitea- Trace™s () (pk ;, thy, po, 1)
3. Output J* U]E

Fig. 15. A generic compiler to get a S-risky Limited Threshold traitor tracing scheme TT T imited from an a-risky
Limited threshold traitor tracing scheme TT Trisky,Limited. Setting 5 = 1 gives us a Limited Threshold traitor tracing
scheme.

probability with which a decoder box ‘works’) as input since this is a Limited scheme, meaning
that € is implicit in the public parameters of the scheme.

Correctness. Correctness of this compiler follows trivially from correctness of the underlying
scheme TT T isky Limited- Specifically, for any j € [T, an honestly generated ciphertext with respect
to the jth keys will be correctly decrypted by any set of ¢ parties. Moreover, observe that the size of
public and secret keys only grows by a factor of T', which is independent of the number of parties.

Strong CPA security. Theorem 19 below proves Strong-CPA security of the compiled scheme
TTTLimited by relying on Strong-CPA security of the underlying scheme TTT isky.Limited-

Theorem 19. For any PPT adversary A, there exists another PPT adversary B such that,

Advjf-?—{i—g-r_l_lcmplzd (A) < Adv%m;l?fll—grn:f;ilmlted ()\> :

Proof. We will construct B that breaks Strong CPA for the underlying scheme, using A. The game
starts with A sending n, t. B simply forwards these to the Strong CPA challenger for TTT sy, Limited-
B gets back pk*, pkc*, tk* from its challenger. It then samples j* < [T (this is the index that the
challenge ciphertext will be encrypted to), and sets pk;« = pk*, pkc;» = pkc* and tk;« = tk*. B hon-
estly samples the keys for all other indices. Formally, B samples (pk;, pkc;, (skj, 1,...,sk; ), tkj) <
TT T risky Limited-KeyGen(1*, n, ) for all j € [T]\{j*}. B forwards {pk; }ierr)s {pke; }jerr) and {tk; } ez
to A. We now describe how it responds to oracle queries:
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— sk(i). B queries its challenger for sk(i), let us denote the response with sk®. It sets sk;. ; = sk
and responds with {sk; ;}jc[n-

— dec(p, 7, 4). Let us parse the randomness 7 as (j, 7) where j € [T] denotes the random index to en-
crypt to. If j # 5%, then B simply responds with TTTrisky,Limited-DeC(SkM, TTTriskvaimited.Enc(pkj, w;T)).
Otherwise, it queries its challenger for dec(u,7,4), and simply forwards the response to .A.

Finally, B receives messages o, i1 from A, which it forwards to its challenger. Let us denote
the response by c¢*. B then forwards j*,c* to A as the challenge ciphertext. B then forwards A’s
guess b’ to its challenger.

It can be seen that B perfectly simulates the Strong CPA game to A. The challenge ciphertext
is also distributed identically, since j* is sampled randomly from [T]. Hence, if A can break Strong-
CPA with non-negligible advantage, then BB breaks Strong-CPA for the underlying scheme with the
same advantage.

Traceability. Theorem 20 below proves that the compiler results in a S-risky Limitedscheme. This
implies that by setting 8 = 1, we can indeed eliminate risk via this compiler.

Theorem 20. Assume T = (f/a) - w(logA). If TTTisky Limited % an c-risky Limited threshold
traitor tracing scheme, then TTT Limited @S a [B-risky Limited threshold traitor tracing scheme.

Proof (Sketch). The proof is the same as the proof for Theorem 10 in [65]. Roughly speaking, since
the adversary in the tracing game is allowed to access the secret keys of all n parties, the threshold
t does not matter. Hence, we only give a proof sketch below, and refer the reader to [65] for the
full proof.

Consider a decoder D* outputted by an adversary. We say that j € [T] is “good” if D;-‘ has a high
chance of decrypting ciphertexts for index j of TTT ysky Limited- D* can only decrypt ciphertexts for
J where D7 is good; thus the event GoodDec (for the compiled scheme TTT | imited) implies that the
fraction of good j is large. Since each j represents a different instance of the risky Limited scheme,
each of the decoders D7 should intuitively have an a chance of being traced to some user. As long
as the number of good j is larger than w(log \)/c, then we would expect that, with overwhelming
probability, at least one of the D} traces. One challenge is that, for general decoders with arbitrary
inverse-polynomial success probability, the number of good j may be small. In particular, if D* has
advantage 1/7", then it could be that only a single j is good. We resolve this by only guaranteeing
Limited security, which implies that a constant fraction of j are good. Another challenge is that
the attacker can choose adaptively which of the j will good and hence traceable, so the tracing
probabilities are not independent events. Nevertheless, by a careful analysis, we are able to prove
security.

10.2 Limitedness Mitigation Compiler

Figures 16 and 17 present our compiler for eliminating Limitedness. This compiler generalizes the
compiler given in [65] in two ways: (i) we consider the t-out-of-n threshold setting, (ii) we construct
an encryption scheme instead of a KEM, by using the standard hybrid encryption approach.

We start with describing the Goldreich-Levin Decoding algorithm which forms a crucial part of
the compiler.
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Theorem 21 (Goldreich-Levin Decoding [41]). There exists a constant I' and oracle algo-
rithm GLP (¢, €') running in time poly(¢,1og(1/€)) and making poly(¢,log(1/€)) queries to D, such
that the following holds. If there exists an x € {0,1}* such that Pr[D(r) = z-rmod 2 : r <«
{0,1}] > 1/2 4 €, then Pr[GLP(¢,€') = 2] > ' x (¢')%.

KeyGen(1*, n, t):
1. Run (pk, pke,sky, ..., sk, , tk) <% TTTLimied.KeyGen(1*, n, t). Output (pk, pke, sk, . ..,sk, ,tk).

Enc(pk, p):

1. Let y = w(logA) and z = z(A) be a polynomial. J € {0,1}?
2. For all u € [y],v € [z], sample iy, <5 M and compute ¢y, <5 TTT Limited-Enc(pk, ftu,v)-
3. For all v € [z], compute py = p1,0 ® p2,0 - D fhy,v-
4. Sample s <5 M, and compute b, := (s, uy) mod 2 for all v € [z]. / (s, ) denotes bit-wise inner-product
5. Define k := (b1,...,b.) € {0,1}*. Output ¢ = (n ® k, s, {Cu,v fuely),ve[z])-
Dec(sk;, ¢):

1. Parse c as (&, s, {Cuv }uely]velz])-
2. For all u € [y],v € [2], compute du,v,i := TT T Limited-Dec(sk;, Cu,v)-
3. Output dl = {du,v,i}ue[y],ve[z]~

Combine(pke, ¢, {d;} es):

Parse ¢ as (¢, 8, {Cu,v fuely],velz]) and d;i as {du,v,ituely],velz) for alli € S.

For all u € [y],v € [2], compute py, , < TT TLimited-Combine(pke, cu,v, {du,v,i }ies)-
For all v € [2], compute gy, := pi, ... D py ,, and by, := (s, py,) mod 2.

Define k' := (b},...,b.) € {0,1}%, and output p' := ¢ D k'

=W

Fig. 16. A generic compiler to get a Threshold traitor tracing scheme TTT from a limited threshold traitor tracing
scheme TTTimited. Here the message space for TTTimited is assumed to be M := {0, 1}18, The Trace algorithm is
described in Fig. 17.

Correctness. Correctness follows almost directly from correctness of the underlying scheme TT T imited-
In more detail, for all u € [y],v € [2], piy, , = pu,p With overwhelming probability, by correctness of
TTTLimited- This means that, for all v € [z], ul, = p,, and, b, = b,, which implies ¥’ = k. Hence,
p=pok) ek =pu

Also note that the public key and secret keys of the resulting scheme are of the same size as
the original scheme. Moreover, the ciphertext size grows by a factor of y - z which is poly(A).

Strong CPA Security. Theorem 22 below proves Strong CPA security of the compiled scheme
by relying on strong CPA security of the underlying Limited scheme.

Theorem 22. For any PPT adversary A, there exists another PPT adversary B such that,
ADVITE T < 402 AdVTRR (),

where z = z(\) is a parameter of the scheme.

Proof. We construct an adversary B for the strong CPA game for TTT|jmjteq using A as follows:
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TraceP® (pk, tk, 1Y€, o, 1):

1. Construct algorithm D1 (s, {cu}uefy)) as follows:
— Sample random v < [z]. For all u € [y], set cu,» 1= cu.
For all v" € [2] \ {v} and all u € [y], sample p,, ,» <8 M and compute ¢, » <8 TTTLimited-Enc(pk, iy, o).
— For all v' € [2] \ {v}, compute f,/ 1= f1,0 D ... D fiy-
— For all v’ > v, set b, := (s, p,r) mod 2. For all v’ < v, sample b,s «s {0,1}. Define k := (b1,...,b.).
— Sample 8 < {0,1}, and output 5@ b, & D(ug Bk, s, {cu,v}).
2. Construct Da( {cu}uepy ) := GLPr G (cwluew) (0, €' = €/2).
3. Sample fio, fi1 <8 M and construct Ds(c) as follows:
— Forw € 1,...,¢ = (2yz®/Te®) x w(log \):
e Choose a random u € [y], and set ¢, = c.
e Then for each u’ € [y] \ {u}, sample p,s <$ M and run c,s <8 TTTLimited-Enc(pk, t1yr).
e Run zi' < Dao( {cu}uepy) )s and set & i= 1/ S p1 ... @ fru—1 @ frusi ... © fy.
— If p™ = f for any w € [¢], output 0. Otherwise, output 1.
4. Return TTT imited. Trace?2 ) (tk, pk, fio, fi1).

Fig. 17. The Trace algorithm for our generic compiler to get a Threshold traitor tracing scheme TTT from a limited
threshold traitor tracing scheme TTT Limited-

B receives n,t from A, and it forwards them to its challenger. B gets back the public keys
pk, pkc, tk from its challenger, which it forwards to A. Next, we discuss how B responds to oracle
queries by A:

— sk(i). B simply queries its challenger for the key of party i, and forwards the response to A.

— dec(u,7,4). B parses the randomness 7 as ({fu,v; Tuw fuely]velz]> ). For each u € [y],v € [2],
B queries its challenger for the oracle dec(ty, v, ruv,?); let us denote the response by d;,v,i' B
responds to A with {d;, ,, ; }uely)vel2)-

Eventually, A sends challenge messages pg, u1 to B. B samples random messages fig, i1 <+$ M
and sends them to its challenger. Let us use ¢* to denote the challenge ciphertext sent to B.
B then generates a challenge ciphertext for A as follows: It samples a random v* <% [2], and
random u* < [y|, and sets ¢y, = c*. For all (u,v) # (u*,v*), B samples f,, +$ M and
Cuw <% TTTLimited-Enc(pk, ftu,v). For all v # v*, it computes p, = p1,, @ ... ® 1y, Note that
we can define fi,« 1= p11,+ @ ... D Uy~ the same way, but B cannot compute it. It then samples
s +$ M, and k' «+s{0,1}*. If (s, fig) = (s, fi1) mod 2, then B simply aborts. Otherwise, it computes
by := (s, ) mod 2 for all v # v* (b, can be defined similarly, but this value is unknown to B). We

define a key k(v) as:
kDo <
k(v); = { Lo
b, i>wv

Note that since B does not know b+, it can only compute k(v) for v > v*. B samples 8 <= {0, 1},
and sets ¢ := (k(v*) ® g, 5, {Cuw Fuely]velz))- 1t sends ¢ to A. Let 3 denote A’s response. B computes
b:=Ba® kL @ 3. Lastly, if b = (8, P1px B fur—1,0% B flo B ... B pyo+) mod 2, then B outputs 0,
otherwise it outputs 1.

To analyze the advantage of B, we first define a series of hybrids H, for v € {0,..., z} as follows.
Hybrid Hy is the original strong CPA game. In hybrid H,, the challenger runs Setup, and responds
to oracle queries exactly as in the original game, but we change how the challenger prepares the
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challenge ciphertext. Specifically, it uses k(v) to encrypt the message, more formally, ¢ = k(v) ® pg.
Here k(v) is as defined above. Let p, denote the probability with which A4 outputs 3, i.e. the

encrypted message in hybrid H,. We know that, pg = 1/2 + Advjr{%)-a()\). Moreover, p, = 1/2.

This is because, in hybrid H., the ciphertext contains k'@ g, which is distributed uniformly random
because k' is sampled uniformly randomly; meaning that the ciphertext contains no information
about . Hence, in hybrid H,, the best A can do is to guess 5. Now, looking back at how I3 simulates
the game to A, we see that it perfectly simulates the public parameters as well as all the oracle
queries. Moreover, if B does not abort, then, we claim that B essentially simulates either H,«_1 or
H,« to A. To understand why, let us use b to denote the bit sampled by B’s challenger as b. In
other words, ¢* is an encryption of [i;. We now consider two cases:

— kL. = b,-: More formally, this means that B was able to correctly guess the v*th position of the
‘real’ key by+, which is equal to (s, jy+) mod 2. In this case, B perfectly simulates the hybrid
H,«_;. This is because, the first v* —1 bits of k(v*) (as defined above) are distributed randomly,
but for all v > v*, k(v*), = b,. Hence, in this case, A will output 3 = B3 with probability py«_1.
This means that, with the same probability, the bit b computed by B will be equal to ki*, which
by our assumption, is exactly equal to by-. i.e. b = (s, (Buefy)\fur} Pup*) © fip) mod 2. Hence, B
will correctly guess b in this case with probability p,«_;.

— kL. # by+: In this case, B perfectly simulates the hybrid H,«, since even the v*th bit of k(v*)
is distributed uniformly at random, independent from the ciphertext. By a similar argument
as above, b= ki* with probability p,+. In other words, b= by+ only with probability 1 — p,».
Hence, B will guess correctly with this probability.

in summary, if there is a gap between p,» — 1 and p,«, then B can use A to essentially guess the
bit b+, which allows it to then guess the bit b. We formalize this intuition in the analysis below:
Recall that, p1,« = (Duefy)\fur}up*) © fip- Let E denote the event that (s, fio) = (s, fi1) mod 2. We
now analyze B’s advantage (we use B outputs b as a shorthand to denote the event that B correctly
guesses the bit b in its strong CPA game):

- 1
Advig iy (M) = Pr[B outputs b] — 3

1
=3 (Pr[B outputs 0 | b = 0] — Pr[B outputs 0 | b = 1])

1 * *
= 2116[2]5 - (Pr[B outputs 0 | b = 0,v* = v] — Pr[B outputs 0 | b =1,v" =v])

1 * *
= EUE[Z]ZZ - (Pr[B outputs 0 | b = 0,v* = v, =E] — Pr[B outputs 0 | b = 1,v" = v, —E])

5 1 (Pr[Boutputs b | v* = v, —E, (bt = by )] — 24

— el Pr[B outputs b | v* = v, —E, (k. # by-)] — 1

1
- EUE[Z]E ’ (pv—l —1+1 _pv)
_ bo — Dz

4z
AT
4z ’

This proves the theorem.
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Traceability. Theorem 23 below proves that the resulting scheme is indeed a secure threshold
traitor tracing scheme.

Theorem 23. For y = w(log)),¢ = ¢/2,( = (2y23/I'e®) x w(log\). Suppose { = w(N). If
TTTLimited s a secure Limited threshold traitor tracing scheme, then TTT is a secure (not-Limited)
threshold traitor tracing scheme.

Proof. Fix an adversary A for TTT and inverse-polynomial e. Let GoodTr 4, BadTr 4, GoodDec4 be
the events as in Definition 3 for the compiled scheme TTT. Similarly, let GoodTrg im, BadTrg jim,
GoodDecp jim denote these events for the scheme TTTimiteq for an adversary B.

We start with proving that the event BadTr4 happens with negligible probability given that
TTTLimited is a secure Limited threshold traitor tracing scheme. We prove this in Lemma 10.

Lemma 10. For every PPT adversary A for TTT, there exists a PPT adversary Bi such that,
Pr[BadTr4] < Pr[BadTrg, jim]

Proof. We construct By which acts as the challenger to A. It receives n,t as input from A, and
forwards them to its challenger. By then gets public keys pk, pkc, tk from its challenger, which it
forwards to .A. On receiving an oracle query sk(i), B; simply queries its challenger for the key of
party i, and forwards the response to A.

A eventually responds with a decoder D* along with messages o and pi1. By then constructs
a decoder D3 using D* exactly as in the Trace algorithm specified in Fig. 17. By then sends the
messages flg, 11 (sampled when constructing Dj) along with Dj to its challenger.

It is easy to see that B; perfectly simulates the tracing game to A. Moreover, the set of parties
corrupted by Bj is the same as that corrupted by .A. Hence, if the event BadTr 4 occurs, meaning
that the TTTimited- Trace algorithm when run on the decoder D3 outputs an honest party, the event
BadTrg, jim also occurs since B;’s challenger also runs the same Trace algorithm on D3. This proves
the lemma.

To show that Pr[GoodTr 4] > Pr[GoodDec 4] — negl()), we follow the proof of Theorem 9 in [65].
In more detail, we assume GoodDec 4 happens (D* guesses b with probability > 1/2+¢€) and analyze
the decoders D7, D3, D3 constructed by TTT.Trace. First, we have the following:

Lemma 11. If GoodDecy happens, then Pr[Di(s, (cu)uely) = (s, 1) mod 2] > 1/2 + 2¢/z, where
58 M ={0,1}, p1y <8 M, cy < TTTLimited-Enc(pk, i) foru € [y], and p=p1 @ -+ @ py.

Proof. If GoodDec 4 happens, then Pr[D*(c?) = 8] > 1/2 + ¢, where ¢ < TTT.Enc(pk, pg). Let k
denote the key sampled during this call to Enc, i.e. ¢ = (¢%, s, {euw tuepy),velz]), where & = k.
Let us sample k! < {0,1}%. Next, for any v € [2], let k(v) be the following string:

Ko oi<
k(v»:{% =
ki i>wv

Let ¢?(v) denote the ciphertext encrypting ug using k(v). More formally, ¢®(v) = (k(v) @
11, 5 {Cuw buely wel:))- Then a routine calculation shows that Pr[D*(c?(v—b)) = b® 8] > 1/2+¢/z,
where the probability is over a random v € [n] and random b € {0,1}. Notice that the only
difference between D*(c’(v — 1)) and D*(c?(v)) is that, in the first case the vth bit of the key
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is random, whereas in the second case it is k,. Thus, D* is in some sense distinguishing k, from
random, with advantage €/z. Then we use the standard trick of turning a bit distinguisher into a
bit predictor, by running the distinguisher on a random bit, and then XORing the output with the
same random bit. The result is exactly equivalent to running D7, and a routine calculation shows
that Pr[D7 (s, (cu)uefy)) = (s, ) mod 2] > 1/2+ 2¢/z (where ¢, encrypts ju, and = p1 ... D piy)
as desired.

Next, the following claim shows that D3 actually guesses k:
Lemma 12. Assuming GoodDec s happens, then Pr[D3((cu)uepy)) = p] = I' X (¢)3
M, cy <8 TTTLimited-Enc(pk, ptu) and p = p1 @ -+ @ piy.

, where p, <$

Proof. For this claim, we will use Goldreich-Levin (Theorem 21). We call a ciphertext vector
(cu)uen) “good” if Pr[Di(s, (cu)uepn)) = (s,p) mod 2] > 1/2 4 €, where the probability is over
the random choice of s and the random coins in D7]. Applying Goldreich-Levin, we have that for
any good (cy)yeln), D3 will compute & with probability I" x (€ )2. Lemma 11 states that the overall
probability Pr[Df(s, (cu)ueln]) = (s, ) mod 2] including the randomness of sampling p,, and ¢, is
at least 1/2 4 2¢’. Therefore, with probability at least €, we have that (cy)ye[,) is good. Thus, the
overall probability D} will compute p is at least I' x (¢')3, as desired.

Next, we need to show that D3 can decrypt with high probability. Let v > 0. Let x denote the
random coins for sampling a message in M along with the secret random coins of TTT|jmiteq.- Define
S, to be the set of = for TTTimited such that the following experiment, named CorrectDecrypt(z),
outputs 1 with probability at least d:

— Choose arandom u € [y] and sample p,, using random coins in z, and compute ¢, <= TT T Limited (K,
[hu; T).

— Choose random i,y +$ M and (c¢,) <8 TTTimited (Pk, 1) for each v’ # u.

— Run p <8 D3((cw)wepy)). Output 1if pg © o & -+ © py = pu.

In other words, S, is the set of random coins (which correspond to a message/key pair) such
that, if that message/key pair were extended into an entire vector (cu),epn) by randomly filling in
the other ciphertexts and messages, then D3 will decrypt correctly i.e. output the XOR of all p,,
with probability at least v. Let z,s be the random coins used to produce the various c,;.

Let n be the fraction of s € S,. Let p be the overall probability that D3 outputs the correct
key k. By Claim 5 in [65], we know that, p < n¥ + y(1 — n)7. Using Lemma 12, this means that if
GoodDec 4 happens, then I'(€')? < n¥ 4+ y(1 —n)y. We now choose v = I'(¢')3/2y. This implies that
nY > I'(¢)3/2, meaning n > (I'(')*)V/¥ = (I'é3/2y*)'/¥. By our choice of y = w(log \), since € is
inverse polynomial in ), we have that 7 > poly(X\)(\)~1/«(ogd) — 9=1/w(l) — 1 _ o(1).

This means that, conditioned on GoodDec 4, when running D3 on a fresh ciphertext encrypting
fip (which is uniformly sampled from M) from TTT|imited, the message fip and corresponding
input ciphertext will come from a “good” set of random coins with probability n = 1 — o(1). In
this case, every time D3 runs D3, the probability D3 outputs the correct p is at least «y. Since
¢ = w(log A)/~, the probability D3 will output the correct p in at least one of the runs is then
1—(1—~)@oeN/7 > 1 —e=wlogd) = 1 _negl()\), provided the input to D} was good. If Dj is given
the encryption of fig as input, and the ciphertext and message f[ig pair is good, it will correctly
output 0 with probability 1 — negl(\). Over all ciphertexts and messages, it will therefore output 0
with probability at least v(1 — negl(A)) =1 — o(1) when given the encryption of fi.
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On the other hand, if D3 is given the encryption of fi; as input, then the probability it outputs
0 is the probability the randomly sampled message jip matches any one of the outputs of D3.
Regardless of whether the input to D3 is good or bad, this probability is at most ¢/ 2¢ which is
negligible since £ = w(A). Thus, in this case it correctly outputs 1 with probability 1 — negl(\).

The result is that, provided GoodDec 4 happens, D3 predicts the correct bit with probability at
least 1/2(1 —o(1)) +1/2(1 — negl(\))) = 1 — o(1). From here, it is straightforward to construct an
adversary By from A which simulates A, except that when A produces D*, By will construct and
output D3. By the analysis above, Pr[GoodDecg, |im| = Pr[GoodDec 4]. Moreover, since TTT.Trace
simply outputs whatever TTT imited- Trace outputs, we have that Pr[{GoodTrg, jim| = Pr[GoodTr 4].
Finally, by the security of TTTLimited, We have that Pr[GoodTrg, jim] > Pr[GoodDecp, jim| — negl(}),
and hence Pr[GoodTr 4] > Pr[GoodDec 4] — negl()). This completes the proof.
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