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Abstract. Verifiable Random Functions (VRFs) play a fundamental
role in modern blockchain designs because of their applications in leader
election protocols. In such contexts, however, the original definition by
Micali, Rabin and Vadhan (FOCS 99), falls short at guaranteeing fairness
when keys are sampled maliciously.

The elegant notion of unbiasable VRF, recently proposed by Giunta and
Stewart (Eurocrypt 24), addresses these concerns while remaining simple
to state and easy to realize, at least in the random oracle model. Achiev-
ing unbiasability in the standard model is a different story, though: all
known constructions rely on compilers that invariably reduce the effi-
ciency of the VRF from which one starts.

In this paper, we look at the unbiasability of existing VRFs in the stan-
dard model. Our findings are mostly negative; we show that, essentially,
all known constructions are not natively unbiasable. We do so by show-
ing classes of attacks that (almost) completely cover the set of existing
VRF constructions.

On the positive side, we show that some concrete schemes (and no-
tably the well-known Dodis-Yampolskiy VRF) can be modified to achieve
meaningful notions of unbiasability, while retaining their original effi-
ciency.

Keywords: Verifiable Random Functions - Unbiasability - Standard
Model

1 Introduction

Verifiable (pseudo) random functions, introduced by Micali ef. al in [MRV99],
allow the owner of a secret key sk to compute a pseudorandom random function
F on input z along with a proof m guaranteeing correctness of the output, and
that anyone can verify against a public verification key vk. The main properties a
VRF is required to possess are correctness, uniqueness, and pseudorandommness.
The first means that honestly generated proofs must be accepted. The second
dictates that it is impossible to prove the function to have two distinct output
values on the same input. Finally, pseudorandomness requires that the output of
F on a point for which an adversary has not yet seen a proof is indistinguishable
from a truly random value.
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Beyond being an intrinsically interesting object to study, VRFs are useful in
a variety of applications ranging from lotteries [MR02, |[LBM20| to round-efficient
resettable zero knowledge protocols [MRO1|. Over the last few years, renewed
interest in this primitive has been sparked by its relevance in Proof of Stake (PoS)
blockchains, due to their central role in efficient secret leader election protocols
(e.g. [CM19, KRDO17, DGKR18, BASV23|). In this context, however, the three
defining properties of VRFs turn out to be insufficient to prove security. The issue
is that the original definition from [MRV99| guarantees pseudo-randomness only
when the keys are honestly generated. For adversarially generated ones instead,
VREFs offer no guarantee about the output distribution. This is very problematic
for VRF-based leader election protocols. There, the approach is informally to
have each party generate its own verification key, and then elect as leader the
one with the lowest VRF output on some publicly known (random) input. Being
able to craft a key whose output distribution is skewed toward lower values leads
to an unfair advantage in winning elections, thus collecting higher rewards.

The issue was first noticed in [DGKR18, [EKST21| and finally assessed in
|GS24]| where a simple and elegant notion of unbiasability was proposedﬂ Infor-
mally, unbiasability states that it should be unfeasible to come up with VRF keys
whose behavior on random inputs deviates significantly from that of honestly
crafted ones. Along with the definition, two main positive results were presented
in |GS24]. First, they observed that the folklore construction of hashing the
(salted) output of a verifiable unpredictable function satisfies unbiasability in
the random oracle model. Next, they provide a construction in the standard
model (that, interestingly, does not need trusted setup). This latter construc-
tion is actually a compiler that turns any standard VRF into an unbiasable one.
The compiler is non-generic, though, as it relies on DDH. Very recently, Brandt
|Bra25| improved on |GS24] by presenting a simpler and more elegant compiler
that only relies on generic primitives (such as injective one-way functions and
collision-resistant hashing).

Both these compilers, however, while theoretically interesting, add a signifi-
cant burden to the underlying VRF design. Specifically:

— the compiler proposed in [GS24| requires running an Encode procedure and
computing a Pedersen Hash, as well as running two evaluations of the under-
lying VRF; moreover, the solution proposed by the authors for the Encode
procedure requires one evaluation of a PRF and three evaluations of some
efficiently computable and injective map;

— the compiler proposed in |Bra25| requires, beyond the evaluation algorithm
of the underlying VRF, exactly one invocation each of an injective one-way
function, a collision-resistant hash, a hardcore function for injective one-way
functiorﬂ and a PRF.

3 In fact Giunta and Stewart propose three, increasingly more stringent, notions of
unbiasability. We will say more about this later on.

4 Informally, we say that f is a hardcore function for an injective one-way function if
its output on input z is computationally indistinguishable from random even if the
output of the injective one-way function on the same point is known.



Although the exact cost varies with the specific instantiation, it is evident that
these computations introduce overhead compared to performing a single VRF
evaluation.

Moreover, for most number-theoretic constructions in the standard model,
they break the simple algebraic verification procedure, which is among the ad-
vantages of not relying on random oracle/hash functions. Given the importance
of unbiasability in VRF applications, and the lack of “simple” standard model
construction, we consider the following question:

Is any of the existing VRF constructions in the standard model natively
unbiasable?

In this paper, we address the question by providing a systematic analysis of
existing VRFs. Our findings are prevalently negative; we show that no pairing-
based VRF achieves the stronger unbiasability notion in [GS24]. Even worse,
most constructions do not achieve even the most basic notion of unbiasability
(named weak unbiasability in |[GS24]). In this direction, we propose several gen-
eral attacks that completely cover the set of existing VRF constructions in the
standard model. Our attacks suggest that unbiasability, while easy to achieve in
the random oracle model, does not seem to come for free in the standard model.
Moreover, the nice algebraic structure of existing construction appears to be, for
the most part, a problem rather than a benefit.

In spite of this, we provide some evidence that the goal of realizing a sim-
ple algebraic and unbiasable construction in the standard model might not be
impossible to achieve. We show that a large domain variant of the well-known
Dodis-Yampolskiy VRF achieves (some form of) unbiasabilityﬂ The catch here
is, unfortunately, that we only manage to prove pseudorandomness for this vari-
ant in the generic group model.

In addition, we show that constructions based on non-interactive witness in-
distinguishable proofs (NIWIs), non-interactive commitments, and constrained
pseudorandom functions(constrained-PRF), proposed in [Bit17, |GHKW17|, can
achieve weak unbiasability when instantiated with a specific injective constrained-
PRF, namely the one from [BKW17|.

Our attacks, more in detail. As mentioned above, the main result of this
paper is to put forward several attacks to the unbiasability of existing VRF
constructions in the standard model. In the following, we introduce each of
them at a high level. We summarize them and the impact on affected schemes
in Figure [T}

Output Guessing. Before explaining the attack, let us first recall the notion of
weak unbiasability [EKST 21, |GS24]. Informally, this dictates that an adversary
who maliciously produced a VRF key cannot predict the result significantly
better than guessing a random point in the co-domain.

® The so-called Unbiasability on independent points |[GS24|.



As a warm-up, our first attack shows how to break weak-unbiasability for
all those VRFs in which the image (i.e. the set of values with an actual preim-
age) is both polynomially small, and sparse in the co-domain (i.e. a super-set
containing the image). This property is satisfied by several well-known VRFs,
such as [MRV99, [DY05, BMR10|, which are therefore vulnerable to this attack.
The attack is almost trivial: the adversary samples (vk,sk) honestly, and then
guesses the output by guessing the preimage. Then, the assumption on the VRF
above implies that our adversary guesses correctly with significant probability,
whereas guessing from the co-domain only works with negligible probability.

While this first attack is conceptually trivial, we would like to stress that it
is mot just a technicality. Indeed, in the VRFs cited above, the range has to be
sparse over a much larger co-domain because the range itself does not allow for
efficient membership testing and sampling, thus making it impossible to directly
fix the issue by restricting the codomain.

Powers of alpha attack. Having established this fact, we turn our attention to
more interesting cases, namely confuting the unbiasability of VRFs with large
domain and range. A common blueprint of our attacks will be to generate ad-
versarially one malformed verification key whose associated function has only
polynomially small range. This allows then to predict the output on a random
point with non-negligible probability.

Our first attack of this form, which we call powers of a attack, applies to Naor-
Reingold [NR97| like VRFs (e.g. [Lys02, [ACF09, [HW10, ACF14]). As all these
constructions build on the same strategy of adding a verification mechanism on
top of the Naor-Reingold PRF, we showcase first our attack on a simplified and
idealized construction. First, our toy VRF chooses a group G of prime order
p and generator G, samples n + 1 random group elementsﬁ [ao], [a1], - -, [an]
(i.e. the Naor-Raingold PRF key in the exponent), and publish them in the
verification key. Next, to evaluate the VRF on input « € {0,1}", it returns

V= o IL ]

along with a proof . In concrete constructions, a pairing group e : G x G — G
would be used instead, and verifiability is typically obtained via a step ladder
approach, as originally proposed by Lysyanskaya in |Lys02]: given all the inter-
mediate [ag [T/_, a]*], for ¢ < n, one uses the verification key and the bilinear
map to check Y was computed correctly.

Our powers of «v attack consists in choosing all the a; (i > 0) above as powers
of the a common based ¢, i.e. a; = o', where « is a random element of Zy. In
this way, for any input x, the resulting output will have an exponent of the form

n
ap - H . afz = ap- f1t2rattna,
ie

And in particular, the output only depends on x1+2x5+. . .+nz, € {0,...,n%/2},
making the malformed key’s range polynomially small as desired.

% We adopt the usual notation for scalar multiplications [a] = a - G.



At first glance, a natural countermeasure to prevent the attack might consist
in modifying the verification procedure of the VRF. For instance, in symmetric
pairing groups, one might use the pairing, together with public information, to
check whether the evaluation key follows the right distribution or not. Unfortu-
nately, however, we give evidence that such a strategy cannot work in general.
In particular, for the case of the VRF by Hohenberger and Waters [HW10|, we
prove that our powers of o attack can be generalized to use exponents z1, ..., 2z,
(as opposed to 1,...,n) so that no efficient verification procedure extending
the original one can detect the attack with high probability. More precisely,
our proof relies on an ad-hoc Q-type assumption in symmetric pairing groups,
which we justify in the generic bilinear group model. What we show then is that
any extended (efficient) verification procedure for the VRF rejecting malformed
key /proofs either leads to an efficient solver for the assumption, or rejects almost
always also honestly generated keys. We also show how our attack generalizes
to constructions whose keys take the form of square, invertible matrices, as in
|[HJ16].

Related Key Attack. The class of attacks described so far targets the simpler
notion of weak unbiasability of essentially all Naor-Reingold VRFs. However,
several algebraic constructions do not rely on Naor-Reingold as their underlying
PRF. This is for instance the case of [BMR10, §7] and related constructions. For
all these schemes we provide an attack against “full” unbiasability.

Although for a technical discussion on the definition we defer to Section [2.2]
at a high level the notion requires no adversary to be able to produce several
keys vk, ...,vk, whose output of given set of input biases a given predicate.
The key observation, which applies to almost all the pairing-based construction
(with the exception of [DY05]), is that when two keys are generated as multiples
of each-other, the output is usually also offset by a (possibly different) constant
factor, meaning the two keys produce related VRF values.

To see this in action, the VRFs in [HJ 16}, Yam17), [Koh19| and [BMR10, §7]can
be seen to produce output of the form e (Fy (), [u]) for some private key function
Fy and [u] a (vector of ) group element(s). Then, generating two keys respectively
with [u], [cu] means that on a point z the two functions generate values Y7, Y5
such that Y7 = aY3, which breaks unbiasability.

Specialized Attacks. Finally, although already affected by our related keys attack,
we eventually provide specialized attacks against the unbiasability of several
constructions. Specifically, this is the case for [GHKW17, Bit17, Ros18, Koh19],
for which our power of a methodology is not directly applicable. We defer a
more detailed discussion to the respective sections.

Positive Results. As a final contribution, we provide promising directions to-
wards the realization of a direct, unbiasable, VRFﬂ As pointed out by Giunta
and Stewart, an intermediate notion of unbiasability comes essentially for free

" By direct here we mean not relying on existing compilers [GS24] [Bra25].



when one starts from a VRF which is also a certified bijection over its input
space X and output space ).

More precisely, Giunta and Stewart |GS24] noticed that bijective VRF satisfy
what they called unbiasability on independent points. On a high level, this notion
guarantees that, for any adversarially generated verification keys, outputs corre-
sponding to independent, uniformly sampled inputs are indistinguishable from
truly uniform outputs. This is weaker than full-fledged unbiasability in that the
inputs are chosen independently and at random for each verification key. Full
unbiasability, on the other hand, prescribes that the same set of random inputs
is applied to all verification keys.

Our first observation, in this sense, is that the well-known Dodis-Yampolskiy
VRF, when extended to consider the whole Z, as the underlying input space,
is actually bijective. Unfortunately, however, when setting X = Z, the proof of
pseudorandomness from |[DY05| does not go throughand we manage to prove
pseudorandomness of the extended DY-VRF only in the generic group modeﬂ

Towards more promising candidates, we look at the constructions in [Bit17,
GHKW17|, that show how to build a VRF from constrained-PRFs, commitment
schemes (CS), and NIWIs. Informally, the idea here is to first commit to a
PRF key and later use the NIWI to prove that, on a given point x, a value
y is the correct output of the PRF corresponding to the committed key. The
reason why this construction cannot be (fully) unbiasable is that it relies on
(computationally) hiding commitments. This means that it is not possible to
check efficiently whether two commitments contain the same value or not. A
malicious adversary can thus commit twice to the same PRF key, this leads to a
public key that, while indistinguishable from an honestly generated one, makes
the resulting VRF biasabld’]

The good news is that if one instantiates the above construction with the
puncturable PRF from [BKW17|, the resulting VRF can be proven to be weakly
unbiasable assuming sub-exponential hardness of the underlying primitives.

Open Questions and Future Work. Although our attacks and positive results
provide a clearer picture regarding the unbiasability of currently known con-
structions and the pitfalls of algebraic techniques in this regards, some problems
remain open. Specifically, while we show [BMR10, §7] and their subsequent vari-
ants |[Kat17, [Yam17, |Nie21] to not be unbiasable in the strongest sense, we have
no indications that weaker unbiasability notions can be broken as well. Further-
more, although we prove |Bit17, [GHKW17| to be weakly unbiasable at least
for a specific PRF choice, understanding whether the usage of stronger under-
lying primitives could lead to unbiasability on independent points remains an
interesting theoretical question.

8 However, unbiasability on independent points is not proved through idealized models.

9 We stress that the attack is against full unbiasability. While in principle this does
not prevent the VRF to achieve unbiasability over independent points, we cannot
formally prove it achieves this property either.



Construction ‘G/E‘;k I(J)?; " | Unb. | Attack Type | Reference
|[Lys02] X - - Powers of o Section [3.2 ¥
[Dod03] X = - Powers of a Section [3.2] *
[DYO05) X - - Output guess | Section *
[DPO7] = v X |[Bra25, §A.2] | Section

|ACF09| X - - Output guess | Section
[BCKLO9| X = Output guess | Section
[BMR10, §6] X - Output guess | Section
[BMR10, §7] ? ? X Related keys Section *
[HW10] X - - Powers of a Section
|ACF14] X = = Powers of a Section w
|[Jagl5| X - - Powers of a Section *
|LLC15] X = = Powers of a Section *
[HJ16] X - - Powers of a Section *
|Bit17] | v** ? X Duplicate keys | Section [3.4] *
|[GHKW17| | v/** ? X Duplicate keys | Section
|[Kat17] ? ? X Related keys Section [3.3] *
[Yam17| ? ? X Related keys Section *
|Ros18]| X = = Ad hoc Section
[Koh19] X - - Ad hoc Section
|Nie21| ? ? X Related keys Section [3.3] *

Fig. 1. Summary of our results. Security notions in ascending order are: weak unbi-
asability (Weak Unb.), unbiasability on independent points (Unb. oIP) and unbi-
asability (Unb.). A dash — denotes results that can be inferred from attacks to weaker
notions. A question mark ? means we have no attack nor proofs for the given notion.
* The attack is readily adapted from the one described in the given section.

** The positive result only holds for specific choices of the primitives in their generic
construction.

Other Related work. Over the years, several works extended the basic notion
of VRF to encompass additional properties. Here we discuss a few of these vari-
ants. Chase and Lysyanskaya |CLO7| introduced the notion of Simulatable VRFs
(in the CRS model). Here, knowledge of a trapdoor can be used to open the VRF
to any given output. The notion of constrained VRFs, introduced by Fuchsbauer
in [Fucl4], considers the possibility of producing a constrained key that allows to
evaluate the VRF only for inputs belonging to some given set. Ring VRFs con-
sider the setting where a group of users wants to evaluate a VRF anonymously.
All of these notions however do not consider the case of maliciously sampled
keys. More related to unbiasable VRFs, are the notion of universally composable
VRFs [IDGKR18, BGK™18, [ BGQR22|, where security against malicious adver-
saries comes from the usage of the UC framework itself, and distributed VRFs
|[Dod03| where malicious behavior is prevented by performing key generation in
a distributed way. The question of considering VRF with biased keys was also
considered in [BGRV09]. In the original paper [MRV99] the authors further pro-



pose a generic transformation from verifiable unpredictable functions (VUFs) to
VRF applying techniques from |GL89|. We suspect that such a compiler could
provide, at least, weak unbiasability when applied to certain classes of VUFs.
However, VRFs resulting from the Goldreich Levin transform are cumbersome
and very inefficient. As remarked above, the focus of this paper is on simple (and
direct) VRF realizations.

Finally, we remark that other constructions of VRFs beyond the ones studied
in this paper exist. Specifically, these are based on other assumptions, including
hash function |BDET22], lattices [EKS™21, ESLR23|, group actions |Lai23|, and
isogenies [Ler25|. The reason we chose not to include them however is that all of
them rely on the ROM for the VUF to VRF transformation, and are otherwise
only known to yield a VRF through [MRV99]. As proven in [GS24], this usage of
the ROM automatically gives unbiasability. Moreover, some of the above VRFs
are only few-times secure, or require specific settings (e.g. a public blockchain).

2 Preliminaries

Notation

A denotes the security parameter. A function e()\) is negligible if it approaches
0 faster than the inverse of any polynomial in A. Given a set X, z <% X means
x is sampled uniformly in X. For a probabilistic Turing Machine A we write
y <% A(z) to denote that y is the output of A on input x. Zy is the field of
integers modulo p with p a prime number. For symmetric bilinear maps, we
adopt the notation introduced in [EHK"13].

2.1 Bilinear Groups

We briefly recall (symmetric) bilinear maps over prime order groups [Mil04].
Given two cyclic groups G and Gr of prime order p (with additive notation) and
g a generator of G, a pairing e : G x G — G is any map satisfying the following:
1. Bilinear: for all u,v € G and a,b € Z, we have e(a - u,b-v) = (ab) - e(u,v).
2. Non-degenerate: e(g, g) # 1.
3. Computable: there is a PPT algorithm to compute e(u,v) for all u,v € G.

Notation. We adopt the notation introduced in [EHK™13]. Namely, for a € Z,,
we denote [a] :==a-g € G and [a]r = a - e(g, g) for Gr. We further extend this
notation to vector and matrices, i.e. given v € Z7, then [v] = ([v1],...,[v,]) €
G". Finally, given A € Z'™ and B € Z7"*, we denote e([A],[B]) € G the
matrix whose (i, k)-entry is 37" e([Aq ], [Bjx])-

2.2 Verifiable Random Functions

Verifiable random functions were introduced by [MRV99|. Here we provide a
definition following the syntax of |Lys02, [HJ16]. We denote with X" the input
space and with ) the output space (both admitting efficient membership tests
and uniform sampling).



Definition 1 (Verifiable Random Function). A Verifiable Random Func-
tion is a triplet of PPT algorithms (VRF.Gen, VRF.Eval, VRF.Vfy) satisfying:

1. Correctness: For any (vk,sk) in the image of VRF.Gen(1*) and any x € X
(y, ) + VRF.Eval(sk,z) = VRF.Vfy(vk,z,y,7) — 1.

We say that VRF satisfies d-correctness if this happens with probability 1— 6,
for some § # 0.

2. Unique Provability: For any vk (not necessarily in the range of VRF.Gen ),
input x € X, pair of outputs yo,y1 € Y and proofs mg, w1 it holds that

VRF.Vfy(vk, z,yo, m0) — 1, VRFE.Vfy(vk, 2, 1y1,m1) = 1 = yo = y1.

3. Pseudorandommness: For any PPTadversary A executed in experiment
there exists a negligible function € such that

Adv?(\) = |Pr [Expd(N\) — 1] — % <e(N).
Expri(\) ()
1: Sample b <* {0,1} 1: if @ #£a™:
2: vk sk «+°* VRF.Gen(1%) and set z* = L 2 (y,m) < VRF.Eval(sk, x)
31 " A%l (vk) 3: return (y, )
4: if ¥ was previously queried: 4: else
5 return 0 5 return |
61 yo Y
7: (yi,m) < VRF.Eval(sk, z*)
8: b A%l (vk, yp)
9: return b==1"V

Fig. 2. The pseudorandomness security game with adversary A.

The focus of this work is on the unbiasability of a given VRF | i.e. the inability
of an adversary to maliciously compute verification keys with skewed or highly
related output distributions. The first game-based notion has been proposed in
[EKST21].

Definition 2 (Weak Unbiasability [EKST21]). A VRF is weakly unbiasable
if for any PPT adversary A, there exists a negligible function € such that
1

Adv:b5()\) .= Pr [Expy{bi“(x) - 1} < 37 e,
w-bias

where the experiment Exp’y is defined in Figure @



B ()
Lo (vky") <5 A(Y)
T+ X
(m,y) < A(x)
if VRF.Vfy(vk,z,y,7) — 1 and y = y*

return 1

else

N O o s WN

return 0

Fig. 3. The weak-unbiasability experiment.

While useful in some contexts, the above notion present some limitation.
Specifically it does not prevent an adversary to bias just a single output bit, or
more generally, a given predicate of the output. Moreover, it does not prevent
several verification keys to return correlated outputs. For this reason two stronger
notions have been put forward in |[GS24]. In order to avoid edge-cases where the
adversary attempts to bias the output by simply refusing to evaluate the VRF
on certain points, they introduce the following class of probabilistic predicates.

Definition 3 (Monotone predicate [GS24]). Over (Y U {L})™ we define a
partial order

W1y yUn) < (21,0, 2n) <= Vi(yi=2;Vy; = 1).

A probabilistic predicate p : (Y U{L})™ x {0,1}" — {0,1} is monotone if, for a
uniformly sampled random tape p «° {0,1}",

y <z = Prp(y;p) =1] < Pr[p(z;p) =1].

When clear from context, we omit the random tape p and instead assume that
p(x) means sampling a tape p <35 {0,1}" and then computing p(x; p).

Next, a notion is proposed against an adversary attempting to bias a mono-
tone predicate toward 1. The adversary generates a number of verification keys,
obtains a set of inputs and evaluates each VRF key on the respective inputs. It
wins if the predicate is true on the resulting outputs with significantly higher
probability than it would be on truly random outputs. Note requiring the pred-
icate to be monotone means the advantage decreases when the adversary delib-
erately chooses not to evaluate on one point.

Definition 4 (Unbiasability on independent points [GS24]). A VRF is
unbiasable on independent points if for all polynomially bounded integers n,m €
N and PPT adversary A, there exists a negligible function ¢ such that

AQVEP(A) = Pr [Bxpl = 4 (A) = 1] = Pr [Expf 2 4 (0) = 1] < ()

where the experiment Expib'f;lb’ianiA is defined in Figure .
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EXPibp,fzi;,A (N

(vky,...,vk,,p) < A such that:

=

2 vky,...,vk, are all distinct

3: p is a PPTcomputable monotone prediate
40 (@11, Tom) < X

5: (Y,1,71,1)s - - oy (YUnymy Trym)) — A(Z1,1, -+, Trym)
6: forallie{l,...,n}andje{l,...,m} do
7 if VRF.Vfy(vk;,xs j,yi 5, mi;) — 0

8: Set y;,; +— L

9: Sample (211,...,2n.m) <> Y™

10: ifb=0

11 : return p(y1,1,-.-,Yn,m)

12: else

13 : return p(z1,1,. .., 2Zn,m)

Fig. 4. The unbiasability experiment with independently sampled points for each vk.

Finally, we recall that any bijective VRF is always at least unbiasable on
independent points.

Definition 5 (Verifiable Random Bijection |GS24]). A Verifiable Random
Bijection is a VRF (VRF.Gen, VRF.Eval, VRF.Vfy) whose input space X and out-
put space Y have the same cardinality |X| = || and furthermore satisfies

4. Imjectivity. For any vk (not necessarily in the range of VRF.Gen ), any out-
put y € Y, pair of inputs xg,x1 € X and proofs wy, w it holds that

VRF.Vfy(vk, zo,y, m0) = 1, VREVfy(vk, z1,y,m) =1 = a0 =21

Theorem 1 (VRB — unbiasability on independent points [GS24]).
Any tuple (VRF.Gen, VRF.Eval, VRF.Vfy) with |X| = |Y| satisfying correctness,
unique provability and injectivity, then further satisfies unbiasability on indepen-
dent points.

3 Attacks

In this section we describe several attacks that can be applied against the un-
biasability of several standard-model VRF constructions. Other attacks against
specific constructions are given in Appendix, Section [B]

3.1 Owutput Guess

Many early realizations of VRFs in the literature have been shown to be secure
for polynomial-sized input spaces. Among them, some feature a polynomially

11



small image, while having a super-polynomially large output space. In this section
we show such constructions cannot be weakly unbiasable. In the following, given
(sk, vk) valid key pair, S,k denotes the VRF’s image with public key vk. Formally

Sw = {y : 3z, ) : VRF.Vfy(vk,z,y,7) = 1}.

Theorem 2. Let VRF = (VRF.Gen, VRF.Eval, VRF.Vfy) be a VRF with domain
X and codomain Y. If there exists a polynomial g(A) = poly(\) such that |Sy| <
q(\) for all valid vk, and |Y|~1 = negl(\), then VRF is not weakly unbiasable.

Proof. We will show an explicit PPT adversary 4 against weak unbiasability. The
attack is shown in Figure[§land it works as follows. Initially .A generates honestly
a key pair (sk, vk). Then, it samples a random point z* € X', computes the VRF’s
output y* and outputs the pair (vk, y*). On the second call, A on input = returns
the output of VRF.Eval(sk, z). As the VRF’s output is honestly computed, the
verification algorithm will accept with probability 1 by perfect correctness. Thus
the advantage of A depends only on its ability to guess the output y associated
to the uniformly sampled input z. Since y*,y € Sy by definition, they follow
the same probability distribution conditioning on vk = vk, for all valid vk, and
are mutually independent, we have that

Pr [vk = vkg] S 1
ISkl T a(N)’

Priy*=y] > ZPr[vk:ka]Pr[y* =y |vk = vky] > Z
vko

vko

In particular, Adv"{®2(\) — 1/|Y| > 1/q(\) — 1/|Y| which is not negligible.

A(lk) // first call A(:C) // second call

1: (sk,vk) <* VRF.Gen(1) 1: (y,m) < VRF.Eval(sk, z)
2: oSy 2: return (y,m)

3: (y*, ) < VRF.Eval(sk,z")
4:

return (vk,y*)

Fig. 5. Weak unbiasability attack for VRFs with |Sy| < g(XA) and 1/]|Y| = negl(X).

O

Consequently, the constructions in the standard model, proposed in [DY05,
ACF09, BCKL09| and [BMR10, §6] are not weakly unbiasable.

3.2 Powers of a« Attack

Naor-Reingold based VRFs are subject to an attack against weak unbiasability
we call powers of a. For the sake of simplicity, we present it for [HW10|, which
we recall in Appendix but it can be instantiated analogously against [Lys02,
Dod03|, |Jag15l [HJ16].
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Theorem 3. The VRF construction in [HW10] is not weakly unbiasable.

Proof. An explicit adversary A breaking weak unbiasability is shown in Figure[6]
First of all, A samples a € Z,. Then, it computes the secret key by sampling
U, up and setting u; = o for each i € {1,...,n}. The verification key is con-
structed according to the scheme. Finally, to guess the output, it returns the
VREF'’s evaluation y* on a randomly chosen point z*. When A is later called on a
randomly chosen x € {0,1}", it returns (y, 7) < VRF.Eval(sk, ). Since the out-
put is computed honestly, VRF.Vfy(vk, z,y, 7) — 1 as it satisfies by construction
all pairing equations checked by the verifier. Focusing on y, we know that

- n - no o
Yy = |:UUOH Oélm’:| — |:U'U,0~G{Zi:17'ml
i=1 T

In particular it only depends on Y . ;i - x; which lies in {0,...,n(n + 1)/2}.
Moreover, y = y* if and only if 1" ;i-xz; = > . i -}, which occurs with
probability > 1/n?. Thus, we have that

T

. . 1 1
Adv'b()) = Pr {Expva‘-b'“(,\) N 1] > — > — +negl(\).

(y*, ) < VRF.Eval(sk,z™)

return (vk,y")

n? |Zp|
It follows that [HW10| is not weakly unbiasable. O

A(lA) // first call .A((E) // second call

1: Sample a «* 7, 1: return VRF.Eval(sk,z)

2: U® Zy; uo <° 7,

31 sk« (Wuo,at,...,a")

41 vk ([a], [uo), [@'],...,[a™])

5: <% {0,1}"

6 :

7

Fig. 6. Adversary A against weak unbiasability for [HW10].

Remark 1. The previous attack is readily adapted to [HJ16|, even though their
underlying PRF mildly deviates from Naor-Reingold. Specifically, in their VRF
the setup involves sampling 2n invertible matrices M;; € Zg’d (for1<i<mn

and b € {0,1}) and two vectors u,w «° Z{. The output on (hashed) input
x=(21,...,@y)is then [W My 5, ... Ml,xlu]T where w = (1/wy, ..., 1/ wg).
Weak unbiasability is broken setting M; ;, = M for an invertible M 8 Zg’d.

3.3 Related Keys Attack

In most Naor-Reingold based VRF, e.g. |[Lys02, HW10, Jagl5, HJ16} Koh19|,
full unbiasability can also be attacked via a related keys attack. Informally, we
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will exploit the fact that two keys generated as multiples of each other, when
evaluated on the same input generate outputs values that are also proportional
(possibly with a different factor). Here we present it against [Kohl19], although
the attack can be readily adapted to all constructions mentioned above. Before
detailing the attack we quickly recall [Koh19] (a more in depth description can
be found in the Appendix, Section [A.3)).

The scheme relies on a symmetric pairing e : G x G — Gr and an ad-
missible hash |[BB04] AHF : {0,1}* — X" for a polynomially small alpha-
bet Y. The secret key consists of matriceﬂ M; ik € Zg’d, for i € {1,...,¢},
jeA{l,...,n}, k € X and two vectors u € Zg, w € Zg. The verification key
is vk = ([M; ;] [u],[w]). On input = € {0,1}% with encoding AHF(z) =
(x1,...,2n) € X™ the VRF output is y € G with

v (I Mo ) w=lonfwnl 4 foaf]

A proof instead consists of all the partial products [v,] and terms [z] of y, i.e.
such that for ¢ € {1,...,¢}

L n
v, = H E M; ,)u Zi = Vi /W;.
L ( ie1 =1 9,5, ) 7 Z,z/ [

Given such a proof for input = the verifier checks that:

2. e([wi] , [z]) = [velp for i e {1,...,d}
oy=la]+... 4 [z4]

1. Forallce {1,....0}, [v]p=e (Zn (M, ja,] [VL_1]>, where v = u.

Theorem 4. The VRF construction proposed in [Kohl19] is not unbiasable.

Proof. The theorem is proven by showing the existence of an adversary with
significant advantage. We consider the case of two verification keys vk, vk, eval-
uated in a single point z. The adversary A is shown in Figure [7] and works as
follows.

On the first call, A honestly generates a key pair (sky, vk, ) with sk = (M, u, w).
Then, it samples « in Z,, and, for each 1, j, k, it computes M;Jk =a-M;; . It
then sets the second key vk, as ([M'],[u], [w]) and sky as (M, u, w). Finally,
it chooses a predicate p(y,y’) that is true iff y’ = a -y and returns (vky, vky, p).
Next, when A is called on a randomly chosen point 1, it honestly computes
(y1,1,m,1) and (y2,1,72,1) using skq,ske with the algorithm VRF.Eval and re-
turns them to experiment.

By the perfect correctness of the given scheme, as (ski,vk;) is honestly gen-
erated, (y1,1,71,1) will be accepted by VRF.Vfy with probability 1. Analogously,
as (M’,u, w) follows the same distribution of an honestly generated keyE we
also have that Pr [VRF.Vfy(vky, z1, 41,2, m1,2) = 0] is zero.

10 When security is reduced to the Decision Linear assumption |BBS04], d = 3.
11 Crucially, this only holds not conditioning on (sk1, vk, ), which suffices to bound the
rejection probability.
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Next we show the predicate to always be true when provided the VRF’s
output values. Let AHF(z) = (21,...,2,) € 2™ and v, v/ respectively the inter-
mediate vectors used to compute yi,1,¥2,1. Then, by construction

, L n , L n )
v = H E M. |Ju = H E aM; ;.. |u = a'v.
i=1 =1 % i=1 4~j=1 e

In particular yo 1 = [V} /w] + ... + v /w)] = - [V} /w] + ... + v} /w))] = oy 1.
The advantage of A is therefore, given uniformly distributed y7 1,95, in G.

AVER (M) = Pr [Expl3, a(\) = 1] = Pr [Bxp, 4(3) = 1]

* * 1
=1-Prly;, = ot yia] = 1- i 1 — negl()\).

A(lk) // first call
(ski,vk,) < VRF.Gen(1*)

—

2: parse sky = (M, u,w) // M; ;. €280 uwe 2!
3: sample a «+° Z,

4: Foreach (i,7,k) € {1,...,0} x{1,...,n} x Xt
5: Mg+ a- M,

6: ska = (M u,w),vk, = ([M'], [u], [w])

7: set p(y1,1,y2,1) the predicate yz,1 == ol -y

8

return (vky,vky,p)

A(ZC1) // second call

1: (y1,1,71,1) < VRF.Eval(sky, z1)
2: (y2,1,m2,1) < VRF.Eval(ske, z1)

3: return ((yi,1,71,1), (y2,1,72,1))

Fig. 7. Adversary A against unbiasability for [Koh19].

O

A similar attack can also be applied against the constructions in [BMR10}
Kat17, [Yam17, Ros18| and [Nie21].

3.4 Duplicate Keys Attack

|Bit17] and [GHKW17] proposed two VRF constructions from constrained PRFs
and commitment schemes (CSs) and non-interactive witness indistinguishability
(NIWTI). At a high level both constructions work by first committing to a PRF
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key, and later using the NIWI to prove that, on a given point z, a value y is the
correct output of the PRF with the committed key. In order for their proof to
work however, the commitment must be hiding, and in particular does not allow
to test whether two (perfectly binding) commitments contain the same value or
not. We exploit this to break full unbiasability, as we can generate two distinct
verification keys defining the same underlying function.

In the following we informally recall [GHKW17|, and defer further details
on the construction to the Appendix, Section Let (CPRF.Gen, CPRF.Eval,
CPRF.Cons) be a constrainable PRP1E[7 (C.Com, C.Vfy) a perfectly binding com-
mitment and (NIWI.P,NIWLV) a NIWT for the relation

. z)=1y, 1t )
R = {((0170270379373/)a(11712,]%7“1,7”2)) é]f\(/f})/(cjyk rlj)#:21 Vj e {i1 12}}

Given the above, the construction works as follows. A verification key consists
of three commitments vk = (c1, ¢, ¢c3) to a PRF key k, along with their open-
ing information r1,re,73. The evaluation on a point x is defined as y = fi(x)
while the proof is a NIWI proof about (c1,ce,c3,x,y) being in Lr with wit-
ness (1,2, k,rq,ry). Finally, the verification accepts if and only if the NIWTI is
accepting. Note that up to minor syntactical changes the general construction
by Bitansky is identical, see |[Bit17, §1.3].

Theorem 5. For any perfectly binding and computationally hiding commitment
(C.Com, C.Vfy), constrainable PRF' (CPRF.Gen, CPRF.Eval, CPRF.Cons) and per-
fectly correct NIWT (NIWI.P,NIWLV) for the relation R, the VRF construction
in [GHKW17] is not unbiasable.

Proof. We consider the unbiasability experiment with two verification keys vk, vky
evaluated on the same point z1. Our adversary A is shown in Figure [§ On the
first call, A generates two keys (vk;, vky) obtained committing to the same PRF
key k. It then returns the two keys along with a predicate p for equality testing.
Next, when prompted with input z, it honestly evaluates both VRF on that
input and returns the result.

First, we observe that in our attack it may happen that vk; = vk,. How-
ever Prvk; = vky] < Prle;; = caj, j € {1,2,3}] which is negligible due to the
computational hiding property of the commitment. Informally the reduction is
done trough an adversary B that samples k, asks for a commitment ¢j of either
k or 0 and locally compute a commitment ¢} of k. It accepts only if ¢ = ¢3,
which due to perfect binding can only occur when k was committed. Hence
negl(A) > Advg(X\) = Prc1 j = ¢ ;] for each j.

Next, as each individual (vk;,sk;) is distributed perfectly as prescribed in
|GHKW17], the verifier accepts due to perfect correctness. Finally, due to k being
the same in both commitments, by construction we have that y11 = fi(z1) =

12°As customary, we denote CPRF.Eval(k, z) = fi(z).
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y2,1- Hence, calling J the PRF output spac and 21, 23 <3y

Adva(A) = Prip(yi1,921) = 1 Avky # vky] — Prp(z1, 22)]

1
> Priyii = yo2,1|vky # vky] Prlvk, # vky] — m
1
2 Pr(fu(z1) = fi(z1) [vky # vio] (1 —negl(A)) — 5
1
= — —negl(\),
5 — negl(Y)
which is not negligible. Hence A breaks unbiasability.
A(l)‘) // first call A(ZB1) // second call
1: k<% CPRF.Gen(1%) 1: sks < (k,ri1,7i,2,75,3) for i € {1,2}
2: for (i,7) € {1,2} x {1,2,3}: 2: (y1,1,m1,1) < VRF.Eval(sky, z1)
3: (Ci,j, Ti,j) <—$ C.Com(lk, k‘) 3: (3/2717 7r2,1) — VRF.EV3|(Sk2, xl)
4: Vki = (C@l7 Ci,2, Ci73) for i € {1, 2} 4 return ((y1,1, 71'1’1), (y2’1, 71'2,1))
5: If vk; = vky: return L
6: Let p be s.t. p(y1,y2) = (y1 == y2)
7: return (vkq,vk,,p)

Fig. 8. Duplicate key attack A against the unbiasability of |[GHKW17].

4 Limitations in preventing powers of a attack

Our “powers of o attack (Section is carried out setting in the Hohenberger-
Waters VRF the verification key as vk = ([a] , [u] , [@!] ,...,[a"]), as opposed to
a vector of truly random group elements in G. However, such an attack would
be easily detectable in practice. Indeed anyone could verify that e([a], [a]) =
e([1], [a?]) due to the pairing being symmetric. In particular, there exists a way
to modify VRF.Vfy so that it rejects malformed keys, ultimately preventing the
attack.

In this section we will show that the above attack can be generalized to
use exponents zi,...,z, (as opposed to 1,...,n) so that no efficient verifica-
tion procedure extending the one defined in [HW10] can detect the attack with
overwhelming probability.

To show that this generalization is undetectable, we introduce a (non-standard)
@-type non-interactive assumption over symmetric pairing groups. We then

13 A-priori we cannot assume ) to be exponentially large, but at least |))| > 2.
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prove undetectability by showing that any enhanced verification algorithm would
break this new assumption. As is often done in such cases (see, e.g. [Boy08]), we
justify this new assumption in the generic group model.

In order to describe in a compact ways the relations among the group ele-
ments in the verification key and proof for the Hohenberger-Waters VRF, for
each n € N, x € {0,1}" we define V5 C Z;L the set containing the degrees of all
monomials in uy, ..., u, a verifier can compute through pairings. Formally V, =

{eiri<n}tU{e;+e;:i<jlUu{m(x)+e;:4,j <n}U{mx)+mj(x):i<j}

with m; : Zy — Zj; the function (21, .. &) = (x1,...,240,...,0). Moreover,
for any z € Z; we will define ¢, x : Vx — Zj, so that 0z x(V) = v 'z. With this
notation we introduce the following assumption.

Definition 6. Let e : G x G — Gp symmetric pairing, n, B polynomially
bounded in X\, and (z,x) <% {1,...,B}" x {0,1}" such that ¢, is injective.
Given h,u,ug, 0, u11,...,U1n <° Zp, and ug; = o, consider the two distri-
butions Do, Dy such that Dy — (1h], 1] , [uo] , ([ [l [0l » ([])7r)
where

Yp = hﬂuo Hj:l UZ]], Tbh,0 = ’IAJ:’U,O Hj:l ’LLZjJ, T, = ﬂHj:l UZ:“]
Then the (B, n)-Assumption holds if for any PPT adversary A
Adva(A) = |Pr[A(Dg) = 1] = Pr[A(D;) — 1]| < negl(A).

Proposition 1. In the symmetric bilinear GGM of order p = ©(2), for alln, B
polynomially bounded, any Q-queries adversary A breaks the (B, n)-Assumption

with advantage

Q*(nB + 3)

Advg(A) < + negl(\)

Proof. Let us first rename the group elements in the distribution D; as
(T,X7X0,X1,...,Xn,Y7Z0,Zl,...,Zn)

In the polynomial ring Z,, of 2n+5 variables, consider the following polynomials,
describing the trivial relations among the above group elements:

§=Y ~TZ, q=2%0—ZnXo, @1=21—XX{, q=2Zi—Zi1 X"

for i € {2,...,n}. Given a generic adversary A distinguishing the two dis-
tributions, we then describe a simulator S. This stores two lists of polyno-
mials Lo, L; representing respectively group elements in G and Gr. Initially
Ly = {1, X, X0, X1,..., X0, Z0,Z1,...,Z,} and L1 = {Y}. Then, given the
quotient ring

ZP[T3X5X07X13'~WXYL7Y7 Z07Z1a"'7ZTL]

R = —
(qaq07q17"'uqn)
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it lazily maintains two random functions &, &; : R — {0, 1}%.

Next, each time A queries O,44(&p(f1), & (f2)) for f1, fo € Ly, returns & (f1 +
f2) and stores f1+ fo in Ly if not present alreadyﬂ Similarly, Opair(§0(f1), &0 (f2))
is answered with & (f1 - f2), and f1fs is added to Ls if not present already. In
all other cases, it returns L. Note that up to negligible probability < (2Qp)/2¢,
S returns L exactly when the GGM oracles WOUICE

Conditioning on the above event not occurring, we observe that S perfectly
simulates the view of A with input drawn from the distribution D;. To conclude
it suffice to prove that the view of A respectively simulated by S and with input
Dy with real GGM oracles has negligible statistical distance.

The two views are in fact identically distributed as long as A does not query
two f;, f; € Ly such that f; # f; over R but, for h,u,ug, 8 Zy,

—~ ~ T —~ T ~ ~ T
f(hya,ug, @ .o 0 hiuga™ % duga™ %, ua™ L ue™ %) = 0.
Let f = fi — f; # 0. It can easily be shown by induction on the queries of A

that there exists a representative of f € ZP[TJZ',XU, s Xn, Y, Zo, .., Zy] of
total degree at most 2. Then, using the relations on R, we can fix a different
representative f* € Z,[T, X, X, ..., X,] obtained mapping in f

Y s TXXoX1 ... Xn
Z()H)?X(]Xl'...'Xn
Zi—XXy-...-X; Vie{l,...n}

In particular, each monomial of f* is of the form T‘;U)?‘;ngZXfl e Xff" with
(di,...,d,) € Vx. Note f € Risnon-zero iff f* is non-zero in ZP[T,)A(:,XO, cen Xl
Finally consider the map ¢ : ZP[T,)N(,XO,...,XH] — Zp[T,)?,XQ,W] such
that ¢ maps T,)Z' , Xo to the homonymous variables in the second ring, and
©(X;) = W#. We can define

9(T, X, X0, W) = f*(T,X,Xo,W™,..., W™).

We will now show that f* # 0 implies g # 0. Indeed let T% X6 X(‘J;QX{I1 s Xn
be a monomial with non-zero coefficient. Then it suffices to show that no other
monomial of f* is mapped to

o (TOXT XX X ) = TRoXO X,

1 Note equality in R can be tested efficiently, even though we do not need S to be
efficient as our argument is unconditional.

15 The bound follows as, calling S1 C GUGTr the observed labels and Sy the unobserved
ones involved in a previous query with output L, the probability of an unobserved
label to lie in G (resp. Gr) conditioned on previous queries is smaller than (p —
[S1])/(2¢ = |So]) < p/(2¢ —2Q) < 2p/2°, where |So| < 2Q as each query involves at
most two labels. A union bound on @ queries gives the claimed inequality.
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Toward contradiction, let T% X ‘Sngé Xf . X;f/" be a distinct monomial with
non-zero coefficient in f* colliding with the one above. Then §; = §; for j €
{0,1,2}. Moreover d'z = (d’) "z for d,d’ € Vx. As ¢, x is injective over Vi by
hypothesis, this implies d = d’. Thus the two monomials are the same. Hence,
f # 0 implies g # 0 with degy (9) < 2n||z||, < 2nB and degree in all other
variables no greater than 2. By Schwartz-Zippel Lemma then

Pr [f(h, w, ug, &, ... ,az",hﬂuoaxTz, ﬂuoaxTz, wa L ,ﬂaxTz) =0
~ d 2nB + 6
= Prg(h,u,ug,a) = 0] < ce(9) < not .
p p

We can then conclude with a union bound on all possible polynomial pairs (f;, f;)
that
Q?- (nB +3)

Adva(A) <
p

+ negl(\).
O

Theorem 6. Let (VRF.Gen, VRF.Eval, VRF.Vfy) be the VRE in [HW10]. Then
under the assumption in Deﬁmtion@ there exists no efficient procedure VRF Vfy*
such that (VRF.Gen, VRF.Eval, VRF.Vfy*) is simultaneously:

1. §-correct, for § <1 — 1/poly(N);
2. Weakly unbiasable.

Proof. Assume that (VRF.Gen, VRF.Eval, VRF.Vfy*) is a VRF with §-correctness.
We then define the following adversary (Ao, A1) against weak unbiasability. Let
q a polynomially small prime so that 4(n? +n)? < ¢ < 8(n? +n)? (such a prime
exists by Bertrand’s postulate). Ay initially generates a symmetric bilinear group

of order p, samples 0, ug, a <% Z, and 21,..., 2, <> {1,...,¢} and sets:
vk = ([a] , [uo] , [@®*] ..., [@®]), sk = (@, ug, @, ..., a%").
Then, it samples m <% {1,...,nq}, computes y* = [uupa™]; and returns

(vk, y*), passing sk as a state to A;. Next, given x uniformly sampled in {0, 1}"
by the challenger, A; (sk,x) simply returns (y,7) < VRF.Eval(sk, x).

By construction y = [auga® #1 - +&n2n]  Thus y = y* if and only if m =
x'z. Notex'z € {1,...,n-¢} while m is uniformly distributed over the same set,
and independently from x, z. Calling Accept the event VRF.Vfy*(vk,x,y,7) =1
we can bound the adversary’s advantage as

1 1
Adva(A) = Prly=y* A Accept] — — = Prly = y" | Accept] - Pr[Accept] — —
p p
1 1 1 1
> — -Pr[Accept] — - > ————— - Pr[Accept] — —.
2 r [Accept] » Z ) r [Accept] p

To conclude we have to prove Pr[Accept] is significant. Let Good be the event
“pg.x is injective”.
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Claim 1. Pr[Good] > 1/2.

Conditioning on Good then (z,X)|good is uniformly distributed over {1,...,¢}" x
{0,1}™ so that ¢, x is injective. (vk,y, ) follows the distribution Dy in Defini-
tion[6] Moreover, calling (vk, sk) «* VRF.Gen(1*), and (7, 7) <% VRF.Eval(sk, x)
then (\H(, y,7) is distributed as D;. Since we assume the two distributions to be
computationally indistinguishable we have that

Pr[Accept] > Pr[VRF.Vfy*(vk,x,y,7) = 1| Good] Pr[Good]

> (Pr {VRF.ny*(\ﬁgx,@ ) = 1] - negl(A))

- negw) ,

IV
N~ N~

(0

where the second inequality uses Claim [I] and the hypothesis on the group
satisfying the (g, n)-assumption of Definition |§|, while the third comes from J-
correctness with § = 1 — 1/poly(\). We can thus conclude that

AdV_A()\) > ! !

= 16n(n2+n)? poly(\) negl(2)

which is not negligible. O

Proof. Before proving the claim we make the following observations. First, z €
{1,...,¢}™ and Vi C {0,1,2}" implies that 0 < v'z < 2¢n for all v € V.
Second, |Vy| < 2(n? + n).

Pr[-Good] = Pr[3vi,vo€ Vi : vi #vy A ( T

= Pr [Elvl,vz eVy 1 vi #va A (ZT(V1*V2) =
( T
v

IA

Pr [3V1,V2€Vx D vp F£ vy A

< P T B _o 4
- Zw,wevxzvl;é\,z r [Z (V1 2) mo q]
5> :
B vi,v2EViiviF#va

H/x|2 1 1 5 ) 1 1
< | R S
S 2 g ~ 2 (TL +n) 4(n2 + TL)2 B)

The second equality follows as z' (vy — v3) is zero modulo p iff it is zero over
the integers, since |z (vy — vo)| < 2¢gn < p/2. The first inequality follows as
equality over the integers implies it modulo ¢q. The second is a union bound. The
third equality follows as the function from Zj — Z, mapping v — z'v with (z

mod ¢) uniform over Zj is a universal linear hash [CW79). O
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5 Positive Results

5.1 Weak Unbiasability of |GHKW17|

In Section we proved that the construction in [GHKW17] (and by exten-
sion the one in [Bit17], being the two identical) does not achieve the strongest
unbiasability notion when two or more verification keys are involved. In this sec-
tion we show that using a puncturable PRF from [BKW17, §4.1], the scheme in
|GHKW17, §4.4] can be proven to be weakly unbiasable assuming sub-exponential
hardness of the underlying primitives.

We begin recalling the construction in [BKW17, §4.1]. Their only building
blocks are two privatﬂ puncturable PRFs (PPRF.Gen;, IPF.Eval;, IPF.Punct;)
for i € {0,1} with domain and range X;,); such that Yy C X; and Y; C Xp.
Given this they construct an invertible puncturable PRF. In our context we can
ignore the inversion procedure, and present it only as an injective puncturable

PRF as follows:

— IPF.Gen(1*): samples keys ko < PPRF.Gen(1*) and k; «<* PPRF.Gen; (1*)
and returns k = (ko, k1)
— IPF.Eval(k, x): calling k = (ko, k1) and F; k(-) = IPF.Eval; (K, -), it returns

Y = (Foko(2), 2 © Fip, (Fo ke (2))) -
— IPF.Punct(k, z*): calling z* = Fy ,(x*), it returns (kg, k7) with
ki <3 IPF.Punct(ko, z*), ki <% IPF.Punct(ky,z*).

In |[BKW17, Theorem 4.3] it is proven that, if |Xy|/|V1] = negl()\) then the
puncturable PRF above is selectively-secure, a notion implying the one required
in Goyal et al’s construction (see [GHKW17, Definition 2.7]) Moreover, we will
require Xp, the first PRF domain, to be exponentially large, i.e. |Xy| = £2(2*).

Theorem 7. The construction in [GHKW17, §4.4] with the (sub-exponentially
secure) puncturable PRF (IPF.Gen, IPF.Eval, IPF.Punct), a (sub-exponentially se-
cure) statistically sound NIWI (NIWILP,NIWIV) and a (sub-exponentially se-
cure) perfectly binding and computationally hiding commitment scheme (C.Com,
C.Vfy), is a weakly unbiasable VREF.

Proof. Correctness, uniqueness and pseudorandomness are implied by [GHKW17,
Theorem 4.2] and complexity leveraging. Next, we prove it to be weakly unbi-
asable. Let A(1%) — (vk,y*) be an adversary against unbiasability, z the random
input chosen by the challenger and (y,7) the final output of A.

First, let vk = (c1, ¢a, c3). Let Valid be the event in which there exists at most
one key k and opening values r, s such that C.Open(c;, k, ) = C.Open(c¢;, k, s) =
1. Note that if —Valid the statement proven by the NIWTI is false, and thus the
verifier rejects with overwhelming probability.

16 Such that the punctured key does not reveal the removed point. Note that actually
only the second PRF needs to be privately puncturable.
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Assuming Valid, let k& be the committed key. Note that as k only depends on
vk, x and k are independently distributed. Then we have that y = fx(z) or else,
again, the NIWI verification fails with overwhelming probability. Finally, since
fx is injective for all k, given y* define z* to be L if y* ¢ Im fi, and otherwise
be such that fy(z*) = y*. Then if y = fi(x), y = y* if and only if © = 2*. In
particular

Adv4(A) = Prly =y*, VRF.Vfy(vk,z,y,7) = 1]

< Pr [y = y*a Valid, Yy= fk(l‘)]
+ Pr[—(Valid, y = fx(z)), NIWLV(eq, o, c3,2,y,m) = 1]
< Priz =2z*] +negl(\) < |A|™! + negl(\) = negl()\).

Where the second to last inequality follows as z* is a function of only c¢g, ¢1, ¢2,y
which are all independently distributed from . O

Remark 2. We notice that in order to prove the above construction injective, and
thus weakly unbiasable we required sub-exponential hardness of all underlying
primitives, and rely on stronger primitives such as privately puncturable PRF.
In particular the result is strictly weaker than directly applying the compiler in
[Bra25]. The only reason we include it to justify why no attack against the weak
unbiasability of the generic constructions in [GHKW17, Bit17] is possible.

5.2 Dodis-Yampolskiy construction in the GBGM

In Section 3.1} we proved that a VRF with a polynomial-sized image and a
super-polynomial-sized output space cannot achieve weak unbiasability. This
also affects the construction proposed in [DY05|, as its security is proven only for
polynomial-sized input space. We observe that if we instantiate the construction
with input space X = Z,, we can easily prove that it is a VRB (i.e. it satisfies
unbiasability on independent points). However, with this input space, we are
unable to prove the pseudorandomness in the standard model.

For this reason, in this section we show that [DY05| with input space X = Z,
and output space YV = Grp is a VRF in the Generic Bilinear Group Model
(GBGM).

Theorem 8. The construction in [DY05] with input space X = Z,, and output
space Y = G is a verifiable random function in the generic bilinear group model.

Proof. Tt is trivial to show that correctness and unique provability properties are
satisfied. We thus concentrate on pseudorandomness.

Let A be an adversary against pseudorandomness. In the following we de-
scribe the usual simulator S(1*) so that the view of A interacting with S will be
statistically close to its view when executed in the pseudorandomness experiment
respectively with challenge bit b = 0 and b = 1, implying the two distribution
cannot be distinguished.

S lazily maintains two injective random functions &y, &1 taking value over the
field or rational functions in two variables &, : Z,(T,Y) — {b} x {0,1}¢, and two
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sets of rational polynomials Lo, L1 C Z,(7,Y"). Initially Ly = T and L, = @.
Then it executes A on input &(T) (i.e. a label standing for the verification key
[@]) and respond to each query from A as follows:

Group Addition. On input two string s1,s2 € {b} x {0,1}¢, if there exists
f1, f2 € Ly such that &/(f;) = s;, it computes f3 = f1 + fa, adds it to L and
returns &, (f3). Otherwise, it returns L.

Bilinear Pairing. Given two strings s1, s2 € {0} x {0,1}* (i.e. in G) for which
there exists f1, fo € L such that & (f;) = s;, it computes f3 = f1 - fa, stores
it in L; and returns & (f3). Otherwise, it returns L.

VRF Evaluation. On input m; # m* (if m* is already defined), stores 1/(T +
m;) in both Ly and Ly and returns &(1/(T 4+ m;)) and & (1/(T + m;)),
respectively representing the proof and VRF value. Otherwise, it returns L.

VRF Challenge. On input m*, if m* # m;, stores the polynomial Y in I,
only and returns &;(1/(T + m;)), i.e. a representation of the VRF challenge
value.

Before diving into the proof, we will need the following Claim, which readily
follows by induction on the queries performed by A.

Claim 2. At the end of the execution, given mq,...,mq, all polynomials in
Lo, Ly are of the form F(T,1/(T + m1),...,1/(T + mq)) + ¢ Y with F €
Lplzo, 21, ..., 2zq| of degree deg(F') < 2 and c € Z,.

As usual, we observe that in the GGM, the probability that a label not ob-
tained from the oracles represents a group element is negligible, even conditioning
on a polynomially-bounded number of queries. This is true as we set the model
with ¢ > logp 4+ A. Hence, in the following we will assume that when executed
in the real experiment, all A queries to unobserved labels are always answered
with L. Moreover, without loss of generality we assume « ¢ {mq,...,mg, m*}.
Indeed, any adversary querying an evaluation in « (by lucky guessing) can be
simulated by a mildly more inefficient one which first checks whether vk = [¢]
and if so returns 1 if the challenge value is [1/(a +m*)].

Conditioning on the above we will show that S simulates the pseudorandom-
ness challenger when b = 0, i.e. when y is a random group element, and when
b =1, i.e. when y is the actual VRF output.

Random Output. S(1*) perfectly simulates the view of A with when b = 0 iff,
calling a and y the discrete log respectively of vk and the challenge output,
then for any pair of distinct rational functions f;, f; € L1 U Ly we have that
fila,y) # fj(o,y). Indeed in this case, is easy to show by induction that the
i-th group element obtained through any call by A (upon conditioning on the
first ¢ — 1 calls) is equal to a previously queried group element when executed
with S(17) if and only if it is so in the pseudorandomness experiment.

We thus bound the probability that fi(«,y) = fj(a,y) for fi # f;. Let
f=1rfi—f; #0.By Claimthere exists F' € Zp|zo, . .., zq] of degree 2 and ¢ € Z,,
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such that f(7.,Y) = F(T,1/(T+m1),...,1/(T4+my))+c-Y. In particular f # 0
iff

* — 4 2 1 1
F*(T)Y) = Hizl(Teri) .(F(T,T+m1,...,T+mq>+c.Y).

is non-zero. Since F € Z,[T,Y] with deg(F*) < 2¢ + 2 and F* # 0, by
Schwartz-Zippel we have that for uniformly sampled y 5 Z, and o 3 Zy \

{-mi...,—myg, fm*}m

deg(F™) 2q+2
Prf(e,y) =0] = Pr[F*(a,y) =0] < ———— < 2. )
flo9) = 0] = PelF*(ay) = 0] < SEE .
A union bound on all pairs of polynomials implies that the probability of a
collision occurring is smaller that ¢?(2q + 2)/p, that is negligible.

Correct VRF Output. As in the previous case, we have that S(1*) perfectly
simulates the view of A with b = 1 if and only if, calling « the discrete logarithm
of vk, for any distinct pair f;, f; € LoULq, then f;(a, 1/(a+m*)) # f;(a, 1/(a+
m*)).

For any such pair let f = f; — f; # 0. We will show that f(7,Y") is non zero
then so is f(T,1/(T + m*)). Indeed let F,c be the polynomial and constant of
Claimfor f- Then we call D = [["_,(T'+m;)? and F*(T) = D(T)-F(T,1/(T+
m1),...,1/(T +my)). Then D(T) - f(T,Y) = F*(T) +c¢- D(T) - Y € Z,[T,Y].
Toward contradiction assume f(7T,1/(T + m*)) is the zero polynomial. Then
¢ # 0 or else F*(T) = 0 which implies f(T,Y) = 0. Then

eD(T)

0=F*(T
( )+T+m*

& ¢ D(T) = (T +m")-F(T)

which implies that (T +m*) divides D(T') and in particular m* = m; for some 1,
that is a contradiction. Hence f(T,1/(T +m*)) is non zero. By Schwartz-Zippel,
for a uniformly sampled o <2 Zp \ {—ma,...,—mg, —m*}

Pr(f(o,1/(a+m*)) =0] = Pr[D(a)- f(a,1/(a+m*)) =0
¢ D(a)
o+ m*

= PriF*(a)(a+m")+c-D(a) =0

2¢+3 < 9. 2¢+3

T p—(g+1) — P
A union bound over all possible pairs yields that the collision probability is
smaller than ¢%(2q + 3)/p.

= Pr|F*(a)+ =0

17 Note that here we inductively assume that no collision happened for previously
computed polynomials. Since, up to this point, the view of the experiment and the
simulator are the same, the new polynomials are independent from «,y (and hence
the values produced by S).
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Conclusion. We thus conclude that the advantage of A is smaller than

2
4
Advjd()\) < w + negl(\).
p
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A VRF Constructions

Here we recall some VRF constructions on which we show our attacks against
unbiasability. For further details we refer to the original papers.

A1 [HW10]

Let X = {0,1}" be the input space of the VRF. The construction works as
follows:

— VRF.Gen(1*), on input a security parameter 1*,

choose a bilinear group G of prime order p;

select random generators g, h € G;

sample random values u, .ug, . . ., Up, € Zyp;

set U = [u],Up = [uo), ..., Un = [un];

output vk := (G, p, g, h, U,Ug,..., Un),sk:=(G,p, g, h, 0, ug,...,un).

Uk N

— VRF.Eval(sk, z), on input a secret key sk = (G, p, g, h,u,ug,...,u,) and a
preimage x € {0,1}",
1. parse x as * = x1T2,...,Tn

iz

2. compute y = e( |uug [}, u; ] L h);

3. for each i € {1,...,n}, compute m; = |:1~LH;:1 u;ﬁj};
4. compute mo = [aug [T}_; uj’];
5. output y, 7 := (7, M1, ..., Tn)-
— VRF.Vfy(vk, z, y, 7) on input a verification key vk = (G, p, g, h, U,Ug,..., Uy,),
a preimage x € {0,1}", an output y € Gr and a proof @ = (7o, 71, ..., 7n),
1. verify that the proof = = (mg,m1,...,m,) contains legal encodings of
elements in G.

2. Check that _
e([1],U) if x4 =0;
6(7?17[1])—{ (1] ~> 1=0

e(U1,U) otherwise.

3. For 1 = 2 to n, check

6(71'2',1, [1]) if Tr; = 0;

e(mi—1,U;) otherwise.

e(mi,[1]) = {

4. Finally, check that
e(mo, [1]) = e(mn, Up) and e(mo, h) = y.

5. Output 1 if all checks verify, 0 otherwise.
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A.2 [GHKW17]

Here we recall the construction proposed in [GHKW17|. This construction re-
quires admissible hash functions [BB04|, perfectly binding commitments (with
no setup assumptions), constrained pseudorandom functions [BW13, BGI14] and
non-interactive witness indistinguishable proofs [FS90]. We recall the syntax of
these primitives. We refer to the original papers for the formal definitions.

Definition 7 (NIWI). A pair of PPT algorithms (NIWL.P,NIWI.V) is a non-
interactive witness indistinguishable (NIWI) for a language L € NP with witness
relation R if it satisfies the following conditions:

— (Perfect Completeness) For all (z,w) such that R(z,w) =1,
Pr[NIWLV(z,7) =1 : 7 + NIWLP(z,w)] = 1.
— (Statistical Soundness) For every x ¢ L and m € {0,1}*,
Pr[NIWLV(z, 1) = 1] < 272D,

— (Witness Indistinguishability) For any sequence T = {(z, w1, wz) : R(z,w1) =
1A R(z,we)}

{m1 :m + NIWI.P(z,wl)}(Lwhwz)EZ R {mo 1 Mo — NIWI.P(z,wg)}(Lth)eI

Definition 8 (Commitment Scheme with no setup assumptions). A
commitment scheme with message space M, randomness space R and commit-
ment space C consists of two polynomial time algorithms CS.Commit, CS.Verify
with the following syntaz.

— C.Com(1*,m;7) on input a security parameter 1*, a message m € M and a
random coin r € R, outputs a commitment c € C.

— C\Vfy(m,c,0) on input a message m € M, a commitment ¢ € C and an
opening o € R, outputs a bit b € {0,1}.

Definition 9 (Constrained Pseudorandom Functions). A constrained pseu-
dorandom function CPRF with domain X, range ), key space K and constrained

key space K¢ for a family of admissible hash compatible constrains C consists of

three algorithms CPRF.Gen, CPRF.Cons, CPRF.Eval with the following syntax.

— CPRF.Gen(1*) on input a security parameter 1*, outputs a PRF key k € K.

— CPRF.Cons(k, z) on input a master PRF key k € K and a constraint z € X,
outputs a constrained key k, € K°.

— CPRF.Eval(k,x) on input a PRF key k (master or constrained) and a point
z e X, outputs ay € ).

We also recall the notion of admissible hash function, which is used in this
construction as well as in other constructions we discuss in this paper.
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Definition 10 (Admissible Hash Function, [Koh19|). Let n be polynomial
in A and X an alphabet of size o := |X| polynomial in \. Let

AHF : {0,1}F — =,
YeXmand I C{l,...,n} define the partitioning
V= {x € {0,1}*|AHF(z); = Y; for all j € I} and Z := {0,1}\ Y.

We say that AHF is Q-admissible if there exists a PPT algorithm AHF.Part that
on input (1*,Q) returns a value Y € X" and a set of indices I C {1,...,n},
such that for any Y, ... 29 we have

Priz* e YAz € 2vv € {1,...,Q}] > 1/poly()),

where the probability is taken over the random coins of AHF.Part. We say that
AHF is an admissible hash function (AHF) if AHF is Q-admissible for all Q that
are polynomially bounded in .

The construction. Let X = {0,1}" be the input space and Y = {0,1}™ the
output space of the VRF. The construction works as follows:

— VRF.Gen(1%)
1. Sample a CPRF key k «<* CPRF.Gen(1").
2. Sample r; +% R and compute ¢; < CS.Commit(1*, k;r;) for i € {1,2,3}.
3. Sample VFC keys (sk, vk) «+* VFC.Gen(1*, Cy).
4. Output (sk := (k, {(ci,mi)}2_1), vk := (c1, 2, c3)).

— VRF.Eval(sk, z)
1. Compute y < CPRF.Eval(k, AHF(z)).
2. Compute a NIWI proof 7 for the statement ¢, c2, c3, z,y € L using NIWI
prover algorithm NIWI.P with ¢ = 1,5 = 2, k, k,r1, 75 as the witness.
3. Output (y,p)

— VRF.Vfy(vk, z,y, )
1. Run the NIWTI verifier algorithm to check 7 as NIWLV((¢1, ¢2, 3, 2, y), 7).
2. Output the bit b returned by NIWIL.V.

A.3 [Kohi9]

We now recall the construction presented in [Koh19|. This construction is based
on the work of [HJ16] but uses a technique called hunting and gathering, com-
bined with the partitioning techniques of [Bit17], in order to have a proof that is
shorter than the one in [HJ16|. In particular, the author presents a construction
of an adapatively programmable verifiable vector hash function and applies the
generic transformation of [HJ16| to obtain a verifiable random function.

We refer to [HJ16| for the notion of certified bilinear group generator, i.e. a gen-
erator (BG.Gen, BG.Vfy) which, roughly speaking, outputs the description of two
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groups G and Gp and a pairing e : G X G — G, as well as a deterministic
polynomial time algorithm BG.Vfy = (BG.Vfy,, BG.Vfy,) which can be used to
validate the parameters (i.e. check if the string G it takes as input is of the form
it is expected to be) and to check that each element in G has unique represen-
tation, which can be efficiently recognized.

We give below the definition of a wverifiable vector hash function. We will not
write explicitly the requirements of correctness and unique provability, which
require, respectively, that if vk, [v],7 and x are honestly generated, then the
verification algorithm will always accept, and that for any possible verification
key vk and for any possible input x, there is at most one output which can be
proven to be correct.

Definition 11 (Verifiable Vector Hash Function). Let BG.Gen be a bilinear
group generator and let d € N. A verifiable vector hash function (VVHF) for
BG.Gen with domain {0, 1}* and range G is a tuple of PPT algorithms VVHF :=
(VVHF.Gen, VVHF .Eval, VVHF .Vfy) with the following properties:

— VVHF.Gen(G) for G «+ BG.Gen(1*), outputs a verification key vk and a secret
key sk.

— VVHF.Eval(sk, ) for a secret key sk and x € {0,1}F, outputs a function
value [v] € G¢ and a corresponding proof of correctness .

— VWHF.Vfy(vk, [v], 7, z) is a deterministic algorithm returning a bitb € {0,1}.

We can now recall the construction of VVHF proposed in [Koh19].

The construction of VVHF. Let AHF : {0,1}¥ — X" together with AHF.Part
be an admissible hash function and £ be un upper bound on the set I C {1,...,n}
output by AHF.Part(1*,Q) (for @ polynomial in \). Let BG.Gen be a certified
bilinear group generator and let G <-* BG.Gen(1*). We define a verifiable vector
hash function VVHF := (VVHF.Gen, VVHF.Eval, VVHF.Vfy) as follows:

— VVHF.Gen(G) on input group parameters G:
1. Samples matrices M, ; Y Zng foralli € {1,...,¢}, 7 € {1,...,n}
and k € X uniformly at random.
2. Samples a vector u <% Z%\ {0}.
3. Outputs the secret and verification key:

sk = (M jk)ic{1,..0}jefin.n}kes)s 1)
vk = (M) klicf1,....00je(ir.npkes), [U]) -

— VVHF.Eval(sk, z) on input a secret key sk and a preimage = € {0, 1}%:
1. Computes the admissible hash value X := AHF(z) € ™ of z.
2. For each ¢ € {1, ..., ¢}, computes the vector

Y M !
v, = H > ) u.
¢ ( =1 Lajmy X
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3. Outputs the image [v] := [v¢] and the proof 7 := [vy,...,vy_1].

— VWHF.Vfy(vk, z, [v], ) on input a verification key vk, a preimage x with
image AHF(z) = X = (X4,...,X,) € 2™, an image [v] = [v,] and a proof
T=[V1,...,Ve_1]:

1. Checks whether for all ¢ € {1,...,¢} and [vo] := [u] it holds

e(tal vy = e (30 IMosx )7 i ])

and returns 1 if and only if this is the case.

The generic transformation. We now recall the generic transformation to
obtain a verifiable random function from a verifiable vector hash function with
adaptive programmability.

Let BG.Gen be a certified bilinear group generator. Let VVHF := (VVHF.Gen,
VVHF .Eval, VVHF Vfy) be a vector hash function. We define VRF := (VRF.Gen,
VRF.Eval, VRF.Vfy) as follows:

— VRF.Gen(1*) on input the security parameter:

1. Runs G + BG.Gen(1%).

2. Runs (sk’, vk') - VVHF.Gen(G).

3. Chooses a random vector w <° (Z3)".

4. Defines sk := (G, sk’, w) and vk := (G, vk', [w]).

5. Outputs (vk, sk).
— VRF.Eval(sk, z) on input a secret key sk = (G,sk’,w) and a preimage x €

0,1}
{1. I%uns ([v], ") < VVHF.Eval(sk’, x).
2. Computes the function value y and an additional proof [z] € G as

3. Sets ™ = ([v], 7', [z]).
4. Outputs (y, 7).
— VRF.Vfy(vk,z,y,7) on input a verification key vk, a preimage z, a VRF

output y and its corresponding proof m, outputs 1 if and only if all of the

following properties are verified:
1. The verification key vk has the form vk = (G, vk, [w]) such that [w] =

[wy,...,wq] and the bilinear group parameters and the group elements
contained in vk are valid, which can be checked by running BG.Vfy,; and
BG.Vfy,.

The input z is an element in {0, 1}~.

3. The proof 7 has the form 7 = ([v], 7/, [z]) with VVHF.Vfy(vk/, [v], 7/, x) =
1 and both vector [v] and [z] contain only validly-encoded group ele-
ments, which can be checked by running BG.Vfy,.

4. It holds that [z;] = [v;/w;] for all ¢ € {3,...,d} and y = [Z?Zl v; fw].
This can be checked by testing

N

?

e[z, [wi)) = e(fvi],[1]) Vi€ {1,...,d} and y=I[za]+...+ [2a].
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A.4 [DYO05)

IDY05] proposed a VRF construction based on decisional bilinear Diffie-Hellman
inversion assumption. In the standard model, the construction is proven secure
only for polynomial-sized input space. The construction works as follows:

— VRF.Gen(1%), on input a security parameter 1*,
1. choose a bilinear group G of prime order p;
2. select random generator g € G;
3. sample a random s € Zg;
4. output vk := (G, p, g,[s]),sk := (G,p, g, 5).
— VRF.Eval(sk, z), on input a secret key sk = (G, p, g, s) and a preimage x € Ly,
1. compute y = [1/(z + s)] 1
2. compute m = [1/(z + s)];
3. output (y, ).
— VRF.Vfy(vk, z,y, ), on input a verification key vk = (G, p, g, %), a preimage
x € Zy, an output y € G and a proof 7 € G,
1. check if e([z] + [s], ) = [1]7;
2. check if y = e([1], 7);
3. output 1 if both checks succeed, 0 otherwise.

B Other Attacks

B.1 Specialized Attack for Kohl’s VRF

In Section [3.3] we proved that [Koh19] is subject to a related key attack breaking
general unbiasability with 2 or more keys. In this section we actually prove
that in the specific case of Kohl’s construction, a stronger attack against weak
unbiasability can be mounted. The core idea, inspired by the elegant proof of
pseudorandomness provided in [Koh19|, will be to choose structured matrices
M; ;. In particular, we will generated them so that the only ones actually
affecting the VRF output will be those with j = n. As a consequence, the VRF
output will depend only on the last symbol of AHF(x) thus making the VRF’s
image polynomially small.

Theorem 9. The VRF construction in [Koh19] is not weakly unbiasable.

Proof. We proceed by providing an explicit attack A against the weak unbiasabil-
ity. Initially A samples a secret vector t +° Zg, defining a 1-dimensional space
T =27yt C Zg. It then creates matrices M; ;1 € Zg’d, and vectors u,w € Zg as
follows:

1. For j < mn, then M; ;s 3 Zg’d such that Im (M; ;) = T
2. For j = n, them M, ; 8 Zg’d such that M; ;5 -t €T}
3. u«S ZI\T;

4. w % (2, \ {0})? such that t"w = 0;
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5. w = (1/wy,...,1/wq) € Z

Note all these distributions are efficiently sampleable. In particular, the first is
obtained by setting M; ;. = t ® a for a randomly sampled a 3 Zg. For the
second one it suffices to fix an orthogonal base (by,...,bg—1) = B € Zg’d_l
of T (the space orthogonal to T'), sample a random matrix M’ «$ VASEEEE
defining a map from T to T and a random eigen-value 7 so that t is mapped
to nt. M; 1 is then set to BM'BT +n-t®t.

Finally, given this elements, let AHF : {0,1}* — X™. In order to guess the

final output A samples o <° ¥ and returns
w Hi:l Mim,g ul .

Finally, on input  with encoding AHF(z) = (z1,...,2,) € 2™, it computes ¥
and its proof as in [Koh19):

o (I )] = (3 )
2] = [@*(Hf_le_lMi,W)u] 7= (2], 1], [val)

where we denote with * : Zg X Zg — Zg the entry-wise multiplication.

To conclude we study the advantage of A. First of all, by construction, all the
pairing equation tested by VRF.Vfy on the output y and its proof are satisfied,
hence VRF.Vfy accepts with probability 1. Moreover, we have that, calling Y =
[y] and F' the set of functions from {1,...,¢} to {1,...,n}, and f* the function
mapping all values to n:

-~ 4 R )
Yy = WT <Hi—1 2:21 Mi,j,:Ej) u = WT (ZfGF Hi:l Mi7f(i)7:vf<,;)> u
¥4

14
_ &1 ) ~T -
- ( i=1 Mz’mwn) uw (ZfeF\{f*} Hi:l Mz’f(z)@fm) u

4
= WT< , 1Mi’n,mn> u.
i=

where the last equality follows since each term of the summation contains as
a factor a matrix M; ;; with j < k meaning that its image is contained in 7'
Since all matrices preserves T, then their products maps u to a multiple of t,
which by construction is orthogonal to w. In particular Y = Y* if and only if
x, = o. Since o is sampled uniformly and independently from secret/public keys
and input point, we have that

vk = ([Mi,]}k] ) [u] ) [‘%\/D ) Y*

; 1 1 1 1 1

AdV'PE(\) == = Pr[Y =Y¥]—=- = Priz, =0] — - = — — —

) =5 = PrlY =Y =3 = Prf—o] -2 = s
which is not negligible, as || is polynomially bounded. O
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B.2 Specialized Attack for Rosie’s VRF

Finally, we provide a specialized attack for the construction in [Ros18|. We briefly
recall it here. Given a symmetric bilinear group e : G x G — Gy, and an
admissible hash AHF : {0,1}% — {0,1}", the secret key consists of matrices
M;, P o, P;1 € Zg7d for i < n and M, o, My € Zg’d7 as well as two vectors w, u
so that:

1. My,...,Mp_1, My, M, are sampled uniformly from Zg’d;

2. Po=(t;,0,...,0) € Zg’d for a uniformly sampled t; «<° Zg;

3. P1=1(0,T;,eq) € Zg’d for a uniformly sampled T} <% Zg’d_z;

4. u,w+* Zg.
As done in Section ??, we will denote W = (1/wy,...,1/w,). Moreover to sim-
plify notation we will cal M = (M1, ..., M, _1, Mp 0, Mp1),Po = (Piro,--.,Pnyo)

and Py = (P11,...,Py1). The verification key consists then of vk = ([M], [Po] ,

[P1] ; [u], [w]).
On input = with hash AHF(z) = (z1, ..., 2,), the VRF output is defined aﬂ

R n—1
y = l:WTMn,xn <Hi_l (Mi — Pz,arl)) u:| .

The proof instead consist of ([v1],...,[vy],[2z]) where z =W % v,, and
n—1 L
vy = M, 4, (Hz:l (Mz - Pum)) u, v, = (Hizl(Mi - Pl,ﬂh)) u
for « € {1,...,n — 1}. Finally, given input, output and proof, the verification

procedure tests membership in G for all elements expected to be group elements,
and accepts if the following pairing equations are satisfied:

1. [Vn]T = € ([Mn,rn] ) [Vn—l])§

2. vilp = e([M; — Pyg,], [vie1]) foralli € {1,...,n—1} and vo = u
3. [veilp = e([wi], [z]) for all i € {1,...,d}

4. y=lz] + ...+ [zn]

Theorem 10. The VRF in [Ros18] is not weakly unbiasable.

Proof. We provide an explicit adversary against weak unbiasability. Although
the VRF structure is reminiscent of |[Kohl19|, using the same strategy appears
harder due to extra structure of Py, P;. For this reason we propose a variant of
the above drawing ideas from the power of « attack. Crucially we will exploit
the fact that the admissible hash alphabet is {0,1}.

A initially samples u «* Z and two matrices S, T <83 2 such that t4 = eq
(where t4 is the d-th column of T') and u is an eigenvector of both. We can sample

18 Assuming the product to be from right to left, i.e. I Ms =M, ... - M.
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such a matrix T by sampling a, i «° Zg such that 4'u =1"e; = 0 and then
setting T'= I + a® u. The matrix S can be sampled similarly. Given the above,
define T'= Py — Py (this uniquely identifies Py whose only non-zero column is
the first, and P; whose first and last columns are respectively 0 and e;), and
M = S+ Py. Then both M — Py = S and M — P, = S+ T have u as an
eigenvector. There exists then 7y, 7 eigenvalues such that (M — Py)u =1, - u.

Next, A proceeds with the key generation sampling a; «° Z, and set-
ting M; = oM, Pg = a;Fy, Pi1 = o; Py, while My, o, M, are sampled
uniformly in Zg’d and w <5 Zg. Calling M = (My,...,Mp_1,Mpo, My 1),
Po=(Pio,...,Pyo) and Py = (P11,..., P, 1), it finally computes the verifica-
tion key

vk = (IM], [Py, [P1]  [u] , [w]):

Regarding its output guess, it samples 5 <* {0,1}, po «* {0,...,n — 1}, com-
putesa =aq ... ap_1, b1 =n — 1 — pg and sets
y* = [(a-nb® i) - W M, pu] .

Finally, on input = of hash AHF(z) = (z1,...,2,) € {0,1}", the function com-
putes output and proof (y, ) as in the original scheme. In particular, the proof
is accepting as by construction all the pairing equations are satisfied.

Finally we bound the advantage of A. By construction the discrete logarithm

of y is (calling sp, s; the number of 0 and 1 in (z1,...,2,))
~T ‘ n—1 s . aTar n—1 B
W Mg, (Hizl (Mi = Pio) |u = a-w Mg, Hi:l (M = Py,) Ju

n—1
= (a-m5" - my") - W Mg, u.
In particular y = y* if and only if 8 = z,, and g = s¢ (note po = s = 1 = $1).
Hence

1

Advm_bias(A) = Pr [y:y*} = Pr [ﬁ:l’na NOZSO] = m

Thus, A breaks weak unbiasability as its advantage is significantly greater than
1/|Zy| = 1/p. O

B.3 Invertible VRF

|Bra25| proposed an attack against the so-called invertible VRFs. This attack
can be applied against the construction of [DP07|. Since this is a useful result
to make our taxonomy complete, we recall it here.

Definition 12 (Invertible VRF [Bra25|). Let VRF = (VRF.Gen, VRF.Eval,
VRF.Vfy) be a VRF. We say that VRF is invertible if there exists an algorithm
VRF.Inv such that for each key pair (sk,vk) < VRF.Gen(1*) and each preimage
x € X it holds that VRF.Inv(sk,y) = « where (y, ) := VRF.Eval(sk, z).
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Remark 3. Note that the notion of (perfect) invertability requires the VRF to
be injective.

Theorem 11. [Bra25] Let VRF = (VRF.Gen, VRF.Eval, VRF.Vfy) be an invert-
ible VRF, then VRF cannot be unbiasable.
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