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Abstract

Authenticated Private Information Retrieval (APIR) enables a client
to retrieve a record from a public database and verify that the record
is “authentic” without revealing any information about which
record was requested. In this work, we propose TAPIR: the first
two-server APIR scheme to achieve both sublinear communication
and computation complexity for queries, while also supporting up-
dates. Our scheme builds upon the unauthenticated two-server PIR
scheme SinglePass (Lazzaretti and Papamanthou, USENIX’24). Due
to its modular design, TAPIR provides different trade-offs depending
on the underlying vector commitment scheme used.

Moreover, TAPIR is the first APIR scheme with preprocessing
to support appends and edits in time linear in the database parti-
tion size. This makes it an ideal candidate for transparency applica-
tions that require support for integrity, database appends, and pri-
vate lookups. We provide a formal security analysis and a prototype
implementation that demonstrates our scheme’s efficiency. TAPIR in-
curs as little as 0.11 % online bandwidth overhead for databases of
size 222, compared to the unauthenticated SinglePass. For databases
of size > 2%, our scheme, when instantiated with Merkle trees,
outperforms all prior multi-server APIR schemes with respect to
online runtime.

Keywords

Private Information Retrieval, Authenticated PIR

1 Introduction

Private Information Retrieval (PIR) enables a client to retrieve a
record from a public database without revealing any information
about which record was requested to the server(s) holding the data-
base. With growing concerns around digital privacy, PIR has gained
a lot of attention in both academia and industry, and has been the
focus of extensive research, e.g., [KC21, CHK22, HHC*23, LP23,
LP24]. Notably, PIR has many real-world applications such as trans-
parency systems [HHC* 23, CNC*23], private web search [HDCZ23,
ABG*24], private messaging [CSM*20, AS16, LTW24], and private
lookup [KC21, Res24]. PIR has even been deployed at large scale
by Apple to enable private caller ID [Res24].

While PIR has been touted as a solution for various use cases,
there is a gap between the functionality provided by existing PIR
schemes and that required by real-world systems. Practical systems
demand more than just query privacy: they require low-latency, sub-
linear query performance, robust integrity guarantees against adap-
tive adversaries, and provably secure support for dynamic databases.
For example, data structures used in transparency applications
must support appends and provide integrity (see e.g., [MBB*15,

MKKS*23, CDGM19, TBP*19, HHK*21]), and may require addi-
tional guarantees such as append-only properties. Furthermore,
these systems must operate securely even in the presence of ma-
licious servers, and where PIR is only one part of a larger system.
However, existing PIR protocols do not satisfy all of these require-
ments simultaneously.

A particularly subtle threat in the presence of malicious adver-
saries are selective failure attacks. If a malicious server answers a
client’s query arbitrarily, the client may detect the error and choose
to abort. If the server can observe whether or not the client aborts,
the client’s behavior may leak information about the queried index,
thereby violating PIR’s core goal of query privacy. This attack be-
comes especially problematic when PIR is used as a building block
in a larger system—a reasonable assumption for real-world PIR use
cases, such as Key Transparency (KT) or secure messaging. Simply
verifying the correctness of the returned record may be insufficient
to ensure that a PIR scheme achieves both integrity and privacy
with abort [KO97].

To address the problem of selective failure when providing in-
tegrity in PIR, Colombo et al. [CNC*23] recently introduced Au-
thenticated PIR (APIR). APIR enables a client to succinctly retrieve
information from a public database while guaranteeing both privacy
and integrity of the retrieved record. A server’s attempt to mount a
selective failure attack should result in the client aborting with equal
probability, regardless of the record queried. Recent works have pro-
posed APIR schemes for both the single- [CNC*23, DT24, FMS24,
dCL24] and multi- [CNC*23, WLZ*23] server settings. Although
these schemes ensure both privacy and integrity, they leave open
the question of whether such strong guarantees can be achieved
alongside the sub-linear query performance and update support
required by real-world applications. In particular, prior APIR work
has computational server complexity linear in the database size
for answering a query. In the single-server setting, this overhead
is required to ensure that the server does not learn any informa-
tion about the requested record. In the multi-server setting, this
overhead stems from a lack of database preprocessing, a technique
commonly used in state-of-the-art PIR schemes [KC21, LP23, LP24]
to reduce query-time costs.

Given the gaps in the literature, we ask the following question:

“Can we design a multi-server PIR scheme that (1) achieves
query computation and communication costs that are sublin-
ear in the database size, (2) provides integrity while mitigating
selective failure attacks, and (3) supports updates? ”

1.1 Contributions

In this work, we answer the above question affirmatively by propos-
ing TAPIR: the first two-server APIR protocol with preprocessing



that achieves sublinear bandwidth and computational query com-
plexity, and supports efficient updates, i.e., additions and edits.

New Definitions (§2). The combination of functionalities we
aim to support requires a new interface compared to prior work.
Prior APIR schemes were either multi-server without preprocess-
ing [AB25, CNC*23], single-server [CNC*23, AR25, DT24], or did
not include updates in the client-preprocessing model [FMS25].
To this end, we introduce a new syntax to formalize updateable APIR
with preprocessing, along with formal definitions of correctness, in-
tegrity, and privacy with abort. Our formalization captures both
the single-server (k = 1) and multi-server (k > 2) settings. Our new
game-based definitions for security capture a powerful adversary
who can choose which server to corrupt (for k > 2), select the
database, and adaptively issue lookup and update queries. For k > 2
servers, our model assumes a malicious-but-non-colluding setting,
in which all but one servers may be malicious. Privacy of the re-
trieved records and integrity of the database are preserved as long
as one server behaves honestly.

A New Scheme (§ 5). We present the first two-server APIR
scheme with query complexities sublinear in the database size.
Our construction, TAPIR, builds on SinglePass [LP24], a state-of-
the-art two-server PIR protocol with efficient client preprocessing
but no authentication guarantees. To provide integrity, we com-
bine SinglePass with a vector commitment (VC) scheme, carefully
ensuring protection against selective failure attacks. This protection
is not trivial, as a client should abort with equal probability when
receiving incorrect information regardless of the queried record.
Our scheme treats the VC as a black-box primitive, only requiring
that the commitment be deterministic. This design offers implemen-
tation simplicity for practitioners while ensuring direct benefits
from future advances in VC constructions. Additionally, our ap-
proach offers efficiency trade-offs between runtime and bandwidth
depending on the choice of commitment scheme used. We demon-
strate these trade-offs experimentally in § 6. For example, instanti-
ating TAPIR with Merkle trees yields smaller server runtime than
all prior multi-server APIR schemes, whereas instantiation with
Pointproofs [GRWZ20] provides online bandwidth comparable to
the unauthenticated SinglePass. This adaptability allows TAPIR to
be tuned to the requirements of diverse applications.

Support for Updates (§5.2). We extend our scheme to support
updates, making TAPIR the first APIR scheme with preprocessing
that handles dynamic databases in an efficient and provably se-
cure manner. This extension significantly enhances TAPIR’s utility
for applications such as transparency logs, where records are con-
tinually appended or modified. We provide new definitions for
updatable APIR with preprocessing under adaptive adversaries in
a game-based model to ensures that strong security guarantees
back our treatment of updates. While SinglePass [LP24] adopts a
simulation-based privacy definition that only establishes security
for their static scheme under non-adaptive queries, we prove that
correctness, integrity, and privacy hold even against malicious ad-
versaries who can adaptively and arbitrarily issue both lookup and
update queries.

Evaluation (§6). We implement and evaluate our scheme to
showcase its query efficiency compared to prior work. TAPIR out-
performs both multi-server APIR schemes of [CNC*23] on larger
databases with respect to online runtime. Moreover, our scheme
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performs similarly to non-authenticated state-of-the-art schemes of
the same kind in the online phase, while incurring small overhead
due to authentication. Concretely, TAPIR requires as little as 0.11 %
more bandwidth than SinglePass for databases of size N = 220 when
instantiated with a state-of-the-art algebraic VC scheme such as
Pointproofs [GRWZ20] and 13.11X greater runtime compared to
SinglePass when instantiated with Merkle trees. This additional
cost is a small price for provable, significantly stronger security
guarantees. To assess TAPIR’s practicality for KT, we conducted our
experiments for 32 B records—a typical key size in KT. The results
show that our scheme scales well for larger databases (N > 2%%)
while maintaining efficient runtimes and bandwidth for the on-
line phase and for updates. To ensure efficiency for even larger
databases, our scheme can be extended in a black-box manner by
leveraging database partitioning and future improvements to VCs.

1.2 Prior Work

This section provides an overview of the related works on APIR
and multi-server PIR.

Multi-Server PIR. “Traditional” PIR schemes with multiple servers
[CGKS95, GI14, BGI15, BGI16] incur server computation linear in
the database size. The client-preprocessing model [CK20] shifts
much of this cost to an offline preprocessing phase, in which the
client and server(s) jointly process the database, allowing the client
to query the database more efficiently in the online phase. This ap-
proach has since led to two-server schemes with sublinear online
complexities [KC21, LP23, LP24]. SinglePass [LP24] improves over
prior client-preprocessing schemes [CK20, KC21, LP23] with an
offline phase that only requires a single pass over the database,
while also supporting updates.

Authenticated PIR. The aforementioned schemes only guaran-
tee privacy and integrity against honest servers, whereas APIR
schemes extend these guarantees to malicious servers and pro-
tect against selective failure. Colombo et al. [CNC*23] first formal-
ized APIR and proposed both single- and multi-server schemes.
Their single-server schemes require a trusted setup to generate an
honest digest. This setting is also used in VeriSimplePIR [dCL24].
The scheme of Dietz and Tessaro [DT24] avoids a trusted setup,
but only supports 1-bit records without a concrete cost analysis.
Balanced-PIR [AR25], concurrent work to ours, proposed a single-
server stateful verifiable PIR scheme that avoids the trusted setup
by having the client initially download the database and verify the
digest generated by the server. It achieves sublinear amortized com-
putation with small client storage. However, while this scheme also
supports updates, its security definitions only capture the privacy
of look-up queries.

Multi-server schemes eliminate the need for a trusted digest as
long as one server is honest. Colombo et al. [CNC™*23] authenticate
a linear PIR scheme using Merkle trees. They also propose a sec-
ond two-server APIR scheme that uses a message authentication
code (MAC) [DPSZ12] to verify server responses. We refer to these
constructions as APIR-Matrix-MT and APIR-DPF, both of which
incur online computation linear in the database size.

Crust [WLZ*23] extends [CK20] to provide verifiability, but its
security relies on the strong assumption that the dedicated pre-
processing server is honest. This assumption is much stronger
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than those of related multi-server APIR schemes [CNC*23], which
assume at least one of the servers to be honest without speci-
fying which one. Alon and Beimel [AB25] modify the compiler
of [EKN22] to generically transform a semi-honest PIR scheme into
one with security-with-abort. Falk et al. [FMS25] present a generic
compiler that converts a PIR scheme into a malicious-secure PIR
scheme in both single- and multi-server settings.

2 Preliminaries

We denote the set {1,...,n} by [n] and vectors in boldface, e.g.,
v = (v, ..., 0,). For some subset of indices S C [n], we use v[S] =
(v; : i € S) to denote the subvector indexed by S.

We consider a database DB with N € N records, each of size £,
ie, DB € {0,1}N* Our scheme divides the database into Q parti-
tions of size M where Q = [N/M]. We denote the g-th partition by
DBy. Our scheme also builds a second database DB that contains
opening proofs, each of size £,. We let DB,[m] denote the m-th
record in DB, and I3T3q[m] denote the corresponding proof for
m € [M]. The databases are padded to their maximum capacity
of M - Q with 0-records if N < M - Q.

To allow database updates, initial fixed values are denoted by
Ninit for the database size, Qi for the number of partitions, and
DBinit for the sequence of records at the start of the protocol. Dur-
ing protocol execution, these values may change; hence, we use N,
Q, and DB, respectively.

For clarity and convenience, we also use the dot notation from
object-oriented programming to refer to a particular element of
a tuple. For example, if the server state is sts = (DB, ISB) then
we write sts.DB to access the database directly. We also use this
notation to append values to a tuple, e.g., stc.pp <« pp denotes
adding public parameters to the client’s state. In text, we might
refer to common values directly instead of using the above notation,
e.g., N instead of pp.N.

The symbol L either denotes an empty value or that verification
has been unsuccessful and that the client has aborted.

2.1 Vector Commitments

Vector commitments (VCs) enable a party to commit to a sequence
of elements and later open the commitment and prove the value
at a particular index. Merkle trees are one way to implement such
a primitive. However, vector commitments often additionally re-
quire that the proof be succinct, i.e., that the size of the proof is
independent of the length of the vector. Examples of such suc-
cinct constructions include the original work on VCs [CF13] and
Pointproofs [GRWZ20].

Definition 1 ([CF13]). An updateable vector commitment VC
is a tuple of five algorithms with the following syntax:

e ppyc « ParamGen(1%, n) takes a security parameter A and the
size of vectors to be committed n = poly(A). It outputs public
parameters ppy. We assume the public parameters to be an
implicit input to the remaining algorithms.

e V « Commit(v) takes a vector v and outputs commitment V.

e 7« Open(i,v) takes as input index i € [n] and a vector v and
it outputs a proof 7.

o b « Verify(V,S,v[S], 7) takes as input a commitment V, index
subset S C [n], values v[S], and a proof . It outputs bit b = 1 if
V is consistent with v[S] and b = 0 otherwise.

o V' « Update(V, S, v[S],v'[S]) takes as input a commitment V
and updates the values at the indices in S from v[S] to values
v’ [S]. It outputs a commitment V' to the updated vector.

For security, we require that a commitment cannot be opened to
different values at the same index. More formally, a vector commit-
ment scheme is binding if for every n and every adversary running
in time poly(1), the probability of finding a commitment V and
tuples (S, v, ), (S, v/, ') such that v[SN §’] # v/ [SN '] and

Verify(V, S, v, w) = Verify(V, 5", v/, x') = 1

is negligible in A.

In the context of our APIR protocol, the hiding property is not
required, since we assume that the database is public. For correct-
ness, our protocol requires Commit to be deterministic. This is
the case for Pointproofs and Merkle trees, the two VC schemes
considered in this work.

2.2 Permutations

Generating permutations. Random permutations over “small” do-
mains can be sampled using the Fisher-Yates shuffle, also known as
the Fisher-Yates-Durstenfeld-Knuth shuffle [Dur64, Knu97, FY53].
At a high level, the algorithm takes as input a list of elements
(from the set we wish to permute) and traverses the list, each time
swapping the current element with a random element from the
remaining list. This algorithm can sample an unbiased permutation
of the set [N] in O(N) time. We restate the following lemma.

Lemma 2.2.1 ([Dur64, Knu97, FY53]). Forany N € N, there exists
an algorithm Permute(N) that can output a permutation oy of the
set [N] sampled uniformly from the set of all permutations of [N],
in O(N) time.

Both SinglePass and this work rely on this lemma for efficient
and secure permutation generation.
Cycle notation. In our examples, we use cycle notation to com-
pactly represent permutations. Cycle notation is used to describe
a permutation o : S — S as a list of disjoint cycles. Each cycle
follows an element in S by repeatedly applying o until the starting
element is reached. As a concrete example, consider the permuta-
tiono =(4312)definedby4—3, 31 12 24,

If all elements in S are contained in the cycle, then we are done,
otherwise we pick an element in S not in the previous cycle(s) and
start a new cycle:

o (x o(x) 0(0(x) (Y o(y) o(o(®)) ).
where x,y € S. As a concrete example, consider the permutation
o’ definedby 1+ 3, 2+ 1, 3+ 2, 4> 4. which can be
expressed in cycle notation as (1 6’ (1) ¢’ (¢’(1)))(4) = (1 3 2)(4).

2.3 Private Information Retrieval

Private Information Retrieval (PIR) allows a client to retrieve an ele-
ment of a database without the server holding that database being
able to determine which element was retrieved. While this problem
admits a trivial solution that achieves perfect privacy—the client



downloads the entire database—the communication complexity is
linear in the database size. This overhead is problematic for many
real-world use cases where databases are large and client storage
is limited. PIR therefore focuses on succinctness to achieve query
communication complexity sublinear in the database size.
State-of-the-art two-server PIR schemes achieve both sublinear
query communication and computational cost under computational
security guarantees [CK20, KC21, LP23, LP24]. In these schemes,
the servers and client jointly preprocess the database to compute a
hint that allows the client to efficiently query the database.
Standard PIR threat models typically assume non-colluding, semi-
honest servers and only guarantee privacy under these assumptions.
However, in practice—especially when PIR is used as a subprotocol
within a larger system—a malicious server may choose to serve
a wrong answer and observe whether a client aborts. This side-
channel enables an attack known as a selective failure attack, which
can leak information about the queried index and violate the query
privacy guarantees. To provide privacy in the presence of this side-
channel, new security definitions and constructions for APIR have
been proposed e.g., [CNC*23, FMS25, AB25, DT24, dCL24, AR25].
In the next section, we extend the prior work and formally introduce
two-server APIR with client-preprocessing and support for updates.

3 APIR with Preprocessing

In this section, we formalize APIR with preprocessing (Def. 2) and
support for updates (Def. 3). An updatable APIR scheme allows
the servers to update the database by editing and deleting existing
values and adding new values.

We further state the threat model (§3.1) and define the required
properties of correctness (§3.2.1), integrity (§3.2.2), and privacy
with abort (§3.2.3). Our formalization captures APIR schemes with
k > 1 servers, thus it also captures related work [AR25]. We note
that the security definitions for the single- and multi-server settings
differ in their threat model. While the multi-server setting assumes
at least one honest server, this is not the case in the single-server
setting. We address this in § 3.1; the additional steps for k > 2
servers in the security games and oracles are highlighted in teal.

We distinguish between initial fixed-value protocol parameters
and those that might change during protocol execution via, for
example, updates (see §2). Additionally, we assume that the database
is stored as part of the server state.

Definition 2. A k-server APIR scheme with preprocessing,

for an input vector DBy € {0, 1}Ninit*4 where Ninit, £ € N, and

setup parameters sp, comprises of the following seven algorithms
which all take the security parameter A as an implicit input:

o (sts,,pp;) < Setup(sp, DBjnit) is executed by each server b €
[k] and takes as input setup parameters sp and a vector DBjpjt.
It outputs server state sts, and public parameters pp,,. The server
state includes the database DBy, (initialized using DBj,it and
possibly modified).

o (stc,hq) « RequestHint(pp) takes the servers’ public param-
eters pp = (ppy)ve[k] as input and outputs the client state stc
and hint queries hq = (hqy)pe(«]-

° (st’sb, resp,) < AnsHintReq(sts,, hq,) is executed by each server
b € [k] and takes as input the server state sts, and hint query
hq,. It outputs server state st’sb and response respy.
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° (st’c, hint) « VerSetup(stc, resp) takes as input client state stc,
and server responses resp = (resp,)pe[k]. It outputs updated
client state st’c, and hint hint.

o (st;,qry) < Query(stc, idx) takes as input client state stc and
index idx € [N]. It returns updated client state st and queries
qry = (qryp)pe[«]-

. (st’sb, ansp) < Answer(sts,,qry,) is executed by each server
b € [k] and takes as input the server state sts, and query qry,,.
It returns the server state st;b and answer ansy,.

e (st/, x, hint") « Recon(stc, hint, ans) takes as input client state
str., hint hint, and answers ans = (ansp)pe[]. It returns updated
client state st’c, arecord x € {0,1}", and hint hint’.

We include setup parameters sp as part of the input to Setup to
account for any values used to parameterize the scheme, including
parameters generated during a trusted setup phase (e.g., the public
parameters of vector commitments).

Definition 3. An updateable k-server APIR scheme with
preprocessing, is a two-server APIR scheme with preprocessing,
with two additional algorithms:

. (st’sb, pp,, Up) < UpdateDB(sts,, U) takes as input server state
sts, , and update information U. It outputs the updated state st'b,
updated public parameters pp;, and update information U,

° (st’c, hint’) « UpdateHint(stc, hint, pp, U) takes as input the
client state stc, hint hint, and, from each server b € [k], the
parameters pp <« (pp,)sex] and update information U «
(Up)perk]- It outputs the updated client state st/., and hint hint’.

An APIR scheme with preprocessing in both the static (Def. 2)
and the dynamic (Def. 3) setting must satisfy correctness, integrity,
and privacy with abort. We define these notions in §3.2 according
to the threat model specified below.

3.1 Threat Model

Standard PIR schemes do not provide integrity of the responses
and, as such, cannot guarantee correctness if one/the server is ma-
licious. In this work, we consider a stronger threat model in which
privacy and integrity are guaranteed even if one or multiple servers
act malicious. Malicious servers may deviate from the protocol at
any phase of the protocol and may serve incorrect responses or
“garbage” to the client.

We consider different threat models for the the single- and multi-
server settings: in the single-server setting, privacy, and integrity
should still be guaranteed, even if the single server acts malicious. In
the multi-server setting, we assume that at least one server is semi-
honest and does not collude with the other (possibly malicious)
servers. In particular, for our two-server APIR scheme TAPIR, this
assumption ensures that one of the servers behaves semi-honestly.

We note that if all servers act maliciously, they could (by coin-
cidence or via additional information) modify the database in the
same manner, hence fooling the client into accepting incorrect in-
formation. Without making strong assumptions about the database,
we cannot bound this probability and, therefore, require at least
one semi-honest server.
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Game Ggg”{AP'R (4,sp)

Cames [ O™ )| 45 )

2: win « false,resp « L,pp « L

3 Initialization

4: (stg, DBinit) < Ao (sp)

5: Setup

6: forb € [k]do

7:  (sts,,pp-ppp) < Setup(sp, DBinit)
8: Preprocessing

9: (stc,hq) « RequestHint(pp)

13:  (stg, hint) « VerSetup(stc, resp)
14: ste « stg
15 : Oracle phase

O, 3,0 .
16 - ~7{1 QueryCorr(-)>“UpdateCorr(-) (Stﬂ)

1: global win, hint, stc, (stsb Ybelk] 1:

8:

10: forb € [k] do 9
11: (stgb,resp.respb) « AnsHintReq(sts, , hq[b]) 10+

11:
12: sts,, < st;h

17: return win 16:

17 @

global ,\rl;ch;i, good, inpt, hint, stc, sts, tq, tu

inpt «— L, #q,t, < 0
Initialization

(sta, g0od, (PP )be[k]\good )> DBinit) ¢ FAo(sp)
Setup

(sts, PPgood) < Setup(sp, DBinit)

Preprocessing
(stc, hq) « RequestHint((ppy)pe(k])
(stf, respgm}d) «— AnsHintReq(sts, hqgwd)
(st'z, (respy )bek\good)) < A (sta, (hqp)bek]\good))
(stg, hint) « VerSetup(stc, (respy,)pe(k])
ste « stg, st « sty

Oracle phase

Oquerylint (*):OReconint ():OUpdatelnt (*)
A, (st'’s)

Figure 1: The games for APIR correctness (left), integrity (right, solid box), and privacy (left, dashed box). The corresponding
oracles are defined in Fig. 2. Highlighted code only applies to the multi-server setting (k > 2).

3.2 Security Properties

In this section, we define the security properties of an updatable
APIR scheme with preprocessing (Def. 3). We note that the defi-
nitions for APIR with a static database are the same, except the
adversary has no access to any Update oracles. These static defini-
tions are excluded for succinctness.

Before we go into the details of these definitions, we provide
some context for our game-based security definitions and the capa-
bilities of the adversary. We define the security games in Fig. 1 and
the corresponding oracles in Fig. 2. The code and descriptions that
apply only to the multi-server setting—where we assume a “good”
server—are highlighted in teal.

Let APIR be a (possibly updateable) two-server APIR scheme
with preprocessing. The games take as input security parameter A
and setup parameters sp, and they track global variables throughout
oracle calls. These variables include the state of the client and of
the honest server.

We assume that all adversary outputs are well-formed and within
the correct domain. The adversary has the capability to choose the
initial set of records DByt for the protocol execution in all games.
In the privacy and integrity games, the adversary also chooses an
index good € [k] that defines which server is honest. Additionally,
the adversary is adaptive and has access to a set of oracles. These
oracles can be executed in any order and depend on the game.
We assume an efficient adversary that makes at most T calls to
a query oracle and at most T, calls to an update oracle, such that
Ty + T, < poly(A).

The games ensure that the algorithms of the offline phase are ex-
ecuted in the required order, i.e., Setup, RequestHint, AnsHintRegq,
VerSetup. The games, oracles, and protocol description could be
adapted to move this requirement into the protocols themselves.
We exclude this here for simplicity.

3.2.1 Correctness. An APIR scheme is correct if, when a client re-
quests the record at index idx, it receives the correct value stored at
that index in the database, i.e., DB[idx]. Correctness is guaranteed
to hold only when both the client and the servers behave honestly.

Definition 4. Let APIR be an updatable k-server APIR scheme with
preprocessing, let A € N be the security parameter, and let sp be a
well-formed and honestly generated setup parameter. Let Gﬁ,‘;”{AP'R
be the correctness game for APIR defined in Fig. 1 and Fig. 2. The

advantage of an adversary A playing this game is defined as
Advgapir(A) = Pr [GRoiR """ (A sp)] -
We say that APIR is correct if Advypr (1) = 0 for all PPT A.

3.2.2 Integrity. We define integrity against adaptive queries (and
updates) for APIR schemes. Informally, an APIR scheme satisfies
integrity if the client outputs either the correct value or aborts
with L, except with negligible probability negl(1).

Definition 5. Let APIR be an updatable k-server APIR scheme with
preprocessing, let A € N be the security parameter, and let sp be a
well-formed and honestly generated setup parameter. Let GK‘FEI'QP'R
be the adaptive integrity game for APIR defined in Fig. 1 and Fig. 2.
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Oracle OQueryInt (idx) Oracle Oreconint ((ansp)pe [k]‘\good)

Oracle Oupdatelnt ((PPp)be [k]\goods (Up)be [k]\good> U)

1: (st qry) < Query(stc, idx) 13 (ansgood, idx) « inpt

(st ansgoed) < Answer (sts, qry[good]) 2: (stg,x, hint") < Recon(stc,
hint, (ansp)pe(k])
if x # L A x # DB[idx] then

win < true

inpt « (ansgood, idx)
sts « stl, ste « sty

return qry[ [k]\good]

Oracle Oquerypriv (idxo, idx1 )

stc « stg, hint « hint’, inpt « (L, 1)

Oracle Ogeconpriv ((ansp ) pe k] \good)

1: (stg, PPgoods Ugood) <~ UpdateDB (sts, U)

2: (stg, hint’) « UpdateHint(stc,
hint, (ppg)oex]> (Up)be(k])

3: ste « sty, hint « hint’, stg « st}

Oracle Oupdatepriv (PPp ) be k] \goods (Ub)be[k]\goods U)

1: if tg < Ty then 1: ansged < inpt

2: (ste, qry) « Query(ste, idxp, ) 2:

3: (sts, ansgged) < Answer(sts, qry[good]) 3: if x = L then

4: inpt < ansggoq 4: abort-bit « true

5: sts « st ste = st, tq « g+ 1 5: else abort-bit « false

6: return qry[ [k]\good] 6: stc « sty, hint « hint’, i

7: return abort-bit

Oracle OQueryCOrr(idX) Oracle OUpdateCer(U)

(st x, hint") « Recon(stc, hint, (ansp)pefx])

1: if ty, < T, then

2: (sts, PPgoods Ugood) <= UpdateDB (sts, U)
(stg, hint”) « UpdateHint(stc,

hint, (ppy)be(k]s (Up)be(k])
ty «—ty+1

3:

npt « L sts « sty, ste « st, hint « hint’

1: (Upp) « 12
for b € [k] do

(sts, - pp-ppp, U.Up)

(ste, qry) < Query(stc, idx)
ans «— L
forb € [k] do

(st'sb, ans.ansp) «— Answer(stsb, qry[b])

2:
3:

. ’
4: Stsb “— Stsb
sts, — st’sb 5.
(stg, x, hint") « Recon(stg., hint, ans) 6:
if x # L A x # DB[idx]) then

win « true

stc « st., hint « hint’

stc « stg, hint « hint’

(stg, hint’) « UpdateHint(stc, hint, pp, U)

UpdateDB(sts, , U)

Priv-APIR

GInt-API R (tOp), GAP|R

APIR (middle), and G

Figure 2: Oracles for

The advantage of an adversary A playing this game is defined as
AdVY \pir (1) = Pr [GRERTR (4 sp)] -

We say that APIR achieves integrity against adaptive queries and

updates if Adv'y \p (1) < negl(2) for all PPT A.

3.2.3  Privacy. An APIR scheme is considered private if the server(s)
gain no information about which record the client queries. This guar-
antee must hold even if the server(s) learn whether the client out-
puts the error symbol L and aborts during reconstruction. This
stronger notion of privacy was introduced in [CNC*23] and is
designed to protect against selective-failure attacks. In this work,
we formalize privacy against adaptive queries and updates via a
left-or-right indistinguishability game. At the start of the game, a
random bit b.p, is chosen. The adversary submits two indices to
the Oquerypriv Oracle, but only the bepayi-th index is used to execute
the query. At the end of the game, the adversary must guess which
bit was selected.

Definition 6. Let APIR be an updatable k-server APIR scheme with
preprocessing, let A € N be the security parameter, and let sp be a
well-formed and honestly generated setup parameter. Let Gig‘[’éAP'R
be the privacy game against adaptive queries (and updates) for

APIR defined in Fig. 1 and Fig. 2. The advantage of an adversary A

Corr-APIR
APIR

(bottom). Highlighted code only applies if k > 2.

playing this game is defined as

Advpriv

Piapir (D) = [Pr [GRERAPR (A, sp) |

-5t
We say that APIR achieves privacy against adaptive queries if

Ad"%\pm(ﬂ) < negl(A) for all PPT A.

4 Upgrading SinglePass to Malicious Security

We start by providing a brief overview of the unauthenticated two-
server PIR scheme with client-preprocessing, SinglePass [LP24].
We then outline the challenges and solutions to upgrading Sin-
glePass to malicious security.

4.1 An Overview of SinglePass

To achieve privacy in SinglePass, the two servers are assigned
distinct roles. Server 1 is responsible for computing the hint dur-
ing the offline phase and providing updates to it during the on-
line phase. These hint updates ensure that queries remain inde-
pendent over time, thereby preventing information leakage across
multiple queries. Server 2 is responsible for supplying the values
required for the client to reconstruct the queried record during the
online phase. Crucially, because the hint is used to generate the
client’s queries, the hint server must not have access to the values
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(a) Database DB and its parti- (b) Original permutation and hints.
tion. The index of each record The i-th hint is computed by XOR-
within its partition is shown ing the records at indices o;(i) for
inside the box and the corre- j € [3] (records contributing to the
sponding index in the original same hint are highlighted in the
database is indicated above. same color).

ay, [ 2 Jor

H

(¢) Queries for retriev- (d) Updated permutation and hints.
ing DB[7] = DB;[3] are The client updates the permutations
qryz = [o1(1),r,03(1)] by swapping the mappings highlighted
in (c). The hints are then updated ac-

where r£[4] and qry; is
cordingly.

randomly sampled.

Figure 3: An example of the SinglePass scheme [LP24] for a database DB with N =12, Q0 =3,and M = N/Q = 4.

used to reconstruct the queried record. Otherwise, it could correlate
the hint with the responses and infer the client’s queried index.

We begin by assuming the servers share a database DB of size N,
which is partitioned into Q disjoint sub-arrays, each of size M. The g-
th partition is denoted DBy = DB[(q— 1) - M +1: g - M], where
Q = [N/M]. The database is padded to its maximum capacity.

We provide a running example of the scheme in Fig. 3, and show
a database partition for N = 12 and Q = 3 in Fig. 3a.

Offline phase. The offline phase starts with Server 1 sampling a
permutation oy for each partition DBy, g € [Q]. For each m € [M],
the server computes the hint A, = @qe[Q] DBy[og4(m)] and sends
hint = (hy, ..., hy) to the client (with the seeds for generating the
permutations). In Fig. 3b, we give an example of three permutations
and the hint they result in. Concretely, for h;, we have that

hy = ) DB1 [04(1)] = DB, [2] ® DB,[3] & DB [3].
q<(3]

Online phase. To issue a query for an index idx € [N], the client
must first find the partition, ¢*, and index within the partition, m*,
that map to the index idx in the original database, i.e., DB[idx] =
DBg+ [m*]. The client then computes ind € [M] such that oy (ind) =
m* and an array of indices defined as qry, = [o4(ind) : g € [Q]].
Next, the client replaces qry,[m*] with a randomly sampled value
in [M] (thereby hiding the index of interest and ensuring query
privacy). In Fig. 3¢, we give an example for querying idx = 7 which
corresponds to (g%, m*) = (2, 3). The client computes ind = 1 since
02(1) = 3andsets qry, = [01(1),7,03(1)] = [2,r, 3] wherer <= [4]
is random.

In parallel to computing array qry,, the client also samples
1, TQ <$ [M]9, and sets qry, = [oq(rqg) = q € [Q]]. The arrays
qry, and qry, are then sent to the respective servers. The servers
respond by sending an array of the records at the requested indices.

Given the answer from Server 2, [DBg[qry,[q]] : g € [Q]],
the client can recover the desired record as follows:

DB[idx] = DBy:[m"] =| () DBylary,[q]] | @ hina-

q<[Q]
q#q"

Finally, the client takes the answer from Server 1, [DBg4[qry, [¢]] :
q € [Q]], and updates the hint, such that q # ¢* for q € [Q]:

hind = hing ® DB[qry,[q]] ® DB[qry,[q]]
hy, = hy, ® DB[qry,[q]] ® DB[qry,[q]].

Figure 3d gives an example of the refreshed hint.

The privacy of SinglePass relies on the fact that the client sends
a pseudorandom vector of indices—based on the permutations—to
each server. If the queried index is in the set, the client replaces
it with a random index from the same range. The server receiv-
ing this vector does not know the permutations and, thus, cannot
identify which, or even if, an index was replaced. Lazzaretti and Pa-
pamanthou [LP24] state and prove this with their Show-and-Shuffle
theorem which we restate in Theorem A.1.1 in Appendix A.1.

4.2 Upgrading to Malicious Security

We now outline the challenges we encountered in extending Sin-
glePass to guarantee malicious security and privacy with abort.

Challenge 1: Computing the hint privately. In SinglePass,
the client and one server jointly preprocess the database to com-
pute a hint stored at the client. Upgrading this step to be secure
against a malicious server poses a challenge: a malicious server
cannot be trusted to compute the hint correctly. Our key insight is
to make the hint generation both private and verifiable. This could
be achieved using heavy cryptographic tools (e.g., distributed multi-
point functions [KKEPR24, BGH*25] or custom MPC protocols),
but we prioritize computational efficiency. Instead, we assume a
streaming model, in which both servers stream the database to
the client. The client checks that the records streamed from both
servers match and then computes the hint locally. Streaming—a
standard technique in PIR [ZPZS24, GZS24, GZSP25, AR25]—leaks
no information to the servers and significantly reduces their com-
putational cost compared to, e.g., SinglePass. Instead, the client
runs the preprocessing itself.

Challenge 2: Protecting against selective failure. Note that
the servers in prior multi-server APIR schemes [CNC*23] have



symmetric roles, i.e., both servers do the same operations (on dif-
ferent inputs). In existing PIR schemes with client-preprocessing,
one server typically generates and updates the hint, while the
other only answers queries. In contrast, to ensure privacy in the
offline phase against a potentially malicious server, we require both
servers to participate in the setup identically. This symmetry pre-
vents either server from gaining an advantage in violating privacy.
To achieve this, we adopt a stream-and-compare approach, as men-
tioned above. Other approaches may also be possible, e.g., by using
zero-knowledge proof techniques, which we leave as a direction
for future work.

In addition, we leverage vector commitments [CF13] to verify the
correctness of queried records. Vector commitments can be viewed
as a generalization of Merkle trees and Pedersen vector commit-
ments, both of which have been used in prior work [CNC*23, DT24,
FMS25, dCL24].

Challenge 3: Guaranteeing security of updates. Another
challenge was proving that integrity and query privacy hold when
adaptive lookup and update queries are made to the database. In con-
trast, the original paper [LP24] only proved security for queries to
static databases, and their security definition only considered non-
adaptive queries. We address this challenge by providing new game-
based security notions for updateable APIR with preprocessing.
Our games (see Fig. 1) consider an adversary with access to query,
reconstruction, and update oracles. The adversary may adaptively
choose to make a polynomial number of queries, and may even
interleave lookup and update queries arbitrarily. Care was taken
to strengthen our definitions by ensuring that trivial wins/losses
were excluded.

5 The Tarir Scheme

Our scheme proceeds in two phases: an offline phase, where the
client preprocesses the database, followed by an online phase, where
the client queries the server based on the preprocessed information.
The preprocessing phase allows communication and computational
complexities of the online phase to be sublinear in the database size.
This section first provides a high-level description of TAPIR for static
databases (§5.1) before extending it to updatable databases (§5.2).
Lastly, §5.3 states the correctness, integrity, and security of TAPIR.

5.1 Scheme Overview

Our scheme allows the client to abort in most stages of the protocol
if it does not accept the input from the servers. This is denoted by
the client’s internal abort state stc.abort being set to true. Once this
state is set to true, the client stops all computation and only out-
puts L. On input L, the servers also directly output L. The parties
do not proceed with any actual retrievals or computation; thus,
the protocol is effectively aborted. SinglePass, and consequently
our scheme, requires that the algorithms be executed in a strict
order. In particular, the client must run Recon after Query and be-
fore invoking either Query again or UpdateHint. This ordering is
enforced at the start of the client’s online algorithms by checking
whether stc.q* is set (for Recon) or unset (otherwise).

5.1.1 Setup parameters. The setup parameters sp = (Njpit, Qinits M,
£, A) specify the initial database size Njpt, the number of partitions
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Qinit, the size of each partition M, the size of each record ¢, and the
security parameter A. Our scheme is initialized with these setup
parameters sp and a vector of database records DBy € 0, 1NnitXfr,
The number of partitions is Qinit = [Ninit/M], which is tunable,
allowing for a trade-off between communication cost and computa-
tion time. The setup parameters also include any values required to
parameterize the underlying VC scheme, which we leave implicit.

5.1.2  Offline phase. The Setup algorithm—run by each server—
begins by partitioning DBi,it into Qini¢ partitions of size M and
padding as necessary to obtain DB. For each q € [Qinit], the servers
compute a vector commitment comy, to each partition DB such that
the m-th record committed to by com, corresponds to record DB [m].
For every record in DB, the servers also compute an opening proof,
storing it in a secondary database DB of the same size as DB, with
each proof stored at the same index as its corresponding record.
Using the setup parameters, the servers initialize the public param-
eters pp, which include the database metadata, security parameters,
and the database digest. Both servers maintain copies of DB and
DB, along with pp, as part of their state.

When a client joins the system, it first runs RequestHint, during
which it requests two things from the servers: (1) the public param-
eters and associated vector commitments that serve as a digest of
the database, and (2) a streamed copy of the database from which it
can compute a SinglePass-like hint. It first initializes the abort bit
stc.abort « false. To obtain (1), the client downloads the public
parameters pp; and pp, from Servers 1 and 2, respectively, and
checks if pp; # pp,. Since at least one server is honest, equality
guarantees that the digest was generated consistently. If the public
parameters differ, the client aborts. Otherwise, the client proceeds
to obtain (2) by sending a hint request to both servers.

On input of hint query hq, Server b € {1, 2} runs AnsHintReq.
If hq, # 1, the server proceeds to stream a copy of the database.
Streaming allows the client to verify the equality of correspond-
ing records across both servers, mitigating the risk of a malicious
server providing inconsistent data. If the received information is
not equal, the client aborts. Otherwise, it samples secret random
permutations oy, ...,00 : [M] — [M]—one for each partition of
size M—and computes the hint as h,, = @3:1 DBgy[og4(m)] and
sets hint = (hy, ..., hpr). This ensures that the hint is consistent with
the committed database while hiding its value from both servers.
The client then stores the verified public parameters pp, the com-
puted hint hint, and the client key ck (i.e., the set of secret permu-
tations) as part of its state, completing the offline phase.

5.1.3 Online phase. To retrieve a record from the database, the
client runs Query on this record’s index idx corresponding to (g*, m*)
€ [pp-Q] X [pp-M]. If the client aborted earlier, it simply outputs L
to the servers. Otherwise, the client continues with the protocol
and issues a query to each server. These queries are computed as
in SinglePass and consist of an array of database indices.

On receiving query qry,, server b executes Answer. If the client
did not abort, the server returns the records at the requested indices,
along with the corresponding opening proofs from DB, to the client.

Upon receiving ans; and ans; from the servers, the client exe-
cutes Recon, checking whether stc.abort = true and exiting early
if yes. Otherwise, it verifies all the proofs output by the servers
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Setup(sp, DBinit) — (sts,, pp;)

RequestHint(pp) — (stc, hq)

VerSetup(stc, resp) — (st hint)

1: (Ninit, OQinits M, -, ) « sp 1: ste < 0, ste.abort « false 1: Verify streamed records
2: Initialize (DB, ﬁ) — 02 (QinitM)Xtr) q | 2 Verify public parameters 2: if stc.abort V resp[1] # resp[2] then
3: DB[Ninit] < DBinit 3: if pp[1] # pp[2] then 3:  stc.abort « true
4: forq € [Qinit] do 4: stc.abort « true 4: return (stc, 1)
5: d.comyg < VC.Commit(DBy) 5: return (stc, 1) 5: (ck hint) « 12
6: Compute and store proofs 6: (hqy,hq,) « (“Stream DB, please!”)? 6: Generate permutations
7: form € [M] do 7: ste.pp « pp[1] 7: forq € [stc.pp.Q] do
8- ISTSq[m] — VC.Open(m, DBy) 8: return (stc, (hqy, hqy)) 8: ck.og < Permute(stc.pp.M)
. - . 9: DB « resp[1]
9: ppp — (M, £, 4,d), ppy-N  Ninit, AnsHintReq(sts,, hq,) — (sty ,respy) = hint as in Sinelepass
ppy-Q — Qinit b 10 ompute hint as in Singlepass
__ 1: if hq, = L thenreturn (sts,, 1) 11: form € [stc.pp.M] do
10+ return ((DB, DB, pp;). pp,,) 2: Stream database st
c-pp-Q
3: return (sts,, sts, .DB) 12: hinthy = P DBglck.og(m)]
q=1

13: ste.ck <= ck, ste.gx «— L
14: return (stc, hint))

Figure 4: The offline phase of our two-server APIR scheme.

Query(stc, idx) — (st;, qry)

Recon(stc, hint,ans) — (stz, x, hint’)

2: pp < stc.pp, {01, .., Opp.0} « ste.ck
3: q" « [idx/pp.-M]

4: m" « ((idx — 1) mod pp.M) +1

5: Findind € [pp.M], s.t. o4+ (ind) = m"
6: (F',ri,..rppo) < [pp.M]PP-C*!

7: (qry;,qry,) < 12

8: forq € [pp.Q] do

91 qry;.qry; 4 < 0q(rg)

10 : qry,.qry, 4 < 0g(ind)

11: if ¢ # q" then

12: Swap 04 (ind) and o4 (rg)
13: else qry,.qry, g« < 1*

14: ste.ck & {o,...,0pp.0}
15: stc « (q%,ind, qry,, qry,)
16 : return (stc, (qryy, qry,))

Answer(sts,, qry;,) — (st’sb, ansp)

1: if qry, = L thenreturn (sts,, 1)

2: DB « sts, .DB, DB « sts,.DB

31 Q « sts,.pp.Q

40 (Arypp-Arypo) < ary,

5: return [DBg[qry, ,11IDBglary, 1 1q € [Q]]

1: if stc.abort V stc.gx # L then return (ste, L, 1) 1:
2:

17 :

20 :
21:
22 :

if stc.abort V stc.g* = L then return (stc, L, 1)
pp < stc.pp, ind « ste.ind, g* « stc.q”
(Qryyp - Qrygpp.0) < ste-qry;
(Qryy 1, - Aryzpp.0) < Ste-qry,
((recy1]lrmy), ..., (recipp.ollmipp.0)) < ans[1]
((reca1|]7m21), ..., (recapp.ol|mopp.0)) < ans[2]
(comy, ...,compp o) < pp.d
(hy, ...

Verify commitments
for g € [pp.Q] do

forb € {1,2} do

v < VC.Verify(comg, qry;, 4. recp g, 7b.q)

s hpp.M) «— hint

if —o then
stc.abort « true
return (ste, L, L)

Recover record

X — ( @ reczyq) ® hing
q¢<lpp-Q1\{q*}

for g € [pp.Q] \ {q"} do
hing  hing @ reci g ® recaq

Update hint

h,q — hrq Drecy g Drecyg
stc.ck « {og | g € [pp.Ql}, stc.gx « L

return (stc, x, (hy, ..., App.ar))

Figure 5: The online Phase of our two-server APIR scheme.

and, if any verification fails, aborts. Finally, if all checks pass, then
the client reconstructs the requested record by combining the re-
turned records with the locally-stored hint, exactly as in SinglePass.
It updates the hint using the fresh randomness obtained from ans;,
ensuring consistency for future queries. Finally, the client updates
its state with the updated permutations and outputs its state stc,
the record of interest x, and the updated hint.

Intuition for privacy. Observe that since r* is uniformly sam-
pled from [M], the probability that the client directly queries for
DBy [m*] (the record of interest) is just as likely as it querying for
any other record in DBy« (see Fig. 4 Query line 13). To show that
the set of indices in a query reveals no information to the server,
we leverage the Show-and-Shuffle theorem introduced by [LP24]



and restated in Appendix A.1. The queried record is correctly re-
constructed if (1) the hint is correct up until the client runs Query
and (2) the answers returned by the two servers are correct. As we
show in §5.3, the hint is always correct; otherwise, the client aborts.
Thus, it is sufficient to check the proofs returned in the answers.
Importantly, since the requested records leak nothing about the
queried index, aborting if the opening proofs in the answers are
invalid, leaks nothing about the queried index. In contrast, if we
were to only check the opening proof of the reconstructed record,
then the servers could carry out a selective failure attack.

5.2 Supporting Updates

This section provides an overview of how TAPIR can be extended to
support appends (add) and edits (edit). We give the pseudocode for
our updatable APIR scheme in Fig. 6. Observe that updates require
the servers to update their database entries and generate/update
the digests and commitments. The client must then update its state
and hint accordingly.

521

DB, DB) and a sequence of updates U, Server b executes UpdateDB.
Let pp’ < ppy, st’sb « stg,, and initialize set U, < 0. The pro-
cedure iterates through the updates in U and assigns appropriate
indices to all new records. This ensures that all operations are ap-
plied consistently, since add operations to an existing partition
q € [pp-Q] are treated equivalently to edit operations.

The procedure then computes the updated database parame-
ters and stores them in pp’, where the new number of partitions
is pp’.Q = [pp’-N/M] and pp.Q denotes the number of parti-
tions before the update. Let U; denote the subset of updates corre-
sponding to partition g. The algorithm iterates over each partition
q € [pp’.Q] and applies the associated update operations Uy.

For each update (op, idx, Xpew) € U/, where op denotes the op-
eration, idx is the position m in the partition DBy, Xpew is the new
value, and x4 is the old value, the following steps are performed:

Updating the Database. On input of server state sts, = (ppy,

o Update the database record: DBy [m] « xpew.

o Update the partition’s vector commitment at index m to xpey if
the partition is not new, i.e., if ¢ < pp.Q.

e Append the update information (op, idx, Xpew ® Xoid) to Up. Note
that U, stores the delta between the old and new values.

After all updates to a partition have been applied, if the parti-
tion is new (i.e., ¢ > pp.Q), then a fresh vector commitment com,
is computed for the partition and added to the digest pp’.d. Fi-
nally, UpdateDB refreshes the opening proofs in DB and outputs
the updated server state st’b, the updated public parameters pp’,
and the update information Uy.

5.2.2  Updating the Hint. Updates on the client side require three
steps: (i) verifying the equality of the new public parameters—which
contain the updated digests—and the update information returned
by the servers, (ii) generating permutations for new partitions, and
(iif) updating the hint using the verified update information and
secret permutations.

UpdateHint takes as input the client state stc, the current hint
hint, the updated public parameters pp,, pp,, and the update infor-
mation Uy, U, from the two servers. Step (i) verifies consistency
of the new parameters and updates. If pp, # pp,, Uy # Us, or

10
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UpdateDB(sts,,U) — (st’sb, PPy Up)

1: pp’ st .pp, sts, « sts,, Qoia < pp-Q
2: U,Up<—0

3: for (op,idx,x) € U do

4: if op = add then // Add index to new records
5: pp’.N =pp’.N+1
6: U « U U{(op,pp’.N,x)}

7: else U' « U’ U {(op,idx, x)}
8: pp'.Q < [pp’.N/pp’.M]
9: Extend st'sb.DB, st’sb .DB, pp’.d to pp’.Q partitions/values

Updated num. partitions

’ ’ ’
10: (comi, ...,compp,lQ) —pp'd

11: forq € [pp’.Q] do

12: Get all update operations for partition g

13: Uy < {(op,idx,x) € U" : pp’.M - (¢ - 1) <idx < pp".M - q}

14 : for (op, idx, Xpew) € U(; do
15: m « ((idx — 1) mod pp’.M) + 1
. ’
16 Xold — stsb.DBq[m]
17 stgb.DBq[mJ — Xnew
18 : if ¢ < Qg then // Update partition commitment
19: comy, < VC.Update(comg, m, Xoid, Xnew)
20: Ué — Ut; U { (op, idX, Xpew ® Xo1q) }
21: if ¢ > Qoq then // New partition commitment
22: comy, VC.Commit(st’Sb .DBg)

23: for m € [pp’.M] do // Update opening proofs.
24 : stgb.DBq[mJ « VC.Open(m, st%bADBq)
25 : Up « Up U U(;

26: pp’.d « (comi, ..., comI’DP/'Q), st'Sb.pp —pp’

27 : return (st'sb, pp’, Up)
UpdateHint(stc, hint, pp, U) — (st/-, hint")

1: if pp[1] # pp[2] vV U[1] # U[2] then // Verify update info

2: stc.abort < true

3: if stc.abort Vstc.gx # L return (stc, L)
4: Q" «ste.pp.O, ck’ « ste.ck
5: (hintl,...,hintpp[l]M) < hint
6: forg € [pp[1].Q —stc.pp.Q]
7: Q' =0"+1

8: ck’.oq s Permute(pp[1].M)
9: for (op,idx,x) € U[1] do

10 : q « [idx/pp[1].M]

Generate new permutation(s)

Update hints

11: m « ((idx — 1) mod pp[1].M + 1
12:  ind « ck"oq"(rﬁ)
13: hintjng < hintjhg ® x

14: ste.pp « pp[1], ste.ck « ck’
15 return (stc, (hinty, ..., hintpp1).m))

Figure 6: UpdateDB and UpdateHint algorithm descriptions
for TAPIR.

stc.abort = true, the client sets stc.abort < true and returns
(stc, L). Since at least one server is semi-honest, equality guar-

antees correctness. Step (ii) generates permutations for any new
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database partitions and appends them to the client key stc.ck.
Step (iii) updates the hint using the verified update information.
For each (op, idx,x) € Uy, the client uses its secret permutations
{04}qe0) to locate the position in the hint. Let (g, ) be the parti-
tion and offset of idx. The client computes ind « O'L?‘l(rh) and sets
hintj,g < hintj,q @ x. Finally, the client outputs the updated state
ste (including the new public parameters) and the updated hint.

5.3 Scheme Correctness and Security

TAPIR requires k = 2 servers, one is assumed to be semi-honest.
Both servers hold a copy of the same public database. Depending
on the VC scheme used to instantiate our APIR scheme, we may
also require that the public parameters are honestly generated (e.g.,
through a trusted setup, as in Pointproofs [GRWZ20]).

Theorem 5.3.1. Let VC be a vector commitment scheme with
binding such that VC.Commit is deterministic. The updateable
two-server APIR scheme with preprocessing described in Figs. 4, 5,
and 6 satisfies correctness (Def. 4).

Theorem 5.3.2. Let A € N be the security parameter, Niit, N =
poly(2), and VC be a secure vector commitment scheme with bind-
ing such that VC.Commit is deterministic. If both servers are non-
colluding, then the updateable two-server APIR scheme with pre-
processing in Figs. 4, 5, and 6 satisfies integrity (Def. 5).

Theorem 5.3.3. Let A € N be the security parameter, Njpit, N =
poly(4), and VC be a secure vector commitment scheme with bind-
ing such that VC.Commit is deterministic. If both servers are non-
colluding and integrity holds, then the updateable two-server APIR
scheme with preprocessing in Figs. 4, 5, and 6 satisfies privacy with
abort (Def. 6).

The proofs are in Appendices B.1, B.2, and B.3, respectively.

6 Evaluation

This section evaluates the performance of TAPIR and compares
it to related work. We implement our scheme with both Point-
proofs [GRWZ20] and Merkle trees as the vector commitment
(VC) scheme (we refer to these implementations as TAPIR-PP and
TAPIR-MT, respectively). We compare our approach against the
two-server APIR schemes of [CNC™*23], specifically the DPF-based
APIR scheme (denoted as APIR-DPF) and the linear APIR scheme
implemented with both Pointproofs and Merkle trees (which we
denote as APIR-Matrix-PP and APIR-Matrix-MT, respectively). Fur-
thermore, we compare our scheme to SinglePass [LP24] to demon-
strate the overhead incurred by making it maliciously secure.
We aim to answer the following questions:

1. How much communication and computation overhead does
TAPIR have over its base protocol SinglePass? (§6.2)

2. How does TAPIR compare to related multi-server APIR schemes,
especially in the online phase? (§6.3)

3. What are the amortized communication and computation costs
of batch updates? (§6.4)
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Offli Onli
N (APR ol E:]e R3] nline
BW [kiB BW [kiB] RT
[kiB] (1-Time)  (Per-Client) [kiB] [s]
APIR-DPF \ - - - 143 0.04
APIR-Matrix-MT 0.10 0.58 0.00 49.68 0.01
2% TAPIR-MT 18 982.05 0.33 0.08 354.00 0.01
TAPIR-PP 19025.02  13162.05 0.10 34.66 0.99
SinglePass 18.52 0.00 0.01 34.50 0.00
APIR-DPF - - - 1.56 0.17
APIR-Matrix-MT 0.10 2.74 0.00 104.36 0.04
220 TAPIR-MT 75 852.05 1.45 0.39 776.98 0.02
TAPIR-PP 75938.00 105 304.90 0.46 69.65 2.63
SinglePass 37.02 0.00 0.05 69.50 0.00
APIR-DPF - - - 1.69 0.72
APIR-Matrix-MT 0.10 11.54 0.00 218.26 0.16
2?2 TAPIR-MT 303 256.05 5.51 1.86 | 1690.98 0.05
TAPIR-PP 303427.92 844441.96 1.63 139.66 8.79
SinglePass 74.03 0.00 0.24 139.51 0.00
APIR-DPF | - - - 183 297
,2 APIR-Matrix-MT 0.10 47.73 0.00 454.87 0.73
TAPIR-MT 1212720.05 22.14 7.65 | 3662.97 0.12
SinglePass 148.03 0.00 0.96 279.51 0.01

Table 1: Offline and online performance comparison of
(A)PIR schemes for record size 32B. Offline costs are split
into one-time server costs and per-client costs. Best APIR
performance for each database size N is highlighted. Results
for APIR-Matrix-PP and TAPIR-PP (N > 2%2) are omitted due
to high Pointproofs setup costs.

Our protocol is implemented in Go, utilizing and adapting ex-
isting libraries for Merkle trees!, and Pointproofs?. For our bench-
marks, we extended the (A)PIR implementations of related work,
namely, SinglePass® and the linear matrix PIR?, and implemented
the APIR-DPF scheme’.

For TAPIR-PP, we reduce per-query bandwidth and verification
cost by aggregating Pointproofs across database partitions, thereby
lowering both online bandwidth and runtime. A single Pointproofs
proof requires two exponentiations and two pairings, whereas ag-
gregating across £ vectors requires only 1 + ¢ of each—saving one
exponentiation and one pairing per vector. Our implementation
performs aggregation in Answer, shifting part of the verification
cost to the server and allowing it to send a single proof instead of Q.
In contrast, APIR-Matrix-PP sends only one proof per query and
thus does not benefit from aggregation.

Our source code is available at https://github.com/laurahetz/
TAPIR.

6.1 Experimental Setup

All benchmarks are executed on a single machine with two Intel
Xeon Gold 6258R CPU 2.7 GHz, each with 28 cores, and 384 GB
of DDR4 memory.

For TaPIr and related work, we use initial database sizes of
N € {210,212 214 216 218 920 922 224} database record 32 B, and
where applicable Q database partitions of size M = VN.

Uhttps://github.com/dedis/apir-code
Zhttps://github.com/yacovm/PoL/tree/main/pp
Shttps://github.com/SinglePass712/Submission
*https://github.com/dimakogan/checklist
Shttps://github.com/osu-crypto/libOTe
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Figure 7: Offline per-client performance comparison between
our authenticated scheme TAPIR and the unauthenticated
base scheme SinglePass. Results shown for databases with
N records of size 32 B. All axes use logarithmic scaling. We
denote the schemes as follows: TAPIR-MT (- ¢-), TAPIR-PP
(- +-), and SinglePass (- 4-).

Due to the higher one-time runtime cost of Pointproofs in the
offline phase, we were unable to run APIR-Matrix-PP and TAPIR-PP
for databases larger than 216 and 222, respectively. All measurements
of the online phase are averaged over 25 runs.

6.2 Comparison to SinglePass

Since TaPIR modifies and extends SinglePass to achieve malicious
security, we expect TAPIR to have higher runtime and communica-
tion cost in all protocol phases. In the offline phase, the increase
in cost stems from the servers’ digest generation and the need to
stream the database from both servers to ensure the integrity of
the preprocessed information. In the online phase, the increase in
bandwidth stems from the retrieved records’ proofs that are sent
together with the records, and the increase in runtime results from
the client having to verify these proofs.

Table 1 reports the benchmarking results for the total offline
and online costs for all considered (A)PIR schemes. Figure 7 high-
lights the per-client bandwidth and runtime of TaPIR compared to
SinglePass. This excludes the digest generation, as it is a one-time
setup cost and is reusable for all clients.

As expected, TAPIR requires significantly more bandwidth over-
head in the offline phase due to the digest and the client’s need to
authenticate the database records included in the hint. The client-
dependent offline runtime of TAPIR does not depend on the selected
vector commitment scheme and is thus the same for TAPIR-MT
and TAPIR-PP. Compared to SinglePass, this offline runtime is up
to 8X higher for N = 22 due to the setup verification.

Figure 8 shows the online costs of both SinglePass and TAPIR as
compared to three related APIR schemes. Once again, the experi-
mental results are consistent with our expectations.

Our scheme demonstrates very modest bandwidth increases in
the online phase with respect to SinglePass, with as little as 0.11 %
overhead for TAPIR-PP for N = 2% and at most 13.11X overhead for
TAPIR-MT for N = 2%, We see that TAPIR-PP significantly outper-
forms TAPIR-MT as Pointproofs allow optimizing bandwidth and
verification cost via proof aggregation. This optimization results
in communication costs comparable to SinglePass. While query
costs are the same across all three schemes, the additional over-
head of our scheme comes from the proofs returned as part of the
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answer. A Pointproofs proof is compact and only comprises a sin-
gle group element, whereas each Merkle tree proof comprises an
authentication path of size O(log, M).

Both TaPIR variants show higher online runtimes than Sin-
glePass, with TAPIR-MT outperforming TAPIR-PP. The higher on-
line cost of TAPIR-PP comes from generating and verifying the ag-
gregated proof using group exponentiations and a pairing product.
In contrast, proof verification of TAPIR-MT only requires Q log, M
hash evaluations by the client, which are cheap.

The online runtime cost of TAPIR-MT (for N = 22*) is overall
22.64% higher than SinglePass, with only 1.37x overhead for the
server and 54.15x overhead for the client. The online runtime cost
of TAPIR-PP (for N = 222) is overall 5.8 magnitudes higher than
SinglePass. The majority of the overhead comes from the Point-
proofs aggregation in the Answer algorithm and verification in the
Recon algorithm, as observed in Fig. 8. We discuss the trade-off
between vector commitment schemes in more detail in §7.

6.3 Comparison to Related Work

This section compares the benchmarking results of Taprir (TAPIR-
MT and TAPIR-PP) to prior multi-server APIR schemes, namely APIR-
DPF, APIR-Matrix-MT [CNC*23], and APIR-Matrix-PP.

Using a linear PIR scheme with a vector commitment scheme,
as done in APIR-Matrix-MT and APIR-Matrix-PP, requires each
server to generate a digest, which the client verifies as part of the
offline phase. TAPIR also relies on a vector commitment scheme
for integrity in the online phase and thus also incurs the cost of
digest generation and communication, as well as proof genera-
tion, verification, and communication. Since TAPIR executes the
vector commitment schemes over each of the Q database partitions
instead of the entire database (as done in APIR-Matrix-MT and
APIR-Matrix-PP), the digest generation in TAPIR is expected to be
faster in comparison. In addition, in TAPIR the client and servers
preprocess the database to ensure integrity of the client’s retrieved
hint. We expect this hint computation and verification to cause
significant overhead in the offline phase of TarPirR. As APIR-DPF
does not require any preprocessing, we expect all other considered
APIR schemes to have a higher offline overhead. APIR-Matrix-MT
and APIR-Matrix-PP overall have very low client offline overhead
as only the digests of the servers need to be checked for equality.
In the online phase, we expect TAPIR-MT to have lower runtimes
than all other APIR schemes for larger database sizes, facilitated by
the preprocessing and fast verification of proofs.

Table 1 reports the benchmarking results, and Fig. 8 visualizes
the online costs of the benchmarked schemes.

With respect to online bandwidth, we see that the schemes instan-
tiated with Merkle trees (TAPIR-MT, APIR-Matrix-MT) are more
expensive than their Pointproofs counterparts due to the logarithmi-
cally sized proofs of the Merkle trees. We note that communication
in the APIR-MATRIX schemes is lower as only secret shares of one
record and its proof are communicated, while Q records and proofs
are required in TapIR. APIR-DPF has the lowest bandwidth of all
considered (A)PIR schemes, at the cost of server runtime linear in
the size of the database.

Regarding client runtime, APIR-DPF is even faster than the unau-
thenticated SinglePass while APIR-Matrix-MT and APIR-Matrix-PP



TAPIR: A Two-Server Authenticated PIR Scheme with Preprocessing

T T T T
10% - .
= o® < 10!
—
£ o g m 20 — - APIR-DPF
g «® i g < —_4— APIR-Matrix-MT
g . E=| = - - APIR-Matrix-PP
s 10" [ 1 g 1 =]
5 é 10 g 25 |- —@— TAPIR-MT
j‘f — = - @- TAPIR-PP
5 E £ rs —A— SinglePass
Rt
= g .
O -2 | P e e | B 0| & ek |
10 | | \ \ \ 10727 \ \ \ 2 % \ \ \ \
210 214 218 222 226 210 214 218 222 226 210 214 218 222 226
N N N

Figure 8: Online performance comparison of our scheme TAPIR and prior work. Results shown for databases with N records of

size 32 B. All axes use logarithmic scaling,.

have similar cost, and TAPIR incurs the highest overhead. This is
expected, as the Recon algorithm of TAPIR is more complex and
computationally intensive compared to the cheap XOR operations
in the APIR-Matrix schemes. Regarding server runtime, TAPIR-MT
outperforms all APIR schemes with only 1.37x overhead compared
to its unauthenticated base scheme. As expected, we observe a lin-
ear trend for the server runtime in APIR-DPF and the APIR-Matrix
schemes, whereas TAPIR has sublinear runtime in the database size.

For N > 2%, TAPIR-MT is the fastest APIR scheme online, out-
performing APIR-Matrix-MT and APIR-DPF by a factor of up to
5.83x and 23.82X, respectively.

6.4 Database Updates

This section evaluates the practicality of database updates in TAPIR.
For this, we measured the bandwidth and runtime cost of applying
a batch of 500 update operations to unique database indices for
databases with N 32 B records. We differentiate between batches of
only additions (ADD), only edits (EDIT), and BOTH additions and
edits, and report the amortized costs in Fig. 9.

We expect edits and additions within existing partitions to be
equally fast, as they are handled the same way. Client runtime and
bandwidth are expected to be independent of the chosen VC scheme.
In contrast, we expect the server runtime to be higher for Point-
proofs than for Merkle trees, due to the higher cost of generating
and updating commitments and proofs. We expect bandwidth costs
to be similar over all update types, with the exception that new
partitions require communicating new digests. These only occur
with ADD and BOTH, while BOTH has, on average, only half the
additions of ADD, and thus will incur less bandwidth.

We observe that the client runtime is very fast, as updates only
require lightweight operations such as generating new permuta-
tions and performing basic arithmetic (e.g., XOR, mod, division)
to update the hint. For instance, the largest observed amortized
client runtime is just 0.005ms at N = 222 for TAPIR-MT. TAPIR-PP
incurs slightly higher cost than TAPIR-MT, due to the equality
check of the public parameters containing bilinear group elements
as opposed to hash function outputs.

The server runtime is higher but remains practical, especially
since update computations are client-independent. Amortized run-
times range from 0.005ms (N = 2!°, TAPIR-MT) to 370.5ms (N =
24, TAPIR-PP). TAPIR-PP is generally slower due to the costly

13

bilinear pairings required for Pointproofs commitments. EDIT op-
erations also tend to be more expensive than ADD, as each of
the 500 edits may require updating commitments for up to 500 ex-
isting partitions, whereas additions only require initializing and
committing to a few new partitions.

Bandwidth costs are modest, ranging from 83.48 B (N = 20,
TAPIR-MT) to 86.01B (N = 2%2, TAPIR-MT). The bandwidth of
TAPIR-MT and TAPIR-PP is comparable across ADD, EDIT, and
BOTH operations, since the client only receives the update tuples
(identical for both schemes) and the new public parameters with the
updated digest. The digests differ slightly in form—TAPIR-MT uses
the Merkle tree root and TAPIR-PP bilinear group element—but
both are small and similar in size. Among the three operations,
ADD incurs the highest bandwidth due to the transmission of new
vector commitments for added partitions. EDIT incurs the least
since no new partitions are created, and BOTH falls in between
as half of the operations are additions on average. A noticeable
bandwidth gap emerges around N = 2!¢ due to partitioning: with
M = 2% = 256, ADD requires approximately two new partitions per
batch, EDIT requires none, and BOTH requires about one.

6.5 Application: Key Transparency

Systems for Key Transparency (KT) are widely deployed by com-
panies such as Google [Goo24], WhatsApp [LL23], Proton [GH24],
and Keybase [key22] to enable users to verify public keys for end-
to-end encrypted communication, and are even undergoing stan-
dardization [Gro25]. Typically, KT schemes use an authenticated
dictionary hosted by an untrusted server that maps user IDs to
public keys. A digest of the dictionary is computed, allowing clients
to perform verifiable lookups.

Because KT requires integrity for public key lookups, it presents
a promising application for APIR. For example, KT can be instan-
tiated by extending index-based APIR to support keyword search
(see [CD24, HLP*25] and § 7). Alternatively, Index-APIR can be
used to index public keys directly; clients can then obtain the index
of a public key for lookups (e.g., via gossiping, an auditor, or a
previous lookup). Standard deployed KT systems often overlook a
critical aspect: query privacy for users requesting another user’s
key. APIR fills this gap by providing query privacy with abort even
against adversarial servers.

Both WhatsApp’s [Met23] and Proton’s [GH24] white papers
state that their KT systems use Curve25519 as the Public Identity
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Figure 9: Amortized update costs for TaAPIr with Merkle trees (MT) and Pointproofs (PP), comparing ADD, EDIT, and BOTH
operations. Results are for databases with N records of 32 B sizes and update batches of size 500. Axes use logarithmic scaling.

Key, meaning keys stored in the dictionary are 32 B long. In our
experiments (see, e.g., Fig. 8), we demonstrate the performance of
our schemes TAPIR-MT and TAPIR-PP on 32 B records to reflect
this use case. In particular, TAPIR-MT scaled easily to N = 2%4 and
can be extended to larger databases common in KT by leveraging
database partitioning as described in § 7. Moreover, the efficient
client and server runtimes, along with the small bandwidth required
for updates of a batch size of 500 (as discussed in § 6.4), further
bolster the practicality of our scheme for transparency.

7 Conclusion

Optimizations. The complexity of TapIR grows with the database
size N. To improve scalability, the database can be partitioned into
p sub-databases [HSW23], with TAPIR running on each in parallel.
This adds minor overhead but reduces per-database cost and enables
trivial parallelization of both phases. We leave this for future work.

Support for Keywords. While (A)PIR usually assumes knowl-
edge of a record’s index, many applications rely on keywords. Our
scheme can be extended in a black-box way to support keyword
queries [CD24, HLP*25]. This incurs extra bandwidth and compu-
tation, but allows retrieval based on labels rather than indices.

Trade-offs and Use Cases. TAPIR supports a flexible runtime
and bandwidth trade-off (Fig. 5 and Tab. 1). For example, using
Merkle trees yields the smallest runtimes among multi-server APIR
schemes, while using Pointproofs [GRWZ20] matches the online
bandwidth of SinglePass. In contrast, linear schemes like [CNC™*23]
show little variation across different VCs. Thus, bandwidth-sensitive
applications with frequent queries (e.g., key transparency, oblivious
message detection) benefit from TAPIR-PP, while infrequent-query
settings (e.g., contact discovery, medical look-up) favor TAPIR-MT.
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A Additional Preliminaries

A.1 Show-and-Shuffle
In SinglePass [LP24], the Show-and-Shuffle game G'47525 was in-

troduced to capture the main steps of a single protocol round and
to prove its privacy. Since TAPIR extends SinglePass to achieve
malicious security, we can leverage this game to also prove pri-

vacy for our scheme. Hence, we restate the Show-and-Shuffle game

in Fig. 10 and the Show-and-Shuffle Indistinguishability lemma
in Theorem A.1.1, and refer to [LP24, § 3.1] for the full proof. The
game is parameterized over M, Q € N.

Lemma A.1.1. For the Show-and-Shuffle game G455 (Fig. 10),
and any M, Q € N, the advantage of any adversary playing this
game is defined as:

1

AdvIR (M, Q) = [Pr [GM55 (M, Q)] - ~| =o.

2

B Additional Proof Content

We now give the proofs for Theorem 5.3.1 (Correctness), Theo-

rem 5.3.2 (Integrity), and Theorem 5.3.3 (Privacy).
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Game GInd-SaS (M, Q)

1: (01,...,0Q) < Permute(M)<

2: (sta,x) & Ag(M, Q) where x = (¢, m") € ([Q] x [M])
3: Findind € [M], st. o4 (ind) = m"
4: Vve L

5: forq e [Q] do

6: if g # ¢" then v.ug < o4(ind)
7: else v.og <5 [M]

8: bes{0,1}

9: Ro = (F,....,FQ) <5 Permute(M)<
10: forge [Q]Ag#q" do

11: rq < [M]
12: a'; — og
13: Swap og(ind) and oy (rg)

. ’ ’ L ’
14: Ry« (0],..., Oge_1> g Ogn s> ...UQ)
15: b — A(sta,q, mv,Rp)

16: returnb =b’

Figure 10: The Show-and-Shuffle game of SinglePass.

B.1 Proof of Correctness (Theorem 5.3.1)

ProoF. We note that correctness is only defined for honest
servers. Let DByt be the initial database records generated by A,.
Let o : [pp.M] — [pp.M] denote the permutation for partition
q € [pp-Qinit]- By correctness of the vector commitment scheme
VC and since VC.Commit is assumed to be deterministic, for each

q € [pp-Qinit] we have
comy 4 = comyy = VC.Commit(DBy).
In the offline phase, the digests satisfy
d; = (comyy,...,comyg, ) = (comyy, ...,comy o, ) = dy.

Since the remaining public parameters are derived directly from the
setup parameters provided to Setup, both servers output identical
values. We thus have pp[1] = pp[2] (Fig. 4, line 3), and RequestHint
completes successfully.

Lookup correctness. We now prove that the initial lookup query
succeeds, and then proceed by induction over the sequence of T
lookups. Since Server b sets sts, .DB [ [Ninit]] <= DBinit (Fig. 4, line 3)
and, by correctness of the streaming procedure (Fig. 4, line 3), we
obtain DB; = DBy. It follows that resp; = resp, (Fig. 4, line 15).
Thus, the VerSetup algorithm computes a hint (Fig. 4, line 12) of
the form hint = (hy, ..., hyy) where, for each m € [M]:

hm= 5 DBl(g-1)-M+o,(m)] = €5 DBylog(m)].
q€[Qinit] q€[Qinit]

Let idx € [N] be any index queried for by the client and (g, ) €
[Qinit] X [M] be such that DB[idx] = DBg4[r]. Let ind € [M] be
such that g4(ind) = ri.

Consider that Server 2 responds to the first query honestly. Ap-
plying the above hint equation to line 17 (Fig. 5) yields
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D

q<€[Qinit 1\ {G}

x = recy g ® hing

DBg[og4(ind)] | @ hing
q<€[Qinit 1\ {G}

B pBylog(ind)] @ 5 DByloy(ind)]
€[ Qinit] q€[Qinit]
q#q

= DBy [0(ind)] = DBg[ri] = DB[idx].

By correctness of VC, and since the servers are assumed to be
honest and return the correct record corresponding to qry,, it fol-
lows that for every q € [Qinit] and every b € {1, 2},

1= VC.Verify(comq, qryp, g» r€Ch,g, ﬂ'b,q)

where ansy ; = (recyqll7mp,4). Thus, the client reconstructs and
outputs x = DB[idx] and the win is set to true with probability 0.

We now show that subsequent lookup queries correctly recover
the requested record and that the invariant, that the hint remains
correct after every step, is preserved. In particular, we want to show
that for every m € [M], the following invariant holds:

hm= 5 DBlog(m)].

q<[pp.Q]

1)

Assume that hint = (hy, ..., Ap) is correct after responding to the
k-th query and let pp.Q, pp.M, and pp.N denote the current public
parameters at this step.

We appeal to the argument of correctness in [LP24] and repro-
duce the details for completeness below. Note that for each swap
between o, (ind) and o, (r,) the hint is modified such that

hind — hing ® DBy [0y (ind)] ® DBy [0, (ry)].

This XOR removes the old element in the hint and adds the new one.
Thus at the end of the (k+1)-the query, hy, = ®qe[pp.0]DBglaq(m)]
for all m € [pp.M]. Since the hint is still of the correct form (Eq. 1),
then, by an argument similar to the one above, the client must
always recover the correct database element using the hint and the
win is set to true with probability 0.

Update correctness. We have already shown that the hint is com-
puted correctly at setup and after any number of T lookup queries.
Our goal now is to prove that update queries preserve the invari-
ant that the hint remains correct after executing UpdateDB and
UpdateHint (thereby implying that lookups executed after an up-
date are correct). Let pp’.Q, pp’.M, and pp’.N denote the public
parameters before the first update is made. Suppose that the hint
satisfies Eq. 1 before an update is made and that for all g € [pp’.Q]
and m € [pp.M], [5T3q[m] is a valid opening for DB, [m] under
comg = VC.Commit(DBy).

UpdateDB first initializes an empty set U’ and the for loop on
line 3 (Fig. 6) cycles through the set of updates (op, idx, x) € U and
does the following: if op = add then it increments pp’.N and adds
(add, pp’.N, x) to U’, otherwise op = edit and it adds (op, idx, x) to
U’. This step ensures that the public parameters are correct for the
new database and that new values are assigned the correct index.
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Using the new pp’.N, the server also extends the size of DB and
DB accordingly and initializes the new entries.

UpdateDB then processes updates by partition (Fig. 6, line 11).
For g € [pp”.Q], let U; € U’ denote the subset of updates target-
ing partition q. For every (op, idx, x) € Uj and the corresponding
shift m « ((idx — 1) mod pp’.M) + 1 the algorithm executes the
following:

o If op = edit (Fig. 6, line 18), the server updates DBy [m] < xpe,,
and sets comy « VC.Update(comg, m, X,id, Xnew)-

o If DB, is a new partition (Fig. 6, line 21), the server commits to
this new partition, i.e., comy < VC.Commit(DB).

e For every q and every m € [pp’.M] (Fig. 6, line 23), the server
recomputes the opening as 13T3q [m] « VC.Open(m, DB,).

Thus, by correctness of VC, for all g, comy commits to DB, and the

opening proofs are all correct with respect to the new DB.

Now consider UpdateHint. With honest servers, we have pp[1] =
ppl2] and U[1] = U[2], so no abort is triggered (i.e., Fig. 6, line 2
is skipped). UpdateHint then samples fresh permutations o, <%
Permute(M) for each new partition. Let U’ denote the update in-
formation returned by the servers. For each (op, idx,x) € U’, let
(g, m) be the partition and offset of idx. We consider two cases:

e If op = edit, the servers must have set x = Xy, ® X, Where xpey
and x,)4 are the new and old records at index idx respectively
(Fig. 6, line 20). The client computes ind = oq_l(rﬁ) and updates
hind <= hind ® X = hind ® Xnew D X014 thereby removing the old
element in the hint and adding the new one.

o If op = add, then x = Xpeyy @ Xoig = Xnew ® 0° = Xy since new
database entries are initialized to 0. As in the previous case, the
client computes ind = aq’l(rﬁ) and updates hing < hind ® x =
hind ® Xpew, thereby XOR-ing the new value xp, into hjng.

In either case, the invariant for hj,q4 is preserved, and all other h,,
are unaffected by the update and remain correct. The hint remains
correct with respect to the updated database after the update is
made. Thus, any later honest Answer returns the correct value, and
thus win is set to true with probability 0. O

B.2 Proof of Integrity (Theorem 5.3.2)

ProoF. Let good € {1, 2} denote the index of the honest server
and, for ease of notation, let bad = 3 — good denote the index of the
malicious server. Let pp, .4 and DBjni; be the public parameters and
the initial database records generated by A,. Suppose for a contra-
diction that the adversary wins the integrity game, i.e., the client
queries for an index idx € [N] and outputs a tuple (st[., x, hint")
such that x # L and x # DB[ind]. In other words, the client recon-
structs and accepts an incorrect value. We proceed with respect to
the possible actions of A = (A, Ay, Az):

A, generates malicious public parameters. Let dp,4 denote
the digest contained in pp,,4. If pp; # pp,, then the client sets
stc.abort « true (Fig. 4, RequestHint, line 4). Consequently, when
the client executes Recon, it always returns (stc, L, L) (Fig. 5, Recon,
line 1) and never proceeds with the remainder of the Recon algo-
rithm. Thus, the probability that win = true is 0.

A generates a malicious response. Let DB and DB’ be the
databases streamed by Server 1 and Server 2, respectively. Since at
least one server is honest, there exists an index idx € [stc.pp.N]
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such that DB[idx] # DB’[idx]. This implies resp[1] # resp[2].
By the definition of the VerSetup algorithm, whenever resp[1] #
resp|2], the client sets stc.abort « true (Fig. 4, VerSetup, line 3).
As in the previous case, executing Recon then always outputs
(ste, L, L) (Fig. 5, Recon, line 1), so the probability that win is
set to true is 0.

Ay generates malicious and valid update. Let pp,,4 denote
the updated public parameters and Uy,q the update information pro-
vided by the malicious server. If pp; # pp, or U; # Uy, then by the
definition of the UpdateHint algorithm the client sets stc.abort «
true (Fig. 6, UpdateHint, line 2). Consequently, any subsequent call
to Recon will always return (stc, L, L) (Fig. 5, Recon, line 1). Since
one of the servers is honest, then the probability that the client
accepts a malformed update and win is set to true is 0.

Aj generates amalicious answer. Parse the answer as ansp,q =
(anspad 1 -+-» aNSpad,pp.0) and the digest as (comy, ..., compy o)
pp.d. Suppose that there exists some partition index q € [pp.Q]
such that

VC.Verify(comg, qrYbad,q F€Cbad,g» Thadg) = 1,

where anspagq = (reChadgll7bad,q) and recpagqq # DBy [qrybad’q].
Because the commitment com,, is correct (due to the determinism
of VC.Commit we must have equality of pp, = pp, for honestly
generated parameters), this would violate the binding property of
VC. The probability that this happens is negl(1). Taking a union
bound over Q = poly(A) database partitions and poly(1)-many
queries still yields at most negligible probability.

Hence, we reach a contradiction, completing the proof. O

B.3 Proof of Privacy (Theorem 5.3.3)

In this section, we prove Theorem 5.3.3 with a sequence of game
hops. As TAPIR extends SinglePass to achieve malicious security,
this proof follows the privacy proof in [LP24] with additional con-
sideration for integrity and updates.

For simplicity, we denote [k] = {1, 2} with {0, 1} in this proof.
This allows us to reference the malicious server with -good.
Proof Sketch. The hint generation and online phase of TaPIR fol-
lows that of SinglePass, except for the addition of integrity checks
and the client’s abort status. In the privacy game, Query is run for
one of the two adversarially chosen indices, and it outputs a se-
quence of database indices (pp.Q values in [pp.M]) for each server.
Each server answers the query by sending the database records
and proofs at these indices back to the client. The client verifies the
correctness of all the received records based on the corresponding
proof and the database commitments stored in the client’s state.
The client aborts if a single verification fails. Hence, integrity (and
thereby privacy with abort) is ensured by the deterministic commit-
ment generation and binding of VC. To show that neither the set of
indices in a query nor the abort status reveals any information to
the server, we leverage the Show-and-Shuffle theorem introduced
by [LP24] and restated in Fig. 10.

Proor. Let A be the adversary in the privacy game G/':;,i]v};AP'R
in Fig. 1. The adversary has the capabilities to corrupt an honest
server defined by bit good and to select any well-formed sequence
of records DBt and update information U for use in the game.
We denote the maximum number of calls to the query and update



oracles by Ty and T,,. For all N, Ty, T;, € poly(A) where Ty + T, €

poly(A). Let Pr[Gy] denote the probability that game Gy outputs 1.
We now describe the sequence of games Gy to G4 for proving pri-

vacy with abort of TAPIR as stated in Theorem 5.3.3. See Figures 11

and 12 for the detailed pseudocode.

e Game G: This is equal to the privacy game G/}:’Pi‘l’lgAP]R (Fig. 1).
The call to Recon has been replaced with the according pseu-
docode of this algorithm. A flag BAD is set to true if the adversary
breaks binding of the VC scheme (G, line 17).

e Game Gg: This game is equal to Gy until BAD is set, so Pr[Gy] —
Pr[G;] < Pr[BAD] where Pr[BAD] denotes the probability of
the flag BAD being set to true.

¢ Bounding Pr[BAD]: Let G| be identical to Gy, except that it
returns BAD instead of b = by, such that Pr[BAD] = Pr[G1’].
Let G{ be identical to G}, except that it additionally keeps track
of the adversary’s oracle inputs and outputs to Query, Recon,
and Update as tuples in the sets S¢> Sr>Su. Hence, Pr[BAD] =
Pr[G]] = Pr[G]].

Let B be an adversary in the integrity game Gk";]'QP'R. This ad-
versary 8 simulates G} for A, where it samples a challenger
bit bchall, honestly executes the steps in the game, and stores
the oracle inputs and outputs in the respective variables. Once
A halts, 8 executes the same oracle calls in their game as A
does in GY'. For calls to oracle Querylnt, 8 inputs idx; from
(idxo, idxy, qry) < Sq. For calls to oracle Updatelnt, B inputs
(pp,U) « S,,. For calls to oracle ReconlInt, B inputs ans from
(ans, abort-bit) « S,.
If A finds a valid proof ﬂggoo dq for a value rec’, goodg
to a commitment comg, then 8 will win the integrity game. Thus,
Pr[BAD] < Advij pir (1) (8) and

* r€C—good,q

Pr[Go] = Advi opir(1)(B) + Pr[Gy].

e Game G;: This is equal to the privacy game G/':E‘I’FEAP]R (Fig. 1).
The calls to RequestHint, VerSetup, Query, and UpdateHint have
been replaced with the according pseudocode of these algo-
rithms.

e Game Gs;) for i € [T]: This game is equal to G, except for
the following change: the first i queries are constructed based on
freshly sampled pseudorandom permutations P, ..., Ppp.0 over
[M]. For the last T; — i queries, the game runs exactly as Gy using
the permutations stored in stc.ck and swapping out elements.
Distinguishing between G, and Gs 1) is equivalent to breaking
the Show-and-Shuffle game G'47525 Fig. 10 as shown in [LP24].
Forevery i € [Tq—1], the same argument as above holds for G s ;
and Gs j41). After Ty game hops, all queries are generated using
freshly sampled permutations instead of the stored ones used in
G,. Hence, by the indistinguishability of G'"47525 (Theorem A.1.1)

|Pr[G;] = Pr[G ]l = |Pr[Gsiy] — Pr[Gs, sl
= Adviy”[d’sas(pp.Q, pp.M) =0

Game Gy: This game is equal to G(3 7).

e Game Gs;) for i € [Ty]: This game is equal to the previous
game, except for the following change: the first i queries, qry,
for b € {0, 1}, are sampled pseudorandomly and uniformly from

[pp.M]. For the last Ty — i queries, the game runs exactly as Gy.

Consider the distribution for qry,, for the ¢-th call to the query
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oracle for b € {0,1} and t € [Tg]. If t < i, then by definition
qry, and qry, are uniformly sampled from [M]. For all other
queries, each Pg(ind) is uniformly distributed over [M], as the
permutations are sampled independently and uniformly. For b =
0, it follows that all values (qry,, ¢)qel@] are uniformly distributed
over [M]. For b = 1, the same follows but for (q ryl)q)qe[Q]\q*. By
definition qry; . is also uniformly distributed over [M]. Hence,
the entire query vector is uniformly distributed, and thus the
distributions between G4 and Gs) are equal. An analogous
argument applies to the games Gs ;) and Gs ;41) for i € [Ty —1].

| Pr[Gy] — Pr[Gs,pll =0
o Game Gg: This game is equal to G(S,Tq).

In this final game, we note that all queries are now pseudoran-
domly sampled and fully independent of any server input. We can
conclude that through the above series of game hops, the adversary
has an advantage negligible in the security parameter A in winning
the privacy game GERAPIR over a random guess:

AdVEL oir (1) =AVET (pp.0, pp.M) + AdVI 10 (1)
<negl(1)
Both N and T are polynomial in A, and so we have a polynomial
number of game hops.
[m]



TAPIR: A Two-Server Authenticated PIR Scheme with Preprocessing

Go: OReconPriv (a"'s#good)

20 :

21:

22 :
23 :

24
25:
26 :

if —stc.abort A stc.q # L then

ansgood < inpt

, Y g
(SEC;*) t5)—< Recontstes ﬂﬂt—é&ﬂﬁ-b—)mu—r}-)', A

pp < stc.pp, ind « stc.ind, ¢* « stc.qg*
(@ryo,1> -+ ArYopp.0) < ste-qryg
(@ryy 1 QY1 pp.0) < ste-ary;
((reco 70,1, -, (recopp.0ll70pp.0)) < anso
((recy1]l7my1), ... (recipp.ollmipp.0)) < ansy
(comy, ...,compp o) < pp.d
(h1, ...s hpp.ar) < hint
Verify commitments
for g € [pp.Q] do
for b € {0,1} do
v « VC.Verify(comg, qry;, 4. recp.q, 7b.q)
if —o then
stc.abort < true
elseif recpq # sts.DB[qry; 4]
BAD « true
Recover ]'EC()]'d
if —stc.abort
X< (@qe[pp.g]\(qﬂ “’Chq) & hind

for g € [pp.Q] \ {g"} do
hing < hind @ reco g ® reciq

Update hint

hrq — hrq @ recq @ recyq
——if x = then
—abert-bit<——true
———else-abort-bit-«— false
stc.ck « {04 | g € [pp.Q]}
stc.qx « Lhint « (hy, ...
return stc.abort abert-bit

» hpp.ar)

Gz GRIVAPIR (7, ) sp)

G]i OReconPriv(anspad)

13 :

v « VC.Verify(comg, qryy, 4,
recp, gs Tb.q)
if —v then
stc.abort « true
elseif recy,q # sts.DB[qry |
BAD « true
stc.abort « true

if —stc.abort

X — @ recyq | @ hind
a€[pp.Q1\{q"}
for g € [pp.Q] \ {q"} do
hind < hind ® recoq ® reci 4
hrq — hrq Drecoq Drecyq
ste.ck — {og | g € [pp-Q]}
stc.qx «— L, hint « (hy, ...

return BAD |return stc.abort

s hpp.at)

Preprocessing

stc.abort « true, (hqq, hq;) « L?
Verify public parameters
if pp, = pp; then

stc.abort « false

(hqg, hq,) « (“Stream DB, please!”)?

stc.pp < ppg

(s, respgooq) < AnsHintReq(sts, hqgooq)

(st'g, resp_good) < A1 (sta, hq_good)
,
o :

Sto—st
if stc.abort V resp, # resp, then
stc.abort « true
else
(ck, hint) « 12
Generate permutations
for q € [stc.pp.Q] do
ck.ogq «s Permute(stc.pp.M)
DB « resp,
for m € [stc.pp-M] do

hint.h = 55" DBy [ck.oq (m)]

ste.ck « ck

Figure 11: Games Gy (left), G; and G/ (middle), and G,GE""APR (right) for the game hops for proving Gig‘[’éAP'R for TaPIR (Theo-

rem 5.3.3).

APIR
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Falzon, Hetz, and O’Toole

GZ:OQueryPriv (idxo, idxl )

G(B,i) :OQueryPriv (idxo, idxy)

G4:OQJeryPriv(idX0, idxl)

1: if tg < TyA-stc.abort A stc.q™ = L then

Gs,i) + Oquerypriv (idxo, idx; )

—stetarypremp——Quertstoridap ) 7
2: pp < ste.pp, {og | q € [pp.Q]} —stc.ck s:
30 g« Tidxp, , /pp-M] 9:
4: m* — ((idxp, ., — 1) mod pp.M) + 1 10 :
5: Find ind € [pp.M], s.t. a4+ (ind) = m* 11:
6: (1", 71, ooy Tpp.0) 5 [pp.M]PP-Q+ 12
70 (qrye.qry;) « L2 13
8: for q € [pp.Q] do 14:
9: qry,-qryg,q < 0q(rq) 15
10 qry;.qry; 4 < og(ind) 16 :
11: if g # q* then 17 :
12: Swap g4 (ind) and og (rg) 18 :
13 else qry;.qry; g» < 1" 19
14 stc.ck < {04 | q € [pp.Q]} 20
15: stc.q* « q*, stc.ind « ind 21:
16 : stc.qry, < qryg, stc-qry; < qry; 22
17: (st§, ansgeed) Answer (sts, qrygooq) 23 -

(@ryo.qryy) < L2
if tq < i then
(P1, ... Ppp.0) < Permute(pp.M)PP-C
for g € [pp.Q] do
if g # q* then
qaryo-Qryoq < Pq(rq)
qry;.qry; 4 < Pq(ind)
else
qry;-qry; 4 < [pp-M]
else
for g € [pp.Q] do
qryo-qryeq < oq(rg)
qry;.qry; 4 < og(ind)
if ¢ # ¢" then
Swap o4 (ind) and o4 (rq)
else qry;.qry; o= < "

ste.ck « {O'q | g € [pp-Ol}

Ge : O(heryPriv(idXo, idxl)

1:

2: pp < ste.pprtogtaetpp@P~«—stcek 2:

3: if tq < i then

4: qryes qry; < [pp-M]*PP€ 3
5: else

6: q" « Tidxp, , /pp-M]

7 m* — ((idx;JChaII —1) mod pp.M) +1

8:

if t; < TyA-stc.abort A stc.q™ = L then
pp < ste.pp
—iftg<ithen
(aryo. ary;) < [pp-M]
—else-
——m (i —H-med-ppAH)—++

*

2-pp-Q

* .O+1

P
qryYo-afYoqg © fatvq

GryTq 71,q lq(’ d)

* *
5 g 5

stc.qryg < qryo, stc.qry; < qry,

s AY
AN 7

15:

—iftg<ithen
(P1, ..., Ppp.0) <5 Permute (pp.M)PP-2
for q € [pp.Q] do
if ¢ # q" then
qryo-aryoq < Pq(rq)
qry;.qry; 4 < Pq(ind)
else
qry;-qry, g < [pp.-M]
—else-
—forg-c{pp-Qtde
GYo-4tYog < Oq
il g# g then
———Swap-ogtindrandogtry)

*

else-qry g

—ste-ek—{eorta-ctpp-oH

stc.q" « q", stc.ind « ind

Figure 12: Games G;Oraclequerypriv (top left), G(s ;) (top middle), G4 (top right), G5 ;) (bottom left) and G, (bottom middle) for the
game hops for proving G/':’FE‘I’,;AP'R for TAPIR (Theorem 5.3.3).
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