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ABSTRACT

Secure two-party computation (2PC)-based privacy-preserving ma-
chine learning (ML) has made remarkable progress in recent years.
However, most existing works overlook the privacy challenges that
arise during the data preprocessing stage. Although some recent
studies have introduced efficient techniques for privacy-preserving
feature selection and data alignment on well-structured datasets,
they still fail to address the privacy risks involved in transforming
raw data features into ML-effective numerical representations.

In this work, we present ALIOTH, an efficient 2PC framework
that securely transforms raw categorical and numerical features
into Weight-of-Evidence (WoE)-based numerical representations
under both vertical and horizontal data partitions. By incorporating
our proposed partition-aware 2PC protocols and vectorization opti-
mizations, ALIOTH efficiently generates WoE-transformed datasets
in secret. To demonstrate scalability, we conduct experiments on
diverse datasets. Notably, ALIOTH can transform 3 million data sam-
ples with 100 features securely within half an hour over a wide-area
network. Furthermore, ALIOTH can be seamlessly integrated with
existing 2PC-based ML frameworks. Empirical evaluations on real-
world financial datasets show AL10TH improves both the predictive
performance of logistic regression and 2PC training efficiency.

1 INTRODUCTION

Machine Learning (ML) has achieved remarkable success across a
wide range of applications, including financial risk management [35],
medical treatment [45], social analysis [15, 51], etc. ML training
often requires collecting data from multiple entities. Contributing
such data without privacy-preserving technologies may compro-
mise the privacy of each entity. This conflicts with data security and
privacy regulations [1, 2]. To alleviate these concerns, numerous
studies [23, 31, 33, 37, 39, 43, 46] have introduced cryptographic
technologies to enable Secure Two-Party Computation (2PC)-based
ML. However, they mainly aim to preserve privacy during ML
training and/or inference, but overlook the privacy requirements
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of data feature engineering, which is important for training high-
quality models. Some works [16, 28, 32, 50] have proposed privacy-
preserving feature selection solutions from well-formed datasets
(c.f.,, Table 1). However, it is non-trivial to generalize them to address
privacy concerns during the transformation of raw data features
(e.g., gender, salary) to ML-effective numerical representations.
Weight-of-Evidence (WoE) [17, 18, 52] is a Bayes’ theorem based
statistical method for binary classification, where each category
of the predictor feature is transformed into a logarithm of the ra-
tio of positive cases (c.f., § 2.1). This transformation can encode
categorical and numerical features on a similar scale and create
monotonicity with respect to the target. For instance, WoE trans-
formation maps discrete categories into a continuous real-valued
scale, instead of one-hot encoding, which can not only reduce the
ML model size but also reflect their relative predictive strength con-
cerning the target label. WoE is an important feature engineering
step, and cannot be substituted by end-to-end model training. It is
particularly effective with logistic regression models, making it a
widely used technique in financial and credit risk analysis [35, 42].
However, WoE is originally developed for centralized datasets in
plaintext, whereas real-world data are typically distributed across
multiple parties and cannot be publicly shared. As illustrated in
Figure 1, we consider both horizontal and vertical data partitions.
Unfortunately, applying vanilla WoE to partitioned data introduces
the following challenges: i) In the horizontal setting, each party’s
WOE is likely to be biased because it relies solely on local sub-dataset
rather than global statistics, leading to sub-optimal model perfor-
mance. ii) In the vertical setting, the challenge is even more severe:
parties without access to labels cannot compute WoE at all (e.g., Pa
in Figure 1). This highlights a critical gap in privacy-preserving ML:
Although secure training frameworks have achieved re-
markable progress on standard, well-structured datasets, they
remain insufficient for real-world applications due to the lack
of secure data processing methods (e.g., WoE), which are crucial
for training high-quality models in practical tasks.
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Figure 1: Illustration of horizontal (dashed green) and vertical
(dotted purple) data partitions and their vanilla WoE. Our
Avr10TH outputs the WoE [w] and transformed dataset [X]
in secret-shared form. Example features include categorical
Gender (M/F) and numerical salary in X, with labels y.

To bridge this gap, we propose ALIOTH, an efficient and secure
two-party WoE-based feature transformation framework.

1.1 Technical Overview

As shown in Figure 1, we formulate the procedure as three phases:
Indicator Matrix Generation, Count & WoE, and Batch Transforma-
tion. Besides, we design efficient 2PC protocols for them with the
following key technical insights.

1.1.1  Partition-Aware 2PC Design. Recall that data are vertically
and horizontally partitioned, and data owners also serve as the 2PC
computing parties. Given this partitioning scheme, for the vertical
setting and for categorical features in the horizontal setting (§ 4.1.1),
the two parties independently generate their local indicator matri-
ces and then securely merge them, either column-wise or row-wise,
with free communication. For numerical features in the horizontal
setting, although interaction is required for secure discretization
and interval testing, we leverage the horizontal partition to con-
struct a fully mergeable sketch-based [36] 2PC quantile protocol,
which determines interval boundaries in only O(log, ¢) rounds,
independent of the number of samples (§ 4.1.2). Similar techniques
are also applied to 2PC statistics counting phase (§ 4.2).

1.1.2  Vectorization Optimization. Vectorization is critical for the
efficiency of privacy-preserving ML. We leverage the same principle
as follows: i) The indicator matrix generation of different features is
independent. By generating indicator matrices and computing WoE
in a vectorized manner, we achieve O(log, ¢) round complexity,
independent of the number of samples H and features W (§ 4.1
and 4.2). ii) For data transformation, which involves O(W) indepen-
dent secure matrix—vector multiplications of varying contraction
dimensions, we pad them to a uniform size and perform batched
transformations using Homomorphic Encryption (HE)-based ap-
proach. This yields upto 30% speedup compared to the naive ap-
proach of computing each multiplication individually in parallel
(§ 4.3), along with reduced HE ciphertexts.

1.1.3  Scopes & Extensions. In this work, we focus on efficient 2PC
WOE computation under vertical and horizontal data partitions,

Table 1: Representative secure data processing frameworks.
Trans. is for transformation and Sel. is for selection.

Feature Ops.

Framework Settings Statistics Trans. Sel. ML
Li et al. [28] 3PC Gini Impurity X vV Vv
BMI [16] 3PC Mutual Information X vV Vv
SeiFS [32] 2PC in FL Gini Impurity b 4 v v
EPFS [50] 2PC Mutual Information X v Vv
Av1oTH (Ours) 2PC WoE v v v

where the data owners also serve as one of the 2PC computing
parties. For missing values, we replace them with a dedicated place-
holder for categorical features and a special numeric constant for
numerical features. We add fill_value=1e™® to avoid the numera-
tor or denominator of Equation (2) being zero due to low-frequency
categories. ALIOTH is designed for two-party in arithmetic black-
box [19], allowing straightforward extension to the multi-party
setting using MPC primitives. Since WoE demonstrates superior
predictive performance with LR compared to other models, such as
neural networks [44], this work focuses on LR training with WoE.

1.2 Our Contributions.

AL10TH proposes the first secure and scalable WoE-based data pro-
cessing framework, featuring a set of 2PC protocols and optimiza-
tions. Concretely, our main contributions are as follows:

e Design of Framework AL1oTH. We propose ALIOTH, the first
efficient and secure WoE framework that supports both vertical
and horizontal data partitions. AL10oTH directly outputs secret
shares of the WoE-transformed dataset, enabling efficient and
seamless integration with existing 2PC secure ML training and
feature selection frameworks. To our best knowledge, this is the
first work to provide secure WoE-based data processing.

e Partition-Aware Protocols & Optimizations. We provide a
systematic analysis and formulation of the WoE workflow, de-
composing it into three key procedures: indicator matrix genera-
tion, counts & WoE, and transformation. For each procedure, we
design efficient partition-aware two-party protocols, including
novel approximated quantiles in 2PC, and incorporate optimiza-
tions that leverage the specific characteristics of vertical and
horizontal partitions. Some protocols and optimizations may be
of independent interest.

e Implementation & Evaluation. We implement a prototype
of AL10TH on SecretFlow-SPU with a 2PC backend [23, 33] for
evaluations: i) We report the end-to-end efficiency and profile
the overhead of each building block under both data partitions.
Specifically, we complete the WoE-based transformation of a
dataset containing over 3 million samples and 100 features in
0.5 hour in WAN. ii) Furthermore, we evaluate ALIOTH on two
widely used financial datasets and integrate it with two down-
stream applications: information value-based feature selection
and logistic regression. In particular, ALIOTH improves the AUC
of logistic regression from 0.507 to 0.735 on dataset HCDR [40]
with reduced 2PC training overhead in 10 iterations.

Organization. § 2 introduces the background and preliminaries. § 3
presents our system overview. § 4 illustrates the detailed protocol
design. § 6 reports the experimental evaluations and applications.
§ 7 summarizes the related works and § 8 concludes this work.
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2 BACKGROUND & PRELIMINARIES

Notations. Bold uppercase X denotes matrices and bold lowercase
x is for vectors. X; (resp. X/) refers to the i-th row (resp. j-th
column), and X{ indicates the (i, j)-th element. x; denotes the i-th
entry. fk(] ) refers to the k-th category of the j-th feature (a.k.a.,
column) of X. B{) denotes the indicator matrix for the j-th feature,
and B represents the global ones of all features. X = U||V indicates

X is vertically partitioned into U and V, and X = U U V is for
horizontal. 1{C} returns 1 if condition C is true and 0 otherwise.

2.1 Weight of Evidence

Weight of Evidence (WoE) [17, 18, 52] is a statistical data-driven
method and is defined for binary classification problems. Given
dataset (X,y), yi € {0,1} denotes the label of X;. Let the j-th

feature be with K; possible categories {fl(j),fz(j), .. flgj) }, WoE
J

for the j-th feature regarding the k-th category fk(] ) is defined as:

Pr(x/ = £ [y=1)

w) = log, )Vk e [LK] (1)

Pr(xi = £ [y =0)

G 2 1{X[=f ayi=1)
where Pr(X/ ka(j) ly=1)= %

(X =f9) ay;=
y=0)= Zzl{#w. So Eq. (1) can be expressed as:

, Pr(x/ =fk(j) |

L = Avi=1) 3i1gyi=0)
i{x] :]j((j) Ayi=0) Zillyi=1}

W](cj) = log, (

) @

2.1.1 Categorical Feature. For a categorical feature X/ with cate-
gorical features (e.g., male and female for gender), the WoE value
for each category is computed using Eq. (1) or (2). A positive WoE
value (w{< > 0) indicates that Pr(X/ = fk(j) ly=1) >Pr(X/ =
fk<j ) | y = 0), meaning the category is more prevalent among the

positive class (y = 1). Conversely, wf( < 0 implies the category is

more associated with the negative class (y = 0).

2.1.2  Numerical Feature. WoE cannot be directly applied to nu-
meric features, since their values are from a continuous domain. We
discretize numerical feature X/ into K non-overlapping intervals:

1) = 119 = a1, 1) = @) 19

where Io(j) < Il(j) << II(<j-) are boundaries determined by a
J

chosen method, such as an equal-width discretiser (I,Ej ) = Ié] ) +

k- (Ilg ) Iéj )) /Kj) or equal-frequency discretiser (quantile-based).

Each interval ]I](C] ) is then treated as a category fk(j ) so that: X{ €

]I]((j ) o X{ — fk(j ). Afterwards, the WoE for ]I](Cj ) is computed using
Egs. (1) or (2). In ArioTH, we employ equal-frequency discretization,
as it performs better across most scenarios [17, 18].

2.1.3 Limitations of WoE . WoE is not defined when Pr(X/ = fk(j ) |

y=1)=0orPr(X/ = fk(j) | y = 0) = 0, which typically occurs
for low-frequency categories. A common solution is to group such

Table 2: Well-established 2PC protocols.

Protocols ‘

[X-y] = Ow (IX], [yD
[x - y] = M1 ([x], [y])

Description

Matrix-vector multiplication.
Scalar multiplication.

(x < yy =Te([x], [y]) Less-Equal.
[x] = IIg2a({x)) Bool.-to-Arith. Conv.
[log, x] = Hiog([x]) Logarithm.
[x/y] = Moy ([x], [y]) Division.

categories as one, i.e., using RareLabelEncoder [17]. In this work,
we add a small fi1l_value= 1e~° to avoid 0 and omit it for brevity.

2.2 Cryptographic Primitives

2.2.1 Additive Secret Sharing. [x] denotes an additive sharing of
the value x € Z;. We write [x] = ([x]4, [x]B) where P4 holds
[x]4 and Pp holds [x]® with x = [x]4 + [x]® mod L. We omit the
party-specific superscript when it is clear from context. L > 2 (i.e.,
L = 2% or large prime) refers to Arithmetic share. L = 2 (ak.a., bit-
width ¢ = 1) is for Boolean share {x), where addition/subtraction
(resp. multiplication) is equivalent to logical XOR @ (resp. AND A).

2.2.2  Addition & Multiplication. Addition/subtraction and secret-
public multiplication can be computed locally. Multiplying two
secrets requires communication and can be realized through HE.
Moreover, efficient HE-based solutions are proposed for secure ma-
trix and vector multiplications [23, 33].

Similarly, for Boolean circuits, bitwise XOR is a local operation
and AND is achieved by Oblivious Transfer (OT) [24, 54]. Two-party
Less-Equal (x < y) is also expressed using Boolean circuits and
computed using the OT-based approach proposed by [23, 46].

2.2.3 Truncation & Others. For real value x € R, we encode it as
fixed-point value x = |# - 2/ | under pre-defined precision f >
0 and then secretly share it. To prevent overflow in fixed-point
multiplication, we use IItrync from [23, 33, 34] to truncate [x;2f]
to [x; f] with 1 least-bit error. By default, we implicitly incorporate
II1rync following fixed-point multiplication and omit it for brevity.

Additionally, ArLioTH is designed with several other 2PC proto-
cols in Table 2, which have been securely realized from existing well-
established 2-party secret sharing-family frameworks [23, 33, 46].

3 OVERVIEW OF ALIOTH

3.1 System Model

Let P4 and Pp be two parties holding their private inputs. We
consider vertical and horizontal data partitions as follows:

o Vertical Partition (VP). In this setting, two parties hold disjoint
subset of features of all samples. Formally, dataset X € REXW
is split column-wise as X = U||V. Party P4 holds its input U €
RHXWi and P holds V € RHXW: (Figure 2, Step 1, a), with
W = Wi + W,. Without loss of generality, we let g maintain
the label y. Note that U, V, and y are already aligned between
P4 and Pp, a.k.a., X; = U;||V; and y; is the corresponding label.
This can be achieved through Private Set Intersection (PSI)-based
protocols [48] and is orthogonal to our work.

e Horizontal Partition (HP). Conversely, in HP, each party holds
all features of a subset of samples along with their labels (Figure 2,
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Step 1: [B] Generation
(b) [B] Generation in HIP, Categorical

(a) [B] Generation in VIP

(¢) [B] Generation in HIP, Numerical

Step 2: Count & WoE
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Figure 2: The system design of AL1oTH. In this example, the dataset X has 4 samples and 4 features. In the VP setting, each
party holds two features across all samples, and g holds labels without loss of generality. In the HP setting, each party holds
all features and corresponding labels of two samples. The categories (or intervals) of each feature are (2, 3,2, 2). For each feature,
the indicator vector of one sample is one-hot, and we present the examples for feature gender and salary.

Step 1, b & c). Specifically, P4 holds a subset of rows of X and
corresponding labels as (U € REW yi; € {0, 1}11), while Pg
holds the remaining samples (V € R2XW yy, € {0, 1}2) with
H=H;+H;. Thus, X=UUVandy =yy Uyy.

After secure WoE-based transformation, 4 and $p obtain the
shares of transformed selected columns (a.k.a., features) [X/] (J is
for selected columns) or entire [X] (J includes all features). We use
the same notation (e.g., U) to denote the data held by each party in
both partitions. The exact meaning is clear from context.

3.2 High-Level Workflow

As illustrated in Figure 2, we formulate ALIOTH as three main steps:
Indicator Matrix Generation, Count & WoE, and Transformation.

o Step 1: Indicator Matrix Generation. Given a dataset X €
REXW et x € RH denote an arbitrary column (a.k.a., one fea-
ture across all samples). For each category of this feature (e.g.,
category male for feature gender), we construct an indicator
vector b such that b; = 1 if x; belongs to the current category
and 0 otherwise. In VP setting, this can be computed locally
by each party in plaintext (a-(D). In contrast, in HP setting: i)
For a categorical feature, P4 (resp. Pp) locally generates its
partial indicator vector by (resp. by) based on its local data U
(resp. V) (b-). ii) For a numerical feature, we first perform
equal-frequency discretization with non-overlapping intervals.
To securely determine the interval boundaries, we design a fast
2PC quantile protocol IIappoua (c-@). Once the boundaries are
established, [b] can be obtained through 2PC interval test (c-(2)).
Assuming the j-th feature has K categories, the above procedure
can be executed in parallel across all categories of all features,
all indicator vectors are ultimately concatenated in column-wise

(a-() or row-wise (b-@) & c-) to compose the global indicator
matrix [B] € {0, I}HXZ}Z1 K} in a privacy-preserving manner.

e Step 2: Count & WoE. For each feature (e.g., gender), we need

to count the positive and negative samples for every category
(e.g., male) to compute Equation (2). This counting process is
equivalent to the vector inner product. Concretely, for one fea-
ture category (or interval) with indicator vector b € {0, 1}, as
each sample is labeled with y; = {0, 1}, the number of positive
samples can be computed as b - y. Then, the negative samples of
the same category is Zgl bi—b-y.
In general, given [B] and the label vector [y] of the dataset, we
compute the number of positive samples for each category of ev-
ery feature via matrix-vector multiplication ((2)) in vectorization.
The negative counts are then obtained by column-wise summa-
tion of [8B] followed by subtraction (). With these statistics,
WoE [w] is calculated as Equation (2) by invoking 2PC division
(®), multiplication (@), and logarithm (%)) in element-wise.

o Step 3: Batch Transformation. Finally, the original X is trans-
formed into [X] by replacing each category (or interval for
numerical feature) with its corresponding WoE value. For Vj-th
feature, [X/] is computed through a matrix-vector multiplica-
tion between its indicator matrix and associated WoE vector.

The transformed dataset [X] is secret-shared between P4 and P,
regardless of whether the original input X is partitioned in either VP
or HP. Afterwards, two parties can jointly conduct various down-
stream privacy-preserving analytic and/or ML tasks on [X], such
as information value (IV)-based feature selection and LR training.
When the parties aim at the WoE of a feature subset, U||V or
U U V includes only the selected columns, rather than the full X.
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3.3 Security Model

In AL10TH, we preserve the privacy of feature and label values, as
well as all intermediate values and transformed results. They are
either maintained in secret-shared or privately retained by their
owner. On the other hand, we do not protect the following public
information: i) Auxiliary knowledge naturally available in practical
deployments, including data partitioning scheme (VP or HP), type
of feature (categorical or numerical), and number of categories or
intervals (K;) of Vj-th feature. For categorical features, all categories
(e.g., male, female for gender) are known to the feature owner. ii)
Information inherently inferred from the outputs, namely the number
of samples (H) and features (W).

Following prior works [23, 34], ALIOTH is secure against semi-
honest static probabilistic polynomial time (PPT) adversaries. The
adversary A corrupts one of P4 or Pp at the beginning of the
protocol and follows the protocol specification honestly. We use
the standard simulation-based security definition as follows.

DEFINITION 1 (SEMI-HONEST SECURITY). LetII be a two-party
protocol and F : ({0,1}™)% — ({0,1}™)? be the ideal randomized
functionality. We say I1 securely computes F in presence of a semi-
honest PPT adversary A if for every corrupted party Ps (s € {A, B})
and every input x € ({0,1}")2, there exists an efficient simulator S:

{view, (%), outrr(x)} & {S(s, x5, F5 (), F ()},
where views 11(x) is the view of Ps in execution of II on x, outyy(x)

is the output, F5(x) denotes Ps’s output of F (x), and x represents
computationally indistinguishability.

REMARK 1 (MALICIOUS SECURITY). Most real privacy-preserving
applications adopt the semi-honest assumption due to practical effi-
ciency and laws/regulatory acceptance. Malicious extensions can be
supported via malicious-secure primitives at > 10X cost.

4 DESIGN OF ALIOTH

We formulate the ideal functionality Fa; o7y in Figure 3. Farioru
receives the vertically or horizontally partitioned dataset U and
V from the two parties, together with the associated labels, and
merges them column-wise or row-wise, depending on the parti-
tioning scheme (Steps 1-5). For each feature j, Farjora constructs
its indicator matrix B{U), which encodes the category (or interval)
membership of all samples for j-th feature (Steps 6). All such in-
dicator matrices are concatenated column-wise to form the global
indicator matrix (Step 7). Subsequently, Fa o counts the required
statistics and computes WoE values for all features (Step 8). Finally,
it transforms each feature according to its WoE and indicator matrix
(Step 9), and outputs the secret-shared results (Steps 10-11).

4.1 Two-Party Indicator Matrix Generation

In § 4.1.1, we show the non-interactive indicator matrix generation
for VP and categorical features under HP. In § 4.1.2, we present the
generation procedures for numerical features in HP.

4.1.1 Non-interactive [B] Generation. In VP, P4 (resp. Pp) gen-

HxZWl

erates the indicator matrix By € {0,1} j=1 K (resp. By €

Hx3" K; _
{0,1} 7=177) for U (resp. V) locally, where W = W; + W;. Then,
the global indicator matrix can be concatenated column-wise as

Functionality Faoru

Parameters: Two parties P4 and Pp. In VP, P4 holds U
and Pp holds (V,y); In HP, P4 holds (U,yy) and Pp holds
(V,yv). The j-th feature is with K categories (or intervals).
The dataset is with H samples and W features.

Functionality:
1: if VP is True then
2. Receive U from P4 and (V,y) from Pp, and X = U||V.
3: else if HP is True then
4 Receive (U,yy) from P4 and (V,yy) from Ppg, and

union X=UUVandy =y4 Uys.

: end if

¢ Generate indicator matrix BU) for feature j € [1, W].

7: Concatenate indicator matrices of all features to generate
the global indicator matrix 8.

8: Compute zt =8B -y, z” = Zgl B -zt =

o

i Hyi=0}

I i{y=1)
and WoE w = logz(i—i -&).

9: Parties extract w(/) = {Wk,_ 41, ..,WK]._1+K].} from w,
and compute X/ = B() . wl).T for feature j € [1, W].

10: Sample uniform random R with the same size as X, let
[X]* =R and compute [X]? = X - R.

11: Output shares [X]4 to P4 and [X]B to Ps.

Figure 3: Ideal Functionality of ALioTH.

[8] = [BullllBv], where By and By are secret-shared via lazy-
sharing! without communication.

Categorical Feature in HP. For the categorical features, each
party knows all categories. So, P4 and Pp can construct their
own indicator matrix for their own disjoint data samples locally.
Assuming there are W categorical features and the j-th feature is

. . HixYW K;
with K; categories, P4 computes By € {0,1} J=1"™J and Ppg
W o
computes By € {0, 1}HZ><ZF1 Kf, where H = H; + Hy. Furthermore,

the parties obtain [By] and [By] via lazy sharing as well, and
merge them row-wise to form the global indicator matrix [8] =

[Bu] U [By] € {o, 1} FrHH)XZ N Ky

4.1.2  Interactive [B] Generation for Numerical Feature in HP. We
. . iy Kj
show how to generate [B] with known-but-secret intervals {[[]I](cj ) I,

2PC Interval Test. Let u € U and v € V denote the Vj-th feature
vectors from the HP-partitioned dataset U U V, so that the whole
feature vector is u U v. Assume there are K; known-but-secret bins

{[[]I](cj )]]}fi > Where an interval [[]I](cj )]] is s.aid to be .secret-§hared if
its boundaries are secret-shared, i.e., [[]I](Cj)]] = [[[Ilij_)l]], [[IIEJ)]]).

To determine whether the elements of u belong to [[Hl(cj )]] or not,
two parties compare u with the boundaries to get Boolean shares:

(cuk-1) =Tie(u, [[I,E{)ll]) & (eyx) =Mie(y, [[I;ij)]]), (3)

where $4 provides u. The indicator vector for u regarding to [Ix]
is computed as <bu,k> = <Cu,k—1> @ <Cu,k>~

1P, sets [Bulo = Bu and Pg sets [By 1 = 0. Symmetrically for [By].
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DDSketch for R-

Initialization: Sketch B* with n buckets initialized as 0,
relative-error ratio 0 < @ < 1, and y = (1+ a)/(1 — ). The
number of inputs n.

Insert(x):
1: For x e Ryp, 7= [logy(x)], and Bf = Bf +1.

Merge(B*, B""): > B"" is with the same o and 7 buckets.
1 B = Bf + B;" for all 7.
Quantile(f): > Percentile 0 < f < 1.
1: Let ip = min({j : B;f >0}),c= BZ), i=ip.
2: while ¢ < [ fn] do
3: i=min({j:B}f >0Aj>i}),
¢ c=c+B}.
5: end while
6: Outputs 2y*/(y + 1).

Figure 4: Operations of DDSketch for R from [36].

. K; .
Moreover, two parties can compute {<bu,k>} ki , for intervals
to generate K; indicator vectors for the j-th feature, and con-

catenate them column-wise to get the indicator matrix < BY )>

{0, 1}11%Kj Furthermore, all indicator matrices across all features
can be concatenated in a column-wise manner to get global (By) €

e
{0,1 }H1 *25= K5 and two parties invoke secure Boolean-to-Arithmetic
(IIg2a) conversion to get arithmetic sharing [By] = g ({(Bu))-

. . HxYW K;
Symmetrically, two parties can compute [By] € {0, 1} Jo
where P provides V. The global indicator matrix can be concate-

nated row-wise as [B] = [By] U [Bv] € {0, 1}(Hl+HZ)XZ}A:]1 K,

4.1.3  Fast Approximated [[Hl(c] )]] with Fully Mergeable Sketch [36]. In
equal-frequency discretization as above, the interval boundaries are
quantiles, and should be computed privately. Since the quantiles of
different features are independent, we focus on one feature below.
Let u and v denote one arbitrary column as before. A straight-
forward approach is to use secure merge: P4 locally sorts u and
Pp locally sorts v, after which the two parties securely merge
the sorted vectors to obtain [q]] = sorted([u]] U [v]). The S-th
quantile (percentile 0 < f < 1) can then be retrieved as [qg],
where k = [f - (H; + Hz)]. However, this method requires O(n)
secure comparisons in O(log, log, n - log, ¢) rounds, where n =
max(Hy, Hy) [5, 9]. We propose a fast approximate quantile com-
putation method based on DDSketch [36], which only requires
one batch of O(log, max(u U v) —log, min(uUv)) comparisons in
O(log, ¢) rounds, independent of H; and Hj.
Revisit DDSektch [36]. DDSketch is a fully-mergeable quantile
sketch with relative-error guarantees. It works by dividing Rs¢
into K buckets, and each bucket BJr (indexed by i € Z) counts the
number of values x that fall between Yl <x <y', wherey = (1+
a)/(1 —a),and 0 < a < 1 is the relative-accurate ratio. DDSketch
is defined by three basic operations: Insert, Merge, and Quantile,
as shown in Figure 4. Given 0 < f < 1, Quantile(f) returns an a-

1
accurate f-quantile x4 = %, such that |xg — Xg| < axq, where xg

is the faithful f-quantile [36, Proposition 3]. DDSketch can support
all of R by maintaining a second sketch B~ for negative Ry and

T 1 0 -1 -1 0 1

b Gl 1 ol I
i1 *9‘r’7r“r“rfa

lk <[s']
] [ofo[uf[1]1]1]:
»>1
a0 [oJoJo i 1 ]i]1]
1 [o]o[1][ofo]o]o . E&

Figure 5: A toy example for k = 9. r indicates the public logical
indices, q is computed from 7.

a special bucket B® for 0. The indices for the negative sketch are
computed using absolute values as 7 = |'logy |x[7.

Implementation Details. Masson et al. also proposed the bucket
collapsing technique to prevent unbounded growth of buckets. How-
ever, as analyzed by Masson et al. [36, Theorem 9, Section 3], the

DDSketch size bound is O(IOg2 mizg_ l:gz mn
2

slowly with the input range. In practice, the sketch size is typically
set to a constant to cover a wide range of values. For example, with
@ = 0.01, a sketch of size 5 = 1000 can handle values in [2710, 210].
Considering bucket collapsing is MPC-unfriendly (it involves
many sequential comparisons), and we can reasonably estimate
the range of numerical features of real-world datasets, we set the
sketch size as a public constant, e.g., 1000, for better efficiency.

), which grows very

Design of Protocol ITxppgua- With the above considerations, we
propose our fast 2PC approximated quantile protocol as follows:

(1) Each party inserts its local inputs (u or v) into local sketch buck-
ets using the Insert instruction (c.f. Figure 4), then concatenates
the negative sketch (in reverse order with logical indices 7), the
zero bucket, and the positive sketch into a single vector (s; or
$v). 2 An example is illustrated as [s] in Figure 5.

(2) Since DDSketch is fully mergeable by summation, s, and s,
naturally serve as additive shares of the merged sketch [s].

Following the Quantile(f) procedure in Figure 4 naively within
2PC is costly, as it necessitates a linear scan over [[s], which involves
secure comparison and extraction in O(|s|log, £) rounds, to ensure
oblivious access. To address this, we design an MPC-friendly variant
that requires only a single batch comparison plus local operations
in O(log, ¢) rounds, which is independent of |s|. First, since the
bucket logical index 7 is public, we precompute a quantile vector q
as Eq (4), and an example is given in Figure 5.

2 T
2 o= log, ()] € B,
qr = 0, x =0, (4)
2" -
~75. ©=log,(Ix)] € B™.
Next, two parties compute the prefix sum [s]] = Z;‘:l [s;]. We
then compare target k = | - (H; + Hz)| with [s’] to obtain [a] =

2Note that each bucket is with a public logical index 7 that is computed as 7 =
[logy (x) 1 (which can be negative). This is different from the position index i (which

starts from 1) in the vector. We distinguish these two kinds of indices in this work.
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Inputs: P, inputs u € Rt and P inputs v € RF2. Per-
centiles 0 < f1 < f2 < --- < fn < 1. Relative-error ratio
0<a<ly=1+a)/(1-a), buckets number 7.
Outputs: {[g;] ~ [sorted(uU V)| g,. v, +m,) |1}y

1: Let k; = | fi - (H1 + Hp)] for i € [1,n].

2: P4 initializes sketch buckets BA~ = {0}7, BA0 =0, and
BA+ = {0}7 for R<p, 0, and R~¢, where BA~ and BA*
are both with 5 buckets, B4 has one bucket.

3. Ppg sets BB~ = {0}7,BB0 = 0, and BB+ = {0}" similarly.

4 for all u € u do

5: 4 computes 7 = [log, ()] and BA* =Bt 41 if

u>0;BA =BAY 4+ 1ifyu=0;and r = [logy(|u|)'| and
BA™ =BA  +1ifu<o.

6: end for

7. P4 reverses B4, sets [s]4 = RVS(B4™,7) | BAO | BA+,

8: Similarly, Pp inserts Yo € v into BB’_, BB’O, and BB’+, and
gets [s]B = RvS(BB~, 1) | BBO | BB+,

9: Two parties compute prefix sum as [s]] = j’:l [s;] for
position index i € [1,2n + 1].

10: Set public vector q of size-(2n + 1).

11: for all position index i € [1,21 + 1] do

12:  Let the logical index of s; be 7. Set q; = —% ifi <n;
qi=0ifi=n+1;and q; = % otherwise.

13: end for

14: for all i € [1,n], in parallel do

15 P4 and Pp jointly compare [a(;)] = e (k;, [s]),
logical-right shift [a(;)] to obtain [[azl.)]] =[ap] > 1,
and get one-hot vector [[a’(i)]] =[aple [azi)]].

16: end for

7: return [M] - q7, where [M] = [[[a’(l)]],..., [[a’(n)}]]-r.

—_

\.

J

Figure 6: Two-party approximate quantile protocol IIxppqua-

I g (k, [s'])- Alogical right shift of [a] by one position gives [a"] =
[a] > 1, and their logical XOR yields [a’] = [a]] @ [a"], such that
[a’] is a one-hot vector with the 1 indicating the bucket containing
the -quantile. The f-quantile is then computed as [gg] = [a'] - q.
Since q is public, this step requires no communication.

For computing n quantiles in parallel, we arrange their one-
hot vectors into a matrix [M] € {0,1}"*I5! in increasing order
along with f5;, and compute [q'] = [M] - q7, where q is the f;-th
quantile. The secret intervals [I;] are then given by ([q;_, ], [q;]]-
Finally, since quantiles for different numerical features are indepen-
dent, they can be computed fully in parallel. The detailed protocol
IappQua is formulated in Figure 6.

4.2 Two-Party Count & WoE

After generating [8], we count the additive secret shares of re-
quired statistics and then compute WoE securely.

4.2.1 Statistics Count. We propose efficient 2PC statistics counting
methods as follows:

Case-I. In the VP setting, for dataset V, Pg can locally compute its
WOoE and subsequent transformation as $p has all labels. Therefore,
we focus on the procedures towards U: 4 holds the indicator

L[] 0 ENE EEE

L[] [ ] 0 NG EEE
EEEE 0 HEE N -

EEEn : 0 ENE EEE
[B] Padding u
| ]
(O Bach v R

w] [x]
max (K, K,, K3, Ky) = K,

Figure 7: A toy example of padding and HE-based batch
matrix-vector multiplication. (Ki, Ky, K3,Ky) = (2,3, 2,2).

matrix By and Pp has label vector y. Given the indicator vector b
of one category (or interval) of one feature, counting the positive
samples is equivalent to computing the inner product of b and y.
In vectorization, two parties perform the following steps:

o Two parities invoke matrix-vector multiplication [z*] = ITwy (B;;, Y),

where 4 inputs B, and Pp inputs y. {ZI+<,>1+1’ . "Z}j,ﬁKj}
represents the number of positive samples (a.k.a., y; = 1) for all
categories (or intervals) of the j-th feature.

e P4 sums up B column-wise, and two parties count negative
samples [z7] = Zfil B; — [z*]. Pp can locally compute ¢ =

(Zfl Wy = 0})/(2? 1{y; = 1}) for subsequent computation.

Case-II. For the HP setting, P4 and Pp can compute the additive
shares of required counts as follows:

e Two parties compute [z*] = Ilw ([8]/], yu) + Tw ([B} ], yv).
where P4 provides yy for the former and $pg provides yy for
the latter. And [z~ ] is obtained via subtraction similar to Case I.

e Two parties count the number of positive samples and negative
samples as [YH 1{y; = 1}] and [ZF 1{y; = 0}] locally, and
jointly compute [¢] = Mos, ([ 1y = 01, [ 1y = 1}]).

4.2.2 Local Counts for Categorical Feature in HP. As discussed in
§ 4.1.1, in the HP setting, each party holds its local indicator matrix
and label for categorical features. Assuming the j-th feature is a cate-
gorical ones, we get [[z(j )""ﬂ without communication: £4 computes
[z)+]4 = Bg)’T -yu, and Pg computes [z/)-+]B = B%,j)’-r YV
[[z(j )’_]] is subsequently obtained via subtraction. The resulting
{[z*], [z} j are then concatenated with the statistics of
numerical features to get the final [z*] and [z~ ] across all features.

4.2.3 Vectorized Secure WoE. With the above statistics, including
[z]. [z~ ], and [£], we can compute the WoE in vectorization by
invoking 2PC division, multiplication, and logarithm in element-
w

. - . =1 Kj
wise: [W] = Iiog (Mwu1 (Mpsy ([2*], [271), [€])), with w € Z; /7.
And the WoE values of the j-th feature can be extracted from [w]

as [[w(j)]] = {[[WKJ.71+1]], e [[WK,-,1+K,-]]} (with Ky = 0).

4.3 Two-Party Batch Transformation

Recall that for the j-th feature with K categories (intervals), we
generate an indicator matrix BU) e {0, 1}*K), which is either
held by P4 in VP or secret-shared as [B(/)] in HP. Because the
categories are mutually exclusive, each row of B() corresponds
to a one-hot vector; that is, for every row i € [1, H], there exists

exactly one k such that Bl(j)’k =1, while ng)’k/ =0 for VK’ # k.
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’

Procedure for VP Setting 11} ©

ALIOTH'

Inputs: P4 inputs feature matrix U € RHXW o inputs label vector y € {0, . K ;j categories or intervals of the j-th feature.
Outputs: P4 and Pp outputs the shares [X]4 and [X]P respectively, such that [X]4 + [X]® = X = WoE(U, y).

1: for j € [1, WA], P4 locally do
if Type(U’) = Numerical then

3 P4 computes the K; non-overlapping equal-frequency intervals {Bi = (bi—l’ bi]}fi > Where bé < b{ << b{q.

N}

4 endif
5. P4 generates indicator vector pUk) = 1{U/ = fk]} (resp. pUk) = 1{U/ € Bi}) for fk] (resp. Bi), the k-th category (resp.
interval) of the j-th feature for k € [1, Kj].

6 P4 concatenates all indicator vectors column-wise as a sub-matrix BU) = [b(j’l) | pUi2) [ o] pUK; .
7: end for

8: P4 concatenates all indicator sub-matrices in column-wise as one big matrix 8 = [BW |B@ |...|BW)].
9: Two parties compute [z*] = IIw (B7,y), where P4 inputs BT and Pg inputs y.

10: P4 sums up B column-wise and two parties compute [z7] = ZlH B; — [z*], P computes & = (Zf{ Hy; = 0})/(2{1 1{y; = 1}).

11: Two parties sequently compute [e] = Ipiy ([z*], [z7]), [f] = Iwu1 ([e], &), and [w] = IT10g([f]) in element-wise.

12: Let K;, = max(Ky, Ky, . .., Kyy), parties extract [[w(j)]] = {[[WK],71+1]], s [[WKJ.71+KJ.}]} from [w], zero-pad BU) to size H X Ky,
and [w(/)] to Ky, and compute {[X/] = Iy (BY), [w/)])}; for j € [1, W] using batched matrix-vector multiplication.

13: return Two parties output secret-shared [X], where X = [X! | X% |- | XW1.

Procedure for HP Setting IT5:

ALIOTH'

Inputs: P4 inputs feature matrix U € RF*W and label yyr € {0, 1}, Pp inputs feature matrix V € RF2XW and label vector
yv € {0,1}f2. K j categories or intervals of the j-th feature.
Outputs: P4 and Pp outputs the shares [X]4 and [X]B respectively, such that [X]4 + [X]B = X = WoE(UU V,yy Uyy).

1: for j € [1, W], in parallel do

2. if Type(U’) = Numerical then

3 P4 and Pp jointly invoke Mappoua to get the quantiles [q] = [[q1], [g2]. - - -, [[qKJ.]]]. > ([gi], [gi+1]] define Interval [I;].
4 for all [qi] € {[q1]. [g2].- - . [gk;]}, in parallel do

5: Two parties compare [[C{],k]] =11, 7(U/, [qx]), where P4 provides U/, so indicator vector is [[b{],k]] = [[c{],k—l]] ® [[c{]k]]
6: Asymmetrically, two parties compute indicator vector [[b</ kﬂ.

7 end for

8: Get indicator matrices [[Bg )]] (resp. [[Bi,l )]]) by concatenating {[b{,’k]] }fi | (resp. {[b{/k]]}fi |) column-wise.

9. else if Type(U/) = Category then

10: P4 (resp. Pp) locally generate B[(j) (resp. Bg)).

1:  end if

12: end for

13: Two parties get indicator matrices for U (resp. V) as [By] (resp. [By]), and global [B] = [By] U [By] row-wise.

14: P4 and Pp jointly compute [z*] = HMV([[BJ]],yU) + HMV([[B;',—]],yV), where P4 provides yyy and Ppg provides yy. And
[z7] = Zgl[[Bi]] — [z*]. > We use local counts optimization for categorical features, and omit here for brevity.

15: P4 and Pp sequently compute [e] = Hpiy ([z*], [z7]), [f] = Tmu1 ([e], [£]), and [w] = H16g([f]) in element-wise, where
scalar [¢] = Ipsiy ([XF 1{y; = 0}, [ZF 1{y: = 1}]).

16: Extract [w/)], pad [BU)] and [w(/)] as step 18 of HXEOTH and compute {[X/] = Iy ([BY], [w)])}; for j € [1,W].

17: return Two parties output secret-shared [X], where X = [X! | X% | --- | XN].

where P4 provides B(/) and BU)K is its k-th column.

Figure 8: The full two-party framework ITap;o1x-

In the VP setting, the j-th column of [X] is computed as [X/ ]]j\jzl are independent and therefore can be computed in paral-
lel using batched matrix-vector multiplication [33]. However, since
different features can be associated with different K; (a.k.a., cate-

[X7] = Ty BUL, [w']) + Ty BD2, [wi])

TR L VR (B(]‘),Kj, [[Wg.)ﬂ) i (5) gories or intervals). This mismatch in dimensions prevents direct
) ) 7 utilization of batched matrix—vector multiplication.
= HMV(B(J ), [[W(j )’T]]) To overcome this, we propose a padding technique before batch-

ing. Asillustrated in Figure 7, we first compute Ky, = max({K; }jvzl)
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and then apply zero-padding as follows: i) append (K, — Kj) zero
columns to BY), and ii) append (Kp, — Kj) zero entries to w)T,
Afterwards, all matrices and vectors have uniform dimensions. Sim-
ilarly, in HP, {[X/] = Twy([BY], [w/)])}; can be padded and
accelerated using batching matrix-vector multiplication as well.

Although the padding approach introduces "useless" zeros, the
batched matrix-vector multiplication still yields nearly a 7%-30%
speedup over the naive non-batched method, even when Ky, is
significantly larger than most K; (see Appendix 6.3.2). Put it all
together, we present ITa; o7y in Figure 8.

REMARK 2 (GENERALITY). Some of our proposed protocols, e.g., 2PC
approximated quantiles and batch transformation, are of independent
interest. And the building blocks of ALIOTH are modular, making it
easy to substitute any component, e.g., replacing the equal-frequency
discretization with equal-width ones.

5 SECURITY AND COMPLEXITY ANALYSIS

Security Analysis. Theorem 1 captures the security of ALIOTH.

THEOREM 1 (SECURITY). In the hybrid model, ALIOTH securely
realizes functionality F o7y against a semi-honest static polynomial
probabilistic adversary A, who corrupts no more than one party.

PrROOF. ALIOTH is constructed directly from well-established
cryptographic primitives in a sequential model. Apart from the
necessary interactions within these primitives, all remaining oper-
ations are performed locally. Specifically:
¢ [B] Generation. As shown in § 4.1.1, [8] over VP and cate-

gorical features in HP can be generated non-interactively. For

[8] over numerical features in HP (§ 4.1.2), Py and P4 engage

in communication only during the 2PC Interval Test and the

appoua protocol: i) The Interval Test relies on IT ¢ and Ilgpa. ii)

In ITappqua (Figure 6), steps 1-14, 18, and 19 are purely local com-

putations, while steps 15-17 involve II| ¢ and local operations.
e Count & WoE. For secure count statistics, only ITyy and local

arithmetic are required for VP setting. Under HP, we use IIyy
and Ilp;y in a black-box manner, alongside local arithmetic oper-
ations. For 2PC WoE, the computation invokes Ilp;y, IIy,1, and

I og sequentially in arithmetic black-box model.

e Batch Trans. The padding procedure is local, and batched ma-

trix—vector multiplication is securely inherited from [33].
Consequently, the security of AriotH follows naturally from the
security of well-established 2PC primitives in the hybrid model. O

Complexity Analysis. Assume the dataset is of shape H X W, with
W, categorical features and W,, numerical ones (W, + W;, = W). For
the j-th feature, it has Kj categories or intervals. In VP, 4 holds W;
features, Pg holds W; features and labels, where W = W; + Ws; In
HP, P 4 holds Hy samples, Pp holds H, samples, where H = Hy +H>.
The values are encoded in ring Z,¢. The RLWE-based HE is defined
on the set of integer polynomials Ay 4 = Zq[X]/ (XN +1) with
2-power number N and g > 0.
¢ [B] Generation. For the VP setting and categorical features
of VP setting, each party can compute the indicator vectors for
each feature locally, which is free in 2PC. For the numerical
features under VP setting, let K, = Z]‘Z"l K; for brevity, protocol
I AppQua requires O(|s|K,) invocations of IT; 1, and 2PC interval

test requires O(HK},) invocations of IT| 1 and IIg,a. This requires
a total of O((|s| + H)Kp)¢) bits in O(2log, ¢) rounds.

e Count & WoE. In terms of the Count phase, for the VP set-
ting, we conduct ITyy over a private matrix of size (Z}/V:ll Kj) x

H and a private vector of size H, let K’ = Z}/V:ll Kj, this re-
quires O(HK’ /N) homomorphic multiplications and additions,
O(K’ /¥N) automorphisms, and sending O((H + K’)/N) RLWE
ciphertexts. For the HP setting, let K = Zj‘/zl K; two parties
requires O((H; + H2)K/N) homomorphic multiplications and
additions, O(2K/VN) automorphisms, and sending O((H; +H, +
2K)/N) RLWE ciphertexts.

e Batch Trans. Let K;;, denote the maximum of {K;};, we batch-
ing compute W matrix-vector multiplication of size H X K,
and Kjy, this requires O(HWK,,,/N) homomorphic multiplica-
tions and additions, O(HW /VN) automorphisms, and sending
O(W -[H/N1) ciphertexts, which can be packed as O([HW /NT)
ciphertexts when H < N /2.

6 EXPERIMENTAL EVALUATION

We provide ALIOTH implementation setup and study the perfor-
mance by answering the following questions.

e Q1: How about the end-to-end evaluation of ALioTH when pro-
cessing categorical and numerical features under both VP and
HP settings? (§ 6.2)

e Q2: What are the overheads of our proposed building blocks and
protocols? (§ 6.3)

e Q3: Can AL1oTH support efficient ML applications, including
feature selection and logistic regression training? (§ 6.4)

6.1 Experimental Setup

Testbed. Experiments are run on a machine with Intel(R) Xeon(R)
Silver 4314@2.40 GHz CPU and 500GB RAM. The Operating System
Ubuntu 22.04.4 LTS is Linux kernel 5.4.0-172-generic. A local-area
network (LAN, RTT: 1ms, 1Gbps) and a wide-area network (WAN,
RTT: 50ms, 160Mbps) is simulated by Linux tc command.

Code Base. We implement ALIOTH on SecretFlow-SPU [34] with
2PC backend [23, 33]. We leverage Ferret implemented in the YACL [4]
for VOLE-style OT, and SEAL library [3] with Intel HEXL VX512
CPU acceleration [7] for RLWE-based HE, using parameters recom-
mended by [33]. All of them provide at least A = 128 bits of security.
For arithmetic, we select the ring Z,s: for additive secret sharing
and set f = 18 fractional bits for fixed-point encoding.

Datasets, Models, and Metrics We generate synthetic datasets of
diverse sizes for end-to-end evaluation and building blocks profiling.
For the practical applications study, we evaluate ALIOTH on two
financial risk datasets: German-Credit-Data [20] and Home-Credit-
Default-Risk [40]. We conduct IV-based feature selection and LR
training based on our WoE-transformed datasets, report time and
communication, and the predictive performance of LR in terms of
AUC and weighted F1 score [22, 41].

6.2 End-to-End Evaluation

We evaluate the end-to-end overhead of ALioTH on synthetic data
with different samples H € {1,000, 10,000, 100,000}, features W €
{10, 50, 100}, and categories (or intervals) K € {5, 10, 20}. We report
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Table 3: Time and communication of AL1oTH under different H, W, and K for categorical and numerical features under VP and
HP settings in LAN and WAN. Time is in seconds and communication is in MB. Time in WAN is marked in gray for clarity.

i W =10 W =50 W =100
Partition ‘ H|
‘ K — 5 10 20 5 10 20 5 10 20
LAN 2.09 2.09 2.66 3.23 3.89 4.73 4.70 5.60 8.15
1,000 WAN 13.32 13.54 14.93 21.03 23.21 27.86 29.98 34.15 41.97
Comm  32.07 32.44 33.46 68.29 69.15 76.69 113.16 114.88 129.05
% LAN 2.30 2.36 3.06 4.35 5.19 6.68 5.95 8.31 11.60
@ 10,000 WAN 13.91 14.41 16.06 23.71 26.84 32.84 34.63 40.98 51.88
Comm 37.81 37.92 39.33 93.08 96.85 104.38 162.20 169.74 183.91
LAN 3.79 5.15 7.24 11.65 19.47 29.20 20.91 37.46 51.57
100,000 WAN 18.60 21.20 25.74 47.89 61.05 82.92 83.19 111.32 153.86
Comm  47.52 47.57 48.10 181.56 183.17 186.39 349.26 352.49 360.24
LAN 6.29 6.76 7.02 7.21 8.37 8.78 9.02 9.67 13.53
= 1,000 WAN 33.04 33.87 35.51 45.31 46.81 47.99 54.93 59.04 67.92
é Comm  58.51 63.45 74.30 110.53 135.62 191.61 175.10 225.27 341.33
Q
g LAN 6.98 8.17 9.64 12.37 16.59 29.77 18.28 29.96 54.81
g 10,000 WAN 36.22 37.40 43.40 55.05 70.15 100.99 81.83 114.97 178.78
es] Comm  99.63 147.33  242.97 315.97 559.39 1046.01 584.92 1072.01 2054.06
= LAN 16.34 27.37 51.20 62.48 118.12 248.87 118.84 236.55 433.74
100,000 WAN 59.98 89.71 150.59 187.03 352.91 654.91 345.92 648.42 1032.68
Comm 516.06 994.60 1959.80 2386.86 4800.73 9628.74 4728.00 9555.84 18309.98
LAN 2.10 2.14 2.67 3.55 3.91 4.84 4.69 5.44 7.98
= 1,000 WAN 16.37 16.42 17.77 24.14 25.81 29.31 32.48 36.96 44.26
Q
'g Comm  31.48 31.84 32.87 68.58 69.44 76.99 113.46 115.18 129.39
0
..E LAN 2.27 2.35 2.97 4.28 5.07 6.22 6.11 7.71 10.73
®) 10,000 WAN 16.83 16.99 18.39 26.46 28.75 33.17 36.50 41.24 49.78
% Comm  36.70 36.82 38.21 92.83 96.61 104.16 161.97 169.52 183.73
S LAN 3.71 4.64 6.18 11.42 17.01 21.76 20.03 31.60 45.60
100,000 WAN 20.70 21.62 23.88 44.58 51.54 60.95 74.79 88.34 104.34
Comm  90.06 90.18 91.57 359.67 363.44 370.99 695.63 703.18 717.39

the costs directly on numerical features for VP in Table 3 as the
2PC procedures of both kinds of features are identical. For HP, we
report the overhead for numerical and categorical separately.

e Obviously, the running time and communication of all cases
increase linearly with H, W, K. This trend is expected since
AL10TH’s scalability is primarily determined by these parameters
in our design. Besides, we find that in VPP and HP-Categorical
settings, the costs increase much more slowly with K than with
H and W. And HP-Numerical shows significantly higher time
and communication costs (approximately 2-3x) than the other
two cases. This is because K mainly determines the costs of [8B]
generation, which is free in these two cases.

e Furthermore, the running time comparison between LAN and
WAN reveals the expected latency amplification in WAN: for
the same (H, W, K) in the same partition and feature types, we
require roughly 3-7X running time in WAN, emphasizing that
the communication overhead dominates total time in WAN.

Overall, the results indicate that ALioTH exhibits practical scala-
bility with respect to both the dataset size and feature categories.

Notably, under the most demanding HP-Numerical setting, we com-
plete the WoE transformation for a dataset comprising 100,000 sam-
ples and 100 features, each containing up to 20 categories, within
~ 7 minutes in the LAN and 20 minutes in the WAN, communi-
cating 17 GB messages. Since this transformation is a one-time
operation and the transformed datasets can be reused across vari-
ous downstream ML or data processing tasks, the incurred overhead
is acceptable in many practical applications.

6.3 Profiling Building Blocks and Protocols

6.3.1 Overhead of Building Blocks. In Figure 9, we profile the over-
head of building blocks with (H = 10,000, W = 100, K = 20) under
three settings.

e VP and HP-Categorical incur zero cost for [8] generation, as
they rely solely on local plaintext computation through zero-
sharing. In contrast, HP-Numerical requires substantial time and
communication overhead to generate [B], since it must execute
the 2PC IIappoua and Interval Test protocols, accounting for 70%
of the total communication and 90% of the total runtime.
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Figure 9: Profiling the overhead of [B] generation, Count & WoE, and Batch Transformation with H = 10,000, W = 100, and K = 20

in VP, HP-Categorical, and HP-Numerical. Figure 9(a) is for time in LAN, 9(b) is for time in WAN, and 9(c) is for communication.
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Table 4: Benchmarking ITzppqua With g = 50%, a = 0.01. Time
is in seconds and communication is in MB.

n Range LAN WAN Comm.

100 [271,2] 1.06  3.56 1.42
1,000 [2710,219] 109 3.91 1.58
10,000 [27190 21001 290 11.62  15.77

e Secondly, the Count & WoE phase incurs higher latency than
the Batch Transformation phase, particularly in WAN. This is
because Count & WoE involves 2PC protocols for computing
nonlinear functions such as comparison, division, and logarithm.
Across all cases, the HP-Numerical setting introduces the high-
est Count & WoE overhead, whereas the HP-Categorical setting
incurs the lowest. This stems from the statistics count for cate-
gorical features in HP is free of communication (§ 4.2).

The profiling results highlight that the overhead bottleneck is
different across data partitions and feature types. Concretely, the
[8] generation is the primary performance bottleneck in HP for
numerical features. In contrast, for VP and HP-Categorical cases,
the Count & WOoE requires the highest running time.

6.3.2  Benchmark Iappoua and Batch Trans. Moreover, we bench-
mark the efficiency of our proposed basic IIpppgua and batch trans-
formation, which might be of independent interest.
Performance of ITpppgua- Since the performance of Iappqua is
mainly dominated by the number of buckets 7, we select different 7,
estimate range, and evaluate overhead for computing median (a.k.a.,
B =50%) with @ = 0.01. And we select H = 1,000 random numbers
from the range as inputs. As shown in Table 4, our Iappqua is very
efficient and it can compute the median of range [27100, 2190] in
around 10 seconds in WAN. In experimental applications, K = 1,000
is enough for precision requirements.

Note that our ITappgua differs from recent secure merge proto-
cols [5, 9], which require O(H) time and communication. In con-
trast, our ITpppoua is more efficient, as its complexity depends only
on 7, which usually holds n < H in practical applications.

Performance of Batch Transformation. We compare our batch
transformation approach with a naive baseline that transforms
each feature individually in Table 5. In our setup, one feature has
Km € {5,10, 20} categories, while the remaining nine features each
have K categories. This configuration is designed to evaluate our
method under its least favorable conditions.

Our approach outperforms the naive method in both running
time and communication, which aligns well with our analytical

Count & WoE BatchTrans
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Table 5: Benchmarking batch transformation. Time is in sec-
onds and communication is in MB.

(H,W) (K,Km) Protocol LAN WAN  Comm.
(5,5) Ours 0.77 4.31 32.21
’ Naive 1.06 4.60 35.61
(10,000, 10) (5,10) Ours 0.84 4.37 32.21
’ Naive 1.20 4.74 35.61
Ours 0.91 4.43 32.21
(5200 Naive 129 478 3561
Ours 20.68 56.70  683.72
(5,5)
’ Naive 23.95 67.34  720.10
(100,000, 100) (5 10) Ours 26.45 64.69 683.72
’ Naive 30.95 74.00 720.10
(5,20 Ours 31.82  69.73 683.72
’ Naive 37.08 80.06 720.10

Table 6: Datasets metadata and the ArLioTrH-based overhead.
(H,C,N) represents # samples, categorical, and numerical
features. Time is in seconds and communication is in MB.

Dataset (H,C,N) Ve HP
LAN WAN Comm. LAN WAN Comm.
GCD [20] (800,13,7) 2.20 14.60 40.58 8.45 49.24 84.91
HCDR [40] (307,511,51,69) 102.05 298.48 2351.36 530.45 1509.80 21101.40

findings. Concretely, we reduce the running time by approximately
7%-30%, and we achieve better communication complexity as well.

6.4 Application: Feature Selection & LR Train

We demonstrate the applications of ALIOTH on two tasks: IV-based
feature selection and LR training on datasets: German-Credit-Data
(GCD) [20] and Home-Credit-Default-Risk (HCDR) [40]. For cate-
gorical feature, we set K as the number of its categories. For floating
feature, we empirically set K = 5 for GCD? and K = 10 for HCDR®.
For the integral feature: i) if the number of unique values is < K,
we convert it as a categorical feature, ii) otherwise, we treat it as
floating ones.

The metadata of the datasets and their ALioTH-based trans-
formation overhead are presented as Table 6. Note that we add
fill_value = 1™ to 0 in Equation 2. It is easy to see that our
ALIOTH is efficient in practical datasets. Concretely, it can com-
plete the transformation of the small-scale dataset GCD within
one minute in all cases. Even for dataset HCDR with more than 3
millions samples and 100 features, we can finish the transformation

3https://www.kaggle.com/code/mpwolke/creditability-scorecardpy/notebook
*https://www.kaggle.com/competitions/home-credit-default-risk/code
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Table 7: Overhead of of IV-based feature selection. Time is
in seconds and communication is in MB.

Dataset LAN WAN Comm.

GCD[20] 035  7.68 4.10
HCDR [40] 12.42 26.48  162.08

Table 8: Overhead, AUC, and weighted F1 score of 2PC train-
ing LR on datasets with/without WoE.

Dataset Framework LAN WAN Comm AUCT F17

w./0. WoE 36.65 607.06 537.35 0.77 0.71
Ours (w./ WoE) 36.14 604.85 534.22 0.80 0.74

w./0. WoE 273.29  1284.93  8188.05 0.51 0.41
Ours (w./ WoE)  232.43  1242.68  8096.93 0.74 0.88

GCD [20]

HCDR [40]

in half hour in WAN. Next, we focus here on assessing the task-
level performance (excluding the costs of ALioTH’s overhead) and
effectiveness on the secret-shared WoE-transformed datasets.

IV-based Feature Selection. Information value (IV) is often used
for feature selection. Assuming the feature is with K WoE val-
ues {wi, wa,...,wg}, and (pl‘:,p,;) represent the proportion of
the positive and negative samples for wy, its IV is computed as
V= Z]]z:l (pz —p/:) - Wg. More details can be referred to [17]. After
ArioTH-based WoE transformation, the datasets are secret-shared
among two parties, so the computation is independent of original
data partitions, a.k.a., VP or HP. Experiments show that we select
the same top-5 features as those of plaintext WoE, so Table 7 fo-
cuses on the running time and communication. Concretely, we can
complete IV-based feature selection securely within half a minute
across all cases, which is efficient for practical applications.

LR Training. We securely train LR on GCD and HCDR by 10
iterations for financial risk assessment, with and without WoE
produced by ArioTH. Other hyperparameters, initialization, etc.,
are identical. Specifically, we leverage SecretFlow-SPU [34] with
2PC backend [23, 33]. Without WoE, we apply one-hot encoding for
categorical features and keep the original numerical features. For
each dataset, 70% of the samples are for training and 30% for testing.
We use AUC and F1 score [22, 41] to evaluate model performance,
two of the most widely used metrics for binary classification.

Table 8 shows our ArtoTH-based transformation not only re-
duces secure training overhead but also improves model perfor-
mance. In particular, on the large-scale HCDR dataset, ALIOTH
achieves lower training time and communication cost and higher
AUC and F1 with the same training iterations. This is because WoE
reduces distribution shift between parties and enhances feature
stability, which not only increases the AUC from 0.507 to 0.735 and
F1 from 0.41 to 0.88, but also accelerates the model convergence.
These results indicate that achieving comparable LR performance
on datasets without WoE transformation would require substan-
tially higher 2PC training overhead than ours.

In a nutshell, AL1oTH provides an efficient solution for privacy-
preserving feature processing in the ML-pipeline. Although ArioTH
introduces additional overhead, the transformed datasets can sup-
port multiple downstream tasks efficiently, and enable improved
secure training efficiency and LR model performance.

7 RELATED WORK

Secure multiparty computation (MPC) can enable distrusted parties
to compute a function while keeping each input privately [13, 47,
55, 56]. In the line of works [6, 23, 25, 31, 37, 39, 46], many secure
machine learning frameworks have been proposed in two-party
computation (2PC), by utilizing mixed 2PC technologies, i.e., Homo-
morphic Encryption and Oblivious Transfer, and use secret sharing
to connect them. [21, 29, 33, 43, 53, 58] have achieved secure eval-
uations of Transformer-based large language models. In addition,
there are multi-party works have constructed secure machine learn-
ing approaches beyond the 2PC setting, including 3PC [10, 26, 38,
49], 4PC [8, 11, 14, 27], and multi-party settings [12, 30, 57].

Apart from secure machine learning training and inference, some
works [16, 28, 32, 50] have proposed MPC-based feature selection to
address the privacy concerns. Concretely, [28] designed an efficient
feature scoring protocol based on Gini impurity using 3PC and
showed effectiveness over real-world datasets. [32] introduced a
Gini impurity-based lightweight feature selection system for feder-
ated learning, where multiple clients interact with a single server
and datasets are horizontally distributed among the clients. Differ-
ently, [16] proposed low complexity bounds on mutual information
for efficient privacy-preserving discrete feature selection using
MPC. [50] employed the approximated fixed-point representation
to reduce the bitwidth of the mutual information-based solution,
thereby reducing communication overhead. Recent work [48] pro-
posed batch private information retrieval (PIR) and PIR-to-share
conversion based on polynomial operations, thereby achieving ef-
ficient two-party secure unbalanced data alignment for vertical
privacy-preserving ML. However, these works mainly focused on
feature selection or data alignment. None provides an efficient solu-
tion for privately encoding the categorical and numerical features
of raw data to ML-effective numerical representations.

We propose a two-party Weight-of-Evidence-based solution that
securely transforms raw categorical and numerical features into
ML-effective numerical values, thereby supporting efficient privacy-
preserving feature selection and logistic regression training.

8 CONCLUSION

We propose a two-party framework ALIoTH that facilitates trans-
forming raw data features into ML-effective numerical representa-
tions based on Weight-of-Evidence. By leveraging data partitions,
we propose fast partition-aware 2PC protocols to protect data pri-
vacy. We integrate ALIOTH into the privacy-preserving ML pipeline.
For future work, we aim to extend ALIOTH to the multi-party set-
ting, hardware (i.e., GPU) acceleration, and process missing values
or low-frequency categories with privacy preservation.
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